
Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
2 

19
1 

38
8

B
1

TEPZZ _9_¥88B_T
(11) EP 2 191 388 B1

(12) EUROPEAN PATENT SPECIFICATION

(45) Date of publication and mention 
of the grant of the patent: 
08.08.2018 Bulletin 2018/32

(21) Application number: 08755132.1

(22) Date of filing: 07.05.2008

(51) Int Cl.:
G06F 8/60 (2018.01) G06F 8/36 (2018.01)

(86) International application number: 
PCT/US2008/062950

(87) International publication number: 
WO 2009/038819 (26.03.2009 Gazette 2009/13)

(54) SYSTEM AND METHOD FOR DEPLOYING AND MANAGING INTELLIGENT NODES IN A 
DISTRIBUTED NETWORK

SYSTEM UND VERFAHREN ZUM EINSETZEN UND VERWALTEN VON INTELLIGENTEN KNOTEN 
IN EINEM VERTEILTEN NETZWERK

SYSTÈME ET PROCÉDÉ POUR DÉPLOYER ET GÉRER DES NOEUDS INTELLIGENTS DANS UN 
RÉSEAU DISTRIBUÉ

(84) Designated Contracting States: 
AT BE BG CH CY CZ DE DK EE ES FI FR GB GR 
HR HU IE IS IT LI LT LU LV MC MT NL NO PL PT 
RO SE SI SK TR

(30) Priority: 21.09.2007 US 859264

(43) Date of publication of application: 
02.06.2010 Bulletin 2010/22

(73) Proprietor: Hexagon Technology Center GmbH
9435 Heerbrugg (CH)

(72) Inventors:  
• HARVEY, Clint

Morgantown
West Virginia 26508 (US)

• MOODY, John
Morgantown
West Virginia 26508 (US)

• WILLIAMS II, Jackie
Fairmont
West Virginia 26554 (US)

• ESPOSITO II, Patrick
Morgantown
West Virginia 26505 (US)

• THOMAS, George
Friendsville
Maryland 21531 (US)

• REED, Jared
Morgantown
West Virginia 26505 (US)

• KESECKER II, Brian
Fairmont
West Virginia 26554 (US)

• ESPOSITO, Patrick
Morgantown
West Virginia 26505 (US)

(74) Representative: Kaminski Harmann
Patentanwälte AG 
Landstrasse 124
9490 Vaduz (LI)

(56) References cited:  
US-A1- 2004 001 498 US-A1- 2005 192 984
US-A1- 2006 165 040 US-B1- 6 738 975
US-B1- 7 150 000  

• MARIN C ET AL: "Sensor Bean: A Component 
Platform for Sensor-based Services", 
PROCEEDINGS OF THE 3RD INTERNATIONAL 
WORKSHOP ON MIDDLEWARE FOR PERVASIVE 
AND AD-HOC COMPUTING, GRENOBLE, 
FRANCE, vol. 115, 28 November 2005 
(2005-11-28), pages 1-8, XP002566923, DOI: 
10.1145/1101480.1101492 ISBN: 
978-1-59593-268-6



EP 2 191 388 B1

2

5

10

15

20

25

30

35

40

45

50

55

Description

BACKGROUND

[0001] The present invention generally relates to dis-
tributed networks, and particularly relates to a system
and method for deploying and managing intelligent nodes
in a distributed network, such as may be used to extend
enterprise and IP network infrastructure to processing
data from sensors, actuators, and other "edge" systems
and devices.
[0002] Enterprise networks traditionally work well at
linking together different workgroups within organiza-
tions and making business applications and data avail-
able across those workgroups. However, significant chal-
lenges arise when extending enterprise network connec-
tivity via devices and systems that operate at the network
edges and provide physical world data collection and
control processing. For example, integrating diverse data
from edge devices and systems into enterprise networks
often requires developing customized software code and
"middleware" components, to provide for data input/out-
put, formatting, conversion, translation, and communica-
tions.
[0003] The time and expertise needed to develop such
software/middleware is prohibitive. Some companies
skip the expense altogether and suffer from the attendant
inefficiencies arising from having critical assets-sensors,
actuators, and other edge systems and devices-stranded
outside of their enterprise networks. Other companies
bear the expense and yet get less business value from
the effort than they expected, because of limitations,
complexity and errors in the custom-developed integra-
tion software. By its very nature, software of that type
usually is difficult and expensive to debug and maintain.
Worse still, the complex, custom nature of such software
clouds upgrade paths, meaning that such software may
not be readily extended to new devices and systems.
[0004] As a further issue, the convergence of sensors,
actuators, and other edge systems and devices into en-
terprise networks can overwhelm the bandwidth of net-
works, especially wireless networks. In addition, the
sheer volume of data inflowing from edge systems and
devices can overwhelm the end-users of that data. Con-
sequently, potentially sophisticated data filtering and
event detection algorithms may be needed, further rais-
ing the customization requirements and development
complexity of the integration software. In many instances,
one might fairly argue that acquiring data represents the
easy part of building distributed, intelligent networks, and
that the greater challenge lies in efficiently processing
and sharing that data.
[0005] US7,150,000 to Feldman describes a distribut-
ed information system including a service definition tool
for generating service protocols as a service definition.
The claims have been characterised over this document.

SUMMARY

[0006] According to the present invention there is pro-
vided a system and a product as set forth in the appended
claims. Other features of the invention will be apparent
from the dependent claims, and the description which
follows.
[0007] According to methods, apparatuses, and com-
puter program products described by way of non-limiting
examples presented herein, a computer system operates
as an intelligent node in a distributed network. "Intelli-
gent" in this context denotes some level of cooperation
or interaction by the node in a manner that contributes
to the overall processing operations of the distributed net-
work. Sensor data collection, processing, and distribu-
tion, sensor monitoring, and actuator control, all repre-
sent non-limiting examples of a node’s intelligence (also
referred to as the node’s "distributed network behavior.")
[0008] In one or more embodiments, the installation
and execution of a node operating computer program
product ("node software") on a computer system config-
ures that computer system to operate as an intelligent
node in a distributed network. The computer system may
reside at the edge of the network and thus may include
a number of physical world sensors and/or actuators that
represent valuable but hard-to-reach data sources/sinks
from the perspective of the network at large. The node
software operates the computer system as an edge ap-
plication server and enterprise service bus, intelligently
processing data from sensors, actuators, and other edge
systems and devices; doing so enables enterprises to
embed intelligence throughout an enterprise network, for
example, on gateways, servers, and other computing
systems.
[0009] In one or more such embodiments, the above
node software provides sensor, actuator, system, and
device connectivity, and real-time or near real-time, edge
of network event processing, including data filtering, cor-
relation, anomaly detection, notification, and encryption
features. The node software in one or more embodiments
further may provide protocol conversion services (e.g.,
IPv4-IPv6 translation, packet-non-packet data/messag-
ing exchange, etc.) and data translation. For example,
the node software may be configured to collect raw sen-
sor data, filter, test, or otherwise condition it, and distrib-
ute such data in standardized file formats (e.g., EXCEL,
XML, binary, etc.), and/or to populate common database
tables with that data. Such operations effectively extend
an enterprise’s IP network and IT infrastructure to the
physical world of sensors and actuators.
[0010] Accordingly, a computer program product for
installation and execution on a computer system, to
thereby operate the computer system as an intelligent
node in a distributed network, comprises a run-time en-
vironment, an application control module, and a commu-
nication engine. The run-time environment dynamically
instantiates and executes software agents native to the
run-time environment, in accordance with user-config-
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ured software agent definitions, while the application con-
trol module controls specified third-party applications in-
stalled on the computer system, and enables the soft-
ware agents executing within the run-time environment
to interact with the specified third-party applications. The
communication engine pulls or otherwise receives user-
configured software agent definitions into the intelligent
node from elsewhere in the distributed network, for dy-
namic instantiation and execution within the run-time en-
vironment.
[0011] The software agents executing within the run-
time environment define the distributed network behavior
of the intelligent node and define the rules for advertising
and sharing that distributed network behavior within the
distributed network. Accordingly, the distributed network
behavior of the intelligent node can be changed on the
fly by adding, replacing, or modifying the software agents
residing on it. Moreover, in at least one embodiment, the
communication engine allows a remote computer system
to control which software agents currently residing on the
intelligent node are loaded and unloaded from the run-
time environment; node behavior thus can be controlled
by loading/unloading (enabling/disabling) targeted ones
of the software agents residing on the intelligent node.
[0012] The node software may further include, or be
associated with and make use of, a predefined library of
software components configured as hierarchical building
blocks for implementing data acquisition, data process-
ing, and control applications. In one such embodiment,
the software agent definitions each comprises an infor-
mation set specifying the types and numbers of software
components to be instantiated from the library, and fur-
ther comprises corresponding component configuration
parameter settings and hierarchical component linking
information. Correspondingly, the run-time environment
is configured to dynamically instantiate a given software
agent by instantiating, configuring, and linking software
components from the predefined library of software com-
ponents in accordance with the corresponding informa-
tion set.
[0013] As one example, the library includes a sensor
system component that operates as a self-contained data
processing software agent linkable to specified data
sources and data sinks, and operative to trigger specified
processing and control actions responsive to detecting
defined data events. As another example, the library in-
cludes an actions component linkable as a child compo-
nent of a sensor system component and configured to
imbue the sensor system component with autonomous
processing behavior. Each actions component is opera-
tive to carry out one or more actions with respect to a
first software component in response to monitoring the
first or a second software component for event occur-
rences, and each actions component is also configurable
via information in the software agent definition used to
instantiate it.
[0014] In another embodiment, a computer system
configured to operate as an intelligent node in a distrib-

uted network comprises a run-time environment, a com-
munication interface, and an application control module.
The run-time environment instantiates and executes soft-
ware agents native to the run-time environment, accord-
ing to user-configured software agent definitions. As be-
fore, the software agents executing natively within the
run-time environment define the distributed network be-
havior of the intelligent node and define the rules for ad-
vertising and sharing that behavior with other intelligent
nodes in the distributed network. In complementary fash-
ion, the communication interface supports sending and
receiving data, including user-configured software agent
definitions for use by the run-time environment in instan-
tiating corresponding software agents, and the applica-
tion control module controls specified third-party appli-
cations installed on the computer system and enables
the software agents executing within the run-time envi-
ronment to interact with the specified third-party applica-
tions.
[0015] In another embodiment, a system for building
distributed networks of intelligent nodes comprises a
node operating computer program product for installation
and execution on a computer system intended for oper-
ation as an intelligent node in a distributed network, a
node interfacing computer program product for installa-
tion and execution on a computer system intended for
use as an interface to intelligent nodes, and, optionally,
a software component toolset. The node computer pro-
gram product (node software) comprises a run-time en-
vironment for building and executing software agents ac-
cording to received software agent definitions, and a
communication engine configured with a default messag-
ing protocol enabling a remote node to transfer desired
software agent definitions into the run-time environment.
[0016] In turn, the node interfacing computer program
product (interface software) comprises user and commu-
nication interfaces for building the desired software agent
definitions according to user-specified parameters, and
transferring the desired software agent definitions to one
or more targeted intelligent nodes. Complementing this
arrangement, the software component toolset, which is
installable at intelligent nodes for building software
agents according to the desired software agent defini-
tions, comprises a hierarchical set of software compo-
nents. Those components are configured as building
blocks for data acquisition, data processing, and control
applications. Non-limiting examples of data processing
include filtering, transformation, correlation, and fusion.
Each desired software agent definition comprises an in-
formation set that identifies the particular software com-
ponents from the software component toolset to be in-
cluded in the corresponding software agent, along with
component parameters and hierarchical linking informa-
tion that define the behavior and operation of the software
components.
[0017] Of course, the present invention is not limited
to the above features and advantages. Indeed, those
skilled in the art will recognize additional features and
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advantages upon reading the following detailed descrip-
tion, and upon viewing the accompanying drawings.

brief description of the drawings

[0018]

Fig. 1 is a block diagram of one embodiment of a
software-based system for creating and managing
intelligent nodes for operation in a distributed net-
work.

Fig. 2 is a block diagram of one embodiment of a
distributed network, including one or more intelligent
nodes.

Fig. 3 is a block diagram of one embodiment of a
computer system serving as a host for (intelligent)
node software.

Fig. 4 is a block diagram of one embodiment of node
software for operating a host computer system as
an intelligent node in a distributed network.

Fig. 5 is a block diagram of one embodiment of a
software component toolset as hierarchical building
blocks for constructing software agents for data ac-
quisition, data processing, and control applications
deployed at intelligent nodes in a distributed network.

Fig. 6 is a diagram of a graphical user interface dis-
play, illustrating one embodiment of configuring an
actions component from the software component
toolset of Fig. 5.

DETAILED DESCRIPTION

[0019] Fig. 1 illustrates one embodiment of a system
10 for creating and configuring intelligent nodes in a dis-
tributed network of intelligent nodes. The system 10 in-
cludes a node operating computer program product 12,
a node interfacing computer program product 14, and,
optionally, a software component toolset 16 comprising
a hierarchical set of software components 18 configured
as building blocks for developing data acquisition, data
processing, and control applications. For brevity, the
node operating computer program product 12 is referred
to as the "node software 12," and the node interfacing
computer program product 14 is referred to as the "inter-
facing software 14."
[0020] The node software 12 is for installation and ex-
ecution on a computer system (not shown) intended for
operation as an intelligent node in a distributed network
(not shown). In one or more embodiments, it comprises
a run-time environment 20 for building and executing
software agents 22 according to received software agent
definitions 24. The node software 12 further includes a
communication engine 26 having a default messaging

protocol enabling a remote node to transfer desired soft-
ware agent definitions 24 into the run-time environment
20. Optionally, the node software 12 includes an appli-
cation control module 28, for controlling specified third-
party applications, and for enabling the software agents
22 executing within the run-time environment 20 to inter-
act with the specified third-party applications. "Inter-act"
in this context connotes the ability of an appropriately-
configured software agent 22 to start and stop specified
third-party applications, and/or to share or otherwise
transfer data between the software agent 22 and the
specified third-party application(s). As an example of da-
ta sharing, a software agent 22 can read to or write from
a file that is written to or read by a given third-party ap-
plication, and/or can communicate through database
connections or TCP/IP or other communication links. Ad-
ditionally, or alternatively, the node software 12 may in-
clude one or more additional modules and/or libraries 30
that support or otherwise facilitate intelligent node oper-
ation; these modules/libraries 30 may, for example, add
further communication capabilities, additional or special-
ized local file access and processing capabilities. It
should be understood that such additional modules/li-
braries 30 generally are configured to support or operate
in conjunction with one or both the communication engine
26 and the run-time environment 20.
[0021] As a non-limiting example of the run-time envi-
ronment 20, the run-time environment 20 of the node
software 12 may be configured at least partially in ac-
cordance with the teachings presented in the co-pending
and commonly assigned U.S. patent application entitled,
METHOD AND SYSTEM FOR RAPIDLY DEVELOPING
AND DEPLOYING SENSOR-ENABLED SOFTWARE
APPLICATIONS," which was filed on 8 March 2007 and
assigned Application SN 11/683,761 (the "’761 applica-
tion"). Particularly, certain aspects of the run-time envi-
ronment 20 regarding the dynamic instantiation and ex-
ecution of software agents 22 from corresponding soft-
ware agent definitions 24 could be implemented at least
partially in accordance with the "back-end application
204," shown in Fig. 13 of the ’761 application.
[0022] In that context, the "system specifications" dis-
cussed in the ’761 application represent a non-limiting
example of one type of the software agent specifications
24 discussed herein. Correspondingly, the "component-
based software systems" of the ’761 application repre-
sent a non-limiting example of one type of the software
agents 22 discussed herein. Broadly, a software agent
specification 24 should be understood as a template or
instruction set for building a desired software structure,
including any custom commands/parameters needed to
make the software structure perform the desired func-
tions.
[0023] Thus, the run-time engine 20 builds a given soft-
ware agent 22, whose structures and operations are na-
tive to the execution space provided by the run-time en-
gine 20, based on the "instructions" embodied in the cor-
responding software agent definition 24. One may thus
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understand the software agents 22 presented herein as
a type of software "applet" that executes natively within
the run-time environment 20 of the node software 12.
Such applets may be distributed between nodes in a dis-
tributed network, as desired or needed, by sharing the
underlying software agent definitions 24 between those
nodes.
[0024] Indeed, it should be understood that the distrib-
uted network behavior of an intelligent node (i.e., a com-
puter system running the node software 12) is defined
by the particular software agents 22 executing in the run-
time environment 20 of that node. More particularly, the
specific structure and configurations of those executing
software agents 22, as defined by the software agent
definitions from which they were built, defines the distrib-
uted network behavior of the node and defines the rules
for advertising and sharing that behavior. In this context,
sharing a behavior encompasses a number of concepts,
including the node software 12 running in one intelligent
node sharing one or more of its resident software agents
22 with one or more other like intelligent nodes. "Like" in
this sense does not necessarily mean identical or even
similar computer system configurations, nor does it nec-
essarily mean the same software or software versions.
Rather, it simply connotes another computer system run-
ning some version of the node software 12 or the inter-
facing software 14, such that compatible communica-
tions may be carried out.
[0025] The concept of distributed network behavior ad-
ditionally or alternatively extends to whether, and in what
way, a given intelligent node shares data, commands,
and other information with other intelligent nodes. The
concept of behavior also extends to whether, and to what
extent, a given intelligent node performs other-node dis-
covery operations, and whether, and to what extent, a
given intelligent node makes its own processes, (third-
party) applications, and software agents 22 (or, equiva-
lently, software agent definitions 24) available for inspec-
tion, modification, and transfer.
[0026] Notably, because the particular software agents
22 running on a given intelligent node define that node’s
distributed network behavior, one or more of those soft-
ware agents 22 may be programmed such that any node
on which they are executed seeks out other nodes with
which to share those software agents 22. At least, such
software agents 22 may be configured to advertise their
availability for retrieval by other nodes. In this manner,
software agents 22 may be automatically propagated
across nodes in the same network, and in disparate net-
works, assuming some form of inter-network communi-
cations.
[0027] This behavior allows, for example, a user having
access to a remote node with interfacing software 14
installed, to build up one or more software agent defini-
tions 24 representing desired distributed network
processing, and then transfer those software agent def-
initions 24 to a given computer system running the node
software 12, for subsequent propagation. Of course,

propagation, advertising, and modification of software
agents 22 (or agent definitions 24) between intelligent
nodes may be made subject to any level of authorization
and authentication. Indeed, one or more embodiments
of the node software 12 include program code to perform
authorization checks by default, and the software agent
definitions 24 may include additional or alternative au-
thentication and authorization provisions.
[0028] Authorization/authentication processing itself
represents a small subset of the intelligent processing
that can be provided through user creation and configu-
ration of software agent definitions 24. For example, a
software agent 22 can be programmed to check other
intelligent nodes for older versions of itself, and condi-
tionally replace older copies of itself by causing copies
of its corresponding software agent definition 24 to be
transferred to those other nodes.
[0029] In at least one embodiment, the software agent
definitions 24 are based on the software component tool-
set 16, as shown in Fig. 1. As noted, the toolset 16 com-
prises hierarchical software components 18 that are con-
figured as building blocks for data acquisition, data
processing, and control applications. (The component
toolset 16 also includes communication components that
enable communications, e.g., TCP/IP and other network
communications for data distribution and remote con-
trol/interfacing.)
[0030] One embodiment of a software agent definition
24 thus comprises an information set identifying the par-
ticular software components from the software compo-
nent toolset 16 to be included in the corresponding soft-
ware agent 22, along with component parameters and
hierarchical linking information that define the behavior
and operation of the software components.
[0031] A user or, indeed, another software agent 22,
thus can create a desired software agent definition 24 by
selecting the desired software components from the tool-
set 16, setting the configuration details of those software
components, and setting the desired linking between
components. Example configuration details include
specifying the logically named data sources/sinks to work
with, the type of data processing and event monitoring
to perform, details about how and when to share or dis-
tribute data (and in what format(s)), and the specific in-
teractions to be carried out with other software agents
22 at the same or other nodes.
[0032] As one example, the software toolset 16 may
be implemented at least partially in accordance with the
details of the "toolset 12" described in the ’761 applica-
tion. A like or similar "toolset 12" is further described in
the co-pending and commonly assigned U.S. patent ap-
plication entitled, "METHOD AND SYSTEM FOR RAP-
IDLY DEVELOPING SENSOR-ENABLED SOFTWARE
APPLICATIONS," which was filed on 14 February 2007
and assigned Application SN 11/674,893 (the "’893 ap-
plication"). Still further, the reader may refer to the co-
pending and commonly assigned U.S. patent application
entitled, "RECONFIGURABLE, HIERARCHICAL COM-
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PONENT-BASED ARCHITECTURE & FRAMEWORK
AND METHODS FOR RAPIDLY DEVELOPING SEN-
SOR DEVICE-ENABLING SOFTWARE APPLICA-
TIONS," which was filed on 29 June 2006 and assigned
Application SN. 11/478,085 (the "’085 application").
[0033] Turning back to the details of Fig. 1, the inter-
facing software 14 is for installation and execution on a
computer system (not shown) intended for use as an in-
telligent node interface, i.e., an interface for viewing,
modifying, and monitoring intelligent nodes running cop-
ies of the node software 12. Providing that functionality
is a user interface 32 and a communication interface 34.
The user interface 32 is configured for building the de-
sired software agent definitions 24 according to user-
specified parameters, while the communication interface
34 is configured for transferring the desired software
agent definitions 24 to one or more targeted intelligent
nodes. The interfacing software 14 optionally includes
one or more additional modules and/or libraries 36.
[0034] In one embodiment, at least certain portions of
the interfacing software 14 can be implemented in ac-
cordance with the ’761 application. For example, the
Graphical User Interface (GUI) 166 of Fig. 11 could be
adapted for use in the interfacing software 14, for ena-
bling a user to build and configure software agent defi-
nitions 24 for transfer to intelligent nodes running the
node software 12. It also should be understood that the
interfacing software 14 can be installed along with the
node software 12 on a given computer system, such that
that computer system operates both as an intelligent
node and as an interface for that node and for other,
remote nodes. Still further, it should be understood that
the node software 12 in one or more embodiments pro-
vides some or all of the interfacing software’s configura-
tion and inspection functionality.
[0035] With the above details in mind, Fig. 2 illustrates
one embodiment of a distributed network 40, comprising
a number of intelligent nodes 42 (shown as 42-1, 42-2,
and 42-3), and a (remote) interfacing node 44. Commu-
nication links 46 provide connections between the intel-
ligent nodes 42, and between the intelligent nodes 42
and the interfacing node 44. Each intelligent node 42
runs a copy of the node software 12, although not nec-
essarily the same configuration or even same version of
that software, and the interfacing node 44 runs a copy of
the interfacing software 14.
[0036] Therefore, in accordance with the above-de-
scribed functionality for the node software 12 and the
interfacing software 14, it will be appreciated that a user
at the interfacing node 44 can build and configure soft-
ware agent definitions 24, and deliver those definitions
to targeted ones of the intelligent nodes 42. Those tar-
geted intelligent nodes 42 in turn can dynamically instan-
tiate software agents 22 according to the details of the
received software agent definitions 24. Further, to the
extent that those instantiated software agents 22 are con-
figured to interact with other intelligent nodes 42, a given
targeted node 42 will interact accordingly with one or

more other intelligent nodes 42 in the distributed network
40. As noted, the range and nature of interactions is lim-
ited only by the configurability of the software agents 22,
and, of course, by limitations of the underlying computer
systems and network communication links.
[0037] As an example of "building" an intelligent node
for distributed network operation in the context of Fig. 2,
one may assume that the node 42-2 has input-output
devices 48 associated with it. The node 42-2 may, for
example, be an "edge" computer system or device. In
this context, "edge" devices are computing hardware and
software systems, including servers, gateways, RTUs,
and other computers, capable of acquiring, processing,
fusing, and filtering data from assets, including sensors,
actuators, wireless devices, RFID systems, imagery and
video devices, data repositories, networks, and other
systems and devices in order to provide more refined
and meaningful data to a core enterprise network without
having to transmit and process it at the core.
[0038] Accordingly, the node software 12 in the node
42-2 may be provided with one or more software agents
22 that are specifically tailored for the collection, process-
ing, and distribution of data obtained from the I/O devices
48. Non-limiting examples of the I/O devices 48 include
access-control/motion sensors, temperature or other en-
vironmental sensors, or other physical-world sensors. Of
course, the I/O devices 48 also may include controlled
output devices, such as actuators, alarms, etc., to be
intelligently controlled by the software agent(s) 22 exe-
cuting in the run-time environment 20 of the node soft-
ware 12 at the node 42-2.
[0039] As a specific example, assume that data from
the I/O devices 48 at the node 42-2 is to be collected and
transmitted to the node 42-3, for entry into a database
50 included in or associated with the node 42-3. To this
end, the run-time environment 20 of the node software
12 running at the node 42-2 executes a first software
agent 22 that is configured to collect data from the I/O
devices 48 and transmit the collected data, or processed
results relating thereto, over the communication links 46
to the node 43-3. In turn, the run-time environment 20 of
the node software 12 running at the node 42-3 executes
a second software agent 22 that is configured to receive
data from the first software agent 22, and further config-
ured to store the received data in the database 50.
[0040] A user can tailor this process according to es-
sentially any desired requirements. For example, the us-
er could create a first software agent definition 24 that
specifies desired data qualification and conditioning
(e.g., filtering, range-testing, etc.), that controls how or
when data is collected from the I/O devices 48. Further,
the user can configure the first software agent definition
24 to specify how often collected data is transmitted, and
in what format the collected data is sent. For example,
the database 50 may comprise a MYSQL, ORACLE, or
other database, and the first software agent definition 24
can be configured to specify data output in the appropri-
ate format. The appropriately configured first software
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agent definition 24 is transferred to the node 42-2, and
the run-time environment 20 at that node correspondingly
instantiates and executes the first software agent 22,
where that agent is imbued with the functionality and be-
havior described in the user-configured first software
agent definition 24.
[0041] The user also configures a second software
agent definition 24 that specifies the desired behavior for
receiving and storing the data at the node 42-3. This sec-
ond software agent definition 24 is transferred to the node
42-3, and the run-time environment 20 at that node cor-
respondingly instantiates and executes the second soft-
ware agent 22, where that agent is imbued with the func-
tionality and behavior described in the user-configured
second software agent definition 24.
[0042] In operation, the first software agent 22 at the
node 42-2 collects data from the I/O devices 48 and con-
ditions/transmits that data according to its specified be-
havior and the second software agent 22 at the node
42-3 receives that data and stores it in the database 50,
according to its specified behavior. Either agent’s behav-
ior can be updated in real-time or near real-time, by send-
ing updated first or second agent definitions to the ap-
propriate node. In this regard, the communication engine
26 and/or the run-time environment 20 of the node soft-
ware 12 is configured to receive agent definitions 24 and
recognize whether a like-named software agent defini-
tion 24 is already resident at the node on which the node
software 12 is installed. If so, the run-time environment
20 can be configured to follow default rules, such as re-
place-if-newer, etc. In this way, preexisting software
agents 22 can be updated or replaced as needed.
[0043] In at least one embodiment, the run-time envi-
ronment 20 is configured to unload a given executing
software agent 22 if it receives a newer or modified ver-
sion of the software agent definition 24 used to build that
software agent 22. The run-time environment 20 uses
the newer version of the software agent definition 24 to
build and load the new version of the software agent 22.
Of course, such rebuild/replace behavior can be condi-
tioned on satisfying authorization/authentication require-
ments and the rules for rebuilding/replacing can be user-
configured to change the default behavior. One sees,
however, that these capabilities allow targeted ones of
the nodes 42 to be updated on-the-fly in real-time or near
real-time, simply by distributing updated software agent
definitions 24 to the targeted nodes 42.
[0044] Fig. 3 illustrates example details for a computer
system 50 representing any given one of the nodes 42
in the distributed network 40. Of course, it should be un-
derstood that the nodes 42 are not necessarily alike in
terms of the underlying computer systems 50; indeed, a
range of different computer systems 50 may make up
the collection of nodes 42. The illustrated computer sys-
tem 50 includes a disk drive or other data store 52, rep-
resenting one form of a computer readable medium in
which one or more computer program products may be
retained. For example, the data store 52 may retain cop-

ies of computer operating system 54, one or more third-
party applications 56, along with a copy of the node soft-
ware 12. (Note that "third-party" in this context represents
any software application not native to the node software
12. A non-limiting example of a third-party application
would be an executable or library file providing device
I/O or other device driver support, such as provided by
the vendor of a data I/O product.)
[0045] In operation, the computer system 50 loads cop-
ies of the operating system 54, the node software 12,
and, optionally, desired third-party applications 56, into
a dynamic memory system 58, for execution/processing
by a central processing unit (CPU) 60, which may be
coupled to the data store 52 and memory 58 through one
or more system buses/interfaces 62. The system bus-
es/interfaces 62 also may provide connectivity to a user
interface 64 (e.g., keyboard/monitor), and to various I/O
devices or systems 66. Of course, general computer sys-
tem details are well understood by those skilled in the art
and the architecture/implementation of the computer sys-
tem 50 is subject to wide variation. In general, computer
system implementation details are not germane to the
discussion herein.
[0046] However, in at least one embodiment, the op-
erating system (OS) 54 is a WINDOWS operating system
from MICROSOFT CORPORATION, such as WIN-
DOWS 2000, XP, VISTA, 2000 SERVER, or 2003 SERV-
ER, with support for MICROSOFT
CORPORATION’s .NET FRAMEWORK. Correspond-
ingly, in such embodiments, the node software 12 com-
prises a WINDOWS/.NET FRAMEWORK application. A
like implementation also applies to one or more embod-
iments of the interfacing software 14. In other embodi-
ments, the node software 12 (and the interfacing software
14) is tailored for other computing environments, such
as the LINUX/MONO platform.
[0047] One or more embodiments of the node software
12 and the interfacing software 14 include installation
programs, allowing directory selection, etc. The node
software 12 in particular can, in one or more embodi-
ments, be installed as a WINDOWS Service, offering
manual and automatic start options. The software also
may provide options for setting whether the node soft-
ware 12 service and any applications it starts (via the
application control module 28) need to be visible and
available for interaction from the WINDOWS desktop. At
least one embodiment of the node software 12 enables
its operation as a WINDOWS application rather than as
a WINDOWS service.
[0048] After installation, the node software 12 compris-
es a main executable, and optional supporting dynamic
link libraries (DLLs), such as a DLL for the software tool-
set 16 and DLLs supporting compressed file and piracy
control operations. Additionally, the node software 12 in-
cludes or makes use of one or more configuration files,
which may be eXtensible Markup Language (XML) or
other standard format files. In one embodiment, a first
XML configuration file lists connection parameters to be
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used by the node software 12 (e.g., IP address, port,
etc.). Another XML configuration file lists the computer
system’s processes and their states (auto-start, start de-
lay, etc.). Another XML configuration file lists the software
agents 22 resident on the computer system 50, and lists
their states/configurations, such as whether they are con-
figured to auto-start when the node software 12 starts,
and whether any start delays apply (such as might be
used to provide for staggered startup of interdependent
software agents 22).
[0049] The node software 12 may further define or
specify a directory (and, optionally, subdirectories) for
holding files transferred to it. Such files may represent
transferred third-party applications, additions to or re-
placements for the above-described configuration files,
and software agent definitions 24. In at least one embod-
iment, the software agent definitions 24 comprise XML
files that represent "serialized" information correspond-
ing to a set of software components selected from the
toolset 16, along with their parameters and hierarchical
inter-component linking information. Further, the node
software 12 may define or specify a directory containing
a daemon executable that is used when the interfacing
software 14 is used to "flash" a new version of the node
software 12 onto the computer system 50. This daemon
shuts down the existing copy of the node software 12,
overwrites with the new software files, and starts the new
copy of the node software 12.
[0050] Whether or not cast in the above WINDOWS
Services/application context, Fig. 4 illustrates a more de-
tailed embodiment of the node software 12 (although its
core functionality remains centered on the previously il-
lustrated run-time environment 20 and communication
engine 26). Additional, complementary functional ele-
ments include without ordering of priority, a "TCP Listen-
ing Server 70" that is configured to await connections
and commands from other nodes 42 (or 44) running cop-
ies node software 12 (or interfacing software 14). In at
least one embodiment, given installations of the node
software 12 and interfacing software 14 use predefined
or user-configured encryption keys; thus, "clients" con-
necting to the TCP Listening Server 70 must be able to
talk with the same encryption specifications or they will
be ignored and/or disconnected.
[0051] In operation, the TCP Listening Server 70
awaits transmitted messages, data, and files from con-
necting clients, which are made available to the commu-
nication engine 26 for processing.
[0052] Messages may be defined according to a pre-
defined, default communication protocol that the com-
munication engine is configured to recognize and proc-
ess. Messages include, for example, the transfer in of
software agent definitions 24, the request for software
agent definitions 24, commands to start/stop third-party
applications (which may be passed along to the applica-
tion control module 28 for action), and commands to
load/unload specified software agents 22 from the run-
time environment 20. Other messages defined in one or

more embodiments include various inspection requests,
such as messages requesting listings of directory struc-
tures, resident software agents 22 (and their status as
loaded, unloaded, auto-load, manual load, startup load
delays, etc.), machine process listings, etc.
[0053] Depending upon whether an incoming trans-
mission is a request or a command within the defined
messaging protocol of the communication engine 26, the
TCP Listening Server will either send back the requested
information or process (fulfill) the command itself (or pass
it along for action by the appropriate module or engine
within the node software 12.
[0054] Complementing the TCP Listening Server 70,
the illustrated embodiment of the node software 12 in-
cludes a TCP Client 72. The client 72 connects to like
nodes 42 (or 44) for the transmission or request of files,
including software agent definitions 24, and third-party
applications. In at least one embodiment, the client 72
uses encrypted communications and therefore must
communicate with the same encryption key as used by
the nodes it is communicating with. Notably, software
agents 22 executing in the run-time environment 20 of
the node software 12 have access to the client 72, and
thus can use it to send commands and requests accord-
ing to the defined messaging protocol, and to request
and send files and other information between nodes 42
or 44.
[0055] For example, at least one embodiment of the
toolset 16 defines an "actions" software component con-
figurable to take autonomous/semi-autonomous actions.
Thus, an executing software agent 22 that includes an
appropriately configured actions component might, for
example, request the CPU % usage from another node
42. For load balancing/distribution, that actions compo-
nent/software agent 22 may be configured to send over
data or program threads to the reporting node 42 if the
reported CPU % use is below a defined level, e.g., 50%.
In one or more embodiments, the client 72 is configured
to duplicate some or all of the commands and requests
available via the interfacing software 14, such that a node
42 running a copy of the node software 12 can inter-
act/control another node 42 in much the same manner
as a user working with the interfacing software 14 at an
interface node 44.
[0056] As implied in the illustration, the communication
engine 26 cooperates with the server 70 and client 72.
For example, the communication engine 26 processes
all data, files, and messages incoming from other nodes
42 or 44, and generates messages, etc., for transmission
to other nodes 42 or 44. Further, the communication en-
gine 26 may be configured to unpack, decode, process,
and pass along incoming data based on inspecting the
data or data header messages appended to data.
[0057] Of course, as indicated earlier, the communica-
tion engine 26 also cooperates with the run-time envi-
ronment 20, which maintains all of the software agents
22 resident on the host computer system 50. The run-
time environment 20 is configured to serialize software
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agents 22 into an XML file (or other formatted file) for
transfer via the communication engine 26 as software
agent definitions 24.
[0058] Correspondingly, the run-time environment 20
is configured to de-serialize software agent definitions
24 received through the communication engine 26. The
run-time environment 20 dynamically instantiates soft-
ware agents 22 from received software agent definitions
24, for native execution within the run-time environment
20. Of course, such instantiation and loading for execu-
tion may be controlled by configuration file information,
and commands/messages indicating whether given soft-
ware agents 22 should be loaded at startup, at zero delay
or at some specified delay, or whether they should be
manually loaded into the run-time environment 20 under
command control. As noted, a start delay on software
agent loading allows a given software agent 22 to be
loaded and initialized before any software agent 22 that
depends on it is loaded.
[0059] Similar auto/auto-delayed and manual loading
control can be applied by virtue of the application control
module 28. In general, the application control module 28
maintains and controls specified third-party applications
installed on the host computer system 50. (Of course, a
given application control module 28 may be configured
to manage and control only a small subset of the third-
party applications installed on the host computer system
50 that are relevant to the operations of the software
agents 22 executing in the run-time environment 20.) In
at least one embodiment, the application control module
28 loads and runs the specified third-party applications
as WINDOWS Services. As a non-limiting example, a
given software agent 22 may be configured to collect
data from an I/O device, where the collection requires
the software agent 22 to interact with a functionality pro-
vided by a third-party application associated with the I/O
device. In this regard, the application control module 28
can be configured to automatically (or manually) load that
supporting application, such that the application is avail-
able for interaction by the software agent 22. Configura-
tion settings may be used to ensure that the specified
application is loaded at startup/re-start, to ensure its
availability for use by the software agent 22.
[0060] Of course, the software agents 22 also may be
configured to trigger and/or respond to a host of different
event types. Aiding such event-driven operation is a "Sys-
tem Event Engine 74" that is configured to manage/route
event notifications from any of the executing software
agents 22, as well as from or relating to the host computer
system 50. System events include, for example, file sys-
tem changes, connection events from other sources, and
lost or found network connections. The System Event
Engine 74 processes events and/or passes along corre-
sponding event notifications to the software agents 22
that have subscribed to such events or that have other-
wise been linked to such events by configuration settings
in the underlying software agent definitions 24. In addi-
tion, in one or more embodiments, the System Event En-

gine 74 controls the invocation of timer based events
such as scheduled tasks or actions.
[0061] A "Data/Event/Error Logging Module 76" com-
plements operation of the System Event Engine 74 by
logging event information to specified data files and/or
databases. The Data/Event/Error Logging Module
76" also is configured to log specified data and/or errors,
depending upon its configuration, which is user-settable
via commands and/or local configuration file settings.
Logged events can include, for example, different
types/levels of errors, application or agent load/unload
events, local and inter-node communication events, and
agent replacement/updating events, along with system
events such as file change events and network availa-
bility events.
[0062] Software execution errors represent another
type of event that may be logged. In addition to any such
logging, the node software 12 may include an "Error Con-
trol Module 78" that is configured to handle application
errors that may occur. These errors may be handled by
correcting the cause of the error and instructing the trans-
action to reprocess, catching the error and logging it to
an error log, or catching the event and notifying an ad-
ministrator through visual displays in the interface soft-
ware 14, or, for example, by sending email(s)/text mes-
sage(s).
[0063] Further, the illustrated embodiment of the node
software 12 includes a "File System Monitor 80" that is
configured to monitor specified directories/subdirecto-
ries for changes in the file system, including files and
directories being created, deleted, changed, or renamed.
The File System Monitor 80 also can raise events result-
ing in actions, such as loading specified software agents
22 into the run-time environment 20 for execution in the
event that a specific file type or file name appears in a
specific directory. Such events, of course, may be
flagged by the System Event Engine 74.
[0064] Still further, the illustrated embodiment of the
node software 12 includes a "Network Monitor 82" that
is configured to monitor the network adapters present in
the host computing system 50. In this capacity, the Net-
work Monitor 82 detects when networks are lost, found,
connected to, or disconnected from, and IP addresses
are changed within the node 42. The Network Monitor
80 also can raise events resulting in actions such as stop-
ping running applications, advertising node presence, or
requesting/discovering the presence of other nodes 42
or 44. Advertising and other discovery processes may
be carried out using, e.g., IPv4 or IPv6, or by providing
translation between those protocol versions, as needed.
To that end, the communications engine 26 may be con-
figured to natively provide IPv4/IPv6 translation services.
Alternatively, the node software 12 may include one or
more supporting client/server communication modules
that provide such services to the communication engine
26. Similarly, predefined client/server software compo-
nents within the software toolset 16 may include prewrit-
ten methods for IPv4/IPv6 translation. In any case, as
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with the File System Monitor 80, the events thrown or
otherwise detected by the Network Monitor 82 may be
detected by the System Event Engine 74, and acted upon
therein, or passed along for processing by one or more
software agents 22.
[0065] Still further, the illustrated embodiment of the
node software 12 includes a "Schedule Monitor 84" that
is configured to monitor the host computing system’s cur-
rent time and raise events notifying other modules within
the node software 12 (or software agents 22) that include
time sensitive functionality. Examples of time-sensitive
functionality include scheduled tasks or scheduled ac-
tions implemented within the run-time environment 20,
or within any of the software agents 22 executing within it.
[0066] Still further, the illustrated embodiment of the
node software 12 includes a "System Performance Mon-
itor 86" that is configured to monitor hardware and soft-
ware statistics from the host computing system 50. These
statistics include items such as battery levels, CPU utili-
zation, memory utilization, network bandwidth, disk us-
age, and running processes. This monitor is somewhat
different from the others as it does not raise events but
instead returns requested information.
[0067] Still further, the illustrated embodiment of the
node software 12 includes a "File Transfer and Viewer
Module 88" that is configured to process the sending and
receiving of files between the host node 42 and other
nodes 42 or 44. Additionally, the File Transfer and Viewer
Module 88 encodes and decodes hierarchal system di-
rectory structures passed between the host node 42 and
other nodes 42 or 44.
[0068] Still further, the illustrated embodiment of the
node software 12 includes a "Configuration Module 90"
that is configured to handle the setup and configuration
of the node software 12 at the host node 42. Its config-
uration functionality includes setting passwords, encryp-
tion keys, IP addresses, and socket ports, and it may use
information contained within one or more local configu-
ration files 91 for configuration control. In general, node
configuration information will be stored in configuration
files and registries, and sensitive configuration informa-
tion may be encrypted.
[0069] Still further, the illustrated embodiment of the
node software 12 includes a "Node Discovery Module
92" that is configured to discover like intelligent nodes
(i.e., other nodes 42 or 44) in a distributed network, and
to aid discovery of its host node 42 by other nodes 42 or
44. In operation, the Node Discovery Module 92 proc-
esses requests to identify other nodes or to provide iden-
tification to outside requesting nodes.
[0070] The Node Discovery Module 92, or like func-
tionality integrated into the communication engine 26 in
one or more embodiments, may use any one or more
discovery processes. For example, it may be configured
to discover other nodes using one or more of active
searching, such as port scanning, centralized node reg-
istration, such as DCHP/DNS lookup, and distribution
lookup tables, such as MAC/IP addresses, and listening

for broadcasts or advertisements from other nodes, such
as listening for broadcasting and multicasting transmis-
sions from other nodes advertising their presence. Fur-
ther, the Node Discovery Module 92 may be set accord-
ing to user-configurable options and rules that control its
behavior with respect to advertising its host node’s pres-
ence (transmitting availability or awareness information)
and/or advertising other information regarding its host
node.
[0071] Finally, the illustrated embodiment of the node
software 12 includes an "SMTP/SMS Communications
Module 94" that is configured to send email or text mes-
sages using an outside SMTP or SMS server (not
shown). The functionality afforded by this module thus
permits modules within the node software 12, or software
agents executing within the run-time environment 20, to
send/receive emails and short messages, such as for
alarms, events, logging, etc.
[0072] Those skilled in the art will appreciate that the
above collection of software modules within the node
software 12 represents an advantageous arrangement,
but is not limiting. Various ones of the ancillary or sup-
porting modules may be omitted or included as needed
or desired. For example, the SMTP/SMS Communica-
tions Module 94 may be omitted where that functionality
is not required, or where appropriate communication links
are not available. Further, it should be understood that
the node software 12 may be packaged and sold as a
base configuration, e.g., the run-time environment 20,
communication engine 26, and application control mod-
ule 28, and that various ones of the other illustrated mod-
ules may be later purchased and added as needed to
existing installations of the node software 12.
[0073] It also should be appreciated that the modular
nature of the node software 12 allows for the cooperative
inclusion of other modules not illustrated. It is contem-
plated that special-purpose modules may be built for use
in the node software 12. (Here, the term "module" gener-
ically refers to all separately identified entities within the
node software 12, whether referred to as "monitors," "en-
gines," or "modules.")
[0074] Regardless of the particular modules included
in the node software 12, it should be appreciated the
software agent definitions 24 configured for a particular
installation of the node software 12 may be built and con-
figured to exploit the functions and processes provided
by those "built-in" modules. For example, rather than in-
cluding communication-related software components
from the software toolset 16 in a given software agent
definition 24, a user simply may configure the relevant
components within that definition to point to or otherwise
use the communication modules (server/client 70/72) of
the node software 12.
[0075] At a minimum, in one or more embodiments,
the basic modules included in the node software 12 pro-
vide powerful default, "out-of-the-box" behaviors, which
allow a given computer system 50 to operate as an in-
telligent node 42 in a distributed network. For example,
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one or more embodiments of the communication engine
26 and any of its supporting modules, enable the node
42 to advertise its presence in a distributed network, to
discover other intelligent nodes within the distributed net-
work, to provide listings of software applications, running
software processes, computer system metrics and sta-
tistics, and software agents resident at the host node 42,
and to request such listings from like nodes 42 in the
distributed network.
[0076] Here, "processes" connotes by way of non-lim-
iting example running instances of computer programs,
including multiple software threads, being executed on
the computer system 50. Further, metrics and statistics
include by way of non-limiting example, CPU, memory
and disk usage, and/or communication bandwidth usage.
In other words, in one or more embodiments, the met-
rics/statistics indicate the availability of storage, process-
ing, and communication resources at a given intelligent
node 42, and thus are useful, for example, by software
agents 22 that are configured to distribute data process-
ing and communication tasks across two or more intelli-
gent nodes 42.
[0077] Moreover, the built-in functionality provided by
the node software 12 allows the node 42 to send third-
party applications and software agents 22 and/or soft-
ware agent definitions to other nodes 42 within the dis-
tributed network, and to receive such items from other
nodes. Further, such as by way of the default messaging
protocol of the communication engine 26, a given node
42 can be commanded to start and stop specified third
party applications, and to load or unload specified soft-
ware agents 22 from its run-time environment 20-loading
and unloading software agents 22 in this sense may be
understood as starting and stopping selected software
agents 22 in the sense that a software agent 22 may be
resident or otherwise available at a given node 42, but
not actively executing unless it is loaded into the run-time
environment 20. Thus, the particular distributed network
behavior exhibited at a given node can be changed on
the fly, by commanding it to load/unload particular soft-
ware agents 22 that are resident at the node 42 and/or
to start/stop particular third-party applications.
[0078] Further, to better appreciate the power, flexibil-
ity, and convenience of the software agents 22, it is help-
ful to explore a preferred embodiment for their underlying
software agent definitions 24. To that end, Fig. 5 illus-
trates a "sensor system component 99," which repre-
sents one type of building block component included in
the software toolset 16. Note that the previously identified
’761 and ’893 applications identified software component
toolsets using the reference numeral 12, and identified
sensor system components derived wherefrom using the
reference numeral 50. Those prior toolsets and sensor
system components should be understood as exemplary
but non-limiting implementations contemplated for the
toolset 16 and the sensor system component 99 de-
scribed herein.
[0079] In particular, the toolset 16 is, in one or more

embodiments, expanded to include a number of software
components that particularly enhance or enable distrib-
uted network operation of nodes 42 executing software
agents 22 built from the toolset 16, e.g., components that
enable or otherwise facilitate autonomous/semi-autono-
mous behavior. In more detail, the illustrated sensor sys-
tem component 99 can hierarchically include any one or
more of the following software components: a serial port
component 100, a timer component 102, a scheduler
component 104, a file watcher component 106, a system
watcher component 108, a network watcher component
110, a variable component 112, an actions component
114, and a UDPSocket component 116. The UDPSocket
component, for example, may be configured to send and
receive uni-cast or broadcast messages. Further, it may
be set to operate as a data source or data output for a
sensor system component 99, and it may be linked to an
actions component 114, for example, to establish a de-
sired data flow.
[0080] Preferably, the illustrated components are im-
plemented as "child" components of sensor system com-
ponents 99, within the building block hierarchy of the tool-
set 16. However, other implementations, such as differ-
ent parent-child hierarchies or peer-based arrange-
ments, may be more advantageous for certain embodi-
ments of the toolset 16. Regardless, it should be under-
stood that the toolset 16 comprises, in one or more em-
bodiments, the appropriate set of software class defini-
tions for instantiating the software components as objects
having appropriately defined methods for supporting the
desired user-configurable behaviors.
[0081] As for the "out-of-the-box" functionality provid-
ed by the illustrated components, the serial port 100 is
designed to read and write to serial port devices, and
thus can serve as a data source or sink for other com-
ponents within a sensor system component 99. The ap-
propriate software agent definition 24 would include
specified serial port addresses, etc., and data
source/sink links to other named components, such as
an actions component 114.
[0082] Continuing, the timer component 102 is config-
ured to cause or trigger specified events at specified in-
tervals. Timer component operations can advantageous-
ly provide timed stimulations/triggers for one or more ac-
tions components 114. Similarly, the scheduler compo-
nent 104 causes an event at scheduled times, which may
be set up for recurring operation, and these operations
can be used to trigger actions components 114, as well.
[0083] The file watcher component 106 is configured
to watch for changes in a specified file or directory. It thus
can start or trigger events when a file or directory is cre-
ated, deleted, changed, or renamed, and it can condition
its operations on specified file(s) or file type(s), or file
names containing specific text.
[0084] Further, the file watcher component 106 can
monitor subdirectories of a specified directory. For ex-
ample, a file watcher component 106 may be configured
to watch a directory into which received software agent
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definitions 24 or other transferred-in files are directed,
files added to lower level subdirectories will be monitored
as well and thus can trigger a new-file-arrival or other
event as files are received at the host node 42. These
and other file/directory monitoring events can be used
as triggers for one or more actions components 114.
[0085] The system watcher component 108 is config-
ured to watch for a specific system level statistic or metric,
and can trigger events based on such statistics or met-
rics. These events, among other uses, can trigger one
or more actions components 114. Example metrics are
memory usage, CPU usage, hard disk usage, battery
status, TCP and UDP events, software threads, and proc-
esses, etc. For example, a given system watcher com-
ponent 108 may be configured by a user or by a software
agent 22 to watch a specified hard drive for available disk
space monitoring. For example, the component may
have a metric category setting set to "Physical Disk", an
instance Name setting set to "C:" and a Counter setting
set to "Available Megabytes." The information received
can be used for triggering processing decisions such as
when to share an application or delete older log files.
[0086] The network watcher component 110 is config-
ured to watch for connection changes to connected net-
work devices such as Ethernet connections, wireless
connections, loop-back connections, etc. It can be con-
figured to cause specified events when, for example, net-
work availability has been lost or gained, an IP Address
has been changed, etc. These events can be used as a
trigger for one or more actions components 114.
[0087] The variable component 112 is configured to
store data in memory for later access, with the advantage
of being a named data container accessible to any
number of sensor system components 99 that have been
instantiated as software agents 22 (or portions of agents)
within the run-time environment 20. Variable compo-
nents 112 can be configured to cause an event when
their values are set or changed, for example, and such
events can be tied to one or more actions components
114.
[0088] In accordance with details, one sees that build-
ing a software agent definition 24 comprises, in one or
more embodiments, selecting a sensor system compo-
nent 99 from the toolset 16, and populating and linking
selected child components within that sensor system
component 99, according to the desired data sourc-
es/sinks, event processing, communications, etc. All
specific aspects of the planned processing generally can
be set simply by the user configuring the individual set-
tings and parameters of the selected components, e.g.,
such as by identifying the serial port address to be read
by a given serial port component 100. As each selected
component is named and configured, later selected com-
ponents may be linked or otherwise coupled to them by
entering the appropriate component names in name
fields, etc.
[0089] Complex software agent definitions 24 may be
built up in this manner without need for writing any code.

The desired processing may be installed/activated at a
given node 42 simply by transferring the software agent
definitions 24 to that node 42, for dynamic instantiation
and execution by the run-time environment 20 hosted at
the node 42. In this manner, entire networks of intelligent
nodes may be created, simply by installing the node soft-
ware 12 on individual computer systems 50 that are in-
tended for operation as intelligent nodes 42, and then
transferring or otherwise loading user-configured soft-
ware agent definitions 24 into those nodes 42, along with
any appropriate permissions, encryption settings, and
other supporting configuration information.
[0090] Moreover, with appropriately configured soft-
ware agents 22, individual nodes 42 can be imbued with
any range of autonomous/semi-autonomous behavior.
Individual nodes 42 can, for example, engage in other-
node discovery and/or can advertise their presence and
capabilities for other nodes 42. Further, a software agent
22 can be configured to take advantage of these discov-
ery and advertising services to cause itself to be trans-
ferred automatically to other nodes 42, subject, for ex-
ample, to version differences and compatibility checking,
encryption verification, etc. With this capability, software
versions and configurations can be propagated and
maintained across entire networks of nodes 42, with no
or very little user intervention/supervision.
[0091] The above distributed network behavior and/or
other desired distributed network behaviors are, in at
least some embodiments, particularly facilitated by the
inclusion of the actions component 114 in the toolset 16,
for use in building/instantiating software agents 22. As a
non-limiting example, Fig. 6 illustrates a graphical user
interface screen 120, such as might be displayed by the
interfacing software 14 for use by a user that is config-
uring a software agent definition 24 that specifies an ac-
tions component 114 within a planned sensor systems
component 99.
[0092] One sees that the screen 120 provides a tree-
view window 122 that depicts the hierarchically linked
structure of named child components 124 to be included
within the planned sensor system component 99. Pref-
erably, the tree-view groups the named components ac-
cording to their links and types/sub-types, such as by
grouping data structure software components, data input
components, data output components, etc.
[0093] Of particular interest, one sees an "Event Ac-
tions" tree branch under which a named actions compo-
nent 114 appears, "MyAction1." This name operates as
a label for identifying this named instance of the actions
component 114 to other components within the software
agent 22 that will be instantiated from this software agent
definition 24. (Likewise, the other logical names appear-
ing in the tree view serve the same purpose for their re-
spective components.)
[0094] Correspondingly, a configuration pane 126 dis-
plays all or at least a subset of the user-configurable pa-
rameters/settings that apply to the actions component
114 named MyAction1. (Notably, the configuration pane

21 22 



EP 2 191 388 B1

13

5

10

15

20

25

30

35

40

45

50

55

126 changes as the named component selection in the
tree-view window 122 is changed; thus providing the user
with a very quick way of configuring and reviewing set-
tings for the collection of child components within the
sensor system component 99 being configured.) A name
text input box 128 allows the user to enter the name for
identifying this particular instantiation of the actions com-
ponent 114-e.g., MyAction1. The triggers text input boxes
130 allow the user to define the type of component that
will trigger MyAction1, and to indicate the specific name
of the component that will trigger it (there may be many
instances of any given component type, and the name
specifies the specific instance). Further, the user indi-
cates the particular operation or event that causes the
trigger.
[0095] Continuing, the triggered action text input boxes
132 enable the user to specify the component type and
the specific named component instance that MyAction1
will operate on responsive to being triggered. Still further,
the user can specify the particular action to be taken;
where the choices of defined actions to be taken will
change depending upon the type of component to be
acted upon. To the extent that the action requires addi-
tional data, such as the passing of command arguments
or data, the user is also presented with parameters text
input boxes 134, which allow the user to specify any such
passed values. Further, a return value text box 136 en-
ables the user to specify a named instance of a variable
component 112 to which returned values are written. In
turn, that link allows the named instance of the variable
component 112 to hold returned values for processing
by other components, such as for event throwing, etc.
Still further, the user can specify that actions are to be
taken on a system level, including shutting down the host
computer system, restarting the system, transferring
files, on an application level, including starting and stop-
ping applications or transferring them to other nodes,
and/or on a system agent level such as starting, stopping
system agents 22 or transferring their definitions 24 to
other nodes.
[0096] With the above node software capabilities and
toolset components, a user can develop and distribute
sophisticated data acquisition, data processing, and con-
trol applications, in the form of software agents 22 or,
equivalently, in the form of corresponding software agent
definitions 24. The user can accomplish sophisticated
distributed network processing with no or very little pro-
gramming, by virtue of the component building blocks in
the toolset 16, and through use of the interfacing software
14, which may be configured to provide a point-and-click
configuration environment, such as shown in Fig. 6,
where component types, names, and parameters may
be selected via drop-down lists, etc.
[0097] Broadly, the node software 12, interfacing soft-
ware 14, and component toolset 16 represent a sophis-
ticated system for building and managing intelligent
nodes in a distributed network. Of course, it should be
understood that the node software 12 has utility even

without the availability of the toolset 16 and/or the inter-
facing software 14, given its ability to manage third-party
applications, and to respond to a broad range of com-
mands/messages in its predefined, default messaging
protocol.
[0098] Supporting that broad functionality, in at least
one embodiment, the node software 12 comprises a run-
time environment 20 for dynamically instantiating and ex-
ecuting software agents 22 native to the run-time envi-
ronment 20, in accordance with user-configured software
agent definitions 24, the application control module 28
for controlling specified third-party applications installed
on the host computer system, and for enabling the soft-
ware agents 22 executing within the run-time environ-
ment 20 to interact with the specified third-party applica-
tions. Further, the node software 12 includes a commu-
nication engine 26 for pulling or otherwise receiving user-
configured software agent definitions 24 into the host in-
telligent node from elsewhere in a distributed network,
for dynamic instantiation and execution within the run-
time environment 20.
[0099] In at least one embodiment, the node software’s
communication engine 26 is configured with a defined
messaging protocol enabling it to interact with like com-
munication engines in other intelligent nodes within the
distributed network. In one or more embodiments, the
defined messaging protocol includes messages for ad-
vertising, inspecting, and sharing user-configured soft-
ware agent definitions with other intelligent nodes within
distributed networks, and may further include messages
for directing the run-time environment to load and unload
specified software agents from the run-time environment.
[0100] Further, the defined messaging protocol may
include messages for sharing data acquisition and
processing information and control information arising
from processing actions of the software agents 22 exe-
cuting in the host node’s run-time environment 20 with
other nodes in a distributed network. Non-limiting exam-
ples of control information include commands and/or sup-
porting information for controlling a host node and/or con-
trolling devices attached directly or indirectly to the host
node. Still further, the defined messaging protocol may
include messages for sending third-party software appli-
cations from the host node and receiving third-party soft-
ware applications at the host node, and wherein the com-
munication engine 26 or an associated module within the
node software 12 is configured to install third-party soft-
ware applications on the host node.
[0101] In addition to the messaging capabilities, which
generally represent out-of-the-box, default functions pro-
vided by the node software 12, the node software 12 may
include or be associated with a predefined library of soft-
ware components configured as hierarchical building
blocks for implementing data acquisition, data process-
ing, and control applications, e.g., the toolset 16 de-
scribed earlier herein. Thus, each software agent defini-
tion 24 may comprise an information set specifying the
types and numbers of software components to be instan-
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tiated from the predefined library of software compo-
nents, and further comprise corresponding component
configuration parameter settings and hierarchical com-
ponent linking information. With that, the run-time envi-
ronment 20 is configured to dynamically instantiate a giv-
en software agent 22 by instantiating, configuring, and
linking software components from the predefined library
of software components in accordance with the corre-
sponding information set.
[0102] Thus, while one or more embodiments of the
node software 12 and interfacing software 14 have the
capability to send software agents 22 between nodes as
serialized binary objects, it should be appreciated that
the further or alternative ability to send software agent
definitions 24 between nodes offers potentially significant
gains in efficiency. That is, the functionality of a given
software agent 22 built from defined software compo-
nents can be represented completely but with much less
information in the form of a software agent definition 24
that specifies the components to be used and the desired
configuration of those components.
[0103] For example, the runtime environment 20 de-
scribed herein can completely construct a new instance
of a sensor system component 99, including all hierar-
chical child components, based on a few parameters that
describe the desired configuration of each component
and therefore the behavior of the entire sensor system
component 99. The software agent definition 24 need
only name the sensor system component 99 to be built,
identify and name its child components, and specify the
configurable parameters of those components, e.g., the
data sources/sinks they will operate on, desired data
processing, communication links, etc.
[0104] On the other hand, the run-time environment 20
in the targeted host node 42 will use that software agent
definition 24 (and, e.g., the software toolset 16) to instan-
tiate the corresponding software agent 22 during runtime,
by dynamically creating the functional processes, data
storage mechanisms, event handlers, data handlers, and
assemblies. If the actual software agent 22 was to be
serialized for transfer to the host node 42, all of the
agent’s dynamically created software entities would need
to be serialized into a binary representation. Thus, the
software agent definitions 24 generally are much smaller
in size than their corresponding software agents 22, and
therefore more efficiently transferred over the network
connections between nodes. That efficiency may be par-
ticularly advantageous where limited-bandwidth (e.g.,
wireless) links interconnect one or more nodes.
[0105] Of course, further advantages are detailed
herein for the case where the software agent definitions
24 represent instructions for building software agents 22
from a predefined library of software components avail-
able to the run-time environment 20 at a targeted host
node 42. As noted, the predefined library of software
components comprises the software toolset 16 in one or
more embodiments, which may include a sensor system
component 99 that operates as a self-contained data

processing software agent linkable to specified data
sources and data sinks, and operative to trigger specified
processing and control actions responsive to detecting
defined data events. Also, as noted, the predefined li-
brary of software components may include an actions
component 114 that is linkable as a child component of
a sensor system component 99, and is configured to im-
bue the sensor system component 99 with autonomous
or otherwise automatic processing behavior. For exam-
ple, each such actions component 114 is operative to
carry out one or more actions with respect to a first soft-
ware component in response to monitoring the first or a
second software component for event occurrences, and
each actions component 114 is configurable via informa-
tion in the software agent definition 24 used to instantiate
it.
[0106] At least one embodiment of the communication
engine 26 is configured to receive software agent defini-
tions 24 as serialized eXtensible Markup Language
(XML) data, and to de-serialize that data for processing
by the run-time environment 20. The communication en-
gine 26 may be further configured to serialize software
agents 22 residing at the host node into serialized XML
data, which may be in the form of XML files, for sharing
with other intelligent nodes in the distributed network.
[0107] Functionality of the communication engine 26
and other modules implemented within the node software
12 may be aided or supported by, for example, a system
event engine 74 that is, as previously noted, configured
to provide software and hardware event visibility between
and for the software agents 22 executing in the run-time
environment 20 and/or for modules within the node soft-
ware 12. Such modules may include a file processing
module-e.g., the File Transfer and Viewer module 88-
that is configured to cooperate with the communication
engine 26, for sending files to and from the host node.
The file processing module may be configured to process
files containing serialized agent definitions 24 for transfer
to and from the host node.
[0108] Other modules that may be implemented in the
node software 12 include a configuration module 90 that
is configured to process and maintain configuration files
and registries for operation of the intelligent node within
the distributed network, including passwords, encryption
keys, IP addresses, and socket ports. Further modules
include a node discovery module 92.
[0109] The node discovery module 92 is configured to
determine the availability of other intelligent nodes in a
distributed network using one or more of active search-
ing, such as port scanning, centralized node registration,
such as DCHP/DNS lookup, and distribution lookup ta-
bles, such as MAC/IP addresses, and listening for broad-
casts or advertisements from other nodes, such as lis-
tening for broadcasting and multicasting transmissions
from other nodes advertising their presence. Of course,
any combination of these methods may be used, as well.
[0110] Further, a UDPSocket module 93 may be in-
cluded as a "built-in" component of the node software
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12, for further supporting the discovery module 92. For
example, the UDPSocket module 93 may be configured
to automatically receive broadcasts from other nodes,
and to correspondingly inform the system event engine
74. The UDPSocket module 93 also is configured in one
or more embodiments to broadcast to other nodes, where
such broadcasting may be triggered by events, such as
system starts and network changes (e.g., IP address
changes, configuration updates, etc.).
[0111] Of course, the foregoing description and the ac-
companying drawings represent non-limiting examples
of the methods and apparatus taught herein. As such,
the present invention is not limited by the foregoing de-
scription and accompanying drawings. Instead, the
present invention is limited only by the following claims
and their legal equivalents.

Claims

1. A computer system (50) configured to operate as an
intelligent node (42) in a distributed network (40), the
computer system comprising:

- an operating system (54);
- a run-time environment (20) for instantiating
and executing software; and
- a communication interface (26) for sending and
receiving data;

the computer system (50) further comprises node
software (12) configured for execution in said oper-
ating system (54) which configures the computer
system (50) to operate as said intelligent node (42)
in said distributed network (40),
wherein the node software (12) comprises the run-
time environment (20), the communication interface
(26), and an application control module (28) for con-
trolling specified third-party applications (30);
wherein the run-time environment (20) is arranged
for instantiating and executing software agents (22)
native to the run-time environment, according to us-
er-configured software agent definitions (24), where-
in the software agents (22) executing natively within
the run-time environment (20) define the distributed
network behavior of the intelligent node (42) and de-
fine the rules for advertising and sharing that behav-
ior with other intelligent nodes (42) in the distributed
network (40) wherein the distributed network behav-
ior of the intelligent node (42) can be changed on
the fly by adding, replacing, or modifying the software
agents (22) residing on it;
wherein the communication interface (26) is ar-
ranged for sending and receiving data, including us-
er-configured software agent definitions (24) for use
by the run-time environment (20) in instantiating cor-
responding software agents (22); wherein the appli-
cation control module (28) is arranged for controlling

specified third-party applications (30) that are not na-
tive to the node software (12), and for enabling the
software agents (22) executing within the run-time
environment (20) to interact with the specified third-
party applications (30);
wherein the application control module (28) is con-
figured to enable the software agents (22) executing
within the run-time environment (20) to perform at
least one of starting and stopping one or more of the
specified third-party applications (30); and
wherein the communication engine (26) is config-
ured with a defined messaging protocol enabling the
communication engine (26) to interact with like com-
munication engines (26) in other intelligent nodes
(42) within the distributed network (40).

2. The computer system of claim 1, wherein the com-
munication interface (26) includes processing logic
for generating and responding to predefined interac-
tion messages enabling the intelligent node (42) to
carry out a predefined set of interactions with like
intelligent nodes (42) in the distributed network (40),
including the advertising and sharing of software
agents (22) between like intelligent nodes (42).

3. The computer system of claim 1 or 2, wherein the
communication interface (26) and the run-time envi-
ronment (20) are communicatively coupled and con-
figured to enable the software agents (22) executing
in the run-time environment (20) to interact with other
software agents (22) executing in the run-time envi-
ronments (20) in other like intelligent nodes (42).

4. The computer system of claim 1, 2 or 3, wherein the
computer system (12) includes or otherwise has ac-
cess to a predefined library of software components
(30) comprising a predefined library of software com-
ponents configured as hierarchical building blocks
for implementing data acquisition, data processing,
and control applications, and wherein each software
agent definition (24) comprises an information set
specifying the types and numbers of software com-
ponents to be instantiated from the predefined library
of software components (30), and further comprises
corresponding component configuration parameter
settings and hierarchical component linking informa-
tion, and wherein the run-time environment (20) is
configured to dynamically instantiate a given soft-
ware agent (22) by instantiating, configuring, and
linking software components from the predefined li-
brary of software components (30) in accordance
with the corresponding information set.

5. The computer system of claim 4, wherein the prede-
fined library of software components (30) includes a
sensor system component that operates as a self-
contained data processing software agent linkable
to specified data sources and data sinks, and oper-
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ative to trigger specified processing and control ac-
tions responsive to detecting defined data events.

6. The computer system of claim 4 or 5, wherein the
predefined library of software components (30) in-
cludes an actions component linkable as a child com-
ponent of a sensor system component and config-
ured to imbue the sensor system component with
autonomous processing behavior, each said actions
component operative to carry out one or more ac-
tions with respect to a first software component in
response to monitoring the first or a second software
component for event occurrences, and each said ac-
tions component is configurable via information in
the software agent definition used to instantiate it.

7. The computer system of any preceding claim, where-
in the communication engine (26) is configured to
receive software agent definitions (24) as incoming
serialized information, de-serialize said serialized in-
formation to recover the received software agent def-
initions (24), and to transfer the received software
agent definitions (24) to the run-time environment
(20) for processing, and wherein the communication
engine (26) is further configured to serialize software
agents (22) residing at the intelligent node (42) into
outgoing serialized information for sharing with other
intelligent nodes (42) in the distributed network (40).

8. The computer system of any preceding claim, further
comprising a system event engine (74) that is con-
figured to provide software and hardware event vis-
ibility between and for the software agents (22) ex-
ecuting in the run-time environment (20).

9. The computer system of any preceding claim, further
comprising a file processing module (88) that is con-
figured to cooperate with the communication engine
(26) for sending files to and from the intelligent node
(42), and wherein the file processing module (88) is
configured to process files containing serialized soft-
ware agent definitions (24) for transfer to and from
the intelligent node (42).

10. The computer system of any preceding claim, further
comprising a configuration module (90) that is con-
figured to process and maintain configuration files
and registries for operation of the intelligent node
(42) within the distributed network (40), including
passwords, encryption keys, IP addresses, and
socket ports.

11. The computer system of any preceding claim, further
comprising a node discovery module (92) that is con-
figured to determine the availability of other intelli-
gent nodes (42) in the distributed network (40) ac-
cording to one or more configurable rules, said node
discovery module (92) using at least one of active

searching for other nodes, accessing centralized
node registration information, accessing distribution
lookup tables, and listening for broadcasts or adver-
tisements from other nodes.

12. The computer system of any preceding claim, where-
in the defined messaging protocol includes any one
or more of:

- messages for advertising, inspecting, and
sharing user-configured software agent defini-
tions (24) with other intelligent nodes (42) within
the distributed network (40);
- messages for directing the run-time environ-
ment (20) to load and unload specified software
agents (22) from the run-time environment (20);
- messages for sharing data acquisition, data
processing, and control information arising from
processing actions of the software agents (22)
executing in the run-time environment (20) with
other nodes (42) in the distributed network (40);
- messages for sending the specified third-party
software applications (30) from the intelligent
node (42) to other intelligent nodes (42) or for
receiving the specified third-party software ap-
plications (30) at the intelligent node (42);
- messages for sending third-party software ap-
plications (30) from the intelligent node (42) and
receiving third-party software applications (30)
at the intelligent node (42), and wherein the com-
munication engine (26) or an associated module
within the computer system is configured to in-
stall said received third-party software applica-
tions (30) on the intelligent node (42);
- messages for outputting listings of software
agents (22) and software processes that are in-
stalled or otherwise running at the computer sys-
tem (12), and for requesting like listings from
other nodes (42) in the distributed network (40);
and
- messages for outputting listings of metrics and
statistics of the computer system (12), and for
requesting like listings from other nodes (42) in
the distributed network (40).

13. A computer program product stored on a computer
readable storage medium, wherein the computer
program product, when executed by a computer sys-
tem, causes the computer system to operate accord-
ing to any of claims 1-12.

Patentansprüche

1. Computersystem (50), das dazu konfiguriert ist, als
intelligenter Knoten (42) in einem verteilten Netz-
werk (40) zu arbeiten, wobei das Computersystem
umfasst:
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- ein Betriebssystem (54);
- eine Laufzeitumgebung (20) zur Instanziierung
und Ausführung von Software und
- eine Kommunikationsschnittstelle (26) zum
Senden und Empfangen von Daten;

wobei das Computersystem (50) ferner Knoten-Soft-
ware (12) umfasst, die zur Ausführung in dem Be-
triebssystem (54) ausgelegt ist, welches das Com-
putersystem (50) so konfiguriert, dass es als intelli-
genter Knoten (42) in dem verteilten Netzwerk (40)
arbeitet,
wobei die Knoten-Software (12) die Laufzeitumge-
bung (20), die Kommunikationsschnittstelle (26) und
ein Anwendungssteuermodul (28) zur Steuerung
spezifizierter Drittanwendungen (30) umfasst;
wobei die Laufzeitumgebung (20) zur Instanziierung
und Ausführung von in der Laufzeitumgebung nativ
vorhandenen Software-Agenten (22) nach benut-
zerkonfigurierten Software-Agenten-Definitionen
(24) ausgelegt ist, wobei die Software-Agenten (22),
die in der Laufzeitumgebung (20) nativ ausgeführt
werden, das Verhalten des intelligenten Knotens
(42) im verteilten Netzwerk und die Regeln zum An-
zeigen und Teilen dieses Verhaltens mit anderen in-
telligenten Knoten (42) in dem verteilten Netzwerk
(40) definieren, wobei das Verhalten des intelligen-
ten Knotens (42) im verteilten Netzwerk durch Hin-
zufügen, Ersetzen oder Modifizieren der auf diesem
vorhandenen Software-Agenten (22) spontan ver-
ändert werden kann;
wobei die Kommunikationsschnittstelle (26) zum
Senden und Empfangen von Daten ausgelegt ist,
einschließlich benutzerkonfigurierter Software-
Agenten-Definitionen (24) zur Verwendung durch
die Laufzeitumgebung (20) zur Instanziierung ent-
sprechender Software-Agenten (22);
wobei das Anwendungssteuermodul (28) dazu aus-
gelegt ist, spezifizierte Drittanwendungen (30) zu
steuern, die in der Knoten-Software (12) nicht nativ
vorhanden sind, und die Software-Agenten (22), die
in der Laufzeitumgebung (20) ausgeführt werden,
zur Interaktion mit den spezifizierten Drittanwendun-
gen (30) zu befähigen;
wobei das Anwendungssteuermodul (28) dazu kon-
figuriert ist, die Software-Agenten (22), die in der
Laufzeitumgebung (20) ausgeführt werden, zur
Durchführung wenigstens des Startens und/oder
des Stoppens einer oder mehrerer spezifizierter
Drittanwendungen (30) zu befähigen, und
wobei die Kommunikationsschnittstelle (26) mit ei-
nem definierten Messaging-Protokoll konfiguriert ist,
das die Kommunikationsschnittstelle (26) zur Inter-
aktion mit ähnlichen Kommunikationsschnittstellen
(26) in anderen intelligenten Knoten (42) innerhalb
des verteilten Netzwerkes (40) befähigt.

2. Computersystem nach Anspruch 1, wobei die Kom-

munikationsschnittstelle (26) eine Verarbeitungslo-
gik zum Erzeugen von und Reagieren auf vordefi-
nierte Interaktionsmeldungen umfasst, durch die der
intelligente Knoten (42) zum Ausführen eines vorde-
finierten Satzes von Interaktionen mit ähnlichen in-
telligenten Knoten (42) in dem verteilten Netzwerk
(40) befähigt wird, einschließlich des Anzeigens und
Teilens von Software-Agenten (22) zwischen ähnli-
chen intelligenten Knoten (42).

3. Computersystem nach Anspruch 1 oder 2, wobei die
Kommunikationsschnittstelle (26) und die Laufzeit-
umgebung (20) kommunikativ gekoppelt und dazu
konfiguriert sind, die Software-Agenten (22), die in
der Laufzeitumgebung (20) ausgeführt werden, zur
Interaktion mit anderen Software-Agenten (22), die
in der Laufzeitumgebung (20) in anderen, ähnlichen
intelligenten Knoten (42) ausgeführt werden, zu be-
fähigen.

4. Computersystem nach Anspruch 1, 2 oder 3, wobei
das Computersystem (12) eine vordefinierte Biblio-
thek von Software-Komponenten (30) umfasst oder
anderweitig auf diese zugreift, umfassend eine vor-
definierte Bibliothek von Software-Komponenten,
die als hierarchische Bausteine zum Implementieren
von Datenerfassungs-, Datenverarbeitungs- und
Steueranwendungen konfiguriert sind, und wobei je-
de Software-Agenten-Definition (24) einen Informa-
tionssatz umfasst, der die Typen und Zahlen der zu
instanziierenden Software-Komponenten aus der
vordefinierten Bibliothek von Software-Komponen-
ten (30) angibt, und ferner entsprechende Kompo-
nentenkonfigurations-Parametereinstellungen und
hierarchische Komponenten-Verknüpfungsinforma-
tionen umfasst, und wobei die Laufzeitumgebung
(20) dazu konfiguriert ist, einen bestimmten Softwa-
re-Agenten (22) durch Instanziierung, Konfiguration
und Verknüpfen von Software-Komponenten aus
der vordefinierten Bibliothek von Software-Kompo-
nenten (30) gemäß dem entsprechenden Satz von
Informationen dynamisch zu instanziieren.

5. Computersystem nach Anspruch 4, wobei die vor-
definierte Bibliothek von Software-Komponenten
(30) eine Sensorsystem-Komponente umfasst, die
als eigenständiger Datenverarbeitungssoftware-
Agent arbeitet, der mit spezifizierten Datenquellen
und Datensenken verknüpfbar ist und so arbeitet,
dass er spezifizierte Verarbeitungs- und Steuerakti-
onen als Reaktion auf das Erkennen definierter Da-
tenereignisse auslöst.

6. Computersystem nach Anspruch 4 oder 5, wobei die
vordefinierte Bibliothek von Software-Komponenten
(30) eine Aktionskomponente umfasst, die als unter-
geordnete Komponente einer Sensorsystem-Kom-
ponente verknüpfbar und dazu konfiguriert ist, die
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Sensorsystem-Komponente mit autonomem Verar-
beitungsverhalten zu durchdringen, wobei jede der
Aktionskomponenten so arbeitet, dass sie eine oder
mehrere Aktionen bezüglich einer ersten Software-
Komponente als Reaktion auf eine Überwachung
der ersten oder einer zweiten Software-Komponente
auf das Auftreten von Ereignissen ausführt, und jede
der Aktionskomponenten über Informationen in der
zu ihrer Instanziierung verwendeten Software-Agen-
ten-Definition konfigurierbar ist.

7. Computersystem nach einem vorhergehenden An-
spruch, wobei die Kommunikationsschnittstelle (26)
dazu konfiguriert ist, Software-Agenten-Definitionen
(24) als eingehende serialisierte Informationen zu
empfangen, diese serialisierten Informationen zu
deserialisieren, um die empfangenen Software-
Agenten-Definitionen (24) wiederherzustellen, und
die empfangenen Software-Agenten-Definitionen
(24) an die Laufzeitumgebung (20) zur Verarbeitung
zu übertragen, und wobei die Kommunikations-
schnittstelle (26) ferner dazu konfiguriert ist, Softwa-
re-Agenten (22), die an dem intelligenten Knoten
(42) vorhanden sind, zu ausgehenden serialisierten
Informationen zu serialisieren, um sie mit anderen
intelligenten Knoten (42) in dem verteilten Netzwerk
(40) zu teilen.

8. Computersystem nach einem vorhergehenden An-
spruch, ferner umfassend eine Systemereignis-Ma-
schine (74), die zum Bereitstellen von Software- und
Hardwareereignis-Sichtbarkeit zwischen den und
für die Software-Agenten (22), die in der Laufzeit-
umgebung (20) ausgeführt werden, konfiguriert ist.

9. Computersystem nach einem vorhergehenden An-
spruch, ferner umfassend ein Dateiverarbeitungs-
modul (88), das dazu konfiguriert ist, mit der Kom-
munikationsschnittstelle (26) zum Senden von Da-
teien an den und von dem intelligenten Knoten (42)
zusammenzuarbeiten, und wobei das Dateiverar-
beitungsmodul (88) dazu konfiguriert ist, Dateien zu
verarbeiten, die serialisierte Software-Agenten-De-
finitionen (24) zur Übertragung an den und von dem
intelligenten Knoten (42) enthalten.

10. Computersystem nach einem vorhergehenden An-
spruch, ferner umfassend ein Konfigurationsmodul
(90), das dazu konfiguriert ist, Konfigurationsdateien
und -register für den Betrieb des intelligenten Kno-
tens (42) in dem verteilten Netzwerk (40),
einschließlich Passwörtern, Chiffrierschlüsseln, IP-
Adressen und Socket-Ports, zu verarbeiten und zu
bewahren.

11. Computersystem nach einem vorhergehenden An-
spruch, ferner umfassend ein Knotenerkennungs-
modul (92), das dazu konfiguriert ist, die Verfügbar-

keit anderer intelligenter Knoten (42) in dem verteil-
ten Netzwerk (40) gemäß einer oder mehreren kon-
figurierbaren Regeln zu ermitteln, wobei das Kno-
tenerkennungsmodul (92) wenigstens eines von Fol-
gendem: aktive Suche nach anderen Knoten, Zu-
greifen auf zentralisierte Knotenregistrierungsinfor-
mationen, Zugreifen auf Verteilungs-Lookup-
Tabellen und Abhören von Sendungen oder Anzei-
gen anderer Knoten, benutzt.

12. Computersystem nach einem vorhergehenden An-
spruch, wobei das definierte Messaging-Protokoll ei-
nes oder mehrere von Folgendem umfasst:

- Meldungen zum Anzeigen, Inspizieren und
Teilen benutzerkonfigurierter Software-Agen-
ten-Definitionen (24) mit anderen intelligenten
Knoten (42) in dem verteilten Netzwerk (40) ;
- Meldungen zum Steuern der Laufzeitumge-
bung (20) zum Laden und Entladen spezifizier-
ter Software-Agenten (22) aus der Laufzeitum-
gebung (20);
- Meldungen zum Teilen von Datenerfassungs-,
Datenverarbeitungs- und Steuerinformationen,
die sich aus Verarbeitungsaktionen der Softwa-
re-Agenten (22) ergeben, die in der Laufzeitum-
gebung (20) ausgeführt werden, mit anderen
Knoten (42) in dem verteilten Netzwerk (40);
- Meldungen zum Senden der spezifizierten
Drittanwendungen (30) von dem intelligenten
Knoten (42) an andere intelligente Knoten (42)
oder zum Empfangen der spezifizierten Drittan-
wendungen (30) am intelligenten Knoten (42);
- Meldungen zum Senden von Drittanwendun-
gen (30) von dem intelligenten Knoten (42) und
Empfangen von Drittanwendungen (30) an dem
intelligenten Knoten (42), wobei die Kommuni-
kationsschnittstelle (26) oder ein zugeordnetes
Modul innerhalb des Computersystems dazu
konfiguriert ist, die empfangenen Drittanwen-
dungen (30) auf dem intelligenten Knoten (42)
zu installieren;
- Meldungen zur Ausgabe von Listen von Soft-
ware-Agenten (22) und Software-Prozessen,
die auf dem Computersystem (12) installiert sind
oder anderweitig auf diesem laufen, und zum
Anfordern ähnlicher Listen von anderen Knoten
(42) in dem verteilten Netzwerk (40), und
- Meldungen zur Ausgabe von Listen von Metri-
ken und Statistiken des Computersystems (12)
und zum Anfordern ähnlicher Listen von ande-
ren Knoten (42) in dem verteilten Netzwerk (40).

13. Computerprogrammprodukt, das auf einem compu-
terlesbaren Speichermedium gespeichert ist, wobei
das Computerprogrammprodukt bei Ausführung
durch ein Computersystem bewirkt, dass das Com-
putersystem nach einem der Ansprüche 1 bis 12 ar-
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beitet.

Revendications

1. Système informatique (50) configuré pour fonction-
ner comme un noeud intelligent (42) dans un réseau
distribué (40), le système informatique comprenant :

- un système d’exploitation (54) ;
- un environnement d’exécution (20) pour ins-
tancier et exécuter un logiciel ; et
- une interface de communication (26) pour en-
voyer et recevoir des données ;

le système informatique (50) comprend en outre un
logiciel de noeud (12) configuré pour l’exécution
dans ledit système d’exploitation (54), qui configure
le système informatique (50) pour fonctionner com-
me ledit noeud intelligent (42) dans ledit réseau dis-
tribué (40),
dans lequel le logiciel de noeud (12) comprend l’en-
vironnement d’exécution (20), l’interface de commu-
nication (26) et un module de commande d’applica-
tion (28) pour commander des applications tierces
spécifiées (30) ;
dans lequel l’environnement d’exécution (20) est
agencé pour instancier et exécuter des agents logi-
ciels (22) natifs de l’environnement d’exécution, en
fonction de définitions d’agents logiciels configurées
par l’utilisateur (24), dans lequel les agents logiciels
(22) s’exécutant nativement dans l’environnement
d’exécution (20) définissent le comportement de ré-
seau distribué du noeud intelligent (42) et définissent
les règles de publicité et de partage de ce compor-
tement avec d’autres noeuds intelligents (42) dans
le réseau distribué (40),
le comportement de réseau distribué du noeud in-
telligent (42) pouvant être modifié à la volée en ajou-
tant, remplaçant ou modifiant les agents logiciels
(22) qui y résident ;
dans lequel l’interface de communication (26) est
agencée pour envoyer et recevoir des données, y
compris des définitions d’agents logiciels configu-
rées par l’utilisateur (24) pour une utilisation par l’en-
vironnement d’exécution (20) dans l’instanciation
d’agents logiciels correspondants (22) ;
dans lequel le module de commande d’application
(28) est agencé pour commander des applications
tierces spécifiées (30) qui ne sont pas natives du
logiciel de noeud (12), et pour permettre aux agents
logiciels (22) s’exécutant dans l’environnement
d’exécution (20) d’interagir avec les applications tier-
ces spécifiées (30) ;
dans lequel le module de commande d’application
(28) est configuré pour permettre aux agents logi-
ciels (22) s’exécutant dans l’environnement d’exé-
cution (20) d’effectuer au moins l’une des opérations

consistant à démarrer et arrêter une ou plusieurs
des applications tierces spécifiées (30) ; et
dans lequel le moteur de communication (26) est
configuré avec un protocole de messagerie défini
permettant au moteur de communication (26) d’in-
teragir avec des moteurs de communication similai-
res (26) dans d’autres noeuds intelligents (42) au
sein du réseau distribué (40).

2. Système informatique selon la revendication 1, dans
lequel l’interface de communication (26) comprend
une logique de traitement pour générer et répondre
à des messages d’interaction prédéfinis permettant
au noeud intelligent (42) d’effectuer un ensemble
prédéfini d’interactions avec des noeuds intelligents
similaires (42) dans le réseau distribué (40), y com-
pris la publicité et le partage d’agents logiciels (22)
entre des noeuds intelligents similaires (42).

3. Système informatique selon la revendication 1 ou 2,
dans lequel l’interface de communication (26) et l’en-
vironnement d’exécution (20) sont couplés de ma-
nière communicative et configurés pour permettre
aux agents logiciels (22) s’exécutant dans l’environ-
nement d’exécution (20) d’interagir avec d’autres
agents logiciels (22) s’exécutant dans les environ-
nements d’exécution (20) dans d’autres noeuds in-
telligents similaires (42).

4. Système informatique selon la revendication 1, 2 ou
3, dans lequel le système informatique (12) inclut ou
a accès à une bibliothèque prédéfinie de compo-
sants logiciels (30) comprenant une bibliothèque
prédéfinie de composants logiciels configurée com-
me des blocs de construction hiérarchiques pour im-
plémenter des applications d’acquisition de don-
nées, de traitement de données et de commande,
et dans lequel chaque définition d’agent logiciel (24)
comprend un ensemble d’informations spécifiant les
types et les nombres de composants logiciels à ins-
tancier à partir de la bibliothèque prédéfinie de com-
posants logiciels (30), et comprend en outre des pa-
ramètres de configuration de composants corres-
pondants et des informations de liaison de compo-
sants hiérarchiques, et dans lequel l’environnement
d’exécution (20) est configuré pour instancier dyna-
miquement un agent logiciel donné (22) en instan-
ciant, configurant et liant des composants logiciels
de la bibliothèque prédéfinie de composants logi-
ciels (30) en fonction de l’ensemble d’informations
correspondant.

5. Système informatique selon la revendication 4, dans
lequel la bibliothèque prédéfinie de composants lo-
giciels (30) inclut un composant de système de cap-
teurs qui fonctionne comme un agent logiciel de trai-
tement de données autonome pouvant être lié à des
sources de données et des collecteurs de données
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spécifiés, et qui fonctionne pour déclencher des ac-
tions de traitement et de commande spécifiées ré-
pondant à la détection d’événements de données
définis.

6. Système informatique selon la revendication 4 ou 5,
dans lequel la bibliothèque prédéfinie de compo-
sants logiciels (30) inclut un composant d’actions
pouvant être lié comme composant enfant d’un com-
posant de système de capteur et configuré pour in-
culquer au composant de système de capteur un
comportement de traitement autonome, chacun des-
dits composants d’actions est opérant pour effectuer
une ou plusieurs actions par rapport à un premier
composant logiciel en réponse à la surveillance du
premier ou d’un second composant logiciel concer-
nant des occurrences d’événement, et chacun des-
dits composants d’actions est configurable par des
informations dans la définition de l’agent logiciel uti-
lisée pour l’instancier.

7. Système informatique selon l’une quelconque des
revendications précédentes, dans lequel le moteur
de communication (26) est configuré pour recevoir
des définitions d’agent logiciel (24) en tant qu’infor-
mations sérialisées entrantes, désérialiser lesdites
informations sérialisées pour récupérer les défini-
tions d’agent logiciel reçues (24) et pour transférer
les définitions d’agent logiciel reçues (24) à l’envi-
ronnement d’exécution (20) pour traitement, et dans
lequel le moteur de communication (26) est en outre
configuré pour sérialiser les agents logiciels (22) ré-
sidant au noeud intelligent (42) en informations sé-
rialisées sortantes pour les partager avec d’autres
noeuds intelligents (42) dans le réseau distribué
(40).

8. Système informatique selon l’une quelconque des
revendications précédentes, comprenant en outre
un moteur d’événements système (74) qui est con-
figuré pour fournir une visibilité des événements lo-
giciels et matériels entre et pour les agents logiciels
(22) s’exécutant dans l’environnement d’exécution
(20).

9. Système informatique selon l’une quelconque des
revendications précédentes, comprenant en outre
un module de traitement de fichiers (88) qui est con-
figuré pour coopérer avec le moteur de communica-
tion (26) pour envoyer des fichiers vers et depuis le
noeud intelligent (42), et dans lequel le module de
traitement de fichiers (88) est configuré pour traiter
des fichiers contenant des définitions d’agent logiciel
sérialisées (24) pour leur transfert vers et depuis le
noeud intelligent (42).

10. Système informatique selon l’une quelconque des
revendications précédentes, comprenant en outre

un module de configuration (90) qui est configuré
pour traiter et maintenir des fichiers de configuration
et des registres pour le fonctionnement du noeud
intelligent (42) au sein du réseau distribué (40), y
compris des mots de passe, des clés de cryptage,
des adresses IP et des ports de socket.

11. Système informatique selon l’une quelconque des
revendications précédentes, comprenant en outre
un module de découverte de noeuds (92) qui est
configuré pour déterminer la disponibilité d’autres
noeuds intelligents (42) dans le réseau distribué (40)
en fonction d’une ou plusieurs règles configurables,
ledit module de découverte de noeuds (92) utilisant
au moins l’un des éléments suivants : recherche ac-
tive d’autres noeuds, accès aux informations d’en-
registrement de noeuds centralisées, accès aux ta-
bles de consultation de distribution et écoute des
diffusions ou publicités provenant d’autres noeuds.

12. Système informatique selon l’une quelconque des
revendications précédentes, dans lequel le protoco-
le de messagerie défini comprend un ou plusieurs
des éléments suivants :

- messages pour la publicité, l’inspection et le
partage de définitions d’agents logiciels confi-
gurées par l’utilisateur (24) avec d’autres
noeuds intelligents (42) au sein du réseau dis-
tribué (40) ;
- messages pour ordonner à l’environnement
d’exécution (20) de charger et décharger des
agents logiciels spécifiés (22) de l’environne-
ment d’exécution (20) ;
- messages pour partager l’acquisition de don-
nées, le traitement de données et les informa-
tions de commande résultant des actions de trai-
tement des agents logiciels (22) s’exécutant
dans l’environnement d’exécution (20) avec
d’autres noeuds (42) dans le réseau distribué
(40) ;
- messages pour envoyer les applications logi-
cielles tierces spécifiées (30) à partir du noeud
intelligent (42) à d’autres noeuds intelligents
(42) ou pour recevoir les applications logicielles
tierces spécifiées (30) au noeud intelligent (42) ;
- messages pour envoyer des applications logi-
cielles tierces (30) à partir du noeud intelligent
(42) et recevoir des applications logicielles tier-
ces (30) au noeud intelligent (42), et dans lequel
le moteur de communication (26) ou un module
associé au sein du système informatique est
configuré pour installer lesdites applications lo-
gicielles tierces (30) reçues sur le noeud intelli-
gent (42) ;
- messages pour produire des listes d’agents
logiciels (22) et de processus logiciels installés
ou fonctionnant autrement sur le système infor-
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matique (12), et pour demander des listes simi-
laires à d’autres noeuds (42) du réseau distribué
(40) ; et
- messages pour produire des listes de métri-
ques et de statistiques du système informatique
(12), et pour demander des listes similaires à
d’autres noeuds (42) du réseau distribué (40).

13. Produit programme informatique stocké sur un sup-
port de stockage lisible par ordinateur, lequel produit
programme informatique, lorsqu’il est exécuté par
un système informatique, fait fonctionner le système
informatique selon l’une quelconque des revendica-
tions 1 à 12.
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