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Description

FIELD

[0001] The present invention relates to online content,
and more particularly for a method of identifying and pro-
viding download links to media assets in a rendered web
page.

BACKGROUND

[0002] The Internet is a worldwide, publicly accessible
network of interconnected computer networks that trans-
mit data by packet switching using the standard Internet
Protocol ("IP"). The "network of networks" consists of
many smaller domestic, academic, business, and gov-
ernment networks that together enable various services,
such as electronic mail, online chat, file transfer, and the
interlinked web pages and other documents of the World
Wide Web.
[0003] It has become very popular to distribute video
and audio over the Internet. Especially since broadband
Internet access has become more common, media clips
are often embedded in or linked to web pages. Currently,
there are a multitude of media clips available online, with
new websites frequently springing up offering online me-
dia to users. One of the most popular of these sites is
YouTube, provided by Google, Inc. of Mountain View,
California, which features both media produced by es-
tablished media sources and also media produced by
small groups and amateurs. Between March and July of
the year 2006, YouTube alone grew from 30 to 100 million
views of videos per day.
[0004] In addition to dedicated video sharing sites such
as YouTube, many existing radio and television broad-
casters provide Internet ’feeds’ of their live audio and
video streams (for example, the British Broadcasting
Service). Broadcasters may also allow users to time-shift
their viewing or listening.
[0005] Because there are so many websites providing
online media, an Internet-connected device, such as a
computer, game console, set-top box, handheld compu-
ter, cell phone, or other device, can be used to access
on-line media in much the same way as was previously
possible only with a television or radio receiver.
[0006] One of the most common formats used to dis-
tribute media on the Internet is the Flash Video or FLV
format. Other common formats include Windows Media
Video, RealMedia, Quicktime, and DivX. Online media
encoded in many of these formats, including Flash Video,
either can be streamed to a web browser or other client
for online viewing, or they can be downloaded to a stor-
age device. Many users prefer to download pieces of
media rather than stream them for a variety of reasons:
a user may prefer to watch or listen to the media at a time
when he or she may be offline; a user may prefer to ar-
chive a copy so that he or she will be able to watch or
listen to the media in the future even if the website cur-

rently hosting it goes down; a user may prefer to share
the file itself with others, rather than share a link to the
file; or a user may prefer to download the media for a
myriad of other reasons.
[0007] There are many ways to download media con-
tent from a web site. If the site provides a direct link to
the file on the rendered page, downloading a media file
may be as easy as right-clicking and selecting "Save Link
As..." or some similar command. There are also well-
known methods for extracting explicit links from the
HTML source of a web page, even if a web site does not
render a direct link. However, it is a common practice for
websites to make it difficult for users to download media
files. One technique to make downloads difficult is to link
to or embed a "wrapper" in a web page rather than directly
linking to or embedding a media clip. Common examples
of media wrappers include JavaScript media players,
Flash media players, ActiveX media players, VBScript
players, and the like.
[0008] JavaScript is the name of the Mozilla Founda-
tion’s (of Mountain View, CA) implementation of the EC-
MAScript standard, a scripting language based on the
concept of prototype-based programming. The language
is best known for its use in websites (as client-side Java-
Script), but is also used to enable scripting access to
objects embedded in other applications.
[0009] Adobe Flash, or simply Flash, refers to the Ado-
be Flash Player from Adobe Systems Inc. of San Jose,
CA. The Flash Player is a client application available in
most common web browsers. It features support for vec-
tor and raster graphics, a scripting language called Ac-
tionScript and bi-directional streaming of audio and vid-
eo. There are also versions of the Flash Player for mobile
phones and other non-PC devices such as Internet Tab-
lets, personal digital assistants, the Kodak Easyshare
One camera from Eastman Kodak Co. of Rochester, New
York, and the Playstation Portable, From Sony Corpora-
tion of Japan, among others.
[0010] ActiveX is a term that is used to denote reusable
software components that are based on the Microsoft
Component Object Model (COM) from Microsoft Corp.
of Redmond, WA. ActiveX controls provide encapsulated
reusable functionality to programs and they are typically
but not always visual in nature. Example ActiveX controls
include: Adobe Reader and Adobe Flash Player from
Adobe Systems Inc. of San Jose, CA; QuickTime Player
from Apple Inc. of Cupertino, CA; Microsoft Windows Me-
dia Player from from Microsoft Corp. of Redmond, WA;
RealPlayer from RealNetworks, Inc. of Seattle, WA, and
Java Virtual Machine from Sun Microsystems, Inc. of
Santa Clara, CA.
[0011] VBScript (short for Visual Basic Scripting Edi-
tion) is an Active Scripting language interpreted via Win-
dows® Script Host from Microsoft Corp. of Redmond,
WA. When employed in Microsoft Internet Explorer, VB-
Script is very similar in function to JavaScript - it proc-
esses code embedded in HTML. VBScript can also be
used to create stand-alone HTML applications (file
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extension .hta).
[0012] Popular web sites such as YouTube, Vimeo,
and Grouper currently make use of wrappers to obfus-
cate media assets. There are methods known in the art
to download media assets that are obfuscated behind a
wrapper, but existing methods all fall short in a number
of ways.
[0013] One known method identifies media assets by
comparing the content on a given web page with a catalog
detailing the technical methods used by certain web sites
to obfuscate media assets. If the web page in question
is hosted by a known web site, then this method may be
able to identify and allow the user to download a media
asset that is obfuscated on that page. For example, the
catalog might allow one to deduce that the web page
http://hiddenvids.com/video/foo would contain a video
asset located at http://secret.hiddenvids.com/vid-
eo/foo.mpg. This method may be implemented on a cli-
ent, for example, as a browser plug-in, or it may be im-
plemented using a proxy server that serves as an inter-
mediary between the client and the target web site.
[0014] Disadvantages to this method include the facts
that it requires that each individual web site be cataloged
and that it requires each individual catalog entry to be
continually monitored so that it can be updated when the
web site operator changes its obfuscation strategy. For
example, this method would have no way of discovering
media assets on a new web site until that site’s obfusca-
tion schemes were analyzed and input into the catalog.
In addition, this method would fail to identify media assets
even on known web sites if the web site operator changes
its obfuscation scheme in even a simple way such as
changing the name of the host that stores the media as-
sets.
[0015] Another known method is "stream ripping." Us-
ing this method, a client intercepts the data stream cor-
responding to a streaming media asset, allowing the user
to redirect that data to a file on a storage medium. One
disadvantage to this method is that the media asset may
be streamed in real time, meaning that it would take up
to thirty minutes to capture a thirty minute media asset.
[0016] US2004/0044785 A1 discloses an approach
enabling selection of and access to displayed objects.
When a user positions a cursor over an object of an HTML
page, the object is highlighted, indicating to the user that
the object is selectable. If the user selects the object, the
object is automatically downloaded and the user may fur-
ther indicate a download interval and a user-friendly ob-
ject name.
[0017] The invention is defined by a computer imple-
mented method, a computing apparatus, and a compu-
ter-readable medium according to the independent
claims. Preferred embodiments are defined in the de-
pendent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018]

FIG. 1 is a system diagram of a number of devices
in a network in accordance with one embodiment.

FIG. 2 is a block diagram of an appliance that pro-
vides an exemplary operating environment for one
embodiment.

FIG. 3 is a data flow diagram illustrating the relation-
ships between various devices in accordance with
one embodiment.

FIG. 4 is a flow diagram illustrating a media asset
identification routine in accordance with one embod-
iment.

FIG. 5 is a flow diagram illustrating a media asset
page element association subroutine in accordance
with one embodiment.

FIG. 6 is an illustration of a web page with a media
asset tagged via a visual indication in accordance
with one embodiment.

FIG. 7 is an illustration of a web page with a media
asset identified via a selectable menu in accordance
with one embodiment.

FIG. 8 is an illustration of a web page with a streaming
media asset downloadable via a selectable element
in accordance with one embodiment.

[Para 24] Figure 9 is an illustration of a web page
with a streaming media asset identified as non-
downloadable in accordance with one embodiment.

[Para 25] Figure 10 is an illustration of a web page
with a streaming media asset and contemporaneous
dowloads in accordance with one embodiment.

DESCRIPTION

[0019] [Para 26] The detailed description that follows
is represented largely in terms of processes and symbolic
representations of operations by conventional computer
components, including a processor, memory storage de-
vices for the processor, connected display devices and
input devices. Furthermore, these processes and oper-
ations may utilize conventional computer components in
a heterogeneous distributed computing environment, in-
cluding remote file Servers, computer Servers and mem-
ory storage devices. Each of these conventional distrib-
uted computing components is accessible by the proc-
essor via a communication network.
[0020] [Para 27] Reference is now made in detail to
the description of the embodiments as illustrated in the
drawings.
[0021] [Para 28] Users would like to be able to down-
load media content even from web sites that take steps
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to obfuscate media assets. Embodiments described
herein overcomes deficiencies in existing methods by
providing a media asset identification routine that can
analyze the communication between the browser and a
web server to identify media assets, whether obfuscated
or not, and associate media assets with a particular web
page element.
[0022] [Para 29] Figure 1 illustrates an example oper-
ating environment 100 where a client device 200 (illus-
trated in Figure 2 and described below) uses a network
150 (e.g., the Internet or the like) to access a web page
that is hosted on a web server 110 and that contains
references to media assets that are hosted on a media
server 120, which is also reachable on the network 150.
In alternate embodiments, the web server 110 and the
media server 120 may be a single device, or the client
device 200 and the web server 110 may be a single de-
vice. Additionally, multiple web servers 110 may all ac-
cess a single media server 120; a single web server 110
may access multiple media servers 120; multiple web
servers 110 may access multiple media servers 120; or
any other combination thereof. Multiple client devices
200 may also be present.
[0023] [Para 30] Figure 2 illustrates several compo-
nents of an exemplary client device 200. In some em-
bodiments, the client device 200 may include many more
components than those shown in Figure 2. However, it
is not necessary that all of these generally conventional
components be shown in order to disclose an illustrative
embodiment. As shown in Figure 2, the client device 200
includes a network interface 230 for connecting to the
network 150. Those of ordinary skill in the art will appre-
ciate that the network interface 230 includes the neces-
sary circuitry for such a connection and is constructed
for use with an appropriate protocol.
[0024] [Para 31] The client device 200 also includes a
processing unit 210, a memory 250 and may include an
optional display 240, all interconnected along with the
network interface 230 via a bus 220. The memory 250
generally comprises a random access memory ("RAM"),
a read only memory ("ROM"), and a permanent mass
storage device, such as a disk drive or flash drive. The
memory 250 stores program code for a web browser 260,
media player 265, and the media asset identification rou-
tine 270. In addition, the memory 250 also stores an op-
erating system 255. It will be appreciated that these soft-
ware components may be loaded from a computer read-
able medium into memory 250 of the client device 200
using an input mechanism (not shown) associated with
a computer readable medium, such as a floppy disc, tape,
DVD/CD-ROM drive, memory card, via the network in-
terface 230 or the like.
[0025] [Para 32] Although an exemplary client device
200 has been described that generally conforms to a con-
ventional general purpose computing device, those of
ordinary skill in the art will appreciate that a client device
200 may be any of a great number of devices capable of
communicating with the network 150, for example, a per-

sonal computer, a game console, a set-top box, a hand-
held computer, a cell phone, or any other device that is
capable of accessing on-line media and that is capable
of running a media asset identification routine 400 in con-
junction with displaying web pages.
[0026] [Para 33] Figure 3 depicts the relationships be-
tween and actions performed by a client device 200, a
web server 110, and a media server 120 in an example
embodiment.
[0027] [Para 34] Initially, a user may visit a web page
that contains one or more media assets. After the user
navigates to the page in the browser 260, the client device
200 requests 305 that page from the appropriate web
server 110. On receiving that request 305, the web server
110 locates 310 the requested page in its memory and/or
otherwise processes the request 305 so that it can re-
spond 315 to the client device’s request 305. The web
server 110 responds 315 to the client device’s request
305 by transmitting at least an initial set of data that the
client device 200 uses in order to render 320 the page in
the browser. The client device 200 then begins to render
320 the requested page.
[0028] [Para 35] Rendering 320 the page may often
involve client device’s 200 requesting 325 additional data
from the web server 110. For example, if the requested
page includes a media assets, such as an images, or an
obfuscated media asset, the client may make additional
requests 325 to the web server 110 for additional data
to allow the browser 260 to render the page. On receiving
these additional requests, the web server 110 will proc-
ess 330 the requests, and if the requested data is located
on the media server 120, the web server 110 will request
335 that data from the media server 120. The web server
110 will then transmit 340 the requested information back
to the client device 200.
[0029] [Para 36] During this rendering process, the
media asset identification routine 400 (illustrated in Fig-
ure 4 and described below) is able to interpret 345 the
rendered page and analyze the communications be-
tween the client device 200 and the web server 110 in
order to identify 350 media assets. If any media assets
are found, the client device 200 will add 355 a control or
tag for the media assets to the rendered web page.
[0030] [Para 37] The media asset identification proc-
ess just described that takes place on the client device
200 is detailed in Figure 4, which illustrates an exemplary
flow diagram of a media asset identification routine 400.
Routine 400 begins at block 405, where the browser 260
requests a web page that may contain one or more media
assets. In block 410, the requested web page is received,
and in looping block 415, routine 400 begins to analyze
each page element that may be rendered. The page el-
ements may be represented by a DOM (Document Ob-
ject Model-a platform- and language-independent stand-
ard object model for representing HTML or XML and re-
lated formats), in which case, the media asset identifica-
tion routine 400 would operate by traversing the DOM.
In alternate methods, the page elements may be iterated
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through in some other suitable fashion.
[0031] [Para 38] In block 420, routine 400 analyzes the
communications traffic between the client device 200 and
the web server 110 for rendering the requested page,
looking for media-indicative traffic. In decision block 425,
routine 400 determines whether a media asset is found
in the analyzed traffic. A media asset may be identified
by examining the Multipurpose Internet Mail Extensions
("MIME") type of an element to determine whether that
element is of a type that will be handled by a media player.
MIME is an Internet Standard that, among other things,
includes a method to register content types and associate
them with handler applications. The specifics of MIME
are detailed in RFC 2045.
[0032] [Para 39] If no media asset is found in decision
block 425, processing cycles back to looping block 415,
where the next renderable page element is analyzed. If
a media asset is located in decision block 425, subroutine
block 500 (illustrated in Figure 5 and described below)
performs additional processing to associate a renderable
page element with the media asset.
[0033] [Para 40] Next, in block 430, routine 400 stores
the location of the identified media asset and its deter-
mined associated page element. If there are additional
renderable page elements to analyze, looping block 435
cycles processing back to looping block 415; if not, loop-
ing block 435 directs processing to block 440.
[0034] [Para 41] Beginning in looping block 440, all
media assets that were stored in block 430 are proc-
essed. In block 450, routine 400 adds a control or "tag"
associated with a stored page element that is associated
with an identified media asset. In some cases, such a
tag may be visual indication that will be rendered along
with the page element, a visual indication such as an
image or a text link. The link may contain a Uniform Re-
source Identifier ("URI") that identifies or names the me-
dia asset. In other cases, such tag may comprise adding
a selectable item to a menu (e.g., a "right-click" menu)
associated with the page element.
[0035] [Para 42] Adding a command to such a menu
may involve "hooking" into a browser’s API An application
programming interface ("API") is a source code interface
that a computer system or program library provides to
support requests for services to be made of it by a com-
puter program. "Hooking" is a technique employing so
called "hooks" to make a chain of procedures as a han-
dler. Thus, after the handled event occurs, control flow
follows the chain in specific order. The new hook registers
its own address as handler for the event and is expected
to call the original handler at some point, usually at the
end. "Import Table Patching" is one suitable method of
API hooking usable by some embodiments. In the Win-
dows® operating system from Microsoft Corp. of Red-
mond, WA, most applications and modules have a so-
called "import table," which may include a list of APIs that
the application or module calls. Other operating environ-
ments may include similar techniques for hooking into an
application suited for rendering page elements.

[0036] [Para 43] If there are additional stored page el-
ements, looping block 455 will cycle processing back to
looping block 440; if not, looping block 455 directs
processing to block 460. Block 460 renders the depiction
of the page in the browser 260 and processing ends at
block 499.
[0037] [Para 44] The media asset identification routine
400 could also be adapted to prospectively identify ren-
derable media assets on web pages that the current web
page provides links to. For example, a web page may
contain a list of links to web pages that contain renderable
media assets. By adapting the media asset identification
routine 400 to retrieve data from each linked page and
to "virtually" render that data (processing the data as if it
were to be rendered without presenting the results to the
user) in order to identify media assets contained therein,
the user could advantageously be presented with con-
trols that could allow the user to download media assets
from many pages without having to visit each individual
page, controls that may reduce any delay in adding a
control to a media asset on a page that the user navigates
to.
[0038] [Para 45] In a hybrid approach, another alter-
nate embodiment may process links to other web pages
only after a current web page has been analyzed and
rendered, i.e., during a browser’s idle time.
[0039] [Para 46] Figure 5 illustrates an exemplary flow
diagram of a subroutine 500 that determines which ren-
derable page element is associated with an identified me-
dia asset. Subroutine 500 may be employed when the
association between renderable page elements and me-
dia assets is not clear. For example, a Flash media asset
may consist of multiple audio clips, video clips, images,
or other pieces of media. In one example scenario, a
Flash media asset may consist of a first video clip, which
may be an advertisement, and a second video clip, which
may be the piece of video that the user wants to watch.
In looping block 505, subroutine 500 begins to iterate
over each page element in the element tree associated
with the identified media asset. In block 510, a current
page element is examined so that in decision block 515,
it can be determined whether the page element is one
that will be rendered. If the page element is not to be
rendered (for example, because the page element is in-
visible or is merely a hidden link) then processing is di-
rected to looping block 530, which sets the page element
to be examined to the next page element and cycles
processing back to looping block 505 so that the next
page element may be examined. If decision block 515
finds that the page element is to be rendered, then block
525 stores the page element before looping block 530
returns processing to looping block 505 so that the next
page element may be examined.
[0040] [Para 47] Once all page elements have been
examined, in block 535, subroutine 500 determines
whether a page element that is to be rendered has been
stored. If so, processing is directed to return block 599,
which returns the stored page element to the calling rou-
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tine. If blocks 505-530 did not identify and store a page
element to be rendered, then processing is directed to
block 540. In block 540, subroutine 500 determines which
page elements will be rendered by examining their char-
acteristics. For example, the size of a page element may
indicate that it is likely one that will be rendered. Block
545 stores a page element identified as being probably
rendered. In return block 599, the stored page element
is returned to the media asset identification routine 400.
[0041] [Para 48] Figure 6 illustrates an exemplary web
page 605 displayed in a browser 260 in accordance with
one embodiment. Page elements 610A-B have been de-
termined to be associated with media assets. In this em-
bodiment, a visual interface element 615A-B is used to
tag page elements 610A-B that have been determined
to be associated with identified media assets. In some
embodiments, the visual tags may comprise URIs for
their respective associated media assets. A visual tag
may also comprise a link or a similar interface that the
user may use to trigger an action, such as opening or
linking to the URI of a media asset, or the like. In some
embodiments, visually indicative tags 615A-B may com-
prise images placed on the determined page elements
610A-B. Not only could a visually indicative tag 615A-B
notify the user that a media asset has been identified and
determined to be associated with a particular page ele-
ment, but a visually indicative tag 615A-B could also no-
tify the user whether that media asset is currently avail-
able. For example, if a media asset has been identified
and determined to be associated with a particular URI,
the visually indicative tag 615A-B might be a red image
if the URI is not currently accessible or a green image if
the URI is currently accessible. In alternate embodi-
ments, the visually indicative tags may comprise text links
620A-B added to text associated with the media asset,
text such as a textual description of the content of the
media asset, the name of the media asset, or the like.
[0042] [Para 49] Figure 7 illustrates an exemplary web
page 605 displayed in a browser 260 in accordance with
another embodiment. Page elements 610A-B have been
determined to be associated with media assets. In this
embodiment, the media assets are identified via a se-
lectable menu 710 associated with the page elements
610A-B. The menu 710 may comprise a collection of one
or more selectable commands 715, each of which, when
selected, may trigger one or more tasks, such as saving
some or all media assets to a storage device, copying or
sending a direct link to some or all media assets, or the
like. In some embodiments, the user may activate the
selectable menu 710 by accessing an import table that
has been patched to allow access to said selectable
menu 710, as described above.
[0043] [Para 50] Figure 8 illustrates an exemplary web
page 805 displayed in a browser 260 in accordance with
another embodiment. In one exemplary embodiment,
page element 815 is a streaming media asset within a
display portion 810 of the web page 805. In this embod-
iment, the streaming media asset 815 is identified as a

page element that has a user interface component 820
with a selectable action element 825 to trigger a down-
load of the media asset (separate from, but possibly con-
temporaneous with the streaming of the media asset).
The user interface component 820 may comprise a col-
lection of one or more selectable action element 825,
each of which, when selected, may trigger one or more
tasks, such as saving some or all media assets to a stor-
age device, copying or sending a direct link to some or
all media assets, or the like. In some embodiments, the
user may activate the selectable action element 825 by
accessing an import table that has been patched to allow
access to said selectable action element 825, as de-
scribed above.
[0044] [Para 51] Figure 9 illustrates an exemplary web
page 905 displayed in a browser 260 in accordance with
another embodiment. In one exemplary embodiment,
page element 915 is a streaming media asset within a
display portion 910 of the web page 905. In this embod-
iment, the streaming media asset 915 is identified as a
page element that would be downloadable, however, in
this embodiment, the streaming media asset 915 has
been indicated as non-downloadable. Accordingly, in
such an embodiment a user interface component 920 is
displayed indicating that the media asset is not down-
loadable. Various alternate embodiments may employ a
variety of indications of non-downloadability. For exam-
ple, some digital television protocols allow a "Broadcast
Video Flag" to indicate that content should not be down-
loaded. Other systems, such as digital rights manage-
ment ("DRM") systems or content encryption systems
may also be employed to similar effect. In some embod-
iments, the web page 905 may contain indications that
its page elements should not be downloaded (e.g., via a
copyright notice with reserved rights, through meta-tags
within the page, or the like).
[0045] [Para 52] Figure 10 illustrates an exemplary
web page 805 displayed in a browser 260 in accordance
with another embodiment. As described above, in one
exemplary embodiment, page element 815 is a stream-
ing media asset within a display portion 810 of the web
page 805. In this embodiment, the streaming media asset
815 is identified as a page element that has a user inter-
face component 820 with a selectable action element
825 to trigger a download of the media asset. Additionally,
in Figure 10, a download status component 1010 displays
the current progress of multiple media asset downloads
on progress elements 1015A-C. In various embodiments
downloads can occur contemporaneously with the play-
back of the streaming media asset 815, may cause the
streaming media asset playback to be paused, or even
cancelled. In still further embodiments, multiple down-
loads may be limited such that they are queued up. For
example, if a client device 200 does not have sufficient
bandwidth to download, or is otherwise restricted to a
predetermined number of downloads, selecting the se-
lectable action element 825 may queue a download to
occur at a future point when the client (or server) is no
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longer limited.
[0046] [Para 53] Although specific embodiments have
been illustrated and described herein, it will be appreci-
ated by those of ordinary skill in the art that a variety of
alternate and/or equivalent implementations may be sub-
stituted for the specific embodiments shown and de-
scribed without departing from the scope of the present
invention, as defined by the claims.

Claims

1. A computer implemented method of dynamically
identifying a server-provided media asset retrievable
to a client device, the method comprising:

obtaining (410), by the client device from the
server, a web page having a plurality of page
elements;
contemporaneous with said webpage being ren-
dered, analyzing (420), by a media asset iden-
tification routine of the client device, communi-
cations traffic between the client device and the
server associated with rendering said plurality
of page elements to identify (425) media-indic-
ative traffic;
when media-indicative traffic is identified, deter-
mining, by the media asset identification routine
of the client device, among said plurality of page
elements, a page element associated with a me-
dia asset indicated by said media-indicative traf-
fic, wherein said media asset is obfuscated by
a media wrapper;
associating (450) a tag with the page element
associated with the media asset; and
rendering (460) said web page on said client de-
vice, including rendering the tag along with the
page element, to notify a user that the media
asset has been identified and determined to be
associated with the page element, and to notify
the user whether the media asset is currently
available.

2. The method of Claim 1, wherein said media asset is
made identifiable via a visual indication.

3. The method of Claim 1, wherein said media asset is
made identifiable via the addition of a selectable item
to a menu associated with said page element.

4. The method of Claim 1 wherein said tag comprises
a URI for the media asset.

5. The method of Claim 4 wherein said tag further com-
prises a visual indication of the availability of said
URI.

6. The method of Claim 4 wherein said tag further com-

prises a triggerable interface for linking to said URI.

7. The method of Claim 6 further comprising triggering
said tag.

8. The method of Claim 7 wherein triggering said tag
comprises accessing a patched import table.

9. The method of claim 1 further comprising analyzing
each of the plurality of page elements that may be
rendered.

10. The method of Claim 9 wherein said analyzing com-
prises virtually rendering said renderable data.

11. The method of Claim 1 wherein the obfuscated me-
dia asset comprises at least one of JavaScript data,
Flash data, ActiveX data, and VBScript data.

12. The method of Claim 9 wherein said analyzing com-
prises traversing a document object model.

13. The method of Claim 9 wherein said analyzing com-
prises locating data objects conforming to at least
one predetermined MIME type.

14. The method of Claim 13 wherein the predetermined
MIME type is a video MIME type.

15. A computing apparatus comprising a processor and
a memory having executable instructions for per-
forming the method of one of the preceding claims.

16. A computer readable medium comprising executa-
ble instructions for performing the method of one of
the claims 1 to 14.

Patentansprüche

1. Computerimplementiertes Verfahren zur dynami-
schen Identifikation eines von einem Server bereit-
gestellten Medien-Assets, das für eine Clientvorrich-
tung abrufbar ist, wobei das Verfahren umfasst:

Erhalten (410), durch die Clientvorrichtung, von
dem Server, einer Internetseite mit mehreren
Seitenelementen;
gleichzeitig dazu, dass die Internetseite geren-
dert wird, Analysieren (420), durch eine Medien-
Asset-Identifikationsroutine der Clientvorrich-
tung, von Kommunikationsverkehr zwischen
der Clientvorrichtung und dem Server, der Ren-
dern der mehreren Seitenelemente zugeordnet
ist, um Medien-angebenden Verkehr zu identi-
fizieren (425);
wenn Medien-angebender Verkehr identifiziert
wird, Bestimmen, durch die Medien-Asset-Iden-
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tifikationsroutine der Clientvorrichtung, unter
den mehreren Seitenelementen, eines Seiten-
elements, das einem Medien-Asset zugeordnet
ist, das durch den durch den Medien-angeben-
den Verkehr angegeben wird, wobei das Medi-
en-Asset durch eine Medien-Umhüllung verne-
belt wird;
Zuordnen (450) eines Tags zu dem Seitenele-
ment, das dem Medieninhalt zugeordnet ist; und
Rendern (460) der Internetseite auf der Client-
Vorrichtung, aufweisend Rendern des Tags zu-
sammen mit dem Seitenelement, um einen Be-
nutzer darüber zu unterrichten, dass das Medi-
en-Asset identifiziert und dazu bestimmt wurde,
dem Seitenelement zugeordnet zu sein, und um
den Benutzer darüber zu unterrichten, ob das
Medien-Asset derzeit verfügbar ist.

2. Verfahren nach Anspruch 1, wobei das Medien-As-
set über eine visuelle Angabe identifizierbar ge-
macht wird.

3. Verfahren nach Anspruch 1, wobei das Medien-As-
set durch Hinzufügen eines auswählbaren Elements
zu einem Menü, das dem Seitenelement zugeordnet
ist, identifizierbar gemacht wird.

4. Verfahren nach Anspruch 1, wobei das Tag einen
URI für das Medien-Asset umfasst.

5. Verfahren nach Anspruch 4, wobei das Tag ferner
eine visuelle Angabe der Verfügbarkeit des URI um-
fasst.

6. Verfahren nach Anspruch 4, wobei das Tag ferner
eine triggerbare Schnittstelle zur Verknüpfung mit
diesem URI umfasst.

7. Verfahren nach Anspruch 6, ferner umfassend Trig-
gern des Tags.

8. Verfahren nach Anspruch 7, wobei das Triggern des
Tags Zugreifen auf eine gepatchte Importtabelle um-
fasst.

9. Verfahren nach Anspruch 1, ferner umfassend Ana-
lysieren jedes der mehreren Seitenelemente, die ge-
rendert werden können.

10. Verfahren nach Anspruch 9, wobei das Analysieren
virtuelles Rendern der renderbaren Daten umfasst.

11. Verfahren nach Anspruch 1, wobei das vernebelte
Medien-Asset mindestens eines von JavaScript-Da-
ten, Flash-Daten, ActiveX-Daten, und VBScript-Da-
ten umfasst.

12. Verfahren nach Anspruch 9, wobei das Analysieren

Durchlaufen eines Dokumenten-Objekt-Modells
umfasst.

13. Verfahren nach Anspruch 9, wobei das Analysieren
Lokalisieren von Datenobjekten, die konform zu min-
destens einem vorbestimmten MIME-Typ sind, um-
fasst.

14. Verfahren nach Anspruch 13, wobei der vorbe-
stimmte MIME-Typ ein Video-MIME-Typ.

15. Computervorrichtung, umfassend einen Prozessor
und einen Speicher mit ausführbaren Anweisungen
zur Durchführung des Verfahrens nach einem der
vorhergehenden Ansprüche.

16. Computerlesbares Medium, das ausführbare An-
weisungen zur Durchführung des Verfahrens nach
einem der Ansprüche 1 bis 14 umfasst.

Revendications

1. Procédé mis en oeuvre par ordinateur permettant
d’identifier de façon dynamique un actif multimédia
fourni par un serveur pouvant être récupéré sur un
dispositif client, le procédé consistant :

à obtenir (410), au moyen du dispositif client, à
partir du serveur, une page Web ayant une plu-
ralité d’éléments de page ;
en même temps que le rendu de ladite page
Web, à analyser (420), au moyen d’une routine
d’identification d’actif multimédia du dispositif
client, un trafic de communications entre le dis-
positif client et le serveur associé au rendu de
ladite pluralité d’éléments de page pour identi-
fier (425) un trafic indiquant un contenu
multimédia ;
lorsqu’un trafic indiquant un contenu multimédia
est identifié, à déterminer, au moyen de la rou-
tine d’identification d’actif multimédia du dispo-
sitif client, parmi ladite pluralité d’éléments de
page, un élément de page associé à un actif
multimédia indiqué par ledit trafic indiquant un
contenu multimédia, dans lequel ledit actif mul-
timédia est obscurci par une enveloppe
multimédia ;
à associer (450) une étiquette à l’élément de
page associé à l’actif multimédia ; et
à rendre (460) ladite page Web sur ledit dispo-
sitif client, y compris à rendre l’étiquette conjoin-
tement avec l’élément de page, pour avertir un
tilisateur que l’actif multimédia a été identifié et
déterminé être associé à l’élément de page et
pour avertir l’utilisateur que l’actif multimédia est
à présent disponible.
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2. Procédé selon la revendication 1, dans lequel ledit
actif multimédia est rendu identifiable par le biais
d’une indication visuelle.

3. Procédé selon la revendication 1, dans lequel ledit
actif multimédia est rendu identifiable par le biais de
l’ajout d’un élément sélectionnable à un menu asso-
cié audit élément de page.

4. Procédé selon la revendication 1, dans lequel ladite
étiquette comprend un identifiant URI pour l’actif
multimédia.

5. Procédé selon la revendication 4, dans lequel ladite
étiquette comprend en outre une indication visuelle
de la disponibilité dudit l’identifiant URI.

6. Procédé selon la revendication 4, dans lequel ladite
étiquette comprend en outre une interface pouvant
être déclenchée pour être liée audit identifiant URI.

7. Procédé selon la revendication 6, consistant en outre
à déclencher ladite étiquette.

8. Procédé selon la revendication 7, dans lequel le dé-
clenchement de ladite étiquette consiste à avoir ac-
cès à une table d’importation modifiée.

9. Procédé selon la revendication 1, consistant en outre
à analyser chaque élément de page de la pluralité
d’éléments de page qui peuvent être rendus.

10. Procédé selon la revendication 9, dans lequel ladite
analyse consiste à rendre virtuellement lesdites don-
nées pouvant être rendues.

11. Procédé selon la revendication 1, dans lequel l’actif
multimédia obscurci comprend au moins des don-
nées en JavaScript et/ou des données en Flash et/ou
des données en ActiveX et/ou des données en VBS-
cript.

12. Procédé selon la revendication 9, dans lequel ladite
analyse consiste à faire défiler un modèle objet de
document.

13. Procédé selon la revendication 9, dans lequel ladite
analyse consiste à situer des objets de données se-
lon au moins un type de protocole MIME prédéter-
miné.

14. Procédé selon la revendication 13, dans lequel le
type de protocole MIME prédéterminé est un type
de protocole MIME vidéo.

15. Appareil informatique comprenant un processeur et
une mémoire ayant des instructions exécutables
pour réaliser le procédé selon l’une des revendica-

tions précédentes.

16. Support lisible par ordinateur comprenant des ins-
tructions exécutables pour réaliser le procédé selon
l’une des revendications 1 à 14.
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