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Description

BACKGROUND

[0001] Many computing devices are battery powered
and for these devices it is beneficial to reduce their overall
power consumption. Reduced power consumption ena-
bles increased battery life or alternatively the size, weight
and cost of the battery can be reduced. It is also beneficial
to reduce the power consumption of mains powered de-
vices (i.e. non-battery powered devices) for environmen-
tal reasons and reduce operating cost.
[0002] One approach to minimizing the power of com-
puting devices is to shut down or suspend the device,
and / or to switch off associated devices, such as a dis-
play, when the device is not in use. The device may sub-
sequently be woken up by the user through user input
(e.g. by hitting the space bar or pressing the power but-
ton). Another approach is to provide a reduced power
mode which is used whenever the device is not connect-
ed to mains electricity, e.g. by reducing the brightness of
the display or running the CPU more slowly.
[0003] The document ’Managing energy consumption
costs in desktop PCs and LAN switches with proxying,
split TCP connections, and scaling of link speed’ by Gu-
naratne et al and published in the International Journal
of Network Management 2005; 1 5: 297-310, describes
how to recover a large portion of the wasted electricity
with improved power management methods that are fo-
cused on network issues.
[0004] US Patent Application, Publication No.
US2007/0204072 describes a network card in a comput-
ing device which provides the ability for the computing
device to transmit specific types of information while the
computing device is in an inactive state.
[0005] PCT Patent Application, Publication No.
WO2007/03561 1 describes a computer system which
is configured to operate in a normal mode and a reduced
power mode.

SUMMARY

[0006] The following presents a simplified summary of
the disclosure in order to provide a basic understanding
to the reader. This summary is not an extensive overview
of the
disclosure and it does not identify key/critical elements
of the invention or delineate the scope of the invention.
Its sole purpose is to present some concepts disclosed
herein in a simplified form as a prelude to the more de-
tailed description that is presented later.
[0007] Methods of reducing power consumption of net-
worked devices are described.
[0008] When a main processor and associated hard-
ware in a computing device is powered down, a process-
ing element, with lower power consumption than the main
processor, performs networking functions on behalf of
the main processor. The processing element monitors

events and wakes the main processor when defined cri-
teria are satisfied. In an embodiment, these network func-
tions may be to maintain existing network connections
and/or establish new network connections and the de-
fined criteria may relate to messages received by the
device which are analyzed by the processing element
and these criteria may be configurable by a user of the
device.
[0009] Further aspects of the invention comprise:

• a computing device according to claim 9, wherein
the main processor is in a separate power domain
to the processing element and wherein the main
processor has a higher power consumption than the
processing element;

• a method of power control according to any of claims
11-14 further comprising: transferring state informa-
tion between the main processor and the processing
element.

[0010] Another aspect of the invention provides a pow-
er control system comprising a first and a second power
domain, wherein the first power domain comprises a first
processor and associated hardware and wherein the sec-
ond power domain comprises: a network interface de-
vice; a second processor; and a memory arranged to
store executable instructions arranged to cause the sec-
ond processor to: detect when the first power domain
enters a sleep state from an operating state; maintain
network connectivity; and cause the first power domain
to return to the operating state when defined criteria are
satisfied. The executable instructions arranged to cause
the second processor to use application layer protocols
to maintain network connectivity may comprise execut-
able instructions arranged to cause the second processor
to periodically send messages to elements in a network
to maintain connectivity
[0011] The memory may be further arranged to store
executable instructions arranged to cause the second
processor to: analyze data received via the network in-
terface when the first power domain is in the sleep state
and send a signal to the first processor to cause the first
power domain to return to the operating state when the
received data satisfies the defined criteria; and/or to
transfer state information between the first and the sec-
ond processor.
[0012] Many of the attendant features will be more
readily appreciated as the same becomes better under-
stood by reference to the following detailed description
considered in connection with the accompanying draw-
ings. The invention is defined by the appended claims.

DESCRIPTION OF THE DRAWINGS

[0013] The present description will be better under-
stood from the following detailed description read in light
of the accompanying drawings, wherein:
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FIG. 1 is a schematic diagram of a networked com-
puting device;
FIG. 2 is a flow diagram of an example method of
operation of the processing element within the de-
vice of FIG. 1;
FIG. 3 is a flow diagram showing the operation of
the processing element in its active state;
FIG. 4 is a schematic diagram of a second networked
computing device;
FIG. 5 is a flow diagram of an example method of
operation of the processing element within the de-
vice of FIG. 4;
FIG. 6 shows a schematic diagram of an example
implementation of a hardware dongle;
FIG. 7 is a schematic diagram of another networked
computing device; and
FIG. 8 is a schematic diagram showing an example
application of the device of FIG. 7.

[0014] Like reference numerals are used to designate
like parts in the accompanying drawings.

DETAILED DESCRIPTION

[0015] The detailed description provided below in con-
nection with the appended drawings is intended as a de-
scription of the present examples and is not intended to
represent the only forms in which the present example
may be constructed or utilized. The description sets forth
the functions of the example and the sequence of steps
for constructing and operating the example. However,
the same or equivalent functions and sequences may be
accomplished by different examples.
[0016] Whilst shutting down or suspending a device
reduces the power consumption of a computing device
and therefore extends battery life, network connectivity
is lost. This means that the device cannot respond to
events such as incoming Voice over Internet Protocol
(VoIP) calls, instant messenger (IM) messages, emails,
the presence of new access points due to mobility, re-
quests for files stored on that device, etc. Additionally the
device cannot receive software updates, such as impor-
tant security patches.
[0017] One solution may be to periodically wake the
device from the shut down or suspended state to check
whether updates or messages are available. However,
whilst this enables the device to pull data from entities in
the network when awake, the device will not receive any
data or messages which are pushed to it when it is shut
down / suspended. Periodic wake-up is also inefficient
because there may be no updates or messages to down-
load or the device may have moved out of network cov-
erage (e.g. for a wireless mobile device) and therefore
the device may be unable to check whether there are
any updates or messages to download. Additionally, this
may introduce a significant delay in receipt of messages
which is particularly problematic for VoIP calls, because
the caller will most likely already have stopped waiting

for the called user to accept the call. Furthermore, some
messages will not be sent (e.g. IM messages) because
the user will have disconnected from the IM server and
this disconnection state will be published to the user’s
friends on the IM system.
[0018] FIG. 1 is a schematic diagram of a networked
computing device 100 which has a low power mode in
which network connectivity is maintained. The device
may wake itself from the low power mode into a higher
(or normal) power mode based on pre-configured events
signaled by the network interface. In this way it may also
be possible for a user to trigger the waking of the device
remotely. A user may also be able to trigger the waking
of the device using a standard user input device (e.g.
button, mouse, keyboard) in a standard manner. The de-
vice comprises a network interface 101, a main processor
102 and a processing element 103 with smaller power
consumption than the main processor and hardware 106
associated with the main processor 102. The hardware
106 associated with the main processor may comprise
a display, hard drives, RAM, graphics interfaces, periph-
eral devices etc. The processing element 103 is in a dif-
ferent power domain to the main processor (and its as-
sociated hardware 106) but may be a part of the main
processor 102 (e.g. a separate core on the same physical
chip), or a separate processor. It may, in some examples,
be part of the network interface 101 (e.g. it may be on
the network interface card). The network interface 101
comprises a transmitter 104 and receiver 105 (which may
be combined as a transceiver) and is used to connect
the computing device 100 to a network, such as the in-
ternet, an intranet or a local area network (LAN). The
transmitter 104 and receiver 105 may use wireless tech-
nology (e.g. WiFi, WiMAX, UWB, cellular wireless tech-
nology) or wired technology (e.g. Ethernet) to connect to
the network. The computing device 100 may be a single
integrated device or a modular device, as shown in the
two embodiments described below with reference to
FIGS. 4 and 7.
[0019] When the device is not operating in the low pow-
er mode, the main processor 102 performs all the stand-
ard functions of a computing device, such as running
applications, maintaining network connectivity, decoding
received data packets, authenticating with the network
etc. However, in the low power mode, the main processor
102 is switched off or suspended, such that it draws a
reduced amount of power. In addition to switching off or
suspending the main processor when entering the low
power mode, some or all of the associated hardware 106
may also be switched off or suspended. This increases
the power savings of using only the processing element
103, which typically does not require as much associated
hardware as the main processor 102. The main proces-
sor 102 powers down after a defined period of inactivity
or as a result of a triggering event (e.g. a user pressing
the off / suspend button or closing a laptop) or the system
detecting the absence of a user (for example using mo-
tion detection).
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[0020] The operation of the processing element 103
can be described with reference to FIG. 2. The process-
ing element 103 detects when the main processor 102
is shutting down or entering a suspend mode (block 202).
This detection may be performed in any suitable manner,
for example by monitoring the power drawn by the main
processor 102 or the main processor may send a mes-
sage to the processing element 103 indicating that it is
about to shut down / suspend. In another example, the
processing element 103 may monitor the parameters that
the main processor uses to determine when to suspend
/ shut down, e.g. monitoring periods of inactivity or mon-
itoring for triggering events. The techniques described
herein may be used whether the main processor shuts
down completely or suspends using any available low
power mode including S3 (suspend), S4 (hibernate), S5
(hybrid suspend/hibernate) or other modes designed for
energy saving, and therefore for the purposes of the fol-
lowing description, the process of the main processor
shutting down or going into any type of low power mode
will be referred to as the main processor going to sleep.
[0021] On detection that the main processor is going
to sleep (in block 202), the processing element enters an
active state (block 203) in which it performs networking
operations on behalf of the main processor. In performing
networking operations on behalf of the main processor
(also referred to as being an agent of the main processor)
entities in the network are not aware that the main proc-
essor has gone to sleep: existing network connections
are maintained, new connections may be established
(where a connection is lost or did not exist) and / or the
ability to establish a new connection may be monitored
(as shown in FIG. 3). The networking operations which
maintain network connectivity may include generating re-
plies to certain messages (e.g. ICMP pings) and gener-
ating periodic messages such as keep-alive messages
to maintain an application-layer protocol connection. This
functionality is traditionally implemented above the net-
work layer, and run in the main processor.
[0022] In its active state, the processing element can
send and receive data to / from various other end hosts,
including local devices directly reachable through the lo-
cal network, e.g. wireless access points or other nearby
devices using ’ad hoc’ connectivity, hosts on networks
accessed via those devices e.g. to authenticate to that
network for the purpose of establishing Internet access
through that network by providing payment credentials,
and end hosts on the Internet accessed via such net-
works. The functionality of the processing element there-
fore spans the link layer to application layers, as defined
in the TCP/IP reference model (and also in the OSI (Open
Systems Interconnection) 7-layer model). In order to
achieve this, the processing element may support proto-
cols at the link layer such as the 802.11 protocols used
to perform wireless networking discovery and associa-
tion, at the network layer including IP and ICMP, at the
transport layer including TCP and UDP, and at the ap-
plication layer, such as FTP (file transfer protocol), SMTP

(simple mail transfer protocol), SIP (session initiation pro-
tocol), DNS (domain name service), IMAP (instant mes-
sage access protocol), POP3 (post office protocol), HT-
TP (hypertext transfer protocol), remote login using SSH
(secure shell), RDP (remote desktop) etc.
[0023] The code run by the processing element 103 in
its active state (in block 203) can be used to perform a
variety of tasks depending on its configuration and de-
pending on the network connection state, as can be de-
scribed with reference to FIG. 3. One common task may
be to maintain the network connectivity of the computing
device 100 (whenever there is an available network to
connect to) and to enable the main processor to be woken
on certain pre-configured events occurring as incoming
packets through the maintained network connectivity
(block 301 and arrow 31). These events are described
in more detail in the examples below. The network con-
nectivity is maintained such that all hosts on the network
(including local access routers as well as remote appli-
cation servers) may be unaware that the device is enter-
ing a low power mode and such that any holes in firewalls
that are required to enable receipt of external originating
communications are maintained. The actions of the
processing element may be dependent on the applica-
tions which were running on the main processor prior to
entering sleep mode and may include ’keep alive’ func-
tionality to maintain IP address, maintain authentication
with a network, maintain presence in the network, main-
tain registration with communication servers (such as IM
servers, SIP servers or other VoIP servers) etc. This may
be achieved by periodically sending messages to ele-
ments in the network, or by responding to messages re-
ceived from elements in the network.
[0024] The processing element may also reconnect to
the network following a loss of network connection or
where there was no network connection when the main
processor went to sleep (blocks 302-303). For example
if the device is a mobile device it may leave the region
of coverage of a first wireless access point (AP) and lose
connectivity; the processing element may monitor for
coverage of an AP to which it can connect and then con-
nect to that AP. The processing element may further per-
form authentication with the AP and also with the network
that that AP is attached to. This reconnection involves
more intelligence than simply monitoring signal strength
to determine if the device is in range of an AP, because
the processing element determines whether it is appro-
priate to connect to the AP (block 302; e.g. whether the
AP is secured and whether the device has the required
authentication details, such as a key, to connect). Fur-
thermore, although the processing element can wake the
main processor once a connection is established (if that
is the desired configuration), the processing element can
also maintain the sleep state and continue to perform
actions on behalf of the main processor using the new
network, e.g. reestablishing connectivity to servers such
as instant messaging or VOIP servers. As shown in FIG.
3, the main processor may, according to the specific con-
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figuration, wake the main processor on detection of a
connection opportunity (arrow 32), on establishment of
a connection (arrow 33) or subsequently based on a par-
ticular triggering event (arrow 31).
[0025] In order for the processing element to maintain
connectivity of the computing device, it may require cer-
tain state information from the main processor (block
201). This information may include the current IP ad-
dress, username and password (or other authentication
details such as wireless security keys e.g. WEP (Wireless
Equivalency Privacy) or WPA (WiFi Protected Access)
keys), details of other wireless or wired access points
which the main processor is allowed to use including sim-
ilar associated authentication or configuration informa-
tion related to those access points, details of applications
which are running on the main processor etc. This state
information may be synchronized between the main proc-
essor 102 and the processing element 103 prior to the
main processor going to sleep. This synchronization may
be a single or periodic exchange of data or alternatively,
the data may be continuously synchronized whilst the
main processor is awake.
[0026] Whilst the main processor 102 is asleep, the
device 100 may receive a data packet (or several data
packets) via the network interface 101. This data packet
is received (block 204) and analyzed (block 205) by the
processing element 103. The analysis may require de-
coding of the packet and may cause further outgoing
communications (e.g. probing of an email server or an
update server). Another function of the analysis is to de-
termine whether defined wakeup criteria are met. Such
criteria can be based on any details of received network
packets at any layer (including the link layer to application
layer). Examples of wakeup criteria include:

• Link layer beacons indicating the presence of par-
ticular access points

• The TCP port on which the data is received (as de-
scribed below with reference to FIG. 8)

• The type of data e.g. IM, VoIP, email etc. For exam-
ple, the user may configure the wake up only to occur
on receipt of a VoIP call and not on receipt of email
/ IM messages.

• The sender of the data e.g. the sender of the email,
the initiator of a VoIP call, the server from which the
packet was sent etc. For example, the user may con-
figure the wake up to occur on packets (whether
emails, IM messages or VoIP calls) from a particular
person only.

• The urgency / priority level of the data e.g. the priority
level of an email or of an update. For example, the
user may configure the wake up only on the highest
priority data.

• The intended recipient of the data. For example, the
user may configure the wake up on messages in-
tended for them specifically, rather than on messag-
es sent to distribution lists on which they are included
or on broadcast messages.

• The specific IP addresses or specific MAC address-
es. For example, the user may configure those IP
and / or MAC addresses from which messages would
trigger wake up. This may provide increased secu-
rity.

• Error packets or packets indicating that exceptional
conditions have occurred either in the network con-
nection itself or for connections to application servers
such as IM servers, which the processing element
may not be able to fully handle by itself thus requiring
the main processor to wake up to reestablish a well-
configured state.

[0027] Any combination of these or other criteria may
be used to define the wake up criteria and if the defined
criteria are met, then wake up is initiated (block 206) to
cause the main processor to wake up from shut down /
suspend to normal operating mode. Depending on im-
plementation, the wake up may be initiated using inter-
rupt lines (e.g. which may be raised to initiate wake up),
using the ring indicator on a virtual COM port, by spoofing
a keyboard or other device with wake up capabilities, by
mimicking the pressing of a physical power button such
as the user might normally press to cause the main proc-
essor to wake from suspend, or using any mechanism
which supports event-based wake up.
[0028] Depending upon the communication protocol
used in the network connection, the data packet received
(in block 205) may be discarded or may be transferred
to the main processor (e.g. through insertion into the re-
ceive stack). In particular, one optimization to reduce the
complexity of the integration between the main processor
and the processing element is as follows: where the pro-
tocol of the data packet which causes wake-up uses re-
transmission (e.g. TCP/IP), that data packet may be dis-
carded instead of transferred to the main processor safe-
ly, since the data packet will be re-transmitted and such
retransmission will be received by the main processor
once it has woken up. Depending on the delay in waking
of the main processor, this discarding of the received
packet may introduce further delay as re-transmission
occurs with increasing time intervals between attempts.
In some embodiments, or for some data packets, it may
be beneficial not to discard the packet but to forward it
to the main processor on wake up.
[0029] In some implementations, state may be trans-
ferred to the main processor from the processing element
on wake up (block 207). This state information may in-
clude the IP address, session keys, details of currently
associated APs (so that it is not necessary to scan for
WiFi APs again) and other parameters which may reduce
the time between when the device wakes and when its
networking functionality becomes available. Currently
when a main processor comes out of a sleep state, it
typically resets and re-initializes elements of its associ-
ated hardware such as network interfaces, and then uses
the hardware to scan the network and perform the various
stages of network association and configuration. After
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that has happened, applications typically re-initialize their
connections to remote servers such as VOIP servers.
Use of state information provided to the main processor
by the processing element may eliminate the need for
some or all of the re-initialization processes by the oper-
ating system (OS) and/or application levels. The OS
and/or applications run on the main processor may be
modified to take advantage of this state information pro-
vided on wake up and reduce the time from the wake up
event to being ready for use by a user. Alternatively, the
system can function using current, unmodified operating
systems and while the advantages of state information
transfer is not achieved, the reduction in complexity of
deployment due to the use of an unchanged operating
system may be more beneficial in some cases.
[0030] In addition to triggering wake up when a re-
ceived data packet meets defined criteria (as shown in
FIG. 2), the processing element may trigger wake up
based on other events. For example, the processing el-
ement may periodically probe network elements (e.g. up-
date servers to determine if updates are available) and
then initiate wake up of the main processor if defined
criteria are satisfied. In such an example, the operation
of the processing element is as shown in FIG. 2 with
blocks 205 and 206 omitted (or as in FIG. 5 described
below with blocks 505 and 506 omitted).
[0031] The software code run by the processing ele-
ment 103 which is used to perform the network function-
ality on behalf of the main processor 102 (as described
above) may be stored in memory associated with the
processing element (not shown in FIG. 1). In another
example implementation, the software code and the
processing element may be implemented in firmware.
[0032] Through use of a processing element 103 which
remains in an active state whilst the main processor is
asleep, as described above, the computing device 100
can reduce its power consumption, whilst maintaining full
network connectivity. This means that if a VoIP call is
received by the computing device, the main processor
can be woken up and the call taken by the user of the
computing device. Similarly, emails and IM messages
may be received as soon as they arrive without significant
delay. A user can also connect to a remote machine,
where the main processor is switched off or suspended,
to retrieve a file. Updates may also be performed auto-
matically because the processing element can monitor
for updates being available and when they are can wake
the main processor to initiate the download and installa-
tion of the update. Depending on the memory associated
with the processing element, the processing element
may be able to download the update without waking the
main processor and then once downloaded, may wake
the main processor to install the update.
[0033] The reduction of power consumption is partic-
ularly beneficial for mobile devices which are battery op-
erated. Reduced power consumption can lead to in-
creased lifetimes between charging and / or reduce the
size, cost and weight of the battery. However, reduction

of power consumption is also beneficial for mains pow-
ered devices (which may or may not be mobile devices)
because this leads to reduced energy bills (and hence
reduced operating costs) and is more environmentally
friendly.
[0034] The software code run on the processing ele-
ment which is used to maintain / establish network con-
nectivity may be generated in a number of different ways.
In a first example, it may comprise fragments (or threads)
of code written for common protocols and depending on
the particular application and protocol this code may
comprise application layer code or may span any or all
of the link to application layers. For example, keep alive
code may be written for SIP and for IM and these code
fragments may always be run or may be run dependent
on the applications running on the main processor prior
to it going to sleep. In a second example, a compiler may
be modified to provide code designed to run on the
processing element as an additional output when an ap-
plication is compiled. In a third example, the device (or
a server) may run a learning algorithm which monitors
the applications run on the main processor and generates
keep alive code which may then be run on the processing
element.
[0035] The software code which is run on the process-
ing element may be generated within the computing de-
vice 100 or may be generated centrally and distributed
to devices across the network in a similar manner to virus
definitions. For example, a central server may hold the
required keep alive code for various commonly used ap-
plications or protocols. This code may be downloaded
by the computing device and stored in memory on the
device.
[0036] FIG. 4 is a schematic diagram of a computing
device 400 in which the processing element 402 is im-
plemented on a hardware dongle (or key) 401. Such a
hardware dongle implementation enables the low power
method to be implemented on many devices and retro-
fitted to existing devices. The main device 403 comprises
a main processor 404, a network interface 405 and a
communication port 407 (e.g. a USB port). The main de-
vice also comprises other hardware 410 (which is asso-
ciated with the main processor 404), which may comprise
a display, a hard drive, a graphics interface etc. Whilst
the network interface is shown as a wireless network in-
terface (with antenna 406), this is by way of example only
and wired technology may alternatively be used. The
hardware dongle 401, which connects to the communi-
cation port 407 on the main device, comprises the
processing element 402 and a second network interface
408. This second network interface uses the same net-
work protocol and technology as the network interface
405 of the main device 403 (i.e. wireless in this example,
as indicated by antenna 409).
[0037] In the computing device 400 of FIG. 4, the hard-
ware dongle runs the software code to maintain network
connectivity whilst the main device is shut down or sus-
pended. The main device runs a device driver for the
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hardware dongle. The hardware dongle may be powered
by the main device via the communication port whilst the
main device is suspended. The hardware dongle may
also comprise a battery (not shown in FIG. 4) which may
be charged whilst power is available from the main de-
vice. If the main device is shut down (rather than sus-
pended) power may not be available. In such a situation,
the hardware dongle may operate using its local battery
power for as long as possible, but then wake up the main
device (either fully or into suspend mode) when the bat-
tery in the hardware dongle begins to become dis-
charged.
[0038] The operation of the processing element 402
on the hardware dongle 401 can be described with ref-
erence to the flow diagram of FIG. 5. Before the main
device 403 shuts down or goes into suspend mode, the
MAC address of the network interface 405 on the main
device is transferred to the hardware dongle along with
the IP address currently being used (block 501). Addi-
tional information, such as authentication information,
may also be transferred. On detection of the main device
going to sleep (block 502), the wireless network interface
on the dongle is switched on (block 503) and the process-
ing element 402 enters an active (block 504). The
processing element continues communication with the
AP with which the main device was communicating in
order to maintain the connectivity and the wireless net-
work interface 408 on the hardware dongle 401 uses the
same MAC address as previously used by the network
interface 405 on the main device 403, so that the network
is unaware of the switch to a different network interface
(i.e. the handover from the main processor to the
processing element is transparent). As the same MAC
address is used, this system is compatible with security
schemes which use MAC address filtering. If connectivity
is lost, the software code causes the network interface
to reconnect to the AP and may re-associate with the
network so that the IP address is maintained. On subse-
quent receipt of a data packet (block 505) over the wire-
less interface, the data packet is analyzed (block 506)
and dependent upon this analysis, the processing ele-
ment may initiate wake up of the main device (block 507).
The wake up of the main device may, for example, be
triggered using the ring indicator on a virtual COM port
or by spoofing a a key press on a keyboard. Having ini-
tiated the wake up, the network interface on the hardware
dongle is switched off (block 508).
[0039] As described above, the processing element
manages the network interface on the hardware dongle
to ensure that in the whole device 400, either one or no
network interface is active at any time, thus avoiding er-
rors that typically occur in networks where there are more
than one device using the same MAC or IP address.
[0040] In the flow diagram of FIG. 5, no state is trans-
ferred back to the main device on wake up. However, in
some examples, state may be transferred (e.g. IP ad-
dress where the IP address has changed, AP MAC ad-
dress and channel information, thus not requiring a full

scan for APs). Additionally, although in FIG. 5 the MAC
address is shown being transferred from the network in-
terface 405 on the main device to the network interface
408 on the hardware dongle, in another example, the
MAC address may be transferred in the other direction,
such that the network interface on the main device uses
the MAC address of the network interface on the hard-
ware dongle. In this example, the transfer of the MAC
address to the main device may be managed by the de-
vice driver for the hardware dongle or the operating sys-
tem of the main device may be modified to integrate this
functionality.
[0041] Whilst in FIG. 4, the main device 403 and the
hardware dongle 401 are shown as comprising a network
interface with only one active at a time, thus mimicking
a single network interface, in another example the hard-
ware dongle 401 can provide a network interface that is
active at all times (other than when the system as a whole
is completely powered down). When the main device 403
is awake, the hardware dongle 401 acts as a normal net-
work interface peripheral through which the main device
conducts networking operations, and the processing el-
ement 402 is in an idle state (or otherwise assists with
the dongle’s functionality as a network interface periph-
eral). When the main device 403 enters a sleep state,
the hardware dongle 401 stays awake and the process-
ing element 402 enters the active state perform network-
ing functions on the main device’s behalf.
[0042] In a further example, the network interfaces on
the main device and the hardware dongle may use dif-
ferent technologies; for example the main device may
include a wired network interface (e.g. Ethernet) and the
hardware dongle may include a wireless network inter-
face (e.g. WiFi). In such an example, the network con-
nectivity is maintained over the network interface on the
hardware dongle and the wake up is initiated as a result
of a data packet received over that same network inter-
face on the hardware dongle. Subsequent communica-
tion with the network may occur using either of the net-
work interfaces and as described above it may be nec-
essary to transfer state between network interfaces.
Whilst only one network interface remains on during the
low power mode (i.e. the interface which is controlled by
the processing element), on wake up additional network
interfaces may be powered up in addition to powering up
the main processor.
[0043] Whilst the hardware dongle 401 of FIG. 4 is
shown connecting to a single communication port 407,
in other examples the hardware dongle may connect to
more than one communication port. The additional com-
munication port may be used to separate out communi-
cation and the provision of power, or to provide an addi-
tional port for debugging.
[0044] FIG. 6 shows a schematic diagram of an exam-
ple implementation of the hardware dongle using mod-
ules from Gumstix Inc. This implementation uses two
USB ports to connect to the main device. The first USB
port connects to a wake up module 601 and is used for
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debug and for initiating the wake up signal using the ring
indicator on the USB port. The second USB port connects
to a Thumbstix module 602 and is used to provide power
and communication using Ethernet over USB (e.g. for
transfer of MAC and IP addresses). Connected to the
Thumbstix module are a Gumstix™ module 603 which
includes a processor 604 and a WiFi module 605 which
includes a WiFi chip 606. The processor 604 is the
processing element (as described above) and the WiFi
module 605 is the network interface (as described
above).
[0045] Although the example of FIG. 6 shows a sepa-
rate WiFi chip 606 and processor 604, in another em-
bodiment, where the WiFi chip includes a microcontroller,
the processing element may be integrated into the net-
work interface.
[0046] FIG. 7 is a schematic diagram of a computing
device 700 with an integrated processing element 701.
The processing element may be implemented as a sep-
arate processor, which may be located on the network
interface card or elsewhere (e.g. on the motherboard).
Alternatively, the processing element may be part of the
main processor 702, e.g. as a separate core on the main
processor. In this example there is only one network in-
terface 703 which is involved in the wake up process,
although there may be other network interfaces within
the device (not shown in FIG. 7). The computing device
700 also comprises hardware 704 associated with the
main processor 702, such as a hard drive, a display etc.
[0047] An example application can be described with
reference to FIG. 8 which shows a computing device 700
(e.g. as shown in FIG. 7), a VoIP server 801 and an ac-
cess point 802. The VoIP server 801 maps an incoming
call to a particular user of the computing device 700 to
the current IP address of the computing device. The main
processor of the computing device may be asleep, but
the IP address is maintained by the operations of the
processing element. The processing element is config-
ured to wake the main processor on receipt of a packet
on a particular identified port. When an incoming call is
received at the VoIP server, a TCP/IP SYN message is
sent to the computing device via the AP. The SYN mes-
sage is received on the particular port and on detection
of this, the processing element initiates wake up of the
main processor and discards the SYN message. As the
SYN message has not been acknowledged, the VoIP
server re-transmits the message periodically. Once the
main processor is awake, it receives the next re-trans-
mitted SYN message, sends an acknowledgement mes-
sage and the connection is established. Upon completion
of the VoIP call, the main processor may return to sleep
state.
[0048] As the network interface remains powered at all
times and the network connectivity is maintained by the
processing element which remains in an active state
whilst the main processor is asleep, even if the device is
mobile, the delay in wake up is minimized, which may be
beneficial for real-time communication methods such as

VoIP calls. On wake up there is no requirement to scan
for available APs and to register with the network which
would otherwise introduce a significant delay.
[0049] A second example application is remote wake
up of a computer (e.g. using Remote Desktop Protocol
(RDP)), which may also be described with reference to
FIG. 8. This may be to enable updates to be performed
or to enable a user to leave their computing device in a
low power mode but still be able to wake it up to access
files or other data stored on the device. A network server
801 (such as a DNS server or Dynamic DNS server)
maps an RDP request to the computing device 700 to
the current IP address of the computing device. The main
processor of the computing device may be asleep, but
the IP address is maintained by the operations of the
processing element. The processing element is config-
ured to wake the main processor on receipt of a packet
on port 3389. When an incoming RDP request is received
at the server, a TCP/IP SYN message is sent to the com-
puting device via the AP. The SYN message is received
on port 3389 and on detection of this, the processing
element initiates wake up of the main processor and dis-
cards the SYN message. As the SYN message has not
been acknowledged, the server re-transmits the mes-
sage periodically. Once the main processor is awake, it
receives the next re-transmitted SYN message, sends
an acknowledgement message and the connection is es-
tablished. Upon completion of file transfer, the main proc-
essor may return to sleep state.
[0050] In a further example application, the processing
element may be used to connect to a network automat-
ically whilst the device is asleep, in addition to (or instead
of) maintaining connectivity where it exists before the
main processor goes to sleep (as shown in FIG. 3). In
such a scenario, a user may write an email on a train
where there is no wireless AP and may then shut down
their machine or put it into a suspend state. The process-
ing element (running the application layer code) monitors
for available APs and on discovering a suitable AP which
it can connect to (block 302), it may connect to that AP
(block 303). The processing element may then initiate
wake up of the main processor in order that the email
can be sent (arrow 33), or alternatively, depending on
the functionality of the application layer code, the
processing element may be able to send the email with-
out needing to wake the main processor.
[0051] FIGS. 1, 4 and 7 illustrate various components
of exemplary computing-based devices 100, 400, 700
which may be implemented as any form of a computing
and/or electronic device, and in which embodiments of
the power management techniques described herein
may be implemented. The main processors 102, 404,
702 and processing elements 103, 402, 701 may be mi-
croprocessors, controllers or any other suitable type of
processors for processing computing executable instruc-
tions to control the operation of the device. The computer
executable instructions may be provided using any com-
puter-readable media, such as memory (which may be
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included within the associated hardware 106, 410, 704).
The memory may be of any suitable type such as random
access memory (RAM), a disk storage device of any type
such as a magnetic or optical storage device, a hard disk
drive, or a CD, DVD or other disc drive. Flash memory,
EPROM or EEPROM may also be used. Platform soft-
ware comprising an operating system or any other suit-
able platform software may be provided at the computing-
based device (e.g. stored in memory) to enable applica-
tion software to be executed on the device.
[0052] The computing-based devices 100, 400, 700
may further comprise one or more inputs of any suitable
type for receiving media content, Internet Protocol (IP)
input etc and one or more outputs, such as an audio
and/or video output to a display system integral with or
in communication with the computing-based device. The
display system may provide a graphical user interface
(GUI), such as the GUI used to configure the events on
which the processing element wakes the main processor
(described below). The associated hardware 106, 410,
704 shown in FIGS. 1, 4 and 7 may comprise the inputs,
outputs, display system etc.
[0053] The devices 100, 400, 700 described above
may be mobile devices, such as laptops, PDAs, mobile
telephones etc, or may be non-mobile devices, such as
desktop computers, servers etc.
[0054] As described above, the events on which the
wake up occurs may be user configured. A GUI may be
provided to the user to enable the configuration of the
events. As the processing element runs code which may
span any of the link to application layers (rather than code
which can only function at the lower layers: link, network
and transport layers), the processing element can de-
code and analyze any data packets which are received
and wake up can be triggered based on higher level
events. The processing element can determine the pack-
et type, the sender of any data, any priority / urgency
rating etc. A user may therefore be able to define which
other users’ communications trigger wake up and / or
which types of communication (e.g. email, IM, VoIP call)
trigger wake up.
[0055] The use of higher layer intelligence (i.e. span-
ning any of the link to application layers as required) also
increases the robustness of the devices against denial
of service attacks, because unless the specific criteria
are satisfied, the main processor will not be woken up
(rather than being woken on receipt of any packet).
[0056] Whilst the above examples do not require any
kind of special data packets sent by the network in order
to initiate wake up of the main processor, in some exam-
ples, there may also be use of special packets which
cause particular behavior on the receiving device. Where
mobile devices are used to store sensitive data (e.g. per-
sonal data or commercially sensitive data), it may be ben-
eficial to stop the data being available if a device is stolen.
In such a scenario, a special packet may be sent to the
device which causes the application layer code run on
the processing element to wipe data stored on the device,

even if the main processor is shut down or suspended.
This may be user configured and then sent by the network
on notification that the device has been stolen.
[0057] In the above examples the power saving meth-
ods implemented on the computing devices 100, 400,
700 are transparent to the network such that network
entities are not aware that the main processor has gone
to sleep and there are no changes required to the net-
work; however, in some embodiments the network may
also be modified. For example, elements in the network
may be used to distribute the particular application layer
threads which are run on the processing element (as de-
scribed above).
[0058] In addition to wake up based on data packets
received, the processing element may also be configured
to wake the main processor on detection of other events.
For example, the processing element may also receive
signals from sensors in the computing device or external
to the sensing device (e.g. PIR (passive infra-red), GPS
(global positioning system), temperature sensors etc).
[0059] Although the present examples are described
and illustrated herein as being implemented in a wireless
system, the system described is provided as an example
and not a limitation. As those skilled in the art will appre-
ciate, the present examples are suitable for application
in a variety of different types of wired or wireless systems.
[0060] The term ’computer’ is used herein to refer to
any device with processing capability such that it can
execute instructions. Those skilled in the art will realize
that such processing capabilities are incorporated into
many different devices and therefore the term ’computer’
includes PCs, servers, mobile telephones, personal dig-
ital assistants and many other devices.
[0061] The methods described herein may be per-
formed by software in machine readable form on a tan-
gible storage medium. The software can be suitable for
execution on a parallel processor or a serial processor
such that the method steps may be carried out in any
suitable order, or simultaneously.
[0062] This acknowledges that software can be a val-
uable, separately tradable commodity. It is intended to
encompass software, which runs on or controls "dumb"
or standard hardware, to carry out the desired functions.
It is also intended to encompass software which "de-
scribes" or defines the configuration of hardware, such
as HDL (hardware description language) software, as is
used for designing silicon chips, or for configuring uni-
versal programmable chips, to carry out desired func-
tions.
[0063] Those skilled in the art will realize that storage
devices utilized to store program instructions can be dis-
tributed across a network. For example, a remote com-
puter may store an example of the process described as
software. A local or terminal computer may access the
remote computer and download a part or all of the soft-
ware to run the program. Alternatively, the local computer
may download pieces of the software as needed, or ex-
ecute some software instructions at the local terminal
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and some at the remote computer (or computer network).
Those skilled in the art will also realize that by utilizing
conventional techniques known to those skilled in the art
that all, or a portion of the software instructions may be
carried out by a dedicated circuit, such as a DSP, pro-
grammable logic array, or the like.
[0064] Any range or device value given herein may be
extended or altered without losing the effect sought, as
will be apparent to the skilled person.
[0065] It will be understood that the benefits and ad-
vantages described above may relate to one embodi-
ment or may relate to several embodiments. The embod-
iments are not limited to those that solve any or all of the
stated problems or those that have any or all of the stated
benefits and advantages. It will further be understood
that reference to ’an’ item refers to one or more of those
items.
[0066] The steps of the methods described herein may
be carried out in any suitable order, or simultaneously
where appropriate. Additionally, individual blocks may be
deleted from any of the methods. Aspects of any of the
examples described above may be combined with as-
pects of any of the other examples described to form
further examples without losing the effect sought.
[0067] The term ’comprising’ is used herein to mean
including the method blocks or elements identified, but
that such blocks or elements do not comprise an exclu-
sive list and a method or apparatus may contain addi-
tional blocks or elements.
[0068] It will be understood that the above description
of a preferred embodiment is given by way of example
only and that various modifications may be made by
those skilled in the art. The above specification, exam-
ples and data provide a complete description of the struc-
ture and use of exemplary embodiments of the invention.
Although various embodiments of the invention have
been described above with a certain degree of particu-
larity, or with reference to one or more individual embod-
iments, those skilled in the art could make numerous al-
terations to the disclosed embodiments without departing
from the scope of this invention.

Claims

1. A computing device comprising:

a network interface device (101, 408, 703);
a processing element (103, 402, 701); and
an output to a main processor,
wherein the processing element is arranged to:

perform networking operations on behalf of
the main processor when the main proces-
sor is powered down (203, 504), wherein
the networking operations comprise estab-
lishing a connection on behalf of the main
processor (301) while the main processor

is powered down and/or detecting a con-
nection opportunity on behalf of the main
processor (302) while the main processor
is powered down;
send a wake up signal to the main processor
via the output when defined criteria are sat-
isfied (206, 507); and
provide state information to the main proc-
essor on wake up (207).

2. A computing device according to claim 1, wherein
the networking operations further comprise:
maintaining network connectivity on behalf of the
main processor (301) while the main processor is
powered down .

3. A computing device according to claim 2, wherein
the networking operations comprise maintaining net-
work connectivity on behalf of the main processor
and wherein the processing element is arranged to
generate periodic messages to maintain an applica-
tion-layer protocol connection.

4. A computing device according to any of the preced-
ing claims, wherein the processing element is further
arranged to:

analyze data received via the network interface
when the main processor is powered down (205,
506); and
wherein the wake up signal is sent when the
received data satisfies defined criteria (206,
507).

5. A computing device according to claim 4, wherein
the processing element is arranged to maintain net-
work connectivity by periodically sending messages
to elements in a network via the network interface
and responding to defined messages.

6. A computing device according to any of the preced-
ing claims, wherein the processing element is further
arranged to:
obtain state information from the main processor pri-
or to the main processor powering down (201, 501).

7. A computing device according to claim 6, further
comprising a second network interface (405), where-
in the state information comprises a MAC address
and an IP address of the second network interface
and wherein the processing element is further ar-
ranged to:

switch on the network interface device on de-
tection of powering down of the main device
(502, 503); and
switch off the network interface device after
sending the wake up signal (508).
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8. A computing device according to claim 6, wherein
the network interface device is arranged to:

operate under control of the processing element
when the main processor is powered down; and
operate under the control of the main processor
when the main processor is not powered down.

9. A computing device according to any of the preced-
ing claims, further comprising the main processor
(102, 404, 702) and wherein the main processor is
arranged on wake up to initialize the device using
the state information provided by the processing el-
ement.

10. A computing device according to any of the preced-
ing claims, wherein the processing element is further
arranged to:
detect when the main processor powers down (202,
502).

11. A method of power control comprising:

detecting a main processor in a computing de-
vice powering down (202, 502), the computing
device comprising a network interface device;
using a lower power processor to perform net-
working operations on behalf of the main proc-
essor (203, 504) wherein the networking oper-
ations comprise establishing a connection on
behalf of the main processor (301) while the
main processor is powered down and/or detect-
ing a connection opportunity on behalf of the
main processor (302) while the main processor
is powered down;
waking the main processor when defined criteria
are satisfied (206, 507); and
providing state information to the main proces-
sor on wake up.

12. A method according to claim 11, wherein the net-
working operations further comprise:
maintaining network connectivity on behalf of the
main processor (301) while the main processor is
powered down.

13. A method according to claim 11 or 12, further com-
prising:

analyzing data received (205, 506); and
sending a wake up signal to the main processor
when the data satisfies the defined criteria (206,
507).

14. A method according to any of claims 11-13, wherein
network connectivity is maintained by periodically
sending messages to network elements to maintain
application-layer protocol connections and by re-

sponding to defined messages.

15. A computer program comprising computer executa-
ble instructions adapted to perform the method of
any of claims 11-14 when said program is run on a
computer.

Patentansprüche

1. Computervorrichtung, umfassend:

eine Netzwerkschnittstellenvorrichtung (101,
408, 703);
ein Verarbeitungselement (103, 402, 701); und
eine Ausgabe an einen Hauptprozessor,
wobei das Verarbeitungselement für Folgendes
eingerichtet ist zum:

Ausführen von Netzwerkvorgängen für den
Hauptprozessor, wenn der Hauptprozessor
heruntergefahren ist (203, 504), wobei die
Netzwerkvorgänge das Herstellen einer
Verbindung für den Hauptprozessor (301)
umfassen, während der Hauptprozessor
heruntergefahren ist und/oder das Detek-
tieren einer Verbindungsmöglichkeit für den
Hauptprozessor (302) umfassen, während
der Hauptprozessor heruntergefahren ist;
Senden eines Wecksignals an den Haupt-
prozessor über die Ausgabe, wenn definier-
te Kriterien erfüllt sind (206, 507); und
Bereitstellen von Zustandsinformationen
für den Hauptprozessor beim Aufwachen
(207).

2. Computervorrichtung nach Anspruch 1, wobei die
Netzwerkvorgänge weiter Folgendes umfassen:
Aufrechterhalten der Netzwerkverbindung für den
Hauptprozessor (301), während der Hauptprozes-
sor heruntergefahren ist.

3. Computervorrichtung nach Anspruch 2, wobei die
Netzwerkvorgänge das Aufrechterhalten der Netz-
werkverbindung für den Hauptprozessor umfassen
und wobei das Verarbeitungselement eingerichtet
ist, periodische Nachrichten zu erzeugen, um eine
Protokollverbindung auf der Anwendungsschicht
aufrechtzuerhalten.

4. Computervorrichtung nach einem der vorstehenden
Ansprüche, wobei das Verarbeitungselement weiter
eingerichtet ist zum:

Analysieren von über die Netzwerkschnittstelle
empfangenen Daten, wenn der Hauptprozessor
heruntergefahren ist (205, 506); und
wobei das Wecksignal gesendet wird, wenn die
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empfangenen Daten definierte Kriterien (206,
507) erfüllen.

5. Computervorrichtung nach Anspruch 4, wobei das
Verarbeitungselement eingerichtet ist, um eine
Netzwerkverbindung aufrechtzuerhalten, indem pe-
riodisch Nachrichten an Elemente in einem Netz-
werk über die Netzwerkschnittstelle gesendet wer-
den und auf definierte Nachrichten reagiert wird.

6. Computervorrichtung nach einem der vorstehenden
Ansprüche, wobei das Verarbeitungselement weiter
eingerichtet ist zum:
Erhalten von Zustandsinformationen von dem
Hauptprozessor vor dem Herunterfahren des Haupt-
prozessors (201, 501).

7. Computervorrichtung nach Anspruch 6, weiter eine
zweite Netzwerkschnittstelle (405) umfassend, wo-
bei die Zustandsinformation eine MAC-Adresse und
eine IP-Adresse der zweiten Netzwerkschnittstelle
umfasst und wobei das Verarbeitungselement weiter
eingerichtet ist zum:

Einschalten der Netzwerkschnittstellenvorrich-
tung beim Detektieren des Herunterfahrens der
Hauptvorrichtung (502, 503); und
Ausschalten der Netzwerkschnittstelle nach
dem Senden des Wecksignals (508).

8. Computervorrichtung nach Anspruch 6, wobei die
Netzwerkschnittstellenvorrichtung eingerichtet ist
zum:

Betreiben unter der Steuerung des Verarbei-
tungselements, wenn der Hauptprozessor her-
untergefahren ist; und
Betreiben unter der Steuerung des Hauptpro-
zessors, wenn der Hauptprozessor nicht herun-
tergefahren ist.

9. Computervorrichtung nach einem der vorstehenden
Ansprüche, weiter den Hauptprozessor (102, 404,
702) umfassend und wobei der Hauptprozessor
beim Aufwachen eingerichtet ist, die Vorrichtung un-
ter Verwendung der von dem Verarbeitungselement
bereitgestellten Zustandsinformation zu initialisie-
ren.

10. Computervorrichtung nach einem der vorstehenden
Ansprüche, wobei das Verarbeitungselement weiter
eingerichtet ist zum:
Detektieren, wenn der Hauptprozessor herunterge-
fahren ist (202, 502).

11. Verfahren zur Leistungssteuerung, umfassend:

Detektieren eines Hauptprozessors in einer

Computervorrichtung, die heruntergefahren
wird (202, 502), wobei die Computervorrichtung
eine Netzwerkschnittstellenvorrichtung um-
fasst;
Verwenden eines leistungsärmeren Prozessors
zur Ausführung von Netzwerkvorgängen für den
Hauptprozessor (203, 504), wobei die Netz-
werkvorgänge das Herstellen einer Verbindung
für den Hauptprozessor (301) umfassen, wäh-
rend der Hauptprozessor heruntergefahren ist
und/oder Detektieren einer Verbindungsmög-
lichkeit für den Hauptprozessor (302), während
der Hauptprozessor heruntergefahren ist;
Aufwecken des Hauptprozessors, wenn defi-
nierte Kriterien erfüllt sind (206, 507); und
Bereitstellen von Zustandsinformationen für
den Hauptprozessor beim Aufwachen.

12. Verfahren nach Anspruch 11, wobei die Netzwerk-
vorgänge weiter Folgendes umfassen:
Aufrechterhalten der Netzwerkverbindung für den
Hauptprozessor (301), während der Hauptprozes-
sor heruntergefahren ist.

13. Verfahren nach Anspruch 11 oder 12, weiter Folgen-
des umfassend:

Analysieren von empfangenen Daten (205,
506); und
Senden eines Wecksignals an den Hauptpro-
zessor, wenn die Daten die definierten Kriterien
(206, 507) erfüllen.

14. Verfahren nach einem der Ansprüche 11 bis 13, wo-
bei die Netzwerkverbindung aufrechterhalten wird,
indem periodisch Nachrichten an Netzwerkelemen-
te gesendet werden, um Protokollverbindungen auf
der Anwendungsschicht aufrechtzuerhalten und auf
definierte Nachrichten geantwortet wird.

15. Computerprogramm, das computerausführbare An-
weisungen umfasst, die angepasst sind, um das Ver-
fahren nach einem der Ansprüche 11 bis 14 auszu-
führen, wenn das Programm auf einem Computer
ausgeführt wird.

Revendications

1. Dispositif informatique comprenant :

un dispositif d’interface de réseau (101, 408,
703) ;
un élément de traitement (103, 402, 701) ; et
une sortie vers un processeur principal,
dans lequel l’élément de traitement est agencé
pour :
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effectuer des opérations de réseautage au
nom du processeur principal lorsque le pro-
cesseur principal est mis hors service (203,
504), dans lequel les opérations de réseau-
tage comprennent l’établissement d’une
connexion au nom du processeur principal
(301), tandis que le processeur principal est
mis hors service et/ou la détection d’une op-
portunité de connexion au nom du proces-
seur principal (302), tandis que le proces-
seur principal est mis hors service ;
envoyer un signal de réveil au processeur
principal via la sortie lorsque des critères
définis sont satisfaits (206, 507) ; et
fournir des informations d’état au proces-
seur principal lors du réveil (207).

2. Dispositif informatique selon la revendication 1, dans
lequel les opérations de réseautage comprennent
en outre :
le maintien de la connectivité du réseau au nom du
processeur principal (301), tandis que le processeur
principal est mis hors service.

3. Dispositif informatique selon la revendication 2, dans
lequel les opérations de réseautage comprennent le
maintien de la connectivité du réseau au nom du
processeur principal et dans lequel l’élément de trai-
tement est agencé pour générer des messages pé-
riodiques afin de maintenir une connexion de proto-
cole de couche d’application.

4. Dispositif informatique selon l’une quelconque des
revendications précédentes, dans lequel l’élément
de traitement est en outre agencé pour :

analyser des données reçues via l’interface de
réseau lorsque le processeur principal est mis
hors service (205, 506) ; et
dans lequel le signal de réveil est envoyé lors-
que les données reçues satisfont à des critères
définis (206, 507).

5. Dispositif informatique selon la revendication 4, dans
lequel l’élément de traitement est agencé pour main-
tenir la connectivité du réseau en envoyant périodi-
quement des messages à des éléments d’un réseau
via l’interface de réseau et en répondant à des mes-
sages définis.

6. Dispositif informatique selon l’une quelconque des
revendications précédentes, dans lequel l’élément
de traitement est en outre agencé pour :
obtenir des informations d’état du processeur prin-
cipal avant que le processeur principal ne soit mis
hors service (201, 501).

7. Dispositif informatique selon la revendication 6,

comprenant en outre une seconde interface de ré-
seau (405), dans lequel les informations d’état com-
prennent une adresse MAC et une adresse IP de la
seconde interface de réseau et dans lequel l’élément
de traitement est en outre agencé pour :

connecter le dispositif d’interface de réseau lors
de la détection de la mise hors service du dis-
positif principal (502, 503) ; et
déconnecter le dispositif d’interface de réseau
après l’envoi du signal de réveil (508).

8. Dispositif informatique selon la revendication 6, dans
lequel le dispositif d’interface de réseau est agencé
pour :

fonctionner sous le contrôle de l’élément de trai-
tement lorsque le processeur principal est mis
hors service ; et
fonctionner sous le contrôle du processeur prin-
cipal lorsque le processeur principal n’est pas
mis hors service.

9. Dispositif informatique selon l’une quelconque des
revendications précédentes, comprenant en outre le
processeur principal (102, 404, 702) et dans lequel
le processeur principal est agencé lors du réveil pour
initialiser le dispositif en utilisant les informations
d’état fournies par l’élément de traitement.

10. Dispositif informatique selon l’une quelconque des
revendications précédentes, dans lequel l’élément
de traitement est en outre agencé pour :
détecter quand le processeur principal se met hors
service (202, 502).

11. Procédé de commande d’alimentation comprenant :

la détection d’un processeur principal dans un
dispositif informatique qui se met hors service
(202, 502), le dispositif informatique compre-
nant un dispositif d’interface de réseau ;
l’utilisation d’un processeur de puissance plus
faible pour effectuer des opérations de réseau-
tage au nom du processeur principal (203, 504),
dans lequel les opérations de réseautage com-
prennent l’établissement d’une connexion au
nom du processeur principal (301) tandis que le
processeur principal est mis hors service et/ou
la détection d’une opportunité de connexion au
nom du processeur principal (302) tandis que le
processeur principal est mis hors service ;
le réveil du processeur principal lorsque des cri-
tères définis sont satisfaits (206, 507) ; et
la fourniture d’informations d’état au processeur
principal lors du réveil.

12. Procédé selon la revendication 11, dans lequel les
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opérations de réseautage comprennent en outre :
le maintien de la connectivité du réseau au nom du
processeur principal (301) tandis que le processeur
principal est mis hors service.

13. Procédé selon la revendication 11 ou 12, compre-
nant en outre :

l’analyse de données reçues (205, 506) ; et
l’envoi d’un signal de réveil au processeur prin-
cipal lorsque les données satisfont aux critères
définis (206, 507).

14. Procédé selon l’une quelconque des revendications
11 à 13, dans lequel la connectivité du réseau est
maintenue en envoyant périodiquement des messa-
ges à des éléments de réseau afin de maintenir des
connexions de protocole de couche d’application et
en répondant à des messages définis.

15. Programme d’ordinateur comprenant des instruc-
tions exécutables par ordinateur adaptées pour ef-
fectuer le procédé selon l’une quelconque des re-
vendications 11 à 14 lorsque ledit programme tourne
sur un ordinateur.
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