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Description

FIELD OF INVENTION

[0001] The present invention relates generally to com-
munication systems and in particular to such communi-
cation systems where there is at least one shared re-
source, in particular wherein the transmission medium is
shared, and a Medium Access Control (MAC) protocol
is needed. More specifically, the invention relates to a
method of operating a communication system, a com-
munication node for use in a communication system, and
a communication system.

BACKGROUND

[0002] It is increasingly common to interconnect sev-
eral fixed and mobile electronic appliances, such as com-
puters and peripherals therefor, handheld digital devices
like personal digital assistants and cell phones, data col-
lection devices and sensors for example for area video-
surveillance, and so on. Said devices comprise the nodes
or stations or units or terminals of the communication
system. Term network will sometimes be used herein as
a synonymous of term communication system.
[0003] Such networks can be of various geographical
size, ranging from BAN (Body Area Network), PAN (Per-
sonal Area Network), LAN (Local Area Network), MAN
(Metropolitan Area Netwoxk), to WAN (Wide Area Net-
work).
[0004] The connection or links among the nodes may
exploit several physical media, such as electric wires,
buses and optical fiber, as well as wireless media such
as radio frequency and infrared electromagnetic radia-
tion.
[0005] While wired communication systems are still
broadly used, wireless and hybrid type communication
systems are increasingly common due to their flexibility
of installation, allowing for mobile devices to interconnect
with each other and/or with an infrastructure.
[0006] The invention applies in general to all types of
communication systems, and is of particular interest for
Wireless LANs (WLANs) and Wireless MANs, including
the emerging Wireless Mesh Networks (WMNs).
[0007] Besides the physical medium, to effectively al-
low exchange of information, the nodes of a communi-
cation system should share a network protocol, including
e.g. the formats of data packets and node addresses.
Where the transmission medium is shared, a Medium
Access Control (MAC) protocol is also needed to allow
for all nodes to successfully communicate within the sys-
tem, avoiding colliding communications to the greatest
possible extent.
[0008] Several Medium Access Control (MAC) proto-
cols are well known in the art.
[0009] In centralized MAC protocols, a central node
coordinates all the communication among the other
nodes -and possibly itself- in the communication system.

On the other hand, distributed MAC protocols provide for
distributed coordination among the nodes themselves.
Hybrid MAC protocols are also known.
[0010] For example, the common and widely deployed
Institute of Electrical and Electronics Engineers (IEEE)
802.11 standard for wireless networks, commercially
known as Wi-Fi (Wireless Fidelity), provides a distributed
MAC protocol, namely Distributed Coordination Function
(DCF), where the access to the physical medium is ar-
bitrated by a random contention among the wireless
nodes. Briefly stated, each node only transmits when it
senses the medium free. As recognized e.g. by Imrich
Chlamtac, Marco Conti, Jennifer J.-N. Liu, "Mobile ad
hoc networking: imperatives and challenges", Ad-Hoc
Networks 1 (2003), 13-64, Elsevier, such MAC protocol
suffers from the well-known hidden node and exposed
node problems.
[0011] With reference to FIG. 1, consider a communi-
cation system having nodes 10, 12, 14, 16 and respective
transmission ranges 18, 20, 22, 24. The transmission
ranges partly overlap so that there is a link 26 between
nodes 10 and 12, a link 28 between nodes 12 and 14,
and a link 30 between nodes 14 and 16, but no links
between nodes 10 and 14. Both nodes 10 and 14, when
wishing to communicate towards node 12, being hidden
to each other, will sense the medium free and start com-
munication. A communication collision will however oc-
cur at node 12. To alleviate such problem, the DCF pro-
tocol of the IEEE 802.11 standard itself incorporates an
optional mechanism based on the exchange of RTS/CTS
(Request To Send/Clear To Send) messages for reserv-
ing the communication medium. According to this em-
bodiment of the DCF protocol, node 10 transmits a short
RTS message to node 12, and node 12 transmits in reply
a short CTS message, both messages indicating the du-
ration of the desired communication from node 10 to node
12. Node 14, receiving the CTS message, will refrain
from communicating to node 12 for such a duration.
[0012] Again with reference to FIG. 1, the exposed
node problem arises when node 12 is transmitting to node
10. Node 14 will sense the medium busy and refrain from
transmitting to node 16, even if no collision would occur
at either nodes 10 and 16. The communication systems
performance is therefore deteriorated.
[0013] The IEEE 802.11 standard further provides for
a MAC protocol, namely Point Coordination Function
(PCF), according to which a "master" node grants cen-
tralized scheduled access to "slave" nodes in a poll list
during a period (CFP) alternating with a period (CP) in
which the rules of the DCF protocol are used, and nodes
may request to be added to the poll list. Thus, IEEE
802.11 PCF standard is a partly centralized and partly
distributed MAC protocol, i.e. a hybrid MAC protocol as
term "hybrid" is used herein. The Applicant notes that
PCF is optional, and only very few Access Points (APs)
or Wi-Fi adapters actually implement it. Abhishek Goli-
ya, "Dynamic Adaption of DCF and PCF mode of
IEEE 802.11 WLAN", Dissertation, Kanwal Rekhi
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School of Information Technology, Indian Institute
of Technology, Bombay, 2003 discloses to dynamically
reconfigure the parameters of the PCF protocol based
on the traffic load.
[0014] An example of a centralized MAC protocol is
the IEEE 802.16 standard, commercially known as
WiMAX, where all the communications occur only from
the Base Station (BS) acting as master to the Subscriber
Stations (SSs) acting as slaves and viceversa in a polling
fashion. This approach naturally prevents hidden node
or exposed node problems from occurring. However, no
direct communication is possible between any two SSs,
even if they are within the transmission range of each
other and could therefore hear each other directly. This
constraint may negatively impact on the system perform-
ance and efficiency.
[0015] Another example of a centralized MAC is the
Bluetooth protocol, wherein a node may become either
a slave or the master of up to eight slave nodes, granting
them access to the medium in a polling fashion.
[0016] While in some communication systems or net-
works the choice of which node is to act as the master
of a centralized MAC protocol is dictated by the network
structure, purpose and/or nature, in ad hoc networks of
peer nodes any node may in principle be elected as the
master. Several algorithms and approaches for master
election have been proposed in a wide variety of contexts.
For example, Vasudevan, S.; Kurose, J.; Towsley, D.,
"Design and Analysis of a Leader Election Algorithm for
Mobile Ad Hoc Networks". Proceedings of the 12th IEEE
International Conference on Network Protocols (IC-
NP’04) address the problem of designing a master elec-
tion algorithm for mobile ad-hoc networks with frequent
network connectivity and topology changes. A review of
several solutions proposed for the self-organization of
the so-called scatternets for Bluetooth can be found in
Basagni, Bruno, Mambrini, Petrioli, "Comparative Per-
formance Evaluation of Scatternet Formation Protocols
for Networks of Bluetooth Devices", Wireless Networks,
Volume 10, Number 2, March 2004, pp. 197-213. Both
documents are incorporated herein by reference as if fully
set forth.
[0017] Besides the IEEE 802.11 PCF protocol, other
hybrid MAC protocols have been proposed to improve
performance of communication systems.
[0018] U.S. 6,275,497 B1 to Varma et al. discloses to
subdivide the medium into several wireless channels.
[0019] One group of channels utilizes a contention-on-
ly protocol for non-responding or off-line users, a second
group utilizes a limited polling protocol for users requiring
only brief transfers of data, and a third group utilizes an
exhaustive polling protocol for large data transfer. Users
are assigned by the controller to one of these groups
based on their requirements, and groups size can be
dynamically changed by the controller.
[0020] Several known hybrid MAC protocol approach-
es consider switching between different MAC protocols
according to the traffic load. U.S. 5,896,561 to Schrader

et al. discloses to adopt a MAC protocol which reacts to
different traffic load conditions. Specifically, a base sta-
tion operates a polling protocol during high traffic load.
Conversely, during periods of light traffic load, the base
station enters into a dormant state, wherein the polling
protocol is stopped and the base station listens for com-
munication request from the remote transceivers, that
are served on demand.
[0021] U.S. 5,012,469 to Sardana discloses to divide
a single communication channel into time slots which are
operated in either a contention protocol (Aloha), a Res-
ervation protocol or a fixed assignment protocol (TDMA).
Users switch from a MAC operating state to another
based on measures of data traffic.
[0022] Huei-Jiun Ju, Izhak Rubin, Yen-Chang Kuan,
"An Adaptive RTS/CTS Control Mechanism for IEEE
802.11 MAC protocol", Vehicular Technology Confer-
ence, 2003. VTC 2003-Spring. The 57th IEEE Semian-
nual discloses a technique to dynamically adapt the
RTS/CTS control mechanism in IEEE 802.11 DCF MAC
protocol to the traffic conditions. A terminal node decides
dynamically and individually whether to use an RTS/CTS
dialogue for the transmission of its current data packet;
more specifically the RTS/CTS dialogue is turned off
when a count value of "Waiting for CTS timeout" events
exceeds a threshold.
[0023] Similarly, the above mentioned paper of Ab-
hishek Goliya discloses to dynamically switch from the
DCF to the PCF mode in IEEE 802.11 based on the cur-
rent traffic load.
[0024] Traffic load analysis can be a cumbersome task
to be performed, especially at each node.
[0025] Furthermore, there is often the need to easily
establish a communication system among mobile nodes,
or nodes to be fixedly deployed without the knowledge a
priori of the connectivity graph or physical topology.
[0026] The Applicant faced the problem of providing
for automatic selection of a MAC protocol that increases
a communication system’s performance.

SUMMARY OF THE INVENTION

[0027] In an aspect thereof, the invention relates to a
communication node for use in a communication system,
comprising:

- modules adapted to be provided with a connectivity
graph of at least part of the communication system,
to analyze said connectivity graph, and to select a
Medium Access Control (MAC) protocol from a set
of at least two MAC protocols based on said connec-
tivity graph, and

- modules adapted to communicate over a medium
operating according with the selected MAC protocol.

[0028] By automatically selecting the MAC protocol
based on the connectivity graph, the communication
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node can easily self-configure according to the actual
communication system.
[0029] Said modules may be adapted to select a MAC
protocol from said set based on whether the, connectivity
graph is fully connected, or not.
[0030] Alternatively or additionally, said modules may
be adapted to select a MAC protocol from said set based
on whether according to the connectivity graph there is
at least one communication node that is fully connected
to every other communication node, or not.
[0031] The MAC protocols set may include at least one
MAC protocol of a distributed type without reservation.
[0032] The at least one MAC protocol of a distributed
type without reservation may be selected from the group
consisting of IEEE 802.11 standard DCF protocol without
RTS/CTS, Distributed Foundation Wireless MAC (DFW-
MAC), Elimination Yield - Non-Preemptive Priority Mul-
tiple Access (EY-NPMA), that are well-known in the art,
and any custom MAC protocol of a distributed type with-
out reservation.
[0033] Alternatively or additionally, the MAC protocols
set may include at least one MAC protocol of a distributed
type with reservation.
[0034] The at least one MAC protocol of a distributed
type with reservation may be selected from the group
consisting of the IEEE 802.11 standard DCF protocol with
RTS/CTS, the Busy Tone Multiple Access (BTMA), the
Floor Acquisition Multiple Access (FAMA), the Floor Ac-
quisition Multiple Access with Non-persistent Carrier
Sensing (FAMA-NCS), and the Floor Acquisition Multiple
Access with Non-persistent Packet Sensing (FAMA-
NPS), that are well-known in the art, and any custom
MAC protocol of a distributed type with reservation.
[0035] Alternatively or additionally, the MAC protocols
set may include at least one MAC protocol of a centralized
type.
[0036] In the present description and in the attached
claims, the expression "Centralized MAC protocol" is
broadly used to also encompass hybrid MAC protocols,
as far as they also require a master.
[0037] The at least one centralized or hybrid MAC pro-
tocol may be selected from the group consisting of the
IEEE 802.11 standard PCF protocol, the Idle Sense Mul-
tiple Access (ISMA), the Randomly Addressed Polling
(RAP), the Resource Auction Multiple Access (RAMA),
the Disposable Token MAC Protocol (DTMP), the Ran-
dom Reservation Protocols (RRA), the Packet Reserva-
tion Multiple Access (PRMA), the Random Reservation
Access - Independent Stations Algorithm (RRA-ISA),
that are well-known in the art, and any custom MAC pro-
tocol of a centralized or hybrid type.
[0038] The communication node may be any electron-
ic appliance, either mobile or fixedly installed.
[0039] The communication node is preferably a fixedly
installed wireless router, more preferably adapted for the
connection of videosurveillance appliances.
[0040] The communication medium may be any phys-
ical medium, and preferably the communication medium

is air, i.e. the communication system is preferably wire-
less.
[0041] More preferably, the wireless communication
medium is a radio frequency band.
[0042] The communication system may be of any size,
and preferably is a LAN or a WAN. More preferably, the
communication system is a W-LAN.
[0043] Preferably, said connectivity graph comprises
information, e.g. a record, for each neighbor node of the
communication node, comprising a unique identifier of
the communication node’s neighbor node and a list of
unique identifiers of every neighbor node of the neighbor
node.
[0044] The above connectivity graph is local to the
node, i.e. it is of part of the communication system only,
in particular it is limited to one-hop neighbors. This may
be preferable because of simplicity, especially when the
connectivity graph is automatically inferred by the com-
munication node.
[0045] However, the connectivity graph may also com-
prise, for each neighbor node of said list, a secondary
list of unique identifiers of every neighbor node of said
neighbor node of the list, and possible further nested lists.
[0046] The modules adapted to be provided with a con-
nectivity graph of at least part of the communication sys-
tem may be adapted to receive said connectivity graph
as input from an entity external to the communication
node.
[0047] Alternatively or additionally, the modules adapt-
ed to be provided with a connectivity graph of at least
part of the communication system may be adapted to
retrieve or download said connectivity graph from said
communication system.
[0048] Preferably, the modules adapted to be provided
with a connectivity graph of at least part of the commu-
nication system may be adapted to automatically infer
said connectivity graph,
[0049] More preferably, said modules adapted to au-
tomatically infer said connectivity graph are adapted to:

- receive a message from at least one neighbor node
of the communication system, said message com-
prising a unique identifier of the communication
node’s neighbor node, and a list of unique identifiers
of every neighbor node of the neighbor node, and

- store the information comprised in the message(s)
received from all neighbor nodes of the communica-
tion node.

[0050] Preferably, said modules are adapted to ana-
lyze said connectivity graph by comparing each of said
lists with the unique identifier(s) of the communication
node’s neighbor node(s) and with a unique identifier of
the communication node, and to qualify the connectivity
graph as not fully connected in case at least one of said
lists contains at least one unique identifier different from
the unique identifier(s) of the communication node’s
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neighbor node(s) and from the unique identifier of the
communication node.
[0051] Alternatively or additionally, said modules are
adapted to analyze said connectivity graph by comparing
each of said lists with the unique identifier(s) of the node’s
neighbor node(s) and with a unique identifier of the com-
munication node, and to qualify the connectivity graph
as fully connected in case none of said lists contains
unique identifier(s) different from the unique identifier(s)
of the communication node’s neighbor node(s) and from
the unique identifier of the communication node.
[0052] In case the lists of neighbors are nested, all
nested lists may also be compared with the unique iden-
tifier(s) of the node’s neighbor node(s) and with a unique
identifier of the communication node, and/or with each
other.
[0053] Preferably, said unique identifiers are selected
from the group comprised of a MAC address, an IP ad-
dress, and a combination thereof.
[0054] The connectivity graph may also comprise, be-
sides said unique identifiers, information relating to each
communication node’s aptitude to behave as a master
in case a centralized MAC protocol is selected, such as
an hardware version and similar.
[0055] In order to allow operation of the connectivity
graph inferring modules of other nodes of the communi-
cation system, the communication node may further com-
prise modules adapted to broadcast a message, said
message comprising a unique identifier of the communi-
cation node and a list of unique identifier(s) of every
neighbor node of the communication node.
[0056] Preferably, said modules are adapted to peri-
odically broadcast said message.
[0057] Again, nested lists of neighbors may be com-
prised in said message.
[0058] Preferably, said connectivity graph is time-var-
iant.
[0059] The communication node may further comprise
modules adapted to retrieve from the communication
system said set of at least two MAC protocols, or said
selected MAC protocol.
[0060] The communication node preferably further
comprises role election modules.
[0061] In the present description and in the attached
claims, expression "role election" means the selection to
behave as either the master or a slave in a selected cen-
tralized or hybrid MAC protocol.
[0062] Preferably, the message broadcasted by said
modules adapted to broadcast a message further in-
cludes information on a supposed master of the commu-
nication system.
[0063] The communication node may comprise further
modules adapted to communicate over at least one fur-
ther communication medium or channel.
[0064] The further communication medium or channel
may be used totally independently of the communication
medium or medium channel over which said MAC pro-
tocol is operated, or it can be used for communicating

the messages from which the communication nodes infer
the connectivity graph, and/or for communicating the
MAC protocol(s).
[0065] In another aspect thereof, the invention relates
to a communication system comprising a plurality of com-
munication nodes as detailed above.
[0066] In such a communication system, therefore,
each node is self-configuring.
[0067] In another aspect thereof, the invention relates
to a method of operating a communication system, com-
prising the steps of:

a) providing at least one communication node of the
communication system with a connectivity graph of
at least part of the communication system,

b) analyzing at said at least one communication node
said connectivity graph,

c) selecting at said at least one communication node
a Medium Access Control (MAC) protocol from a set
of at least two MAC protocols based on said analyzed
connectivity graph, and

d) operating said communication system with the se-
lected MAC protocol.

[0068] Preferably, said at least one communication
node comprises each communication node of the com-
munication system.
[0069] Preferably said step of analyzing comprises es-
tablishing whether the connectivity graph is fully connect-
ed or not.
[0070] Alternatively or additionally, said step of ana-
lyzing comprises establishing whether according to the
connectivity graph there is at least one communication
node that is fully connected to every other communication
node, or not.
[0071] Preferably, the step of providing at least one
communication node of the communication system with
a connectivity graph comprises providing information,
e.g. a record, for each neighbor node of the communica-
tion node, comprising a unique identifier of the commu-
nication node’s neighbor node and a list of unique iden-
tifier(s) of every neighbor node of the neighbor node.
[0072] Said step of providing at least one communica-
tion node of the communication system with a connec-
tivity graph may comprise inputting said connectivity
graph from an entity external to the communication node.
[0073] Alternatively or additionally, the step of provid-
ing at least one communication node of the communica-
tion system with a connectivity graph may comprise re-
trieving said connectivity graph into said at least one com-
munication node from said communication system.
[0074] Alternatively or additionally, the step of provid-
ing at least one communication node of the communica-
tion system with a connectivity graph may comprise au-
tomatically inferring said connectivity graph.
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[0075] Preferably, the step of automatically inferring
said connectivity graph comprises receiving at said at
least one communication node a message from at least
one neighbor node of the communication node, said mes-
sage comprising a unique identifier of the communication
node’s neighbor node and a list of unique identifier(s) of
every neighbor node of the neighbor node, and storing
at said at least one communication node the information
comprised in the message(s) received from all neighbor
node(s) of the communication node.
[0076] Preferably, said step of analyzing said connec-
tivity graph comprises comparing each of said lists with
the unique identifier(s) of the communication node’s
neighbor node(s) and with a unique identifier of the com-
munication node, and qualifying the connectivity graph
as not fully connected in case at least one of said lists
contains at least one unique identifier different from the
unique identlfier(s) of the communication node’s neigh-
bor node(s) and from the unique identifier of the commu-
nication node.
[0077] Alternatively or additionally, said step of ana-
lyzing said connectivity graph comprises comparing each
of said lists with the unique identifiers of the communi-
cation node’s neighbor node(s) and with a unique iden-
tifier of the communication node, and qualifying the con-
nectivity graph as fully connected in case none of said
lists contains unique identifiers different from the unique
identifier(s) of the communication node’s neighbor node
(s) and from the unique identifier of the communication
node.
[0078] Preferably, said method further comprises the
step of providing to said at least one communication node
information relating to each communication node’s apti-
tude to behave as a master in case a centralized MAC
protocol is selected.
[0079] Preferably, the method comprises the step of
detecting a change in said connectivity graph and repeat-
ing said steps a) to d) following said change detection.
[0080] Preferably, the method further comprises the
step of waiting until the connectivity graph becomes sta-
ble after the detected change, before repeating said
steps a) to d).
[0081] The method preferably further comprises the
step of electing a master when said selected MAC pro-
tocol is of a centralized type.
[0082] The steps of providing the connectivity graph
and of operating the communication system with the se-
lected MAC protocol may be carried out over different
communication media or channels.

BRIEF DESCRIPTION OF THE DRAWINGS

[0083] Further characteristics and advantages of the
present invention shall become clearer from the following
detailed description of some of preferred embodiments
thereof, provided with reference to the attached draw-
ings. In the drawings:

- FIG. 1 is a diagrammatic representation of an exem-
plary communication system;

- FIG. 2 is a diagrammatic representation of the auto-
matic selection of a MAC protocol for a communica-
tion system;

- FIG. 3 is a flow chart of an embodiment of the auto-
matic MAC protocol selection method;

- FIG. 4 shows a finite state machine of a communi-
cation node implementing the method of FIG. 3;

- FIG. 5 shows another exemplary communication
system;

- FIG. 6 shows a message transmitted by a commu-
nication node of the communication system of FIG. 5;

- FIG. 7 shows a connectivity graph representation of
a communication node of the communication system
of FIG. 5;

- FIG. 8 is a more detailed exemplary flow chart of the
embodiment of the automatic MAC protocol selec-
tion method of FIG. 3;

- FIG. 9 shows another exemplary communication
system;

- FIG. 10 shows a connectivity graph representation
of a communication node of the communication sys-
tem of FIG. 9;

- FIG. 11 is a flow chart of another embodiment of the
automatic MAC protocol selection method;

- FIG. 12 shows a finite state machine of a communi-
cation node implementing the method of FIG. 11;

- FIG. 13 is a more detailed exemplary flow chart of
the embodiment of the automatic MAC protocol se-
lection method of FIG. 11;

- FIG. 14 shows another exemplary communication
system;

- FIG. 15 shows a connectivity graph representation
of a communication node of the communication sys-
tem of FIG. 14;

- FIG. 16 shows another exemplary communication
system;

- FIG. 17 shows a connectivity graph representation
of a communication node of the communication sys-
tem of FIG. 16;
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- FIG. 18 shows another embodiment of a message
transmitted by a communication node of the com-
munication system;

- FIG. 19 shows another embodiment of a connectivity
graph representation of a communication node of
the communication system;

- FIG. 20 is a diagrammatic representation of an ex-
emplary communication system with asymmetrical
links;

- FIG. 21 shows a message transmitted by a commu-
nication node of the communication system of FIG.
20; and

- FIG. 22 shows a connectivity graph representation
of a communication node of the communication sys-
tem of FIG. 20.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0084] With reference again to FIG. 1, a communica-
tion system or network comprises a plurality of commu-
nication nodes such as nodes 10, 12, 14, 16. Communi-
cation nodes may also be termed stations or units or ter-
minals.
[0085] Each communication node may be any fixed or
mobile electronic appliance, such as a computer, a pe-
ripheral therefor, a handheld digital device like a personal
digital assistant, a cell phone, a data collection device, a
sensor for example for area videosurveillance, a router
for such appliances and especially for videosurveillance
appliances, and so on.
[0086] The communication nodes 10, 12, 14, 16 are
connected by links 26, 28, 30. In the case of a wireless
not directional communication, e.g. radio communication
through not directional antennae, links are established
by the transmission ranges 18, 20, 22, 24 of the commu-
nication nodes 10, 12, 14, 16. In case of wireless direc-
tional communication, e.g. radio communication through
directional antennae or infrared communication, the
transmission ranges reduce to cones or lines. In case of
wired communication, electric wires, buses, optical fiber
and similar form the links between communication nodes.
[0087] The links 26, 28, 30 allow for the communication
nodes 10, 12, 14, 16 to communicate, i.e. to exchange
any type of information, including video and voice data
for any purpose.
[0088] Two communication nodes are said to be neigh-
bors if there is a one-hop link between them. E.g., in FIG.
1 nodes 10 and 12 are neighbors to each other, as are
nodes 12 and 14, and as are nodes 14 and 16. It is noted
that also not neighbor nodes, such as nodes 10 and 14,
nodes 12 and 16, and nodes 10 and 16, may communi-
cate through the communication system, through multi-
ple links or hops.
[0089] According to the invention, the communication

nodes 10, 12, 14, 16, or one selected node or selected
ones among the communication nodes 10, 12, 14, 16,
have hardware, software and/or firmware modules
adapted to implement an automatic MAC protocol selec-
tion method, as disclosed below.
[0090] FIG. 2 is a diagrammatic representation of the
automatic selection of a MAC protocol for a communica-
tion system. Based on one or more of the following inputs:

- a set 34 of the available MAC protocols,

- the possibly time-variant connectivity graph 36 of at
least part of the communication system’s physical
topology,

- the selection criterion/criteria 38, and

- the possibly time-variant function of the traffic load
40, or traffic load characteristics 40,
the most suitable MAC protocol 42 among those of
set 34 is selected by block 32 and operated by the
communication system.

[0091] It is noted that the above automatic selection of
a MAC protocol for a communication system is not bound
to any specific solution or system specification, e.g., it
does not use specific MAC protocols only, and it does
not optimize specific performance metrics only.
[0092] The method may be implemented in a central-
ized fashion within the communication system, i.e. by
one selected communication node. In this case, the com-
munication system overall is self-configuring.
[0093] However, the method is preferably implement-
ed in a distributed fashion within the communication sys-
tem, i.e. by each communication node thereof, so that
each communication node is self-configuring.
[0094] There is no specific limitation to the number of
MAC protocols of set 34. Moreover, the available MAC
protocols set 34 can include all sort of different protocols
to access the medium, or each channel where the me-
dium is subdivided into two or more communication chan-
nels, e.g. by frequency division of a radio bandwidth.
[0095] For example, the available MAC protocols set
34 can include distributed protocols such as IEEE 802.11
DCF without RTS/CTS, Distributed Foundation Wireless
MAC (DFWMAC) and Elimination Yield - Non-Preemp-
tive Priority Multiple Access (EY-NPMA) and/or distrib-
uted protocols with reservation such IEEE 802.11 DCF
with RTS/CTS, as Busy Tone Multiple Access (BTMA),
Floor Acquisition Multiple Access (FAMA), Floor Acqui-
sition Multiple Access with Non-persistent Carrier Sens-
ing (FAMA-NCS) and Floor Acquisition Multiple Access
with Non-persistent Packet Sensing (FAMA-NPS),
and/or centralized/hybrid ones such as Idle Sense Mul-
tiple Access (ISMA), Randomly Addressed Polling
(RAP), Resource Auction Multiple Access (RAMA) and
Disposable Token MAC Protocol (DTMP) and/or hybrid
MAC protocols such as IEEE 802.11 PCF, Random Res-
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ervation Protocols (RRA), Packet Reservation Multiple
Access (PRMA), Random Reservation Access - Inde-
pendent Stations Algorithm (RRA-ISA).
[0096] The connectivity graph 36, i.e. the physical to-
pology of at least part of the communication system or
network, can be manually input by an installer via soft-
ware into one or more communication nodes, or be hard-
coded into one or more communication nodes by an in-
staller or the manufacturer in case of communication sys-
tems that are highly planned.
[0097] The connectivity graph 36, if provided to select-
ed node(s) only, may then be broadcasted by such node
(s) over the communication system and retrieved by the
other node(s) where the automatic MAC protocol selec-
tion method is implemented.
[0098] A secondary communication channel of the
communication medium such as a lower frequency com-
munication channel, or a communication system based
on a different transmission technology than the technol-
ogy used for communication over the medium which ac-
cess is to be controlled by the MAC protocol to be auto-
matically selected, e.g. a cellular-based communication
system (GPRS, UMTS, etc.), may also be used for dis-
seminating the connectivity graph 36.
[0099] The connectivity graph 36, or changes to the
initially input or retrieved connectivity graph 36, is/are
preferably automatically inferred by the communication
system itself. The automatic inference can, again, take
place either in a distributed manner, i.e. at each commu-
nication node, or in a centralized manner, i.e. at one or
more selected communication node(s) only, and either
on the same communication medium or channel, or on
a secondary communication channel, or on a different
communication system.
[0100] The complete automatic MAC protocol selec-
tion method may also be implemented over a communi-
cation channel or communication system other than that
to be controlled by the MAC protocol to be automatically
selected.
[0101] By way of an example and as more fully dis-
closed later, the automatic inference of the connectivity
graph can be based on hello messages containing rele-
vant information which are broadcasted by each node of
the communication system. The hello messages can be
implemented in several ways, and may include informa-
tion related to the transmitter node itself and information
related to the other nodes that the transmitter node has
currently collected. The information related to the identity
may include, e.g., a unique identifier such as the MAC
address and/or the IP address of the nodes, and possibly
other information such as hardware performance.
[0102] The selection criteria 38 can include e.g. the
possibly time-variant function of performance parameter
(s) to be optimized such as minimum delay, highest
throughput, Quality of Service (QoS), also as a function
of the type of traffic, whether it is requested to avoid pos-
sible conflicts among hidden/exposed nodes, other re-
quirements of the nodes or custom rules input by the

network administrator, etc.
[0103] Like the connectivity graph, also the selection
criteria 38, e.g. the function and/or the parameter(s) to
be optimized, can be either input to the communication
node(s) through software or hard-coding, retrieved or
downloaded from the communication system itself, or in-
ferred by the communication node(s) by analyzing infor-
mation such as type of traffic load, connectivity graph,
communication system’s logical topology, and similar.
[0104] The selection criteria 38 may be expressed in
terms of the MAC performance, i,e. the MAC protocol
selection method will automatically select, among the
MAC protocol set 34, the MAC protocol 42 which per-
formance parameter(s) better approximate(s) a theoretic
upper bound.
[0105] The traffic load 40 characteristics can be in-
ferred by the communication node(s) from the analysis
of the actual incoming traffic or they can be defined a
priori according to well-known traffic models.
[0106] The automatic MAC protocol selection method
may operate at start-up. It may also be operated on a
periodic basis, or whenever at least one input changes,
e.g. whenever the MAC protocol set 34 and/or the selec-
tion criteria 38 and/or the traffic load 40 and/or the con-
nectivity graph 36 changes for any reason.
[0107] The connectivity graph 36 changes whenever
a communication node adds to or removes from the com-
munication system. This may occur because a mobile
node enters or exits the communication system area, or
a mobile or fixed node is switched on or off, or fails. The
connectivity graph 36 also changes whenever when a
link is lost or established between nodes, e.g. when a
mobile node moves within the communication system’s
area into or exits from the transmission range of other
node(s), or the connection is lost because of break of a
wire or optical fiber, interference from other appliances
or magnetic fields, for physical interference in case of an
IR link, or similar.
[0108] Preferably, the automatic MAC protocol selec-
tion method is only repeated only upon a change be-
comes stationary, in order to disregard e.g. a link becom-
ing temporarily unavailable.
[0109] Each communication node, on startup, can be-
gin operating according to a default common MAC pro-
tocol, preferably of the distributed type (e.g. IEEE 802.11
DCF), or it can remain idle until the MAC protocol 42 is
automatically selected by the method.
[0110] The automatic MAC protocol selection method
may comprise an evaluation step, wherein the MAC pro-
tocols of set 34 are sequentially operated or simulated,
for example, on time division basis. The actual or simu-
lated traffic load characteristics 40 and/or statistics of the
performance metrics to be optimized according to criteria
38 are collected, e.g., throughput, latency etc. Once the
evaluation step is terminated, a MAC protocol 42 is se-
lected, and the communication system is set to the op-
eration step using the selected MAC protocol 42. Since
both the traffic load 40 and the connectivity graph 36 may
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chance over time, the communication system can be pe-
riodically set back to the evaluation step to check the
consistency of the current MAC protocol selection.
[0111] A selection criterion 38 can be based on the
fact that the presence of hidden nodes may negatively
affect the performance of the overall communication sys-
tem. This information can be exploited to automatically
select a suitable MAC protocol 42 so as to eliminate the
hidden node problem, and thus, increase the communi-
cation system efficiency.
[0112] An embodiment of an automatic MAC protocol
selection method using such a criterion, and especially
of such a method as implemented in a distributed manner
in all communication nodes of the system having suitable
modules, will be detailed hereinafter, with reference to
FIGs 3 to 10.
[0113] The set of input MAC protocols 34 consists of
two protocols: a random access protocol, referred to
hereinbelow as Distributed MAC protocol, for example
similar to the IEEE 802.11 DCF, and a Centralized pro-
tocol, for example similar to the IEEE 802.16 or similar
to the IEEE 802.11 PCF standard, where a communica-
tion node plays the role of Master or central controller of
the communication system, and the other nodes become
Slaves. Indeed, it is noted that the expression Centralized
MAC protocol includes herein hybrid MAC protocols, as
far as they also require a master.
[0114] Specifically, the selection criterion 38 is based
on the following performance optimization heuristics: in
presence of hidden node(s), the communication system
performance with random access distributed protocols
is assumed to be lower than the performance of the com-
munication system operating with a centralized MAC pro-
tocol, and vice versa. Note that the selection criterion 38
or optimization heuristics is assumed to be valid irrespec-
tive of the actual load and pattern of the traffic injected
in the network, so that the traffic load 40 need not be an
input of the MAC protocol selection method and modules.
[0115] Therefore, according to the above selection cri-
terion 38, the communication node analyzes the connec-
tivity graph 36, and selects a MAC protocol between the
Distributed and the Centralized ones based on the con-
nectivity graph 36.
[0116] More specifically, with reference to the block
diagram of FIG. 3, in case no hidden node is detected,
exit NO from block 44, the communication node will select
and operate according to the Distributed MAC protocol
340.
[0117] If conversely hidden node(s) are detected by
analyzing the connectivity graph 36, exit YES from block
44, the communication system should use the Central-
ized MAC protocol, provided that there is at least one
node which does not suffer from the hidden node prob-
lem.
[0118] Thus, the communication node checks whether
it can be Master by first checking in block 46 whether it
has hidden nodes,
[0119] In case the node has hidden node(s), exit YES

of block 46, it cannot be Master, and accordingly the com-
munication node checks whether there is a candidate
Master by checking in node 48 whether there is a node
without hidden nodes.
[0120] In the negative case, the node will again select
and operate according to the Distributed MAC protocol
340, while in the positive case it will select and operate
according to the Centralized MAC protocol, behaving as
a Slave (block 342).
[0121] If conversely the node has no hidden node(s),
exit NO from block 46, it is a candidate Master, and ac-
cordingly the communication node checks whether there
is a better candidate Master by checking in node 50
whether there is/are another node(s) without hidden
nodes, which has/have a higher priority to act as Master.
[0122] In the positive case, the node will again select
and operate according to the Centralized MAC protocol,
behaving as a Slave (block 342), while in the negative
case it will select and operate according to the Central-
ized MAC protocol, behaving as Master (block 344).
[0123] In order to establish a priority to act as Master
in case of more than one node having no hidden nodes,
several additional criteria may be used, such as the hard-
ware performances, the traffic load, the MAC address,
etc.
[0124] Alternatively, the first node recognizing that
there are hidden node(s) within the communication sys-
tem, and that it has none (exit NO from block 46) will be
the Master.
[0125] In case the MAC protocol selection method is
implemented in a centralized manner in the communica-
tion system, i.e. by a selected node(s) only, that selected
node(s) may also randomly pick up one of the candidates
as Master.
[0126] In this case of centralized method, it will be un-
derstood that the checks of blocks 44, 46, 48, 50 might
be performed in a different order, and suitably repeated.
[0127] As said above, initially all the communication
nodes may operate according to the Distributed protocol
or using the Centralized protocol where Master or Slaves
are either elected automatically, set at random or hard-
coded, or remain idle.
[0128] Each communication node having MAC proto-
col selection modules to implement the MAC protocol
selection method knows or is able to learn the possibly
time-variant connectivity graph, as detailed above.
[0129] It is noted that based on the connectivity graph
change occurred, both the MAC protocol and/or the node
roles (master/slave) can potentially change.
[0130] FIG. 4 shows a finite state machine to graphi-
cally describe the operating states of a communication
node of a system implementing the above automatic
MAC protocol selection method, and the transitions be-
tween states following a change in the communication
system’s physical topology or connectivity graph.
[0131] The communication node or machine has three
states:
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- state 52, Distributed MAC protocol is operated,

- state 54, Centralized MAC protocol is operated, the
node behaves as Master; and

- state 56, Centralized MAC protocol is operated, the
node behaves as Slave.

[0132] The transitions between states 52, 54, 56 fol-
lowing a change in the communication system’s physical
topology or connectivity graph are as follows:

- transition 58: the node is operating the Distributed
MAC protocol in state 52 and continues after the
change since:

-- the communication system is or becomes a
fully connected graph, OR

-- there is (still) no communication node having
no hidden nodes;

- transition 60: the node is operating the Centralized
MAC protocol acting as Master in state 54 and con-
tinues after the change since:

-- there are still hidden nodes within the commu-
nication system, AND

-- it still has no hidden nodes, AND

-- it still has the highest priority among commu-
nication nodes having no hidden nodes;

- transition 62: the node is operating the Centralized
MAC protocol acting as Slave in state 56 and con-
tinues after the change since:

-- there are (still) hidden nodes within the com-
munication system,
AND

-- the node has (still) hidden nodes, OR

-- it has (still) no hidden nodes, but there is (still)
a higher priority node having no hidden nodes;

- transition 64: the node is operating the Distributed
MAC protocol node and switches to the Centralized
MAC protocol assuming the role of Master since:

-- there are (now) hidden nodes in the commu-
nication system, AND

-- it has no hidden nodes, AND

-- its priority among communication nodes hav-
ing no hidden nodes is or becomes the highest;

- transition 66: the node is operating the Centralized
MAC protocol as Slave and becomes Master since:

-- it (now) has no hidden nodes AND

-- its priority among communication nodes hav-
ing no hidden nodes becomes the highest;

- transition 68: the node is operating the Centralized
MAC protocol as Master and switches to the Distrib-
uted MAC protocol since:

-- the communication system’s topology be-
comes a fully connected graph,
OR

-- it now has hidden node(s) AND

-- there is no node having no hidden nodes;

- transition 70: the node is operating the Centralized
MAC protocol as Slave and switches to the Distrib-
uted MAC protocol since:

-- the communication’s system topology be-
comes a fully connected graph, OR

-- there are no more nodes having no hidden
nodes;

- transition 72: the node is operating the Distributed
MAC protocol and switches to the Centralized MAC
protocol acting as Slave since:

-- the node has (now) hidden nodes AND

-- there is a node having no hidden nodes
OR

-- there are (now) hidden nodes within the com-
munication system, AND

-- it has no hidden nodes, but there is a higher
priority node having no hidden nodes;

- transition 74: the node is operating the Centralized
MAC protocol as Master and becomes Slave since:

-- the node has now hidden nodes, OR

-- there is now a higher priority node having no
hidden nodes.

[0133] Several solutions can be envisaged to build the
connectivity graph, and any technique well known in the
art may be used. As said above, the connectivity graph
can be inferred in a distributed manner, by means of hello
messages which are broadcasted by each communica-
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tion node. The hello messages can be broadcasted pe-
riodically.
[0134] Each hello message can include, but it is not
limited to, the following information, as shown in FIG. 6
for the hello message transmitted from communication
node A of the exemplary communication system shown
in FIG. 5:

- a unique identifier 76 of the transmitter node, and

- a list 78 of unique identifiers of every neighbor node
of the transmitter node.

[0135] Each hello message may also include nested
lists of neighbors (i.e., lists of unique identifiers of each
neighbor of each neighbor of the transmitter node, etc.),
so that a connectivity graph of plural hops or of the whole
communication system can be inferred at any communi-
cation node.
[0136] The unique identifiers 76 and 78 can be of any
kind, but preferably comprise either and more preferably
both of IP addresses and MAC addresses. The hello mes-
sages may also comprise information used as additional
criterion in the master election, such as hardware version
and similar.
[0137] Each communication node can then implement
a List of Neighbors (LoN) table which is used to store the
information received in the hello messages. The List of
Neighbors (LoN) table represents the connectivity graph
of the communication node within the system.
[0138] The List of Neighbors (LoN) table 80 of com-
munication node A of the communication system of FIG.
5 is shown in FIG. 7 by way of an example. It has one
record for every neighbor B, C of communication node
A, each record storing the information contained in the
hello message transmitted by the corresponding neigh-
bor B, C, i.e. in a field 82 the unique identifier of the neigh-
bor, and in a field 84 the list of unique identifiers of each
neighbor of the neighbor. The unique identifiers are rep-
resented by the same letters A, B, C as the nodes in FIG.
7 and similar FIGS. thereafter for the sake of simplicity.
Also, for the sake of simplicity, the priority criterion in
master election will be assumed to be that of the lowest
unique identifier in alphabetical order in the examples
discussed hereinbelow.
[0139] Each communication node takes decisions
based on its local LoN table or connectivity graph 80 only.
The table is assumed to be updated according to the
following table management mechanism: the table is
modified only after the communication system’s topology
is assumed to be stable. Any detected topology change
can be held pending using e.g. a temporary update LoN
table or temporarily storing the hello messages having
information different from the corresponding record in the
LoN table 80. The communication system’s topology is
considered stable, e.g., as soon as N hello messages
reporting the same communication system’s topology
modification are successfully received, or after a prede-

termined period of time without receiving any hello mes-
sage changing the connectivity graph, or without receiv-
ing any hello message at all.
[0140] As seen above, the election of the Master of the
Centralized MAC protocol may be based on the consid-
eration that, in presence of hidden node(s) in a commu-
nication system, any node which is not subject to the
hidden node problem is a candidate to play the role of
Master. If more than one node satisfy this condition, any
additional priority criterion amongst the candidates can
be used to break the tie, as stated above.
[0141] It will however be understood that any leader
election mechanism well known in the networking litera-
ture may also be used, for example those of the above
cited Vasudevan et al. and Basagni et al.
[0142] FIG. 8 shows a more detailed flow chart of an
embodiment of the automatic MAC protocol selection
method of FIG. 3, as implemented in a distributed manner
by automatic MAC protocol selection modules of each
communication node. The automatic MAC protocol se-
lection method includes both the connectivity graph de-
termination through hello messages exchange, and the
role election procedure in case a Centralized MAC pro-
tocol is selected.
[0143] As can be seen, the reception of an hello mes-
sage from a neighbor in block 100 triggers the method.
The hello message is compared with the contents of the
local LoN table 80 in block 102, and if no connectivity
change is detected (exit NO of block 102), the method
ends in block 104. If conversely (exit YES of block 102)
a connectivity change is detected in block 102, the LoN
table 80 is temporarily updated in block 106, e.g. by mak-
ing a temporary copy thereof, in order to check in block
108 whether the change in the connectivity leads to a
stable communication system, or the event is only tran-
sitory. If the communication system is not considered sta-
ble (exit NO of block 108), the method ends in block 104.
[0144] If conversely (exit YES of block 108) the com-
munication system has stably changed, the communica-
tion node inspects the LoN table 80 rows to verify the
presence of hidden node(s). More precisely, in block 110
a pointer j to the LoN table is initialized to 1, and an aux-
iliary variable count is initialized to 0. The j-th row of the
LoN table 80 is then read in block 112 and in block 114
it is checked whether a hidden node is detected with the
j-th neighbor.
[0145] As previously stated, each row or record of the
LoN table contains, in a first field 82, a unique identifier
of a neighbor of the communication node running the
automatic MAC protocol selection method, and, in a sec-
ond field 84, a list of the neighbors of said neighbor. The
check of block 114 thus amounts to check each item of
the list 84 of the j-th row against the unique identifier of
the communication node running the automatic MAC pro-
tocol selection method itself, and against the first field 82
of each row of the LoN table 80. If an item of the list 84
is not found in the first field 82, and does not correspond
with the unique identifier of the communication node run-
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ning the automatic MAC protocol selection method itself,
then a hidden node is detected.
[0146] In presence of hidden nodes, exit YES of block
114, the communication node running the automatic
MAC protocol selection method should preferably select
the Centralized MAC protocol, acting as a Slave. Accord-
ingly, in block 116, it checks the arrival of a message
from a communication node offering to be Master. Such
a message can e.g. be awaited for a predefined length
of time. It is noted that the analysis of the connectivity
graph or LoN table 80 is interrupted as soon as the node
discovers having a hidden node in block 114, i.e. further
rows of the LoN table 80 are not analyzed.
[0147] If such a message arrives, exit YES of block
116, the communication node running the automatic
MAC protocol selection method sends an acknowledging
message in block 118, and ends the automatic MAC pro-
tocol selection method selecting and operating according
to the Centralized MAC protocol, acting as a Slave, in
block 120.
[0148] If conversely no such message arrives, exit NO
of block 116, the communication node running the auto-
matic MAC protocol selection method may only select
and operate according with the Distributed MAC protocol
in block 124, preceded by sending out a message that
there is no Master available in block 122.
[0149] On the other hand, in absence of hidden nodes
with the j-th neighbor, exit NO of block 114, the commu-
nication node running the automatic MAC protocol se-
lection method checks in block 126 whether it has more
neighbors than the j-th neighbor.
[0150] The affirmative case, exit YES of block 126,
means that at least the j-th neighbor has hidden node(s),
so that the better performing Centralized MAC protocol
should possibly be selected, and the master election
should take place. The communication node running the
MAC protocol selection method is a candidate Master
with respect to the j-th neighbor. It thus checks in block
128 whether this is the last neighbor.
[0151] In case this is not the last neighbor, exit NO of
check block 128, it continues the analysis of the connec-
tivity graph, by incrementing pointer j in block 130 and
returning then to block 112.
[0152] In case the communication node running the
automatic MAC protocol selection method has no hidden
nodes with all its neighbors, exit NO of all executions of
block 114, and has the greatest number of neighbors,
exit YES of all executions of block 126, and exit YES of
the last execution of block 128, it will eventually run block
130, wherein it candidates as Master by broadcasting a
proper message.
[0153] The node then in block 132 checks the arrival
of an acknowledging message from all nodes of the com-
munication system, accepting it to be a Master. Such a
message can be awaited e.g. for a predefined length of
time.
[0154] If such a message arrives, exit YES of block
132, the communication node ends the automatic MAC

protocol selection method selecting and operating ac-
cording with the Centralized MAC protocol, acting as a
Master, in block 134.
[0155] If conversely no such messages arrives, exit
NO of block 132, the communication node running the
automatic MAC protocol selection method may again on-
ly select the Distributed MAC protocol in block 124, pre-
ceded by sending out a message that there is no Master
available in block 122.
[0156] On the other hand, if the two nodes have the
same neighbors, exit NO of block 126, at least as far as
the j-th neighbor is concerned, the better performing Dis-
tributed MAC protocol should be selected. In the latter
case, the counter variable count is thus incremented in
block 136, and it is checked in block 138 whether the
counter variable count is less than the number of neigh-
bors.
[0157] In the affirmative case, exit YES of block 138,
the communication node running the MAC protocol se-
lection method checks in block 140 whether it has a high-
er priority than the j-th node, applying any additional cri-
terion as detailed above. Indeed, while the connectivity
graph is being analyzed, there is still the possibility of
having to ultimately select the Centralized MAC protocol
because of hidden nodes within the communication sys-
tem.
[0158] Thus, if the communication node running the
automatic MAC protocol selection method has a higher
priority than the j-th node, exit YES of block 140, it passes
to the above described block 128 of the branch that may
possibly end with selection of Centralized MAC protocol,
the node acting as a Master, or with selection of the Dis-
tributed MAC protocol.
[0159] Conversely, if the communication node running
the automatic MAC protocol selection method has a low-
er priority than the j-th node, exit NO of block 140, it pass-
es to the above described block 116 of the branch that
may possibly end with selection of Centralized MAC pro-
tocol, the node acting as a Slave, or with selection of the
Distributed MAC protocol.
[0160] If the counter variable count is equal to the
number of neighbors of the communication node running
the automatic MAC protocol selection method, exit NO
of block 138, all communication nodes have the same
number of neighbors, i.e. the connectivity graph is fully
connected. Accordingly, the communication node ends
the automatic MAC protocol selection method selecting
and operating according with the Distributed MAC pro-
tocol in block 124, preceded by sending out a message
that there is no Master available in block 122.
[0161] It will be seen that if the communication node
running the automatic MAC protocol selection method
has no hidden nodes with all its neighbors, exit NO of all
executions of block 114, the same number of neighbors
as one or some of its neighbors (exit NO of block 126),
and a greater number of neighbors than the other neigh-
bor(s) (exit YES of block 126), the counter variable count
will not reach the number of neighbors, and thus the com-
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munication node running the automatic MAC protocol se-
lection method will eventually arrive at block 130.
[0162] Although not strictly necessary, the exchange
of the acknowledging messages in blocks 116 and 118
allows the proper MAC protocol to be automatically se-
lected even if the connectivity graph of only part of the
communication system is analyzed through the local LoN
table 80, Moreover, it allows the times when the commu-
nication nodes start to operate according to the selected
MAC protocol to be synchronized, irrespectively of pos-
sible differences in the individual running times of the
method.
[0163] By way of an example, consider the automatic
MAC protocol selection method as run by communication
node A of the communication system of FIG. 5, consid-
ered stable, the I,oN table 80 being that shown in FIG. 7.
[0164] When considering neighbor B, i.e. when j=1, no
hidden node will be detected in block 114 (exit NO) be-
cause neighbor B has only neighbor A itself; communi-
cation node A has more neighbors, exit YES of block
126. When then considering neighbor C, i.e. when j=2,
again no hidden node will be detected in block 114 (exit
NO) because it has only neighbor A itself; and again com-
munication node A has more neighbors, exit YES of block
126. Since this is the last record of the LoN table 80, exit
YES of block 128, communication node A will candidate
as Master in block 130.
[0165] When the MAC protocol selection method is run
by communication node B, respectively C, it will discover
hidden node C, respectively B, with respect to its neigh-
bor A, exit YES of block 114, and thus will await for a
message from the candidate Master, communication
node A, in block 116.
[0166] Thus, the Centralized MAC selection protocol
will eventually be selected, with node A acting as a Mas-
ter, and nodes B and C acting as Slaves.
[0167] By way of a further example, consider the MAC
protocol selection method as run by communication node
A of the communication system of FIG. 9, considered
stable, the LoN table 80 being that shown in FIG. 10.
[0168] When considering neighbor’ B, i.e. when j=1,
no hidden node will be detected in block 114 (exit NO)
because it has neighbor A itself, and neighbor C that is
neighbor to node A also. Communication node A has
however the same number of neighbors as node B, exit
NO of block 126. It thus increments counter count to 1 in
block 136, which is less than the number of its neighbors,
exit YES of block 138. Because node A running the meth-
od has a higher priority than node B, exit YES of block
140, it will consider also neighbor C (exit NO of block
128). When j=2, again no hidden node will be detected
in block 114 (exit NO) because it has only neighbor A
itself; and again communication node A has the same
number of neighbors as node C, exit NO of block 126. It,
thus increments counter count to 2 in block 136, which
is equal to the number of its neighbors, exit NO of block
138. Thus all nodes of the communication system have
the same number of neighbors, i.e. there is no hidden

node. The connectivity graph is thus fully connected, and
the check of the additional criterion is needless to be
performed. Communication node A selects the Distribut-
ed MAC protocol in block 124, preceded by sending out
the message that there is no Master available in block
122.
[0169] When the MAC protocol selection method is run
by communication node B, on the other hand, if it first
considers the record relating to its neighbor A, the addi-
tional criterion of priority will not be satisfied, exit NO of
block 140. Communication node B will thus await for a
message from a candidate Master in block 116 and, since
none will be received, will also select the Distributed MAC
protocol in block 124. Note that even if node B first con-
siders the record relating to its neighbor C, against which
it has a higher priority, it will eventually select the Distrib-
uted MAC protocol in block 124 because counter variable
count will be set to two, the number of its neighbors. Sim-
ilarly, it will be seen that communication node C will also
select the Distributed MAC protocol in block 124.
[0170] In the above embodiment of the MAC selection
method it is assumed that, in presence of hidden nodes,
whenever there is not any candidate to play the role of
Master, i.e. all the nodes suffer from the hidden node
problem, the communication system is operated accord-
ing to the Distributed MAC protocol. Overall, this is clearly
suboptimal but, nonetheless, this is the best solution
available when the MAC protocols set 34 provided as
input only contains a Centralized MAC protocol and a
Distributed MAC protocol.
[0171] However, several strategies are known to mit-
igate the hidden node problem when operating a distrib-
uted MAC protocol by means of exchange of control mes-
sages amongst the nodes. For example, as discussed in
the introductory portion of the present disclosure, the
IEEE 802.11 standard itself incorporates an optional
mechanism of medium reservation, based on RTS/CTS
messages exchange.
[0172] An embodiment of a MAC protocol selection
method using such a mechanism, and especially of such
a method as implemented in a distributed manner in each
communication node of the system having suitable mod-
ules, will be detailed hereinafter, with reference to FIGs.
11 to 17. For the sake of brevity, only differences with
respect to the previous embodiment will be discussed,
and same reference numbers will be used to refer to
same or similar items.
[0173] The set of input MAC protocols 34 now com-
prises, besides the Distributed and Centralized MAC pro-
tocols, a Distributed MAC with Reservation protocol, for
example similar to the IEEE 802.11 DCF standard pro-
tocol.
[0174] The MAC protocol selection criterion 38 is then
modified so that, in presence of hidden node(s), if no
Master candidates are available, the Distributed with
Reservation MAC protocol is automatically selected.
Again, the selection criterion 38 is valid irrespective of
the actual load and pattern of the traffic injected in the
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communication system.
[0175] More specifically, the block diagram of FIG. 3
is modified according to FIG. 11 in that, in case there are
hidden nodes in the communication system (exit YES of
block 44), and in the communication node running the
MAC protocol selection method (exit YES of block 46),
but no Master is available (exit NO of block 48), the Dis-
tributed MAC with Reservation protocol is selected in
block 346. The Distributed MAC protocol 340, without
Reservation, is only selected if there is no hidden node
in the communication system overall, exit NO of block 44.
[0176] Similarly to FIG. 4, FIG. 12 shows a finite state
machine to graphically describe the operating states of
a communication node of a system implementing the
above automatic MAC protocol selection method, and
the transitions between states following a change in the
communication system’s physical topology or connectiv-
ity graph.
[0177] Besides states 52, 54 and 56, the communica-
tion node or machine has a fourth state:

- state 142, Distributed MAC with Reservation proto-
col is operated.

[0178] The transitions 60, 62, 64, 66, 72, 74 occur as
detailed above.
[0179] The remaining transitions between states 52,
54 and 56 are slightly modified as follows:

- transition 58: the node is operating the Distributed
MAC protocol in state 52 and continues after the
change since:

-- the communication system is still a fully con-
nected graph;

- transition 68: the node is operating the Centralized
MAC protocol as Master and switches to the Distrib-
uted MAC protocol since:

-- the communication’s system topology be-
comes a fully connected graph;

- transition 70: the node is operating the Centralized
MAC protocol as Slave and switches to the Distrib-
uted MAC protocol since:

-- the communication’s system topology be-
comes a fully connected graph;

[0180] Moreover, the transitions between state 142
and states 52, 54 and 56 are as follows:

- transition 144: the node is operating the Distributed
MAC with Reservation protocol in state 142 and con-
tinues after the change since:

-- there are still hidden nodes, AND

-- there is still no node having no hidden nodes;

- transition 146: the node is operating the Centralized
MAC protocol as Master and switches to the Distrib-
uted MAC with Reservation protocol since:

-- the node has now hidden nodes, AND

-- there is no other node having no hidden nodes;

- transition 148: the node is operating the Distributed
with Reservation protocol and switches to the Cen-
tralized MAC protocol acting as Master since:

-- it has no more hidden nodes, AND

-- it has the highest priority among nodes having
no more hidden nodes;

- transition 150: the node is operating the Centralized
protocol acting as a Slave, and switches to the Dis-
tributed MAC with Reservation protocol since:

-- there is no more node having no hidden nodes;

- transition 152: the node is operating the Distributed
MAC with Reservation protocol, and switches to the
Centralized MAC protocol acting as a Slave since:

-- there are still hidden nodes within the commu-
nication system,
AND

-- it has hidden nodes, AND there is a node hav-
ing no hidden nodes; OR

-- it has no hidden nodes, but there is a higher
priority node having no hidden nodes;

- transition 154: the node is operating the Distributed
MAC with Reservation protocol, and switches to the
Distributed MAC protocol since:

-- there are no more hidden nodes in the com-
munication system;

- transition 156: the node is operating the Distributed
MAC protocol, and switches to the Distributed MAC
with Reservation protocol since:

-- there are now hidden nodes in the communi-
cation system, AND

-- there is no node having no hidden nodes.

[0181] FIG. 13 shows a more detailed flow chart of the
automatic MAC protocol selection method of FIG. 11, as
implemented in a distributed manner by automatic MAC
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protocol selection modules of each communication node.
[0182] For the sake of brevity, it will only be described
in what differs from the flow chart of FIG. 8.
[0183] The method includes two other variables, a var-
iable clique that is true when the connectivity graph is
fully connected, and a variable p that represents the pri-
ority of the communication node running the automatic
MAC protocol selection method, with respect to other
candidate masters. The two variables are set to
clique=true and p=high in initialization block 110.
[0184] Variable clique is set to false in block 158 in
case hidden nodes are found with respect to the j-th
neighbor, exit YES of block 114. Variable clique is also
set to false in block 159 in case the communication node
has a greater number of neighbors than the j-th neighbor,
exit YES of block 126, because this means that the j-th
neighbor has hidden nodes, and therefore the connec-
tivity graph is not fully connected.
[0185] Variable p is set to low in block 160 in case the
communication node running the automatic MAC proto-
col selection method has the same number of neighbors
as neighbor j-th, but has a lower priority, exit NO of block
140. Moreover, in such a case, instead of going directly
to block 116 waiting for a message from a possible can-
didate Master, the communication node running the au-
tomatic MAC protocol selection method continues the
analysis of the connectivity graph by returning to block
130.
[0186] If, at the end of the analysis of the connectivity
graph, exit YES of block 128, the communication node
running the automatic MAC protocol selection method
has found no hidden nodes with respect to none of its
neighbors, it checks in block 162 whether its priority p is
still high. Only in the affirmative case, exit YES of block
162, it candidates as Master going to block 130. Con-
versely, in the negative case, i.e. if its priority p is low,
exit NO of block 162, it goes to block 116 waiting for a
message from a possible candidate Master.
[0187] If the node receives no message from a candi-
date Master, exit NO of block 116, after sending out the
message that there is no Master available in block 122,
it checks in block 164 whether the variable clique is still
set to true. Only in the affirmative case, exit YES of block
164, the node selects and operates according with the
Distributed MAC protocol. Conversely, in the negative
case, exit NO of block 164, the node selects and operates
according with the Distributed MAC with Reservation pro-
tocol in block 166.
[0188] By way of an example, consider this embodi-
ment of the automatic MAC protocol selection method
as run by communication node A of the communication
system of FIG. 14, considered stable, the LoN table 80
being that shown in FIG. 15.
[0189] When considering neighbor B, i.e. when j=1, no
hidden node will be detected in block 114 (exit NO) be-
cause neighbor B has only neighbor A itself; communi-
cation node A has more neighbors, exit YES of block
126. Thus, communication node B has hidden node(s),

and variable clique is accordingly set to false in block
159. When then considering neighbor C, i.e. when j=2,
hidden node D will however be detected in block 114 (exit
YES). Variable clique is again set to false in block 158.
[0190] Note that similarly, nodes B, and C will detect
each other as hidden nodes when analyzing their neigh-
bor A, and node D will detect hidden node A when ana-
lyzing its neighbor C. Thus, all nodes of the communica-
tion system will set their variables clique to false in block
158.
[0191] Because no communication node will accord-
ingly receive any message from a candidate master (exit
NO of block 116), the check of block 164 will be negative
and the communication nodes will select the Distributed
MAC with Reservation protocol in block 166.
[0192] By way of a further example, consider this em-
bodiment of the automatic MAC protocol selection meth-
od as run by communication node A of the communica-
tion system of FIG. 16, considered stable, the LoN table
80 being that shown in FIG. 17.
[0193] When considering neighbor B, i.e. when j=1, no
hidden node will be detected in block 114 (exit NO); com-
munication node A has more neighbors, exit YES of block
126. Communication node B has thus hidden node(s)
and variable clique is accordingly set to false in block
159. Also when then considering neighbor C, i.e. when
j=2, no hidden node will be detected in block 114 (exit
NO), communication node A has however the same
number of neighbors as node C, exit NO of block 126. It
thus increments counter count to 1 in block 136, which
is less than the number of its neighbors, exit YES of block
138. Because node A running the method has a higher
priority than node B, exit YES of block 140, it will consider
also neighbor D (exit NO of block 128), When considering
neighbor D, i.e. when j=3, no hidden node will be detected
in block 114 (exit NO); communication node A has more
neighbors, exit YES of block 126. Variable clique is again
set to false in block 159. Since this is the last record of
LoN table 80, exit YES of block 128, and the priority p
remained high, exit YES of block 162, node A will candi-
date as Master and eventually select and operate ac-
cording with the Centralized MAC protocol in block 134.
If for any reason node A fails to receive the acknowledge-
ment message from all nodes, exit NO of block 132, it
will eventually select and operate according with the Dis-
tributed MAC with Reservation protocol in block 166
since variable clique has been set to false, exit NO of
block 164.
[0194] Note that both nodes B and D, detecting each
other as hidden nodes when analyzing either neighbor
A or neighbor C, will transmit the message acknowledg-
ing A acting as Master in block 118. If for any reason
such nodes B or D fail to receive the message from A
candidating as Master, exit NO of block 116, they also
will eventually select and operate according with the Dis-
tributed MAC with Reservation protocol in block 166
since in block 158 variable clique has been set to false.
[0195] Moreover, when the automatic MAC protocol
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selection method is run by communication node C, and
neighbor A is being considered, the additional criterion
of priority will not be satisfied, exit NO of block 140. It will
thus set its priority p to low in block 160. At the end of
the analysis of the connectivity graph, exit YES of block
128, the check of block 162 will thus be negative, and
node C will receive the message from node A candidating
as Master in block 116. If for any reason node C fails to
receive the message from A candidating as Master, exit
NO of block 116, it also will eventually select and operate
according with the Distributed MAC with Reservation pro-
tocol in block 166 since in block 159 variable clique has
been set to false in block 159 when nodes B and D have
been considered.
[0196] Those skilled in the art will easily understand
the changes to be made to the above embodiment when
the MAC protocol set 34 only contains the Distributed
MAC protocol, and the Distributed MAC with Reservation
protocol.
[0197] Moreover, it is noted that further selection cri-
teria 38 may be used to further select e.g. among more
than one Centralized (or hybrid) MAC protocol selected
in blocks 342, 344, 120, 134; among more than one Dis-
tributed MAC protocol selected in blocks 340, 124;
among more than one Distributed MAC with Reservation
protocol selected in blocks 346, 166.
[0198] In both the embodiment of the automatic MAC
protocol selection method described with reference to
FIGs. 3-10, and in the embodiment of the automatic MAC
protocol selection method described with reference to
FIGs. 11-17, it may be advantageous when information
on the proposed Master, if any, is included in the hello
messages themselves. This achieves lower traffic load
and thus enhances the performance of the communica-
tion system.
[0199] In other words, each hello message will further
comprise, as shown in FIG. 18, a further field 168 con-
taining the unique identifier of the supposed Master. The
LoN tables 80 may similarly contain a further field 170
for storing the proposed Master of each neighbor node,
as shown in FIG. 19.
[0200] Thus, a communication node executing block
130 will insert its own unique identifier in field 168; a com-
munication node executing block 118 will insert in field
168 the unique identifier of the candidate Master; a com-
munication node executing block 122 will set field 168 to
null. Communication nodes executing blocks 116, 132
will, check the field 168 of the hello messages they re-
ceive, preferably periodically, from the other communi-
cation nodes.
[0201] When the hello messages further contain infor-
mation on the supposed Master, it will be understood that
a change in the supposed Master should not be regarded
as a connectivity graph change by a communication node
executing block 102,
[0202] It is noted that the described automatic MAC
protocol selection method is independent of the nature
of the communication system, and of the physical re-

quirements for a link to be established between two
nodes, such as, in the case of a radio link, the minimum
power that needs to be received from a neighbour node.
[0203] Moreover, in the previous description symmet-
rical links have been considered. Consider however the
communication system of FIG. 20, comprising commu-
nication node 172 having transmission range 174, com-
munication node 176 having transmission range 178, and
communication node 180 having transmission range
182. Communication node 172 is hidden to communica-
tion node 176, although communication node 176 is not
hidden to communication node 172.
[0204] FIG. 21 shows the hello message transmitted
by communication node 172, and FIG. 22 shows the LoN
table 80 of communication node 172.
[0205] It will be immediately recognized that the above
described embodiments of the automatic MAC protocol
selection method operate on asymmetrical links as well,
i.e. the communication nodes will select the Distributed
MAC protocol, possibly with Reservation.
[0206] Those skilled in the art will easily understand
the changes to be made to the above embodiments when
the selection criterion 38 indicates that a Centralized
MAC protocol is to be selected whenever there is a node
having no hidden nodes, even if the connectivity graph
is fully connected.
[0207] It is highlighted that the automatic selection of
a MAC protocol according to the invention is not related
to the specific MAC protocol itself.
[0208] The communication nodes may comprise a
dedicated microchip MAC for each operating each MAC
protocol of the set 34, or the MAC protocol(s) may be
software programs suitably input to the communication
node.
[0209] In the latter case, the specific MAC protocols of
the set 34, or only the selected MAC protocol 42, may
also be retrieved from the communication system itself,
or provided through a secondary communication channel
or system. Indeed, it is noted that the automatic MAC
protocol selection method is not even sensitive to the
actual MAC protocols, i.e. it does not need to know any
detail thereof.
[0210] More in general, it will be understood that the
invention is not subject to any specific implementation,
and that several alternatives can be envisaged to imple-
ment the invention according to the MAC protocol set 34
provided as input to the automatic MAC protocol selec-
tion method.

Claims

1. A communication node for use in a communication
system, comprising:

- modules adapted to be provided with a con-
nectivity graph (36, 80) of at least part of the
communication system, to analyze said connec-
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tivity graph, and to select a Medium Access Con-
trol (MAC) protocol (42) from a set of at least
two MAC protocols (34) based on said connec-
tivity graph, and
- modules adapted to communicate over a me-
dium operating according with the selected MAC
protocol (42).

2. Communication node according to claim 1, wherein
said modules are adapted to select a MAC protocol
(42) from said set (34) based on whether the con-
nectivity graph (36, 80) is fully connected, or not.

3. Communication node according to claim 1 or 2,
wherein said modules are adapted to select a MAC
protocol (42) from said set (34) based on whether
according to the connectivity graph (36, 80) there is
at least one communication node that is fully con-
nected to every other communication node, or not.

4. Communication node according to any of the previ-
ous claims, wherein the MAC protocols set (34) in-
cludes at least one MAC protocol of a distributed
type without reservation.

5. Communication node according to any of the previ-
ous claims, wherein the MAC protocols set (34) in-
cludes at least one MAC protocol of a distributed
type with reservation.

6. Communication node according to any of the previ-
ous claims, wherein the MAC protocols set (34) in-
cludes at least one MAC protocol of a centralized
type.

7. Communication node according to any of the previ-
ous claims, wherein the communication node is a
fixedly installed electronic appliance.

8. Communication node according to any of the previ-
ous claims, wherein said connectivity graph (36, 80)
comprises information for each neighbor node of the
communication node, comprising a unique identifier
(82) of the communication node’s neighbor node and
a list (84) of unique identifiers of every neighbor node
of the neighbor node.

9. Communication node according to any of the previ-
ous claims, wherein the modules adapted to be pro-
vided with a connectivity graph (36, 80) of at least
part of the communication system are adapted to:

- receive a message from at least one neighbor
node of the communication system, said mes-
sage comprising a unique identifier (76) of the
communication node’s neighbor node, and a list
(78) of unique identifiers of every neighbor node
of the neighbor node, and

- store the information comprised in the mes-
sage(s) received from all neighbor nodes of the
communication node.

10. Communication node according to any of the previ-
ous claims, wherein said modules are adapted to
analyze said connectivity graph (36, 80) by compar-
ing each of said lists (84) with the unique identifier
(s) (82) of the communication node’s neighbor node
(s) and with a unique identifier of the communication
node, and to qualify the connectivity graph (36, 80)
as not fully connected in case at least one of said
lists (84) contains at least one unique identifier dif-
ferent from the unique identifier(s) (82) of the com-
munication node’s neighbor node(s) and from the
unique identifier of the communication node.

11. Communication node according to any of the previ-
ous claims, wherein said modules are adapted to
analyze said connectivity graph (36, 80) by compar-
ing each of said lists (84) with the unique identifier
(s) (82) of the communication node’s neighbor node
(s) and with a unique identifier of the communication
node, and to qualify the connectivity graph (36, 80)
as fully connected in case none of said lists (84) con-
tains unique identifier(s) different from the unique
identifiers (82) of the communication node’s neigh-
bor node(s) and from the unique identifier of the com-
munication node.

12. Communication node according to any of the previ-
ous claims, further comprising modules adapted to
broadcast a message, said message comprising a
unique identifier of the communication node and a
list of unique identifier(s) of every neighbor node of
the communication node.

13. Communication node according to any of the previ-
ous claims, wherein said connectivity graph (36, 80)
is time-variant.

14. Communication node according to any of the previ-
ous claims, further comprising role election modules.

15. Communication node according to any of the previ-
ous claims, comprising further modules adapted to
communicate over at least one further communica-
tion medium or channel.

16. A communication system comprising a plurality of
communication nodes according to any of claims
1-15.

17. A method of operating a communication system,
comprising the steps of:

a) providing at least one communication node
of the communication system with a connectivity
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graph (36, 80) of at least part of the communi-
cation system,
b) analyzing at said at least one communication
node said connectivity graph (36, 80),
c) selecting at said at least one communication
node a Medium Access Control (MAC) protocol
(42) from a set of at least two MAC protocols
(34) based on said analyzed connectivity graph
(36, 80), and
d) operating said communication system with
the selected MAC protocol (42).

18. Method according to claim 17, wherein said at least
one communication node comprises each commu-
nication node of the communication system.

19. Method according to any of claims 17-18, further
comprising the step of detecting a change in said
connectivity graph (36, 80) and repeating said steps
a) to d) following said change detection.

20. Method according to claim 19, further comprising the
step of waiting until the connectivity graph (36, 80)
becomes stable after the detected change, before
repeating said steps a) to d).

21. Method according to any of claims 17-20, wherein
the steps of providing the connectivity graph (36, 80)
and of operating the communication system with the
selected MAC protocol (42) are carried out over dif-
ferent communication media or channels.

Amended claims in accordance with Rule 137(2)
EPC.

1. A communication node for use in a communication
system, comprising:

- modules adapted to be provided with a con-
nectivity graph (36, 80) of at least part of the
communication system, to analyze said connec-
tivity graph, and to select a Medium Access Con-
trol (MAC) protocol (42) from a set of at least
two MAC protocols (34) based on said connec-
tivity graph, and
- modules adapted to communicate over a me-
dium operating according with the selected MAC
protocol (42) .

2. Communication node according to claim 1, where-
in said modules are adapted to select a MAC protocol
(42) from said set (34) based on whether the con-
nectivity graph (36, 80) is fully connected, or not.

3. Communication node according to claim 1 or 2,
wherein said modules are adapted to select a MAC
protocol (42) from said set (34) based on whether

according to the connectivity graph (36, 80) there is
at least one communication node that is fully con-
nected to every other communication node, or not.

4. Communication node according to any of the pre-
vious claims, wherein the MAC protocols set (34)
includes at least one MAC protocol of a distributed
type without reservation.

5. Communication node according to any of the pre-
vious claims, wherein the MAC protocols set (34)
includes at least one MAC protocol of a distributed
type with reservation.

6. Communication node according to any of the pre-
vious claims, wherein the MAC protocols set (34)
includes at least one MAC protocol of a centralized
type.

7. Communication node according to any of the pre-
vious claims, wherein the communication node is a
fixedly installed electronic appliance.

8. Communication node according to any of the pre-
vious claims, wherein said connectivity graph (36,
80) comprises information for each neighbor node
of the communication node, comprising a unique
identifier (82) of the communication node’s neighbor
node and a list (84) of unique identifiers of every
neighbor node of the neighbor node.

9. Communication node according to claim 8, where-
in the modules adapted to be provided with a con-
nectivity graph (36, 80) of at least part of the com-
munication system are adapted to:

- receive a message from at least one neighbor
node of the communication system, said mes-
sage comprising the unique identifier (76) of the
communication node’s neighbor node, and the
list (78) of unique identifiers of every neighbor
node of the neighbor node, and
- store the information comprised in the mes-
sage(s) received from all neighbor nodes of the
communication node.

10. Communication node according to any of claims
8-9, wherein said modules are adapted to analyze
said connectivity graph (36, 80) by comparing each
of said lists (84) with (i) the unique identifier(s) (82)
of the communication node’s neighbor node(s) and
(ii) a unique identifier of the communication node,
and to qualify the connectivity graph (36, 80) as not
fully connected in case at least one of said lists (84)
contains at least one unique identifier different from
(i) the unique identifier(s) (82) of the communication
node’s neighbor node(s) and (ii) the unique identifier
of the communication node.
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11. Communication node according to any of claims
8-10, wherein said modules are adapted to analyze
said connectivity graph (36, 80) by comparing each
of said lists (84) with (i) the unique identifier(s) (82)
of the communication node’s neighbor node(s) and
(ii) a unique identifier of the communication node,
and to qualify the connectivity graph (36, 80) as fully
connected in case none of said lists (84) contains
unique identifier(s) different from (i) the unique iden-
tifiers (82) of the communication node’s neighbor
node(s) and (ii) the unique identifier of the commu-
nication node.

12. Communication node according to any of the pre-
vious claims, further comprising modules adapted to
broadcast a message, said message comprising (i)
a unique identifier of the communication node and
(ii) a list of unique identifier(s) of every neighbor node
of the communication node.

13. Communication node according to any of the pre-
vious claims, wherein said connectivity graph (36,
80) is time-variant.

14. Communication node according to any of the pre-
vious claims, further comprising role election mod-
ules.

15. Communication node according to any of the pre-
vious claims, comprising further modules adapted to
communicate over at least one further communica-
tion medium or channel.

16. A communication system comprising a plurality
of communication nodes according to any of claims
1-15.

17. A method of operating a communication system,
comprising the steps of:

a) providing at least one communication node
of the communication system with a connectivity
graph (36, 80) of at least part of the communi-
cation system,
b) analyzing at said at least one communication
node said connectivity graph (36, 80),
c) selecting at said at least one communication
node a Medium Access Control (MAC) protocol
(42) from a set of at least two MAC protocols
(34) based on said analyzed connectivity graph
(36, 80), and
d) operating said communication system with
the selected MAC protocol (42).

18. Method according to claim 17, wherein steps a),
b) and c) are carried out for each communication
node of the communication system.

19. Method according to any of claims 17-18, further
comprising the step of detecting a change in said
connectivity graph (36, 80) and repeating said steps
a) to d) following said change detection.

20. Method according to claim 19, further comprising
the step of waiting until the connectivity graph (36,
80) becomes stable after the detected change, be-
fore repeating said steps a) to d).

21. Method according to any of claims 17-20, where-
in the steps of providing the connectivity graph (36,
80) and of operating the communication system with
the selected MAC protocol (42) are carried out over
different communication media or channels.
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