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-Apparatus  for  processing  bit  streams. 

®  Apparatus  for  processing  a  stream  of  bits  includ- 
ing  a  hardware  comparator  that  compares  first  pre- 
determined  bits  of  the  stream,  comparison  input 
means  to  provide  a  table  of  comparison  values  to 
said  hardware  comparator  for  comparison  with  said 
predetermined  bits  of  said  stream,  the  comparison 
input  means  being  programmable  to  provide  one  of 
a  plurality  of  different  tables  in  response  to  a  table 
select  control  signal,  an  index  generator  for  generat- 
ing  an  index  based  on  the  states  of  the  predeter- 
mined  bits,  and  a  processor  for  accessing  the  index 

_,and  processing  a  group  of  the  bits  in  at  least  one  of 
^ a   plurality  of  different  ways  based  on  the  index. 
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APPARATUS  FOR  PROCESSING  BIT  STREAMS 

different  tables  is  provided  in  response  to  a  table 
select  control  signal,  providing  great  flexibility  in 
filtering  the  bit  stream. 

In  preferred  embodiments,  the  predetermined 
5  bits  that  are  compared  could  be,  e.g.,  a  destination 

address  field  indicating  the  intended  recipient,  a 
protocol  field,  or  a  field  identifying  a  data  compres- 
sion  algorithm.  There  also  could  be  comparison  of 
predetermined  bits  that  identify  a  special  message 

io  relating  to  management  of  a  processor.  There  can 
be  data  buffers  that  receive  and  store  portions  of 
the  bit  stream  and  descriptor  storages  associated 
with  respective  data  buffers  for  storing  descriptor 
entries  relating  to  the  data  stored  in  the  data  buff- 

15  ers;  the  indexes  can  be  stored  in  the  descriptor 
storages  associated  with  the  data  buffers  for  ac- 
cess  by  the  processor.  The  comparator  can  be 
programmable  to  compare  different  fields  of  the  bit 
stream  in  response  to  a  field  select  control  signal; 

20  the  field  select  control  signal  can  include  a  start 
signal  location  and  a  length  signal  designating  the 
length  of  the  bit  field  to  be  used  in  the  compare; 
the  processor  can  control  the  field  select  control 
signal.  The  tables  can  be  selected  in  response  to  a 

25  value  generated  as  the  result  of  an  initial  compari- 
son  of  a  field.  The  comparisons  can  be  advanta- 
geously  controlled  without  direct  involvement  of  a 
host  computer  by  using  a  chip  control  state  ma- 
chine,  a  memory  state  machine,  and  a  table  mem- 

30  ory  in  which  are  stored;  tables  of  comparison  val- 
ues;  entries  identifying  the  predetermined  bits  be- 
ing  compared;  entries  indicating  whether  the  group 
of  bits  should  be  discarded  and  whether  interrupts 
should  be  generated  upon  completion  of  a  com- 

35  parison;  entries  indicating  further  comparisons  to 
be  made;  entries  indicating  whether  an  index 
should  replace  the  predetermined  bits  in  the  bit 
stream;  and  entries  indicating  where  the  group  of 
bits  should  be  routed  (e  g.,  to  a  port  to  another 

40  network  or  to  a  data  buffer).  The  invention  can  be 
employed  in  a  bridge  that  has  at  least  one  port  to  a 
different  network,  the  index  identifying  the  port;  the 
processor  can  translate  the  fields  of  the  bits  in  one 
network's  protocol  into  another  network  s  protocol. 

45  Ring  buffers  can  be  used  to  temporarily  store  bits 
of  the  stream  while  the  index  is  being  generated. 

In  another  aspect  the  invention  features  in  gen- 
eral  processing  source  data  bits  using  a  hardware 
comparator  that  compares  predetermined  bits  of 

so  the  source  data  bits,  an  index  generator  that  gen- 
erates  an  index  based  on  the  states  of  the  pre- 
determined  bits,  and  a  processor  that  accesses  the 
index  and  modifies  the  source  data  bits  in  one  of  a 
plurality  of  different  ways  prior  to  transmitting  the 
source  data  bits  as  a  stream  of  bits. 

Background  of  the  Invention 

The  invention  relates  to  apparatus  for  process- 
ing  relating  to  a  stream  of  bits. 

Bits  in  a  stream  that  are  transmitted  from  one 
processor  to  another  typically  need  to  be  filtered 
(i.e.,  analyzed  to  determine  what  they  mean)  and 
processed  in  some  manner  based  upon  the  result 
of  the  filtering.  E.g.,  in  a  computer  network  (e.g.,  as 
described  in  Tanenbaum,  A.S.,  Computer  Net- 
works,  (Prentice-Hall,  Inc.  1981~  pp.  10^28 
("Tanenbaum")),  the  filtering  of  an  incoming  bit 
stream  occurs  in  the  lower  layers  of  the  network 
processor  at  a  node;  if  the  incoming  bits  are  iden- 
tified  as  being  of  interest  to  the  node  (e.g.,  having 
a  destination  address  associated  with  the  node  in 
an  address  field  of  a  frame  of  bits),  the  bits  are 
stored  and  later  used  by  upper  layers. 

In  the  local  area  network  controller  for  Ethernet 
("LANCE"),  which  is  described  in  MOS  Micropro- 
cessors  and  Peripherals  1985  Data  Book, 
(Advanced  Micro  Devices,  Inc.,  Sunnyvale,  Califor- 
nia  1985)  pp.  2-50  to  2-86  ("LANCE  Specification", 
which  is  hereby  incorporated  by  reference),  the  48- 
bit  Ethernet  address  is  analyzed  in  a  bit-by-bit 
compare,  and  frames  that  do  not  have  addresses 
that  match  are  discarded.  When  an  address  match- 
es  all  the  way  through  to  the  last  bit  in  the  address 
field,  the  frame  is  placed  in  data  buffers  for  access 
by  the  upper  layers.  The  upper  layers  do  not  know 
which  address  matched,  only  that  one  did.  Thus 
the  software  associated  with  the  upper  layers  must 
repeat  the  entire  compare  process. 

Summary  of  the  Invention 

In  one  aspect  the  invention  features  in  general 
processing  a  bit  stream  by  using  a  hardware  com- 
parator  that  compares  first  predetermined  bits  of  a 
bit  stream  (e.g.,  a  field  of  a  frame),  an  index 
generator  that  generates  an  index  based  on  the 
states  of  the  predetermined  bits,  and  a  processor 
that  accesses  the  index  and  processes  a  group  of 
bits  of  the  stream  (e.g.,  a  frame)  in  one  of  a 
plurality  of  different  ways  based  upon  the  index. 
The  processor  thus  need  not  compare  the  entire 
set  of  predetermined  bits  in  order  to  determine  how 
the  group  of  bits  should  be  processed,  but  simply 
accesses  the  index,  which  includes  that  informa- 
tion.  The  comparison  involves  comparison  against 
a  table  of  comparison  values  that  are  provided  to 
the  hardware  comparator,  and  one  of  a  plurality  of 
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offered  services  are  actually  implemented.  In  addi- 
tion  to  communication  between  adjacent  layers, 
there  also  are  control  lines  between  nonadjacent 
layers. 

5  Referring  to  Fig.  2,  bit  stream  filtering  circuit  28 
(an  integrated  circuit)  resides  in  physical  link  mod- 
ules  12  with  LANCE  features  29  (as  described  in 
the  LANCE  specification)  and  serial  interface  adapt- 
er  ("SIA")  31  connected  to  other  nodes  via  an 

w  Ethernet  serial  transmission  line.  Bit  stream  filtering 
circuit  28  filters,  i.e.,  analyzes,  the  incoming  bit 
stream  from  SIA  31  to  generate  an  index  indicating 
how  the  bit  streams  should  be  processed  at  the 
node.  Bit  stream  filtering  circuit  28  has  access  to 

75  random  access  memory  ("RAM")  30,  which  is  also 
accessed  by  upper  layers  and  is  controlled  by  host 
computer  32.  Host  computer  32  implements  upper 
layers  above  physical  link  modules  12.  Physical 
link  modules  12  and  RAM  30  can  thus  be  accessed 

20  and  controlled  by  upper  layers.  As  is  described  in 
the  LANCE  specification,  RAM  30  is  used  to  pro- 
vide  memory  locations  for  plural  transmit  and  re- 
ceive  data  buffers  45  (each  buffer  being  used  to 
store  a  frame,  or  portion  of  a  frame,  that  has  been 

25  received  or  will  be  transmitted)  and  descriptor  stor- 
ages  for  associated  descriptor  entries  47  that  have 
pointers  to  respective  data  buffers  45  and  char- 
acterize  the  data  stored  in  the  respective  buffers 
45.  The  LANCE  descriptor  entries  have  been  ex- 

30  tended  to  include  control  entries  60  (described  in 
Fig.  4)  relating  to  bit  filtering  according  to  the 
invention.  Each  descriptor  entry  potentially  can 
have  a  plurality  of  associated  control  entries  60. 

Referring  to  Fig.  3,  bit  stream  filtering  circuit  28 
35  includes  write-through  ring  buffers  34  for  receiving 

a  stream  of  bits  over  serial  input  line  36.  Ring 
buffer  select  control  is  controlled  by  chip  control 
state  machine  38  to  control  routing  of  the  bit 
stream  to  one  of  three  ring  buffers  34,  which  op- 

40  erate  essentially  as  three  shift  registers  that  are 
each  long  enough  to  hold  an  Ethernet  frame  (1  536 
8-bit  bytes)  The  output  of  ring  buffers  34  is  con- 
nected  to  serial  transmitter  40  (for  transmission  of  a 
serial  bit  stream  to  a  separate  network)  and/or  to 

45  serial-to-parallel  converter  44.  The  data  received 
from  ring  buffers  34  are  provided  by  converter  44 
in  a  parallel  form  for  transfer  through  buffer  decode 
and  control  line  42  to  RAM  30. 

Comparators  52  are  controlled  by  chip  control 
50  state  machine  38.  The  bits  traveling  through  a  ring 

buffer  34  can  be  routed  from  a  location  between 
the  ring  buffer's  input  and  output  to  pass  through 
comparators  52  and  be  returned  to  the  ring  buffer 
34  and  continue  traveling  through  it.  Hardware 

55  comparators  52  compare  predetermined  bits  (i.e.,  a 
field)  with  compare  values  loaded  in  table  entries 
62  in  table  cache  memory  58  and  indicate  the 
results  of  the  compares  to  chip  control  state  ma- 

in  preferred  embodiments  the  index  can  iden- 
tify  transmit  data  to  be  placed  in  a  frame  to  be 
transmitted;  the  transmit  data  are  placed  in  a  frame 
at  a  field  prescribed  by  a  start  location  signal  and  a 
length  signal.  The  index  could  alternatively  identify 
a  data  compression  algorithm. 

Other  advantages  and  features  of  the  invention 
will  be  apparent  from  the  following  description  of  a 
preferred  embodiment  thereof  and  from  the  claims. 
The  particular  details  of  the  example  of  the  pre- 
ferred  embodiment  should  not  be  construed  to  limit 
the  scope  of  this  invention. 

Description  of  the  Preferred  Embodiment 

The  preferred  embodiment  will  now  be  de- 
scribed. 

Drawings 

Fig.  1  is  a  block  diagram  of  a  node  of  a  local 
area  network  employing  bit  stream  filtering  accord- 
ing  to  the  invention. 

Fig.  2  is  a  block  diagram  showing  a  bit 
stream  filtering  circuit  and  related  components  at  a 
node. 

Fig.  3  is  a  block  diagram  showing  the  bit 
stream  filtering  circuit. 

Fig.  4  is.  a  diagram  of  a  control  entry  and  a 
table  entry  used  in  bit  stream  filtering  according  to 
the  invention. 

Fig.  5  is  a  flow  description  of  cache  logic  of 
a  cache  state  machine  of  the  Fig.  3  circuit. 

Fig.  6  is  a  flow  description  of  chip  control 
logic  of  a  chip  control  state  machine  of  the  Fig.  3 
circuit. 

Structure  and  Operation 

Referring  to  Fig.  1  ,  there  is  shown  the  network 
architecture  for  node  1  0  of  a  local  area  network,  as 
described  in  Lauck,  A.G.,  et  al.  "A  Digital  Network 
Architecture  Overview",  Digital  Technical  Journal, 
Number  3,  September,  1986,  pp.  10-24  (which  is 
hereby  incorporated  by  reference).  Node  10  in- 
cludes  physical  link  modules  12,  data  link  modules 
14,  routing  modules  16,  end  communication  mod- 
ules  18,  session  control  modules  20,  network  ap- 
plication  modules  22,  network  management  mod- 
ules  24,  and  user  modules  26.  As  is  described  in 
Tanenbaum,  the  network  is  organized  as  a  series 
of  layers,  each  layer  being  built  on  its  predecessor 
and  offering  certain  services  to  higher  layers  and 
shielding  those  layers  from  the  details  of  how  the 
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entries  60,  they  are  fetched  and  stored  in  table 
cache  memory  58,  as  indicated  in  the  cache  logic 
described  in  Fig.  5. 

Node  1  0  can  receive  both  Ethernet  frames  and 
5  frames  meeting  IEEE  Standard  802.3  ("802.3 

frames").  When  the  frame  is  received  over  input 
line  36,  the  frame  goes  into  one  of  three  ring 
buffers  34  as  determined  by  chip  control  state 
machine  38.  As  indicated  in  the  chip  control  logic 

w  described  in  Fig.  6,  chip  control  state  machine  38 
uses  the  start  bit  and  length  of  the  control  entry  60 
to  identify  start  and  stop  bits  of  the  field  compared 
by  hardware  comparators  52,  which  then  compare 
the  bits  in  the  field  identified  as  the  bits  are  routed 

75  from  a  ring  buffer  34  through  comparators  52.  The 
start  bit  and  length  bit  stored  in  control  entry  60 
are  thus  used  to  generate  a  field  select  control 
signal  to  determine  the  field  of  bits  that  is  com- 
pared.  The  bits  are  compared  with  bits  of  the 

20  comparison  values  of  the  table  entry  62  in  table 
cache  memory  58,  and  a  16-bit  index  is  generated 
by  chip  control  state  machine  38.  For  example,  if 
the  field  being  compared  is  the  48-bit  destination 
Ethernet  address,  the  table  would  include  as  values 

25  the  1  4  48-bit  physical  addresses  that  can  be  asso- 
ciated  with  node  10.  The  index  is  deposited  by 
chip  control  state  machine  38  in  cache  state  ma- 
chine  54,  which  in  turn  places  the  index  in  the 
result  field  in  the  respective  control  entry  60  in 

30  table  cache  memory  58. 
Assuming  the  frame  is  to  be  temporarily  stored 

in  a  data  buffer  45  in  RAM  30  and  used  by  the 
upper  layers  at  the  node,  the  frame,  upon  leaving  a 
ring  buffer  34,  is  passed  through  serial-to-parallel 

35  converter  44  and  buffer  decode  and  control  line  42 
to  the  respective  data  buffer  45  in  RAM  30.  The 
result  (index)  of  the  control  entry  in  table  cache 
memory  58  is  also  placed  in  RAM  30,  •  in  the 
associated  descriptor  entry  47,  which  points  to  the 

40  respective  data  buffer  45.  Synchronization  and 
clocking  of  state  machines  38,  54  are  provided  by 
the  incoming  bit  stream,  as  indicated  by  synch  line 
57. 

If  the  destination  address  does  not  match  up 
45  with  any  of  the  14  addresses  in  the  table,  the  frame 

will  be  handled  as  determined  by  the  state  of  the 
control  field  in  control  entry  60;  e.g.,  the  frame 
could  be  discarded.  At  the  end  of  the  compare,  if 
the  control  field  of  the  control  entry  60  indicates 

so  interrupt,  an  interrupt  is  generated  by  chip  control 
state  machine  54  and  provided  to  host  32.  If  the 
field  replace  entry  of  the  table  entry  62  is  true,  and, 
if  there  is  a  match,  the  index  is  used  to  replace  the 
field  that  was  compared  in  the  frame. 

55  The  special  comparator  52  (designated  "0")  is 
used  to  compare  the  4-byte  field  in  the  incoming 
frame  that  is  used  either  to  indicate  the  length  of 
the  frame  (if  an  802.3  frame)  or  to  identify  protocol 

chine  38.  Chip  control  state  machine  38  includes 
an  index  generator  function  to  generate  a  16  bit 
index  based  on  the  results  of  the  compares.  The 
index  is  stored  in  table  cache  memory  58  in  the 
result  field  (Fig.  4)  of  a  control  entry  60  associated 
with  the  descriptor  entry  47  for  a  data  buffer  45 
assigned  to  an  incoming  frame.  Table  cache  mem- 
ory  58  is  controlled  by  cache  state  machine  54. 
Table  cache  memory  58  and  cache  state  machine 
54  thus  comprise  a  comparison  input  means  to 
provide  a  table  of  comparison  values  to  compara- 
tors  52. 

In  operation,  prior  to  receiving  a  frame  (for 
example,  from  another  node  on  the  local  area  net- 
work)  on  serial  input  line  36,  a  control  entry  60  is 
read  from  RAM  30  into  table  cache  memory  58  via 
buffer  decode  and  control  line  42.  The  control  entry 
(Fig.  4)  includes  "start  bit"  (identifying  the  start 
location  of  the  field  to  be  used  for  the  compare), 
"length"  (indicating  the  length  of  the  field  being 
compared),  2-bit  "control"  (to  control  chip  actions 
after  filtering  has  been  completed:  e.g.,  discard  on 
false  address  comparison,  interrupt  host  when  fin- 
ished),  "table  pointer"  (identifying  a  table  of  com- 
parison  values  to  be  stored  in  table  cache  memory 
58  and  used  in  the  compare),  and  "result"  (storage 
locations  for  receiving  the  16-bit  index).  The  de- 
scriptor  entries  47  (including  their  control  entries 
60)  stored  in  RAM  30  are  determined  by  upper 
layers.  Prior  to  receiving  the  frame,  up  to  three 
tables  of  comparison  values  are  stored  in  table 
cache  memory  58  to  be_  used  by  hardware  com- 
parators  52.  The  table  pointer  is  used  to  fetch  a 
table  stored  in  RAM  30  and  store  it  as  the  table 
entry  62  in  table  cache  memory  58  associated  with 
the  control  entry  60.  The  table  pointer  entry  is  thus 
used  to  generate  a  table  select  control  signal  used 
to  select  the  table  of  comparison  values.  Table 
entries  62  (Fig.  4)  include  14  comparison  values 
(e.g.,  48  bits  if  indicating  Ethernet  address)  to  be 
used  by  comparators  52  designated  1  to  14  in  Fig. 
3,  and  a  further  comparison  value  for  use  by  a 
special  comparator,  discussed  in  detail  below.  As- 
scciated  with  each  comparison  value  are  (Fig.  4)  an 
"enable"  bit  (indicating  whether  the  value  is  to  be 
used;  e.g.,  there  may  be  less  than  14  comparison 
values  in  the  table),  and  a  4-bit  "link  pointer" 
pointing  to  a  further  control  entry  60  to  be  used  in 
a  further  compare  depending  upon  the  results  of  an 
initial  compare.  Up  to  two  link  pointer  entries  can 
be  used  to  identify  two  further  control  entries  60  to 
be  initially  fetched  and  stored  in  table  cache  mem- 
ory  58.  "Output  select"  indicates  where  to  route 
the  frame  depending  on  the  results  of  the  compare. 
"Field  replace"  indicates  whether  the  index  gen- 
erated  should  replace  the  field  compared  in  the  bit 
stream.  If  the  first  table  entry  62  does  include  one 
or  more  table  pointers  identifying  further  control 
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this  case  the  use  of  three  ring  buffers  34  permits 
storage  of  a  later  frame  while  an  earlier  frame  is 
being  serially  transmitted  by  transmitter  40  at  a 
lower  rate  Serial  transmitter  40  can  translate  fields 
as  bits  pass  through  it.  Comparators  52  could  also 
identify  a  special  message  and  generate  an  index 
related  to  management  of  the  network  and  not 
related  to  a  frame  to  be  processed. 

(if  an  Ethernet  frame)  to  determine  if  the  frame  is 
an  Ethernet  frame  or  an  802.3  frame.  If  the  value  is 
less  than  or  equal  to  the  maximum  length  for  an 
802.3  frame,  then  the  frame  is  identified  as  an 
802.3  frame;  if  not,  the  frame  is  assumed  to  be  an 
Ethernet  frame;  by  convention  all  Ethernet  protocol 
identifying  numbers  are  greater  than  the  maximum 
802.3  frame  length.  The  result  of  the  special  com- 
parator  can  thus  be  used  to  select  either  the  sec- 
ond  table  or  third  table  in  table  cache  memory  58 
to  be  used  in  a  further  field  comparison. 

The  initial  index  or  the  special  comparator  out- 
put  thus  might  indicate  that  there  should  be  a 
further  compare  on  a  different  field  using  the  sec- 
ond  or  third  table  stored  in  table  cache  memory  58, 
which  table  and  field  had  been  identified  by  link 
pointers  and  preloaded  Host  32  thus  need  not  be 
interrupted,  and  different  frames  could  be  com- 
pared  in  different  manners  based  upon  the  result  of 
an  initial  compare  without  intervention  by  the  host. 
A  result  (i.e.,  index)  of  an  initial  comparison  can  be 
stored  in  RAM  30  shortly  after  the  initial  compari- 
son  has  been  completed  and  before  a  frame  has 
passed  through  ring  buffers  34  and  into  a  data 
buffer  45.  At  this  time  the  associated  table  entry  62 
and  control  entry  60  are  no  longer  needed  and  can 
be  deleted  from  table  cache  memory  58.  The  next 
comparison  will  use  one  of  the  two  other  table  and 
control  entries  already  stored,  and  the  freed  up 
space  in  table  cache  memory  58  can  be  filled  by  a 
further  table  entry  62  and  control  entry  60  accord- 
ing  to  the  cache  logic  of  Fig.  5.  The  further  control 
entry  60  and  table  entry  62  to  be  loaded  are 
identified  by  an  enabled  link  pointer  in  the  pres- 
ently  used  table  entry  62.  The  results  of  the  further 
comparison  can  also  be  stored  in  a  descriptor  entry 
47  in  RAM  30  and  can  be  used  to  identify  further 
comparisons.  If  necessary  to  do  further  compares, 
the  frame  can  be  fed  back  from  a  ring  buffer  output 
to  a  ring  buffer  input. 

The  upper  layers  of  the  node  shown  in  Fig.  1 
can  access  the  data  stored  in  RAM  30  and  employ 
the  indexes  in  the  descriptor  entry  47  to  assist  in 
and  speed  up  processing.  The  upper  layers  thus 
function  as  a  processor  that  accesses  the  index 
and  processes  bits  in  the  frame  in  at  least  one  of  a 
plurality  of  different  ways  based  on  the  index.  For 
example,  if  the  index  identifies  a  destination  ad- 
dress,  there  is  no  need  to  do  a  48-bit  software 
compare  of  the  field  of  the  destination  address  The 
index  could  also  identify  a  protocol  which  would  be 
used  by  one  of  the  upper  layers  in  processing  the 
data  stored  in  the  data  buffer.  The  index  could  also 
identify  a  data  compression  algorithm,  and  an  up- 
per  layer  would  expand  the  data  according  to  the 
algorithm  identified.  The  index  could  also  indicate 
that  the  frame  is  to  be  transmitted  via  serial  trans- 
mitter  40,  acting  as  a  bridge,  to  another  network.  In 

10 
Other  Embodiments 

Other  embodiments  of  the  invention  are  within 
75  the  scope  of  the  following  claims.  For  example,  the 

comparison  values  could  be  generated  by  other 
means,  the  indexes  could  be  used  to  process  the 
bits  in  other  ways,  and  the  comparator  output  could 
be  the  index,  in  which  case  the  comparator  would 

20  also  be  functioning  as  an  index  generator. 
Also,  a  hardware  comparator  could  be  used  to 

process  source  data  bits  from  upper  layers  before 
transmitting  them.  The  comparator  compares  pre- 
determined  bits  of  the  source  data  bits  and  gen- 

25  erates  an  index  used  by  a  processor  to  modify  the 
source  data  bits  before  transmitting  them  as  a 
stream  of  data  bits.  E.g.,  the  index  can  identify 
transmit  data  to  be  placed  in  a  frame  to  be  trans- 
mitted;  the  transmit  data  are  placed  in  a  frame  at  a 

30  field  prescribed  by  a  start  location  and  a  length 
signal.  The  index  could  alternatively  identify  a  data 
compression  algorithm. 

35  Claims 

1.  Apparatus  for  processing  a  stream  of  bits 
comprising 
a  hardware  comparator  that  compares  first  pre- 

40  determined  bits  of  said  stream, 
comparison  input  means  to  provide  a  table  of  com- 
parison  values  to  said  hardware  comparator  for 
comparison  with  said  predetermined  bits  of  said 
stream, 

45  said  comparison  input  means  being  programmable 
to  provide  one  of  a  plurality  of  different  tables  in 
response  to  a  table  select  control  signal, 
an  index  generator  in  communication  with  said 
comparator  for  generating  an  index  based  on  the 

so  states  of  said  predetermined  bits,  and 
a  processor  for  accessing  said  index  and  process- 
ing  a  group  of  said  bits  in  at  least  one  of  a  plurality 
of  different  ways  based  on  said  index. 

2.  The  apparatus  of  claim  1  further  comprising 
55  data  buffers  connected  to  receive  and  store  por- 

tions  of  said  bit  stream,  said  processor  being  con- 
nected  to  access  said  data  buffers. 
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entry  identifying  a  further  table  entry  including 
comparison  values  to  be  stored  in  said  table  mem- 
ory. 

19.  The  apparatus  of  claim  9  wherein  said 
5  comparison  input  means  also  comprises  a  memory 

state  machine  for  loading  table  entries  containing 
comparison  values  in  said  table  memory  and  for 
providing  said  comparison  values  in  said  table 
memory  to  said  comparator 

w  20.  The  apparatus  of  claim  10,  17,  or  18 
wherein  said  comparison  input  means  also  com- 
prises  a  memory  state  machine  for  loading  said 
entries  in  said  table  memory,  for  providing  com- 
parison  values  in  said  table  memory  to  said  com- 

75  parator,  and  for  deleting  said  entries  after  compari- 
sons  have  been  made  and  loading  further  entries  in 
said  table  memory. 

21.  The  apparatus  of  claim  19  wherein  said 
index  generator  comprises  a  chip  control  state  ma- 

20  chine  that  generates  said  index  and  controls  opera- 
tion  of  said  comparators. 

22.  The  apparatus  of  claim  1  wherein  said 
predetermined  bits  comprise  a  destination  address 
of  an  intended  recipient  of  said  group  of  bits,  and 

25  said  processor  comprises  means  responsive  to 
said  index  for  transmitting  said  group  of  bits  to  said 
intended  recipient. 

23.  The  apparatus  of  claim  1  wherein  predeter- 
mined  bits  identify  a  protocol,  and  said  processor 

30  comprises  means  responsive  to  said  index  for  pro- 
cessing  said  group  of  bits  according  to  said  pro- 
tocol. 

24.  The  apparatus  of  claim  1  wherein  said 
predetermined  bits  identify  a  data  compression  al- 

35  gorithm,  and  said  processor  comprises  means  re- 
sponsive  to  said  index  for  expanding  said  group  of 
bits  according  to  said  algorithm. 

25.  The  apparatus  of  claim  1  wherein  said 
hardware  comparator  compares  second  predeter- 

40  mined  bits  of  said  stream  that  indicate  a  special 
message  related  to  management  of  said  processor, 
and  wherein  said  processor  comprises  means  for 
acting  on  said  special  message  in  response  to  it. 

26.  The  apparatus  of  claim  1  wherein  said 
45  processor  comprises  a  bridge  having  at  least  one 

port  to  a  different  network,  and  said  index  identifies 
a  said  port. 

27.  The  apparatus  of  claim  26  wherein  said 
processor  comprises  means  for  translating  fields  of 

so  said  group  in  one  network's  protocol  into  another 
network's  protocol. 

28.  The  apparatus  of  claim  1  further  comprising 
ring  buffers  for  temporarily  storing  bits  of  said  bit 
stream  while  said  index  is  being  generated 

55  29.  The  apparatus  of  claim  1  further  comprising 
means  to  provide  an  interrupt  signal  to  said  pro- 
cessing  means  upon  completion  of  comparing  said 
predetermined  bits. 

3.  The  apparatus  of  claim  2  further  comprising 
descriptor  storages  associated  with  respective  said 
data  buffers  for  storing  descriptor  entries  relating  to 
data  stored  in  said  data  buffers. 

4.  The  apparatus  of  claim  3  wherein  a  said 
descriptor  storage  is  connected  to  receive  and 
store  said  index. 

5.  The  apparatus  of  claim  1  wherein  said  com- 
parator  is  programmable  to  compare  different  said 
predetermined  bits  of  said  bit  stream  in  response 
to  a  field  select  control  signal. 

6.  The  apparatus  of  claim  5  wherein  said  field 
select  control  signal  comprises  a  start  location  sig- 
nal  indicating  the  start  bit  of  the  field  to  be  used  for 
the  compare,  and  a  length  signal  indicating  the 
length  of  the  bit  field  to  be  used  for  the  compare. 

7.  The  apparatus  of  claim  5  wherein  said  pro- 
cessor  comprises  means  for  providing  said  field 
select  control  signal. 

8.  The  apparatus  of  claim  1  wherein  said  com- 
parison  input  means  is  programmable  to  provide  a 
different  said  table  in  response  to  a  value  gen- 
erated  as  the  result  of  an  initial  comparison  of 
predetermined  bits  of  said  stream  of  bits. 

9.  The  apparatus  of  claim  1  wherein  said  com- 
parison  input  means  comprises  a  table  memory  in 
which  tables  of  compariscn  values  are  stored. 

10.  The  apparatus  of  claim  9  wherein  said  table 
memory  also  stores  a  control  entry  identifying  a 
table  entry  including  a  table  of  comparison  values 
to  be  stored  in  said  table  memory.  < 

1  1  .  The  apparatus  of  claim  9  wherein  an  entry 
identifying  the  predetermined  bits  to  be  compared 
is  also  stored  in  said  table  memory. 

12.  The  apparatus  of  claim  9  wherein  an  entry 
indicating  whether  said  group  of  bits  should  be 
discarded  based  upon  the  results  of  said  compare 
is  also  stored  in  said  table  memory. 

13.  The  apparatus  of  claim  9  wherein  an  entry 
indicating  whether  an  interrupt  should  be  generated 
based  upon  the  results  of  said  compare  is  also 
stored  in  said  table  memory. 

14.  The  apparatus  of  claim  9  wherein  an  entry 
identifying  a  further  table  of  comparison  values  is 
also  stored  in  said  table  memory. 

15.  The  apparatus  of  claim  9  wherein  an  entry 
identifying  whether  an  index  should  replace  said 
predetermined  bits  in  said  bit  stream  is  stored  in 
said  table  memory. 

16.  The  apparatus  of  claim  9  wherein  an  entry 
identifying  where  the  group  of  bits  should  be  rout- 
ed  is  stored  in  said  table  memory. 

17.  The  apparatus  of  claim,  10  wherein  said 
control  entry  also  identifies  the  predetermined  bits 
to  be  compared. 

18.  The  apparatus  of  claim  10  wherein  said 
table  entry  also  identifies  a  further  control  entry  to 
be  stored  in  said  table  memory,  said  further  control 
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40.  The  circuit  of  claim  38  wherein  said  com- 
parison  input  means  also  comprises  a  memory 
state  machine  for  loading  said  entries  in  said  table 
memory  and  for  providing  comparison  values  in 
said  table  memory  to  said  comparators. 

41.  The  circuit  of  claim  38  or  39  wherein  said 
comparison  input  means  also  comprises  a  memory 
state  machine  for  loading  said  entries  in  said  table 
memory,  for  providing  comparison  values  in  said 
table  memory  to  said  comparators,  and  for  deleting 
said  entries  after  comparisons  have  been  made 
and  loading  further  entries  in  said  table  memory. 

42.  A  method  of  processing  a  stream  of  bits 
comprising 
providing  a  table  of  comparison  values  to  a  hard- 
ware  comparator  for  comparison  with  predeter- 
mined  bits  of  said  stream, 
the  table  being  provided  depending  on  a  table 
select  control  signal, 
comparing  first  predetermined  bits  of  said  stream 
using  a  hardware  comparator, 
generating  an  index  based  on  the  states  of  said 
predetermined  bits,  and 
accessing  said  index  and  processing  a  group  of 
said  bits  in  at  least  one  of  a  plurality  of  different 
ways  based  on  said  index. 

30.  The  apparatus  of  claim  1  wherein  said 
apparatus  comprises  a  node  of  a  local  area  net- 
work. 

31.  The  apparatus  of  claim  1  wherein  said 
stream  of  bits  comprises  Ethernet  frames. 

32.  The  apparatus  of  claim  1  wherein  said 
stream  of  bits  comprises  Ethernet  frames  and  IEEE 
802.3  frames,  and  said  index  identifies  whether 
said  group  of  bits  is  an  Ethernet  frame  or  an  IEEE 
802.3  frame. 

33.  Apparatus  for  processing  source  data  bits 
for  transmitting  comprising 
a  hardware  comparator  that  compares  predeter- 
mined  bits  of  said  source  data  bits, 
an  index  generator  that  generates  an  index  based 
on  the  states  of  said  predetermined  bits,  and 
a  processor  for  accessing  said  index  and  modifying 
said  source  data  bits  in  one  of  a  plurality  of  dif- 
ferent  ways  prior  to  converting  said  source  data 
bits  to  a  stream  of  bits  to  be  transmitted 

34.  The  apparatus  of  claim  33  wherein  said 
index  identifies  transmit  data  to  be  placed  in  a 
frame  to  be  transmitted. 

35.  The  apparatus  of  claim  34  wherein  said 
transmit  data  is  placed  in  said  frame  at  a  field 
prescribed  by  a  start  location  signal  and  a  field 
select  aperture  signal. 

36.  A  circuit  for  filtering  a  stream  of  bits  com- 
prising  ' 
a  hardware  comparator  that  compares  first  pre- 
determined  bits  of  said  stream, 
comparison  input  means  to  provide  a  table  of  com- 
parison  values  to  said  hardware  comparator  for 
comparison  with  said  predetermined  bits  of  said 
stream, 
said  comparison  input  means  being  programmable 
to  provide  one  of  a  plurality  of  different  tables  in 
response  to  a  table  select  control  signal,  and 
an  index  generator  for  generating  an  index  based 
on  the  states  of  said  predetermined  bits, 
said  index  indicating  one  of  a  plurality  of  different 
ways  that  said  group  of  bits  is  to  be  processed. 

37.  The  circuit  of  claim  36  wherein  said  com- 
parator  is  programmable  to  compare  different  said 
predetermined  bits  of  said  bit  stream  in  response 
to  a  field  select  control  signal. 

38.  The  circuit  of  claim  36  wherein  said  com- 
parison  input  means  comprises  a  table  memory  in 
which  table  entries  including  said  comparison  val- 
ues  are  stored. 

39.  The  circuit  of  claim  38  wherein  said  table 
memory  also  stores  a  control  entry  identifying  a 
table  entry  including  a  table  of  comparison  values 
to  be  stored  in  said  table  memory. 
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