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©  Method  of  operating  a  multiprocessor  system  employing  a  shared  virtual  memory. 

©  A  method  for  maintaining  the  overall  system  Identical  operating  systei 
availability  of  a  multi-processor  data  processing  sys-  stored  in  each  processor 
tern  in  the  event  of  a  failure  at  one  of  a  plurality  of  results  of  certain  identifie 
independent  failure  points.  The  system  includes  a  tions  which  have  affecte 
plurality  of  virtual  memory  type  processor  units,  succeeding  processing  o 
each  of  which  includes  an  interactive  terminal,  and  a  sure  that  either  identical  i 
main  memory  which  is  connected  to  a  secondary  occurs.  The  arrangement 
storage  device  which  is  also  shared  by  the  main  that  might  have  occurred 

{^memory  of  one  of  the  other  processor  units.  The  the  data  structure  prior 
^main  memories  of  the  two  units  are  also  intercon-  transaction  is  returned  tc 

nected  to  provide  a  shared  virtual  memory  system.  the  transaction  to  be  ret 
—  Both  processor  units  employ  the  same  operating  the  failure  can  be  bypassi 
O  system  and  share  the  same  virtual  address  space  for  ,  , 

storing  information.  The  interactive  terminal  of  each  [~~  —  l__ 
{^processor  unit  is  connected  to  the  other  processor 
CO  unit.  Failure  points  include  the  terminals,  the  proces-  Zl  —  
Qsor  units,  the  communication  links,  and  the  various  I  
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software  components  that  are  employed  by  the  sys-  { 

ftrtem.  System  availability  is  maintained  by  managing  i  —  '"T" 
the  storage  of  selected  information  at  pre-estab-  1"°  l  h*1 
lished  precise  points  in  the  processing  operation. 
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Identical  operating  system  data  structures  that  are 
stored  in  each  processor  unit  are  updated  with  the 
results  of  certain  identified  data  processing  transac- 
tions  which  have  affected  information  required  for 
succeeding  processing  operations  in  manner  to  in- 
sure  that  either  identical  updates  occur  or  no  update 
occurs.  The  arrangement  ensures  that  any  changes 
that  might  have  occurred  in  the  information  stored  in 
the  data  structure  prior  to  the  end  of  an  aborted 
transaction  is  returned  to  the  initial  state  to  permit 
the  transaction  to  be  retried  whenever  the  path  of 
the  failure  can  be  bypassed. 
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A  METHOD  OF  OPERATING  A  MULTIPROCESSOR  SYSTEM  EMPLOYING  SHARED  VERTICAL  MEMORY 

This  invention  relates  in  general  to  virtual 
memory  data  processing  systems  comprising  a 
plurality  of  similar  interconnected  data  processing 
units  which  share  the  same  virtual  memory  ad- 
dressing  space,  and  in  particular  to  a  method  for 
managing  the  shared  virtual  memory  to  minimize 
loss  of  data  or  data  consistency  as  the  result  of  the 
failure  of  any  single  component  of  the  configura- 
tion. 

The  prior  art  has  disclosed  a  number  of  virtual 
memory  data  processing  systems  which  employ  a 
singie  standalone  Central  Processing  Unit  (CPU). 
These  systems  generally  employ  a  main  memory 
having  a  plurality  of  individually  addressable  stor- 
age  locations,  each  of  which  stores  one  byte  of 
data  and  a  secondary  storage  device  such  as  a 
Disk  File  which  includes  a  plurality  of  block  addres- 
sable  storage  locations,  each  of  which  stores  a 
block  of  data.  For  discussions  purposes  it  is  conve- 
nient  to  assume  that  each  block  address  of  the  disk 
file  stores  a  page  of  data  comprising  for  example 
2K  (2048)  bytes  of  data.  The  virtual  memory  con- 
cept  involves  what  is  sometimes  referred  to  as  a 
single-level  store.  In  a  single-level  store,  the  maxi- 
mum  address  range  of  the  system  is  generally 
much  larger  than  the  real  capacity  of  the  main 
memory.  The  main  memory  is  made  to  appear 
much  larger  by  the  use  of  a  paging  mechanism 
and  a  secondary  storage  device  which  cooperate  to 
keep  the  data  required  by  the  application  program 
in  mam  memory.  The  function  of  the  paging 
mechanism  is  to  transfer  a  page  of  data  from  the 
disk  file  to  main  memory  whenever  a  page,  which 
is  addressed  by  the  application  program,  is  not  in 
main  memory.  This  is  called  a  page  fault.  Transfer- 
ring  the  page  of  data  from  the  disk  file  to  main 
memory  is  called  page  fault  handling. 

The  prior  art  has  also  disclosed  a  number  of 
multi-processor  system  configurations  that  are  em- 
ployed  to  obtain  increased  data  processing  power. 
A  multi-processor  system  configuration  may  be 
thought  of  as  a  plurality  of  processing  units  sharing 
a  logical  communication  channel.  The  logical  com- 
munication  channel  may  take  the  form  of  memory 
shared  among  the  processing  units  into  which  mes- 
sages  from  one  processing  unit  to  another  process- 
ing  unit  may  be  placed.  Additionally,  the  logical 
communication  channel  may  take  the  form  of  a 
communication  network  through  which  messages 
from  one  processing  unit  to  another  processing  unit 
may  travel. 

in  some  prior  art  multi-processor  system  con- 
figurations,  referred  to  as  tightly-coupled  multi-pro- 
cessor  configurations,  the  processing  units  in  the 

configuration  share  some  amount  of  memory  which 
any  of  the  processing  units  in  the  configuration 
may  access,  and  each  processing  unit  has  some 
amount  of  private  memory  which  only  it  and  no 

5  other  processing  unit  may  access. 
Computing  systems  arranged  in  a  tightly-coup- 

led  multi-processor  configuration  have  the  benefit 
of  rapid  communication  via  shared  memory  and 
may  also  exploit  the  shared  memory  as  a  disk 

to  cache.  A  page  fault  may  occur  when  an  application 
program  executing  on  one  of  the  processing  units 
in  a  tightly-coupled  multi-processor  configuration 
addresses  a  page  of  data  that  is  not  in  main 
memory.  During  page  fault  handling,  the  appro- 

is  priate  secondary  storage  device  connected  to  the 
configuration  is  commanded  to  place  the  appro- 
priate  page  of  data  into  the  shared  memory.  Once 
the  page  of  data  has  been  placed  in  the  shared 
memory  it  may  be  addressed  by  any  of  the  pro- 

20  cessing  units  in  the  configuration. 
If  the  plurality  of  processing  units  in  a  multi- 

processor  configuration  are  working  on  a  common 
problem,  it  is  normal  for  the  data  they  access  to  be 
accessed  in  such  a  way  as  to  experience  "locality 

25  of  reference".  The  term  locality  of  reference  is 
used  when  there  is  some  non-zero  probability  that 
a  page  of  data  retrieved  from  secondary  storage 
and  placed  in  shared  memory  to  satisfy  a  page 
fault  resulting  from  an  access  to  virtual  memory  by 

30  an  application  program  executing  on  one  process- 
ing  unit  in  the  configuration,  will  also  be  accessed 
by  another  application  program,  executing  on  an- 
other  processing  unit  in  the  configuration  before 
the  page  frame  in  shared  memory  holding  that 

35  page  of  data  has  been  re-used  by  the  configuration 
to  hold  another  page  of  data.  If  such  an  access  by 
another  application  program  executing  on  another 
processing  unit  in  the  configuration  occurs,  the 
configuration  may  avoid  a  disk  access  by  satisfying 

40  the  page  fault  with  that  page  of  data  already  in 
shared  memory. 

A  practical  limit  however  is  reached  for  tightly- 
coupled  multi-processor  configurations  when  the 
contention  for  access  to  shared  memory  among 

45  the  processing  units  in  the  configuration  exceeds 
the  benefit  provided  by  the  shared  memory  when 
used  as  a  disk  cache.  For  instance,  one  processing 
unit  in  the  configuration  may  attempt  to  change  the 
contents  of  a  page  of  data  while  another  process- 

50  ing  unit  is  attempting  to  examine  the  contents  of 
the  same  page  of  data.  Some  mechanism  must 
normally  be  provided  by  the  configuration  to  lock 
out  one  of  the  processing  units  in  favour  of  the 
other  so  that  the  two  processing  units  see  a  consis- 
tent  view  of  the  data.  Various  methods  exist  in  the 
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prior  art  to  enforce  a  consistent  view  of  data  upon 
the  processing  units  in  a  tightly-coupled  multi-pro- 
cessor  configuration.  These  methods  involve  idling 
one  of  the  processing  units  in  the  configuration 
until  the  other  processing  unit  has  completed  its 
access  to  shared  memory.  The  processing  unit  that 
has  been  idled  cannot  be  idle  and  also  perform 
useful  work;  thus,  contention  for  access  to  shared 
memory  inevitably  results  in  some  loss  of  process- 
ing  power  for  the  configuration  when  considered  as 
a  whole.  For  these  reasons,  the  number  of  process- 
ing  units  in  a  single  tightly-coupled  multi-processor 
configuration  rarely  exceeds  six. 

In  some  other  prior  art  multi-processor  system 
configurations  referred  to  as  closely-coupled  multi- 
processor  configurations,  the  plurality  of  processing 
units  are  connected  via  a  communications  network 
and  each  processing  unit  may  access  its  own 
memory  directly  and  no  other  processing  unit  has 
access  to  that  memory.  The  processing  units  in  a 
closely-coupled  multi-processor  configuration  may 
share  data  by  sending  messages  via  the  commu- 
nications  network  to  other  processing  units  within 
the  configuration.  A  variation  on  the  closely-coup- 
led  multi-processor  configuration  distinguishes  one 
of  the  processing  units  in  the  configuration  as  a 
shared  memory  processing  unit.  The  main  memory 
attached  to  the  shared  memory  processing  unit  is 
used  as  a  disk  cache  managed  by  the  shared 
memory  processing  unit.  The  shared  memory  pro- 
cessing  unit  is  assigned  the  function  of  controlling 
which  of  the  other  processing  units  can  have  ac- 
cess  to  what  area  of  the  shared  memory  at  what 
time  and  under  what  configurations.  When  the 
shared  memory  is  a  virtual  memory  involving  a  fast 
main  memory  and  a  relatively  slow  secondary  stor- 
age  device,  the  size  of  the  main  memory  which  is 
required  to  obtain  a  respectable  hit  ratio  is  directly 
related  to  the  total  number  of  instructions  that  are 
being  executed  by  the  multi-processor  configura- 
tion  per  second.  Individual  processing  units  are 
sometimes  rated  in  Millions  of  Instructions  Per  Sec- 
onds  (MIPS).  If  two  4  MIPS  processing  units  and  a 
third  shared  memory  processing  unit  are  employed 
in  a  closely-coupled  multi-processor  configuration, 
the  main  memory  associated  with  the  configuration 
must  have  approximately  80  megabytes  of  byte 
addressable  memory  to  obtain  a  respectable  hit 
ratio.  The  rule  of  thumb  that  is  used  is  that  10 
megabytes  of  byte  addressable  main  memory  per 
MIPS  is  required  to  obtain  an  85  percent  hit  ratio  in 
the  shared  memory.  Therefore,  if  another  4  MIPS 
processing  unit  is  added  to  the  multi-processor 
configuration,  another  40  megabytes  ■  of  byte  ad- 
dressable  memory  should  be  added  to  the  main 
memory  of  the  shared  memory  processing  unit  to 
maintain  the  85  percent  hit  ratio.  A  practical  limit 
however  is  reached  in  the  number  of  processing 

units  that  can  be  added  to  the  configuration  before 
the  cost  parameters  and  performance  reach  the 
point  of  diminishing  returns. 

More  recently,  stand  alone  personal  computers 
5  or  stand  alone  engineering  work  stations  have  been 

configured  into  a  local  area  network.  In  such  an 
arrangement,  which  is  called'  a  loosely-coupled 
multiprocessor  configuration  or  a  distributed  sys- 
tem  configuration  or  a  cluster  configuration,  any 

to  work  station  can  communicate  with  another  work 
station  employing  standard  communication  proto- 
cols.  The  motivation  that  exists  for  establishing  the 
cluster  configuration  is  not  necessarily  more  data 
processing  power,  but  simply  one  of  the  conve- 

75  nience  of  exchanging  information  electronically. 
However,  it  has  been  found  in  some  situations  that 
the  individual  work  stations  are  running  the  same 
operating  system  and  at  times  run  the  same  ap- 
plication  programs.  A  paper  entitled  "Memory  Co- 

20  herence  in  Shared  Virtual  Storage  Systems" 
authoured  by  Kai  Li  and  Paul  Hudak  and  presented 
at  the  5th  Annual  Association  for  Computing  Ma- 
chinery  Symposium  on  Principles  of  Distributed 
Computing  1986,  discloses  a  plurality  of  virtual 

25  memory  data  processing  units  interconnected  in  a 
cluster  configuration.  In  this  arrangement  all  units 
have  the  same  operating  system  and  address  the 
same  virtual  address  space.  Each  unit  is  the  owner 
of  a  different  set  of  files  which  is  stored  in  that 

30  owner's  memory  system.  A  non-owner  running  an 
application  program  obtains  access  to  the  other 
unit's  memory  system  through  a  suitable  commu- 
nication  link,  which  causes  requests  to  the  file 
owner  for  virtual  pages  of  data  which  are  then 

35  returned  to  the  requester.  Each  unit  of  the  cluster 
configuration  therefore  shares  the  set  of  files  in  its 
virtual  memory  system  with  the  other  units  in  the 
configuration.  Page  faults  resulting  from  requests 
are  serviced  by  the  file  owner.  If  the  request  is 

40  local,  that  is  from  the  owner,  the  requested  page  is 
transferred  from  the  owner's  secondary  storage 
directly  to  the  owner's  main  memory.  If  the  request 
is  from  a  remote  unit,  the  page  is  transferred  from 
the  owner's  secondary  storage  to  the  requester's 

45  main  memory  through  the  communication  link.  A 
system  protocol  is  established  to  control  what  hap- 
pens  to  pages  of  data  after  the  requesting  unit  is 
finished  with  them.  This  protocol  addresses  such 
issues  as,  when  to  return  a  page  to  the  owner,  how 

so  to  manage  concurrent  requests  for  the  same  page 
if  one  unit  wants  to  write  to  that  page  while  other 
units  want  to  read  from  that  page,  and  various 
other  situations  that  are  common  to  functions  that 
share  stored  data. 

55  The  sharing  by  each  processing  unit  of  its 
virtual  memory  with  other  processing  units  in  the 
cluster  has  some  potential  advantages  in  that  the 
size  or  capacity  of  the  secondary  storage  devices 
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can  be  reduced  since  the  total  number  of  files 
available  to  the  cluster  is  spread  out  among  a 
number  of  secondary  storage  devices.  This  would 
permit  the  use  of  devices  with  faster  access  times 
and/or  lower  cost.  A  potential  disadvantage  is  that 
concurrent  requests  from  a  number  of  different 
units  to  an  owning  unit  will  each  result  in  a  number 
of  disk  accesses  to  occur  in  sequence.  While  the 
requests  are  generally  serviced  in  an  overlapped 
manner,  a  disk  access  is  a  relatively  time  consum- 
ing  operation  for  the  unit  and  could  severely  impact 
the  performance  of  the  owning  unit  which  is  per- 
haps  executing  an  unrelated  application  program 
that  is  competing  for  the  services  of  the  secondary 
storage  device. 

Loosely  coupled  multiprocessor  configurations 
disclosed  in  the  prior  art  have  traditionally  been 
architected  around  a  message  passing  model  in 
which  individual  kernels  running  on  separate  pro- 
cessing  units  send  messages  containing  requests 
for  service  to  other  processing  units  within  the 
configuration  that  manage  configuration-wide 
shared  resources.  Reliance  on  a  message  passing 
model  has  undoubtedly  occurred  because  mes- 
sage  passing  corresponds  naturally  to  the  under- 
lying  communications  connections  among  the  pro- 
cessing  units,  which  is  generally  believed  to  com- 
pose  the  primary  performance  bottleneck  in  a 
loosely  coupled  configuration;  however,  message 
passing  as  a  model  for  system  coupling  has  sev- 
eral  drawbacks. 

The  difficulty  of  directly  sharing  complex  data 
structures  (e.g.  control  blocks  containing  pointers) 
among  processors  in  message  passing  systems  is 
well  known. 

The  difficulty  of  sharing  complex  data  struc- 
tures  given  a  message-passing  model  is  discussed 
in  a  paper  entitled  "A  Value  Transmission  Method 
For  Abstract  Data  Types"  by  M.  Herlihy  and  B. 
Liskov  and  published  in  the  ACM  Transactions  on 
Programming  Languages  and  Systems,  Vol.  4,  No. 
4  in  October  of  1982.  This  subject  is  further  dis- 
cussed  in  a  doctoral  thesis  entitled  "Remote  Proce- 
dure  Caii".  by  B.  Nelson,  and  published  by  Carne- 
gie  Mellon  University  in  May  of  1981. 

In  order  to  share  a  list  of  elements  between 
two  components  of  an  operating  system  executing 
on  separate  processing  units  within  a  multiproces- 
sor  configuration,  which  is  itself  a  relatively  com- 
mon  requirement,  the  elements  have  to  be  packed 
into  a  format  suitable  for  transmission  at  the  send- 
ing  component,  transmitted  from  the  sending  com- 
ponent  to  the  receiving  component,  then  unpacked 
at  the  receiving  component.  This  sequence  of  op- 
erations  is  inefficient  both  in  processor  utilization 
and  in  communication  channel  utilization. 

More  important,  this  sequence  of  operations  is 
complex  and  unwieldy.  The  primary  drawback  of 

message  passing  is  that  it  forces  both  the  sending 
and  receiving  components  into  awkward  and  com- 
plex  architectures  that  tend  to  be  costly  and  dif- 
ficult  to  implement,  debug,  augment,  and  maintain. 

5  Since  the  kernel  of  a  typical  general  purpose  op- 
erating  system  tends  to  be  composed  of  many 
interacting  components,  the  implications  of  ar- 
chitecting  the  operating  system  of  a  multiprocessor 
configuration  around  a  message  passing  model 

io  tend  to  be  enormous. 
Operating  systems  disclosed  in  the  prior  art  for 

tightly-coupled  multiprocessor  configurations  have 
not  traditionally  been  architected  around  a  mes- 
sage  passing  model;  rather,  the  processing  units  in 

15  the  configuration  share  some  amount  of  main 
memory,  their  kernels  share  complex  data  struc- 
tures  in  the  shared  memory,  and  pass  among 
themselves  only  pointers  to  these  objects.  It  is 
clear  that  operating  systems  developed  for  un- 

20  iprocessors  have,  with  some  modification  in  the 
areas  of  serialization  and  cache  consistency,  been 
modified  rather  than  rewritten  to  execute  efficiently 
on  tightly  coupled  multiprocessor  configurations.  It 
would  be  unusual  and  difficult  to  modify  an  operat- 

25  ing  system  constructed  around  a  message  passing 
model  to  execute  on  a  tightly  coupled  multiproces- 
sor  configuration.  This  tends  to  validate  the  as- 
sumption  that  general  purpose  operating  systems 
fit  more  naturally  into  a  shared  storage  model  than 

30  •  a  message  passing  one. 
The  IBM  RT  PC  virtual  memory  management 

hardware  provides  the  capability  of  implementing 
an  efficient  shared  virtual  memory.  The  IBM  AIX 
operating  system  is  implemented  around  the 

35  shared  virtual  memory.  The  virtual  memory  man- 
ager  is  of  necessity  constructed  around  a  message 
passing  model.  All  higher  levels  of  the  AIX  operat- 
ing  system,  including  the  file  system  and  inter- 
process  communication,  are  constructed  around  a 

40  shared  memory  model  provided  by  the  virtual 
memory  manager.  The  shared  memory  architec- 
tural  model  will  allow  the  individual  components  of 
the  AIX  operating  system  to  be  implemented  in 
such  a  way  as  to  trade  some  small  amount  of 

45  performance  for  simplicity,  which,  in  turn,  is  the 
source  of  many  other  benefits. 

An  operating  system  maintains  data  in  its 
memory  that  represents  its  current  state,  this  data 
is  volatile  in  the  sense  that  it  does  not  have  to 

so  survive  system  restart.  It  is  desirable  to  update  this 
data  using  atomic  transactions,  so  that  it  is  never  in 
an  inconsistent  state.  An  example  of  such  data  is 
the  system'  directory  which  relates  files  to  their 
current  locations.  This  directory  is  built  up  from 

55  information  on  disk  as  the  system  runs.  While 
updates  to  it  are  being  made,  or  if  an  update  fails, 
the  interim  value  of  the  information  should  not  be 
available. 

4 
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A  transaction  is  a  unit  of  work  performed  by  an 
application  program  that  may  access  (reference 
and/or  update)  data  stored  in  virtual  memory  that  is 
shared  among  the  processing  units  in  a  cluster 
configuration.  A  transaction  runs  under  the  thread 
of  execution  of  a  single  process  running  a  single 
application  program  on  a  single  processing  unit  in 
the  configuration. 

A  transaction  executing  on  a  given  processing 
unit  may  access  data  accessible  to  other  transac- 
tions  executing  on  the  same  processing  unit.  A 
plurality  of  transactions  concurrently  executing  on 
the  same  processing  unit  might  never  actually  ac- 
cess  the  same  data  at  the  same  time,  since  most 
conventional  processing  units  can  execute  only  a 
single  stream  or  thread  of  instructions;  neverthe- 
less,  it  is  a  usefully  abstraction  to  assume  that  the 
transactions  are  executing  concurrently  and  are 
accessing  data  stored  in  virtual  memory  that  is 
shared  among  the  processing  units  in  a  cluster 
configuration. 

Since  multiple  concurrent  transactions  may  (at 
least  virtually)  access  shared  data,  it  is  possible 
that  they  might  update  data  in  a  way  that  would 
place  it  in  some  state  that  would  be  impossible  to 
achieve  if  the  transactions  had  been  executed  seri- 
ally  (in  any  order)  on  the  same  data.  This  is  an 
undesirable  condition,  since  the  semantics  of  the 
multiple  concurrent  transactions  may  be  timing- 
dependent,  and  therefore  difficulty  to  predict.  It  is 
desirable  to  ensure  that  shared  data  always  ap- 
pears  to  be  in  a  state  which  could  only  have  been 
achieved  had  the  multiple  concurrent  transactions 
executed  in  some  serial  order.  This  property  is 
called  serializability.  The  art  of  coordinating  concur- 
rent  access  to  shared  data  by  multiple  transactions 
in  such  a  way  as  to  ensure  serializability  is  called 
concurrency  control. 

It  is  desirable  to  control  concurrency  in  such  a 
way  as  to  provide  for  efficient  use  of  the  resources 
of  a  processing  unit.  A  simple  way  to  ensure 
serializability  is  to  execute  the  transactions  serially 
(in  some  order).  This  is  inefficient,  since  a  transac- 
tion  may  require  access  to  resource  that  is  not 
immediately  available,  such  as  a  virtual  memory 
page  that  might  not  be.  in  main  memory  at  that 
time.  In  this  case,  the  processing  unit  would  have 
to  remain  idle  until  the  resource  became  available, 
since  no  other  transaction  would  be  allowed  to 
begin  executing  until  the  transaction  in  progress 
completed.  There  are  other  reasons  that  this  ap- 
proach  to  concurrency  control  is  undesirable,  which 
we  shall  not  detail  here.  Typically,  it  is  desirable  to 
dispatch  one  or  more  of  the  other  concurrent  trans- 
actions  that  can  continue  useful  work  until  the 
resource  becomes  available.  Because  the  resource 
may  become  available  at  a  time  not  easily  predict- 
able  by  the  transaction  dispatcher,  a  suitable  con- 

currency  control  algorithm  is  often  used  to  ensure 
serializability  of  the  concurrently  executing  transac- 
tions. 

One  approach  to  concurrency  control  is  to  lock 
5  shared  data  accessed  by  a  transaction,  and  pre- 

vent  other  concurrent  transactions  from  locking  the 
same  data  in  a  way  that  would  lead  to  conflict.  This 
approach  usually  allows  for  two  types  of  lock  to  be 
granted  by  an  abstract  entity  called  a  lock  man- 

10  ager:  read-locks  and  write-locks,  which  indicate 
whether  a  transaction  has  the  right  to  read  or  read- 
and-write,  respectively,  the  data  that  the  lock  pro- 
tects. 

Conflict  occurs  when  a  transaction  is  holding  a 
75  read-lock  protecting  some  shared  data  and  another 

transaction  requests  a  write-lock  for  the  same  data, 
or  when  a  transaction  is  holding  a  write-lock  pro- 
tecting  some  shared  data,  and  another  transaction 
requests  either  a  read-lock  or  a  write-lock  for  the 

20  same  data.  Read-locks  protecting  the  same  data 
may  be  granted  to  multiple  concurrent  transactions 
without  conflict.  A  transaction  requesting  a  lock  that 
would  conflict  with  lock(s)  held  by  one  or  more 
other  transaction(s)  must  be  made  to  wait  until  the 

25  conflict  has  been  resolved  (i.e.  when  the  other 
transaction(s)  have  freed  their  conflicting  lock(s). 

A  well-known  theorem  is  that  a  two-phase  lock- 
ing  protocol,  in  which  all  locks  needed  by  a  trans- 
action  are  acquired  before  any  are  freed,  is  suffi- 

30  cient  to  guarantee  serializability. 
A  situation  in  which  each  of  a  set  of  two  or 

more  concurrent  transactions  is  waiting  to  lock  data 
in  such  a  way  as  to  lead  to  conflict  with  some  other 
transaction(s)  in  the  set  is  called  deadlock.  Since 

35  each  transaction  in  the  set  is  waiting,  it  cannot  free 
the  lock(s)  some  other  transaction(s)  in  the  set  is 
(are)  waiting  for.  From  the  inception  of  a  deadlock 
onward,  no  useful  work  can  be  performed  by  any 
members  of  the  deadlocked  set,  nor  can  any  be 

40  performed  by  the  set  of  transactions  not  in  the 
deadlocked  set,  but  that  request  locks  that  would 
conflict  with  locks  held  by  members  of  the  dead- 
locked  set.  We  shall  call  this  the  "set  of  fringe 
transactions." 

45  To  prevent  the  persistence  of  deadlock  and  its 
consequences,  most  computer  systems  using  a 
two-phase  locking  protocol  periodically  check  for 
the  existence  of  deadlock,  and  if  found,  abort  one 
or  more  transactions  in  the  deadlocked  set.  Abor- 

50  ting  a  transaction  implies  that  all  of  the  updates  to 
data  it  modified  must  be  backed  out,  and  all  the 
locks  must  be  freed. 

In  practice,  there  are  many  other  situations  in 
which  transactions  may  be  aborted,  such  as  sys- 

55  tern  failure,  transaction  program  error,  transaction 
program  design,  and  operator  intervention.  Since 
transactions  may  be  aborted  before  reaching  their 
endpoint,  it  is  desirable  that  updates  made  by  a 

5 



9 EP  0  323  013  A2 10 

transaction  appear  to  be  "atomic,"  i.e.  either  all  of 
its  updates  are  applied  at  the  same  time,  or  none 
of  its  updates  are  applied.  If  this  rule  is  enforced, 
shared  data  is  always  kept  in  a  consistent  state, 
and  each  transaction  sees  either  all  or  none  of  the 
updates  made  by  any  other  transaction. 

When  a  transaction  reaches  its  endpoint,  it 
requests  that  its  updates  be  made  visible  to  other 
transactions  by  using  the  commit  service.  If  the 
operating  system  responds  affirmatively  to  the 
transaction,  all  of  the  transaction's  updates  have 
been  applied;  otherwise,  none  have  been.  In  either 
case,  all  of  the  transaction's  locks  have  been  freed. 
A  transaction  may  use  the  backout  service  rather 
than  the  commit  service  in  order  to  have  all  of  its 
updates  backed  out,  and  all  of  the  locks  it  hofds 
freed. 

There  are  five  important,  essentially  different 
degrees  of  consistency  which  may  be  provided  by 
a  concurrency  control  mechanism  based  on  locking 
(from  a  paper  written  by  J.  N.  Gray  entitled,  "The 
Transaction  Concept:  Virtues  and  Limitations",  Sev- 
enth  International  Conference  on  Very  Large 
Databases  1981).  They  are: 
Free  Access  Readers  may  freely  reference  a 
given  object.  Writers  may  freely  update  a  given 
object. 
Degree  0:  Readers  may  freely  reference  a 
given  object.  Writers  must  lock  a  given  object  prior 
to  updating  it.  Writers  conflict  with  other  writers. 
Degree  1:  Readers  may  freely  reference  a 
given  object.  Writers  must  lock  a  given  object  prior 
to  updating  it.  Writers  conflict  with  other  writers. 
Two-phase  write-locking  is  enforced. 
Degree  2:  Readers  must  lock  a  given  object 
prior  to  referencing  it.  Writers  must  lock  a  given 
object  prior  to  updating  it.  Readers  conflict  with 
writers.  Writers  conflict  with  other  writers.  Two- 
phase  wnte-iocking  is  enforced. 

The  AIX  operating  system  uses  a  form  of 
shared  virtual  memory  called  cluster  storage  that 
provides  atomic,  serialized  update  semantics  and 
Degree  2  consistency  to  various  components  of  the 
operating  system,  and  to  subsystems  and  applica- 
tion  programs... 

The  operating  system  uses  locking  to  achieve 
serialized  update  semantics.  A  mechanism  to  im- 
plement  locking  is  described  in  "801  Storage:  Ar- 
chitecture  and  Programming"  by  Albert  Chang  and 
Mark  Mergen.  The  locking  mechanism  may  be 
extended  to  function  in  the  distributed  cluster  envi- 
ronment.  An  example  of  an  existing  distributed  lock 
manager  is  implemented  in  the  Distributed  Ser- 
vices  LPP  of  the  AIX  Operating  System. 

The  present  invention  is  directed  to  a  method 
of  managing  a  shared  virtual  memory  clustered 
configured  data  processing  system  to  minimize 
loss  of  data  due  to  aborted  transactions  that  are 

voluntary  or  result  from  a  failure  of  some  function 
in  the  processing  thread  which  may  be  bypassed 
when  the  system  is  reconfigured  and  the  transac- 
tion  retried  beginning  at  the  initial  starting  point. 

5  According  to  the  invention,  there  is  provided  a 
method  of  operating  a  data  processing  system 
comprising  a  plurality  of  data  processors  intercon- 
nected  by  a  communication  system,  each  said  data 
processor  having  associated  therewith  primary 

70  volatile  memory  and  secondary  memory  accessed 
by  a  virtual  memory  translation  mechanism,  said 
method  comprising  the  steps  of  mapping  data  from 
primary  memory  into  virtual  address  spaces  in 
secondary  memory,  said  data  having  the  same 

75  address  for  each  of  the  processors;  controlling  ac- 
cess  to  said  data  from  any  of  the  processors  by 
means  of  a  designated  processor;  giving  access  to 
said  data  to  any  requesting  processor  for  updating 
the  data  by  the  requesting  processor  and  maintain- 

20  ing  the  updated  data  in  the  memories  of  the  des- 
ignated  and  a  further  processor. 

A  preferred  embodiment  of  the  invention  will 
now  be  described,  by  way  of  example,  with  refer- 
ence  to  the  accompanying  drawings,  in  which: 

25  Fig.  1  is  a  block  diagram  of  a  cluster  con- 
figuration  consisting  of  three  processing  units  10a, 
10b,  and  10c,  a  switch  11,  and  three  communica- 
tion  links'  12  that  connect  the  processing  units  to 
the  switch.  Each  of  the  processing  units  has  a 

30  secondary  storage  device  which  may  be  thought  of 
as  a  disk  attached  directly  to  it, 

Fig.  2  contains  a  flow  chart  that  describes 
the  steps  performed  by  the  operating  system  ex- 
ecuting  on  a  given  processing  unit  when  an  ap- 

35  plication  program  executing  on  that  processing 
unit,  creates  and  opens  a  cluster  storage  segment; 

Fig.  3  is  a  flow  chart  illustrating  how  a  an 
open  cluster  storage  file  is  loaded  into  the  virtual 
memory  shared  in  a  cluster  configuration; 

40  Figs.  4a  and  4b  are  flow  charts  illustrating 
how  a  transaction  against  an  existing,  open, 
mapped  cluster  storage  segment  is  executed  and 
committed  when  only  a  single  processing  unit  in 
the  configuration  has  opened  the  cluster  storage 

45  segment; 
Figs.  5a  and  5b  are  flow  charts  illustrating 

how  a  transaction  against  an  existing,  open, 
mapped  cluster  storage  segment  is  executed  and 
aborted  when  only  a  single  processing  unit  within 

so  the  configuration  has  opened  the  cluster  storage 
segment; 

Figs.  6a  and  6b  are  flow  charts  illustrating 
how  an  existing  cluster  storage  file  is  opened  by  an 
application  program  running  on  a  processing  unit 

55  different  from  the  access  coordinator. 
Figs.  7a  and  7b  are  flow  charts  illustrating 

how  a  transaction  against  an  existing,  open, 
mapped  cluster  storage  segment  is  executed  and 

6 
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committed  on  the  processing  unit  serving  as  the 
access  coordinator  when  two  processing  units  in 
the  configuration  have  opened  the  cluster  storage 
segment; 

Figs.  8a  and  8b  are  flow  charts  illustrating 
how  a  transaction  against  an  existing,  open, 
mapped  cluster  storage  segment  is  executed  and 
aborted  on  the  processing  unit  serving  as  the  ac- 
cess  coordinator  when  two  processing  units  within 
the  configuration  have  opened  the  cluster  storage 
segment; 

Figs.  9a  and  9b  are  flow  charts  illustrating 
how  a  transaction  against  an  existing,  open, 
mapped  cluster  storage  segment  is  executed  and 
committed  on  the  processing  unit  serving  as  the 
backup  access  coordinator  when  two  processing 
units  in  the  configuration  have  opened  the  cluster 
storage  segment; 

Figs.  10a  and  10b  are  flow  charts  illustrating 
how  a  transaction  against  an  existing,  open, 
mapped  cluster  storage  segment  is  executed  and 
aborted  on  the  processing  unit  serving  as  the  bac- 
kup  access  coordinator  when  two  processing  units 
within  the  configuration  have  opened  the  cluster 
storage  segment; 

Fig.  11  is  a  flow  chart  illustrating  how  recov- 
ery  from  failure  is  accomplished  for  cluster  storage 
segments  when  a  processing  unit  serving  as  nei- 
ther  the  access  coordinator  nor  the  backup  access 
coordinator  fails; 

Fig.  12  is  a  flow  chart  illustrating  how  recov- 
ery  from  failure  is  accomplished  for  cluster  storage 
segments  when  a  processing  unit  serving  as  the 
access  coordinator  fails;  and 

Fig.  13  is  a  flow  chart  illustrating  how  recov- 
ery  from  failure  is  accomplished  for  cluster  storage 
segments  when  a  processing  unit  serving  as  the 
backup  access  coordinator  fails. 

Fig.  1  is  a  block  diagram  of  a  cluster  configura- 
tion  consisting  of  three  processing  units  10a,  10b, 
and  10c,  a  switch  11,  and  three  communication 
links  12  that  connect  the  processing  units  to  the 
switch.  Each  of  the  processing  units  has  a  secon- 
dary  storage  device  which  may  be  thought  of  as  a 
disk  attached  directly  to  it.  Except  for  the  contents 
of  the  files  stored  on  the  secondary  storage  de- 
vices  attached  to  an  individual  processing  unit, 
processing  units  10a,  10b,  and  10c  should  be 
thought  of  as  identical.  Figs.  2  -  3  illustrate  oper- 
ations  in  the  cluster  configuration.  The  description 
of  these  operations  and  the  flow  of  messages  is  at 
a  level  of  detail  such  that  a  person  skilled  in  the  art 
of  implementing  a  software  virtual  memory  man- 
ager  component  of  a  general  purpose  operating 
system  will  be  able,  without  undue  experimentation, 
to  implement  the  method. 

Fig.  2  is  a  flow  chart  that  describes  the  steps 

performed  by  the  operating  system  executing  on  a 
given  processing  unit  when  an  application  program 
executing  on  that  processing  unit  creates  and  page 
23  opens  a  cluster  storage  segment. 

5 
In  Step  A  of  Fig.  2,  an  application  program  execut- 
ing  on  processing  unit  10a  issues  the  open  system 
call  for  the  cluster  storage  file  '"u/smorgan/status" 
with  the  options  O  CREAT,  0_RDWR,  and 

10  O  TEMP.  We  shall  assume  for  the  purpose  of 
discussion  that  a  UNIX  file  naming  convention  and 
directory  structure  is  used,  although  persons  skilled 
in  the  art  will  understand  that  this  assumption  is  not 
necessary  for  the  purpose  of  implementing  the 

75  method.  The  0_CREAT  option  implies  that  the 
operating  system  should  create  the  file  on  behalf  of 
the  application  program  if  the  file  does  not  already 
exist.  The  O  RDWR  option  implies  that  the  ap- 
plication  program  would  like  to  acquire  read-write 

20  access  to  the  file.  The  0_TEMP  option  implies 
that  the  file  is  a  cluster  storage  file. 
In  Step  B  the  operating  system  executing  on  pro- 
cessing  unit  10a  intercepts  the  system  call  from 
the  application  program. 

25  In  Step  C  the  operating  system  examines  the  root 
system  directory  "'"  and  finds  that  it  contains  an 
entry  for  "u"  and  that  u  is  a  directory. 
In  Step  D  the  operating  system  examines  the  u 
directory  for  "smorgan"  and  determines  that  smor- 

30  gan  is  a  directory. 
In  Step  E  the  operating  system  examines  the  smor- 
gan  directory  for  "status"  and  determines  that  an 
entry  for  status  does  not  exist. 

.  In  Step  F  the  operating  system  creates  a  cluster 
35  storage  file  identifier  CSFID  and  cluster  storage  file 

descriptor  CSFD  for  the  file  u/smorgan/status.  For 
the  purpose  of  this  discussion  assume  that  a  clus- 
ter  storage  file  identifier  is  a  32  bit  integer  that 
uniquely  identifies  the  cluster  storage  file  in  the 

40  configuration.  The  cluster  storage  file  identifier  may 
have  been  composed  by  concatenating  the  pro- 
cessing  unit  identifier  for  the  access  coordinator 
(processing  unit  10a)  with  a  number  chosen  by  the 
access  coordinator  that  uniquely  identifies  the  clus- 

45  ter  storage  file  to  the  access  coordinator.  A  proces- 
sor  identifier  is  a  7  bit  integer  that  uniquely  iden- 
tifies  a  given  processing  unit  within  a  cluster  con- 
figuration.  The  operating  system  creates  cluster 
storage  file  descriptor  CSFD  by  using  cluster  stor- 

50  age  file  identifier  CSFID  to  index  into  the  Cluster 
Storage  File  Descriptor  Table  (CSFDT)  located  at 
processing  unit  10a.  The  CSFDT  located  at  pro- 
cessing  unit  10a  contains  a  cluster  storage  file 
descriptor  for  each  existing  cluster  storage  file  for 

55  which  processing  unit  10a  serves  as  access  coordi- 
nator.  A  cluster  storage  file  descriptor  identifies  the 
shared  virtual  memory  segment  that  is  associated 
with  a  given  cluster  storage  file.  In  addition,  a  file 

7 
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descriptor  contains  other  information  about  a  file, 
such  as  its  length,  the  time  it  was  most  recently 
accessed,  the  name  of  the  its  owner,  etc.  When  a 
cluster  u  smorgan/status  contains  cluster  storage 
and  has  been  created  as  a  result  of  a  call  to  open 
executed  at  processing  unit  10a,  processing  unit 
10a  elects  itself  as  the  access  coordinator  for  the 
file. 
In  Step  G  the  operating  system  uses  the  Create 
Segment  Service  (CSS)  to  create  a  virtual  memory 
segment  for  the  cluster  storage  file  identified  by 
cluster  storage  file  identifier  CSFID.  In  doing  so, 
processing  unit  10a  specifies  that  the  segment  is  to 
be  created  using  cluster  storage  file  descriptor 
CSFD.  and  also  that  the  requested  protection  key 
for  the  segment  to  be  created  is  to  be  read-write. 
CSS  returns  a  segment  identifier  S  by  which  the 
segment  it  created  may  be  identified.  CSS  creates 
an  External  Page  Table  (XPT)  for  the  newly  created 
cluster  storage  segment.  Each  of  the  entries  in  the 
XPT  corresponds  to  a  virtual  page  in  the  cluster 
storage  segment  and  points  to  a  disk  address  that 
is  located  in  the  processing  unit's  paging  space.  If 
a  given  virtual  page  of  a  cluster  storage  segment  is 
selected  by  the  Virtual  Memory  Manager's  (VMM's) 
page  replacement  algorithm,  the  page  will  be 
copied  to  the  disk  block  pointed  to  by  its  cor- 
responding  XPT  entry. 
In  Step  H  processing  unit  10a  sends  message  1  to 
processing  unit  10b  that  the  cluster  storage  file 
identified  by  CSFID  has  been  created.  Message  1 
includes  the  name  of  the  cluster  storage  file,  its 
cluster  storage  file  identifier  CSFID,  and  the  pro- 
cessor  identifier  PID  of  the  access  coordinator. 
In  Step  I,  upon  receipt  of  message  1  from  process- 
ing  unit  10a,  processing  unit  10b  updates  its  copy 
of  the  system  directories  to  indicate  the  existence 
of  the  newly  created  file  u/smorgan/status  along 
with  the  cluster  storage  file  identifier  CSFID  and  the 
access  coordinator  processor  identifier  PID  for  the 
file. 
In  Step  J  the  operating  system  executing  on  pro- 
cessing  unit  10a  informs  the  application  program 
executing  on  processing  unit  10a  that  the  file 
u.  smorgan.'status  has  been  created. 

Fig.  3  is  a  flow  chart  illustrating  how  a  an 
existing,  open  cluster  storage  file  is  loaded  into  the 
virtual  memory  shared  in  a  cluster  configuration. 

In  Step  A  of  Fig.  3,  an  application  program  execut- 
ing  on  processing  unit  10a  uses  the  shmat  system 
call  to  map  the  local  segment  S  associated  with  the 
open  cluster  storage  file  "/u/smorgan/status"  into 
the  application  program's  virtual  address  space  for 
read-write  access. 
In  Step  B  the  operating  system  executing  on  pro- 
cessing  unit  10a  intercepts  the  system  call  from 

the  application  program. 
In  Step  C  the  operating  system  determines  that  S 
is  a  local  segment.  Processing  unit  10a  makes  this 
determination  by  examining  the  Segment  Identifier 

5  Table. 
In  Step  D  processing  unit  10a  uses  the  Map  Page 
Range  Service  (MPRS)  to  map  the  contents  of 
segment  S  into  the  virtual  address  space  of  the 
application  program. 

w  ■  In  Step  E  processing  unit  10a  determines  that  the 
file  u/smorgan/status  has  been  successfully 
mapped  into  the  virtual  address  space  of  the  ap- 
plication  program  and  informs  the  application  pro- 
gram  that  this  is  the  case. 

15 
Fig.  4  is  a  flow  chart  illustrating  how  a  transac- 

tion  against  an  existing,  open,  mapped  cluster  stor- 
age  segment  is  executed  and  committed  when 
only  a  single  processing  unit  in  the  configuration 

20  has  opened  the  cluster  storage  segment.  For  the 
purpose  of  discussion,  we  shall  assume:  (1)  that 
segment  S  is  a  cluster  storage  segment  mapped 
for  read-write  access  by  an  application  program 
executing  on  processing  unit  10a,  (2)  that  segment 

25  S  currently  contains  exactly  two  pages  of  virtual 
memory,  page  one  and  page  two,  (3)  that  both 
page  one  and  page  two  are  currently  resident  in 
main  memory,  (4)  and  that  both  page  one  and 
page  two  have  been  modified  since  having  been 

30  placed  in  main  memory. 

In  Step  A  of  Fig.  4,  the  application  program  execut- 
ing  on  processing  unit  10a  attempts  to  store  into 
page  one  of  segment  S.  Since  the  application 

35  program  does  not  yet  hold  any  locks  on  segment 
S,  the  attempt  to  store  into  page  one  causes  a  lock 
miss  to  occur. 
In  Step  B  the  operating  system  on  processing  unit 
10a  intercepts  the  lock  miss. 

40  In  Step  C  the  operating  system  determines  that  no 
other  application  program  executing  on  processing 
unit  10a  is  holding  a  lock  on  page  one  of  segment 
S. 
In  Step  D  the  operating  system  determines  that 

45  processing  unit  10a  is  the  access  coordinator  for 
segment  S. 
In  Step  E  the  operating  system  determines  that  no 
other  processing  unit  has  access  to  segment  S. 
In  Step  F  the  operating  system  grants  a  write  lock 

so  on  page  one  of  segment  S  to  the  application  pro- 
gram.  In  order  to  perform  this  operation,  the  op- 
erating  system:  (1)  allocates  a  page  frame  into 
which  a  copy  of  the  current  state  of  page  one  will 
be  made,  (2)  allocates  an  Extension  Storage  (ES) 

55  virtual  address  for  the  page  frame,  (3)  allocates  an 
entry  in  the  Lock  Table  (LT)  for  the  page,  (4) 
assigns  the  newly-allocated  ES  virtual  address  to 
the  page  frame,  (5)  copies  the  contents  of  page 

8 
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one  of  segment  S  into  the  page  frame,  (6)  fills  in 
the  entry  in  the  LT  to  indicate  that  the  the  applica- 
.tion  program  holds  a  lock  on  page  one  of  segment 
.  S  and,  (7)  copies  the  ES  virtual  address  of  the 
copy  of  the  page  into  the  LT  entry  for  the  page,  5 
and  (8)  chains  the  LT  entry  for  the  page  into  the 
list  of  locks  held  by  the  application  program.  The 
copy  of  the  page  in  Extension  Storage  may  be 
used  to  recover  the  contents  of  the  page  should 
the  transaction  need  to  be  aborted.  The  chain  of  w 
Lock  Table  entries  held  by  an  application  program 
may  be  used  to  "remember"  the  contents  of  the 
set  of  virtual  pages  changed  by  the  application 
program  during  the  course  of  processing  a  transac- 
tion.  15 
In  Step  G  the  operating  system  copies  information 
concerning  the  lock  into'  the  Inverted  Page  Table 
(IPT)  entry  for  the  page,  and  schedules  the  applica- 
tion  program  to  retry  its  store  instruction. 
In  Step  H  the  application  program  retries  its  store  20 
instruction,  which  completes  successfully. 
In  Step  I  the  application  program  attempts  to  store 
into  page  two  of  segment  S. 
In  Step  J  the  operating  system  performs  operations 
similar  to  those  it  performed  in  Steps  B  through  G  25 
for  page  two  of  segment  S. 
In  Step  K  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  L  the  application  program  calls  the  Commit 
Service,  indicating  that  it  wishes  to  commit  the  30 
transaction  it  has  been  running. 
In  Step  M  the  operating  system  intercepts  the 
commit  request. 
In  Step  N  the  operating  system  frees  each  lock 
held  by  the  application  program.  In  order  to  per-  35 
form  this  operation,  for  each  page  locked  by  the 
application  program,  the  operating  system:  (1) 
frees  the  Extension  Storage  page  (if  any)  pointed 
to  by  the  Lock  Table  (LT)  entry  for  the  page  if  the 
LT  entry  for  the  page  indicates  that  the  page  has  40 
been  modified  by  the  application  program,  (2)  un- 
chains  the  LT  entry  for  the  page  from  the  list  of 
locks  held  by  the  application  program,  and  (3) 
frees  the  lock  table  entry  allocated  for  the  page. 
In  Step  0  the  operating  system  informs  the  ap-  45 
plication  program  that  the  transaction  has  been 
successfully  completed. 

Fig.  5  is  a  flow  chart  illustrating  how  a  transac- 
tion  against  an  existing,  open,  mapped  cluster  stor-  so 
age  segment  is  executed  and  aborted  when  only  a 
single  processing  unit  in  the  configuration  has 
opened  the  cluster  storage  segment.  For  the  pur- 
pose  of  discussion,  we  shall  assume:  (1)  that  seg- 
ment  S  is  a  cluster  storage  segment  mapped  for  55 
read-write  access  by  an  application  program  ex- 
ecuting  on  processing  unit  10a,  (2)  that  segment  S 
currently  contains  exactly  two  pages  of  virtual 

memory,  page  one  and  page  two,  (3)  that  both 
page  one  and  page  two  are  currently  resident  in 
main  memory,  (4)  and  that  both  page  one  and 
page  two  have  been  modified  since  having  been 
placed  in  main  memory. 

In  Step  A  of  Fig.  5,  the  application  program  execut- 
ing  on  processing  unit  10a  attempts  to  store  into 
page  one  of  segment  S.  Since  the  application 
program  does  not  yet  hold  any  locks  on  segment 
S,  the  attempt  to  store  into  page  one  causes  a  lock 
miss  to  occur. 
In  Step  B  the  operating  system  on  processing  unit 
10a  intercepts  the  lock  miss. 
In  Step  C  the  operating  system  determines  that  no 
other  application  program  executing  on  processing 
unit  10a  is  holding  a  lock  on  page  one  of  segment 
S. 
In  Step  D  the  operating  system  determines  that 
processing  unit  10a  is  the  access  coordinator  for 
segment  S. 
In  Step  E  the  operating  system  determines  that  no 
other  processing  unit  has  access  to  segment  S. 
In  Step  F  the  operating  system  grants  a  write  lock 
on  page  one  of  segment  S  to  the  application  pro- 
gram.  In  order  to  perform  this  operation,  the  op- 
erating  system: 

(1)  allocates  a  page  frame  into  which  a  copy 
of  the  current  state  of  page  one  will  be  made, 

(2)  allocates  an  Extension  Storage  (ES)  vir- 
tual  address  for  the  page  frame, 

(3)  allocates  an  entry  in  the  Lock  Table  (LT) 
for  the  page, 

(4)  assigns  the  newly-allocated  ES  virtual 
address  to  the  page  frame, 

(5)  copies  the  contents  of  page  one  of  seg- 
ment  S  into  the  page  frame, 

(6)  fills  in  the  entry  in  the  LT  to  indicate  that 
the  the  application  program  holds  a  lock  on  page 
one  of  segment  S, 

(7)  copies  the  ES  virtual  address  of  the  copy 
of  the  page  into  the  LT  entry  for  the  page,  and 

(8)  chains  the  LT  entry  for  the  page  into  the 
list  of  locks  held  by  the  application  program. 

The  copy  of  the  page  in  Extension  Storage 
may  be  used  to  recover  the  contents  of  the  page 
should  the  transaction  need  to  be  aborted.  The 
chain  of  Lock  Table  entries  held  by  an  application 
program  may  be  used  to  "remember"  the  contents 
of  the  set  of  virtual  pages  changed  by  the  applica- 
tion  program  during  the  course  of  processing  a 
transaction. 

In  Step  G  the  operating  system  copies  information 
concerning  the  lock  into  the  Inverted  Page  Table 
(IPT)  entry  for  the  page,  and  schedules  the  applica- 
tion  program  to  retry  its  store  instruction. 

9 
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In  Step  H  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  i  the  application  program  attempts  to  store 
into  page  two  of  segment  S. 
In  Step  J  the  operating  system  performs  operations 
similar  to  those  it  performed  in  Steps  B  through  G 
for  page  two  of  segment  S. 
In  Step  K  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  L  the  application  program  calls  the  Backout 
Service,  indicating  that  it  wishes  to  abort  the  trans- 
action  it  has  been  running. 
In  Step  M  the  operating  system  intercepts  the 
abort  request. 
in  Step  N  the  operating  system  frees  each  lock 
held  by  the  application  program.  In  order  to  per- 
form  this  operation,  for  each  page  locked  by  the 
application  program,  the  operating  system: 

M)  examines  each  Lock  Table  (LT)  entry 
corresponding  to  a  lock  held  by  the  application 
program. 

<2)  discards  the  contents  of  any  page  in 
main  memory  for  which  an  LT  exists  indicating  that 
the  page  was  modified  by  the  application  program, 

<3)  brings  the  Extension  Storage  (ES)  page 
pointed  to  by  the  Lock  Table  (LT)  entry  for  the 
page  into  main  memory  for  each  page  for  which  an 
LT  exists  indicating  that  the  page  was  modified  by 
the  application  program, 

(4)  rename  the  ES  page  to  the  virtual  ad- 
dress  associated  with  the  page  whose  previous 
contents  it  represents, 

<4)  unchains  the  LT  entry  for  the  page  from 
the  list  of  locks  held  by  the  application  program, 
and 

(5)  frees  the  lock  table  entry  allocated  for  the 
page. 
in  Steo  0  the  operating  system  informs  the  ap- 
plication  program  that  the  transaction  has  been 
aborted. 

Fig.  6  is  a  flow  chart  illustrating  how  an  existing 
cluster  storage  file  is  opened  by  an  application 
program  running  on  a  processing  unit  different 
from  the  access  coordinator. 

in  Step  A  of  Fig.  6,  an  application  program  execut- 
ing  on  processing  unit  10b  uses  the  open  system 
call  to  open  the  file  "-u/smorgan/status"  with  the 
options  0  CREAT,  0_RDWR,  and  0_TEMP. 
In  Step  B  the  operating  system  executing  on  pro- 
cessing  unit  10b  intercepts  the  system  call  from 
the  application  program. 
In  Step  C  the  operating  system  examines  the  root 
system  directory  "/"  and  finds  that  it  contains  an 
entry  for  "u"  and  that  u  is  a  directory. 
In  Step  D  the  operating  system  examines  the  u 
directory  for  "smorgan"  and  determines  that  smor- 

gan  is  a  directory. 
In  Step  E  the  operating  system  examines  the  smor- 
gan  directory  for  "status"  and  determines: 

(1)  that  status  is  a  cluster  storage  file, 
5  (2)  that  status  already  exists, 

(3)  that  processing  unit  10a  is  its  access 
coordinator,  and 

(4)  that  CSFID  is  its  cluster  storage  file  iden- 
tifier. 

10  In  Step  F  the  operating  system  executing  at  pro- 
cessing  unit  10b  sends  message  1  containing  clus- 
ter  storage  file  identifier  CSFID  to  processing  unit 
10a,  requesting  that  the  cluster  storage  file  iden- 
tified  by  CSFID  be  opened  on  behalf  of  an  applica- 

75  tion  program  executing  on  processing  unit  10b. 
In  Step  G,  upon  receipt  of  message  1  from  pro- 
cessing  unit  10b,  processing  unit  10a  locates  clus- 
ter  storage  file  descriptor  CSFD,  which  describes 
the  cluster  storage  file  identified  by  CSFID.  The 

20  processing  unit  10a  locates  cluster  storage  file  de- 
scriptor  CSFD  by  using  cluster  storage  file  iden- 
tifier  CSFID  to  index  into  the  Cluster  Storage  File 
Descriptor  Table  (CSFDT)  located  at  processing 
unit  10a. 

25  In  Step  H  processing  unit  10a  determines  that  the 
cluster  storage  file  identified  by  CSFID  is  currently 
open,  i.e.  it  has  virtual  segment  S  associated  with 
it. 
In  Step  I,  processing  unit  determines  that  the  clus- 

30  ter  storage  file  identified  by  CSFID  does  not  yet 
have  a  backup  access  coordinator,  elects  process- 
ing  unit  10b  as  the  backup  access  coordinator,  and 
fills  in  the  cluster  storage  file  descriptor  CSFD 
accordingly. 

35  In  Step  J  processing  unit  10a  sends  message  2  to 
processing  unit  10b  responding  that  processing 
unit  10a  has  successfully  opened  the  cluster  stor- 
age  file  identified  by  CSFID  on  behalf  of  process- 
ing  unit  10b,  and  that  processing  unit  10b  is  the 

40  backup  access  coordinator  for  the  cluster  storage 
file  identified  by  CSFID.  Message  2  identifies  the 
segment  identifier  S  as  the  shared  virtual  memory 
segment  associated  with  the  cluster  storage  file 
identified  by  CSFID. 

45  In  Step  K,  upon  receipt  of  message  2  from  pro- 
cessing  unit  10a,  processing  unit  10b  creates  a 
local  segment  SB  for  the  cluster  storage  file  iden- 
tified  by  CSFID  using  the  Create  Remote  Segment 
Service  (CRSS).  CRSS  takes  the  segment  identifier 

so  S  and  creates  a  "dummy"  segment  SB.  A  dummy 
segment  is  a  local  segment  with  a  segment  iden- 
tifier  and  a  Segment  Identifier  Table  (SIT)  entry. 
CRSS  creates  an  External  Page  Table  (XPT)  for 
the  newly  created  cluster  storage  segment.  Each  of 

55  the  entries  in  the  XPT  corresponds  to  a  virtual 
page  in  the  cluster  storage  segment  and  points  to 
a  disk  address  that  is  located  in  the  processing 
unit's  paging  space.  If  a  given  virtual  page  of  a 

10 
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cluster  storage  segment  is  selected  by  the  Virtual 
Memory  Manager's  (VMM's)  page  replacement  al- 
gorithm,  the  page  will  be  copied  to  the  disk  block 
oointed  to  by  its  corresponding  XPT  entry, 
in  Step  L  processing  unit  10b  uses  the  Bind  Re- 
note  Segment  Service  (BRSS)  to  bind  the  local 
segment  SB  to  the  global  segment  S.  BRSS  takes 
the  segment  identifiers  S  and  SB,  the  processor 
dentifier  PID  of  the  access  coordinator  (processing 
jnit  10a),  and  modifies  the  SIT  entry  associated 
with  segment  SB  to  indicate  that  segment  SB  re- 
lates  to  segment  S  whose  access  is  coordinated  by 
processing  unit  PID. 
In  Step  M  processing  unit  10b  determines  that 
cluster  storage  file  /u/smorgan/status  has  been  suc- 
cessfully  opened  and  informs  the  application  pro- 
gram  that  this  is  the  case. 

Fig.  7  is  a  flow  chart  illustrating  how  a  transac- 
tion  against  an  existing,  open,  mapped  cluster  stor- 
age  segment  Is  executed  and  committed  on  the 
processing  unit  serving  as  the  access  coordinator 
when  two  processing  units  in  the  configuration 
have  opened  the  cluster  storage  segment.  For  the 
purpose  of  discussion,  we  shall  assume: 

(1)  that  segment  S  is  a  cluster  storage  seg- 
ment  mapped  for  read-write  access  by  an  applica- 
tion  program  executing  on  processing  unit  10a  and 
by  an  application  program  executing  on  processing 
unit  10b, 

(2)  that  segment  S  currently  contains  exactly 
two  pages  of  virtual  memory,  page  one  and  page 
two, 

(3)  that  both  page  one  and  page  two  are 
currently  resident  in  main  memory  in  processing 
unit  10a, 

(4)  and  that  both  page  one  and  page  two 
have  been  modified  since  having  been  placed  in 
the  main  memory  of  processing  unit  10a. 
In  Step  A  of  Fig.  7,  the  application  program  execut- 
ing  on  processing  unit  10a  attempts  to  store  into 
page  one  of  segment  S.  Since  the  application 
program  does  not  yet  hold  any  locks  on  segment 
S,  the  attempt  to  store  into  page  one  causes  a  lock 
miss  to  occur. 
In  Step  B  the  operating  system  on  processing  unit 
1  0a  intercepts  the  lock  miss. 
In  Step  C  the  operating  system  determines,  that  no 
other  application  program  executing  on  processing 
unit  10a  is  holding  a  lock  on  page  one  of  segment 
S. 
In  Step  D  the  operating  system  determines  that 
processing  unit  10a  is  the  access  coordinator  for 
segment  S. 
In  Step  E  the  operating  system  determines  that 
processing  unit  10b  has  access  to  segment  S,  but 
that  processing  unit  10b  does  not  currently  hold 
any  locks  on  segment  S. 

In  Step  F  the  operating  system  grants  a  write  lock 
on  page  one  of  segment  S  to  the  application  pro- 
gram  executing  on  processing  unit  10a.  In  order  to 
perform  this  operation,  the  operating  system: 

5  (1)  allocates  a  page  frame  into  which  a  copy 
of  the  current  state  of  page  one  will  be  made, 

(2)  allocates  an  Extension  Storage  (ES)  vir- 
tual  address  for  the  page  frame, 

(3)  allocates  an  entry  in  the  Lock  Table  (LT) 
io  for  the  page, 

(4)  assigns  the  newly-allocated  ES  virtual 
address  to  the  page  frame, 

(5)  copies  the  contents  of  page  one  of  seg- 
ment  S  into  the  page  frame, 

is  (6)  fills  in  the  entry  in  the  LT  to  indicate  that 
the  the  application  program  holds  a  lock  on  page 
one  of  segment  S  and, 

(7)  copies  the  ES  virtual  address  of  the  copy 
of  the  page  into  the  LT  entry  for  the  page,  and 

20  (8)  chains  the  LT  entry  for  the  page  into  the 
list  of  locks  held  by  the  application  program. 

The  copy  of  the  page  in  Extension  Storage 
may  be  used  to  recover  the  contents  of  the  page 

25  should  the  transaction  need  to  be  aborted.  The 
chain  of  Lock  Table  entries  held  by  an  application 
program  may  be  used  to  "remember",  the  original 
contents  of  the  set  of  virtual  pages  changed  by  the 
application  program  during  the  course  of  process- 

30  ing  a  transaction. 

In  Step  G  the  operating  system  copies  information 
concerning  the  lock  into  the  Inverted  Page  Table 
(IPT)  entry  for  the  page,  and  schedules  the  applica- 

35  tion  program  to  retry  its  store  instruction. 
In  Step  H  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  I  the  application  program  attempts  to  store 
into  page  two  of  segment  S. 

40  In  Step  J  the  operating  system  performs  operations 
similar  to  those  it  performed  in  Steps  B  through  G 
for  page  two  of  segment  S. 
In  Step  K  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 

45  In  Step  L  the  application  program  calls  the  Commit 
Service,  indicating  that  it  wishes  to  commit  the 
transaction  it  has  been  running. 
In  Step  M  the  operating  system  intercepts  the 
commit  request. 

so  In  Step  N  for  each  page  locked  by  the  application 
program,  the  operating  system  sends  a  message  to 
the  backup  access  coordinator,  processing  unit 
10b,  requesting  that  processing  unit  10b  copy  the 
the  page  into  its  Extension  Storage  (ES)  if  the  Lock 

55  Table  (LT)  entry  for  the  page  indicates  that  the 
page  has  been  updated  by  the  application  pro- 
gram. 
In  Step  O,  upon  receipt  of  the  last  page  modified 

11 
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by  processing  unit  10a,  processing  unit  10b  moves 
the  individual  pages  from  its  ES  intoTheir  appro- 
priate  virtual  memory  segments,  then  sends  a  mes- 
sage  to  processing  unit  10a  responding  that  pro- 
cessing  unit  10b  has  moved  the  pages  into  its  ES. 
In  Step  P.  upon  receipt  of  the  response  from  pro- 
cessing  unit  10b,  processing  unit  10a: 

(1)  unchains  the  LT  entry  for  each  page  that 
has  been  locked  by  the  application  program  from 
the  list  of  locks  held  by  the  application  program, 
and 

(2)  frees  the  lock  table  entry  allocated  for  the 
page. 
In  Step  Q  the  operating  system  informs  the  ap- 
plication  program  that  the  transaction  has  been 
successfully  completed. 

Fig.  8  is  a  flow  chart  illustrating  how  a  transac- 
tion  against  an  existing,  open,  mapped  cluster  stor- 
age  segment  is  executed  and  aborted  on  the  pro- 
cessing  unit  serving  as  the  access  coordinator 
when  two  processing  units  within  the  configuration 
have  opened  the  cluster  storage  segment.  For  the 
purpose  of  discussion,  we  shall  assume: 

(1)  that  segment  S  is  a  cluster  storage  seg- 
ment  mapped  for  read-write  access  by  an  applica- 
tion  program  executing  on  processing  unit  10a  and 
by  an  application  program  executing  on  processing 
unit  10b, 

(2)  that  segment  S  currently  contains  exactly 
two  pages  of  virtual  memory,  page  one  and  page 
two, 

(3)  that  both  page  one  and  page  two  are 
currently  resident  in  main  memory  in  processing 
unit  10a, 

(4)  and  that  both  page  one  and  page  two 
have  been  modified  since  having  been  placed  in 
the  mam  memory  of  processing  unit  10a. 
In  Step  A  of  Fig.  8,  the  application  program  execut- 
ing  on  processing  unit  10a  attempts  to  store  into 
page  one  of  segment  S.  Since  the  application 
program  does  not  yet  hold  any  locks  on  segment 
S,  the  attempt  to  store  into  page  one  causes  a  lock 
miss  to  occur. 
In  Step  B  the  operating  system  on  processing  unit 
10a  intercepts  the  lock  miss. 
in  Step  C  the  operating  system  determines  that  no 
other  application  program  executing  on  processing 
unit  10a  is  holding  a  lock  on  page  one  of  segment 
S. 
In  Step  D  the  operating  system  determines  that 
processing  unit  10a  is  the  access  coordinator  for 
segment  S. 
in  Step  E  the  operating  system  determines  that 
processing  unit  10b  has  access  to  segment  S,  but 
that  processing  unit  10b  does  not  currently  hold 
any  locks  on  segment  S. 
In  Step  F  the  operating  system  grants  a  write  lock 

on  page  one  of  segment  S  to  the  application  pro- 
gram  executing  on  processing  unit  10a.  In  order  to 
perform  this  operation,  the  operating  system: 

■  (1)  allocates  a  page  frame  into  which  a  copy 
5  of  the  current  state  of  page  one  will  be  made, 

(2)  allocates  an  Extension  Storage  (ES)  vir- 
tual  address  for  the  page  frame, 

(3)  allocates  an  entry  in  the  Lock  Table  (LT) 
for  the  page, 

70  (4)  assigns  the  newly-allocated  ES  virtual 
address  to  the  page  frame, 

(5)  copies  the  contents  of  page  one  of  seg- 
ment  S  into  the  page  frame, 

(6)  fills  in  the  entry  in  the  LT  to  indicate  that 
75  the  the  application  program  holds  a  lock  on  page 

one  of  segment  S  and, 
(7)  copies  the  ES  virtual'  address  of  the  copy 

of  the  page  into  the  LT  entry  for  the  page,  and 
(8)  chains  the  LT  entry  for  the  page  into  the 

20  list  of  locks  held  by  the  application  program. 

The  copy  of  the  page  in  Extension  Storage 
may  be  used  to  recover  the  contents  of  the  page 
should  the  transaction  need  to  be  aborted.  The 

25  chain  of  Lock  Table  entries  held  by  an  application 
program  may  be  used  to  "remember"  the  original 
contents  of  the  set  of  virtual  pages  changed  by  the 
application  program  during  the  course  of  process- 
ing  a  transaction. 

30 
In  Step  G  the  operating  system  copies  information 
concerning  the  lock  into  the  Inverted  Page  Table 
(IPT)  entry  for  the  page,  and  schedules  the  applica- 
tion  program  to  retry  its  store  instruction. 

35  In  Step  H  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  I  the  application  program  attempts  to  store 
into  page  two  of  segment  S. 
In  Step  J  the  operating  system  performs  operations 

40  similar  to  those  it  performed  in  Steps  B  through  G 
for  page  two  of  segment  S. 
In  Step  K  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  L  the  application  program  calls  the  Backout 

45  Service,  indicating  that  it  wishes  to  abort  the  trans- 
action  it  has  been  running. 
In  Step  M  the  operating  system  intercepts  the 
abort  request. 
In  Step  N  the  operating  system  frees  each  lock 

so  held  by  the  application  program.  In  order  to  per- 
form  this  operation,  for  each  page  locked  by  the 
application  program,  the  operating  system: 

(1)  examines  each  Lock  Table  (LT)  entry 
corresponding  to  a  lock  held  by  the  application 

55  program, 
(2)  discards  the  contents  of  any  page  in 

main  memory  for  which  an  LT  exists  indicating  that 
the  page  was  modified  by  the  application  program, 

12 
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(3)  brings  the  Extension  Storage  (ES)  page 
pointed  to  by  the  Lock  Table  (LT)  entry  for  the 
page  into  main  memory  for  each  page  for  which  an 
LT  exists  indicating  that  the  page  was  modified  by 
the  application  program,' 

(4)  rename  the  ES  page  to  the  virtual  ad- 
dress  associated  with  the  page  whose  previous 
contents  it  represents, 

(5)  unchains  the  LT  entry  for  the  page  from 
the  list  of  locks  held  by  the  application  program, 
and 

(6)  frees  the  lock  table  entry  allocated  for  the 
page. 
In  Step  0  the  operating  system  informs  the  ap- 
plication  program  that  the  transaction  has  been 
aborted. 

Fig.  9  is  a  flow  chart  illustrating  how  a  transac- 
tion  against  an  existing,  open,  mapped  cluster  stor- 
age  segment  is  executed  and  committed  on  the 
processing  unit  serving  as  the  backup  access  co- 
ordinator  when  two  processing  units  in  the  configu- 
ration  have  opened  the  cluster  storage  segment. 
For  the  purpose  of  discussion,  we  shall  assume: 

(1)  that  segment  S  is  a  cluster  storage  seg- 
ment  mapped  for  read-write  access  by  an  applica- 
tion  program  executing  on  processing  unit  10a  and 
by  an  application  program  executing  on  processing 
unit  10b, 

(2)  that  segment  S  currently  contains  exactly 
two  pages  of  virtual  memory,  page  one  and  page 
two, 

(3)  that  both  page  one  and  page  two  are 
currently  resident  in  main  memory  in  processing 
unit  10b, 

(4)  and  that  both  page  one  and  page  two 
have  been  modified  since  having  been  placed  in 
the  main  memory  of  processing  unit  10b. 
In  Step  A  of  Fig.  9,  the  application  program  execut- 
ing  on  processing  unit  10b  attempts  to  store  into 
page  one  of  segment  S.  Since  the  application 
program  does  not  yet  hold  any  locks  on  segment 
S,  the  attempt  to  store  into  page  one  causes  a  lock 
miss  to  occur. 
In  Step  B  the  operating  system  on  processing  unit 
10b  intercepts  the  lock  miss. 
In  Step  C  the  operating  system  determines  that  no 
other  application  program  executing  on  processing 
unit  10b  is  holding  a  lock  on  page  one  of  segment 
S. 
In  Step  D  the  operating  system  determines  that 
processing  unit  10a  is  the  access  coordinator  for 
segment  S. 
In  Step  E  processing  unit  10b  sends  message  to 
processing  unit  10a  requesting  that  processing  unit 
10a  grant  a  write-lock  on  page  one  of  segment  S  to 
processing  unit  10b. 
In  Step  F,  a  write-lock  is  granted  on  page  one  of 

segment  S. 
In  Step  G  processing  unit  10a  sends  message  2  to 
processing  unit  10b  responding  that  processing 
unit  10a  has  granted  a  write-lock  on  page  one  of 

5  segment  S  to  processing  unit  10b. 
In  Step  H  the  operating  system  of  processing  unit 
10b  grants  a  write  lock  on  page  one  of  segment  S 
to  the  application  program  executing  on  processing 
unit  10b.  In  order  to  perform  this  operation,  the 

70  operating  system: 
(1)  allocates  a  page  frame  into  which  a  copy 

of  the  current  state  of  page  one  will  be  made, 
(2)  allocates  an  Extension  Storage  (ES)  vir- 

tual  address  for  the  page  frame, 
75  (3)  allocates  an  entry  in  the  Lock  Table  (LT) 

for  the  page, 
(4)  assigns  the  newly-allocated  ES  virtual 

address  to  the  page  frame, 
(5)  copies  the  contents  of  page  one  of  seg- 

20  ment  S  into  the  page  frame, 
(6)  fills  in  the  entry  in  the  LT  to  indicate  that 

the  the  application  program  holds  a  lock  on  page 
one  of  segment  S, 

(7)  copies  the  ES  virtual  address  of  the  copy 
25  of  the  page  into  the  LT  entry  for  the  page,  and 

(8)  chains  the  LT  entry  for  the  page  into  the 
list  of  locks  held  by  the  application  program. 

The  copy  of  the  page  in  Extension  Storage 
30  may  be  used  to  recover  the  contents  of  the  page 

should  the  transaction  need  to  be  aborted.  The 
chain  of  Lock  Table  entries  held  by  an  application 
program  may  be  used  to  "remember"  the  original 
contents  of  the  set  of  virtual  pages  changed  by  the 

35  application  program  during  the  course  of  process- 
ing  a  transaction. 

In  Step  I  the  operating  system  copies  information 
concerning  the  lock  into  the  Inverted  Page  Table 

40  (IPT)  entry  for  the  page,  and  schedules  the  applica- 
tion  program  to  retry  its  store  instruction. 
In  Step  J  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  K  the  application  program  attempts  to  store 

45  into  page  two  of  segment  S. 
In  Step  L  the  operating  system  performs  operations 
similar  to  those  it  performed  in  Steps  B  through  J 
for  page  two  of  segment  S. 
In  Step  M  the  application  program  retries  its  store 

so  instruction,  which  completes  successfully. 
In  Step  N  the  application  program  calls  the  Commit 
Service,  indicating  that  it  wishes  to  commit  the 
transaction  it  has  been  running. 
In  Step  O  the  operating  system  intercepts  the 

55  commit  request. 
In  Step  P  for  each  page  locked  by  the  application 
program,  the  operating  system  of  processing  unit 
10b  sends  a  message  to  the  access  coordinator, 

13 
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processing  unit  10a.  requesting  that  processing  unit 
10a  copy  the  the  page  into  its  Extension  Storage 
(ES)  if  the  Lock  Table  (LT)  entry  for  the  page 
indicates  that  the  page  has  been  updated  by  .the 
application  program. 
in  Step  Q,  upon  receipt  of  the  last  page  modified 
by  processing  unit  10b,  processing  unit  10a  moves 
the  individual  pages  from  its  ES  into  their  appro- 
priate  virtual  memory  segments,  then  sends  a  mes- 
sage  to  processing  unit  10b  responding  that  pro- 
cessing  unit  10a  has  moved  the  pages  into  its  ES. 
In  Step  R,  upon  receipt  of  the  response  from 
processing  unit  10b,  processing  unit  10a: 

(1)  unchains  the  LT  entry  for  each  page  that 
has  been  locked  by  the  application  program  from 
the  list  of  locks  held  by  the  application  program, 
and 

(2)  frees  the  lock  table  entry  allocated  for  the 
page. 
in  Step  S  the  operating  system  informs  the  applica- 
tion  program  that  the  transaction  has  been  suc- 
cessfully  completed. 

Fig.  10  is  a  flow  chart  illustrating  how  a  trans- 
action  against  an  existing,  open,  mapped  cluster 
storage  segment  is  executed  and  aborted  on  the 
processing  unit  serving  as  the  backup  access  co- 
ordinator  when  two  processing  units  within  the  con- 
figuration  have  opened  the  cluster  storage  seg- 
ment.  For  the  purpose  of  discussion,  we  shall  as- 
sume: 

n  )  that  segment  S  is  a  cluster  storage  seg- 
ment  mapped  for  read-write  access  by  an  applica- 
tion  program  executing  on  processing  unit  10a  and 
by  an  application  program  executing  on  processing 
unit  10b, 

(2)  that  segment  S  currently  contains  exactly 
two  pages  of  virtual  memory,  page  one  and  page 
two. 

(3)  that  both  page  one  and  page  two  are 
currently  resident  in  main  memory  in  processing 
unit  10b. 

(4)  and  that  both  page  one  and  page  two 
have  been  modified  since  having  been  placed  in 
the  main  memory  of  processing  unit  10b. 
In  Step  A  of  Fig.  10,  the  application  program  ex- 
ecuting  on  processing  unit  10b  attempts  to  store 
into  page  one  of  segment  S.  Since  the  application 
program  does  not  yet  hold  any  locks  on  segment 
S,  the  attempt  to  store  into  page  one  causes  a  lock 
miss  to  occur. 
In  Step  B  the  operating  system  on  processing  unit 
10a  intercepts  the  lock  miss. 
In  Step  C  the  operating  system  determines  that  no 
other  application  program  executing  on  processing 
unit  10b  is  holding  a  lock  on  page  one  of  segment 
S. 
In  Step  D  the  page  47  operating  system  deter- 

mines  that  processing  unit  10a  is  the  access  co- 
ordinator  for  segment  S. 
In  Step  E  processing  unit  10b  sends  message  1  to 
processing  unit  -10a  requesting  that  processing  unit 

5  10a  grant  a  write-lock  on  page  one  of  segment  S  to 
processing  unit  10b. 
In  Step  F,  upon  receipt  of  message  1  from  pro- 
cessing  unit  10b,  processing  unit  10a  determines 
that  no  other  processing  unit  in  the  configuration  is 

10  currently  holding  a  lock  on  page  one  of  segment  S. 
In  Step  G  processing  unit  1  0a  sends  message  2  to 
processing  unit  10b  responding  that  processing 
unit  10a  has  granted  a  write-lock  on  page  one  of 
segment  S  to  processing  unit  10b. 

rs  In  Step  H  the  operating  system  of  processing  unit 
10b  grants  a  write  lock  on  page  one  of  segment  S 
to  the  application  program  executing  on  processing 
unit  10b.  In  order  to  perform  this  operation,  the 
operating  system: 

20  (1)  allocates  a  page  frame  into  which  a  copy 
of  the  current  state  ef  page  one  will  be  made, 

(2)  allocates  an  Extension  Storage  (ES)  vir- 
tual  address  for  the  page  frame, 

(3)  allocates  an  entry  in  the  Lock  Table  (LT) 
25  for  the  page, 

(4)  assigns  the  newly-allocated  ES  virtual 
address  to  the  page  frame, 

(5)  copies  the  contents  of  page  one  of  seg- 
ment  S  into  the  page  frame, 

30  (6)  fills  in  the  entry  in  the  LT  to  indicate  that 
the  the  application  program  holds  a  lock  on  page 
one  of  segment  S, 

(7)  copies  the  ES  virtual  address  of  the  copy 
of  the  page  into  the  LT  entry  for  the  page,  and 

35  (8)  chains  the  LT  entry  for  the  page  into  the 
list  of  locks  held  by  the  application  program. 

The  copy  of  the  page  in  Extension  Storage 
may  be  used  to  recover  the  contents  of  the  page 

40  should  the  transaction  need  to  be  aborted.  The 
chain  of  Lock  Table  entries  held  by  an  application 
program  may  be  used  to  "remember"  the  original 
contents  of  the  set  of  virtual  pages  changed  by  the 
application  program  during  the  course  of  process- 

45  ing  a  transaction. 

In  Step  I  the  operating  system  copies  information 
concerning  the  lock  into  the  Inverted  Page  Table 
(IPT)  entry  for  the  page,  and  schedules  the  applica- 

50  tion  program  to  retry  its  store  instruction. 
In  Step  J  the  application  program  retries  its  store 
instruction,  which  completes  successfully. 
In  Step  K  the  application  program  attempts  to  store 
into  page  two  of  segment  S. 

55  In  Step  L  the  operating  system  performs  operations 
similar  to  those  it  performed  in  Steps  B  through  H 
for  page  two  of  segment  S. 
In  Step  M  the  application  program  retries  its  store 

14 



27 EP  0  323  013  A2 28 

instruction,  which  completes  successfully. 
In  Step  N  the  application  program  calls  the  Backout 
Service,  indicating  that  it  wishes  to  abort  the  trans- 
action  it  has  been  running. 
In  Step  0  the  operating  system  intercepts  the  abort 
request. 
In  Step  P  the  operating  system  frees  each  lock 
held  by  the  application  program.  In  order  to  per- 
form  this  operation,  for  each  page  locked  by  the 
application  program,  the  operating  system: 

(1)  examines  each  Lock  Table  (LT)  entry 
corresponding  to  a  lock  held  by  the  application 
program, 

(2)  discards  the  contents  of  any  page  in 
main  memory  for  which  an  LT  exists  indicating  that 
the  page  was  modified  by  the  application  program, 

(3)  brings  the  Extension  Storage  (ES)  page 
pointed  to  by  the  Lock  Table  (LT)  entry  for  the 
page  into  main  memory  for  each  page  for  which  an 
LT  exists  indicating  that  the  page  was  modified  by 
the  application  program, 

(4)  rename  the  ES  page  to  the  virtual  ad- 
dress  associated  with  the  page  whose  previous 
contents  it  represents, 

(5)  unchains  the  LT  entry  for  the  page  from 
the  list  of  locks  held  by  the  application  program, 
and 

(6)  frees  the  lock  table  entry  allocated  for  the 
page. 
In  Step  Q  the  operating  system  informs  the  ap- 
plication  program  that  the  transaction  has  been 
aborted.  In  a  cluster  configuration  in  which  three  or 
more  processing  units  have  opened  the  same  clus- 
ter  storage  segment,  and  an  application  program 
executing  on  the  processing  unit  serving  as  the 
access  coordinator  executes  then  commits  a  trans- 
action,  operations  similar  to  those  described  in  Fig. 
7  are  performed.  The  primary  difference  is  that  two 
additional  steps  are  added.  The  former  step  is 
added  between  Steps  F  and  G  of  Fig.  7.  In  this 
step,  the  access  coordinator  sends  a  list  of  the 
locks  held  by  application  programs  executing  at 
processing  units  other  than  the  access  coordinator 
and  the  backup  access  coordinator  to  the  backup 
access  coordinator,  so  that  the  backup  access  co- 
ordinator  can  store  them  in  its  Backup  Lock  Table 
(BLT).  The  BLT  is  used  during  recovery  to  deter- 
mine  which  pages  of  the  cluster  storage  segment 
were  stored  in  the  virtual  memory  of  the  the  in- 
dividual  processing  units  within  the  cluster  configu- 
ration.  The  details  of  how  the  BLT  is  used  to 
facilitate  recovery  are  described  below.  The  latter 
step  is  added  between  Steps  Q  and  Ft  of  Fig.  7.  In 
this  step,  the  access  coordinator  sends  a  list  of 
locks  freed  by  application  programs  executing  at 
processing  units  other  than  the  access  coordinator 
and  the  backup  access  coordinator  to  the  backup 
access  coordinator,  so  that  the  backup  access  co- 

ordinator  can  remove  them  from  its  BLT. 

In  a  cluster  configuration  in  which  three  or 
more  processing  units  have  opened  the  same  clus- 

5  ter  storage  segment,  and  an.  application  program 
executing  on  the  processing  unit  serving  as  the 
access  coordinator  executes  then  aborts  a  transac- 
tion,  operations  similar  to  those  described  in  Fig.  8 
are  performed.  The  primary  difference  is  that  two 

70  additional  steps  are  added.  The  former  step  is 
added  between  Steps  F  and  G  of  Fig.  8.  In  this 
step,  the  access  coordinator  sends  a  list  of  the 
locks  held  by  application  programs  executing  at 
processing  units  other  than  the  access  coordinator 

75  and  the  backup  access  coordinator  to  the  backup 
access  coordinator,  so  that  the  backup  access  co- 
ordinator  can  store  them  in  its.  Backup  Lock  Table 
(BLT).  The  BLT-  is  used  during  recovery  to  deter- 
mine  which  pages  of  the  cluster  storage  segment 

20  were  stored  in  the  virtual  memory  of  the  the  in- 
dividual  processing  units  within  the  cluster  configu- 
ration.  The  details  of  how  the  BLT  is  used  to 
facilitate  recovery  are  described  below.  The  latter 
step  is  added  between  Steps  N  and  0  of  Fig.  17. 

25  In  this  step,  the  access  coordinator  sends  a  list  of 
locks  freed  by  application  programs  executing  at 
processing  units  other  than  the  access  coordinator 
and  the  backup  access  coordinator  to  the  backup 
access  coordinator,  so  that  the  backup  access  co- 

30  ordinator  can  remove  them  from  its  BLT. 
In  a  cluster  configuration  in  which  three  or 

more  processing  units  have  opened  the  same  clus- 
ter  storage  segment,  and  an  application  program 
executing  on  the  processing  unit  serving  as  the 

35  backup  access  coordinator  executes  then  commits 
a  transaction,  operations  similar  to  those  described 
in  Fig.  9  are  performed. 

In  a  cluster  configuration  in  which  three  or 
more  processing  units  have  opened  the  same  clus- 

40  ter  storage  segment,  and  an  application  program 
executing  on  the  processing  unit  serving  as  the 
backup  access  coordinator  executes  then  aborts  a 
transaction,  operations  similar  to  those  described  in 
Fig.  10  are  performed. 

45  In  a  cluster  configuration  in  which  three  or 
more  processing  units  have  opened  the  same  clus- 
ter  storage  segment,  and  an  application  program 
executing  on  a  processing  unit  serving  as  neither 
the  access  coordinator  nor  the  backup  access  co- 

50  ordinator  executes  then  commits  a  transaction,  op- 
erations  similar  to  those  described  in  Fig.  9  are 
performed. 

In  a  cluster  configuration  in  which  three  or 
more  processing  units  have  opened  the  same  clus- 

55  ter  storage  segment,  and  an  application  program 
executing  on  a  processing  unit  serving  as  neither 
the  access  coordinator  nor  the  backup  access  co- 
ordinator  executes  then  aborts  a  transaction,  oper- 
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ations  similar  to  those  described  in  Fig.  10  are 
performed. 

Fig.  11  is  a.  flow  chart  illustrating  how  recovery 
from  failure  is  accomplished  for  cluster  storage 
segments  when  a  processing  unit  serving  as  nei- 
ther  the  access  coordinator  nor  the  backup  access 
coordinator  fails. 

In  Step  A  of  Fig.  11,  processing  unit  10a,  serving 
as  the  access  coordinator,  determines  that  pro- 
cessing  unit  1  0c,  not  serving  as  the  backup  access 
coordinator,  has  failed. 
In  Step  B  processing  unit  10a  scans  its  Lock  Table 
(LT)  to  determine  the  set  of  pages  of  the  cluster 
storage  segment  that  were  in  the  virtual  memory  of 
processing  unit  10c. 
in  Step  C  processing  unit  10a  determines  that 
processing  unit  10b  is  the  backup  access  coordina- 
tor  for  the  cluster  storage  segment. 
In  Step  D  processing  unit  10a  scans  its  LT  to 
determine  the  set  of  pages  in  the  cluster  storage 
segment  that  are  replicated  in  the  virtual  memory 
of  processing  units  other  than  10c.  In  the  current 
example  there  is  only  one  other  processing  unit, 
10b.  that  might  hold  a  page  of  the  cluster  segment 
in  its  virtual  memory. 
In  Step  E  processing  unit  10a  compares  the  two 
sets  and  determines  which  pages  of  the  cluster 
storage  segment  were  in  the  virtual  memory  of 
processing  unit  10c  and  are  not  in  the  virtual  mem- 
ory  of  processing  unit  10b.  Only  processing  unit 
10a  has  a  copy  of  any  of  these  remaining  pages  in 
its  virtual  memory.  To  ensure  against  a  further 
failure,  processing  unit  10a  must  replicate  these 
pages  in  the  virtual  memory  of  the  backup  access 
coordinator. 
In  Step  F  for  each  of  these  pages  processing  unit 
10a  sends  a  message  to  the  backup  access  coordi- 
nator,  processing  unit  10b,  requesting  that  process- 
ing  unit  10b  copy  the  page  into  its  virtual  memory. 
In  Step  G,  upon  receipt  of  the  last  page  from 
processing  unit  10a,  processing  unit  10b  sends  a 
message  to  processing  unit  10a  responding  that 
processing  unit  10b  has  copied  each  of  the  pages 
into  its  virtual  memory. 
In  Step  H,  upon  receipt  of  the  response  from 
processing  unit  10b,  processing  unit  10a  frees  all 
of  the  LT  entries  for  processing  unit  10c. 

Fig.  12  is  a  flow  chart  illustrating  how  recovery 
from  failure  is  accomplished  for  cluster  storage 
segments  when  a  processing  unit  serving  as  the 
access  coordinator  fails. 

In  Step  A  of  Fig.  12,  the  processing  unit  serving  as 
the  backup  access  coordinator,  processing  unit 
10b,  determines  that  processing  unit  10a,  which 

was  serving  as  the  access  coordinator,  has  failed. 
In  Step  B  processing  unit  10b  scans  its  Backup 
Lock  Table  (BLT)  to  determine  the  set  of  pages  of 
the  cluster  storage  segment  that  were  in  the  virtual 

5  memory  of  processing  unit  10a. 
In  Step  C  processing  unit  10b  elects  processing 
unit  10c  as  the  new  backup  access  coordinator.  In 
general,  any  remaining  processing  unit  in  the  clus- 
ter  except  the  current  backup  access  coordinator 

70  might  be  chosen  as  the  new  backup  access  coordi- 
nator. 
In  Step  D  processing  unit  10b  scans  its  BLT  to 
determine  the  set  of  pages  of  the  cluster  storage 
segment  that  are  replicated  in  the  memory  of  pro- 

75  cessing  units  other  than  processing  units  10a.  In 
this  example,  processing  unit  10b  or  10c  might 
have  had  a  copy  of  a  page  of  the  cluster  segment 
in  its  virtual  memory. 
In  Step  E  processing  unit  10b  compares  the  two 

20  sets  and  determines: 
(1)  which  pages  of  the  cluster  storage  seg- 

ment  were  in  the  virtual  memory  of  processing  unit 
10a  and  processing  unit  10b  but  were  not  in  the 
virtual  memory  of  processing  unit  10c  when  pro- 

25  cessing  unit  10a  failed,  and 
"  (2)  which  pages  of  the  cluster  storage  seg- 

ment  were  in  the  virtual  memory  of  processing  unit 
10a  and  processing  unit  10c,  but  were  not  in  the 
virtual  memory  of  processing  unit  10b  when  pro- 

30  cessing  unit  10a  failed. 
In  Step  F  for  each  page  that  was  in  the  virtual 
memory  of  processing  unit  10a  and  processing  unit 
10c  but  was  not  in  the  virtual  memory  of  process- 
ing  unit  10b,  processing  unit  10b  sends  a  message 

35  to  processing  unit  10c,  requesting  that  processing 
unit  10c  send  a  copy  of  the  page  to  processing 
unit  10b. 
In  Step  G,  upon  receiving  the  last  page  from  pro- 
cessing  unit  10c,  for  each  page  that  was  in  the 

40  virtual  memory  of  processing  unit  10a  and  process- 
ing  unit  10b  but  was  not  in  the  virtual  memory  of 
processing  unit  10c,  processing  unit  10b  sends  a 
message  to  processing  unit  10c,  requesting  that 
processing  unit  10c  copy  the  page  into  its  virtual 

45  memory. 
In  Step  H,  upon  receipt  of  the  response  from 
processing  unit  10c,  processing  unit  10b  frees  all 
of  the  LT  entries  for  failed  processing  unit  10a. 

so  Fig.  13  is  a  flow  chart  illustrating  how  recovery 
from  failure  is  accomplished  for  cluster  storage 
segments  when  a  processing  unit  serving  as  the 
backup  access  coordinator  fails. 

55  In  Step  A  of  Fig.  13,  the  processing  unit  serving  as 
the  access  coordinator,  processing  unit  10a,  deter- 
mines  that  processing  unit  10b,  which  was  serving 
as  the  backup  access  coordinator,  has  failed. 

16 
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In  Step  B  processing  unit  10a  scans  its  Lock  Table 
(LT)  to  determine  the  set  of  pages  of  the  cluster 
storage  segment  that  were  in  the  virtual  memory  of 
processing  unit  10b. 
In  Step  C  processing  .  unit  10a  elects  processing-  5 
unit  10c  as  the  new  backup  access  coordinator.  In 
general,  any  remaining  processing  unit  in  the  clus- 
ter  except  the  current  access  coordinator  might  be 
chosen  as  the  new  backup  access  coordinator. 
In  Step  D  processing  unit  10a  scans  its  LT  to  w 
determine  the  set  of  pages  of  the  cluster  storage 
segment  that  are  replicated  in  the  memory  of  pro- 
cessing  units  other  than  processing  units  10b.  In' 
this  example,  processing  unit  10a  or  10c  might 
have  had  a  copy  of  a  page  of  the  cluster  segment  rs 
in  its  virtual  memory. 
In  Step  E  processing  unit  10a  compares  the  two 
sets  and  determines: 

(1)  which  pages  of  the  cluster  storage  seg- 
ment  were  in  the  virtual  memory  of  processing  unit  20 
10b  and  processing  unit  10c  but  were  not  in  the 
virtual  memory  of  processing  unit  10a  when  pro- 
cessing  nit  10b  failed,  and 

(2)  which  pages  of  the  cluster  storage  seg- 
ment  were  in  the  virtual  memory  of  processing  unit  25 
10a  and  processing  unit  TOb,  but  were  not  in  the 
virtual  memory  of  processing  unit  10c  when  pro- 
cessing  unit  10b  failed. 
In  Step  F  for  each  page  that  was  in  the  virtual 
memory  of  processing  unit  10b  and  processing  unit  30 
10c  but  is  not  in  the  virtual  memory  of  processing 
unit  10a,  processing  unit  10a  sends  a  message  to 
processing  unit  10c,  requesting  that  processing  unit 
10c  send  a  copy  of  the  page  to  processing  unit 
1  0a.  35 
In  Step  G,  upon  receiving  the  last  page  from  pro- 
cessing  unit  10c,  for  each  page  that  was  in  the 
virtual  memory  of  processing  unit  10a  and  process- 
ing  unit  10b  but  was  not  in  the  virtual  memory  of 
processing  unit  10b,  processing  unit  10a  sends  a  40 
message  to  processing  unit  10c,  requesting  that 
processing  unit  10c  copy  the  page  into  its  virtual 
memory. 
In  Step  H,  upon  receipt  of  the  last  page  from 
processing  unit  10a,  processing  unit  10c  sends  a  45 
message  to  processing  unit  10a  responding  that 
processing  unit  10c  has  moved  the  pages  into  its 
virtual  memory. 
In  Step  I,  upon  receipt  of  the  response  from  pro- 
cessing  unit  10c,  processing  unit  10a  frees  all  of  50 
the  LT  entries  for  failed  processing  unit  10a. 

said  data  processor  having  associated  therewith 
primary  volatile  memory  and  secondary  memory 
accessed  by  a  virtual  memory  translation  mecha- 
nism,  said  method  comprising  the  steps  of; 

mapping  data  from  primary  memory  into  virtual 
address  spaces  in  secondary  memory,  said  data 
having  the  same  address  for  each  of  the  proces- 
sors; 
controlling  access  to  said  data  from  any  of  the 
processors  by  means  of  a  designated  processor; 
giving  access  to  said  data  to  any  requesting  pro- 
cessor  for  updating  the  data  by  the  requesting 
processor;  and 
maintaining  the  updated  data  in  the  memories  of 
the  designated  and  a  further  processor. 

2.  A  method  according  to  claim  1  including  the 
further  step  of: 

maintaining  the  updated  data  in  the  requesting 
processor  "and  a  further  processor  if  the  requesting 
processor  is  the  designated  processor. 

3.  A  method  according  to  claim  1  or  claim  2 
including  the  step  of  maintaining  non-updated  data 
in  the  memory  of  a  requesting  processor  and  a 
further  processor  prior  to  an  update  of  the  data. 

4.  A  method  according  to  claim  3  including  the 
step  of  discarding  the  non-updated  data  subse- 
quent  to  completion  of  the  updating  by  the  request- 
ing  processor. 

5.  A  method  according  to  any  one  of  claims  1 
to  4  in  which  said  data  is  mapped  into  virtual 
address  space  shared  between  the  secondary 
memories  of  the  processors  for  uniform  and  global 
distribution  of  the  data  among  the  secondary  mem- 
ory  address  spaces. 

Claims 

1.  A  method  of  operating  a-  data  processing 
system  comprising  a  plurality  of  data  processors 
interconnected  by  a  communication  system,  each 

17 
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10A  EXECUTES  A  TRANSACTION  THAT  IS  COMMITED  ON  OPEN,  EXISTING  FILE 
ASSUMPTIONS  FOR  THIS  FLOW  CHART 

1)  SEGMENT  S  IS  A  CLUSTER  STORAGE  SEGMENT  MAPPED  FOR  RWA  BY  10A 
2)  S  CONTAINS  EXACTLY  2  PAGES,  PAGE  1  (Pi)  AND  PAGE  2  (P2)  
3)  PI  AND  P2  ARE  IN  MAIN  MEMORY 
4)  PI  AND  P2  HAVE  BEEN  MODIFIED 

i  

APPLICATION  ATTEMPTS  TO  STORE  INTO  PI 
A  NO  LOCKS  HELD  BY  APPLICATION 

A  LOCK  MISS  (LM)  OCCURS 

B  OPERATING  SYSTEM  (OS)  INTERCEPTS  LM 

C  OS  DETERMINES  THERE  ARE  NO  OTHER  LOCKS 
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E  OS  DETERMINES  NO  UNITS  HAVE  ACCESS  TO 
SEGMENT  S 

OS  GRANTS  WRITE  LOCK  ON  PI  OF  S 
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OS  ALLOCATES  PAGE  FRAME  FOR  COPY 
Fl  OF  PI 

OS  ALLOCATES  AN  EXTENSION  STORAGE 
?2  (ES)  VIRTUAL  ADDRESS  FOR  PAGE  FRAME 

OS  ALLOCATES  ENTRY  IN  LOCK  TABLE  (LT) 
?3  FOR  PAGE  1 
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10  A  EXECUTES  A  TRANSACTION  THAT  IS  ABORTED  ON  OPENED, 
EXISTING  MAPPED  CLUSTER  SEGMENT 

ASSUMPTIONS  FOR  THIS  FLOW  CHART 
1)  SEGMENT  S  IS  A  CLUSTER  STORAGE  SEGMENT  MAPPED  FOR  RWA  BY  10  A 
2)  S  CONTAINS  EXACTLY  2  PAGES,  PAGE  1  (PI)  AND  PAGE  2  (P2) 
3)  PI  AND  P2  ARE  IN  MAIN  MEMORY 
4)  PI  AND  P2  HAVE  BEEN  MODIFIED 

Fl  

F2 

F3 

F4 

FIG  5A 

±  
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1UA  iUUiLUTiSS  A  TRANSACTION  THAT  IS  ABORTED  ON  OPENED, 
EXISTING  MAPPED  CLUSTER  SEGMENT 

ASSUMPTIONS  FOR  THIS  FLOW  CHART 
1)  SEGMENT  S  IS  A  CLUSTER  STORAGE  SEGMENT  MAPPED  FOR  RWA  BY  1  OA  AND  1  OB 
2)  S  CONTAINS  EXACTLY  2  PAGES,  PAGE  1  (PI)  AND  PAGE  2  (P2) 
3)  PI  AND  P2  ARE  IN  MAIN  MEMORY 
4)  PI  AND  P2  HAVE  BEEN  MODIFIED 

UNIT  10A  ATTEMPTS  TO  STORE  INTO  PI 
A  NO  LOCKS  HELD  BY  APPLICATION 

A  LOCK  MISS  (LM)  OCCURS 
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'2  (ES)  VIRTUAL  ADDRESS  FOR  PAGE  FRAME 
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3  FOR  PAGE  1 

t  

OS  ASSIGNS  NEWLY  ALLOCATED  ES  VIRTUAL 
4  ADDRESS  TO  PAGE  FRAME 

i  r 
FIG  8  A  

"  
T0  FIG-  8  B 
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FROM  FIG.  S  A 

i 

F5  OS  COPIES  PI  OF  S  INTO  PAGE  FRAME 

OS  FILLS  IN  ENTRY  IN  LT  -  APPLICATION 
F6  HOLDS  LOCK  ON  PI  OF  S 

1  r 

F7  OS  COPIES  ES  VIRTUAL  ADDRESS  INTO  LT 
FOR  PAGE  1 

V 

F8  OS  CHAINS  LT  ENTRY  IN  LIST  OF  LOCKS 
HELD  BY  APPLICATION 

OS  COPIES  LOCK  DATA  INTO  INVERTED 
G  PAGE  TABLE  (IPT)  ENTRY  FOR  PAGE  1 

H  APPLICATION  RETRIES  STORE  INSTRUCTION 
COMPLETES  SUCCESSFULLY 

I  APPLICATION  ATTEMPTS  TO  STORE  INTO  P2 

J  REPEAT  STEPS  B  THROUGH  G  FOR  PAGE  2 

K  APPLICATION  RETRIES  STOR  INSTRUCTION 
COMPLETES  SUCCESSFULLY 

L  APPLICATION  ISSUES  BLACKOUT  SERVICE 
TO  ABORT  TRANSACTION 

M  OS  INTERCEPTS  ABORT  REQUEST 

N  OS  FREES  'EACH  LOCK  HELD  BY  APPLI- 
APPLICATION 

OS  IN  FORMS  .APPLICATION  THAT  THE 
0  TRANSACTION  ABORTED  SUCCESSFULLY FIG.  8 B  
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Processo r   Unit  •  IOC  t a i l s   -  
P rocesso r   Unit  10A  is  AC 
p roces so r   Unit  10b  is  BAG 

10A  DETERMINES  THAT  10B  HAS  FAILED 
A 

10A  SCANS  LT  TO  DETERMINE  SET  OF 
B  PAGES  THAT  WERE  IN  IOC 

10A  DETERMINES  THAT  UNIT  10B  IS  BAG 
C 

10A  SCANS  LT  TO  DETERMINE  WHAT 
D  UNITS  HAVE  COPIES  OF  PAGES  THAT  WERE 

IN  UNIT  IOC 

10A  DETERMINES  WHAT  PAGES  WERE  IN  IOC 
E  AND  NOT  IN  10B 

V 

10A  REQUESTS  10B  TO  COPY  THESE  PAGES 
F 

10B  ADVISES  10A  THAT  COPIES  WERE 
G  TRANSFERRED 

10A  FREES  ALL  ENTRIES  IN  LT  FOR  IOC 
H 

IG.  11 
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PROCESSOR  Unit  10C 
PROCESSOR  UNIT  10A  IS  AC  AND  FAILS 
PROCESSOR  UNIT  10B  is  BAC 

10B  DETERMINES  THAT  10B  HAS  FAILED 
A 

10B  SCANS  BLT  TO  DETERMINE  SET  OF 
B  PAGES  THAT  WERE  IN  10A 

10B  ELECTS  UNIT  10B  AS  BAC 
C 

10B  SCANS  BLT  TO  DETERMINE  WHAT 
D  UNITS  HAVE  COPIES  OF  PAGES  THAT  WERE 

IN  UNIT  10A 

10B  DETERMINES  WHAT  PAGES  WERE  IN  10A 
E  AND  1  OB  BUT  NOT  IN  IOC  AND  WERE  IN 

10A  AND  IOC  BUT  NOT  IN  10B  AT  FAILURE 

v 

10B  REQUESTS  IOC  TO  SEND  COPY  OF 
F  PAGES  TO  10B 

10B  REQUESTS  IOC  TO  COPY  PAGES  THAT 
G  THAT  WERE  IN  10A  AND  10B  BUT  NOT  IOC 

if 

10B  FREES  ALL  ENTRIES  IN  LT  FOR  10B 
H 

F I G .   12  
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rKUUSSiSUK  unit   1UU 
PROCESSOR  UNIT  .10A  IS  AC 
PROCESSOR'  UNIT  10B  is  BAC  AND  FAILS 

10A  DETERMINES  THAT  10B  HAS  FAILED 
A 

10A  SCANS  LT  TO  DETERMINE  SET  OF 
B  PAGES  THAT  WERE  IN  10A 

10A  ELECTS  UNIT  IOC  AS  BAC 
C 

10A  SCANS  LT  TO  DETERMINE  WHAT 
D  UNITS  HAVE  COPIES  OF  PAGES  THAT  WERE 

IN  UNIT  10B 

10A  DETERMINES  WHAT  PAGES  WERE  IN  10A 
E  AND  10B  BUT  NOT  IN  IOC  AND  WERE  IN 

10A  AND  10B  BUT  NOT  IN  IOC  AT  FAILURE 

10A  REQUESTS  IOC  TO  SEND  COPY  OF 
F  PAGES  TO  10A  THAT  WERE  IN  10B  AND  IOC 

10A  REQUESTS  IOC  TO  COPY  PAGES  THAT 
G  THAT  WERE  IN  10A  AND  10B  BUT  NOT  IOC 

FROM  10A 

IOC  ADVISES  10A  THAT  PAGES  HAVE 
H  BEEN  COPIED  TO  IOC 

10A  FREES  ALL  ENTRIES  IN  LT  FOR  10B 
H 

1  5.  1  3- 
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