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(54) A METHOD AND EQUIPMENT FOR TRANSMITTING A MESSAGE BASED ON THE LAYER-2 
TUNNEL PROTOCOL

(57) A method and a device for sending a packet
based on Tunneling Protocol used in Layer 2 are provid-
ed. Specifically, when a traffic flow needs to be sent from
a network side to a client via QinQ termination equipment
in which the tunneling protocol used in Layer 2 is used ,
obtaining forwarding address information corresponding
to the client by searching a Dynamic Host Configuration
Protocol (DHCP) snooping binding table according to In-
ternet Protocol (IP) address information of the client in a
packet of the traffic flow. Thus, ARP requests do not need
to be sent by traversing all VLAN tags which are config-
ured on a QinQ termination interface. The packet of the
traffic flow can be sent to the client according to the ob-
tained forwarding address information. Therefore, block-
age in the network channel caused by sending a large
number of ARP packets is prevented, and network re-
sources are saved. Meanwhile, the operation load of con-
nected switching equipment is effectively reduced, and
the network operation quality is improved.
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Description

[0001] The application claims priority to Chinese Pat-
ent Application No. 200810056872.4, filed on January
25, 2008, and entitled "METHOD AND DEVICE FOR
SENDING A PACKET BASED ON TUNNELING PRO-
TOCOL USED IN LAYER 2", which is incorporated herein
by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] The present invention relates to the field of net-
work communications technologies, and more particu-
larly to a method and a device for sending a packet based
on Tunneling Protocol used in Layer 2.

BACKGROUND OF THE INVENTION

[0003] The QinQ protocol is a tunneling protocol used
in Layer 2 based on the IEEE 802.1Q technology, and is
a technology for extending the space of Virtual Local Area
Network (VLAN). Specifically, an additional layer of
802.1Q tag header is added to 802.1Q tagged packet.
As the packet transmitted based on this technology in a
backbone network has two layers of 802.1Q tag headers
(one for public network, and the other for private network),
the technical protocol is referred to as the QinQ protocol,
that is, the 802.1Q-in-802.1Q protocol.
[0004] Currently, a network termination equipment
based on the QinQ protocol acts as an access point, the
packet encapsulated with two layers of VLAN tags is re-
ceived, the two layers of the VLAN tags are both stripped,
and the packet is forwarded. The network termination
equipment based on the QinQ protocol herein is network
equipment containing a QinQ termination interface,
which is also referred to as QinQ termination equipment.
When a traffic flow is sent from the network side to a
client side via the QinQ termination interface, a Media
Access Control (MAC) address and two layers of VLAN
tags of the client are obtained by searching for an Ad-
dress Resolution Protocol (ARP) entry of the client ac-
cording to an Internet Protocol (IP) address of the packet
of the traffic flow at the QinQ termination interface. Then,
the obtained MAC address and the two layers of VLAN
tags are encapsulated, and the packet is forwarded to
the client. If no corresponding ARP entry is found, the
ARP entry is obtained through active learning and updat-
ed.
[0005] FIG. 1 is a schematic structural view of a net-
work based on the QinQ protocol. As shown in FIG. 1,
Router1 is a QinQ termination interface; Switch1 encap-
sulates a first layer of VLAN tag to the packet; and
Switch2 and Switch3 encapsulate a second layer of
VLAN tag to the packet. When a traffic flow needs to be
sent from a network side (Internet) to Client1 at a client
side via the QinQ termination interface, if an ARP entry
corresponding to Client1 is found in Router1, an MAC
address and two layers of VLAN tags corresponding to

Client1 are encapsulated directly, and the packet of the
traffic flow are sent. The packet of the traffic flow can be
sent to Client1 after being processed by Switch1 and
Switch2.
[0006] However, if no ARP entry corresponding to
Client1 is found in Router1, Router1 needs to actively
send an ARP request for learning and obtaining the ARP
entry of Client1. As the two layers of VLAN tag information
of Client1 cannot be obtained, the QinQ termination in-
terface needs to be traversed, that is, the ARP request
needs to be sent to all the VLAN tags which are config-
ured on the QinQ termination interface so as to ensure
Client1 to receive the ARP request. After receiving the
ARP request, Client1 returns a response, and Router1
can learn the related ARP entry according to the re-
sponse from Client1.
[0007] In the implementation of the present invention,
the inventors found that the above technical solution has
the following problems. Since the two layers of VLAN
tags information cannot be obtained, ARP request needs
to be sent by traversing all the VLAN tags which are con-
figured on the QinQ termination interface. If the number
of the configured VLAN tags is large, plenty of ARP re-
quests need to be sent, and this results in blockage in
the network channel. Moreover, only one set of the two
layers of VLAN tags is corresponding to the client, that
is to say, only one of the large number of sent ARP pack-
ets is valid, while the others are junk packets, and this
results in a great waste of network resources. In addition,
if the performance of the switches which are connected
to the Router1 is poor, the sending of a large number of
ARP packets is almost equal to an attack on the network
equipment, which may cause breakdown of the network
equipment and affect the normal operation of the entire
network.

SUMMARY OF THE INVENTION

[0008] The embodiments of the present invention pro-
vide a method and a device for sending a packet based
on tunneling protocol used in Layer 2, which can prevent
blockage in the network channel save network resources,
reduce the load of switching equipment, and improve the
network operation quality.
[0009] In an embodiment of the present invention, a
method for sending a packet based on tunneling protocol
used in Layer 2 is provided, which includes:

When a traffic flow needs to be sent from a network
side to a client via QinQ termination equipment in
which tunneling protocol used in Layer 2 is used,
obtaining forwarding address information corre-
sponding to the client by searching a Dynamic Host
Configuration Protocol (DHCP) snooping binding ta-
ble according to Internet Protocol (IP) address infor-
mation of the client in a packet of the traffic flow; and
sending the packet of the traffic flow to the client
according to the obtained forwarding address infor-
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mation.

[0010] In another embodiment of the present inven-
tion, a device for sending a packet based on L2TP is
provided, which includes a forwarding address informa-
tion obtaining unit and a packet sending unit.
[0011] The forwarding address information obtaining
unit is configured to obtain forwarding address informa-
tion corresponding to a client by searching a Dynamic
Host Configuration Protocol (DHCP) snooping binding
table according to Internet Protocol (IP) address infor-
mation of the client in a packet of a traffic flow when the
traffic flow needs to be sent from a network side to the
client via QinQ termination equipment in which tunneling
protocol used in Layer 2 is used.
[0012] The packet sending unit is configured to send
the packet of the traffic flow to the client according to the
obtained forwarding address information.
[0013] As can be seen from the above technical solu-
tions, when a traffic flow needs to be sent from a network
side to a client via QinQ termination equipment in which
tunneling protocol used in Layer 2 is used, searching a
DHCP binding table according to IP address of the client
in a packet of the traffic flow, obtaining forwarding ad-
dress information corresponding to the client. Therefore,
ARP requests do not need to be sent by traversing all
VLAN tags which are configured on the QinQ termination
interface by the QinQ termination equipment. The packet
of the traffic flow can be sent to the client according to
the obtained forwarding address information. Therefore,
blockage in the network channel caused by sending a
large number of ARP packets is prevented, and network
resources are saved. Meanwhile, the operation load of
connected switching equipment is effectively reduced,
and the network operation quality is improved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014]

FIG. 1 is a schematic structural view of a network
based on the QinQ protocol in the prior art;

FIG. 2 is a schematic flow chart of a method accord-
ing to an embodiment of the present invention; and

FIG. 3 is a schematic structural view of a device ac-
cording to another embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0015] In the embodiments of the present invention, a
method and a device for sending a packet based on tun-
neling protocol used in Layer 2 are provided. When a
traffic flow needs to be sent from a network side to a client
via QinQ termination equipment, two layers of VLAN tags
information corresponding to the client may be obtained

according to information in a DHCP snooping binding
table. The QinQ termination equipment herein may be
network equipment containing a QinQ termination inter-
face, such as a router or a switch with QinQ termination
function, which hereinafter is referred to as the QinQ ter-
mination interface. ARP requests are encapsulated and
sent to the client to implement ARP entry learning ac-
cording to the two layers of VLAN tags, instead of tra-
versing all VLAN tags which are configured on the QinQ
termination interface. Therefore, blockage in the network
channel caused by sending a large number of ARP pack-
ets is prevented, and network resources are saved.
Meanwhile, the operation load of connected switching
equipment is effectively reduced, and the network oper-
ation quality is improved.
[0016] The DHCP snooping technology in the above
descriptions is a kind of DHCP security characteristic,
which can filter distrusted DHCP message and build and
maintain a DHCP snooping binding table. The binding
table includes the MAC address, IP address, lease time,
binding type, VLAN tag information, interface informa-
tion, and other entries.
[0017] In an embodiment of the present invention, a
method for sending a packet based on tunneling protocol
used in Layer 2 is provided. FIG. 2 is a schematic flow
chart of the method, which includes the following blocks.
[0018] In block 11, forwarding address information is
obtained by searching a DHCP snooping binding table.
[0019] Specifically, when a traffic flow needs to be sent
from a network side to a client via a QinQ termination
interface, the forwarding address information corre-
sponding to the client is obtained by searching the DHCP
snooping binding table according to IP address of the
client in a packet of the traffic flow.
[0020] The DHCP scooping binding table may be gen-
erated through static configuration or dynamic learning.
Taking the dynamic learning as an example, the following
method may be performed. Firstly, the client, acting as
a dynamic client, applies to a DHCP server for an IP
address by sending a DHCP packet. A DHCP snooping
protocol is enabled at the QinQ termination interface, and
a DHCP scooping binding table is generated according
to content of the DHCP packet communicated between
the client side and the DHCP server. The entries in the
DHCP snooping binding table may include the IP address
and the MAC address information of the client and the
two layers of VLAN tags information corresponding to
the client, and may further include other information, such
as lease time, binding type, and interface information.
[0021] The forwarding address information corre-
sponding to the client may be the two layers of VLAN
tags information of the client. Alternatively, the forwarding
address information may also be the MAC address infor-
mation and the two layers of VLAN tags information of
the client. The subsequent forwarding operation varies
with different obtained forwarding address information.
[0022] In block 12, the packet of the traffic flow is sent
to the client according to the obtained forwarding address
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information.
[0023] Specifically, after obtaining the forwarding ad-
dress information corresponding to the client, the packet
of the traffic flow is encapsulated and sent to the client
according to the forwarding address information, thus the
packet forwarding process is implemented.
[0024] The packet forwarding process varies with dif-
ferent obtained forwarding address information. If the two
layers of VLAN tags information of the client are obtained,
an ARP packet is encapsulated and sent to the client
according to the obtained two layers of VLAN tags infor-
mation and the IP address of the client, so as to imple-
ment ARP entry learning and obtain the MAC address of
the client. After the MAC address of the client is obtained,
the packet of the traffic flow is encapsulated and sent to
the client according to the MAC address and the two lay-
ers of VLAN tags information of the client, thus the packet
forwarding process is implemented.
[0025] As can be seen from the above solution, since
the two layers of VLAN tags information of the client can
be obtained, the ARP requests do not need to be sent
by traversing all the VLAN tags which are configured on
the QinQ termination interface. Instead, the MAC ad-
dress information of the client can be learned by sending
an ARP request, and then a related ARP entry is gener-
ated. Therefore, blockage in the network channel caused
by sending a large number of ARP packets is prevented,
and network resources are saved. Meanwhile, the oper-
ation load of connected switching equipment is effectively
reduced, and the network operation quality is improved.
[0026] Alternatively, if the MAC address information
and the two layers of VLAN tags information of the client
are obtained, the packet of the traffic flow is encapsulated
and sent to the client according to the obtained MAC
address information and the two layers of VLAN tags
information of the client, and thus the packet forwarding
process is implemented. An ARP entry may be generated
for subsequent packet forwarding according to the ob-
tained MAC address information and the two layers of
VLAN tags information of the client. Alternatively, the
ARP entry may not be generated, and the subsequent
packet sending may be implemented by searching the
DHCP snooping binding table. Likewise, through the im-
plementation of the above technical solution, blockage
in the network channel caused by sending a large number
of ARP packets is prevented, and network resources are
saved. Meanwhile, the operation load of connected
switching equipment is effectively reduced, and the net-
work operation quality is improved.
[0027] As can be seen from the above two processes,
the previous process which involves sending an ARP re-
quest may also be employed to update the ARP entry of
the client, that is, after receiving the ARP request, the
client may learn the IP address of the QinQ termination
interface, so as to implement ARP learning and update
the ARP entry of the client. Therefore, when packets are
forwarded next time, the client may perform correspond-
ing processing according to the ARP table of the client,

and thus network resources are saved and the process-
ing efficiency is improved.
[0028] In another embodiment of the present inven-
tion, a device for sending a packet based on tunneling
protocol used in Layer 2 is provided. FIG. 3 is a schematic
structural view of the device, which includes a forwarding
address information obtaining unit and a packet sending
unit.
[0029] The forwarding address information obtaining
unit is configured to obtain forwarding address informa-
tion by searching a DHCP snooping binding table accord-
ing to IP address of a client.
[0030] Specifically, when a traffic flow needs to be sent
from a network side to the client via QinQ termination
equipment in which tunneling protocol used in Layer 2 is
used, the forwarding address information obtaining unit
obtains forwarding address information corresponding to
the client by searching the DHCP snooping binding table
according to IP address of the client in a packet of the
traffic flow.
[0031] The packet sending unit is configured to send
the packet of the traffic flow to the client according to the
obtained forwarding address information. The processes
vary with different obtained forwarding address informa-
tion, which may be similar to the processes described in
the above embodiment of the method.
[0032] If the obtained forwarding address information
is the two layers of VLAN tags information of the client,
the packet sending unit includes an ARP entry learning
module and a packet sending module.
[0033] The ARP entry learning module is configured
to obtain the MAC address information of the client by
encapsulating and sending an ARP packet to the client
to implement ARP entry learning according to the ob-
tained two layers of VLAN tags information and the IP
address of the client.
[0034] The packet sending module is configured to
send the packet of the traffic flow to the client according
to the obtained MAC address information and the two
layers of VLAN tags information of the client.
[0035] If the obtained forwarding address information
is the MAC address information and the two layers of
VLAN tags information of the client, the packet sending
unit includes the packet sending module. The packet
sending module is configured to send the packet of the
traffic flow to the client according to the MAC address
information and the two layers of VLAN tags information
of the client.
[0036] The device may further includes a DHCP
snooping binding table generating unit, configured to
generate a DHCP snooping binding table according to
content of DHCP packet communicated between the cli-
ent and a DHCP server.
[0037] Specifically, the client, acting as a dynamic cli-
ent, firstly applies to the DHCP server for an IP address
by sending a DHCP packet. The DHCP snooping binding
table generating unit is configured to enable a DHCP
snooping protocol at the QinQ termination interface, and
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generate the DHCP snooping binding table according to
the content of the DHCP packet communicated between
the client and the DHCP server. The generation herein
may be implemented through static configuration or dy-
namic learning. The entries in the DHCP snooping bind-
ing table may include the IP address and the MAC ad-
dress information of the client and the two layers of VLAN
tags information corresponding to the client.
[0038] The device described above may be deployed
at a QinQ termination equipment or deployed as an in-
dependent functional entity. The QinQ termination equip-
ment may be network equipment containing a QinQ ter-
mination interface, such as a router or a switch with QinQ
termination function.
[0039] It should be noted that, in the above embodi-
ment of the device, the units are divided according to
functional logic, but are not limited to the above division
as long as they can implement corresponding functions.
In addition, the specific name of each functional unit is
used for distinguishing, instead of limiting the protection
scope of the present invention.
[0040] Furthermore, it should be understood by a per-
son skilled in the art that all or a part of the blocks of the
method provided in the embodiments of the present in-
vention may be implemented by a program instructing
relevant hardware. For example, the blocks can be im-
plemented by the operation of a computer. The program
may be stored in a readable storage medium, such as a
random access memory (RAM), a magnetic disk, or a
compact disk.
[0041] In view of the above, through the implementa-
tion of the embodiments of the present invention, block-
age in the network channel caused by sending a large
number of ARP packets is prevented, and network re-
sources are saved; meanwhile, the operation load of con-
nected switching equipment is effectively reduced, and
the network operation quality is improved.
[0042] The above descriptions are merely some ex-
emplary embodiments of the present invention, but not
intended to limit the scope of the present invention. Any
modification, equivalent replacement, or improvement
made without departing from the spirit and principle of
the present invention should fall within the scope of the
present invention. Therefore, the protection scope of the
present invention is subject to the appended claims.

Claims

1. A method for sending a packet based on tunneling
protocol used in Layer 2, wherein when a traffic flow
needs to be sent from a network side to a client via
QinQ termination equipment in which tunneling pro-
tocol used in Layer 2 is used, the method comprises:

obtaining forwarding address information corre-
sponding to the client by searching a Dynamic
Host Configuration Protocol (DHCP) snooping

binding table according to Internet Protocol (IP)
address information of the client in a packet of
the traffic flow; and
sending the packet of the traffic flow to the client
according to the obtained forwarding address
information.

2. The method according to claim 1, wherein the for-
warding address information corresponding to the
client comprises two layers of Virtual Local Area Net-
work (VLAN) tags information of the client.

3. The method according to claim 2, wherein the send-
ing the packet of the traffic flow to the client according
to the obtained forwarding address information com-
prises:

implementing ARP entry learning and obtaining
Media Access Control (MAC) address informa-
tion of the client by sending an Address Reso-
lution Protocol (ARP) packet to the client accord-
ing to the obtained two layers of VLAN tags in-
formation and IP address information of the cli-
ent; and
sending the packet of the traffic flow to the client
according to the MAC address information and
the two layers of VLAN tags information of the
client.

4. The method according to claim 1, wherein the for-
warding address information corresponding to the
client comprises MAC address information and two
layers of VLAN tags information of the client.

5. The method according to claim 4, wherein the send-
ing the packet of the traffic flow to the client according
to the obtained forwarding address information com-
prises:

sending the packet of the traffic flow to the client
according to the obtained MAC address infor-
mation and the two layers of VLAN tags infor-
mation of the client.

6. The method according to any one of claims 1 to 5,
wherein the DHCP snooping binding table is gener-
ated through static configuration or dynamic learn-
ing.

7. The method according to claim 6, wherein the DHCP
snooping binding table is generated through dynam-
ic learning comprises:

dynamically generating the DHCP snooping
binding table according to content of a DHCP
packet communicated between the client and a
DHCP server,
wherein entries of the DHCP snooping binding
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table comprise: the IP address and the MAC ad-
dress information of the client and two layers of
VLAN tags information of the client.

8. The method according to any one of claims 1 to 5,
wherein
the QinQ termination equipment comprises a router
or a switch.

9. A device for sending a packet based on tunneling
protocol used in Layer 2, comprising:

a forwarding address information obtaining unit,
configured to obtain forwarding address infor-
mation corresponding to a client by searching a
Dynamic Host Configuration Protocol (DHCP)
snooping binding table according to Internet
Protocol (IP) address information of the client in
a packet of a traffic flow when the traffic flow
needs to be sent from a network side to the client
via QinQ termination equipment in which tun-
neling protocol used in Layer 2 is used; and
a packet sending unit, configured to send the
packet of the traffic flow to the client according
to the obtained forwarding address information.

10. The method according to claim 9, wherein when the
obtained forwarding address information comprises
two layers of Virtual Local Area Network (VLAN) tags
information of the client, the packet sending unit
comprises:

an Address Resolution Protocol (ARP) entry
learning module, configured to implement ARP
entry learning and obtain Media Access Control
(MAC) address information of the client by send-
ing an ARP packet to the client according to the
two layers of VLAN tags information and IP ad-
dress information of the client; and
a packet sending module, configured to send
the packet of the traffic flow to the client accord-
ing to the MAC address information and the two
layers of VLAN tags information of the client.

11. The method according to claim 9, wherein when the
obtained forwarding address information comprises
MAC address information and two layers of VLAN
tags information of the client, the packet sending unit
comprises:

a packet sending module, configured to send
the packet of the traffic flow to the client accord-
ing to the MAC address information and the two
layers of VLAN tags information of the client.

12. The device according to any one of claims 9 to 12,
further comprising:

a DHCP snooping binding table generating unit,
configured to generate the DHCP snooping
binding table according to content of DHCP
packet communicated between the client and a
DHCP server, wherein entries of the DHCP
snooping binding table comprise:

the IP address and the MAC address infor-
mation of the client and the two layers of
VLAN tags information of the client.

13. The device according to any one of claims 9 to 12,
wherein the device is deployed at the QinQ termina-
tion equipment, or deployed as an independent func-
tional entity.
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