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(54) A method for detecting data misuse in an organization’s network

(57) A method for detecting data misuse in an organ-
ization’s network by applying a context based analysis.
The method comprising the steps of defining context at-
tributes, which define the context in which the request is
executed; defining sensitive data attributes, that may be
exposed to the user during his/her work; activating the

detection server to execute a learning phase to induce a
detection model; and activating the detection server to
determine whether a new request is benign or malicious,
by cross-validating the result-set against a detection
model.
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Description

Field of the Invention

[0001] The present invention relates to the field of security in computer systems, specifically this invention relates to
the field of detection of unauthorized data disclosure.

Background of the Invention

[0002] Publications and other reference materials referred to herein, are numerically referenced in the following text
and respectively grouped in the appended Bibliography which immediately precedes the claims.
[0003] Protecting sensitive information (e.g., intellectual property, customer data, and patient records) from unauthor-
ized disclosure is a major concern of every organization. Since the organization’s employees or partners need to access
such information in order to perform their daily work, data leakage and misuse detection and/or prevention are very
challenging tasks.
[0004] Data leakage is defined as the accidental or unintentional distribution of private or sensitive data to an unau-
thorized entity. Data misuse is defined as insider abuse of legitimate permission in order to access data [1]. Both data
leakage and data misuse are serious issues for organizations as the number of incidents and the cost to those experiencing
them continue to increase. Whether caused by malicious intent or an inadvertent mistake, data loss can diminish a
company’s brand, reduce shareholder value, and damage the company’s goodwill and reputation.
[0005] Data leakage/ misuse detection and/or prevention is especially difficult when an insider causes the leakage.
According to 2010 CyberSecurity Watch Survey [2], 51% of reported cyber attacks were a result of an insider attack.
The most commonly reported attacks are: unintentional exposure of private or sensitive information (29% performed by
insiders); theft of intellectual property (16% performed by insiders); and theft of other (proprietary) information such as
customer or financial records (15% performed by insiders). Additionally, according to the report, 67% of the organizations
report that insider attacks are much more costly to the organization than outsider attacks.
[0006] The present invention is related to the problem of detecting potential data misuse by an insider in the following
scenario (see Fig. 1). Users interact with a system using a client application (e.g., browser). The user can submit requests
(for data) in order to perform various tasks. For example, a salesman may need to see customer activity during the past
year in order to offer him or her new products. These requests are submitted to an application server that interacts with
a database in order to retrieve the required data and to send the result-sets to the user.
[0007] Each user accesses the system within a specific role (e.g., a manager) and is assigned a set of permissions
to allow him/her to perform tasks. This, however, creates a problem since a user may exploit his/her legitimate access
rights in order to leak data or to take actions that are not in line with the organization’s goals and which might harm the
organization. For example, a user may access customer records in order to sell them to a competitor or in order to
commit identity theft.
[0008] There have been several research efforts to deal with this scenario and to detect potential data misuse. Most
of these efforts focus on deriving user behavioral profiles that define normal user behavior and issue an alert whenever
a user’s behavior deviates from the normal profile. The most common approach for representing user behavioral profiles
is by analyzing the SQL query string submitted by the application server to the database (as a results of a user’s requests)
and extracting various features from the SQL statements [3]. This approach, however, is prone to errors since the same
result-set may be produced by different SQL queries, causing high false positive and high false negative rates.
[0009] Another approach for representing a user’s behavioral profile focuses on what the user is trying to access
instead of how he expresses his request. According to this approach anomalies are detected by analyzing the data
exposed to the user, i.e., the result-sets [4].
[0010] Whenever analyzing a user’s request for data, features that define the context in which the request has been
issued (such as the time of request and location of the user) should be considered. The importance of using contextual
features was acknowledged by Mathew et al. [4] but they haven’t been used in related works which focused only on
analyzing access to database records.

Data Linkage

[0011] Data linkage is the task of linking records from different datasets that refer to the same entity [5][6]. The task
is required for different goals, but is usually used as a preparatory step for various data mining projects [7]. For example,
assuming records from two different tables that define the same entity, note that the two tables may originate from
different systems or data sources. If the records do not have a foreign key (FK) relation or a similar primary key (PK),
they cannot be linked using a simple SQL join. Therefore, a more complex action is needed in order to match the
congruent records.
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[0012] It is common to divide data linkage into two types: one-to-one and one-to-many. For one-to-one data linkage,
the goal is to associate one record in table A to a single matching record in table B. In the case of one-to-many data
linkage, the goal is to associate one record in table A to multiple matching records in table B.
[0013] Various algorithms implement different data linkage methods. Cohen [8] offers a method in which data linkage
is done by calculating cosine distance between two records in different datasets. Galhardas et al. [9] suggest an SQL
extension to build clusters of similar records, using decision functions to determine whether two records should be linked
or not. Nahm et al. [10] propose using a support vector machine (SVM), while Mccallum et al. [11] and Gu et al. [12]
advocate clustering methods in order to identify record pairs. Sarawagi and Bhamidipaty [13] suggest an active learning
approach in order to induce data- linkage classifier models that are automatically updated for each new record examined.
[0014] Fig. 2 presents a general example of the data linkage task. In the example, two tables (Table I and Table II),
from two different data sources are presented. The goal is to link records in Table I to the most similar record in Table
II. For each record in Table I a similarity grade is assigned to each record in Table II according to a similarity function.
If the similarity exceeds a predefined threshold, the records are considered a match and linked together.

Misuse Detection in Databases

[0015] Several related works deal with detecting anomalous access to databases. These works seek to protect the
data in a database from: an insider who is authorized to access the database (via management application or other
application) but submits anomalous queries that might indicate possible data misuse (e.g., data harvesting); an insider
abusing his legitimate privileges to masquerade as another user in order to gather data for malicious purposes; or, from
the outside attacker maliciously trying to extract data (e.g., via SQL injection).
[0016] Most of the proposed methods focus on learning normal queries of users or roles and, during the monitoring
phase, identifying abnormal queries.
[0017] Two main types of features are used to model a query: syntax-centric and data-centric. The syntax-centric
approach relies on the SQL-expression syntax of queries to construct user profiles by creating for example, a frequency
vector of keywords (SELECT, FROM...). The data-centric approach focuses on what the user is trying to access instead
of how he expresses his request. It models the query by extracting features from the result-set of the query, for example,
the number of tuples, the min, max and average of attributes etc.
[0018] It is therefore a purpose of the present invention to provide a system and a method for detecting suspicious
access to sensitive data by authorized users.
[0019] It is another purpose of the present invention to provide a system and a method for detecting suspicious access
to sensitive data using a data-centric approach considering the context in which the query was executed.
[0020] It is yet another purpose of the present invention to provide a system and a method wherein, the detection is
performed by a supervised analysis of the result-sets sent to the user as a result of a request that the user submitted.
[0021] It is another purpose of the present invention to provide a system and a method wherein, the detection is
performed by an unsupervised analysis of the result-sets sent to the user as a result of a request that the user submitted.
[0022] Further purposes and advantages of this invention will appear as the description proceeds.

Summary of the Invention

[0023] The invention is a method for detecting data misuse in an organization’s network by applying a context based
analysis. The network comprises:

a) a user application client for submitting and acquiring a user request for data;
b) at least one database that contains data related to the activities of the organization;
c) at least one application server adapted to receive the user request, to extract data from the at least one database,
and to compile a result set which the application server returns to the user client;
d) a memory module for storing a detection model induced in a training stage;
e) a detection server adapted to induce the detection model, to analyze the user request and the data extracted
from the database, and to compare the analyzed user request and the data extracted from the database to the
detection model; and
f) communication links between the machines that comprise the network.

[0024] The method of the invention comprises four steps:

I. defining context attributes, which define the context in which the request is executed;
II. defining sensitive data attributes, that may be exposed to the user during his/her work;
III. activating the detection server to execute a learning phase to induce a detection model; and



EP 2 571 225 A1

4

5

10

15

20

25

30

35

40

45

50

55

IV. activating the detection server to determine whether a new request is benign or malicious, by cross-validating
the result-set against the detection model.

[0025] In step I, the defined context attributes can be at least one of the following: time of execution; geographical
location of the user; the role of the user; the type of the system; a user’s seniority; a type of transaction; a user’s age; a
user’s origin; a user’s IP address; and information service (IS) Holidays.
[0026] In step II, the defined sensitive data attributes can be at least one of the following: a name of a customer; an
address of a customer; an age of a customer; type of a customer; date of birth of a customer; place of birth of a customer;
gender of a customer; occupation of a customer; type of payment of a customer; average purchase amount of a customer;
telephone number of a customer; plan of a customer; seniority of a customer; type of products purchased; and quantity
of product purchased.
[0027] In an embodiment of the method of the invention:

A. in step III the induced detection model is a supervised detection model that is a classifier which:

a) learns from both malicious requests and requests labeled as benign;

b) collects result-sets of both benign and malicious requests from the application server;

c) collects context attributes for each request;

d) processes the collected requests, the context attributes and the result-sets into a training-set format, wherein:

i) for each record in a result-set, the matching context attributes are added to create an extended record;

ii) the extended record is labeled according to the request label as either benign or malicious; and

iii) the processed dataset is used for inducing a standard machine learning detection model, wherein the
nodes of a decision tree represent both context attributes and sensitive data attributes and the leaves of
the tree possess one of the following two target attributes presented to the inducer in the training set: benign
or malicious;

B. step IV comprises examining each record in the result-set independently wherein:

a) each record in the result set is cross-validated against the detection model and classified as either malicious
or benign;

b) an anomaly score that defines the probability that this record is malicious is determined for each record in
the result set;

c) after the anomaly scores for all the records in the result-set are determined, an anomaly score for the result
set is determined; and

d) an alert is issued to a security officer if the anomaly score for the result set is greater than a pre-defined
threshold.

[0028] In this embodiment of the invention the anomaly score for the result set may be the average of the anomaly
scores of all records in the result set.
[0029] In an embodiment of the method of the invention:

A. In step III the induced detection model is an unsupervised detection model that profiles normal behavior using a
tree-like detection model and the construction of the decision tree and the process of deriving a set of rules repre-
senting a specific leaf is an iterative process, comprise the following steps:

a) inserting an input dataset, which functions as a training set;
b) selecting a context attribute to be the root of the tree and splitting the input dataset into smaller datasets
according to the values of the root attribute;
c) repeating step (b) with the remaining context attributes in the dataset, selecting a new context attribute, from
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the list of remaining context attributes, to be placed in the next level of the tree until either all the context attributes
have been used or the remaining dataset size is smaller than a predefined threshold; and
d) generating rules for each leaf of the tree;

B. step (IV) comprises:

a) retrieving the appropriate set of rules from the induced detection model;
b) cross-validating the result set with the detection model to determine to what extent it is compliant with the
set of rules; and
c) issuing an alert if the incompatibility rate of the result set exceeds a predefined threshold.

[0030] In this embodiment of the method of the invention:

A. the rules for each leaf of the tree can be generated by the following steps:

a) generating all the rules that are supported by a predefined number of records (minsupport);
b) choosing the rule with the highest minsupport for the final rule set and removing the records supporting it
from the record set; and
c) repeating step (b) until no more rules can be generated with the minimal support required or the dataset is
smaller than a predefined threshold;

B. the rules for each leaf of the tree can be generated by the following steps:

a) calculating the probability of each value of each attribute given the values of all other attributes; b) repeating
step (b) for each leaf in the model; and

C. step A.(b) may comprise:

a) counting the number of records that appear in both of the split subsets in order to determine the quality of
the split;
b) dividing the count by the union size of the resulting subsets for normalization;
c) examining each possible value against the union of all other subsets if the examined attribute has more than
two possible values;
d) calculating the final score for the attribute by the weighted average of all the calculated outcomes; and
e) repeating steps (a) to (d) for each possible split.

[0031] All the above and other characteristics and advantages of the invention will be further understood through the
following illustrative and non-limitative description of embodiments thereof, with reference to the appended drawings.

Brief Description of the Drawings

[0032]

- Fig. 1 schematically shows the main scenario of this paper. The user submits requests in order to perform various
tasks. These requests are forwarded to an application server, which interacts with a database in order to retrieve
the required data and to send the result-sets to the user;

- Fig. 2 schematically shows an example of a data linkage task;

- Fig. 3 schematically shows an example of normal (benign) and abnormal (malicious) requests. Result-sets are
labeled and the context of each request is extracted;

- Fig. 4 schematically shows the processed data;

- Fig. 5 schematically shows a supervised detection model;

- Fig. 6 Classifying a request as benign/malicious using a supervised decision model. The request is executed in the
morning at a shop in Berlin. The record retrieved describes a customer living in Berlin. Therefore the action is
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classified as benign. (the classification process in highlighted);

- Fig. 7 Settings of the data used for training the supervised model;

- Fig. 8 Settings of the data used for training the unsupervised model and for testing both supervised and unsupervised
models;

- Fig. 9 schematically shows the proposed unsupervised detection model;

- Fig. 10 schematically shows the construction of the tree model - splitting the dataset after selecting the ’Location’
context attribute to be the next level node;

- Fig. 11 schematically shows an example of measuring the quality of a splitting attribute ’ActionLocation’;

- Fig. 12 schematically shows the process of deriving a set of rules representing a leaf data set;

- Fig. 13 schematically shows the ROC curves of the supervised and the unsupervised approach; and

- Fig. 14 schematically shows a flow chart of the method of the present invention.

Detailed Description of Embodiments of the Invention

[0033] The present invention presents a new approach for identifying suspicious activity by insiders who use an
application to access data stored in a database. In the present invention, suspicious access to sensitive data is detected
by analyzing the result-sets visible to the user as a result of a request submitted by him. Result-sets are analyzed within
the instantaneous context in which the request was submitted. A level of anomaly is derived by analyzing the result-set
and the context in which the query was performed. If the derived level exceeds a predefined threshold, an alert can be
sent to a security officer. The present invention applies data-linkage techniques in order to link between the contextual
features and the result-sets. Data-linkage is a method used for linking two data items that refer to the same entity but
which have no obvious connection [5][6]. Machine learning algorithms are applied for inducing a behavioral model during
a learning phase. The behavioral model encapsulates knowledge on the behavior of a user; i.e., the characteristics of
the result-sets of legitimate or malicious requests. This behavioral model is used for identifying malicious or abnormal
requests.
[0034] The contribution of the present invention over the methods of the prior art is threefold. First, by analyzing both
the result-sets as well as the data that the user is exposed to, the method enhances the accuracy of the detection.
Second, the profiling process takes into consideration the context of the request in order to further improve detection
accuracy and to better distinguish between a normal and abnormal request. This is important since the same request
may be legitimate if performed within one context but abnormal within another. Third, the detection can be performed
only on the link between the user (i.e., application client in Fig. 1) and the application server. Since information from
database logs is not required, the need to correlate between the identity of the user and the matching SQL queries in
the database is eliminated.
[0035] The method of the present invention is divided into the following four steps as shown in Fig. 14:

1. Defining context attributes

[0036] In the first step, a domain expert decides which attributes are relevant for the detection process, and configures
them into the system. Out of these attributes a set of context attributes are identified so that together they define the
context in which a request is executed. Examples of context attributes are: the time of execution (e.g., morning, afternoon,
evening, after working hours); the geographical location of the user; the user’s role (e.g., manager, salesman, DBA);
system (e.g., third-partner system or organization internal system); user’s seniority; type of transaction; user’s age; user’s
origin; user’s IP address; and information service (IS) Holidays. This set of context attributes is used when interpreting/
deriving the level of suspiciousness of the result-set. The same result-set may be interpreted differently within different
contexts.

2. Defining sensitive data attributes

[0037] In the next step the set of attributes of the sensitive data with which a user interacts is defined. This data may
be exposed to the user during his or her work. For example, if a system enables users to access customer records, the
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customer’s first name and last name; address; age; type; date of birth; place of birth; gender; occupation; type of payment;
average purchase amount; telephone number; plan (pre-paid, family); seniority; products purchased; and quantity of
product purchased are examples of attributes that might be defined as sensitive data.

3. Inducing a detection model

[0038] Once the context attributes and the sensitive data are defined, the detection model - i.e., the learning phase
can be induced. The detection model encapsulates the expected behavior in various contexts. The learning phase can
be supervised (i.e. the request in the training set has to be labeled as malicious or benign) or unsupervised (i.e. the
requests in the training set do not need to be labeled, and therefore the learning is unsupervised). Eventually, a detection
model is induced. This model encapsulates knowledge synthesized from result-sets of normal (and optionally abnormal)
requests issued from within different contexts. Examples of how a detection model is induced are given herein below.
Once a detection model is induced, the data attributes are invariable and cannot be changes. In order to change these
attributes, the system has to be reconfigured accordingly; and, the model must be re-trained before detection with the
new attributes can begin.

4. Detection

[0039] During the detection phase, when a new request arrives, its result-set is cross-validated against the detection
model produced during the learning phase. Each result-set is matched with the context in which it was retrieved, and
then cross-validated with the detection model. This cross-validation process will produce an anomaly score for the result
set within the specific context. If the final anomaly score is greater than a predefined threshold, the query is suspected
of being malicious and an alert may be sent to a security officer.
[0040] The threshold is defined by taking into consideration the tradeoff between the false positive rate (FPR) and the
true positive rate (TPR). If the threshold chosen is too high, malicious requests may not be detected (low TPR). On the
other hand, if the threshold defined is too low, many false alarms will be issued (high FPR).

Supervised Approach

[0041] The first embodiment of the present invention includes the step of applying a supervised, multiple class detection
model. The supervised detection model is a classifier that classifies a new result-set as either malicious or benign.
Therefore, this embodiment requires learning from both malicious and benign labeled examples. To illustrate this em-
bodiment of the invention, the well-known C4.5 algorithm [21] for inducing the decision tree in the Weka environment
[22], was chosen, as can be seen in the examples herein below.
[0042] In order to perform the learning and to induce a detection model, result-sets of both benign and malicious
requests are collected from the application server logs. For each request, the contextual attributes are collected as well.
For example, Fig. 3 depicts two requests, benign and malicious, along with their contextual attributes and the matching
result-sets. A benign user submits a request during working hours and a malicious user submits her request after working-
hours. The result-sets consist of customer records including the first name, last name, address work place and customer
type. Next, the collected data (i.e., requests, context attributes and result-sets) are processed into a training-set format.
For each record in the result-set, the matching contextual attributes are added and the new, extended record is labeled
according to the request label (either as benign or malicious). Fig. 4 depicts the output of this processing phase.
[0043] The processed dataset is then used for inducing a standard machine learning detection model. Fig. 5 depicts
a supervised detection model. The nodes of the decision tree represent both context attributes, and sensitive data
attributes. The leaves of the tree may possess one of two target (or class) attributes presented to the inducer in the
training set: benign or malicious. The decision tree can classify individual records of sensitive data as malicious or benign
while taking into account the context of the request.
[0044] In the detection/classification phase, the goal is to detect suspicious/malicious requests. The first step in order
to achieve this goal is to examine each record in the result-set independently. Each record is cross-validated against
the detection model and is assigned an anomaly score that defines the probability of this record being malicious. After
the anomaly scores for all the records in the result-set are derived, the request’s anomaly score is calculated. This is
done, for example, by calculating the average anomaly scores of all records in its matching result-set. If the query’s
anomaly score is greater than a pre-defined threshold, an alert is issued to the security officer. This process is presented
in Fig. 6.
[0045] The supervised embodiment proposed herein suffers from three major problems. First, the implemented solution
uses supervised learning in order to induce the detection model. In the implementation described herein above, the
requests were labeled according to the behavior from which they were derived. Nevertheless, when implementing this
method on real data, using a supervised solution requires manually labeling the records in the training set. A solution
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for this is to assume that the transactions in the log are all legitimate (as is commonly assumed). Still, taking this approach
would require artificially generating malicious requests. Second, the implemented algorithm induces a detection tree,
which examines each record in the result set individually. This means that multiple scans of the tree are required. For
example, if a result set consists of ten records, the detection model would be scanned ten times. The requirement for
multiple scans results in longer detection time. Third, since the detection model is built based on examples of both
malicious and benign records, if a new class of malicious behavior occurs, the model will not necessarily detect the
anomalous behavior. This also means that retraining will be required quite often.

Unsupervised Approach

[0046] In order to overcome these drawbacks, a second embodiment is presented. This embodiment presents an
unsupervised detection method. This method profiles normal behavior using a tree-like detection model. This detection
model encapsulates a set of rules that describe the legitimate user behavior for each possible context. During the
detection phase (step 4), upon the arrival of a new request, the appropriate set of rules is retrieved from the model
according to the context of the query. Then, the result set is cross validated to see to what extent it is compliant with the
set of rules. If the result set’s incompatibility rate exceeds a predefined threshold, an alert is issued.
[0047] The second embodiment required developing a new algorithm for inducing a tree-like detection model, in which
each leaf would hold a set of rules while the nodes hold different contextual attributes. Each possible context is defined
by a single path starting at the root of the tree and ending at a leaf. A leaf holds a set of rules defining what data may
be seen in the specific context. These rules can be expressed in various ways, such as a set of frequent item-sets or a
set of J48 decision trees representing the characteristics of the data retrieved in the specific context of the training set.
This is a tree-like detection model in which each leaf holds a set of rules and the inner nodes represent different contextual
attributes. An example of the proposed model is shown in Fig. 9. In this example, the context attributes are the ’Action-
Location’ and the ’ActionTime’ and they appear in the inner nodes. The leaves contain a set of rules describing the
expected (sensitive) data for each path of the tree (each possible context). For instance, according to the behavioral
model presented in Fig. 9, a user from Berlin, submitting a request in the morning, normally requests for business
customers living in Berlin. These rules are generated by extracting frequent item-sets that characterize the data which
can be legitimately retrieved in the specific context.
[0048] The training set is composed of result sets and the context in which they were retrieved. A database or an
application log can be used for this purpose. The requests in the training set do not need to be labeled, and therefore
the learning is unsupervised. The assumption is that the majority of the requests in a log are legitimate. If some malicious
activity is recorded in the log, it is of very small amount, and therefore will not have an effect on the detection model
induced. Using this training set, a detection model is induced.
[0049] The construction of the decision tree is an iterative process that begins with an input dataset (i.e., the training
set). In the first step, a context attribute is selected to be the root of the tree and the input dataset is then split into smaller
datasets according to the values of the root attribute. The process is then repeated for a new context attribute, which is
selected from the remaining attributes in the context attribute list, and placed in the next level of the tree. Similarly, the
datasets, assigned to each attribute value from the previous level, are split into smaller datasets according to the values
of the new attribute. The process ends when either all of the context attributes have already been used or the remaining
dataset size is smaller than a predefined threshold. This process is demonstrated in Fig. 10. The table on the left of Fig.
10 is the complete (initial) training set. The three attributes on the left side of the table (day of week, action location and
action time) are contextual attributes, while the two on the right side of the table (customer city and customer type) are
sensitive attributes. In this example, the algorithm chooses the ’ActionLocation’ attribute as the next splitting attribute
(i.e., the next level node); therefore, three subsets are created- one for each possible values of the attribute: Berlin,
Bonn, and Hamburg. The process is repeated for each of the subsets.
[0050] In each step of constructing the decision tree, the algorithm is required to choose the context attribute that will
be placed in the next level of the tree. The split can be determined using various splitting criteria.
[0051] As a case in point, similarly to existing measures (e.g., entropy), the inventors propose a possible measure
that ranks the remaining context attributes according to their ability to distinguish between the dataset of each of the
possible values of the attribute was defined. For each possible split, the quality of the split is calculated by counting the
number of records that appear in both of its subsets (the intersection between the subsets). This count is divided by the
union size of the resulting subsets for normalization. If the examined attribute has more than two possible values, each
possible value is examined against the union of all other subsets. An example of this process is shown in Fig. 11. The
final score for the attribute is calculated by the weighted average of all the calculated outcomes. It is better to do the
calculation this way as opposed to examining each possible pair of subsets because it is expected that the latter will
yield very low similarity scores and therefore will be less accurate.
[0052] Once the decision tree is derived, each leaf contains a set of records that are normally retrieved within the
specific context that is defined by the path that starts from the root node and ends at the leaf node. At this stage, each
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set of records is represented as a set of rules. There are two advantages of representing the leaves as a set of rules
rather than keeping the legitimate set of data in each of the leaves. First, this allows creating a smaller and more
generalized representation of the data. In addition, this allows the system to better cope with the frequent changes in
the database. When keeping the entire data set in the leaf, any change in the database (e.g., INSERT, DELETE) might
result in an outdated data set. This would mean that retraining would be necessary quite often. However, when repre-
senting the leaf data set as a set of rules, changes in the database would not necessarily require retraining.
[0053] One optional way of representing these rules is by finding the frequent item-sets representing the leaf dataset.
The rules are derived from the sensitive attributes and context attributes that were not chosen as a splitting attribute
during the construction of the tree. In the detection phase, a record in the result set that matches at least one of the rules
is considered normal. Otherwise, it is marked as abnormal.
[0054] The process of deriving a set of frequent item- sets rules representing a specific leaf is described in Fig. 12.
This is an iterative process in which the first step is to generate all the rules that are supported by a predefined number
of records (minsupport). Once a set of rules has been established, the rule with the highest support will be inserted into
the final set of rules. Then, all records that support the chosen rule are deleted from the dataset, and the whole process
is repeated with the remaining dataset.
[0055] The process is repeated until one of two possible stopping conditions is met:

(1) no more rules can be generated with the minimal support required; or
(2) the current dataset size is smaller than a predefined threshold t. This threshold is defined by a proportion of the
original dataset size, and is designated for avoiding over-fitting. The output of this process is a set of rules that best
represent the data set matching the specific leaf.

[0056] In the detection phase, in order to check to what extent the given data complies with the rules in the matching
leaf, each record is cross validated against the leaf set of rules. The request’s anomaly score is calculated by subtracting
the proportion of the records that match at least one of the rules in the rule set from 1. If score is larger than the predefined
threshold, the request is classified as malicious.
[0057] Another method for representing leafs dataset as rules is by representing the probability of each value in the
leaf dataset, according to its probability, given the values in all other attributes p(xi/ x1...xn). A possible way of doing so
is by representing the probability of p(xi/ m, σ2) by building a J48 decision tree model for each possible attribute xi, where
xi is set as the class attribute. In the detection phase, in order to check to what extent the given data complies with the
rules in the appropriate leaf, the maximum likelihood estimator (MLE) [24] is used. For each record in the dataset, a
score is calculated according to the following:

[0058] The request’s score is the average of all individual record scores. If the request’s score exceeds the given
threshold, the request will be classified as malicious.
[0059] The second embodiment of the present invention has several important advantages. The first and most important
is profiling user actions based on the context of the request. This is presumed to improve detection accuracy and to
better distinguish between normal and abnormal requests since the same request may be legitimate if performed within
one context but abnormal within another context. Another advantage of the proposed method is that it analyzes the
result sets retrieved by the user, thus explicitly taking into account the data that might be leaked or misused. Third, since
the model only describes legitimate behavior, training data consisting of only legitimate behavior is required. This means
that there is no need to artificially add malicious records to the training set. Fourth, the detection model holds rules
describing legitimate result-sets in each context. This allows examining the result-set as a whole without requiring multiple
scans of each result-set. Finally, as the detection model represents normal behavior only, any behavior deviating sig-
nificantly from the profile is considered to be malicious. This means that there is no need to retrain the model whenever
a new type of malicious behavior is discovered. Instead, retraining is required only if the benign behavior is redefined.

Evaluation of the two embodiments

[0060] The embodiments of the method described in the present invention, were evaluated using a dataset which
describes customer data of an organization which is shared with a business partner in order to allow collaborative work.
The data includes requests for customer records of an organization, submitted by business partner of the organization.
[0061] The requests were characterized according to one of the following three behavior types:
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• Normal: An employee searching for customer records within the same geographical location, during store opening
hours.

• Malicious1: An employee searching, during opening hours, for a customer record who is not in the same geographical
location as the store.

• Malicious2: An employee searching for any customer record after closing hours.

[0062] In addition, two types of users were identified: a benign user submits legitimate requests most of the time;
however, on rare occasions, this user might have to perform actions that may seem malicious but are actually required
in the course of his work. For example, it is assumed that a benign user has no reason to access records of customers
living very far away from his place of work. However, in some cases, customers travel to a location different from their
hometown and, requiring phone service, turn to a local branch for help. The clerk at the local branch would have to
access the client’s records in order to give him service. The case described presents an occasion in which a benign
worker must perform a task that is malicious according to the original assumption.
[0063] A malicious user is an employee who queries the database for a purpose other than his work (e.g., data
harvesting). A malicious user might try to hide his malicious intentions by mixing malicious queries with legitimate ones.
[0064] The settings for this evaluation were chosen according to what is presumed to be typical behavior. Therefore,
most users were benign (95%) and only a small amount of users (5%) was malicious. 70% of the queries performed by
a malicious user were considered normal (type ’Benign’) and only 30% were malicious (type ’Malicious1’ and ’Malicious2’).
A benign user was configured to perform normal actions (type ’Benign’) 98% of the time and the rest being malicious
(see Fig. 8).
[0065] The dataset consisted of almost 150,000 transactions and their matching result sets, ranging over a period of
two weeks. The transactions of the first week (about 75,000 transactions) were used for the purpose of training the
unsupervised detection model, while the transactions of the second week were used for testing both supervised and
unsupervised models.
[0066] In order to induce the supervised model, more malicious requests were required. Therefore, malicious requests
were generated artificially. Following this, the database consisted of 39,738 benign user requests (95% normal action
vs. 5% malicious actions), and the 58,246 malicious user requests (see Fig. 7).
[0067] The evaluation process used labeled data which was labeled by a domain expert. Each request was labeled
according to the behavior that was identified. Therefore, the evaluation process was conducted by comparing the query’s
label with the query’s classification, as derived by the method proposed.
[0068] For the purpose of evaluation, the context attributes were: time of execution, day of execution, geographical
location of the action, the user’s role, and the type of action performed. Sensitive data is defined as the data that should
be protected from leaking to unauthorized people. Customer data that included details about the customer’s name,
address, zip code, place of work, and the customer type (e.g., business, private, student) is designated.
[0069] The results are described in the Receiver Operating Characteristic curve (ROC curve) in Fig. 13. The graph
shows that a high true positive rate can be achieved with a very low false positive rate. This means that almost all of the
malicious requests were detected, at the cost of very few false alarms. The area under the ROC curve is frequently used
to assess the quality of a classifier [23]. It can be seen from Fig. 13 that the area under the curve (0.98 for the supervised
embodiment) is very close to the maximum possible, implying that the results achieved were very accurate.
[0070] The threshold was defined by examining the ROC curve. The conclusion of the inventors is that the optimal
threshold value is when the probability of a query being malicious is between 0.5 (TPR of 0.93 and FPR of 0.09 for the
unsupervised embodiment) to 0.55 (TPR of 0.916 and FPR of 0.025 for the supervised embodiment and TPR of 0.88
and FPR of 0.01 for the unsupervised embodiment). A query with a lower anomaly score is considered benign and a
query with a higher anomaly score is considered malicious.
[0071] Fig. 13 compares the ROC curves of the first (supervised) and the second (unsupervised) embodiments of the
invention. It can be seen that the supervised approach yields slightly better results than the unsupervised approach.
[0072] However, the supervised approach requires a completely labeled training set containing both benign and ma-
licious examples. This implies that malicious requests and matching result sets must be artificially generated and added
to the database. This differs from the unsupervised approach, which does not require a labeled training set. Additionally,
the unsupervised method is more efficient than the supervised method. When analyzing a new request, the supervised
model needs to classify each record in the result set individually, before it generates the final anomaly score. The
unsupervised approach on the other hand, offers a much more efficient detection process. The model is scanned only
once in order to retrieve the relevant set of rules. Then, the result set is examined to see what proportion of it matches
the rules.
[0073] The present invention offers several important advantages over the prior art methods. The first and most
important is profiling user actions based on the context of the request. This is presumed to improve detection accuracy
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and to better distinguish between normal and abnormal requests since the same request may be legitimate if performed
within one context but malicious or abnormal within another context. Another advantage of the present invention is that
it examines the result set and not the query string. This is a better solution because it analyzes the data visible to the
user. In addition, an application server may authenticate to the database using its own set of credentials and therefore
the database server cannot log the actual identity of a user executing a query. Therefore the present invention provides
an advantage as the detection can be performed either on the link between the application server and the database or
on the link between the user and the application server (where information from database logs is not required). This
eliminates the need to correlate between the identity of the user and the matching SQL queries in the database.
[0074] Although embodiments of the invention have been described by way of illustration, it will be understood that
the invention may be carried out with many variations, modifications, and adaptations, without exceeding the scope of
the claims.
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Claims

1. A method for detecting data misuse in an organization’s network by applying a context based analysis, wherein said
network comprises:

a) a user application client for submitting and acquiring a user request for data;
b) at least one database that contains data related to the activities of said organization;
c) at least one application server adapted to receive said user request, to extract data from said at least one
database, and to compile a result set which said application server returns to said user client;
d) a memory module for storing a detection model induced in a training stage;
e) a detection server adapted to induce said detection model, to analyze said user request and said data
extracted from said database, and to compare said analyzed user request and said data extracted from said
database to said detection model; and
f) communication links between the machines that comprise said network;
said method comprising four steps:

I. defining context attributes, which define the context in which said request is executed;
II. defining sensitive data attributes, that may be exposed to the user during his/her work;
III. activating said detection server to execute a learning phase to induce a detection model; and
IV. activating said detection server to determine whether a new request is benign or malicious, by cross-
validating the result-set against said detection model.

2. A method according to claim 1, wherein in step I, the defined context attributes are at least one of the following:
time of execution; geographical location of the user; the role of the user; the type of the system; a user’s seniority;
a type of transaction; a user’s age; a user’s origin; a user’s IP address; and information service (IS) Holidays.

3. A method according to claim 1, wherein in step II, the defined sensitive data attributes are at least one of the following:
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a name of a customer; an address of a customer; an age of a customer; type of a customer; date of birth of a
customer; place of birth of a customer; gender of a customer; occupation of a customer; type of payment of a
customer; average purchase amount of a customer; telephone number of a customer; plan of a customer; seniority
of a customer; type of products purchased; and quantity of product purchased.

4. A method according to claim 1, wherein

A. in step III the induced detection model is a supervised detection model that is a classifier which:

a) learns from both malicious requests and requests labeled as benign;
b) collects result-sets of both benign and malicious requests from the application server;
c) collects context attributes for each request;
d) processes said collected requests, the context attributes and the result-sets into a training-set format,
wherein:

i) for each record in a result-set, the matching context attributes are added to create an extended record;
ii) said extended record is labeled according to the request label as either benign or malicious; and
iii) said processed dataset is used for inducing a standard machine learning detection model, wherein
the nodes of a decision tree represent both context attributes and sensitive data attributes and the
leaves of said tree possess one of the following two target attributes presented to the inducer in the
training set: benign or malicious;

B. step IV comprises examining each record in the result-set independently wherein:

a) each record in the result set is cross-validated against said detection model and classified as either
malicious or benign;
b) an anomaly score that defines the probability that this record is malicious is determined for each record
in the result set;
c) after the anomaly scores for all the records in the result-set are determined, an anomaly score for said
result set is determined; and
d) an alert is issued to a security officer if said anomaly score for said result set is greater than a pre-defined
threshold.

5. A method according to claim 4, wherein the anomaly score for the result set is the average of the anomaly scores
of all records in said result set.

6. A method according to claim 1, wherein

A. in step III the induced detection model is an unsupervised detection model that profiles normal behavior using
a tree-like detection model and wherein the construction of the decision tree and the process of deriving a set
of rules representing a specific leaf is an iterative process, comprising the following steps:

a) inserting an input dataset, which functions as a training set;
b) selecting a context attribute to be the root of the tree and splitting the input dataset into smaller datasets
according to the values of the root attribute;
c) repeating step (b) with the remaining context attributes in the dataset, selecting a new context attribute,
from the list of remaining context attributes, to be placed in the next level of the tree until either all the
context attributes have been used or the remaining dataset size is smaller than a predefined threshold; and
d) generating rules for each leaf of the tree;

B. step (IV) comprises:

a) retrieving the appropriate set of rules from the induced detection model;
b) cross-validating the result set with the detection model to determine to what extent it is compliant with
the set of rules; and
c) issuing an alert if the incompatibility rate of the result set exceeds a predefined threshold.

7. A method according to claim 6, wherein the rules for each leaf of the tree are generated by the following steps:



EP 2 571 225 A1

14

5

10

15

20

25

30

35

40

45

50

55

a) generating all the rules that are supported by a predefined number of records (minsupport);
b) choosing the rule with the highest minsupport for the final rule set and removing the records supporting it
from the record set; and
c) repeating step (b) until no more rules can be generated with the minimal support required or the dataset is
smaller than a predefined threshold.

8. A method according to claim 6, wherein the rules for each leaf of the tree are generated by the following steps:

a) calculating the probability of each value of each attribute given the values of all other attributes;
b) repeating step (b) for each leaf in the model.

9. A method according to claim 6, wherein step A.(b) comprises:

a) counting the number of records that appear in both of said split subsets in order to determine the quality of
said split;
b) dividing said count by the union size of the resulting subsets for normalization;
c) examining each possible value against the union of all other subsets if the examined attribute has more than
two possible values;
d) calculating the final score for the attribute by the weighted average of all the calculated outcomes; and
e) repeating steps (a) to (d) for each possible split.
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