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Description

Technical field

[0001] The invention relates to communication, espe-
cially to methods for controlling information object usage
in a network of information, nodes adapted to perform
such methods, computer programs adapted to perform
such methods, and a computer-readable medium prod-
uct comprising such computer programs.

Background

[0002] Usage characteristics in the Internet have sig-
nificantly changed over the years. The Internet has been
designed for point-to-point connections, such as down-
loading content from a particular server, accessing an
email server or, lately, having a voice over IP conversa-
tion. For these applications, having exactly the right end-
points in a connection is a requirement. Routing of mes-
sages between the endpoints is typically based on Inter-
net Protocol (IP) addresses, which are also often used
to identify the node, for instance directly or via a Domain
Name System (DNS) translation.
[0003] Increasing mobility of users along with the trend
to multi-homing and multi-access have soon made it clear
that the semantic overloading of the IP address as both
network locator and node identifier is problematic. Pro-
posals like the Host Identity Protocol, HIP, (compare R.
Moskowitz and P. Nikander, "Host Identity Protocol Ar-
chitecture", RFC 4423) or the Internet Indirection Archi-
tecture, i3, (compare Ion Stoica, Daniel Adkins, Shelley
Zhuang, Scott Shenker, Sonesh Surana, "Internet Indi-
rection Infrastructure", SIGCOMM 2002) have ad-
dressed this by decoupling the identity of the node from
its location in the network. The identity of the node is
expressed by an identifier that can eventually be re-
solved into the network address a node is currently reach-
able at. Additionally, host identities can have crypto-
graphic properties, such as the 128 bit Host Identity Tag
in HIP which is a hash over the public part of an asym-
metric key pair also used for authentication and encryp-
tion.
[0004] Today, one can observe a new paradigm shift:
The trend to so-called dissemination traffic, i.e. opera-
tions such as retrieving a website or downloading a video.
In contrast to the classical point-to-point connections,
where the source and the destination addresses are es-
sential parts of the communication, dissemination traffic
has different characteristics. In most cases it is not rele-
vant who delivers the desired content, as long as it can
be assured that it is the correct content.
[0005] A common way of addressing online content is
the Uniform Resource Identifier (URI) which is often se-
mantically overloaded, similar to the IP address that was
to serve both as a network locator and node identifier. In
many cases, the URI a user enters into his browser (for
instance http://www.4ward-project.eu/index.html) is

used as an opaque identifier for a piece of information
(in this case the 4WARD homepage). The URI is resolved
into the actual host serving the request by mechanisms
like DNS round-robin schemes for load balancing or more
sophisticated schemes as in Content Distribution Net-
works like Akamai (compare J. Pan, Y. T. Hou, and B.
Li, "An overview of DNS-based server selections in con-
tent distribution networks", Computer Networks,
43(6):695-711, 2003). Another more extreme example
is the well-known peer-to-peer distribution scheme.
Here, clients jointly "host" a shared resource, for in-
stance, a video file, and the question which of the different
download sources serves the request becomes less rel-
evant or even completely irrelevant.
[0006] What these examples have in common is that
the content, or in other words the information, moves to
the center stage. Driven by this trend, the networking
research community has lately started investigating so-
called content-centric or information-centric networks
(compare V. Jacobson, M. Mosko, D. Smetters, and J.
Garcia-Luna-Aceves, "Content-centric networking",
Whitepaper, Palo Alto Research Center, Jan. 2007;
PSRIP Deliverable D2.2, "Conceptual Architecture of
PSIRP Including Subcomponent Descriptions", August
2008, available online at http://psirp.org). A gist of such
a concept is that information objects become the first
order elements in the network, i.e. the routing layer is
aware of the content that is transported. This opens the
door to many optimizations not possible today, such as
optimized routing or transparent caching.
[0007] The 4WARD Future Internet project (compare
FP7 4WARD project homepage, http://4ward-project.eu)
has even broadened the scope of information-centric net-
working, so that also non-dissemination traffic (such as
a voice call), network services or the virtual representa-
tions of real-world objects (such as the Eiffel tower) shall
be handled. Also user identities can be mapped into the
NetInf (Networks of Information) namespace using the
real-world object representation, so that for instance a
government-issued signature card can securely be
mapped into the virtual world. The corresponding con-
cept is referred to as Networks of Information, NetInf
(compare C. Dannewitz, K. Pentikousis, R. Rembarz, E.
Renault, O. Strandberg and J. Ubillos, "Scenarios and
research issues for a Network of Information", In Proc.
4th Int. Mobile Multimedia Communications Conf., Oulu,
Finland, July 2008; B. Ahlgren, M. D’Ambrosio, C. Dan-
newitz, M. Marchisio, I. Marsh, B. Ohlman, K. Pentik-
ousis, R. Rembarz, O. Strandberg, V. Vercellone, "De-
sign Considerations for a Network of Information", in
Proc. ReArch.08, Re-Architecting the Internet Workshop,
Madrid, Spain, December 2008).
[0008] A gist that influences the overall architecture is
the identifier/locator split. In NetInf, the functional over-
loading of IP addresses or URIs acting as both identifiers
and locators may be eliminated via a clean split of those
two functions. Each object will have one or more locators
pointing at the location of a piece of information in the
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network and a separate identifier, enabling the persistent
identification of the object regardless of possible location
changes or replication in the network. In order to make
this system work, the bindings and indirections between
the different objects need to be handled efficiently; this
task is carried out by an NR (Name Resolver/Name Res-
olution) entity, also denoted as resolution node. Details
about the NetInf architecture, including the naming
scheme, the name resolution framework and the object
model are available in C. Dannewitz, K. Pentikousis, R.
Rembarz, E. Renault, O. Strandberg and J. Ubillos, "Sce-
narios and research issues for a Network of Information",
In Proc. 4th Int. Mobile Multimedia Communications
Conf., Oulu, Finland, July 2008, and B. Ahlgren, M. D’Am-
brosio, C. Dannewitz, M. Marchisio, I. Marsh, B. Ohlman,
K. Pentikousis, R. Rembarz, O. Strandberg, V. Vercel-
lone, "Design Considerations for a Network of Informa-
tion", in Proc. ReArch.08, Re-Architecting the Internet
Workshop, Madrid, Spain, December 2008.
[0009] In the context of this application, the term "net-
work of information" (NetInf) may hence particularly de-
note a communication network in which a plurality of com-
municatively coupled nodes are provided and which is
based on an information-centric architecture in which a
provisioning of information objects is possible based on
an identity identifying a specific information object and
based on a locator specifying a location at which the spe-
cific information object is available. Such a network of
information may involve wired and/or wireless commu-
nication between the various nodes.
[0010] The term "node" may particularly denote a com-
munication partner device which may be configured for
communication with one or more other communication
partner devices in a network. For instance, such a node
may be a user equipment to be operated by a user and
to be coupled to a communication network. Examples
are mobile phones, laptops or personal computers, data
cards for plugging or on-board integration into laptops or
personal computers, personal digital assistants (PDAs),
navigation systems, portable game consoles, etc.
Hence, mobile (for example portable) or stationary com-
munication devices can be operated in accordance with
a corresponding communication architecture. For in-
stance, such a communication device may be used in
the context of telecommunications.
[0011] The term "information object" may particularly
denote a set of data representing information content or
use data (for instance text such as a database or a story
or an article, or multimedia content such as music data,
video data, or any other information related to a service
or an application) which can be requested by one node
and provided by another node communicatively coupled
to one other node in a network of information. Such an
information object may be characterized for communica-
tion purposes by an information object identity in combi-
nation with corresponding location pointing information.
[0012] The term "information object identity" may par-
ticularly denote an unambiguous (for example unique)

identifier of an information object which can be used for
identifying an information object during communication
of different nodes of a network of information and which
can be used for distinguishing between an information
object and other information objects. In other words, such
an information object identity may be considered as a
name of a corresponding information object.
[0013] The term "location pointing information" may
particularly denote a locator item (such as data block
serving as an address of a node at which the correspond-
ing information object is available) pointing at a location
(such as a node capable of providing specific data) of an
information object in a network of information. Such an
address may be for instance an Internet Protocol (IP)
address being a numerical identification (logical address)
that can be assigned to devices participating in a com-
puter network utilizing the Internet Protocol for commu-
nication between its nodes. Location pointing information
may provide a link to a node at which a specific informa-
tion object is available for download. In other words, such
a location pointing information may be considered as an
address of a corresponding information object.
[0014] The term "resolution node" may particularly de-
note a name resolver node in a network of information.
A publishing initiation node may provide the resolution
node with location pointing information regarding a cor-
responding information object. The latter can be provided
by the publishing initiation node upon request of an in-
formation object requesting node. Hence, a resolution
node may manage or handle data blocks each of which
including an indication at which location or node of a net-
work of information an information object or other piece
of data is available. Such a resolution node may be con-
figured for receiving such data blocks from a publishing
initiation node offering a corresponding service and may
be configured for transmitting such data blocks to an in-
formation object requesting node requesting a corre-
sponding service.
[0015] The term "publishing initiation node" may par-
ticularly denote a node in a network of information which
node which can indicate to the resolution node an infor-
mation object in conjunction with an assigned locator and
may therefore indicate which piece of information is avail-
able where in a network. The publishing initiation node
may be at the same time the provider of a corresponding
information object itself or may be another communica-
tion entity.
[0016] The term "information object requesting node"
may particularly denote a node in a network of information
which node may search for a location of a specific infor-
mation object in a network of information. For this pur-
pose, the information object requesting node may send
a query to a resolution node and may ask the latter for a
location of a node offering a corresponding service of
providing the desired information object.
[0017] Now referring to Fig. 7, in order make an infor-
mation object 708 known in a network of information 700,
information object 708 has to be published. As illustrated
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by a dashed line in Fig. 7, publishing may be done by
sending a PUBLISH message P1 to a name resolver (NR)
702 stating that the information object 708 designated
by an identifier IDobj is available at a network location
designated by LocObj. The abbreviation Loc denotes a
locator (also called location pointing information herein).
Such a locator points at a location of a data object 708
in network 700, for instance it denotes a network address,
for example an IP address. In that sense, the notation
"IDObj@LocObj" can be understood that an information
object "Obj" with an identifier "IDObj" is available at (or
can be requested via) a network of information location
designated by location pointing information "LocObj".
[0018] According to NetInf, each object 708 may have
one or more locators pointing at the location of a piece
of information in the network 700 and an identifier IDObj,
enabling the persistent identification of the information
object 708 regardless of possible location changes or
replication in the network 700.
[0019] Here, LocObj can also be a list of locations. If
the information object 708 has already been published
before, the additional location is added or updated in the
database. If this is the first registration, a new entry is
created.
[0020] Solid lines in Fig.7 illustrate the process of re-
trieving a file from the NetInf network 700. As outlined
above, a gist is that a user 706 requests information by
its ID (Identifier), without knowing (and bothering) from
which node 704 at which location it will be served. It does
not matter how the ID is obtained, for instance via a link
in an email or some sort of search operation.
[0021] In order to retrieve a file, what in a first step
client 706 has to perform is to resolve the identifier IDobj
of the information object 708 into its locator LocObj by
contacting NR 702 (steps R1 and R2). In Fig. 7 this is
done by a name resolution client (NRC) located on the
client 706. After the location is known, the client 706 can
proceed and retrieve the information object 708 from
node 704, i.e. the actual storage location LocObj (steps
R3 and R4).
[0022] While the former case is more likely to be used
when NetInf is deployed in connection with IP, native
NetInf- enabled networks also make it possible to handle
the name resolution in the network, i.e. by one or more
NetInf aware routers which contact the NR and request
a storage location. This can for instance be realized by
an NRC entity present on the first hop router and/or fur-
ther routers in the network. The request can then - as in
the above example - be routed to the storage location.
[0023] Once a client has retrieved a file, it can be pub-
lished again, similar as in peer-to-peer networks. Option-
al encryption ensures that only authorized parties can
access the actual data. Otherwise, the intention is to en-
able data to roam around freely in order to support rep-
lication, caching and other optimizations.
[0024] The fact that information objects can float
around freely in the network is a central element of the
information-centric paradigm, The fact that also the rout-

ing infrastructure identifies what data it is transporting is
a key to the optimizations envisaged by NetInf. As the
source of the download is not predetermined in NetInf,
current schemes based on securing the channel between
the hosts do not apply anymore. Thus, it may be desired
to secure access to the object itself.
[0025] Simple approaches might include password-
based encryption or the use of pre-shared keys. This
might work on the small scale, but also here the secrets
(password, key) need to be distributed.
[0026] EP1480100 A1 describes a secure distribution
system utilizing a content viewer that consists of an applet
that is downloaded to a user’s conventional browser
when the user logs into a publisher’s server. The content
viewer requests a selected document from the server by
referring to the document name or URL. The server re-
trieves the document and forwards it to the viewer in en-
crypted form. The viewer then computes a document
identifier from the encrypted document and uses the
identifier to request a key in order to decrypt the docu-
ment. The key is forwarded from the server to the viewer
that then decrypts the document and displays it in the
viewer. Since the document is processed by the viewer
and displayed only in a window associated with the view-
er, none of the conventional browser functions has to be
disabled. Further, since the document is downloaded in
encrypted form, it cannot be stored or forwarded using
the conventional browser.
[0027] There may be a need for providing a securely
operable network of information.

Summary

[0028] It is an object of the invention to enable a secure
communication in an information-centric communication
network.
[0029] In order to achieve the object defined above,
methods for controlling information object usage in a net-
work of information, nodes adapted to perform such
methods, computer programs adapted to perform such
methods, and a computer-readable medium product
comprising such a computer program according to the
independent claims are provided.
[0030] According to an exemplary embodiment of the
invention, a method (for instance for operating an infor-
mation object requesting node) for controlling information
object usage in a network of information is provided. In-
formation objects are identified by information object
identities and locations of the information objects are in-
dicated by location pointing information. The method
comprises the steps of receiving an encrypted informa-
tion object and sending to a resolution node a request
for location pointing information of a key issuing node
(for instance Key Management, KM, is an example for a
key issuing node, a Rights Issuer, RI, may be regarded
as a KM that in addition can also provide access rights
for instance in form of policies). The request comprises
an identity of the received information object. The method
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further comprises receiving the location pointing informa-
tion of the key issuing node, sending to the key issuing
node a request for an access key for decrypting the en-
crypted information object, the request comprising the
identity of the received information object, receiving the
access key, and decrypting the received encrypted infor-
mation object with the received access key.
[0031] According to another exemplary embodiment
of the invention, a method (for instance for operating a
resolution node) for controlling information object usage
in a network of information is provided. Information ob-
jects are identified by information object identities and
locations of the information objects are indicated by lo-
cation pointing information. The method comprises the
steps of receiving a publishing of location pointing infor-
mation of a key issuing node from which an access key
for decrypting an encrypted information object can be
received from, the access key being related to an identity
of the information object, and receiving a request for lo-
cation pointing information of the key issuing node, the
request comprising the identity of the information object.
The method further comprises obtaining the location
pointing information of the key issuing node based on
the received identity and the relation, and sending the
location pointing information of the key issuing node.
[0032] According to yet another exemplary embodi-
ment of the invention, a corresponding node (such as an
information object requesting node, a resolution node, a
key issuing node, or a publishing initiation node) is pro-
vided which is adapted to perform the steps of one of the
methods having the above mentioned features.
[0033] According to still another exemplary embodi-
ment of the invention, a computer program is provided
comprising code adapted to perform the steps of one of
the above methods having the above mentioned features
when loaded into a processing unit of a node.
[0034] According to yet another exemplary embodi-
ment of the invention, a computer-readable medium
product is provided which comprises at least one com-
puter program having the above mentioned features.
[0035] Embodiments of the present invention also con-
cern computer programs comprising portions of software
codes in order to implement the methods as described
above when operated at a respective device. A computer
program can be stored on a computer readable medium,
A computer-readable medium can be a permanent or
rewritable memory within a respective device or located
externally. A computer program can be also transferred
to a respective device for example via a cable or a wire-
less link as a sequence of signals.
[0036] Data processing which may be performed ac-
cording to embodiments of the invention can be realized
by a computer program, that is by software, or by using
one or more special electronic optimization circuits, that
is in hardware, or in hybrid form, that is by means of
software components and hardware components.
[0037] The explanations of various NetInf terms in the
section "Background" also apply to exemplary embodi-

ments of the invention.
[0038] Moreover, in the context of this application, the
term "encrypted information object" may particularly de-
note a set of data representing information content which
can be requested by one node and provided by another
node communicatively coupled in a network of informa-
tion in a partially or completely encrypted (or encoded)
manner. Such an encryption may be of such kind that
access to the information included in the information ob-
ject is only possible for a node having or having access
to necessary decryption information (such as a pass-
word, a key, or any other security code). Hence, knowing
the necessary decryption information may allow a node
to decrypt (or decode) the encrypted information object
thereby converting it into a directly or after subsequent
modification usable form such as plaintext or executable
code.
[0039] The term "key issuing node" may particularly
denote a node (such as a key management node) in a
network of information which is capable of managing or
handling keys required for converting an encrypted infor-
mation object into a decrypted information object for sub-
sequent use. Such a key issuing node may be provided
as a separate node in a network of information or may
be realized as a part of a node used also for other pur-
poses in a network of information (such as a resolution
node, a publishing initiation node or even an information
object requesting node). Such a key issuing node may
optionally also function as a rights issuer providing ac-
cess rights in form of policies or the like.
[0040] The term "encrypted object receiving and de-
crypting node" may particularly denote a communication
partner device of a network of information which may
query such a network first for identifying a location at
which a desired information object is available and then
for identifying a location at which an access key neces-
sary for decrypting the desired encrypted information ob-
ject is available. Both these items of information may then
be downloaded by the encrypted object receiving and
decrypting node for subsequently decrypting the previ-
ously received encrypted information object using the
previously received access key.
[0041] The term "access key" may particularly denote
any data block such as a password, a cryptographic key,
or any other security code which may be secret and may
be only provided to a user or node being authorized for
access to encrypted information which can only be de-
crypted with the access key.
[0042] The term "publishing of location pointing infor-
mation of a key issuing node" may particularly denote an
activity of a node in a network of information which may
include the provision of an address of a node (such as a
key issuing node) at which an access key for decrypting
an encrypted information object is available. Such an in-
dication may be supplied by the node to the resolution
node in a message together with (or in a message sep-
arately from) publishing an information object identifier
in conjunction with an assigned locator.
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[0043] According to an exemplary embodiment of the
invention, the concept of a Network of Information (Net-
Inf) may be rendered more secure to also allow the dis-
tribution of protected information objects and the keys
governing access to the information objects. In an em-
bodiment, access keys may be distributed directly be-
tween a source and a sink, or using a trusted key man-
agement service. An embodiment of the invention thus
enables additional functionality in a Network of Informa-
tion. For a powerful and widely applicable network archi-
tecture, a corresponding general key distribution archi-
tecture may be advantageous. Such a system may have
an enormous responsibility and may be capable to han-
dle access keys and possibly corresponding access
rights in a secure, reliable and scalable way. Moreover,
such a procedure is considered practical for day-to-day
use and, due to its simplicity, is considered to have a
proper chance to be accepted by users and widely adopt-
ed.
[0044] In the following, further exemplary embodi-
ments of the methods for controlling information object
usage in a network of information will be explained. How-
ever, these embodiments also apply to the respective
nodes, to the respective computer programs, and to the
computer-readable medium product.
[0045] A further embodiment of the invention relates
to key management and key distribution for encrypted
information objects.
[0046] In an embodiment, the encrypted information
object can be duplicated and be stored in different places
in the network, for instance one or more caches. In this
case the potentially large information object can be re-
trieved in an optimized manner from such a cache, the
usually small key information may be retrieved from the
key managing (which may also be denoted as key issu-
ing) node (for instance the publishing initiation node).
[0047] In general, it may be desired to be able to store
and manage the key information in multiple places, in
order to avoid overload of the publishing node. A transfer
of the access key to a trusted key management service,
which can then serve as alternative source for the key
information is a further aspect of an embodiment of the
invention.
[0048] The method of operating an information object
requesting node (which may also be denoted as encrypt-
ed object receiving and decrypting node) may involve
managing the received access key which is encrypted
with a key encryption key. Such a method may further
comprise obtaining the key decryption key and subse-
quently decrypting the encrypted access key with the key
description key. In such an embodiment, not only the
information object may be encrypted, but also the access
key required for decrypting the encrypted information ob-
ject. Taking such a measure may further improve the
security of operating the system.
[0049] Additionally, such a method may comprise
sending to the key issuing node at least one parameter
for generation or identification (particularly if a key en-

cryption key has been generated before and is stored in
a storage device or the like) of the key encryption key.
Such a parameter may be sent to the key issuing node
by the information object requesting node. This may im-
prove security of a communication between these nodes
when exchanging communication messages for trans-
mitting the encryption key.
[0050] It is also possible that the method comprises
sending to the key issuing node at least one parameter
for an authorization of an entity associated with a node
receiving and decrypting the encrypted information ob-
ject (which may be denoted as well as an encrypted con-
tent receiving and decrypting node). In this context, it
should be mentioned that such an encrypted content re-
ceiving and decrypting node may be embodied as a user
device of a user requesting a certain information object.
Such a user device (denoted as user B device in the
figures) is an example for an encrypted information object
receiving and decrypting node. An entity associated with
said node may be the node itself or one or more users
(also denoted as operators) of said node. The parame-
ters mentioned above may be derived from a group of
parameters comprising an identity associated with an op-
erator (also denoted as a user) of an encrypted content
receiving and decrypting node, an identity of said node
itself, a certificate of said operator, a certificate of said
node, role assertion information related to the operator,
role assertion information related to said node, a proof
for at least one of the role asserted information, and cryp-
tographical freshness information, etc. By taking this
measure, unauthorized access of non-authorized entities
to content in a communication network may be prevent-
ed.
[0051] Still referring to the method of operating the in-
formation object requesting node, such a method may
also include receiving policy information indicating at
least one usage right (for instance permission, restriction,
or limited permission with a specific restriction) of the
decrypted information object, and using the decrypted
information object according to the received at least one
usage right. Therefore, a key issuing node may also serve
for managing (or even defining) a policy according to
which policy information is provided to requesting com-
munication nodes desiring access to an information ob-
ject.
[0052] In the following, exemplary embodiments of the
method of operating the key issuing node will be ex-
plained.
[0053] Such a method may also comprise obtaining a
key encryption key, and encrypting the access key with
the key encryption key. In such an embodiment, the re-
quested access key is not transmitted to an information
object requesting node in plaintext or in an unencrypted
way, but is also encrypted to thereby increase safety of
operation of the system and preventing misuse.
[0054] The method may further comprise receiving
from an encrypted content receiving and decrypting
node, for instance denoted as user B device in the figures,
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at least one parameter for the generation or identification
(particularly if a key encryption key has been generated
before and is stored in a storage device or the like) of the
key encryption key. Such a parameter may be one of the
parameters mentioned above in the context of the meth-
od of operating an information object requesting node.
These and/or other parameters may be used to increase
safety of operation of the system.
[0055] The method may further comprise receiving
from an encrypted content receiving and decrypting
node, for instance the node denoted as user B device in
the figures, at least one parameter for an authorization
of an entity associated with the node receiving and de-
crypting the encrypted information object. An entity as-
sociated with a node for receiving and decrypting the
encrypted information object may be the node itself or
one or more users (which may also be denoted as oper-
ators) of said node. Parameters may be derived from a
group of parameters comprising an identity associated
with an operator (also denoted as a user) of a node re-
ceiving and decrypting the encrypted information object,
an identity of said node itself, a certificate of said operator,
a certificate of said node, role assertion information re-
lated to the operator, role assertion information related
to the node, a proof for at least one of the role assertion
information, and cryptographical freshness information.
Of course, other kinds of parameters can also be used
which are capable of ensuring data safety regarding the
communication between the information object request-
ing node and the key issuing node.
[0056] In an embodiment, the described method may
be performed at or by a key issuing node which may be
provided separately from a node initiating a publishing
of location pointing information of the key issuing node.
By spatially, functionally and logically decoupling a key
issuing task from a publishing initiation task, it may be
made even more difficult for a potential invader to get
access to confidential information.
[0057] The method may further comprise receiving a
request for an access key issuing delegation from the
publishing initiation node, sending a request for the ac-
cess key to said publishing initiation node, and receiving
the access key. An example for such a configuration can
be seen in embodiment (1) of Fig. 4 (compare reference
numerals 31 to 33). Taking these measures allows for a
powerful and reliable delivery of an access key to a trust-
ed key management service to which a key management
may be advantageously delegated. In such an embodi-
ment, a bidirectional exchange of communication mes-
sages between a key issuing node and a publishing ini-
tiation node may be sufficient for key delivery.
[0058] However, alternatively, it is possible - for deliv-
ering access keys to a key management service - to in-
tercept a message from the publishing initiation node,
the message comprising the access key for the encrypted
information object, and to obtain or derive the access key
from the intercepted message. Also such an embodi-
ment, an example of which being indicated as embodi-

ment (2) in Fig. 4 (compare reference numerals 41 to 43)
may allow for a safe delivery of an access key to a key
management service. In such an embodiment, a publish-
ing initiation node may mark a key information message
with a flag or the like for authorizing a traversed key is-
suing node to intercept the message.
[0059] According to another embodiment of delivering
access keys to a key management service, a message
from a publishing initiation node may be intercepted, the
message comprising location pointing information iden-
tifying the publishing initiation node, may comprise send-
ing a request for the access key to the publishing initiation
node, and may comprise receiving the access key. Such
a configuration is shown as embodiment (3) in Fig. 4
(compare reference numerals 51 to 54). The access key
may be received from the publishing initiation node (that
can also provide the encrypted information object) or
from another node in possession of the access key to
which the encrypted information object sending node can
turn to for initiating a sending of the access key to the
key issuing node.
[0060] Again referring to the above-described embod-
iments regarding interception, said message may com-
prise a delegation indicator (for instance a delegation al-
lowed flag) authorizing a trusted key issuing node to in-
tercept said message.
[0061] The method may further comprise sending lo-
cation pointing information of the key issuing node and
the identity of the information object to a resolution node.
In this context, reference is made to reference numerals
44 and 55, respectively, in embodiments (2) and (3) of
delivering access keys to a key management service in
Fig. 4. Therefore, such key delivery procedures may be
terminated with a corresponding publication.
[0062] Now referring to the above-described method
of operating a publishing initiation node, it is possible that
the publishing comprises sending a message. Therefore,
the publication may be performed by transmitting a com-
munication message from the publishing initiation node
to a resolution node. Such a message may comprise the
location pointing information and the identity of the infor-
mation object. In other words, such a publication mes-
sage may identify the information object in combination
with an address of a node in the communication system
at which this information object is available.
[0063] The message may additionally comprise the in-
formation at which node (for instance the key issuing
node) a corresponding key for decrypting an encrypted
information object is available. By sending both data
items in one message, the publication may be rendered
very efficiently and it may be possible to keep the traffic
over the communication channel as small as possible.
[0064] It is also possible that the message itself com-
prises the access key. Therefore, together with the pub-
lication, also the access key may be communicated to a
destination entity.
[0065] Still referring to the above embodiment, the ac-
cess key may be encrypted with a key encryption key
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related to a key decryption key available to the key issuing
node. Therefore, the communication of the access key
may be performed in an encrypted manner so that the
decryption of this access key requires knowledge of the
key decryption key.
[0066] The message may comprise a delegation indi-
cator (for instance a delegation allowed flag) based on
which a trusted key issuing node may intercept said mes-
sage.
[0067] The method may further comprise sending the
encrypted information object, e.g. in response to a receipt
of a corresponding request. The publishing initiation node
may also send the encrypted information object to a re-
questing node. This however does not have to be the
case for each and every encrypted information object
delivery to an encrypted object receiving and decryption
node as this node can receive the encrypted information
object for instance from a cache or from another third
party other than a publishing initiation node (denoted as
user A device in the figures). In an embodiment, such a
publishing initiation node or user A device may initially
serve for performing one, multiple, or all of the following
roles:

- Entity that sends the encrypted information object to
an information object requesting node (also denoted
as a user B device in the figures)

- Entity that issues the access key
- Entity that initiates the publishing of the location

pointing information of the information object and the
key issuing node together with respective identities
(the publishing initiation node may act as a tempo-
rary or permanent key issuing node as issuing the
access key may be performed initially by the pub-
lishing initiation node).

[0068] The publishing initiation node may delegate key
issuing to a key issuing node separate from the publishing
initiation node. Additionally or alternatively, publishing in-
itiation node may delegate the sending of the encrypted
object to a cache or any other intermediate entity.
[0069] Anyone of the above-described nodes (such as
information object requesting node, resolution node, key
issuing node, publishing initiation node, cache) may com-
prise a receiving unit, a sending unit, a processing unit
and/or a storage unit. A receiving unit may be a commu-
nication interface adapted for receiving a communication
message, for instance in a wireless or wired manner. A
sending unit may be a communication interface adapted
for transmitting a communication message to a commu-
nicatively coupled communication partner device or en-
tity, for instance in a wired or wireless manner. The re-
ceiving unit and the sending unit may also be combined
to a transceiver unit performing both tasks of receiving
and sending communication messages. A processing
unit may be a device which has processing capabilities
and can perform calculations. Such a processing unit
may be realized as a microprocessor or central process-

ing unit, CPU, for instance. A storage unit may be an
electronic memory device which is capable of storing da-
ta. Examples for such a storage unit are a harddisk or
any semiconductor storage device.
[0070] The aspects defined above and further aspects
of the invention are apparent from the examples of em-
bodiment to be described hereinafter and are explained
with reference to these examples of embodiment.

Brief description of the drawings

[0071] Embodiments of the invention will be described
in more detail hereinafter with reference to examples but
to which the scope is not limited.

Fig. 1 illustrates secure publishing and retrieving in-
formation in a network of information system accord-
ing to an exemplary embodiment of the invention.
Fig. 2A and Fig. 2B illustrate embodiments of an en-
crypted information object according to exemplary
embodiments of the invention.
Fig. 3A and Fig. 3B illustrate examples of a message
flow diagram for a delivery of encrypted information
object and access key according to exemplary em-
bodiments of the invention.
Fig. 4 illustrates examples for delivery of encrypted
information object and access key using a key man-
agement service according to exemplary embodi-
ments of the invention.
Fig. 5 illustrates constitution of a node receiving and
decrypting an encrypted information object, of a res-
olution node, of a key issuing node, and of a pub-
lishing initiation node of a network of information sys-
tem according to an exemplary embodiment of the
invention.
Fig. 6A to Fig. 6D illustrates flow diagrams of meth-
ods according to exemplary embodiments of the in-
vention.
Fig. 7 illustrates publishing and retrieving information
in a network of information system.

Detailed description

[0072] The illustration in the drawing is schematically.
In different drawings, similar or identical elements are
provided with the same reference signs.
[0073] According to an embodiment, information ob-
jects can be encrypted and published, i.e. their identifier
and location may be made known to an NR (name re-
solver) entity. In addition, a location of a rights issuer for
providing an access key for this object can be published
to the NR.
[0074] The encrypted information object can be re-
ceived at a user device. The user device can request
from NR the location of an access key by sending to the
NR the identity of the encrypted object. The NR can ob-
tain the location of the RI (rights issuer) from an associ-
ation (or relation) of the received identifier to the location
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of RI based on the information provided in the publish
phase. The NR may then return the obtained location of
RI to the user device which in turn can contact the RI,
obtain the access key and finally decrypt the encrypted
content.
[0075] In the following, referring to Fig. 1, a network of
information (NetInf) 100 according to an exemplary em-
bodiment of the invention will be explained.
[0076] The network of information 100 is formed by a
plurality of communicatively coupled communication
partner devices, four of which being explicitly shown in
Fig. 1. In other embodiments, a larger or smaller number
of communication partner devices may be provided.
[0077] The network of information 100 is formed by a
user A device D400 serving and operating as a publishing
initiation node. The user A device D400 is communica-
tively coupled with a user B device D100 via a commu-
nication network such as the public Internet. In the de-
scribed embodiment, user B device D100 serves and op-
erates as an information object requesting node. Both
the user A device D400 and the user B device D100 are
communicatively coupled with a name resolver (NR)
node D200 serving as a resolution node. Additionally, a
rights issuer (RI) node D300 is provided in the network
of information 100 and is communicatively coupled with
nodes D100, D400 and D200. The RI node D300 serves
as a key issuing node.
[0078] In the network of information 100 which is based
on an information-centric or content-centric architecture,
the user A device D400 e.g. according to the embodiment
of Fig. 1 is capable of storing and providing an information
object 102 to another one of the communicatively cou-
pled entities of the network of information 100, particu-
larly to the user B device D100 which is interested in this
information object 102 in the described embodiment. The
information object 102 may include multimedia data such
a video stream being reproducible on the user B device
D100.
[0079] The information object 102 can be downloaded
by the user B device D100 only in an encrypted manner.
Therefore, for getting access to the content of the infor-
mation object 102, it is necessary for the user B device
D100 to get access to both the information object 102
and an access key 104 which is managed by and stored
at the location of the key issuing node D300 e.g. accord-
ing to the embodiment of Fig. 1.
[0080] In the following, operation of the network of in-
formation 100 according to the described embodiment
will be explained. The described embodiment only pro-
vides one possible example for a communication scheme
between the entities D100, D200, D300 and D400, and
various alternatives are possible. Particularly, it is possi-
ble that the tasks provided by several of the individual
entities D100, D200, D300, D400 are performed by a
multitask node. It is also possible that only a part of the
communication paths shown in Fig. 1 are realized, so
that not all of the nodes D100, D200, D300, D400 need
to be communicatively coupled to one another in a direct

manner. Further, the order of the sequence of procedural
steps, as described in the following, may differ from the
described embodiment.
[0081] In a method of controlling usage of the informa-
tion object 102 in the network of information 100, the
information object 102 may be identified by an informa-
tion object identity IDObj. Therefore, when the nodes
D100, D200, D300, D400 communicate with one another
regarding the information object 102, this specific infor-
mation object 102 may be unambiguously identified
based on the information object identity IDObj. Further-
more, for communicating the information at which loca-
tion the information object 102 is available (user A device
D400 in Fig. 1), a locating pointing information LocObj
may be used which specifies in the shown embodiment
that the information object 102 is available at the user A
device D400. In that sense, the notation "IDObj@LocObj"
can be understood that an information object "Obj" with
an identifier "IDObj" is available at (or can be requested
via) a network of information location designated by lo-
cation pointing information "LocObj".
[0082] In a procedure P1, user A device D400 takes
the role of a publishing initiation node and initiates a pub-
lishing of identification information and location pointing
information to resolution node D200. More precisely, the
user A device D400 may communicate to the resolution
node D200 during the procedure P1 that the user A de-
vice D400 is capable of making available the (encrypted)
content of information object 102 to another node. For
this purpose, the user A device D400 communicates to
the resolution node D200 an identity (or an identifier) of
the information object 102 as well as a location pointing
information indicating that this object 102 is available at
the location of the user A device D400. However, since
the information object 102 is available in an encrypted
form by user A device D400 only, the publishing proce-
dure P1 further comprises an indication that the required
access key 104 for decrypting the encrypted information
object 102 is available at the location of the key issuing
node D300 using notation "IDObj:RI@LocRI" with "LocRI"
being the location pointing information of the key issuing
node D300, here embodied in a RI node, to express that
an access key for an encrypted information object "Obj"
is available at (or can be requested via) a key issuing
node at a network of information location designated by
location pointing information "LocRI".
[0083] The key issuing node D300 is a node from which
the access key 104 for decrypting the encrypted infor-
mation object 102 can be received. The access key 104
is therefore related to the identity IDobj of the information
object 102.
[0084] After this publishing procedure P1, user B de-
vice D100 may start querying the network of information
100 in order to obtain information at which location en-
crypted information object 102 is available for download,
and at which location the corresponding access key 104
is available which the user B device D100 needs to de-
crypt the encrypted content of the encrypted information
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object 102. For this purpose, in a procedure R1, the user
B device D100 sends to the resolution node D200 a re-
quest to disclose location pointing information of the in-
formation object 102, wherein this request R1 comprises
the identity IDobj of the information object 102 desired by
the user B device D100.
[0085] In response to the communication message R1,
the resolution node D200 sends back to the user B device
D100 a communication message R2 which includes the
information that the information object 102 is presently
available at the location of the user A device D400.
[0086] However, according to the described embodi-
ment, the information object 102 is available from the
user A device D400 in an encrypted form only, for the
sake of security. Therefore, with the communication mes-
sage R1 (or alternatively with a separate communication
message), the user B device D100 may also request in-
formation where, i.e. at which location, the required ac-
cess key 104 is available. In response to query R1 (or
alternatively in response to a separate query), the reso-
lution node D200 sends back also location pointing in-
formation of the key issuing node D300 storing the access
key 104, which is logically correlated to the information
object 102 of interest via the identifier IDObj.
[0087] Consequently, after the procedures R1, R2, the
user B device D100 is aware of (i) the location of the
encrypted information object 102 as well as (ii) the loca-
tion of the access key 104 for decrypting the encrypted
information object 102.
[0088] In order to download the access key 104 from
the key issuing node D300, the user B device D100 then
sends a communication message R3 to the key issuing
node D300. With this request, the user B device D100
requests transmission of the access key 104 stored at
the location of the key issuing node D300. Procedure R3
comprises sending to the key issuing node D300 a re-
quest for an access key 104 for decrypting the encrypted
information object 102, the request comprising the iden-
tity IDobj of the information object 102. because of a re-
lation between IDobj and access key 104, the access key
104 can be retrieved or generated by the key issuing
node 104. As a response to the communication message
R3, the key issuing node D300 sends back, in a commu-
nication message R4, the (retrieved or generated) ac-
cess key 104 (in plaintext or encrypted as well).
[0089] After (or alternatively before or simultaneously
with) having received the access key 104, the user B
device D100 may send a communication message R5
to the user A device D400 which is known to the user B
device D100 as the communication entity at which the
information object 102 is available. Message R5 may in-
clude the request to send the information object 102 to
the user B device D100. In a reply message R6 in re-
sponse to message R5, the encrypted object 102 is trans-
mitted from the user A device D400 to the user B device
D100.
[0090] Using the access key 104, the user B device
D100 is then capable of decrypting the encrypted infor-

mation object 102, therefore rendering the content of the
information object 102 accessible to the user B device
D100.
[0091] Various alternatives to the described commu-
nication scheme are possible. For instance, it is possible
that procedures R5, R6 are performed before procedures
R3, R4. It is also possible that the query for a location of
the information object 102 and a query regarding a loca-
tion of the corresponding access key 104 are not per-
formed in a single common message R2, as shown in
Fig. 1, but are separated into two different messages. It
is also possible that the access key 104 is not sent from
the key issuing node D300 to the user B device D400 in
plaintext, but it can also be encrypted, for instance in
such a way that only the user B device D100 can decrypt
the encrypted access key 104. It is also possible that the
access key 104 is not available via a separate key issuing
node, but that the task of the key issuing node D300 is
also provided by the user A device D400.
[0092] Fig. 2A shows an embodiment of a data struc-
ture of encrypted information object 200 (which corre-
sponds to reference numeral 102 in Fig. 1).
[0093] In this embodiment, encrypted information ob-
ject 200 comprises an identification portion 202 compris-
ing an identifier or identity IDobj of the encrypted informa-
tion object 200. Additionally, the encrypted information
object 200 comprises an encrypted payload portion 204
which comprises the actual content or use data of the
encrypted information object 200, for instance text data
or reproducible audio content. The identifier IDobj may
be in plaintext or may be encrypted as well.
[0094] Fig. 2B shows a data structure of an encrypted
information object 250 according to another exemplary
embodiment. In addition to the typically plaintext identifier
IDobj in portion 202 and the encrypted payload in portion
204, the encrypted information object 250 may further
comprise meta data in a portion 206. Meta data may for
instance contain an indication that the information object
250 is (or parts thereof are) encrypted so that, in the
embodiment of Fig. 1, user B device D100 may get the
information that an access key 104 is necessary for de-
crypting the encrypted information object 250. The meta
data 206 may be contained in the information object 250
as depicted in Fig. 2B or may be provided separately (not
shown). The meta data 206 may for instance contain an
indication that the object 250 is encrypted and a rights
issuer (RI) D300 needs to be contacted (compare also
step 7 in the embodiment of Fig. 3A).
[0095] In the following, an embodiment of the delivery
of an encrypted information object 102 and a correspond-
ing access key 104 directly from a user A device D400
to a user B device D100 will be explained.
[0096] An encrypted information object with identifier
IDA, available at location LocA and (possibly) produced
by user A (userA) with user ID ID_UA is considered. Fig.
3A provides a graphical visualization of the actions de-
scribed in this context with user A device D400 and user
B device D100 also abbreviated as userA and userB.
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[0097] The following procedure can be carried out ac-
cording to an exemplary embodiment of the invention:

Step 0: User A device D400 agrees with at least one
key management service (KM) D300 that KM D300
shall act as a rights issuer (RI) on behalf of User A
D400. This agreement is for now out of scope, but
is described below in more detail. User A device
D400 can also itself take the role of the KM D300.
An embodiment of the latter, i.e. user A device D400
itself acting as an encrypted content provider and
rights issuer to access the encrypted content in a
controlled way, is depicted in Fig. 3B described be-
low.
Step 1: To make the existence of the information
object known, it is published to the NR D200. The
publishing message indicates a relation between IDA
and LocA, for instance it states IDA and LocA being
associated. The publishing message (or a separate
one as for instance depicted in Fig. 3B) comprises
further information about the location for the at least
one Rights Issuer (RI) D300 for IDA. RI D300 is an
entity that can provide an access key to decrypt the
encrypted object. The relation (or association) be-
tween the identifier of the encrypted object IDA and
the location (locator LocKM) of the rights issuer D300
is expressed by IDA:RI@LocKM. More than one such
relation (association) may be published in a single
or multiple PUBLISH messages.
Step 2/3: If a user B device D100 wants to receive
the information object, IDA has to be known to it (by
means that the skilled person is aware of but being
out of scope here). User B device D100 will then
send a resolution request to the NR D200, containing
IDA, and will receive location LocA.
Step 4/5: User B device D100 will then send a GET
request to LocA, and will receive the information ob-
ject, optionally via a cache D500 (see also step 6
below).

[0098] Alternatively, the encrypted object may be
transferred to User B device D100 by any other means
(might even include storing the file on a USB stick or any
other data carrier), probably even without any request-
response mechanism, i.e. steps (2)-(4) can be optional
and the encrypted object A may be available to user de-
vice B D100 at location LocB.
[0099] Step 6: Alternatively, the content may have
been received by a cache D500, transparently to the user.
In this case, the NR D200 may return LocCACHE instead
of LocA or as an alternative to LocA in step (3). Step 6
shows an exemplary publish message stating that the
cache D500 is an additional storage location for the object
identified with IDA.
[0100] Step 7: The information object may comprise a
flag or another indication that it is encrypted, potentially
as part of meta data, or this may be detectable by user
B device D100 by other means. User B device D100 thus

requires key information to decrypt and possibly use the
information. User B device D100 first requests resolution
of the RI (or identification, for instance if it has been gen-
erated before and is stored in a storage device or data-
base)for IDA from NR D200, denoted RESOLVE IDA:RI
in Fig. 3. The valid one or more RIs D300 for IDA have
been registered with NR D200 during the initial publish
(see for instance the paragraph above).
[0101] Step 8: The NR D200 returns one or more lo-
cators LocKM. (corresponding to LocA in Fig. 3B as user
device A D400 comprises also the RI D300 (KM key mg-
mt.service) functionality in Fig. 3B).
[0102] Step 9: User B device D100 now requests key
information for IDA from RI D300 (KM D300 being the
key management service) at location LOCKM expressed
in the example of Fig. 3A as GET IDA: RI@LocKM. In the
request, one or more parameters can be conveyed in
addition, namely for instance one or more of an ID of user
B (ID_UB) or user B device ID (not shown in Fig. 3A and
Fig. 3B), a desired role assertion (for instance
trusted_agent, untrusted_agent), and cryptographical
freshness information (a trusted signed time, or a nonce).
In addition, the request may contain a proof for the role
assertion, for instance a signed role certification.
[0103] Step 10: Upon authorization of User B and/or
user B device D100 (by for instance verifying at least one
of the aforementioned parameters), KM key manage-
ment service can proceed to package and encrypt the
access key(s) for User B using a suitable mechanism.
This can be done by applying identity based encryption,
using for instance ID_UB; or by applying public key en-
cryption, using for instance a public key of User B (in this
case, the certificate of User B was also a parameter in
the request of step 9). In a corresponding manner user
B device authorization and/or encryption can be per-
formed based on an identity of device B and/or a certifi-
cate of device B). Also a concatenation of multiple en-
cryption steps is possible, for instance for a combination
of user-based and device-based encryption. In this ex-
ample, the access key is for example first encrypted for
device B and then for user B (or the other way around).
Consequently, only user B using device B can decrypt
the access key.
[0104] Step 11: The protected key can be delivered
optionally together with usage policies. These may con-
tain for instance an expression of the usage rights User
B has.
[0105] Step 12: User B can decrypt the protected ac-
cess key and can use it to decrypt and use the encrypted
information object according to the usage policies. How
this is done depends on the encryption scheme used in
step 10. In the example of public/private key encoding,
the KM D300 may encrypt the access key with the public
key of userB, and the user may decrypt it with the corre-
sponding private key which is only available to userB.
[0106] User B authorization as well as user B specific
encryption of the access key are optional but may ad-
vantageously form a part of a powerful implementation,
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as they may significantly enhance the level of security.
[0107] Since the information used in the NR D200
could be misused to direct requests to a false RI D300,
it may be advantageous to protect it against unauthorized
manipulation. For example, there can be a condition that
the information in NR D200 can only be modified by au-
thorized entities for instance the originating node (User
A). NR D200 may check the condition (for instance may
verify a cryptographic signature) before allowing a mod-
ification of the relation between IDA and at least one
LocKM.
[0108] The communication architecture shown in Fig.
3B differs from the communication architecture shown in
Fig. 3A particularly in that the publishing procedure (1)
is separated into two different publishing procedures (1a)
related to the publication of information regarding the in-
formation object 102 and a publishing procedure (1b) re-
lated to a publication of a location of an access key 104.
Furthermore, the communication procedure (9) between
nodes D100 and D300 is substituted by a corresponding
communication (9a) between nodes D100 and D400. The
same holds for a procedure (11a) regarding a communi-
cation between nodes D100 and D400 which substitutes
the communication between nodes D100 and D300 in
Fig. 3A. A separate key issuing node D300 is omitted in
Fig.3B, and key issuing tasks are provided by node D400.
[0109] Next, examples for delivery of an access key to
a key management service according to exemplary em-
bodiments will be explained.
[0110] The user-to-user scenario described previously
allows publishing protected information objects in a net-
work of information. However, all key requests need to
be handled by the managing (i.e. typically the originating
as for instance depicted in Fig. 3B) node/device. It may
be desirable to be able to delegate key information de-
livery to a trusted key management service (KM). In the
following, three exemplary embodiments for RI delega-
tion from user A device D400 to KM D300 are described
referring to Fig. 4 providing a graphical visualization of
corresponding actions.
[0111] In a first embodiment (1), User A device D400
triggers KM D300 to host the access key. First, User A
device D400 sends a trigger message to KM (see refer-
ence numeral 31). KM D300 replies with a request for
the access key (see reference numeral 32). User A D400
then sends the access key keyKM (optionally but prefer-
ably) encrypted for KM D300 (using identity based en-
cryption, or PKI, or any other encryption method, as men-
tioned above, wherein encryption of the access key en-
hances security but is not mandatory). Also policies may
be provided to the KM D300, for instance in conjunction
with a step indicated with reference numeral 33. Alterna-
tively or in addition, the KM D300 may have own policies
for an access key. If the access key is encrypted, it can
be decrypted by the KM D300. In a further step, User A
device D400 or KM D300 publishes KM D300 as alter-
native or exclusive RI for IDA (see reference numeral 35).
[0112] In a second embodiment (2), when User A de-

vice D400 wants a KM D300 (service) to take the role of
RI besides itself, it may, when distributing an access key
to a User B device D100 (i.e. KeyUB), mark a key infor-
mation message with a flag that authorizes traversed
KMs D300 to intercept the message (compare delega-
tion-allowed flag in Fig. 4, see reference numerals 41,
42). The message further comprises the access key en-
crypted with a trust-group key (the access key encrypted
with the trust-group key is denoted by KeyTG in Fig. 4)
and preferably a set of policies that describe how access
requests shall be handled. The trust-group key is known
to a group of trusted KMs D300. An example is a key that
is known to all KMs D300 (for instance a private part of
a public-private key pair) run by a specific party, for in-
stance a company. At least one KM D300 can then in-
tercept the message of step 41 as indicated with refer-
ence numeral 42. Using the trust-group key, KM D300
can decrypt the protected access key (see reference nu-
meral 43). In the following, KM D300 can then distribute
the access key on behalf of User A as for instance de-
scribed in conjunction with Fig. 3A or Fig. 3B, based on
the previously received policies. KM D300 can further
register (using a PUBLISH message) with at least NR
D200, so that subsequent key information requests are
alternatively or exclusively directed to KM D300 (see ref-
erence numeral 44).
[0113] In a third embodiment (3) shown in Fig. 4 as
well, when User A device D400 wants a KM D300 (serv-
ice) to take the role of RI besides itself, it may, when
distributing an access key to a User B device D400 (i.e.
KeyUB), mark a key information message with a flag that
authorizes traversed KMs to intercept the message (see
reference numeral 51). At least one KM D300 can then
intercept the message (see reference numeral 52) and
request the access key from User A (see reference nu-
meral 53), for instance in case no trust-group encrypted
access key KeyTG is present in message 51 or the KeyTG
is not decryptable or for other reason, User A device D400
sends the (optionally but preferably protected) access
key, typically together with policies governing the use of
the access key, to KM D300, here depicted as KM-spe-
cific encrypted access key keyKM, see reference numeral
54. After decrypting the key keyKM, KM D300 can then
distribute the access key, by encrypting it in the same
way as User A device D400 would do upon receiving key
information requests. KM D300 or User A also registers
KM D300 with NR D200 (using a PUBLISH message),
so that subsequently key information requests can alter-
natively or exclusively be directed to KM D300 (see ref-
erence numeral 55).
[0114] The various embodiments may co-exist in a
communication network.
[0115] Embodiments (2) and (3) shown in Fig. 4 make
use of a delegation indicator, here embodied in a "dele-
gation-allowed-flag". A delegation indicator authorizes a
trusted key issuing node to intercept said message
meaning that a trusted key issuing node can intercept
the message and the delegation indicator indicates that
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the trusted key issuing node can further inspect the mes-
sage for information relating to an obtaining of the access
key. This information can be the access key itself as in
embodiment (2) of Fig. 4 (access key still encrypted by
KeyTG) or information pointing to a node from which the
trusted key issuing node can receive the access key as
in embodiment (3) of Fig. 3. A trusted key issuing node
is a node that is trusted by other nodes in the network,
especially by a publishing initiation node. Hence, usage
of a delegation indicator avoids that a trusted key issuing
node has to completely scan each and every intercepted
message for access key related information. Interception
of a message and further inspection triggered by detec-
tion of a delegation indicator thus enables a very efficient
key delegation without knowing and explicitly addressing
a key issuing node.
[0116] The key information may be bundled with poli-
cies. Those may typically include information on what
User B is allowed to do and/or not to do with the infor-
mation contained in the information object, similar to a
rights expression in a DRM system. This rights expres-
sion can be expressed using machine readable text for-
mats for instance XML, or it could be encoded into a state
machine, executable or similar.
[0117] One possible embodiment is to split the key into
several parts and let several KMs manage the parts, i.e.
each part is managed by one KM. This may have the
advantage that each KM does not have to be fully trusted.
It may require resolution to multiple KMs per object ID
and retrieval of several key parts.
[0118] For example, the access key may be split in for
instance N parts. User A device publishes the locations
of the N parts at N key issuing nodes at the NR. When
user B device requests the location of the key issuing
node for the access key at NR (RESOLVE IDA:RI), then
NR sends LocKM(i) with i=1...N to user B device and
LocKM(i) = location pointer information of ith key issuing
node. The user B device sends GET IDA:RI@LocKM(i) for
i=1...N to the corresponding N key issuing nodes. The
user B device then receives the N parts of the access
key from the N key issuing nodes and assembles the
access key accordingly, for instance following an assem-
bly instruction available to the user B device or common
assembly standard solution for splitted access keys.
[0119] Fig. 5 schematically illustrates constitution of
the nodes D100, D200, D300 and D400.
[0120] Information object requesting node D100 may
comprise a receiving unit R100, a transmission unit T100,
a processing unit P100 and a storage unit C100. The
resolution node D200 may also comprise a receiving unit
R200, a transmission unit T200, a processing unit P200
and a storage unit C200. Also the key issuing node D300
may comprise a receiving unit R300, a transmission unit
T300, a processing unit P300 and a storage unit C300.
In a similar manner, publishing initiation node D400 may
also comprise a receiving unit R400, a transmission unit
T400, a processing unit P400 and a storage unit C400.
[0121] In a method for controlling information object

usage in a network of information wherein information
objects are identified by information object identities and
locations of the information objects are indicated by lo-
cation pointing information, an information object re-
questing node (e.g. such as node D100) may be em-
ployed. A receiving unit (e.g. such as R100) may be
adapted to receive an encrypted information object. A
transmission unit (e.g. such as T100) may be adapted to
send to a resolution node a request for location pointing
information of a key issuing node, the request comprising
an identity of the received information object. The receiv-
ing unit may be further adapted to receive the location
pointing information of the key issuing node and the trans-
mission unit to send to the key issuing node a request
for an access key for decrypting the encrypted informa-
tion object, the request comprising the identity of the re-
ceived information object. In addition, the receiving unit
may be adapted to receive the access key, and a
processing unit (e.g. such as P100) may be adapted to
decrypt the received encrypted information object with
the received access key.
[0122] In a method for controlling information object
usage in a network of information wherein information
objects are identified by information object identities and
locations of the information objects are indicated by lo-
cation pointing information, a resolution node (e.g. such
as D200) may be employed. A receiving unit (e.g. such
as R200) may be adapted to receive a publishing of lo-
cation pointing information of a key issuing node from
which an access key for decrypting an encrypted infor-
mation object can be received from, the access key being
related to an identity of the information object and to re-
ceive a request for location pointing information of the
key issuing node, the request comprising the identity of
the information object. A processing unit (e.g. such as
P200) may be adapted to obtain the location pointing
information of the key issuing node based on the received
identity and the relation. For example, the processing
unit may be adapted to obtain the location pointing infor-
mation from a storage unit (e.g. such as C200). A trans-
mission unit (e.g. such as T200) may be adapted to send
the location pointing information of the key issuing node.
[0123] In a method for controlling information object
usage in a network of information wherein information
objects are identified by information object identities and
locations of the information objects are indicated by lo-
cation pointing information, a key issuing node (e.g. such
as node D300) may be employed. A receiving unit (e.g.
such as R300) may be adapted to receive a request for
an access key for decrypting an encrypted information
object, the request comprising an identity of the informa-
tion object. A processing unit (e.g. such as P300) may
be adapted to obtain the access key based on the re-
ceived identity (e.g. from a storage unit such as C300)
and a transmission unit (e.g. such as T300) may be
adapted to send the access key.
[0124] In a method for controlling information object
usage in a network of information wherein information
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objects are identified by information object identities and
locations of the information objects are indicated by lo-
cation pointing information, a publishing initiation node
(e.g. such as node D400) may be employed. A process-
ing unit (e.g. such as P400) may be adapted to initiate a
publishing of location pointing information of a key issuing
node. The key issuing node is a node from which an
access key for decrypting an encrypted information ob-
ject can be received from. The access key is related to
an identity of the information object. The location pointing
information may be retrieved from a storage unit (e.g.
such as C400) and may be published via a transmission
unit (e.g. such as T400).
[0125] The object requesting node (e.g. such as node
D100), the resolution node (e.g. such as D200), the key
issuing node (e.g. such as node D300), and the publish-
ing initiation node (e.g. such as node D400) as well as
their respective units (e.g. such as illustrated in Fig. 5)
may be adapted to carry out further steps of the methods
described herein. The object requesting node (e.g. such
as node D100), the resolution node (e.g. such as D200),
the key issuing node (e.g. such as node D300), and the
publishing initiation node may be individual stand-alone
devices or may share at least in part common units or
devices. The same may apply for their respective units.
[0126] Fig. 6A to Fig. 6D illustrates procedures of op-
erating the network of information 100 according to an
exemplary embodiment of the invention.
[0127] Fig. 6A relates to an operation mode of the node
D100, Fig. 6B relates to an operation mode of node D200,
Fig. 6C relates to an operation mode of node D300 and
Fig. 6D relates to an operation mode of node D400. Al-
though not shown in Fig. 6A to Fig. 6D, the individual
procedures of the nodes D100, D200, D300, D400 are
interconnected in a manner as shown, for instance in Fig.
1 or Fig. 3A.
[0128] In the following methods for controlling informa-
tion object usage in a network of information are de-
scribed which are not covered by the appended claims
and wherein information objects are identi-fied by infor-
mation object identities and locations of the information
objects are indicated by location pointing information. A
first method may be for instance for operating a key is-
suing node and a second method for instance for oper-
ating a publishing initiation node.
[0129] The first method comprises the steps of receiv-
ing a request for an access key for decrypting an encrypt-
ed information object, the request comprising an identity
of the information object, obtaining the access key based
on the received identity, and sending the access key.
[0130] According to a first embodiment of the first
method, the first method may further comprise obtaining
a key encryption key and encrypting the access key with
the key encryption key.
[0131] According to a second embodiment of the first
method, the first embodiment of the first method may
further comprise receiving from a node at least one pa-
rameter for a generation or an identification of the key

encryption key.
[0132] According to a third embodiment of the first
method, the first method or any of the aforementioned
embodiments of the first method may further comprise
receiving from a node at least one parameter for an au-
thorization of an entity associated with the node receiving
and decrypting the encrypted information object.
[0133] According to a fourth embodiment of the first
method, the first method or any of the aforementioned
embodiments of the first method may be performed at a
key issuing node separate from a node initiating a pub-
lishing of location pointing information of the key issuing
node.
[0134] According to a fifth embodiment of the first
method, the fourth embodiment of the first method may
further comprise receiving a request for an access key
issuing delegation from said publishing initiation node,
sending a request for the access key to said publishing
initiation node, and receiving the access key.
[0135] According to a sixth embodiment of the first
method, the fourth embodiment of the first method may
further comprise intercepting a message from the pub-
lishing initiation node, the message comprising the ac-
cess key for the encrypted information object, and ob-
taining the access key from the intercepted message.
[0136] According to a seventh embodiment of the first
method, the fourth embodiment of the first method may
further comprise intercepting a message from a publish-
ing initiation node, the message comprising location
pointing information identifying the publishing initiation
node, sending a request for the access key to the pub-
lishing initiation node, and receiving the access key.
[0137] According to an eighth embodiment of the first
method, the sixth or seventh embodiment of the first
method may further comprise said message comprising
a delegation indicator authorizing a trusted key issuing
node to intercept said message.
[0138] According to a ninth embodiment of the first
method, the first method or any of the aforementioned
embodiments of the first method may comprise the re-
ceived access key being encrypted with a key encryption
key related to a key decryption key available to the key
issuing node.
[0139] According to a tenth embodiment of the first
method, the first method or any of the aforementioned
embodiments of the first method may further comprise
sending location pointing information of the key issuing
node and the identity of the information object to a res-
olution node.
[0140] The second method comprises the step of ini-
tiating a publishing of location pointing information of a
key issuing node, the key issuing node being a node from
which an access key for decrypting an encrypted infor-
mation object can be received from. The access key is
related to an identity of the information object.
[0141] According to a first embodiment of the second
method, the second method may further comprise the
publishing comprising sending a message.
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[0142] According to a second embodiment of the sec-
ond method, the first embodiment of the second method
may further comprise the message comprising the loca-
tion pointing information and the identity.
[0143] According to a third embodiment of the second
method, the first or second embodiment of the second
method may comprise the message comprising the ac-
cess key.
[0144] According to a fourth embodiment of the second
method, the third embodiment of the second method may
comprise the access key being encrypted with a key en-
cryption key related to a key decryption key available to
the key issuing node.
[0145] According to a fifth embodiment of the second
method, any of the first to fourth embodiments of the sec-
ond method may comprise the message comprising a
delegation indicator authorizing a trusted key issuing
node to intercept said message,
[0146] According to a sixth embodiment of the second
method, the second method or any of the aforementioned
embodiments of the second method may further com-
prise sending the encrypted information object.
[0147] According to yet another exemplary embodi-
ment, a corresponding node (such as a key issuing node,
or a publishing initiation node) is provided which is adapt-
ed to perform the steps of one of the first or second meth-
ods having the above mentioned features.
[0148] According to still another exemplary embodi-
ment, a computer program is provided comprising code
adapted to perform the steps of one of the above first
and second methods having the above mentioned fea-
tures when loaded into a processing unit of a node.
[0149] According to yet another exemplary embodi-
ment, a computer-readable medium product is provided
which comprises at least one computer program having
the above mentioned features.
[0150] Modifications and other embodiments of the
disclosed invention will come to mind to one skilled in the
art having the benefit of the teachings presented in the
foregoing descriptions and the associated drawings.
Therefore, it is to be understood that the invention is not
to be limited to the specific embodiments disclosed and
that modifications and other embodiments are intended
to be included within the scope of the appended claims.
Although specific terms may be employed herein, they
are used in a generic and descriptive sense only and not
for purposes of limitation.

Claims

1. A method for controlling information object (102) us-
age in a network of information (100) wherein infor-
mation objects (102) are identified by information ob-
ject identities and locations of the information objects
(102) are indicated by location pointing information,
the method comprising

- receiving (5b) an encrypted information object
(102),
- sending (7) to a resolution node (D200) a re-
quest for location pointing information of a key
issuing node (D300), the request comprising an
identity of the received information object (102),
- receiving (8) the location pointing information
of the key issuing node (D300),
- sending (9) to the key issuing node (D300) a
request for an access key (104) for decrypting
the encrypted information object (102), the re-
quest comprising the identity of the received in-
formation object (102),
- receiving (11) the access key (104), and
- decrypting (12) the received encrypted infor-
mation object (102) with the received access key
(104).

2. The method according to claim 1, wherein the re-
ceived access key (104) is encrypted with a key en-
cryption key, the method further comprising

- obtaining (11) a key decryption key,
- decrypting (12) the encrypted access key (104)
with the key decryption key.

3. The method according to claim 2, further comprising
sending (9) to the key issuing node (D300) at least
one parameter for a generation or an identification
of the key encryption key.

4. The method according to any of the preceding
claims, further comprising sending (9) to the key is-
suing node (D300) at least one parameter for an au-
thorization of an entity associated with a node (D100)
receiving and decrypting the encrypted information
object (102).

5. The method according to any of the preceding
claims, further comprising

- receiving (11) policy information indicating at
least one usage right of the decrypted informa-
tion object (102), and
- using (12) the decrypted information object
(102) according to the received at least one us-
age right.

6. A method for controlling information object (102) us-
age in a network of information (100) wherein infor-
mation objects (102) are identified by information ob-
ject identities and locations of the information objects
(102) are indicated by location pointing information,
the method comprising:

- receiving (1) a publishing of location pointing
information of a key issuing node (D300) from
which an access key (104) for decrypting an en-
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crypted information object (102) can be received
from, the access key (104) being related to an
identity of the information object (102),
- receiving (7) a request for location pointing in-
formation of the key issuing node (D300), the
request comprising the identity of the informa-
tion object (102),
- obtaining the location pointing information of
the key issuing node (D300) based on the re-
ceived identity and the relation,
- sending (8) the location pointing information of
the key issuing node (D300).

7. A node (D100) adapted to perform a method accord-
ing to any of the claims 1 to 5.

8. A node (D200) adapted to perform the method ac-
cording to claim 6.

9. The node (D100, D200) according to claim 7 or 8,
the node (D100, D200) comprising at least one of a
receiving unit (R100, R200), a sending unit (T100,
T200), a processing unit (P100, P200), and a storage
unit (C100, C200).

10. A computer program comprising code adapted to
perform a method according to any of the claims 1
to 5 when loaded into a processing unit (P100) of a
node (D100).

11. A computer program comprising code adapted to
perform the method according to claim 6 when load-
ed into a processing unit (P200) of a node (D200).

12. A computer-readable medium product comprising at
least one computer program according to claim 10
or 11.

Patentansprüche

1. Verfahren zum Steuern der Verwendung von Infor-
mationsobjekten (102) in einem Netzwerk (100) von
Informationen, wobei die Informationsobjekte (102)
durch Informationsobjektkennzeichnungen gekenn-
zeichnet sind und Standorte der Informationsobjekte
(102) durch Standortanzeigeinformationen angege-
ben sind, wobei das Verfahren Folgendes umfasst:

- Empfangen (5b) eines verschlüsselten Infor-
mationsobjekts (102),
- Senden (7) einer Anfrage nach Standortanzei-
geinformationen eines Schlüsselausgabekno-
tens (D300) an einen Auflösungsknoten (D200),
wobei die Anfrage eine Kennzeichnung des
empfangenen Informationsobjekts (102) um-
fasst,
- Empfangen (8) der Standortanzeigeinformati-

onen des Schlüssel-ausgabeknotens (D300),
- Senden (9) einer Anfrage nach einem Zu-
gangsschlüssel (104) zum Entschlüsseln des
verschlüsselten Informationsobjekts (102) an
den Schlüssel-ausgabeknoten (D300), wobei
die Anfrage die Kennzeichnung des empfange-
nen Informationsobjekts (102) umfasst,
- Empfangen (11) des Zugangsschlüssels (104)
und
- Entschlüsseln (12) des empfangenen ver-
schlüsselten Informations-objekts (102) mithilfe
des empfangen Zugangsschlüssels (104).

2. Verfahren nach Anspruch 1, wobei der empfangene
Zugangsschlüssel (104) mithilfe eines Schlüsselver-
schlüsselungsschlüssels verschlüsselt ist, wobei
das Verfahren ferner Folgendes umfasst:

- Erhalten (11) eines Schlüsselentschlüsse-
lungsschlüssels,
- Entschlüsseln (12) des verschlüsselten Zu-
gangsschlüssels (104) mithilfe des Schlüs-
selentschlüsselungsschlüssels.

3. Verfahren nach Anspruch 2, ferner umfassend das
Senden (9) mindestens eines Parameters für eine
Erzeugung oder eine Identifizierung des Schlüssel-
verschlüsselungsschlüssels an den Schlüsselaus-
gabeknoten (D300).

4. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend das Senden (9) mindestens
eines Parameters für eine Autorisierung einer einem
Knoten (D100) zugeordneten Einheit zum Empfan-
gen und Entschlüsseln des verschlüsselten Informa-
tionsobjekts (102) an den Schlüsselausgabeknoten
(D300).

5. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend:

- Empfangen (11) von Richtlinieninformationen,
die mindestens eine Verwendungsberechtigung
des entschlüsselten Informationsobjekts (102)
angeben, und
- Verwenden (12) des entschlüsselten Informa-
tionsobjekts (102) gemäß der empfangenen
mindestens einen Verwendungsberechtigung.

6. Verfahren zum Steuern der Verwendung von Infor-
mationsobjekten (102) in einem Netzwerk (100) von
Informationen, wobei die Informationsobjekte (102)
durch Informationsobjektskennzeichnungen ge-
kennzeichnet sind und die Standorte der Informati-
onsobjekte (102) durch Standortanzeigeinformatio-
nen angegeben werden, wobei das Verfahren Fol-
gendes umfasst:
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- Empfangen (1) einer Veröffentlichung von
Standortanzeigeinformationen eines Schlüssel-
ausgabeknotens (D300), von dem ein Zugangs-
schlüssel (104) zum Entschlüsseln eines ver-
schlüsselten Informationsobjekts (102) empfan-
gen werden kann, wobei der Zugangsschlüssel
(104) eine Verbindung zu einer Kennzeichnung
des Informationsobjekts (102) aufweist,
- Empfangen (7) einer Anfrage nach Standort-
anzeigeinformationen des Schlüsselausgabe-
knotens (D300), wobei die Anfrage die Kenn-
zeichnung des Informationsobjekts (102) um-
fasst,
- Erhalten der Standortanzeigeinformationen
des Schlüsselausgabe-knotens (D300) auf
Grundlage der empfangenen Kennzeichnung
und der Verbindung,
- Senden (8) der Standortanzeigeinformationen
des Schlüsselausgabe-knotens (D300).

7. Knoten (D100), der dazu ausgelegt ist, ein Verfahren
nach einem der Ansprüche 1 bis 5 durchzuführen.

8. Knoten (D200), der dazu ausgelegt ist, das Verfah-
ren nach Anspruch 6 durchzuführen.

9. Knoten (D100, D200) nach Anspruch 7 oder 8, wobei
der Knoten (D100, D200) mindestens eine einer
Empfangseinheit (R100, R200), einer Sendeeinheit
(T100, T200), einer Verarbeitungseinheit (P100,
P200) und einer Speichereinheit (C100, C200) um-
fasst.

10. Computerprogramm, umfassend Code, der dazu
ausgelegt ist, ein Verfahren nach einem der Ansprü-
che 1 bis 5 durchzuführen, wenn er in eine Verar-
beitungseinheit (P100) eines Knotens (D100) gela-
den wird.

11. Computerprogramm umfassend Code, der dazu
ausgelegt ist, das Verfahren nach Anspruch 6 durch-
zuführen, wenn er in eine Verarbeitungseinheit
(P200) eines Knotens (D200) geladen wird.

12. Computerlesbares Medium-Produkt, umfassend
mindestens ein Computer-programm nach An-
spruch 10 oder 11.

Revendications

1. Procédé de commande de l’utilisation d’objets infor-
mationnels (102) dans un réseau informationnel
(100) dans lequel les objets informationnels (102)
sont identifiés par des identités d’objets information-
nels et les emplacements des objets informationnels
(102) sont indiqués par des informations indicatives
d’emplacement, le procédé comprenant

- la réception (5b) d’un objet informationnel chif-
fré (102),
- l’envoi (7) à un noeud de résolution (D200)
d’une demande d’informations indicatives d’em-
placement d’un noeud d’émission de clés
(D300), la demande comprenant une identité de
l’objet informationnel reçu (102),
- la réception (8) des informations indicatives
d’emplacement du noeud d’émission de clés
(D300),
- l’envoi (9) au noeud d’émission de clés (D300)
d’une demande pour une clé d’accès (104) pour
déchiffrer l’objet informationnel chiffré (102), la
demande comprenant l’identité de l’objet infor-
mationnel reçu (102),
- la réception (11) de la clé d’accès (104), et
- le déchiffrement (12) de l’objet informationnel
chiffré reçu (102) avec la clé d’accès reçue
(104).

2. Procédé selon la revendication 1, dans lequel la clé
d’accès reçue (104) est chiffrée avec une clé de chif-
frement de clés, le procédé comprenant en outre

- l’obtention (11) d’une clé de déchiffrement de
clés,
- le déchiffrement (12) de la clé d’accès chiffrée
(104) avec la clé de déchiffrement de clés.

3. Procédé selon la revendication 2, comprenant en
outre l’envoi (9) au noeud d’émission de clés (D300)
d’au moins un paramètre pour une génération ou
une identification de la clé de chiffrement de clés.

4. Procédé selon l’une quelconque des revendications
précédentes, comprenant en outre l’envoi (9) au
noeud d’émission de clés (D300) d’au moins un pa-
ramètre pour une autorisation d’une entité associée
à un noeud (D100) recevant et déchiffrant l’objet in-
formationnel chiffré (102).

5. Procédé selon l’une quelconque des revendications
précédentes, comprenant en outre

- la réception (11) d’informations de politique in-
diquant au moins un droit d’utilisation de l’objet
informationnel déchiffré (102), et
- l’utilisation (12) de l’objet informationnel déchif-
fré (102) selon l’au moins un droit d’utilisation
reçu.

6. Procédé de commande de l’utilisation d’objets infor-
mationnels (102) dans un réseau informationnel
(100) dans lequel les objets informationnels (102)
sont identifiés par des identités d’objets information-
nels et les emplacements des objets informationnels
(102) sont indiqués par des informations indicatives
d’emplacement, le procédé comprenant :
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- la réception (1) d’une publication d’informa-
tions indicatives d’emplacement d’un noeud
d’émission de clés (D300) à partir duquel une
clé d’accès (104) pour déchiffrer un objet infor-
mationnel chiffré (102) peut être reçue, la clé
d’accès (104) étant associée à une identité de
l’objet informationnel (102),
- la réception (7) d’une demande d’informations
indicatives d’emplacement du noeud d’émission
de clés (D300), la demande comprenant l’iden-
tité de l’objet informationnel (102),
- l’obtention des informations indicatives d’em-
placement du noeud d’émission de clés (D300)
sur la base de l’identité reçue et de la relation,
- l’envoi (8) des informations indicatives d’em-
placement au noeud d’émission de clés (D300).

7. Noeud (D100) conçu pour mettre en oeuvre un pro-
cédé selon l’une quelconque des revendications 1 à
5.

8. Noeud (D200) conçu pour mettre en oeuvre le pro-
cédé selon la revendication 6.

9. Noeud (D100, D200) selon la revendication 7 ou 8,
le noeud (D100, D200) comprenant au moins l’une
parmi une unité de réception (R100, R200), une unité
d’envoi (T100, T200), une unité de traitement (P100,
P200) et une unité de stockage (C100, C200).

10. Programme informatique comprenant un code con-
çu pour mettre en oeuvre un procédé selon l’une
quelconque des revendications 1 à 5 lorsqu’il est
chargé dans une unité de traitement (P100) d’un
noeud (D100).

11. Programme informatique comprenant un code con-
çu pour mettre en oeuvre le procédé selon la reven-
dication 6 lorsqu’il est chargé dans une unité de trai-
tement (P200) d’un noeud (D200).

12. Support lisible par ordinateur comprenant au moins
un programme informatique selon la revendication
10 ou 11.
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