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Description

TECHNICAL FIELD

[0001] The present disclosure relates to wireless com-
munication systems, and more particularly to systems in
which a mobile wireless communication device can roam
between two different types of wireless networks or be-
tween two networks (of the same technology) which are
administratively controlled by different entities.

BACKGROUND

[0002] Wireless communication technologies have
rapidly developed over the last several years to the point
where a mobile device, such as a mobile cellular tele-
phone or a multi-function mobile wireless device (capable
of email, internet browsing, voice calls, etc.), has the ca-
pability to operate in multiple wireless networks. For ex-
ample, such a multi-mode device may be capable of op-
erating in a wireless local area network (WLAN), such as
a WiFiTM network and also with a wide area wireless
network, such as a cellular network. For simplicity, a mul-
ti-mode or dual-mode wireless client device is referred
to herein as a mobile node (MN). The MN may employ
voice-over-internet protocol (VoIP) techniques when
conducting a voice call via the WiFi network and more
traditional circuit switching techniques when conducting
a voice call via the cellular network. Consequently, the
MN needs to reliably roam between the two different net-
works. This is particularly important when a user is in the
middle of a voice call.
[0003] There are other applications where it may be
desirable to handover VoIP service on a WiFi network to
VoIP service on the cellular network. Further still, there
are applications where it may be desirable to handover
a data (non-voice call) communication session for a data
application where continuity is beneficial. In all of these
cases, a handover trigger generation by the WLAN infra-
structure is useful.
[0004] WLAN infrastructure provides triggers to the
MN or to a network component informing it when, upon
entering a building, robust wireless VoIP service is avail-
able and when upon leaving the building, robust wireless
VoIP service can no longer be provided. Handover trig-
gers are provided by network infrastructure; user-based
policies, network-based policies and network conditions
(both wired and wireless) can be applied to determine if
and when to send handover triggers.
[0005] In order to determine when to send handover
triggers, the WLAN infrastructure measures link param-
eters on the radio link between a WLAN access point
(AP) and the MN or obtains these measurements from
the MN. In WiFi networks, the MN determines the AP
with which to associate. As the MN roams from AP to
AP, the link conditions naturally change. When the ap-
propriate link parameters cross a threshold, the WLAN
infrastructure generates and sends a handover trigger.

In general, a handover trigger can be a hand-out trigger
advising the MN to roam to a cellular network or a hand-
in trigger advising the MN that it may roam in to the WiFi
network.
[0006] One of the requirements for a WLAN handover
system is to provide handover triggers without adversely
affecting the battery life of the MN. One criterion users
place on mobile devices is standby time and talk time. If
the WLAN handover system is such that the MN must
transmit many extra frames or keep its receiver on for
extended periods of time, then the MN’s battery will dis-
charge too rapidly and the user will have to frequently
recharge the MN and risk losing service during a critical
user activity, e.g., an important voice call.
[0007] WO 2008/066929 discloses a mesh network
communication system includes a plurality of access
points connected to a wireless local area network
(WLAN) controller where at least one of the plurality ac-
cess points is a detection access point (DAP) that re-
ceives reverse link (RL) wireless wide area network
(WWAN) signals transmitted from a multi-mode wireless
communication device. Based on an intercepted RL
WWAN signal, the DAP forwards reverse link (RL) infor-
mation to the WLAN controller. Based on the RL infor-
mation, the WLAN controller generates and sends, to the
WWAN communication system, a device to access point
association list (device-AP association list) comprising
one or more device identifiers associated with one or
more target access point identifier. Techniques are need-
ed to provide better handover service to MNs.

OVERVIEW

[0008] An invention is set out in the claims. In particular,
the invention consists of a system according to independ-
ent claim 1 and a method according to independent claim
12. Further embodiments are defined in dependent
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]

FIG. 1 is diagram of a building in which WLAN equip-
ment is employed and showing a situation in which
a communication session is to be handed over from
the WLAN to another network.
FIG. 2 is a block diagram showing an example of a
configuration of the WLAN equipment to provide
measurements used for generating a handover trig-
ger.
FIG. 3 is an example of a flow chart for a process
that configures measurement and reporting roles of
access point devices in the WLAN.
FIG. 4 is an example of a flow chart for a process
that collects measurement data from the WLAN
equipment to generate handover triggers.
FIG. 5 is a diagram of a state machine useful in a
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WLAN controller to track the state of a dual-mode
wireless client device.
FIG. 6 is a flow chart showing a report request proc-
ess that is useful to obtain additional measurements
for handover trigger analysis.

DESCRIPTION OF EXAMPLES

[0010] The embodiments and/or examples of the fol-
lowing description which are not covered by the append-
ed claims are considered as not being part of the present
invention.
[0011] According to one example, a system and meth-
od are provided in which local mode APs in a WLAN
infrastructure deployment are typed or configured into
one of three measurement and reporting roles: a Portal
AP (PAP), a Border AP (BAP) or an Interior AP (IAP).
APs are assigned specific link measurement require-
ments according to their assigned type or role as de-
scribed in more detail hereinafter. In general, PAPs have
the greatest measurement and reporting responsibilities,
BAPs have less measurement and reporting responsi-
bilities than PAPs and IAPs have the least measurement
and reporting responsibilities. The APs generate meas-
urements that are supplied to appropriate equipment to
facilitate handover decisions with respect to a MN that
roams between the WLAN and another network or vice
versa. As a result, link measurements are only performed
by APs in locations where such measurements are nec-
essary for handover service, thus reducing the overall
processing load on the WLAN infrastructure. According
to another example, one or more APs are configured to
operate as a receive-only monitor AP, whereby the AP
does not provide normal two-way communication service
with mobile devices. An AP configured as a monitor mode
AP (MMAP) makes measurements on multiple channels
according to a channel scanning schedule and these
measurements are used for handover decisions for a MN.
Moreover, techniques are provided to keep track of a call
state and location of a MN to conserve the MN’s battery
life.
[0012] The handover trigger may be a signal that is
sent to the MN or a signal that is sent to a network com-
ponent, such as to an internet protocol private branch
exchange (IP PBX) or a mobility gateway. Moreover, it
is generally considered more robust to send the handover
trigger to the some network component rather than to the
MN. For example, the MN may be leaving the enterprise
when the handover (e.g., a hand-out) trigger needs to be
sent. In this situation, if the MN leaves too quickly, com-
munication between the entity that generates the hando-
ver trigger and the MN may be lost via the WLAN. How-
ever, communication via a wired LAN to an IP PBX/mo-
bile gateway is generally always possible (barring hard-
ware failures).
[0013] Referring first to FIG. 1, an example of a building
is shown at reference numeral 5. The building 5 has mul-
tiple floors, e.g., a bottom floor 10 and two upper floors

20 and 30. A WLAN 7 is deployed in the building 5 using
a plurality of APs. The APs are assigned a measurement
and reporting type or role as explained above. In this
example, the building has two exits, one at the front iden-
tified by reference numeral 40 and one on the side shown
at reference numeral 50. A MN is shown at reference
numeral 70 and this MN 70 has dual-mode capability
such that it can operate with a WLAN and also with an-
other network. To this end, another network is shown at
reference numeral 80, and as described above, this other
network may be a cellular network or another WLAN. The
MN 70 may conduct various wireless communication
sessions for voice calls or other (data) services via the
WLAN 7 or the other network 80. While a single MN is
shown for simplicity in FIG. 1, it is understood that there
are normally multiple MNs operating in the WLAN.
[0014] The PAPs, BAPs and IAPs are local mode APs
in that they are configured to perform normal two-way
communication with WLAN wireless client devices, al-
lowing WLAN wireless client devices to associate with
them, etc. Thus, the local mode APs may be serving com-
munication between the MN 70 and the WLAN 7. By con-
trast, MMAPs do not perform two-way communication
with wireless client devices. MMAPs operate in a receive
mode in order to monitor transmissions made by wireless
client devices on each of multiple RF channels; however,
they may transmit frames to other APs for certain net-
work-related administrative functions.
[0015] Each AP shown in FIG. 1 is assigned a meas-
urement and reporting type/mode or role. For example,
AP 100(1) is designated a PAP because it is closest in
radio frequency (RF) proximity to the exit 40 of the build-
ing 5. The same applies to AP 100(2) which is closest to
the exit 50. It should be understood that the terms "loca-
tion" or "RF location" as used herein means location in
terms of RF proximity, e.g., receive signal strength infor-
mation (RSSI) and not necessarily in an absolute {x, y,
z} coordinate sense. Thus, when generating a handover
trigger, it is not important that the trigger be provided at
an exact {x, y, z} coordinate, but instead that it is provided
before the MN leaves adequate WLAN radio coverage,
for example.
[0016] APs 100(3) and 100(4) are designated BAPs
because they are located along a border of the building
5 but not necessarily close to an exit. APs 100(5) and
100(6) are configured to be MMAPs because they are
located close to handover points, e.g., exits 40 and 50,
respectively. Finally, APs 100(7)-100(11) are IAPs be-
cause they are located generally in the interior of the
building 5. It should be understood that while FIG. 1
shows APs 100(1)-1 00(11), there may be numerous ad-
ditional APs of the various types or roles, but for simplicity
additional APs are not shown in FIG. 1.
[0017] Turning now to FIG. 2, an example of a WLAN
infrastructure system shown generally at reference nu-
meral 90 is now described. In the example of FIG. 2,
there are WLAN controllers (WLCs) 200(1), 200(2) and
200(3) that connect to and communicate with multiple
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APs. The connection between a WLC and its APs is typ-
ically wired (e.g., a wired local area network). Each WLC
connects to a corresponding group of one or more APs.
For example, WLC 200(1) connects to a plurality of APs
including APs 100(1), 100(3) and 100(7), WLC 200(2)
connects to a plurality of APs including APs 100(3),
100(4), 100(5) and 100(8) and WLC 200(3) connects to
a plurality of APs including APs 100(6) and 100(9)-
100(11). Some APs may also be used to make meas-
urements (as a PAP, BAP or IAP) without being connect-
ed to a WLC, and thus would be configured to commu-
nicate directly with the MSE. Such APs would be "auton-
omous" in this sense, but still could provide information
for making intelligent roaming handover decisions.
[0018] Each of the WLCs 200(1) to 200(3) is connected
to a wireless control system (WCS) 300 and to a central
controller called a mobility services engine (MSE) 400.
The MSE 400 is a software process executed by a com-
puter processing apparatus (e.g., a server) shown at 410.
Thus, the functions of the MSE 400 may be implemented
by computer instructions stored on a computer readable
medium that, when executed by a computer/processor,
cause the computer/processor to perform the MSE func-
tions described herein. Alternatively, the functions of the
MSE may be performed by digital logic in a hard-
ware/firmware form, such as with fixed digital logic gates
in one or more application specific integrated circuits
(ASICs), or programmable digital logic gates, such as in
a field programming gate array (FPGA), or any combi-
nation of the two types of hardware/firmware processing
forms. In sum, the logic for the MSE functions may be
implemented in hardware or software.
[0019] The WCS 300 performs higher level network
management functions associated with the APs by and
through their corresponding WLCs and for the WLCs
themselves. For example, a system administrator uses
the WCS 300 to configure the operational parameters of
the AP’s radios. The system administrator also uses the
WCS 300 to input the locations of APs on a building’s
floorplan; both the floorplan and AP locations are provid-
ed to the MSE 400 for use in handover service functions.
The MSE 400 performs mobile roaming functions asso-
ciated with MNs that move between the WLAN 7 and the
other network 80 and vice versa. To this end, the MSE
400 is configured to connect to an IP PBX device 500.
The IP PBX 500 manages VoIP calls in the WLAN and
interfaces them with the public service telephone network
(PSTN). Alternatively, the MSE 400 may connect to a
mobile gateway apparatus 510 which in turn connects to
the IP PBX 500. The mobile gateway 510 is commonly
used because many IP PBXs do not support the required
mobility management functions needed to handover of
voice calls between the WiFi network and a cellular net-
work. Autonomous APs may communicate directly with
the MSE 400 since they are not configured to communi-
cate with a WLC.
[0020] The APs perform link measurements and report
them via their respective WLC to the MSE 400. The MSE

400 interprets the measurements and generates hando-
ver triggers. A hand-out trigger is a handover trigger as-
sociated with the MN leaving the WLAN and continuing
with a call in progress via the cellular network. It is im-
portant that the MSE 400 send a hand-out trigger at the
proper time. When a MN is on a WLAN voice call, handing
out the call to another network, e.g., a cellular network,
can take up to seven seconds and much longer if it is an
international call. This time period begins with call setup
signaling to the cellular network to the time the WLAN
call media begins flowing over to the new call leg on the
cellular network. With a typical user walking speed of 4
feet per second (FPS), a 7 second advance notice for a
hand-out trigger translates to a distance of 28 feet. Thus,
the MN may still be physically located within the building
when the trigger needs to be provided.
[0021] Since hand-out triggers are to be generated with
7 second advance notice of a MN leaving a building,
measurements need to be reported on time intervals of
approximately one second. If they are reported less often,
for example every 10 seconds, then the MN user could
walk out the door of a building between measurements
and the handover trigger would not be generated in time.
[0022] In some respects, the WLAN infrastructure is at
a disadvantage compared to the MN. The MN can use
passive scanning to aid its roaming algorithms, either
between APs in a network or between the WLAN network
and the cellular network. The MN can do this because
all APs in a WiFi WLAN network are continuously trans-
mitting beacons at approximately 100 ms intervals. Pas-
sive scanning is a more battery efficient means of scan-
ning because the MN does not have to turn on its trans-
mitter; only its receiver is activated. If a MN were to ex-
clusively use passive scanning when there is no active
voice call ("on-hook"), then the WLAN infrastructure
would receive very few transmissions on which to make
link measurements. Consequently, the WLAN handover
system would be challenged to determine the MN’s prox-
imity to a doorway and thus whether it may imminently
need a handover trigger.
[0023] A cost of APs performing and reporting meas-
urements is the sheer volume of measurement data that
is sent to the MSE 400. However, it is normally not nec-
essary for every AP in a WLAN deployment to make these
measurement reports. This is because in a typical build-
ing there are generally a very small number of exits.
Therefore, it is only necessary to make these more fre-
quent measurement reports near the exits and not
throughout the entire building.
[0024] Referring back to FIG. 1, by partitioning APs
providing radio coverage in a WLAN into measurement
and reporting role subsets, the flow and volume of data
can be more targeted and as a result the amount of data
to be analyzed is reduced. PAPs are located near (in the
RF sense) building exits. For example, an AP near a door-
way may actually be on the floor right above the doorway,
as is the case with the PAP 100(1) shown in FIG. 1 on
the second floor 20. In another example, an AP near a
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doorway may be located somewhere in the building lob-
by.
[0025] Of all the local mode APs that are configured to
assist in providing information for handover decisions,
PAPs make measurements at the highest frequency and
thus generate the greatest volume of data. For example,
PAPs are configured to make RSSI measurements on a
channel and report these measurements to the WLAN
infrastructure at one second intervals. With most enter-
prise buildings, there are relatively few exits so that there
are relatively few APs that are configured to serve as
PAPs. Thus, the number of measurements made at the
one second frequency that are sent to the MSE 400 can
be reduced substantially compared to the number of
measurements if all the APs made and reported them.
This reduction means the MSE 400 can handle a much
larger number of APs and is more scalable. This value
can be passed along to the customer as a capability to
handle greater floor space or as a cheaper network ap-
pliance (i.e., the appliance on which the MSE function is
installed).
[0026] PAPs may be configured to perform two link
measurements on data frames received from an MN: RS-
SI measurements and traffic stream measurements
(TSMs). A TSM is a measure of packet latency and pack-
et loss associated with a stream of packets communicat-
ed with the MN 70 and the WLAN 7. Other measurements
are possible as well. In addition, a WLC connected to a
PAP provides expedited forwarding to MSE 400 of meas-
urements made by a PAP on received Probe Request
frames transmitted by an MN and any frames sent by the
MN off-channel while the MN is in a communication ses-
sion, i.e., on a voice call (e.g., 802.11v Location Track
Notification Frames) or other customized frames that the
WLAN infrastructure equipment may be configured to
trigger the MN to send. These off-channel measurements
are explained further hereinafter. A Probe Request frame
is a message that is sent by a WLAN client device to be
received by one or more APs in order to search for an-
other AP with which to associate in the event that the
communication link with the current serving AP for the
WLAN client device is weakened due to movement of
the client device with respect to the AP, or other condi-
tions.
[0027] Some PAPs may not be immediately adjacent
to building exits in order to support MNs with less than
optimal roaming behavior, i.e., a MN may leave the build-
ing without first roaming within the WLAN to the best PAP.
[0028] BAPs are not configured to make RSSI meas-
urements on the data frames at the one second frequen-
cy. Rather, BAPs are configured to make RSSI meas-
urements on received Probe Requests, similar to PAPs,
and any frames sent off-channel while the MN is in a
particular communication session, e.g., a voice call. This
is a lower measurement and reporting requirement than
for PAPs which must make measurements on these an-
cillary frames with low latency as well as the processing
results from TSMs on data frames. BAPs are those APs

which are nearby PAPs. As such, they may constitute
only 15-20% of the APs in the deployment. BAPs also
help in deployments with challenging RF conditions (e.g.,
large indoor atriums).
[0029] The low latency forwarding requirements for
Probe Requests and other frames sent off channel ap-
plies equally to the WLCs and to the PAPs. An WLC
would buffer link measurements performed on each of
these frames for a period of time until a plurality of meas-
urements on these frames has been collected. In so do-
ing, it can send one message containing multiple reports
to the MSE 400. However, this buffering increases the
latency of the measurement. Thus, the low latency re-
porting requirement necessarily affects the implementa-
tion of the PAPs, BAPs and WLCs, and it is a tradeoff
between achieving low latency on the measurements and
accumulating the measurements for more efficient re-
porting.
[0030] IAPs are APs which are not PAPs or BAPs.
There are no additional processing requirements for
IAPs. IAPs will send reports on received Probe Request
frames and other off-channel frames when a MN enters
a building. For example, the MN could first associate to
a 2nd floor IAP while the MN is still in parking lot of the
building.
[0031] Turning now to FIG. 3 with continued reference
to FIG. 2, a process 600 is described whereby the APs
in a WLAN deployment within a building are configured
to achieve the aforementioned measurement and report-
ing functions. At 610, the WCS 300, based on user inputs
such as from a (human) network administrator, defines
the coverage domain for the building and the handover
points (e.g., building exits). There could be handover
points within the building which are not building exits,
e.g., there could be a restricted area of a building which
does not have WiFi coverage. In this case, a call being
serviced by the WiFi network would need to be handed
over to the cellular network if the user entered this area.
Also, there could be outdoor WiFi coverage, perhaps pro-
vided by a mesh network. For example, if a particular
network had both indoor and outdoor coverage between
buildings, then an MN user could leave the first building,
walk across the parking lot and enter the second building
without the need to handover the call. All of these different
deployment scenarios can be addressed by the network
administrator marking handover points on a coverage
domain or network plan.
[0032] At 620, the WCS 300 has a floor (or site) plan
with (x, y, z) locations of the APs and locations for the
handover points and provides this data to the MSE 400.
At 630, using the information provided by the WCS 300,
the MSE 400 algorithmically determines AP measure-
ment and reporting role {MMAP, PAP, BAP, IAP} for each
of the APs or the WCS 300 may manually determine the
measurement and reporting roles of APs based on input
from a (human) network administrator. The WCS 300
may be configured to override the AP role assignment
determined by MSE 400. Once the WCS 300 and/or MSE
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400 determine AP type for each AP in the WLAN 7, this
information is pushed to the WLCs at 640 and in turn to
APs at 650. The MSE 400 notifies autonomous APs di-
rectly since such APs are not associated with an WLC.
[0033] More specifically, at 630, the MSE 400 or WCS
300 determines and assigns measurement and reporting
roles for each AP based on their RF proximity with respect
to the handover points and other locations in the building.
As explained above, RF proximity of an AP with respect
to a handover point may not be the same as the actual
physical proximity of the AP. Sometimes an AP may re-
ceive signals more strongly from a particular point in the
building but may not be the AP that is closest in physical
distance to that point.
[0034] The MSE 400 re-determines AP type whenever
there is an AP failure or an AP becomes inoperable.
When one or more APs fail, there is potential negative
impact to handover trigger generation. This is especially
true if a failed AP is an MMAP or a PAP and to a lesser
degree a BAP. In this case, some of the measurements
which are needed by the MSE 400 in order to generate
a handover trigger will not be available. As such, when
users are leaving the building, their MN may not receive
a handover trigger thus causing any active call to be
dropped (when the user is out of radio range of the WiFi
network). When an MMAP or PAP fails, it may also ne-
cessitate a temporary change to the location of the
handover point. The MSE takes into account these fail-
ures and also re-calculates a location of a handover point
and/or changes the measurement and reporting role as-
signment of one or more other APs when required.
[0035] At 640, the MSE 400 informs the WLCs 200(1)-
200(3) of the AP measurement and reporting role as-
signed to each of its associated APs, either MMAPs or
local mode APs, i.e., PAPs, BAPs or IAPs. In addition,
for any MMAPs, the MSE 400 informs the corresponding
WLC of the channel scanning schedule.
[0036] At 650, the WLCs 200(1)-200(3) send messag-
es to their associated local mode APs to configure them
according to role assignment and also sends messages
to MMAPs to configure them with channel scanning
schedule information.
[0037] Referring back to FIG. 2, there is a LAN switch
(not shown) between a WLC 200(i) and its associated
APs. There are multiple APs connected to the LAN switch
and there may also be multiple LAN switches arranged
hierarchically, e.g., edge layer, distribution layer, core
layer. If the LAN switch fails, then several APs become
unavailable as their measurements are blocked by the
failed switch from reaching their WLC. In more severe
cases, this could block AP measurements in a large por-
tion of the floor of a building or perhaps an entire floor
from reaching the MSE 400. If too many APs are blocked
this way, the MSE 400 may be configured to autono-
mously decide whether or not handover service can be
continued with dynamically adjusted handover points
and dynamically adjusted AP types or whether the
handover service needs to be set to an operationally

"down" state (i.e., handover service cannot be provided
for the building until the failed switch is repaired). In a
hierarchical arrangement of LAN switches, there is usu-
ally built-in redundancy so that the LAN connection to
APs can remain fully operational, albeit at some decrease
in capacity, despite a failure in a distribution or core level
switch.
[0038] Turning now to FIG. 4, again in conjunction with
FIG. 2, a handover data collection process 700 is de-
scribed. At 710, the MSE 400 informs the WLCs 200(1)-
200(3) about those MNs that have registered for hando-
ver service. Not all WLAN client devices have dual-mode
capability. Therefore, the MSE 400 is only concerned
about those WLAN clients that have dual-mode capability
and thus could roam between the WLAN and the other
network. As explained above, such dual-mode devices
are referred to herein as MNs. The MSE 400 is thus con-
figured to register existence of dual-mode wireless client
devices that may require handover to/from the another
network, and to send messages to the WLCs as to the
identity, e.g. a media access control (MAC) address, of
registered dual-mode wireless client devices. At 720, lo-
cal mode APs, according to their role assignment (PAP,
BAP or IAP), make RSSI measurements and TSMs on
data frames received from MNs. Thus, APs will make
measurements only on signals associated with regis-
tered MNs, and not for other WLAN client devices which
do not roam between the WLAN and the other network.
The APs will also forward Probe Request frames re-
ceived from an MN and any other off-channel frames
received from an MN.
[0039] At 730, the MMAPs scan and make measure-
ments on a plurality of RF channels according to their
configured channel scanning schedule in order to meas-
ure receive signal strength of signals on each of the RF
channels for a period of time (dwell interval). The channel
scanning schedule determines which RF channels to
scan as well as the duration of time to spend (i.e., dwell)
on each channel. In general, the channel scanning
schedule may be different for each MMAP. In the 2.4-
GHz band, there are up to 14 channels to scan depending
on the regulatory domain, although typically just 3 or 4
channels are commonly used. In the 5-GHz band, there
are up to 24 channels to scan depending on the regula-
tory domain. For example, a channel scanning schedule
for the 2.4-GHz band would be to scan the 3 or 4 channels
commonly in use. A common channel scanning schedule
for the 5-GHz band would be to scan the 4-8 channels
used by the APs which are in RF proximity of the MMAP
(i.e., the MMAP’s neighbor APs).
[0040] At 740, the WLCs 200(1)-200(3) forward RSSI
measurements and TSMs from their associated APs
(PAPs, BAPs and MMAPs) to the MSE 400. At 750, the
MSE 400 analyzes data forwarded from the WLCs
200(1)-200(3) to generate a handover trigger for a MN
when the reported measurement and other data indicates
that the situation is ripe for such a trigger, i.e., that the
MN is truly about to leave the building during a commu-
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nication session involving the MN. The MSE 400 may
send the handover trigger to the MN itself, or to gateway
equipment, such as the mobile gateway 510 or directly
to the IP-PBX 500, to initiate the handover.
[0041] As explained above, PAPs perform two link
measurements on data frames: RSSI measurements of
signals and TSMs associated with traffic signals received
from MNs. Other measurements are possible as well.
[0042] The MSE 400 may use TSMs as a secondary
metric for a handover trigger. A TSM measures packet
latency and packet loss. These are excellent indications
of when a link quality is poor or becoming poor, indicating
that a MN may be experiencing very poor VoIP call qual-
ity. In general, statistics for TSMs that indicate a high
degree of packet latency or loss (greater than a threshold)
may trigger a handover event to improve audio quality
for an MN user. PAPs and BAPs make TSMs and gen-
erate TSM reports that are sent to MSE 400 via their
associated WLC only for MNs. Moreover, the TSM report
may be sent to the MSE 400 only when a TSM metrics
threshold is exceeded in order to avoid inundating the
MSE 400 with data.
[0043] Measurements made at 720 may be unique de-
pending on the AP making the measurement. For exam-
ple, while on a VoIP call, a MN is typically transmitting
voice packets at a 50 packets per second (pps) rate. All
APs operating on the same channel as the MN and within
its radio range can make measurements from reception
of these voice packets. The serving AP (the one to which
the MN is associated during a VoIP call) usually has the
highest quality measurements. Thus, the serving AP can
make measurements on all the VoIP data frames and
average the data to reduce the statistical variation of the
measurements. RSSI measurement variation is caused
by multipath in the radio environment as well as by im-
perfections in the measuring hardware of an AP and im-
perfections in the transmitter hardware of the MN. As
such, the handover triggers can be made more robust
using averaged RSSI measurements.
[0044] Another big advantage to making RSSI meas-
urements on the 50 pps voice packets is that there is no
further burden placed on the MN because the MN needs
to transmit these packets to communicate on the VoIP
call to the other party anyway. In one example, an expo-
nential averager is employed to perform these measure-
ments in a computationally efficient manner. The follow-
ing equation is an example of a computation useful for
exponentially averaging the RSSI measurements:
Averaged_RSSI dBm(k) = a*RSSI_dBm(k) + (1-
a)*Averaged_RSSI_dBm(k-1), where k is a time index
and a is an averaging constant. Selection of the averag-
ing constant a is dependent on the degree of time vari-
ation of the multipath and the rate at which k is advancing,
but typical values for a can be 1/8 <= a <=1/4. The Av-
eraged RSSI is reported to the MSE 40 on a one-second
interval basis as described above. The time index is ad-
vancing at a 20 ms rate in accordance with the voice
coder-decoder (codec) packetization interval in the MN.

Voice codecs use other packetization intervals as well,
such as 10ms, 30ms or 40ms. The techniques described
herein can work with a variety of packetization intervals
or even with bursty transmissions (i.e., non isochronous)
from a device accessing data services (e.g., email).
[0045] The 50 pps measurement rate corresponds to
the VoIP codec rate for real-time (RT) voice frames. In
addition, the MN may be transmitting other frames (e.g.,
when downloading or uploading email). The APs may
include these other non-RT frames in the exponential
average as well. This provides additional averaging and
thus additional resilience to multipath fading.
[0046] The APs can distinguish between the transmis-
sion of RT frames used for VoIP and non-RT frames used
for data services by examining the user priority (UP) field
in the 802.11 MAC header. In a WiFi network, RT frames
use a UP value of 5 or 6 (video and voice, respectively)
and non-RT frames use any of the other 6 priority levels
(there are 8 total priority levels). By monitoring the UP
value in received frames, the AP can determine whether
a voice call is in progress. For example, when the AP
has not received any frames having UP = 6 for several
seconds (e.g., 15 seconds), then it can reasonably con-
clude there is no VoIP call in progress. This is an impor-
tant state for the WLAN infrastructure to maintain--that
is, whether the MN is on-call or on-hook. When the MN
is on-hook, there is no possibility of dropping a call should
the user leave the building. Thus, it is less important for
the WLAN infrastructure to closely track the MN’s location
and the WLAN infrastructure does not need to request
any additional frames (or at least a very small number of
additional frames) to be transmitted by the MN. There-
fore, the MN’s battery energy is conserved.
[0047] When one or more link parameters between a
MN and an AP cross a threshold (e.g., the RSSI of frames
received from its serving AP becomes too low) a MN
must roam to a new AP or risk dropping the link. In WiFi
networks, a MN tunes off-channel to transmit Probe Re-
quest frames and listens for Probe Response frames
from other APs. A MN uses the Probe Responses to de-
termine the AP to associate with next. While this is oc-
curring, the APs receiving the Probe Request frames can
process these frames to aid in the handover process.
The APs may be configured to directly forward these
Probe Request frames to the MSE 400 as described
above. If an AP receives multiple Probe Request frames
in a sufficiently short time interval, they can be averaged
to reduce the statistical variation of the measurement.
Then, the results of the probe request measurements
can be forwarded to the MSE 400 to aid in handover
trigger generation. Since APs other than the serving AP
are receiving these frames, the measurements can be
used by an RF triangulation algorithm (or similar algo-
rithm such as RF fingerprinting) to aid in determining the
location of the MN with respect to a handover point, e.g.,
a building doorway. Numerous techniques for determin-
ing the location of the MN using such measurements are
known in the art and are therefore not described here.
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The point is that the information be made available to the
MSE 400 with low latency. If the AP (or WLC) were to
buffer this information too long, it would not be useful in
generating a handover trigger. For example, an AP may
want to perform averaging or it may want to aggregate
the processing results of many Probe Request frames in
order to reduce the rate at which packets are provided
to the WLAN infrastructure thereby reducing its process-
ing burden. Frame types other than Probe Request
frames may be useful for handover processing. Other
examples are the Link Measurement Request and Re-
sponse frames introduced by the IEEE 802.11k-2008
communication standard.
[0048] When a MN is using a passive scanning mode
to search for another AP to roam to, then APs will not be
receiving Probe Request frames from the MN because
the MN will not be transmitting them. Without these
frames (or other suitable frames), the AP will not be able
to accurately determine the location of the MN. When the
MN is off-hook (that is, on a voice call), the APs may be
configured to request the MN to transmit suitable frames
off-channel. The AP could accomplish this by requesting
the MN to perform an 802.11k or vendor-customized
Beacon report or a path loss measurement. In response,
the MN transmits off-channel frames and will expend bat-
tery power in so doing. If these requests are made too
often, the MN’s battery will drain too quickly. As described
above, the WLAN infrastructure keeps track of the MN’s
call state and only need request these additional frames
when the MN is on a voice call and about to leave the
building.
[0049] In order to further reduce the need for the MN
to transmit additional frames, the WLAN infrastructure
keeps track of the MN’s location within the building. If the
MN is not near a handover point, e.g., a building exit,
then the additional frames are not required and will not
be requested, or they may be requested much less fre-
quently. Again, location, as used herein, can be different
than an {x, y, z} coordinate; it can be expressed as an
RF proximity to a handover point.
[0050] Referring now to FIG. 5, a state machine proc-
ess 800 is shown whereby the WLCs 200(1)-200(3) or
the MSE 400 keeps track of the state of MNs in order to
determine when additional frames are needed from the
MN for handover related trigger assessment. In an alter-
native implementation, the MSE uses this state machine
process to keep track of the MN’s state. This state ma-
chine process 800 is designed to conserve battery ener-
gy in the MN and to conserve WLAN processing resourc-
es when handover is not imminent. There are four RSSI
states for MNs: idle-safe 810, active-safe 820, idle-on-
guard 830, and active-on-guard 840. An MN is "idle" if
there have been no RT transmissions (UP = 5 or 6) in
the last 15 seconds or some other configurable period of
time. An MN is "active" when it is not idle. An MN is "safe"
when the RSSI measured on signals from that MN is
above a safe threshold Tsafe such that handover is not
imminent. An MN is "on-guard" when it is not "safe", that

is when the RSSI measured on signals from that MN is
below the safe threshold Tsafe and handover is poten-
tially imminent.
[0051] In active states, the RSSI measurements of the
MN’s VoIP frames and the RSSI of any Probe Request
frames sent by the MN are analyzed. If these measure-
ments are from APs in the RF proximity of a handover
point and below the safe threshold Tsafe, requests for
off-channel transmissions are made to the MN. That is,
when the receive signal strength of the voice call signals
are less than a threshold, the WLC generates a message
that it sends via the serving AP of the MN, requesting the
MN to transmit a signal (e.g., Probe Request frame) on
a different channel than that is in use for the VoIP call,
to allow one or more APs to make measurements on the
off-channel transmission by the MN. This is so that the
MSE 400 can determine whether the RSSI of those sig-
nals at APs in the vicinity of the MN, when compared to
a threshold vector, and therefore should generate a
handover trigger. A threshold vector is a set of thresholds
corresponding to a set of APs that are in the RF proximity
of a handover point. In idle states, the RSSI measure-
ments on Probe Request frames or other off-channel
transmissions are analyzed. If these measurements are
too stale or are below the safe threshold, then the WLC
or MSE 400 sends a command to the appropriate APs
to request the MN to make off-channel transmissions to
enable further measurements or to forward those trans-
missions to the MSE 400.
[0052] Thus, to summarize the state machine process
of FIG. 5, the WLCs are configured to track a state of
dual-mode wireless client devices (i.e., MNs) based on
data supplied by their corresponding group of APs. The
data indicates whether the MN is transmitting voice call
signals and also the RSSI at the group of APs of the voice
call signals. The WLCs are configured to assign one of
a plurality of states to the MN depending on the presence
of the voice call signals and the RSSI of the voice call
signals. The WLCs are further configured to determine
when the RSSI of the voice call signals are less than a
threshold in order to send a message to the MN request-
ing it to transmit a signal on a different RF channel than
that used for the voice call to enable one or more APs to
make measurements of the signal on the different RF
channel.
[0053] According to a further example, the WLAN in-
frastructure can use signaling packets to determine when
an MN is placing a voice call or receiving a call. If the
WLCs 200(1)-200(3) contain a session initiation protocol
(SIP) proxy, the signaling for a voice call can be momen-
tarily "held up" to prevent the call from being placed.
Then, the WLAN infrastructure can quickly determine the
location of the MN. Most of the time the MN will be inside
the building; if so, then the SIP proxy quickly forwards
the signaling to the intended SIP agent so that the call
will be placed. In a small number of cases, the MN user
will have just walked outside (or is in the process of walk-
ing outside), but has not left WLAN radio coverage. If the
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call were to be put through on the WLAN, the user would
likely experience a few seconds of poor audio while the
call is handed over to the other network, e.g., cellular
network. However, by first determining where the MN is
located, the potential for poor audio can be diminished
or avoided altogether (i.e., the call would be placed di-
rectly over the cellular network from the outset). With this
operation, the WLAN infrastructure does not need to pe-
riodically request any special frames to be transmitted
by the MN to keep track of the MN’s location and in so
doing conserves the MN’s battery energy. In this latter
case, the WLAN infrastructure will quickly send a hand-
out trigger to the MN; additionally, the SIP proxy does
not forward the signaling.
[0054] In a variation, when the WLAN infrastructure
"snoops" on the signaling packet, it can initiate a location
update in parallel with the call being placed. The same
steps are followed. If the MN’s location can be determined
quickly enough and the MN is located in a poor WLAN
coverage area (e.g., the user just left the building), then
the handover to another network, e.g., cellular network,
can commence before the WLAN coverage degrades too
much.

MMAP Operation

[0055] As explained above in conjunction with FIGs. 1
and 2, MMAP operation is when an AP’s radio scans
channels in the operating band according to a channel
scanning schedule. The channel scanning schedule de-
termines the order and selection of channels to monitor
as well as the dwell time for each channel. The dwell time
is the time duration over which the MMAP will perform
link measurements before tuning to the next channel.
The channel schedule can either be determined a priori
(i.e., according to a static configuration) or dynamically.
[0056] Unlike local mode APs that have associated cli-
ent devices, MMAPs typically do not have any associated
WLAN clients. In order for MMAPs to make measure-
ments to assist with handover decisions, the channel
scanning schedule is first determined. The MSE may also
inform the MMAP for which client devices to make meas-
urements. For dual-mode VoIP service, the client devices
which the MMAP will monitor are the dual-mode devices,
i.e., MNs. Alternatively, the WLAN infrastructure does
not inform the MMAP which client devices it should mon-
itor and in this situation, the MMAP performs link meas-
urements for all devices in its radio range.
[0057] Again, the channel scanning schedule may be
described by several parameters:

Minimum channel dwell time. This is the time dura-
tion to monitor a channel before moving to the next
channel (including time needed to switch channels).
Channel list. This is the list of channels that a MMAP
monitors.
Re-visit interval. This is the time duration between
two successive dwells for the same channel.

Channel bandwidth. This is the bandwidth of a chan-
nel dwell and is, for example, 20 MHz or 40 MHz.

[0058] Since an MN may not be associated to the best
PAP when the MN leaves a building, the MMAP scans
the channels used by the three or four nearest (in an RF
sense) APs to detect transmission from an MN that is off-
hook, i.e., on a VoIP call. The MMAP measures RSSI,
computes an average RSSI and reports this to MSE 400
on relatively frequent basis, e.g., one-second intervals,
so that the MSE can generate a handover trigger.
[0059] In one example, the re-visit interval is up to one
second such that all channels in the channel list are
scanned in this interval. For example, the channel dwell
time is in the 150 ms to 250 ms range.
[0060] When an MN registers for handover service, the
MSE 400 commands the MMAPs as to which client de-
vices to monitor. Dual-mode wireless client devices, i.e.,
MNs, are typically identified by their MAC address. The
benefit of this is that it mitigates a potential denial of serv-
ice (DoS) attack. Consider the case when an MMAP mon-
itors all the client devices (as described above) or decides
for itself which client devices to monitor. In this case, a
malicious client device which dynamically changes its
MAC address can cause all the processing resources
(e.g., memory) allocated for handover processing to be
consumed. This is a form of a DoS attack.
[0061] When the MSE informs the MMAPs as to which
MAC addresses to monitor, the MSE knows which MNs
are bona-fide since it authenticates them prior to author-
izing them to receive handover service. Because the
MMAPs only are commanded to process bona-fide MNs,
the potential DoS attack is mitigated.
[0062] Link measurements performed by the MMAP
may include, but are not limited to, RSSI measurements
and TSMs. Some measurements performed on local
mode APs may not have an exact analogous implemen-
tation on MMAPs. For example, a local mode AP can
start a timer when a frame placed in one of its transmit
queues and stop a timer when the frame is successfully
transmitted. Since the MMAP does not bridge any frames
to client devices, it cannot know when the frame is placed
in queue for transmission. Nonetheless, the MMAP can
observe fields in the 802.11 MAC header such as the
sequence number and retry bit, and compute valuable
link measurements related to frame loss and latency, two
of the principle metrics constituting TSMs.
[0063] The MMAP provides the most benefit when a
VoIP call or other communication session application for
which continuity is beneficial or desired, is active for a
particular MN. When a VoIP call is active, the MN is trans-
mitting a voice frame every 20 ms or at a 50 pps rate.
Thus, an MMAP has the opportunity to measure RSSI at
a 50 pps rate. Depending on the dwell time, which is
determined by the channel scanning schedule, the
MMAP can perform a significant amount of averaging on
the RSSI data. This averaging mitigates (reduces) RSSI
measurement variation caused by multipath in the radio
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environment. As such, the handover triggers can be
made more robust.
[0064] MMAPs also receive and forward Probe Re-
quest frames or other off-channel transmissions made
by an MN. The WLC forwards these measurements to
the MSE. These measurements are useful for the MSE
to determine when to generate a hand-in trigger.
[0065] There are several benefits to the use of the
MMAP. The first benefit is that the MMAP provides meas-
urements which can be used to generate very robust
handover triggers. Since optimally an MMAP is located
near a building exit, the MMAP serves as a building exit
proximity detector since its RSSI measurements have a
strong signature when a MN on an active VoIP call walks
nearby or underneath the MMAP.
[0066] The MMAP acts as a proximity detector regard-
less of the channel on which the MN is operating (i.e.,
because the MMAP is scanning all the operating chan-
nels). The MMAP, as a proximity detector located near
a building doorway, can easily detect when a MN user
walks toward the doorway and can provide a handover
trigger with the required 7 second advance notice.
[0067] The second benefit is that the MMAP works ro-
bustly independently of the MN’s roaming algorithm. For
example, consider a so-called "sticky-roaming" client.
Clients exhibiting this behavior remain associated to a
first AP even when the user moves to another AP having
a stronger signal than that of the first AP. In this situation,
it is instructive to consider how the WLAN infrastructure
would generate the handover trigger without the use of
MMAPs. In order to determine when the MN user is ap-
proaching one of the building exits, RSSI measurements
need to be made by three or more APs. Since the MN
can only be associated to one AP at a time, only one of
the APs is typically measuring the RSSI of VoIP data
frames. Other APs operating on the same channel will
also receive these data frames, but their lower MAC func-
tion (when not operating in a so-called "promiscuous
mode") will drop them because they have a different basic
service set identifier (BSSID). Promiscuous mode is an
operation mode of an AP that allows an AP to receive
and process received signals without lower MAC filtering
them based on BSSID. The other two (or more) APs
measure another frame type destined to a broadcast
MAC destination address that is routinely transmitted by
client devices. This frame type is typically a Probe Re-
quest frame transmitted to a wildcard BSSID. However,
RSSI measurements on Probe Requests frames are
fraught with uncertainty due to the unknown transmitter
power and the so-called "wrong channel problem" de-
scribed hereinafter.
[0068] Thus, as an alternative to using an MMAP po-
sitioned near a handover point, another technique is to
have 3 or more APs in proximity to the handover point
configured to operate on the same RF channel and in
promiscuous mode. In this way, the 3 or more APs can
perform RSSI averaging on signals received on the same
RF channel thereby producing robust measurements to

support location triangulation in order to confirm whether
a MN is close to a handover point for the MSE’s handover
algorithms. After performing the RSSI averaging, frames
not matching the AP’s BSSID are discarded so that du-
plicate frames (i.e., those from the non-serving APs) are
not forwarded into the local area network.
[0069] In order to estimate where a client device is lo-
cated with respect to several APs, the APs need to esti-
mate the RF path loss with respect to the client device.
Assuming omnidirectional antennas at the AP and client
device, the path loss can be approximated by the formula:
Path Loss (PL) = Client’s transmitter power minus RSSI
measured at the AP. Unfortunately, prior to the IEEE
802.11k amendment, there was no standardized way for
a client to inform the AP of its transmitter power; because
of this, the AP must assume a transmitter power. To the
degree this assumption is incorrect, the location will be
in error. Moreover, the RSSI measurements are made
on a signal transmitted through a channel having time-
varying multipath. This introduces an additional meas-
urement error. By averaging over a number of measure-
ments, the error can be reduced; however, this is not
possible with Probe Request frames since a MN does
not transmit very many of them.
[0070] The so-called "wrong channel" problem is most
prevalent in the 2.4 GHz band, when direct sequence
spread spectrum or complementary code keying modu-
lation is employed. The wrong channel problem occurs
when an AP receives a Probe Request frame transmitted
by a client device operating on a different channel than
the AP. In this situation, the AP will correctly demodulate
the Probe Request frame. However the RSSI measure-
ment on that frame will be grossly in error. The larger the
difference in operating frequency between the AP and
client, the larger the measurement error. Errors up to
40dB have been observed in practice. This situation may
easily be resolved if the channel number on which the
Probe Request frame was transmitted was encoded
somewhere within the frame.
[0071] To summarize, RSSI measurements of a client
device’s frames need to be made at three or more APs
in order to properly locate the client device. However,
only one AP can make robust RSSI measurements on
data frames and the other APs make inherently error-
prone measurements on Probe Request frames.
[0072] Given this background, consider again the sit-
uation where the user of a sticky-roaming MN is leaving
the building. The MN remains associated to an AP in the
interior of the building even though there may be an AP
located near the doorway. As the MN is moving towards
the doorway, the AP to which the MN is associated will
be reporting low RSSI values and other APs will be re-
porting error-prone RSSI values from Probe Request
frames transmitted by the MN. To be safe, a handover
trigger needs to be generated (due to the need to provide
7 second advance notice requirement). However, in
many cases, the user will not actually be leaving the build-
ing. The user may just be walking and remaining in the
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interior of the building but will get a handover trigger none-
theless. This leads to poor handover performance and
unsatisfied customers.
[0073] On the other hand, the MMAP is scanning all
the channels in the frequency band being used by neigh-
bor APs. The MMAP will still detect that the user is leaving
the building. Moreover, depending on the channel sched-
ule, the MMAPs can perform significant RSSI averaging
to make handover triggers more robust.
[0074] There are deployment scenarios in which the
MMAP functioning as a proximity detector as described
above may not work as well as desired. Below are listed
several example scenarios and further system variations
provided to re-gain desirable handover performance in
those scenarios.
[0075] 1. Due to reasons of aesthetics or building con-
struction, the MMAP cannot be located next to a hando-
ver point, e.g., a building exit, but it can be positioned
nearby. For example, consider the situation when an
MMAP has to be mounted 15 feet to the left of an exit
door. When an MN user is exiting the building from the
left of the exit, the system will properly generate handover
triggers. However, when the MN user is exiting the build-
ing from the right of the exit door, the MN may not get
close enough to the MMAP to enable the MMAP to detect
the MN and thus supply measurements to the MSE to
cause a handover trigger to be generated. To mitigate
this situation, measurements from local mode APs (e.g.,
PAPs, BAPs and IAPs) are combined with measure-
ments from MMAPs to generate the handover trigger.
Additionally, when an MN comes close to the MMAP (but
not near enough to cause a handover trigger to be gen-
erated), the local mode AP to which the MN is associated
(serving AP) requests a Beacon report from the MN.
[0076] With reference to FIG. 6, this Beacon report re-
quest process 900 is further described. The Beacon re-
port request is essentially a request to the MN to transmit
a Probe Request frame on each channel which is a mem-
ber of a set of RF channels (off-channel transmissions).
At 910, the MSE 400 generates a message that instructs
the serving AP for the MN to generate and send a Beacon
report. More specifically, the MSE sends the request
message to the appropriate WLC and then that WLC for-
mulates the message request that is sent via the serving
AP to the MN. The message from the MSE 400 reaches
the WLC for the serving AP and at 920, the serving AP
transmits a unicast Beacon report request to the MN. At
930, the MN receives the Beacon report request and in
response sends a first message (e.g., a Probe Request
frame) on each of multiple RF channels on which other
local mode APs may be operating. The APs on these
other RF channels, upon receiving the Probe Request
frame from the MN, transmit second messages (e.g.,
Probe Response frames). The MN receives and meas-
ures the RSSI of the Probe Response (or alternatively
Beacon) frames transmitted from APs operating on those
RF channels. Meanwhile, at 940, the APs that receive
the Probe Request frames transmitted by the MN meas-

ure the RSSI of the received Probe Request frames and
send measurement reports, together with the Probe Re-
quest frames themselves, to their corresponding WLCs.
The WLCs then forward the RSSI measurements made
by the APs on the received Probe Request frames (with-
out the Probe Request frames) to the MSE.
[0077] At 950, the MN aggregates those RSSI meas-
urements made on received Probe Responses into a sin-
gle measurement message (a Beacon report) that it
transmits to its serving AP for forwarding via a WLC to
the MSE 400. The MN’s behavior in this regard is the
same whether its serving AP is a unified AP (connected
to a WLC) or is an autonomous AP. The serving AP in
turn forwards the Beacon report to the MSE, either
through a WLC or directly to the MSE. At 960, the MSE
400 analyzes the measurements made by the APs on
the Probe Requests transmitted by the MN and the RSSI
measurements in the Beacon report sent by the MN to
determine when it is time to generate a handover trigger.
The benefits of the process 900 are as follows. First, it
causes the MN to transmit frames which, upon reception
by multiple APs at known locations, can be used to de-
termine the location of the MN. Second, the MSE 400
may use the Beacon report to estimate path loss between
an AP and the MN, and thus determine the appropriate
time to generate a handover trigger. While the terms
"Probe Request", "Probe Response" and "Beacon" are
used in connection with the description of FIG. 6, this is
not meant to be limiting. In general, the Probe Request
frame is a first message of any type and the Probe Re-
sponse frame is a second message of any type. Likewise,
the Beacon report may be a report of any type. For ex-
ample, there may be similar messages that are part of a
WLAN communication standard that are designed to
achieve or perform similar functions as the Probe Re-
quest frames, Probe Response frames and Beacon re-
ports, but these other similar messages may use different
names and formats, such as location messages that are
part of the IEEE 802.11v standard or customized mes-
sages that a vendor of WLAN equipment may provide.
[0078] 2. The building exit is very wide. For example,
the building is an auditorium with many doors at the lobby
entrance. In this situation two MMAPs are located next
to the building exits, one to the right and the other to the
left. If measurements from either of them indicate an MN
user is in close proximity, a handover trigger is generated.
[0079] 3. The building exit is very tall. For example, the
building is an aircraft hangar or a manufacturing facility.
In this situation, directional antennas can be used. They
would be mounted overhead and facing down.
[0080] One advantage of the AP role assignment de-
scribed herein is that it lowers the number of link meas-
urements presented to one or more central devices which
are responsible for interpreting these measurements to
generate handover triggers. Because of the reduced, al-
beit sufficient, number of link measurements, the hard-
ware on which the handover trigger processing is hosted
can scale to handle larger networks that would otherwise
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be possible. Alternatively, the handover processing could
be hosted on a less expensive hardware appliance. In
either situation, customers derive the benefit of a more
cost effective handover solution.
[0081] Another advantage is that the MN’s battery en-
ergy is conserved while tracking the MN’s location, even
if the MN employs passive scanning. Conservation of
battery energy is a key metric for customers who desire
long standby/talk times. The more the MN employs pas-
sive scanning, the fewer frames the infrastructure re-
ceives (to make link measurements) and the more fre-
quently it must request the MN to transmit frames.
[0082] Still another advantage is that robust handover
triggers can be generated by the WLAN infrastructure
without any dependency on the MN. Since system ad-
ministrators often need to provide the enterprise’s em-
ployees a choice of mobile phones, handover behavior
needs to be consistent across different handsets models
and handset manufacturers. WiFi infrastructure-based
measurements and control assures this reliability and
consistency, reducing time to resolve user’s complaints.
In addition, configuration of the location of network
handover points and the associated link measurement
thresholds used by the MSE to generate handover trig-
gers can be tuned, if needed, for each building to yield
consistent, reliable handover behavior.
[0083] This solution scales to systems that use many
different vendors of handset equipment since there is
very little additional functions imposed on the handset.
[0084] Still another advantage is that better handover
triggers can be generated even if the dual-mode wireless
client device has a poor or sub-optimal roaming algo-
rithm. Since a wireless client device can be associated
with any AP (and not necessarily with an AP adjacent to
the building’s doorway) when it should roam to another
network, e.g., a cellular network, an MMAP can still mon-
itor for proximity of the MN to the doorway and provide
information to the MSE 400 to enable it to generate a
properly-timed handover trigger. Another advantage is
that MMAPs can perform substantial averaging of RSSI
measurements which enables handover triggers to be
made more robust.
[0085] While the foregoing description makes refer-
ence to devices that can roam between a WiFi WLAN
and a cellular network, this is meant by way of example
only. For example, the techniques described herein may
be useful for devices that roam between first and second
different WiFi WLANs (administered by different entities),
or between a WLAN and other types of wireless networks,
such as a WiMAXTm network and a cellular network, etc.
[0086] Additionally, many of the techniques and sys-
tem configurations described herein for a hand-out from
a WiFi WLAN to another network, e.g., a cellular network,
may be applied to a hand-in from another network to the
WiFi WLAN. Also the measurements described above
for handover (hand-in and hand-out) may be useful when
there is no call or other communication session in
progress (i.e., the MN is in idle state). It may not be as

important when there is no in-progress communication
application, but it can nevertheless be used for such pur-
poses.
[0087] Although the system, and method are illustrated
and described herein as embodied in one or more specific
examples, it is nevertheless not intended to be limited to
the details shown, since various modifications and struc-
tural changes may be made therein without departing
from the scope of the system, and method and within the
scope of the claims. Accordingly, it is appropriate that
the appended claims be construed broadly and in a man-
ner consistent with the scope of the system, and method,
as set forth in the following claims.

Claims

1. A system comprising:

a plurality of wireless local area network access
points (100) configured to provide wireless com-
munication in a first wireless local area network
(7) with wireless client devices (70) including du-
al-mode wireless client devices that are config-
ured to communicate with the first wireless local
area network (7) and with at least one other net-
work; and
a central controller (400) configured to commu-
nicate with the access points (100), wherein the
central controller (400) is configured to receive
information defining a coverage area that is as-
sociated with the plurality of access points (100),
information related to locations of at least one
handover point in the coverage area where a
dual-mode wireless client device (70) may roam
between the first wireless local area network (7)
and the other network during a communication
session, and information about locations of the
plurality of access points (100), wherein the cen-
tral controller (400) is configured to assign a re-
spective one of a plurality of different types of
measurement and reporting roles to each of the
plurality of access points (100) based on their
radio frequency locations with respect to the
handover points, the access points (100) which
are assigned different types of measurement
and reporting roles being configured to provide
measurement reports that the central controller
(400) is configured to utilize to determine a lo-
cation of at least one wireless client device (70)
in relation to a handover point to determine
whether to generate a handover trigger, and at
least one access point (100) assigned one type
of measurement and reporting role being con-
figured to provide information at a greater fre-
quency than at least one other access point
(100) that is configured to provide information
based upon another assigned type of measure-
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ment and reporting role.

2. The system of claim 1, wherein the central controller
is configured to assign a first measurement and re-
porting role to those access point devices that are
closest in radio frequency location to a handover
point, and wherein the central controller is configured
to assign a second measurement and reporting role
to those access points that are proximate to borders
of the coverage area, optionally wherein access
point devices assigned to the first measurement and
reporting role are configured to make receive signal
strength measurements of signals received from the
dual-mode wireless client devices during the com-
munication session and to make packet loss and
packet latency measurements associated with pack-
ets transmitted between the dual-mode wireless cli-
ent device and the first wireless local area network
during the communication session further optionally
wherein access point devices assigned to the first
and second measurement and reporting roles are
further configured to make receive signal strength
measurements on request messages transmitted by
the dual-mode wireless client device when it at-
tempts to associate with a different access point.

3. The system of claim 1, wherein one or more of the
plurality of access point devices that have a radio
frequency location near a handover point are con-
figured to operate in a monitoring mode and to scan
a plurality of radio frequency channels in order to
measure receive signal strength of signals, including
signals transmitted by the dual-mode wireless client
device, on each of the radio frequency channels for
a period of time.

4. The system of claim 1, wherein the central controller
is configured to register existence of a dual-mode
wireless client device which may require handover
to the other network, and to send messages to wire-
less controllers as to an identity of the dual-mode
wireless client device, optionally wherein the central
controller configures the access points to make
measurements and reports only for a dual-mode
wireless client device that has registered with the
central controller for handover to the other network.

5. The system of claim 1, wherein the central controller
is configured to analyze data contained in reports
received from the plurality of access points in order
to determine when to generate a handover trigger
for the communication session of the dual-mode
wireless client device.

6. The system of claim 1, wherein the central controller
is configured to track a state of a dual-mode wireless
client device based on data that indicates whether
the dual-mode wireless client device is transmitting

voice call signals and the receive signal strength at
access points that receive the voice call signals, and
wherein the central controller is configured to assign
one of a plurality of states to the dual-mode wireless
client device depending on the presence of the voice
call signals and the receive signal strength of the
voice call signals, optionally wherein the central con-
troller is further configured to determine when the
receive signal strength of the voice call signals is
less than a threshold to send a message to the dual-
mode wireless client device requesting it to transmit
a signal on at least one different RF channel than
that in use for the voice call to allow one or more
access point devices to make measurements of the
signal on the different RF channel.

7. The system of claim 1, wherein the central controller
is further configured to determine when one or more
of the plurality of access points becomes inoperable
in order re-compute a location of a handover point
and/or make changes to the measurement and re-
porting roles of one or more other access points.

8. The system of claim 1, wherein the central controller
is further configured to determine when measure-
ment reports from multiple access points are not
reaching the central controller in order to determine
whether to discontinue handover service with re-
spect to the dual-mode wireless client device.

9. The system of claim 1, wherein the central controller
is further configured to generate a message that is
sent to the dual-mode wireless client device via an
access point that is in communication with the dual-
mode wireless client device to cause the dual-mode
wireless client device to transmit a first message on
each of different radio frequency channels which up-
on reception cause access points that are operating
on those different radio frequency channels to re-
spond with second messages, and wherein access
point devices that receive first messages are config-
ured to measure the receive signal strength thereof
and to send measurement reports to the central con-
troller, optionally wherein one or more access points
are configured to receive from the dual-mode wire-
less client device a report that contains receive signal
strength measurements made by the dual-mode
wireless client device on the second messages re-
ceived by the dual-mode wireless client device on
each of the different radio frequency channels, and
to forward the report to the central controller.

10. The system of claim 1, wherein the other network is
a second wireless local area network or wherein the
other network is a cellular network.

11. The system of claim 1, wherein three or more of the
plurality of access point devices that have a radio
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frequency location near a handover point are con-
figured to operate on the same radio frequency chan-
nel and in a mode that allows reception and process-
ing of received signals without lower media access
control filtering in order to measure receive signal
strength of signals received on the same radio fre-
quency channel, including signals transmitted by the
dual-mode wireless client device.

12. A method comprising:
at a plurality of wireless local area network access
points (100) that are part of a first wireless local area
network (7):

receiving signals from dual-mode wireless client
devices (70) that are configured to communicate
with the first wireless local area network (7) and
at least one other network; and
measuring characteristics of signals received
from dual-mode wireless client devices (70) ac-
cording to different types of measurement and
reporting roles assigned by a central controller
(400) based on access point radio frequency lo-
cation relative to at least one handover point in
a coverage area of the first wireless local area
network (7) where dual-mode wireless client de-
vices (70) may roam to the at least one other
network;
at the central controller (400):

receiving measurement reports from the
plurality of access points (100) assigned dif-
ferent types of measurement and reporting
roles, wherein at least one access point
(100) assigned one type of measurement
and reporting role provides information at a
greater frequency than at least one other
access point (100) that provides information
based upon another assigned type of meas-
urement and reporting role; and
analyzing data in the measurement reports
to determine a location of at least one dual-
mode wireless client device (70) in relation
to a handover point to determine whether
to generate a handover trigger to enable the
at least one dual-mode wireless client de-
vice (70) to roam between the first wireless
local area network (7) and the the at least
one other network.

13. The method of claim 12, wherein measuring com-
prises first measuring characteristics of signals re-
ceived at one or more first access points that are
located relatively close to the at least one handover
point, and second measuring characteristics of sig-
nals received at one or more second access points
that are located near the borders of the coverage
area, optionally wherein first measuring comprises

measuring receive signal strength of signals re-
ceived from a dual-mode wireless client device and
measuring packet loss and latency associated with
a communication session ongoing between the dual-
mode wireless client device and the first wireless lo-
cal area network, further optionally wherein first and
second measuring comprise measuring receive sig-
nal strength measurements on request messages
sent by a dual-mode wireless client device when the
dual-mode wireless client devices attempts to asso-
ciate with a different access point.

14. The method of claim 12, further comprising, at one
or more access points that are located near the at
least one handover point, scanning each of a plurality
of radio frequency channels and measuring receive
signal strength of signals, including signals transmit-
ted by a dual-mode wireless client device, on each
of the plurality of radio frequency channels for a pe-
riod of time.

15. The method of claim 12, further comprising transmit-
ting a message to a dual-mode wireless client device
via an access point that is in communication with the
dual-mode wireless client device to cause the dual-
mode wireless client device to transmit a first mes-
sage on each of different radio frequency channels,
receiving second messages at one or more of the
plurality of access points on the different radio fre-
quency channels that are transmitted by access
points that receive the first message, and measuring
receive signal strength of the second messages at
one or more of the plurality of access points and
sending measurement reports associated with the
first messages to the central controller, optionally fur-
ther comprising receiving at one or more of the plu-
rality of access points from the dual-mode wireless
client device a report that contains receive signal
strength measurements made by the dual-mode
wireless client device of second messages received
on each of the different radio frequency channels,
and forwarding the report to the controller.

Patentansprüche

1. System, aufweisend:

mehrere drahtlose lokale Netzwerkzugangs-
punkte (100), die konfiguriert sind, eine drahtlo-
se Kommunikation in einem ersten drahtlosen
lokalen Netzwerk (7) mit drahtlosen Client-Vor-
richtungen (70) vorzusehen, die drahtlose Dual-
Modus-Client-Vorrichtungen enthalten, die kon-
figuriert sind, mit dem ersten drahtlosen lokalen
Netzwerk (7) und mit zumindest einem anderen
Netzwerk zu kommunizieren; und
eine zentrale Steuerung (400), die konfiguriert
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ist, mit den Zugangspunkten (100) zu kommu-
nizieren, wobei die zentrale Steuerung (400)
konfiguriert ist, Informationen, die einen Abde-
ckungsbereich definieren, der mit den mehreren
Zugangspunkten (100) verknüpft ist, wobei sich
die Informationen auf zumindest einen Überga-
bepunkt im Abdeckungsbereich beziehen, wo
eine drahtlose Dual-Modus-Client-Vorrichtung
(70) zwischen dem ersten drahtlosen lokalen
Netzwerk (7) und dem anderen Netzwerk wäh-
rend einer Kommunikationssitzung wechseln
kann, und Informationen über Standorte der
mehreren Zugangspunkte (100) zu empfangen,
wobei die zentrale Steuerung (400) konfiguriert
ist, eine entsprechende von mehreren verschie-
denen Arten von Mess- und Berichtaufgaben je-
dem der mehreren Zugangspunkte (100) basie-
rend auf ihren Funkfrequenzstandorten in Be-
zug auf die Übergabepunkte zuzuweisen, wobei
die Zugangspunkte (100), welchen verschiede-
ne Arten von Mess- und Berichtaufgaben zuge-
wiesen sind, konfiguriert sind, Messberichte vor-
zusehen, zu deren Nutzung die zentrale Steue-
rung (400) konfiguriert ist, um einen Standort
zumindest einer drahtlosen Client-Vorrichtung
(70) in Bezug auf einen Übergabepunkt zu er-
mitteln um zu ermitteln, ob ein Übergabeauslö-
ser zu generieren ist, und zumindest ein Zu-
gangspunkt (100), dem eine Art von Mess- und
Berichtaufgabe zugewiesen ist, konfiguriert ist,
Informationen bei einer höheren Frequenz vor-
zusehen als zumindest ein anderer Zugangs-
punkt (100), der konfiguriert ist, Informationen
basierend auf einer anderen zugewiesenen Art
von Mess- und Berichtaufgabe vorzusehen.

2. System nach Anspruch 1, wobei die zentrale Steu-
erung konfiguriert ist, eine erste Mess- und Bericht-
aufgabe jenen Zugangspunktvorrichtungen zuzu-
weisen, die hinsichtlich Funkfrequenzstandort ei-
nem Übergabepunkt am nächsten liegen, und wobei
die zentrale Steuerung konfiguriert ist, eine zweite
Mess- und Berichtaufgabe jenen Zugangspunkten
zuzuweisen, die den Grenzen des Abdeckungsbe-
reichs nahe sind, wobei optional Zugangspunktvor-
richtungen, welchen die erste Mess- und Berichtauf-
gabe zugewiesen ist, konfiguriert sind, Empfangssi-
gnalstärkemessungen von Signalen vorzunehmen,
die von drahtlosen Dual-Modus-Client-Vorrichtun-
gen während der Kommunikationssitzung empfan-
gen werden, und Paketverlust- und Paketlatenzmes-
sungen vorzunehmen, die mit Paketen verknüpft
sind, die zwischen der drahtlosen Dual-Modus-Cli-
ent-Vorrichtung und dem ersten drahtlosen lokalen
Netzwerk während der Kommunikationssitzung ge-
sendet werden, wobei ferner optional Zugangs-
punktvorrichtungen, die der ersten und zweiten
Mess- und Berichtaufgabe zugewiesen sind, ferner

konfiguriert sind, Empfangssignalstärkemessungen
an Anfragenachrichten vorzunehmen, die durch die
drahtlose Dual-Modus-Client-Vorrichtung gesendet
werden, wenn sie eine Verknüpfung mit einem an-
deren Zugangspunkt versucht.

3. System nach Anspruch 1, wobei eine oder mehrere
Zugangspunktvorrichtungen, die einen Funkfre-
quenzstandort nahe einem Übergabepunkt haben,
konfiguriert sind, in einem Überwachungsmodus zu
arbeiten und mehrere Funkfrequenzkanäle abzutas-
ten, um eine Empfangssignalstärke von Signalen,
enthaltend Signale, die durch die drahtlose Dual-Mo-
dus-Client-Vorrichtung gesendet werden, auf jedem
der Funkfrequenzkanäle für eine Zeitspanne zu
messen.

4. System nach Anspruch 1, wobei die zentrale Steu-
erung konfiguriert ist, eine Existenz einer drahtlosen
Dual-Modus-Client-Vorrichtung zu registrieren, die
eine Übergabe zu dem anderen Netzwerk benötigen
könnte, und Nachrichten hinsichtlich einer Identität
der drahtlosen Dual-Modus-Client-Vorrichtung zu
drahtlosen Steuerungen zu senden, wobei die zen-
trale Steuerung optional die Zugangspunkte konfi-
guriert, um Messungen und Berichte nur für eine
drahtlose Dual-Modus-Client-Vorrichtung vorzu-
nehmen, die bei der zentralen Steuerung für eine
Übergabe zum anderen Netzwerk registriert ist.

5. System nach Anspruch 1, wobei die zentrale Steu-
erung konfiguriert ist, Daten zu analysieren, die in
Berichten enthalten sind, die von den mehreren Zu-
gangspunkten empfangen werden, um zu ermitteln,
ob ein Übergabeauslöser für die Kommunikations-
sitzung der drahtlosen Dual-Modus-Client-Vorrich-
tung zu generieren ist.

6. System nach Anspruch 1, wobei die zentrale Steu-
erung konfiguriert ist, einen Zustand einer drahtlo-
sen Dual-Modus-Client-Vorrichtung anhand von Da-
ten zu verfolgen, zur Angabe, ob die drahtlose Dual-
Modus-Client-Vorrichtung Sprachanrufsignale sen-
det, und der Empfangssignalstärke an Zugangs-
punkten, die die Sprachanrufsignale empfangen,
und wobei die zentrale Steuerung konfiguriert ist, ei-
nen von mehreren Zuständen der drahtlosen Dual-
Modus-Client-Vorrichtung abhängig vom Vorhan-
densein der Sprachanrufsignale und der Empfangs-
signalstärke der Sprachanrufsignale zuzuweisen,
wobei die zentrale Steuerung optional ferner konfi-
guriert ist zu ermitteln, wann die Empfangssignal-
stärke der Sprachanrufsignale geringer als ein
Schwellenwert ist, um eine Nachricht zur drahtlosen
Dual-Modus-Client-Vorrichtung zu senden, die die-
se auffordert, ein Signal auf zumindest einem ande-
ren RF-Kanal als jenem zu senden, der für den
Sprachanruf verwendet wird, um einer oder mehre-
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ren Zugangspunktvorrichtungen zu ermöglichen,
Messungen des Signals auf dem anderen RF-Kanal
vorzunehmen.

7. System nach Anspruch 1, wobei die zentrale Steu-
erung ferner konfiguriert ist zu ermitteln, wann einer
oder mehrere der mehreren Zugangspunkte be-
triebsunfähig werden, um einen Standort eines
Übergabepunkts neu zu berechnen, und/oder Ände-
rungen an der Mess- und Berichtaufgabe eines oder
mehrerer anderer Zugangspunkte vorzunehmen.

8. System nach Anspruch 1, wobei die zentrale Steu-
erung ferner konfiguriert ist zu ermitteln, wann Mess-
berichte von mehreren Zugangspunkten die zentrale
Steuerung nicht erreichen, um zu ermitteln, ob ein
Übergabedienst in Bezug auf die drahtlose Dual-Mo-
dus-Client-Vorrichtung zu unterbrechen ist.

9. System nach Anspruch 1, wobei die zentrale Steu-
erung ferner konfiguriert ist, eine Nachricht zu gene-
rieren, die zur drahtlosen Dual-Modus-Client-Vor-
richtung über einen Zugangspunkt gesendet wird,
der mit der drahtlosen Dual-Modus-Client-Vorrich-
tung in Kommunikation steht, um die drahtlose Dual-
Modus-Client-Vorrichtung zu veranlassen, eine ers-
te Nachricht auf jedem von verschiedenen Funkfre-
quenzkanälen zu senden, die bei Empfang Zu-
gangspunkte, die auf diesen verschiedenen Funk-
frequenzkanälen arbeiten, veranlassen, mit zweiten
Nachrichten zu antworten, und wobei Zugangs-
punktvorrichtungen, die die ersten Nachrichten emp-
fangen, konfiguriert sind, deren Empfangssignal-
stärke zu messen und Messberichte zur zentralen
Steuerung zu senden, wobei optional ein oder meh-
rere Zugangspunkte konfiguriert ist, von der draht-
losen Dual-Modus-Client-Vorrichtung einen Bericht
zu empfangen, der die Empfangssignalstärkenmes-
sungen beinhaltet, die durch die drahtlose Dual-Mo-
dus-Client-Vorrichtung an den zweiten Nachrichten
vorgenommen wurden, die durch die drahtlose Dual-
Modus-Client-Vorrichtung auf jedem der verschie-
denen Funkfrequenzkanäle empfangen wurden,
und den Bericht zur zentralen Steuerung weiterzu-
leiten.

10. System nach Anspruch 1, wobei das andere Netz-
werk ein zweites drahtloses lokales Netzwerk ist
oder wobei das andere Netzwerk ein zelluläres Netz-
werk ist.

11. System nach Anspruch 1, wobei drei oder mehr der
mehreren Zugangspunktvorrichtungen, die einen
Funkfrequenzstandort nahe einem Übergabepunkt
haben, konfiguriert sind, auf demselben Funkfre-
quenzkanal und in einem Modus zu arbeiten, der
einen Empfang und eine Verarbeitung empfangener
Signale ohne tieferem Medienzugangssteuerfiltern

erlaubt, um eine Empfangssignalstärke von Signa-
len zu messen, die auf demselben Funkfrequenzka-
nal empfangen werden, enthaltend Signale, die
durch die drahtlose Dual-Modus-Client-Vorrichtung
gesendet werden.

12. Verfahren, aufweisend:
an mehreren drahtlosen lokalen Netzwerkzugangs-
punkten (100), die Teil eines ersten drahtlosen loka-
len Netzwerks (7) sind:

Empfangen von Signalen von drahtlosen Dual-
Modus-Client-Vorrichtungen (70), die konfigu-
riert sind, mit dem ersten drahtlosen lokalen
Netzwerk (7) zu kommunizieren, und zumindest
einem anderen Netzwerk; und
Messen von Eigenschaften von Signalen, die
von drahtlosen Dual-Modus-Client-Vorrichtun-
gen (70) empfangen werden, gemäß verschie-
dener Arten von mess- und Berichtaufgaben,
die durch eine zentrale Steuerung (400) basie-
rend auf einem Zugangspunktfunkfrequenz-
standort relativ zu mindestens einem Überga-
bepunkt in einem Abdeckungsbereich des ers-
ten lokalen drahtlosen Netzwerks (7) zugewie-
sen werden, wo die drahtlosen Dual-Modus-Cli-
ent-Vorrichtungen (70) zu dem mindestens ei-
nen anderen Netzwerk wechseln können;
an der zentralen Steuerung (400):

Empfangen von Messberichten von den
mehreren Zugangspunkten (100), die ver-
schiedenen Arten von Mess- und Bericht-
aufgaben zugewiesen sind, wobei zumin-
dest ein Zugangspunkt (100), der einer Art
von Mess- und Berichtaufgabe zugewiesen
ist, Informationen bei einer höheren Fre-
quenz liefert als zumindest ein anderer Zu-
gangspunkt (100), der Informationen basie-
rend auf einer anderen zugewiesenen Art
von Mess- und Berichtaufgabe vorsieht;
und
Analysieren von Daten in den Messberich-
ten zum Ermitteln eines Standorts zumin-
dest einer drahtlosen Dual-Modus-Client-
Vorrichtung (70) in Bezug zu einem Über-
gabepunkt um zu ermitteln, ob ein Überga-
beauslöser zu generieren ist, um die zumin-
dest eine drahtlose Dual-Modus-Client-
Vorrichtung (70) zwischen dem ersten loka-
len drahtlosen Netzwerk (7) und dem zu-
mindest einen anderen Netzwerk wechseln
zu lassen.

13. Verfahren nach Anspruch 12, wobei das Messen
erste Messeigenschaften von Signalen, die bei ei-
nem oder mehreren ersten Zugangspunkten emp-
fangen werden, die relativ nahe bei zumindest einem
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Übergabepunkt gelegen sind, und zweiten Messei-
genschaften von Signalen, die bei einem oder meh-
reren zweiten Zugangspunkten empfangen werden,
die nahe der Grenzen des Abdeckungsbereichs ge-
legen sind, aufweist, wobei optional die erste Mes-
sung ein Messen der Empfangssignalstärke von Si-
gnalen, die von einer drahtlosen Dual-Modus-Client-
Vorrichtung empfangen werden, und ein Messen
von Paketverlust und -latenz in Verknüpfung mit ei-
ner Kommunikationssitzung, die zwischen der draht-
losen Dual-Modus-Client-Vorrichtung und dem ers-
ten drahtlosen lokalen Netzwerk läuft, aufweist, wo-
bei ferner optional die erste und zweite Messung ein
Messen der Empfangssignalstärke an Anfragenach-
richten aufweisen, die durch eine drahtlose Dual-
Modus-Client-Vorrichtung gesendet werden, wenn
die drahtlose Dual-Modus-Client-Vorrichtung ver-
sucht, sich mit einem anderen Zugangspunkt zu ver-
knüpfen.

14. Verfahren nach Anspruch 12, ferner aufweisend an
einem oder mehreren Zugangspunkten, die nahe
dem mindestens einen Übergabepunkt gelegen
sind, ein Abtasten jedes der mehreren Funkfre-
quenzkanäle und ein Messen der Empfangssignal-
stärke von Signalen, die Signale beinhalten, die
durch eine drahtlose Dual-Modus-Client-Vorrich-
tung gesendet werden, auf jedem der mehreren
Funkfrequenzkanäle über eine Zeitspanne.

15. Verfahren nach Anspruch 12, ferner aufweisend ein
Senden einer Nachricht zu einer drahtlosen Dual-
Modus-Client-Vorrichtung über einen Zugangs-
punkt, der mit der drahtlosen Dual-Modus-Client-
Vorrichtung in Kommunikation steht, um die draht-
lose Dual-Modus-Client-Vorrichtung zu veranlas-
sen, eine erste Nachricht auf jedem von verschiede-
nen Funkfrequenzkanälen zu senden, zweite Nach-
richten bei einem oder mehreren der mehreren Zu-
gangspunkte auf den Funkfrequenzkanälen zu emp-
fangen, die durch Zugangspunkte gesendet werden,
die die erste Nachricht empfangen, und die Emp-
fangssignalstärke der zweiten Nachrichten bei ei-
nem oder mehreren der mehreren Zugangspunkte
zu messen und Messberichte, die mit den ersten
Nachrichten verknüpft sind, zur zentralen Steuerung
zu senden, optional ferner aufweisend ein Empfan-
gen bei einem oder mehreren der mehreren Zu-
gangspunkte eines Berichts von der drahtlosen Du-
al-Modus-Client-Vorrichtung, der Empfangssignal-
stärkenmessungen beinhaltet, die durch die draht-
lose Dual-Modus-Client-Vorrichtung von zweiten
Nachrichten vorgenommen wurden, die auf jedem
der verschiedenen Funkfrequenzkanäle empfangen
wurden, und Weiterleiten des Berichts zur Steue-
rung.

Revendications

1. Système comprenant :

plusieurs points d’accès à un réseau local sans
fil (100) conçus pour fournir une communication
sans fil dans un premier réseau local sans fil (7)
avec des appareils clients sans fil (70), dont des
appareils clients sans fil en mode dual qui sont
conçus pour communiquer avec le premier ré-
seau local sans fil (7) et avec au moins un autre
réseau ; et
un contrôleur central (400) conçu pour commu-
niquer avec les points d’accès (100), le contrô-
leur central (400) étant conçu pour recevoir des
informations définissant une zone de couverture
qui est associée à la pluralité de points d’accès
(100), des informations liées aux emplacements
d’au moins un point de transfert dans la zone de
couverture, où un appareil client sans fil en mo-
de dual (70) peut pratiquer l’itinérance entre le
premier réseau local sans fil (7) et l’autre réseau
pendant une session de communication, et des
informations sur des emplacements parmi les
plusieurs points d’accès (100), le contrôleur
central (400) étant conçu pour assigner un res-
pectif parmi plusieurs types de rôles de mesure
et de rapport à chacun des plusieurs points d’ac-
cès (100) en fonction de leurs emplacements
radiofréquence par rapport aux points de trans-
fert, les points d’accès (100) auxquels sont as-
signés différents types de rôles de mesure et de
rapport étant configurés pour fournir des rap-
ports de mesure que le contrôleur central (400)
est configuré pour utiliser afin de déterminer un
emplacement d’au moins un appareil client sans
fil (70) en relation avec un point de transfert pour
déterminer s’il faut générer un déclencheur de
transfert, et au moins un point d’accès (100)
auquel est assigné un type de rôle de mesure
et de rapport étant configuré pour fournir des
informations à une fréquence supérieure à l’au
moins un autre point d’accès (100) qui est con-
figuré pour fournir des informations sur la base
d’un autre type de rôle de mesure et de rapport.

2. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu pour assigner une première
mesure et un premier rôle de rapport aux points d’ac-
cès qui sont les plus proches en termes de localisa-
tion radiofréquence à point de transfert, et dans le-
quel le contrôleur central est configuré pour assigner
une deuxième mesure et un deuxième rôle de rap-
port aux points d’accès qui sont proches des limites
de la zone de couverture, les points d’accès assi-
gnés à la première mesure et au premier rôle de
rapport se voyant facultativement assigner de faire
des mesures d’intensité de signal en réception des
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signaux reçus en provenance des appareils clients
sans fil en mode dual pendant la session de com-
munication et de faire des mesures de perte de pa-
quets et de latence de paquets associées aux pa-
quets transmis entre un appareil client sans fil en
mode dual et le premier réseau local sans fil pendant
la session de communication, et où également fa-
cultativement, les points d’accès sans fil assignés
aux premiers et deuxièmes rôles de mesure et de
rapport sont également configurés pour faire des
mesures d’intensité de signal en réception en répon-
se à des messages de requête transmis par l’appa-
reil client sans fil en mode dual quand il tente de
s’associer à un point d’accès différent.

3. Système selon la revendication 1, dans lequel au
moins un parmi les plusieurs points d’accès qui ont
un emplacement radiofréquence proche d’un point
de transfert est conçu pour fonctionner dans un mo-
de de contrôle et balayer plusieurs canaux radiofré-
quence afin de mesurer l’intensité de signal en ré-
ception des signaux, y compris des signaux transmis
par l’appareil client sans fil en mode dual, sur chacun
des canaux radiofréquence, pendant une certaine
période de temps.

4. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu pour enregistrer l’existence
d’un appareil client sans fil en mode dual pouvant
avoir besoin d’un transfert à l’autre réseau, et pour
envoyer des messages à des contrôleurs sans fil
quant à une identité de l’appareil client sans fil en
mode dual, où facultativement le contrôleur central
configure les points d’accès pour faire des mesures
et des rapports uniquement pour l’appareil client
sans fil en mode dual qui s’est enregistré avec le
contrôleur central en vue d’un transfert vers l’autre
réseau.

5. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu pour analyser des données
contenues dans des rapports reçus depuis la plura-
lité de points d’accès afin de déterminer quand gé-
nérer un déclencheur de transfert pour la session de
communication de l’appareil client sans fil en mode
dual.

6. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu pour suivre un état d’un ap-
pareil client sans fil en mode dual en fonction de
données qui indiquent si l’appareil client sans fil en
mode dual transmet des signaux d’appel vocal et
l’intensité de signal en réception au niveau des
points d’accès qui reçoivent les signaux d’appel vo-
cal, et dans lequel le contrôleur central est conçu
pour assigner un parmi plusieurs états de l’appareil
client sans fil en mode dual en fonction de la présen-
ce de signaux d’appel vocal et de l’intensité du signal

reçu des signaux d’appel vocal, et dans lequel, fa-
cultativement, le contrôleur central est conçu en
outre pour déterminer quand l’intensité du signal re-
çu est inférieure à un seuil d’envoi d’un message à
l’appareil client sans fil en mode dual lui demandant
de transmettre un signal sur au moins un canal RF
différent de celui utilisé pour l’appel vocal pour per-
mettre à au moins un point d’accès de faire des me-
sures du signal sur le canal RF différent.

7. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu en outre pour déterminer
quand au moins un parmi les plusieurs points d’ac-
cès devient inutilisable afin de recalculer un empla-
cement d’un point de transfert et/ou faire des chan-
gements aux rôles de mesure et de rapport d’au
moins un autre point d’accès.

8. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu en outre pour déterminer
quand des rapports de mesure en provenance de
multiples points d’accès n’atteignent pas le contrô-
leur central afin de déterminer s’il faut interrompre
le service de transfert par rapport à l’appareil client
sans fil en mode dual.

9. Système selon la revendication 1, dans lequel le con-
trôleur central est conçu en outre pour générer un
message qui est envoyé à l’appareil client sans fil
en mode dual via un point d’accès qui est en com-
munication avec l’appareil client sans fil en mode
dual pour amener l’appareil client sans fil en mode
dual à transmettre un premier message sur chacun
des différents canaux radiofréquence, ce qui, à ré-
ception, amène les points d’accès qui fonctionnent
sur ces différents canaux radiofréquence à répondre
avec de deuxièmes messages, et dans lequel les
points d’accès qui reçoivent les premiers messages
sont conçus pour mesurer l’intensité du signal reçu
et envoyer des rapports de mesure au contrôleur
central, dans lequel facultativement au moins un
point d’accès est conçu pour recevoir depuis l’appa-
reil client sans fil en mode dual un rapport qui contient
des mesures d’intensité du signal reçu faites par l’ap-
pareil client sans fil en mode dual sur les deuxièmes
messages reçus par l’appareil client sans fil en mode
dual sur chacun des différents canaux radiofréquen-
ce, et pour transmettre le rapport au contrôleur cen-
tral.

10. Système selon la revendication 1, dans lequel l’autre
réseau est un deuxième réseau local sans fil ou dans
lequel l’autre réseau est un réseau cellulaire.

11. Système selon la revendication 1, dans lequel au
moins trois parmi les plusieurs points d’accès qui ont
un emplacement radiofréquence proche d’un point
de transfert sont conçus pour fonctionner sur le mê-
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me canal radiofréquence et dans un mode qui per-
met la réception et le traitement de signaux reçus
sans filtrage du Media Access Control inférieur afin
de mesurer l’intensité de signal reçu des signaux
reçus sur le même canal radiofréquence, y compris
les signaux transmis par l’appareil client sans fil en
mode dual.

12. Procédé comprenant :
au niveau de plusieurs points d’accès à un réseau
local sans fil (100) qui font partie d’un premier réseau
local sans fil (7) :

la réception de signaux en provenance d’appa-
reils clients sans fil (70) qui sont conçus pour
communiquer avec le premier réseau local sans
fil (7) ; et
la mesure de caractéristiques de signaux reçus
d’appareils clients sans fil (70) selon différents
types de rôles de mesure et de rapport assignés
par un contrôleur central (400) en fonction d’un
emplacement radiofréquence du point d’accès
par rapport à au moins un point de transfert dans
une zone de couverture du premier réseau local
sans fil (7) où les appareils clients sans fil (70)
peuvent pratiquer l’itinérance vers l’au moins un
autre réseau ;
au niveau du contrôleur central (400) :

la réception de rapports de mesure en pro-
venance de plusieurs points d’accès (100)
auxquels est assigné un type de mesure et
de rapport, où au moins un point d’accès
(100) auquel est assigné un type de rôle de
mesure et de rapport fournit des informa-
tions à une plus grande fréquence qu’au
moins un autre point d’accès (100) qui four-
nit des informations en fonction d’un autre
type assigné de rôle de mesure et de
rapports ; et
l’analyse des données dans les rapports de
mesure pour déterminer un emplacement
d’au moins un appareil client sans fil en mo-
de dual (70) en relation avec un point de
transfert pour déterminer s’il faut générer
un déclencheur de transfert pour permettre
à l’au moins un appareil client sans fil en
mode dual (70) de pratiquer l’itinérance en-
tre le premier réseau local sans fil (7) et l’au
moins un autre réseau.

13. Procédé selon la revendication 12, dans lequel me-
surer comprend de mesurer de premières caracté-
ristiques de signaux reçus à au moins un premier
point d’accès qui sont situés relativement près de
l’au moins un point de transfert, et de deuxièmes
caractéristiques de signaux reçus à au moins un
deuxième point d’accès qui sont situés près des li-

mites de la zone de couverture, où facultativement
la première mesure comprend de mesurer l’intensité
de signal reçu de signaux reçus d’un appareil client
sans fil en mode dual et mesurer la perte de paquets
et la latence de paquets associées à une session de
communication en cours entre l’appareil client sans
fil en mode dual et le premier réseau local sans fil,
où facultativement en outre la première et la deuxiè-
me mesure comprennent de mesurer l’intensité de
signal en réception sur demande de messages en-
voyés par l’appareil client sans fil en mode dual
quand les appareils clients sans fil en mode dual
tentent de s’associer à différents points d’accès.

14. Procédé selon la revendication 12, comprenant en
outre, au niveau d’au moins un point d’accès situé
près de l’au moins un point de transfert, de balayer
chacun parmi plusieurs canaux radiofréquence et de
mesurer l’intensité de signal en réception des si-
gnaux, y compris des signaux transmis par l’appareil
client sans fil en mode dual, sur chacun des canaux
radiofréquence, pendant une certaine période de
temps.

15. Procédé selon la revendication 12, comprenant en
outre de transmettre un message à l’appareil client
sans fil en mode dual via un point d’accès qui est en
communication avec l’appareil client sans fil en mo-
de dual pour amener l’appareil client sans fil en mode
dual à transmettre un premier message sur chacun
des différents canaux radiofréquence, de recevoir
de deuxièmes messages au niveau d’au moins un
point d’accès sur les différents canaux radiofréquen-
ce qui sont transmis par des points d’accès qui re-
çoivent le premier message, et de mesurer l’intensité
de signal en réception des deuxièmes messages au
niveau d’au moins un des plusieurs points d’accès
et d’envoyer des rapports de mesure associés aux
premiers messages au contrôleur central,
comprenant en outre facultativement de recevoir au
niveau d’au moins un parmi les plusieurs points d’ac-
cès en provenance de l’appareil client sans fil en
mode dual, un rapport qui contient des mesures d’in-
tensité de signal en réception faites par l’appareil
client sans fil en mode dual des deuxièmes messa-
ges reçus sur chacun des différents canaux radiofré-
quence, et de transmettre le rapport au contrôleur.
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