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Field  of  Invention 

The  present  invention  relates  to  efficient  signature  schemes  based  on  birational  permutations  and  more 
particularly,  relates  to  apparatus  and  method  for  carrying  out  same. 

5 
Background  of  Invention 

The  original  proposal  for  public  key  cryptography  (Diffie  and  Hellman  [1976])  was  based  on  the  notion  of 
trapdoor  permutations,  i.e.,  invertible  functions  which  are  easy  to  compute  but  apparently  difficult  to  invert, 

10  unless  some  trapdoor  information  (which  makes  the  inversion  easy)  is  known.  The  best  known  implementation 
of  this  idea  is  the  RSA  scheme  (Rivest,  Shamir  and  Adleman  [1978]),  which  can  solve  in  a  unified  way  the 
problems  of  key  management,  secure  transmission,  user  identification,  message  authentication,  and  digital 
signatures.  In  one  of  the  variants  of  this  scheme,  the  encryption  function  is  the  low  degree  polynomial  f(x)=x3 
(mod  n)  where  n  is  the  public  product  of  two  secret  primes  p  and  q.  This  function  can  be  efficiently  computed 

15  with  two  modular  multiplications.  Unfortunately,  the  inverse  function  f-1(x)=xd  (mod  n)  is  a  very  high  degree 
polynomial,  and  thus  its  evaluation  is  quite  slow  (especially  in  software  implementations). 

In  spite  of  extensive  research  in  the  last  16  years,  there  had  been  no  fundamentally  new  constructions 
of  trapdoor  permutations.  To  overcome  this  difficulty,  researchers  have  developed  specialized  solutions  to 
various  cryptographic  needs  which  are  not  based  on  this  unifying  notion.  For  example,  Diffie  and  Hellman 

20  [1976]  proposed  a  key  management  scheme  which  is  based  on  the  one  way  permutation  of  exponentiation 
modulo  a  prime.  Since  this  function  cannot  be  efficiently  inverted,  it  is  neither  an  encryption  nor  a  signature 
scheme.  The  cryptosystem  of  Merkle  and  Hellman  [1978]  is  invertible,  but  its  mapping  is  not  onto  and  thus  it 
can  not  generate  digital  signatures.  The  Fiat-Shamir  [1986]  and  DSS  [1991]  signature  schemes  are  not  one- 
to-one  mappings,  and  thus  they  can  not  be  used  as  cryptosystems. 

25  A  natural  approach  to  the  construction  of  efficient  trapdoor  permutations  is  to  find  low  degree  algebraic 
mappings  (polynomials  or  rational  functions)  whose  inverses  are  also  low  degree  algebraic  mappings.  Such 
mappings  are  called  birational  functions.  We  are  particularly  interested  in  multivariate  mappings 
f(Xi  x^^Vi  vk)  in  which  the  Xj  and  the  Vj  are  numbers  modulo  a  large  n=pq,  since  the  solution  of  general 
algebraic  equations  of  this  type  is  at  least  as  hard  as  the  factorization  of  the  modulus.  In  this  context,  we  say 

30  that  a  polynomial  is  low  degree  if  its  degree  is  a  constant  which  does  not  grow  with  n,  and  a  rational  function 
is  low  degree  if  it  is  the  ratio  of  two  low  degree  polynomials.  For  example,  in  the  case  of  cubic  RSA,  the  function 
is  considered  low  degree,  but  its  inverse  is  not.  General  algebraic  mappings  do  not  usually  have  unique  in- 
verses,  when  they  do  have  inverses  they  usually  cannot  be  written  in  closed  form,  and  when  the  closed  forms 
exist  they  are  usually  based  on  root  extractions  (radicals)  or  exponentiations  whose  computation  modulo  a 

35  large  n  is  very  slow.  The  construction  of  good  birational  mappings  is  thus  a  non-trivial  task. 
One  attempt  to  construct  birational  permutations  was  reported  in  Fell  and  Diffie  [1985].  It  used  the  fol- 

lowing  DES-like  idea: 
Let  (x1,x2  xk)  be  an  initial  k-vector  of  variables,  and  let  g(x2  xk)  be  a  secret  multivariate  polynomial.  Alter- 
nately  replace  the  current  k-vector  of  multivariate  polynomials  (Pi,p2  pk)  by  (Pi+g(p2,...pk),p2  Pk).  and  ro- 

40  tate  the  k-vector  to  the  right.  After  sufficiently  many  iterations,  expand  and  publish  the  resultant  k-vector  of 
multivariate  polynomials  as  your  public  key.  The  function  f  is  evaluated  on  input  (a ,̂a2  ak)  by  substituting 
the  a{s  into  the  Xj's  in  the  k  published  multivariate  polynomials,  and  computing  their  values  (b1,b2  bk).  When 
the  trapdoor  information  g  is  known,  the  inverse  of  f  can  be  computed  by  undoing  the  transformations  (i.e., 
by  alternately  subtracting  g(p2  pk)  from  and  rotating  the  k-vector  to  the  left).  Unfortunately,  even  when 

45  g  is  a  quadratic  function,  the  number  of  terms  can  be  squared  in  each  iteration,  and  thus  the  size  of  the  public 
key  can  grow  double  exponentially  with  the  number  of  iterations,  which  cannot  be  too  small  for  security  rea- 
sons.  As  the  authors  themselves  conclude,  "there  seems  to  be  no  way  to  build  such  a  system  that  is  both 
secure  and  has  a  public  key  of  practical  size". 

Birational  permutations  cannot  be  used  in  a  direct  way  as  public  key  cryptosystems  due  to  the  following 
so  generic  attack:  If  f  is  known,  the  cryptanalyst  can  prepare  a  large  number  of  input-output  pairs  for  this  function. 

Since  f  is  invertible,  these  pairs  (in  reverse  order)  can  be  used  to  interpolate  the  unknown  low-degree  function 
f-1  by  solving  a  small  number  of  linear  equations  relating  its  coefficients.  This  attack  discouraged  the  serious 
study  of  cryptographic  birational  permutations  in  the  literature. 

55  Summary  of  Invention 

The  invention  describes  a  novel  method  and  apparatus  for  using  a  birational  permutation  as  a  public  key 
signature  scheme  and  more  particularly  two  novel  families  of  public  key  signature  schemes  based  on  birational 
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permutations.  These  and  other  objects  of  the  present  invention  will  become  evident  from  the  following  de- 
scription  of  preferred  embodiments  of  the  invention  when  taken  in  conjunction  with  the  drawings. 

Description  of  Drawings 
5 

Figures  1,  2  and  3  of  the  drawings  are  schematic  showings,  in  block  diagram  form,  of  the  signature 
schemes  of  the  present  invention,  in  particular,  showing  key  generation,  signature  generation  and  signature 
verification  illustrating  the  method  and  apparatus  of  the  general  public  key  signature  scheme  and  two  par- 
ticular  implementations  using  algebraic  bases  and  sequentially  linearized  equations. 

10 
Detailed  Description  of  a  First  Preferred  Embodiment 

Referring  now  to  the  drawing,  the  basic  steps  and  structure  of  the  method  and  apparatus  of  the  present 
invention  implementing  the  efficient  signature  scheme  based  on  birational  permutations  will  now  be  described 

15  in  detail.  The  description  will  be  by  reference  to  the  various  steps  of  the  novel  method,  however,  the  apparatus 
employed  to  effect  the  various  step  and  to  carry  out  the  invention,  will  be  evident  as  a  means  to  carry  out  the 
prescribed  function.  Known  data  processing  equipment  and  the  manner  of  programming  same  to  carry  out 
the  method,  will  be  evident  from  the  algorithms  given  and  otherwise,  to  give  effect  to  the  present  invention 
will  be  readily  apparent  to  those  of  ordinary  skill  in  this  art  from  the  following  detailed  elaboration  of  the  in- 

20  vention. 
With  reference  to  Fig.  1  the  key  generation,  signature  generation  and  signature  verification  are  carried 

out  as  follows: 

KEY  GENERATION: 
25 

1.  Each  user  chooses  a  birational  mapping  (v̂   vk)=f(x1  xk)  consisting  of  k>1  rational  functions 
vi=fi(x1  xk). 
2.  Each  user  describes  the  first  s  (1^s<k)  of  these  fi  functions  in  his  public  key,  and  keeps  the  inverse 
of  fas  his  private  key. 

30 
SIGNATURE  GENERATION: 

1  .  Given  a  digital  message  M,  the  signer  computes  Vj=h(M,i)  for  i=1  s  and  chooses  vpn  for  i=s+1  k, 
where  h  is  a  publicly  known  cryptographic  hash  function  and  n  are  newly  chosen  secret  random  values. 

35  2.  The  signer  uses  his  knowledge  of  the  secret  f-1  to  compute  a  signature  (x̂   xk)  satisfying 
(V|  vk)=f(x1  xk).  This  signature  is  either  stored  or  transmitted  to  the  verifier  along  with  M. 

SIGNATURE  VERIFICATION: 

40  1  .  The  verifier  computes  Vj=h(M,i)  for  i=1  s  and  checks  that  each  Vj  satisfies  vpf^   xk)  where  the 
fi's  are  taken  from  the  signer's  public  key. 

The  above  scheme  cannot  be  used  as  a  public  key  cryptosystem,  since  the  clear  text  (x̂   xk)  cannot  be 
uniquely  recovered  from  the  shorter  ciphertext  (v̂   vs). 

The  scheme  can  be  used  as  a  signature  scheme,  since  there  is  no  requirement  that  each  message  should 
45  have  only  one  signature.  The  recommended  choice  of  s  is  k-1  ,  which  makes  the  verification  condition  hardest 

to  satisfy. 
The  cryptanalyst  cannot  interpolate  f-1  since  it  is  not  uniquely  defined  by  the  public  key.  He  cannot  generate 

by  himself  complete  input-output  pairs,  and  cannot  use  input-output  pairs  generated  by  the  legitimate  signer 
since  each  one  of  them  is  based  on  new  unknown  values  r,. 

so  The  security  of  this  scheme  depends  on  the  choice  of  birational  permutations.  For  example,  linear  bira- 
tional  permutations  are  insecure  since  the  s  simultaneous  equations  v1=f!(x1  xk)  for  i=1  s  can  be  easily 
solved  even  when  the  other  k-s  functions  fs+1  fkare  not  specified.  When  the  f|  functions  are  non-linear,  there 
are  no  general  techniques  for  solving  s  equations  in  k  unknowns,  and  the  problem  becomes  particularly  difficult 
when  the  equations  are  modulo  a  large  public  n  with  secret  factorization  n=pq. 

55  in  addition  to  this  general  scheme,  two  novel  constructions  of  birational  permutations  are  proposed. 
The  theory  behind  the  first  construction  will  now  be  explained.  Let  Fd[y1,y2  yk]  denote  the  set  of  all  the 

homogeneous  polynomials  of  degreed  in  the  kvariables  y1,y2  yk.  In  particularconsiderthe  case  of  quadratic 
polynomials  (d=2)  whose  general  form  is: 

3 
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Ei  =  1,...k  Sj  =  i  k  ayViVj 
Any  such  polynomial  can  be  viewed  as  a  linear  combination  of  the  k(k+1)/2  elementary  quadratics  y^  for 

î j  with  the  coefficient  vector  (a^,  a12  akk).  Any  set  of  quadratics  with  this  property  is  called  a  linear  basis 
of  F2[yi  yk]. 

5  By  allowing  the  additional  operations  of  multiplication  and  (remainder-free)  division  of  polynomials,  we  can 
express  some  of  the  elementary  quadratics  by  other  elementary  quadratics.  For  example,  the  standard  linear 
basis  of  F2[y1,y2,y3]  is  {yi2,y22,y32,yiy2,yiy3,y2y3}.However,  the  first  three  elementary  quadratics  can  be  ex- 
pressed  by  the  last  three  in  the  following  way:  Y,2=  {y<y2)  (y^)  /  (y2y3)  ,  Y22=  (y^)  (y2y3)  /  (y^)  ,  y32=(yiy3) 
(y2ys)/(yiy2)- 

10  We  can  thus  reduce  the  six  linear  generators  {yi2,y22,y32,yiy2,yiy3,y2y3}  into  the  three  algebraic  generators 
{y1y2.y1y3.y2y3}-  Another  triplet  of  algebraic  generators  is  {ŷ 2,  y\y2,  y2y3}.  However,  {ŷ 2,  y22,  y2y3}  does  not  al- 
gebraically  generate  F2[y1,y2,y3]  since  it  cannot  express  y\y2. 

To  formalize  this  notion,  consider  an  arbitrary  set  G  of  polynomials  over  a  ring  R.  The  algebraic  closure 
[G]  of  G  is  defined  in  the  following  way: 

15  1  .  R  and  G  belong  to  [G]. 
2.  If  f  and  g  belong  to  [G],  then  f+g,  f-g,  fg  also  belong  to  [G]. 
3.  If  f  and  g=0  belong  to  [G]  and  g  divides  f  (without  remainder)  then  f/g  also  belongs  to  [G]. 
Note  that  [G]  is  not  necessarily  an  ideal  in  the  ring  of  polynomials  over  R,  since  arbitrary  polynomials  are 

not  allowed  as  coefficients  of  the  generators.  For  example,  when  G={y2},  [G]  is  the  set  of  all  the  polynomials 
20  in  y  whose  monomials  have  even  degrees.  Note  further  that  root  extractions  (radicals)  are  not  allowed  as  basic 

operations,  since  they  cannot  be  carried  out  efficiently  in  some  rings  R. 
A  set  G  is  called  redundant  if  some  gi  in  G  belongs  to  [G-{gi}].  Anon-redundant  set  G  is  called  an  algebraic 

basis  of  F  if  F  is  contained  in  [G].  Note  that  [G]  can  contain  additional  polynomials.  One  can  easily  prove: 
Theorem:  1.  The  set  {ŷ 2,  ŷ y2,  y2yz  yk-  iYiJ  is  an  algebraic  basis  of  F2[y1,y2  yk]  for  any  k. 

25  2.  the  set  {yiy2,  y2y3,  y3y4  ykyi}  is  an  algebraic  basis  of  F2[y1,y2,...yk]  for  any  odd  k>1  . 
Proof:  It  can  be  shown  that  the  specified  sets  can  generate  all  the  other  elementary  quadratics  y^  for 

î j.  Assume  first  that  j-i  is  an  odd  number.  Then  one  can  use  the  telescoping  formula: 
yiYj  =  (yiyi  +  i)(yi  +  &\  +  3)—  (yj  -  iyjV(yi  +  1M  +  2)—  (yj  -  n\  -  1)- 

If  j-i  is  an  even  number,  this  approach  will  yield  y/yj  instead  of  y ĵ.  To  turn  the  former  into  the  later,  we 
30  have  to  multiply  it  by  yf.  In  case  1,  ŷ 2  is  given  as  a  generator,  and  one  can  turn  each  yt2  into  yt+12  by  using 

the  formula: 
yt+i2  =  (ytyt  +  i)2/yt2- 

In  case  2,  the  fact  is  used  that  k  is  odd,  and  therefore  the  distance  from  j  to  j  via  the  cyclic  order  yj, 
yj+1  yk,yi  yj  is  odd.  The  telescoping  formula  will  thus  yield  the  desired  yj2  if  we  cycle  through  all  the  vari- 

35  ables  yt.  Q.E.D. 
The  theorem  gives  two  types  of  algebraic  bases  of  size  kfor  F2[yi,y2,...yk].  To  get  other  bases,  we  can  use 

the  following  transformations: 
Theorem:  Let  G={ĝ   gk}  bean  algebraic  basis  for  Fd{y1  yk],  and  let  Aand  B  be  two  kxk  invertible  linear 

transformations.  Let  G'  be  the  result  of  applying  A  to  the  variables  in  G  (i.e.,  replacing  each  yi  by  a  linear  com- 
40  bination  of  y/s),  and  let  G"  be  the  result  of  applying  B  to  the  generators  in  G'  (i.e.,  replacing  each  g'j  in  G'  by 

a  linear  combination  of  g'/s).  Then  G"  is  also  an  algebraic  basis  of  Fd^  yk]. 
Proof:  Due  to  the  invertible  and  algebraic  nature  of  these  transformations,  it  is  easy  to  translate  the  rep- 

resentation  of  each  fin  the  original  basis  G  into  a  representation  of  fin  the  new  bases  G'  and  G".  Q.E.D. 
Example:  Consider  the  algebraic  basis  G={y1y2,  y2y3,  y3yi)  of  F2[y1,y2,y3],  and  the  randomly  chosen  linear 

45  transformations: 

37  62  71  41  73  51 
A  =  89  45  68  B  =  89  12  60 

50  17  93  37  94  19 
50 

Then  the  linear  change  of  variables  y<-Ay  (mod  101)  changes  the  generators  gi  in  G  into: 

g'i  =  (37y1+62y2+7ly3)  (89y1+45y2+68y3) 
55  =  I2y1y2+38y2y3+48y3y1+6ly1  +63y2  +81y3  (mod  101) 

4 
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g'z  =  (89yi+45y2+68y3)  (50y1+17y2+93y3) 
=  26y1y2+89y2y3+62y3yi+  6y/   +58y2  +62y3  (mod  101) 

g'3  =  (50yi+17y2+93y3)  (37y,+62y2+71y3) 
=  93y.,y2+  4y2y3+22y3y!+32yi  +44y2  +38y3  (mod  101) 

and  the  linear  transformation  G"<-BG'  (mod  101)  changes  the  generators  g'j  in  G'  into: 

g»,  =  4 1 g , 1 + 7 3 g ' 2 + 5 1 g ' 3  
=  63y1y2+78y2y3+4ly3y1+26yl  +72y2+89y3  (mod  101) 

g»2  =  8 9 g ' 1 + 1 2 g , 2 + 6 0 g ' 3  
=  92y1y2+44y2y3+74y3y1+48yi  +55y2  +32y3  (mod  101) 

g"3  =  3 7 g ' 1 + 9 4 g ' 2 + l 9 g , 3  
=  9yiy2+5ly2y3+43y3y1+96yi  +34y2  +53y3  (mod  101)  . 

25  In  the  original  basis  G  it  was  easy  to  find  the  representation  of  any  given  quadratic  polynomial  f  as  an  al- 
gebraic  expression  in  the  g{s.  In  a  transformed  basis  G"  it  is  less  obvious  how  to  find  such  a  representation, 
even  though  its  existence  is  guaranteed. 

To  simplify  notation,  assume  without  loss  of  generality  that  k  is  odd  and  G  is  always  the  symmetric  basis 
(YiYi+i)  (where  i+1  is  computed  mod  k).  Given  the  invertible  linear  transformation  Y<-AY,  we  define  A&A  as  the 

30  k  x  k(k+1)/2  matrix  whose  i-th  row  represents  the  quadratic  polynomial  yiyi+1  after  the  change  of  variables. 
The  coefficients  of  the  final  basis  G"  can  thus  be  compactly  represented  by  the  kx  k(k+1)/2  matrix  B*(A&A). 

Assume  now  that  one  is  given  an  arbitrary  assignment  of  values  x̂   xk  to  the  elementary  quadratics  y1y2, 
y2y3  ykyi  in  the  standard  basis  of  F2[y2  yk]  (one  can  use  the  algebraic  independence  of  these  generators 
to  make  any  such  assignment  consistent,  without  actually  finding  the  values  of  the  individual  y{s).  One  can 

35  use  the  telescoping  formulas  to  compute  the  values  of  all  the  k(k+1  )/2  elementary  quadratics  y^  for  î j.  Denote 
this  extended  version  of  X  by  E(X),  and  note  that  it  increases  the  height  of  the  column  vectorfrom  kto  k(k+1)/2. 
The  values  of  the  k  generators  in  G"  for  this  assignment  X  can  be  computed  by  the  matrix-vector  product 
V=[B*(A&A)]  [E(X)].  Note  again  the  non-linearity  of  this  transformation,  which  is  due  to  the  quadratic  compu- 
tation  of  the  coefficients  of  A&A  from  the  coefficients  of  A,  and  the  multiplications  and  divisions  required  to 

40  extend  X  into  E(X). 
This  function  maps  the  k-vectorX  into  the  k-vector  V.  The  goal  of  the  invention  now  is  to  invert  this  function 

and  recover  the  original  values  in  X  when  A  and  B  are  known.  First,  one  can  undo  the  effect  of  B  by  computing 
W=CV  where  C=B"1,  and  obtain  the  relationship  W=[A&A](E(X)].  By  definition,  the  values  Wj  in  Ware  the  values 
of  the  generators  g'j  in  the  intermediate  G'. 

45  Since  G'  is  an  algebraic  basis,  it  can  represent  any  quadratic  polynomial  in  F2[ŷ   yk]  as  an  algebraic  ex- 
pression  in  the  generators  g'j.  In  particular,  it  can  represent  the  k  elementary  quadratics  yjyi+1  ,  and  thus  it  can 
be  recovered  by  evaluating  an  appropriate  algebraic  expression  in  the  values  w  ̂ w2  wk.  It  is  easy  to  check 
that  these  algebraic  expressions  can  be  compactly  represented  as  X=[A"1&A-1][E(W)]. 

Example  (continued):  Consider  the  algebraic  bases  G,  G'  and  G"  of  the  previous  example.  Let  Xj  denote 
so  the  value  of  yiyi+1,  i.e.: 

YiY2  =  xi  y2y3  =  x2  y^  =  x3  (mod  101). 
The  values  of  the  other  three  elementary  quadratics  can  be  expressed  as: 

ŷ 2  =  X3Xilx2  y22  =  x̂ x2lx3  y32  =  x^x^  (mod  1  01). 
The  values  of  the  generators  g"  can  now  be  computed  as  [B*(A&A)][E(X)],  i.e.: 

55  Vi  =  63x,  +  78x2  +  41x2  +  26x33x1/x2  +  72x^^X3  +  89x̂ x2lx̂   (mod  101) 
v2  =  92Xi  +  44x2  +  74x3  +  48x3x1/x2  +  55x^X5  +  32x2x3/x1  (mod  101) 
v3  =  9Xi  +  51x2  +  43x3  +  96x3Xilx2  +  34x1x2/x3  +  53x2x^x  ̂ (mod  101). 

In  particular,  when  the  input  is  x1=1,  x2=2,  x3=3,  the  output  is  v1=54,  v2=63,  v3=85. 
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Consider  now  the  problem  of  inverting  this  transformation:  Given  these  values  v̂   v2,  v3,  find  x2,  x3. 
First  compute  the  matrix  inverses: 

35  86  19 
5  78  13  B 

40  72  20 

30  24  51 
46  31  71 
17  71  97 

Next,  reverse  the  transformation  G"<-BG'  (mod  101)  by  computing  W=[B-1]V  (mod  101).  When  v1=54, 
w  v2=63,  v3=85,  this  matrix-vector  product  yields  w1=94,  w2=69,  w3=1  ,  which  are  the  values  of  the  intermediate 

generators  g\,  g'2,  g'3.  We  then  extend  this  W  into  E(W)=(w1,  w2,  w3,  w^/w^  w^/w^  w^/w^,  and  compute 
X=[A-1  &A-1][E(W)]  (mod  n),  i.e.: 

Xi  =  29Wi  +  75w2  +  45w3  +  74w3w1/w2  +  42w1w2/w3  +  45w2w3/w1  (mod  101) 
x2  =  46Wi  +  72w2  +  14w3  +  99vj3vĵ Ivj2  +  6~\v/iW2lv/3  +  58vj2vj3Ivĵ   (mod  101) 

15  x3  =  1wi  +  58w2  +  46w3  +  87w3w1/w2  +  3~\v/iW2lv/3  +  77w2w3/w1  (mod  101). 
For  W!=94,  w2=69,  w3=1,  the  extension  of  W  to  E(W)  yields  (94,69,1,16,22,19).  When  these  values  are 

substituted  into  the  expressions  above,  one  gets  the  original  inputs  x1=1,  x2=2,  x3=3. 
Asimple  optimization  technique  can  substantially  improve  the  performance  of  this  scheme.  If  B  is  chosen 

as  the  inverse  of  some  kxksubmatrixof  A&A,  then  B*(A&A)  contains  a  kxk  identity  submatrix  and  there  is  no 
20  need  to  specify  these  k2  numbers. 

Example  (continued):  Assume  that  the  same  is  used  but  choose  a  new  B: 

12  38  48  61  63  81  89  16  42 
25  A&A  =  26  89  62  6  58  62  B  =  14  13  34 

93  4  22  32  44  38  63  14  13 

37  25  27  1  0  0 
B*(A&A)  =  32  7  4  0  1  0 

30  6  56  37  0  0  1 

The  birational  permutation  is  now  simplified  to: 
Vi  =  37Xi  +  25x2  +  27x3  +  x j x ^   (mod  101) 
v2  =  32Xi  +  7x2  +  4x3  +  x̂ x2lx3  (mod  101) 

35  v3  =  6Xi  +  56x2  +  37x3  +  x^x^  (mod  101), 
which  has  a  shorter  description  and  requires  fewer  arithmetic  operations. 

The  formalization  of  the  new  implementation  is  described  as  follows  with  reference  to  Fig.  2: 

KEY  GENERATION: 
40 

1.  Pick  a  set  F  of  rational  functions  in  k  variables,  and  a  standard  algebraic  basis  G  of  F  with  the  property 
that  the  representation  of  any  f  in  F  as  an  algebraic  expression  in  terms  of  the  generators  gi  in  G  can  be 
easily  computed. 
2.  Transform  the  easy  basis  G  into  a  hard  basis  G"  by  using  randomly  chosen  invertible  algebraic  trans- 

45  formations. 
3.  Publish  a  proper  subset  of  s  generators  g"  in  G"  as  the  public  key,  and  keep  the  algebraic  transforma- 
tions  as  the  private  key. 

SIGNATURE  GENERATION: 

1.  To  sign  a  given  message  M,  assign  to  each  g"i  with  i^s  the  hashed  value  v1=H(M,i)  of  M,  and  to  each 
g"i  with  i>s  a  newly  chosen  random  number  r,. 
2.  Use  the  secret  algebraic  transformations  to  express  each  gi  in  the  easy  basis  G  in  terms  of  the  gener- 
ators  g"j  in  the  hard  basis  G".  The  values  Xj  of  the  easy  g"j  form  the  signature  X  of  M. 

SIGNATURE  VERIFICATION: 

1.  Assign  the  values  Xj  from  the  signature  X  to  the  easy  generators  ĝ   and  compute  the  values  vs  of 

6 



EP  0  597  481  A2 

the  s  hard  generators  g"  which  appear  in  the  signer's  public  key. 
2.  Evaluate  the  s  hashed  forms  of  M  under  the  publicly  available  hash  function  h. 
3.  Accept  the  validity  of  the  signature  if  v1=H(M,i)  for  all  i=1  s. 
The  recommended  choice  for  F  is  the  set  F ^   yk]  of  all  the  homogeneous  polynomials  of  degree  d  over 

5  the  ring  Zn.  The  modulus  n  can  be  chosen  either  universally  by  a  trusted  center,  or  individually  by  each  signer 
(this  eliminates  the  center,  but  increases  the  complexity  of  the  key  generation  process).  It  is  recommended 
to  choose  n  as  the  product  of  two  large  primes  p  and  q,  but  the  factorization  can  be  destroyed  as  soon  as  n 
is  chosen  and  published.  The  recommended  choice  for  G  is  some  set  of  monomials  yie1y2e2—ykek  with 
e^+e2+...+ek=6  such  that  any  other  monomial  in  F ^   yk]  can  be  generated  by  a  sequence  of  multiplications 

10  and  divisions.  It  is  not  difficult  to  show  that  for  any  d  and  k,  F ^   yk]  has  an  algebraic  basis  of  this  type  which 
consists  of  exactly  k  monomials  of  degree  d  (for  example,  G={ŷ 3,  y22y3,  ŷ yiYz)  is  an  algebraic  basis  for 
F3[y1,y2,y3]).  The  problem  with  large  choices  of  k  and  d  is  that  the  number  of  coefficients  in  the  published  gen- 
erators  G"  grows  as  0(k<d+1>).  However,  forf  ixed  d  this  key  size  grows  only  polynomially  in  k.  The  recommended 
bases  for  d=2  are  the  standard  bases  G={y!y2  yk_  \yk,  ykŷ }  for  odd  k  and  G={ŷ 2,  ŷ y2  yk.  iyk}  for  arbitrary 

15  k,  and  the  recommended  choice  of  invertible  algebraic  transformations  is  a  pair  of  randomly  chosen  kxk  ma- 
trices  A  (which  linearly  transforms  the  variables)  and  B  (which  linearly  transforms  the  equations). 

A  second  novel  signature  scheme  according  to  the  present  invention  is  based  on  sequentially  linearized 
equations.  According  to  the  invention  a  system  of  k  polynomial  equations  E  fa  xk)=H|(M)  (mod  n)  is  changed 
by  a  linear  transformation  Y=AX  (mod  n)  (where  X  is  the  vector  of  k  original  Xj  variables,  Y  is  a  vector  of  k  new 

20  variables  yj,  and  A  is  some  invertible  kxk  matrix)  into  a  system  of  polynomial  equations  of  the  form  F^   yj 
in  which  yi  occurs  only  linearly.  Due  to  the  triangular  form  of  the  resultant  equations  (in  which  the  i-th  equation 
contains  only  the  first  i  variables),  the  user  can  sequentially  solve  them  by  substituting  the  already  computed 
values  of  ŷ   yM  into  Fj,  and  solving  the  resultant  equation  Fj=H|(M)  (mod  n)  which  is  linear  in  the  single  re- 
maining  variable  ŷ   The  computed  Y  solution  can  be  translated  back  into  the  desired  X  solution  via  the  inverse 

25  linear  transformation  X=A~1Y  (mod  n). 
The  actual  key  generation  process  is  carried  out  in  reverse  order:  The  user  first  chooses  the  triangular 

polynomials  F^   yj  and  the  matrix  A,  and  then  transforms  each  Fj  into  Ej  by  replacing  each  yj  variable  with 
the  linear  combination  of  Xj  variables  indicated  by  the  A  transformation. 

To  further  complicate  the  task  of  the  cryptanalyst,  the  user  applies  a  secret  kxk  linear  transformation  B 
30  to  the  k  polynomials  Ej  (i.e.,  to  their  vectors  of  coefficients)  in  order  to  mix  them  and  to  hide  their  structure. 

This  preserves  the  easy  solvability  of  the  modified  system  of  equations  E'jfo  xk)=Hj(M)  (mod  n).  Other  and 
further  objects  and  advantages  of  the  present  invention  will  be  evidentfrom  the  following  detailed  description 
taken  in  conjunction  with  the  drawing. 

35  Detailed  Description  of  a  Second  Preferred  Embodiment 

Figure  3  of  the  drawing  illustrates  a  schematic  showing  of  the  second  novel  implementation  of  the  signa- 
ture  scheme.  Referring  now  to  Figure  3,  the  basic  structure  of  the  method  and  apparatus  of  the  present  in- 
vention  implementing  the  novel  fast  signature  scheme  based  on  sequentially  linearized  equations  will  now 

40  be  described  in  detail.  The  description  will  be  by  reference  to  the  various  steps  of  the  novel  method,  however, 
the  apparatus  employed  to  effect  the  various  steps,  will  be  evident  as  a  means  to  carry  out  the  prescribed 
function  and  known  data  processing  equipment  for  these  purposes  will  be  readily  apparent  to  those  of  ordinary 
skill  in  this  art  from  the  following  elaboration  of  the  invention. 

The  first  part  involves  the  generation  of  a  public  key.  The  first  step  is  to  select  a  public  composite  modulus 
45  n,  and  destroy  its  factorization  as  noted  in  block  1  0.  Next,  the  user  selects  k  secret  polynomials  Fj  of  degree 

d  (k>1,  d>1,  i=1  m),  where  Fj  contains  the  i-1  variables  ŷ   y,.̂   in  an  arbitrary  form  and  the  variable  yj  in 
a  linear  form  as  shown  in  block  12.  The  user  then  selects  a  secret  kxk  matrix  A  with  entries  in  [0,n),  block  14 
and  defines  the  linear  transformation  Y=AX  (mod  n),  block  16.  The  user  now  replaces  each  yj  in  each  Fj  by 
the  linear  combination  of  xt  variables  defined  by  A,  and  simplifies  the  resultant  polynomials  Ej,  block  18.  Finally, 

so  the  user  extracts  the  coefficients  of  all  the  Ej  polynomials  for  i=2  k  and  defines  (publishes)  them  as  the 
public  key,  block  20. 

Signature  generation  is  carried  out  in  the  following  manner.  Given  the  message  M,  block  30,  the  user  com- 
putes  its  hashed  forms  Hj  (M)  for  i=2  k,  block  22.  The  user  chooses  a  value  for  ŷ   in  [0,n),  block  24  and 
sequentially  solves  the  linear  equations  in  yj  derived  from  F^   yj)=Hj(M)  (mod  n)  for  i=2  k,  block  26.  The 

55  user,  then  computes  X=A~1Y  (mod  n),  and  sends  X  as  the  signature  of  M,  block  28. 
Signature  verification  is  carried  out  in  the  following  manner.  The  message  M,  block  30,  is  transferred  to 

block  32  where  its  hashed  forms  Hj(M)  for  i=2,...k  are  computed.  The  signature  X  is  transferred  from  block  28 
and  the  public  key  is  transferred  from  block  20  to  block  34  where,  the  equations  Ei(x1,...xm)=Hi  (M)  (mod  n) 
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are  verified  as  satisfied  for  i=2  k  in  decision  36.  If  YES,  the  signature  is  accepted  in  block  38;  if  NO,  the 
signature  is  rejected  in  block  40. 

The  implementation  outlined  above  can  be  demonstrated  with  the  (totally  insecure)  modulus  n=77: 
The  secret  polynomials  F2  and  F3  are  chosen  as: 

5  F^y,)  =  y! 
F2(yi-y2)  =  yi  *  y2 

F3(yi,y2,y3)  =  (4  *  yi  +  3  *  y2)  *  y3  +  (9  *  yi  *  yi  +  21  *  ŷ   *  y2  +  4  *  y2  *  y2) 
The  secret  linear  transformation  A  is  chosen  as: 

ŷ   =  Xi  +  x2  +  3  *  x3 
10  y2  =  Xi  +  2  *  x2  +  x3 

y3  =  Xi  +  x2  +  4  *  x3 
By  substituting  these  linear  expressions  into  the  Fi's  and  simplifying,  the  two  quadratic  expressions  result: 

E ^ x ^ )   =  Xi  +  x2  +  3x3 
E2(x1,x2,x3)  =  1  *  Xi  *  Xi  +  3  *  Xi  *  x2  +  4  *  Xi  *  x3  +  2  *  x2  *  x2  +  7  *  x2  *  x3  +  3  *  x3  *  x3  (mod  77) 

15  E3(x1,x2,x3)  =  41  *  Xi  *  Xi  +  37  *  Xi  *  x2  +  35  *  Xi  *  x3  +  0  *  x2  *  x2  +  41  *  x2  *  x3  +  54  *  x3  *  x3  (mod  77) 
Expression  E2  and  E3  are  then  mixed  by 

E'2  =  2E2  +  3E3  =  48  *  Xi  *  Xi  +  40  *  x̂   *  x2  +  36  *  x̂   *  x3  +  4x2  *  x2  +  60  *  x2  *  x3  +  91  *  x3  *  x3  (mod  77) 
E'2  =  2E2  +  3E3  =  6  *  Xi  *  Xi  +  0  *  x̂   *  x2  +  74  *  x̂   *  x3  +  2  *  x2  *  x2  +  12  *  x2  *  x3  +  34  *  x3  *  x3  (mod  77). 

These  expressions  are  then  published  as  the  public  key. 
20  Although  the  invention  has  been  shown  and  described  in  terms  of  specific  preferred  embodiments  and 

variants,  changes  and  modifications  are  possible  which  do  not  depart  from  the  spirit,  scope  or  contemplation 
of  the  inventive  concepts  disclosed  and  taught  herein.  Such  are  deemed  to  fall  within  the  purview  of  the  in- 
vention  as  claimed. 

25 
Claims 

1.  A  method  of  generating  and  verifying  digital  signatures  comprising  the  steps  of: 
a)  selecting  a  birational  mapping  (v̂   vk)=f(x1  xk)  comprising  k>1  rational  functions  v1=f!(x1  vk); 

30  b)  selecting  first  s(1^s<k)  of  fj  functions  and  using  them  as  a  public  key; 
c)  maintaining  inverse  of  fas  a  private  key; 
d)  generating  a  digital  message  M; 
e)  computing  v1=h(M,i)  for  i=1  s  where  h  is  a  publicly  known  cryptographic  hash  function; 
f)  selecting  v1=ri  for  i=s+1  k  where  n  is  a  randomly  chosen  value; 

35  g)  computing  signature  fa  xk}  using  inverse  of  f  to  satisfy  (v̂   vk)  =  Ifa  xk); 
h)  transmitting  to  a  verifier  the  digital  message  M,  and  the  signature  of  step  f);  and 
i)  verifying  the  signature  of  step  f)  of  message  M  by  computing  v1=h(M,i)  FDR  i=1  s  and  checking 
that  v1=f|(x1  xk),  where   ̂ fs  is  the  signer's  public  key. 

40  2.  The  method  of  claim  1  wherein  the  fj  functions  of  step  a)  are  non-linear. 

3.  The  method  of  claim  2  wherein  the  equations  of  step  a)  are  modulo  a  large  public  n  with  secret  factori- 
zation. 

4.  A  method  of  generating  and  verifying  digital  signatures  comprising  the  steps  of: 45 
a)  selecting  a  set  F  of  rational  functions  in  k>1  variables; 
b)  selecting  an  algebraic  basis  G  of  F  with  the  property  that  the  representation  of  any  f  in  F  can  be 
easily  computed  in  terms  of  generators  gi  in  G; 
c)  selecting  invertible  algebraic  transformations  and  maintaining  them  as  a  private  key; 
d)  transforming  the  easy  basis  G  into  a  hard  basis  G"; 50 
e)  selecting  a  proper  subset  of  1^s<k  generators  g"  in  G  as  a  public  key; 
f)  generating  a  digital  message  M; 
g)  assigning  to  each  g"  with  i^s  the  hashed  value  v1=h(M,i)  of  M  wherein  h  is  a  publicly  known  cryp- 
tographic  hash  function,  and  to  each  g"  with  i>s  a  random  number  vpn; 

55  h)  expressing  each  gi  in  the  easy  basis  G  in  terms  of  generators  g"j  in  the  hard  basis  using  private  key 
of  step  d); 
i)  selecting  the  values  Xj  of  the  easy  generators  of  step  i)  as  the  signature  X  of  M;  and 
j)  verifying  the  signature  X  by  assigning  the  values  Xj  from  the  signature  to  the  easy  generators  g  ̂
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10 

computing  values  vs  of  the  s  hard  generators  g"j  of  step  f),  evaluating  the  s  hashed  forms  of  M 
using  h  of  step  h)  and  checking  that  v1=h(M,i)  for  all  i=1  s. 

5.  The  method  of  claim  4  wherein  step  c  is  carried  out  using  invertible  linear  transformations. 
5 

6.  The  method  of  claim  5  wherein  the  computations  are  carried  out  modulo  a  large  public  n  with  secret  fac- 
torization. 

7.  The  method  of  claim  6  where  F  is  the  set  F ^   yk]  of  homogeneous  polynomials  of  degree  d  in  k  vari- 
ables,  and  G  is  a  set  of  monomials  yie1y2e2.—ykek  with  e^+e2+...+ek=6  such  that  any  other  monomial  in 

10 FJyi  yk]  can  be  generated  by  a  sequence  of  multiplications  and  divisions. 

8.  The  method  of  claim  7  where  d=2  and  G  is  either  {y^2  yk.  iyk,ykyi}  for  odd  k  or  {y ,̂  y^  yk_  ŷk]  for 
arbitrary  k. 

15  9.  The  method  of  generating  and  verifying  digital  signatures  comprising  the  steps  of: 
a)  selecting  a  modulus  n, 
b)  selecting  k  secret  polynomials  Fj  of  degree  d  (k>1,  d>1)  where  Fj  contains  variables  ŷ   yj.   ̂ in  ar- 
bitrary  form  and  yj  in  linear  form, 
c)  selecting  two  secret  kxk  matrices  A  and  B  with  entries  in  [0,n), 

20  d)  defining  a  linear  transformation  Y=AX  (mod  n), 
e)  replacing  each  yj  in  each  Fj  by  the  linear  combination  of  xt  variables  defined  by  A  and  simplifying 
the  resulting  polynomials  E,, 
f)  mixing  the  k  Ej  polynomials  by  the  linear  transformation  B, 
g)  selecting  the  coefficients  of  a  proper  subset  of  s<k  Ej  polynomials  and  using  them  as  a  public  key, 

25  h)  generating  a  message  M,  and  computing  the  hashed  form  Hj(M)  for  the  selected  indices  i,  and  ap- 
plying  to  them  the  inverse  linear  transformation  B-1, 
i)  selecting  arbitrary  values  for  the  y{s, 
j)  sequentially  solving  the  linear  equations  in  yj  derived  from  Fj  (ŷ   yj  =  Hj(M)(mod  n)  for  the  se- 
lected  indices  i, 

30  k)  computing  X=A~1Y  (mod  n)  to  derive  a  signature  X  of  message  M, 
I)  transmitting  to  a  verifier  the  modulus  n  of  step  a,  the  public  key  of  step  g,  the  message  M  of  step  h 
and  the  signature  X  of  step  k,  and 
m)  verifying  the  signature  X  of  the  message  M  by  computing  the  hashed  form  Hj(M)for  all  the  selected 
indices  i,  and  verifying  that  equations  E,fa  xm)  =  Hj(M)(mod  n)  are  satisfied. 

35 
10.  Apparatus  for  generating  and  verifying  digital  signatures  comprising 

a)  means  for  selecting  a  birational  mapping  (v̂   vk)=f(x1  xk)  comprising  k>1  rational  functions  v^fj 
(xi  vk)  ; 
b)  means  for  selecting  first  1=^s<k  of  fj  functions  and  using  them  as  a  public  key; 

40  c)  means  for  generating  a  digital  message  M; 
d)  means  for  computing  v1=h(M,i)  for  i=1  s  where  h  is  a  publicly  known  cryptographic  hash  function; 
e)  means  for  selecting  v^ri  for  i=s+1  k; 
f)  means  for  computing  signature  fa  xk)  using  inverse  of  f  to  satisfy  (v̂   vk)=f(x1  xk)  ; 
g)  means  for  transmitting  to  a  verifier  the  digital  message  M,  the  public  key  of  b)  and  the  signature  of 

45  f);  and 
h)  means  for  verifying  the  signature  off)  of  message  M  by  computing  v1=h(M,i)  for  i=1  s  and  checking 
thatv^f;  fa  xk). 

50 

55 

11.  The  apparatus  of  claim  to  wherein  the  fi  functions  of  a)  are  non-linear. 

12.  The  apparatus  of  claim  11  wherein  the  equations  of  a)  are  modulo  a  large  public  n  with  secret  factorization. 

13.  Apparatus  for  generating  and  verifying  digital  signatures  comprising: 
a)  means  for  selecting  a  set  F  of  rational  functions  in  k>1  variables; 
b)  means  for  selecting  an  algebraic  basis  G  of  F  with  the  property  that  the  representation  of  any  f  in 
F  can  be  easily  computed  in  terms  of  generators  gi  in  G; 
c)  means  for  selecting  invertible  algebraic  transformation  and  maintaining  them  as  a  private  key; 
d)  means  for  transforming  the  easy  basis  G  into  a  hard  basis  G"; 
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e)  means  for  selecting  a  proper  subset  of  5  generators  g"  in  G  as  a  public  key; 
f)  means  for  generating  a  digital  message  M; 
g)  means  for  assigning  to  each  g"with  i^s  the  hashed  value  Vi=h(M,i)  of  M  wherein  h  is  a  publicly  known 
cryptographic  hash  function,  and  to  each  g"  with  i>s  a  random  number  vpn^ 
h)  means  for  expressing  each  gi  in  the  easy  basis  G  in  terms  of  generators  g"j  in  the  hard  basis  using 
the  private  key  of  d)  ; 
i)  means  for  selecting  the  values  Xj  of  the  easy  generators  of  i)  as  signature  X  of  M;  and 
j)  means  for  verifying  the  signature  X  by  assigning  the  values  Xj  from  the  signature  to  the  easy  gen- 
erators  gi,  computing  vs  of  the  S  hard  generators  g"j  off),  evaluating  the  S  hashed  forms  of  M 
using  h  of  step  h)  and  checking  that  v1=h(M,i)  for  all  i=1  s. 

Apparatus  of  claim  13  wherein  the  means  of  c)  or  d)  carries  out  its  function  using  invertible  linear  trans- 
formations. 

Apparatus  of  claim  14  wherein  the  computations  are  carried  out  modulo  a  large  public  n  with  secret  fac- 
torization. 

Apparatus  for  generating  and  verifying  digital  signatures  comprising: 
i)  means  for  establishing  a  modulus  n,  a  public  key,  a  message  M  and  a  signature  X  through  encryption 
to  enable  signature  X  to  be  uniquely  verifiable  including 

a)  selecting  a  modulus  n, 
b)  selecting  k  secret  polynomials  Fj  of  degree  d  (k>1,d>1)  where  Fj  contains  variables  ŷ   yi+1  in 
arbitrary  form  and  yj  in  linear  form, 
c)  selecting  two  secret  kxk  matrices  A  and  B  with  entries  in  [0,n), 
d)  defining  a  linear  transformation  Y=AX  (mod  n), 
e)  replacing  each  yj  in  each  Fj  by  the  linear  combination  of  xt  variables  defined  by  A  and  simplifying 
the  resulting  polynomials  E,, 
f)  mixing  the  k  Ej  polynomials  by  the  linear  transformation  B, 
g)  selecting  the  coefficients  of  a  proper  subset  of  s<k  Ej  polynomials  and  using  them  as  a  public 
key, 
h)  generating  a  message  M,  and  computing  the  hashed  form  Hj(M)  for  the  selected  indices  i,  and 
applying  to  them  the  inverse  linear  transformation  B-1, 
i)  selecting  arbitrary  values  for  the  y{s, 
j)  sequentially  solving  the  linear  equations  in  yj  derived  from  Fj  (ŷ   yj  =  Hj(M)(mod  n)  for  the 
selected  indices  i, 
k)  computing  X=A~1Y  (mod  n)  to  derive  a  signature  X  of  message  M, 

ii)  means  for  transmitting  to  a  verifier  the  modulus  n,  the  public  key,  the  message  M,  and  the  signature 
X  to  submit  same  for  verification  of  the  signature  X,  and 
iii)  means  for  receiving  and  verifying  the  signature  X  of  the  message  M  by  computing  the  hashed  form 
Hi(M)forall  the  selected  indices  i,  and  verifying  that  equations  E^   xm)  =  Hj(M)(mod  n)  are  satisfied 
to  prove  the  verification  of  signature  X. 
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