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(54) System and method for urgent information deleting and transferring last location information 
in secure communication

(57) The present invention relates to deleting the in-
formation in mobiles devices (2)used in secure commu-
nication for security urgently and detecting the last loca-
tion information of the mobile device (2). The objective
of the present invention is to provide a system and a
method which supervises the calls of the subscribers be-
fore originating during secure communication, and which
transfers the last location information of the mobile device
(2) to the management center (5) after deletion and de-
activation of the mobile device (2) by controlling the
source of the message regarding the deletion of the con-
fidential information of the secure mobile device (2). A
further objective of the present invention is to provide a
system which supervises the call made by the subscrib-
ers in order to communicate with each other securely
according to the authorization levels of the subscribers.
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Description

Field of the Invention

[0001] The present invention relates to deleting the in-
formation in mobiles devices used in secure communi-
cation for security urgently and detecting the last location
information of the device.

Background of the Invention

[0002] In secure communication techniques used to-
day, all of the users of secure mobile device can com-
municate securely with all users as long as they know
the subscriber’s number and they use the same key. In
case one of the secure mobile devices gets lost, the said
subscriber number is included in the banned list and it is
banned as from the next list distribution. No operation
such as distributing the subscriber number included in
the banned list is performed.
[0003] In the current techniques, the secure mobile de-
vice users can communicate with all subscribers. How-
ever, in cases it is not desired that the users in different
institutions or with different duties in the same institution
communicate with each other, there is no mechanism
present to provide the said supervision.
[0004] Similarly, there are no mechanisms present to
control the message sent for deleting the confidential in-
formation included in the secure mobile device which are
lost or are in the hands of malicious people and locking
the device remotely whether it comes from an actual au-
thorized person or the message is sent unintentionally.
This situation avoids noticing the preventing the deleting
messages sent by the malicious people or sent uninten-
tionally.
[0005] United States Patent document no
US2008233919, an application known in the state of the
art, discloses a system and a method which limits the
functions of the mobile device. This assembly disables
the mobile device selectively with various mechanism.
With this invention, in case the mobile device is stolen,
the confidential information in the device becomes inac-
cessible. Furthermore, the said information can be stored
in a certain location by managing remotely.
[0006] United States Patent document no
US2009260088, an application known in the state of the
art, discloses a system and a method which destructing
the information. In the said system, the information in the
mobile device can be destructed by controlling remotely
or activating by itself. When the mobile device is lost, the
user communicates with the mobile device through the
software application and can send message command
for the destruction of the information. Therefore all se-
lected information in the device can be deleted.
[0007] United States Patent document no
US2010210240, an application known in the state of the
art, discloses a system and a method used for remote
securing and recovery operations. In this system, remote

access to the mobile device is enabled through a web
site and its security is controlled. In case of a lost or stolen
device, it is enabled to recover or destruct the information
completely. Furthermore, the invention is also used for
locking the device and locating the device. The mobile
device controlled from the management center can be
more than one and by this way the security of a specific
group of mobile devices can be controlled.
[0008] United States Patent document no US6701160,
an application known in the state of the art, discloses a
system which can block the calls coming to the mobile
device regionally and selectively. In this system, there is
a mobile communication device comprising a memory,
a controller and transceiver components. The system
compares the incoming call with a plurality of lists con-
tained in the memory. Thus, the calls in the rejection list
are rejected. The selectable lists are configurable by the
user. However the fixed lists in the memory cannot be
changed by the user.

Summary of the Invention

[0009] The objective of the present invention is to pro-
vide a system and a method which supervises the calls
of the subscribers before originating during secure com-
munication, and which transfers the last location infor-
mation of the device to the management center after de-
letion and deactivation of the device by controlling the
source of the message regarding the deletion of the con-
fidential information of the secure mobile device with the
digital signature checking.
[0010] A further objective of the present invention is to
provide a system which supervises the call made by the
subscribers in order to communicate with each other se-
curely according to the authorization levels of the sub-
scribers.

Detailed Description of the Invention

[0011] System and method for urgent information de-
leting and transferring the last location information in se-
cure communication developed to fulfill the objective of
the present invention is illustrated in the accompanying
figures wherein

Figure 1 is the schematic view of the urgent informa-
tion and last location deleting system.
Figure 2 is the flowchart of the urgent information
and last location deleting system.

[0012] The components in the figures are assigned nu-
merals as follows:

1. Urgent information deleting and last location de-
leting system
2. Secure mobile device
3. Control module
4. Database
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5. Management center
100. Method

[0013] The inventive urgent information and last loca-
tion deleting system (1) essentially comprises

- at least one secure mobile device (2) by which the
user makes a call and starts secure communication,

- at least one control module (3) which supervises the
subscriber identity information of the calls or mes-
sages coming to the mobile device (2),

- at least one database (4) wherein the information of
the secure communication subscribers are stored,

- at least one management center (5) which sends the
information present in the database (4) to the data-
base (4), wherein the said information can be rear-
ranged and which deletes the information in the mo-
bile device (2) and locks the mobile device (2).

[0014] In the inventive urgent information and last lo-
cation deleting system (1),
[0015] secure mobile device (2) is used by the user to
be able to start or receive a call. When the call is accept-
ed, the secure mobile device (2) performs data traffic and
provides secure communication.
[0016] The control module (3) is located inside the mo-
bile device (2). The control module (3) controls the sub-
scriber information and allows or blocks the incoming
calls to the mobile device (2), outgoing calls from the
device (2) or incoming messages to the device (2). The
control module (3) confirms that the message comes
from an authorized center by checking the digital signa-
ture of the urgent deletion message sent by the manage-
ment center (5).
[0017] The database (4) is located inside the mobile
device (2). The information of the subscribers is enabled
to be kept in the mobile device (2).
[0018] The management center (5) is the center
wherein the information of the subscribers is arranged.
The arranged subscriber information is transferred to the
database (4) inside the mobile device (2) from the man-
agement center (5).
[0019] In one embodiment of the invention, urgent de-
letion message is sent remotely from the management
center (5) to a lost secure mobile device (2) for deleting
the information involving confidentiality in the device (2).
[0020] The mobile device (2) informs the geographical
location of the base station to which it is last connected
to the management center (5) when the information
therein is deleted, and it is locked by the management
center (5).
[0021] In the inventive system for urgent information
deleting and transferring location information (1), lists are
formed in the management center (5) according to the
subscriber information. The lists formed are transferred
to the database (4) in the mobile device (2) from the man-
agement center (5). The control module (3) performs the
controls of the calls and messages by using the trans-

ferred lists.

4 lists are composed in the management center (5).

[0022] The black list is the list which includes the
banned subscriber information. If the control module (3)
determines that the incoming call belongs to a subscriber
number from that list, the mobile device (2) rejects the
call without showing it to the user. In case the user calls
a banned subscriber, the control module (3) determines
that the number is on the black list and the mobile device
(2) stops the calling. After the mobile device (2) stops the
call, it gives a warning message to the user.
[0023] The white list is the list which includes the user
group. If the control module (3) determines that the sub-
scriber number of the incoming or outgoing call is in the
white list, the mobile device (2) starts the secure com-
munication.
[0024] The blue list includes the information of the
management center (5) subscribers who can access the
secure mobile device (2).
[0025] The red list is the list which includes information
of top ranked subscribers.
[0026] In one embodiment of the invention, when the
control module (3) determines that a gradeless user
starts a call for a top ranked user, the mobile device (2)
blocks the call.
[0027] A method for urgent information deleting and
last location transferring in secure communication (100)
when one of the secure mobile devices (2) gets lost, com-
prises the steps of

- sending an urgent deletion message with digital sig-
nature to the lost mobile device (2) (101),

- the control module (3) controlling the digital signature
in the message sent from the management center
(5) (102),

- locking the mobile device (2) by deleting the infor-
mation in the mobile device (2) (103),

- informing the management center (5) about the last
geographical location of the device (2) (104),

- blacklisting the subscriber number of the lost mobile
device (2) (105),

- distributing the list updated in the management cent-
er (5) to all mobile devices (2) (106),

- stopping the operations (107).

[0028] In the method for urgent information deleting
and transferring last location information in the secure
communication (100), urgent deletion information is sent
to the device (2) from the management center (5) with a
digital signature (101). The control module (3) deter-
mines whether the message is actually sent by an au-
thorized center by controlling the digital signature coming
with the said message (102). Thus, the messages sent
unintentionally or sent by the malicious people are avoid-
ed. After the digital signature is confirmed, the mobile
device (2) deletes the information in its content (103).
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The device (2) is locked from the management center (5)
and it becomes unusable (103). The locked mobile de-
vice (2) sends the location information of the base station
closest to its geographical location to the management
center (5) (104).
[0029] The number of the device (2) subscriber whose
last position is determined is blacklisted in the manage-
ment center (5) (105). Upon the subscriber number is
blacklisted, the lists are updated in the management
center (5). The updated lists are sent to mobile devices
(2) of all subscribers and stored in the database (4) (106).
Thus, all subscribers are prevented from securely com-
municating with the lost device (2). After the updated lists
are sent to the mobile devices (2) or the digital signature
confirmation is not performed in step 102, the operation
is ended (107).
[0030] With the inventive system (1) and a method
(100) for urgent information deleting and transferring last
location information in secure communication a mecha-
nism is provided which will provide supervision for the
situations in case the secure mobile device (2) users in
different institutions or having different duties in same
institutions are not desired to communicate with each
other.
[0031] Furthermore, the inventive system (1) and a
method (100) for urgent information deleting and trans-
ferring last location information in secure communication
can also understand that the message is sent by an au-
thorized person by adding digital signature during send-
ing urgent information deletion message remotely to the
mobile device (2). Thus, the problem of not being able
to realize the deletion messages sent by the malicious
people or sent unintentionally present in the prior tech-
niques.
[0032] Within the scope of this basic concept, it is pos-
sible to develop various embodiments of the inventive
system (1) and method (100) for urgent information de-
leting and transferring the last location information in se-
cure communication. The invention cannot be limited to
the examples described herein and it is essentially as
defined in the claims.

Claims

1. A method for urgent information deleting and trans-
ferring last location information in secure communi-
cation (100) which provides opportunity to take ur-
gent security precaution when one of the secure mo-
bile devices (2) is lost, characterized by the steps of

- sending an urgent deletion message with dig-
ital signature to the lost mobile device (2) (101),
- the control module (3) controlling the digital
signature in the message sent from the man-
agement center (5) (102),
- locking the mobile device (2) by deleting the
information in the mobile device (2) (103),

- informing the management center (5) about
the last geographical location of the device (2)
(104),
- blacklisting the subscriber number of the lost
mobile device (2) (105),
- distributing the list updated in the management
center (5) to all mobile devices (2) (106),
- stopping the operations (107).

2. A method for urgent information deleting and trans-
ferring last location information in secure communi-
cation (100) according to claim 1, characterized by
the step of sending remote urgent deletion message
to a lost mobile device (2) by an authorized person
by adding a digital signature (101).

3. A method for urgent information deleting and trans-
ferring last location information in secure communi-
cation (100) according to any one of the preceding
claims, characterized by the step of controlling
whether an urgent deletion information coming to the
mobile device includes a digital signature (102).

4. A method for urgent information deleting and trans-
ferring last location information in secure communi-
cation (100) according to any one of the preceding
claims, characterized by the steps of blacklisting
the subscriber number of the lost device (105) and
updating the lists in the management center (5) and
distributing to all mobile devices (2), storing them in
the database of the devices (106).

5. A system for urgent information deleting and trans-
ferring last location information in secure communi-
cation (1) essentially comprising

- at least one secure mobile device (2) by which
the user makes a call and starts secure commu-
nication,
- at least one database (4) wherein the informa-
tion of the secure communication subscribers
are stored, and characterized by
- at least one control module (3) which super-
vises the subscriber identity information of the
calls or messages coming to the mobile device
(2),
- at least one management center (5) which
sends the information present in the database
(4) to the database (4), wherein the said infor-
mation can be rearranged and which deletes the
information in the mobile device (2) and locks
the mobile device (2).

6. A system for urgent information deleting and trans-
ferring last location information in secure communi-
cation (1) according to claim 5, characterized by
control module (3) which is adapted to supervise the
urgent information deleting message coming to the
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mobile device (2) by controlling the digital signature.

7. A system for urgent information deleting and trans-
ferring last location information in secure communi-
cation (I) according to claims 5 and 6, characterized
by management center (5) wherein the black list,
white list, blue list and the red list which are used in
determining the authorizations are arranged in the
secure communication of the subscribers.

8. A system for urgent information deleting and trans-
ferring last location information in secure communi-
cation (1) according to claims 5 to 7, characterized
by management center (5) which is used for sending
the updated lists to the mobile devices.
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