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Description

CROSS REFERENCE TO OTHER APPLICATIONS

[0001] This application claims priority to U.S. Provi-
sional Patent Application No. 61/206,354 (Attorney
Docket No. RALEP001+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed Jan-
uary 28, 2009, U.S. Provisional Patent Application No.
61/206,944 (Attorney Docket No. RALEP002+) entitled
SERVICES POLICY COMMUNICATION SYSTEM AND
METHOD filed February 4, 2009, U.S. Provisional Appli-
cation No. 61/207,393 (Attorney Docket No.
RALEP003+) entitled SERVICES POLICY COMMUNI-
CATION SYSTEM AND METHOD filed February 10,
2009, U.S. Provisional Patent Application No.
61/207,739 (Attorney Docket No. RALEP004+) entitled
SERVICES POLICY COMMUNICATION SYSTEM AND
METHOD filed on February 13, 2009, U.S. Provisional
Patent Application No. 61/252,151 (Attorney Docket No.
RALEP025+) entitled SECURITY TECHNIQUES FOR
DEVICE ASSISTED SERVICES, filed on October 15,
2009, and U.S. Provisional Patent Application No.
61/252,153 (Attorney Docket No. RALEP026+) entitled
DEVICE GROUP PARTITIONS AND SETTLEMENT
PLATFORM filed on October 15, 2009.
[0002] This application is a continuation in part of co-
pending U.S. Patent Application No. 12/380,780 (Attor-
ney Docket No. RALEP007), entitled AUTOMATED DE-
VICE PROVISIONING AND ACTIVATION, filed on
March 2, 2009, which is incorporated herein by reference
for all purposes, and which claims priority to U.S. Provi-
sional Patent Application No. 61/206,354 (Attorney
Docket No. RALEP001+) entitled SERVICES POLICY
COMMUNICATION SYSTEM AND METHOD filed Jan-
uary 28, 2009, U.S. Provisional Patent Application No.
61/206,944 (Attorney Docket No. RALEP002+) entitled
SERVICES POLICY COMMUNICATION SYSTEM AND
METHOD filed February 4, 2009, U.S. Provisional Appli-
cation No. 61/207,393 (Attorney Docket No.
RALEP003+) entitled SERVICES POLICY COMMUNI-
CATION SYSTEM AND METHOD filed February 10,
2009, and U.S. Provisional Patent Application No.
61/207,739 (Attorney Docket No. RALEP004+) entitled
SERVICES POLICY COMMUNICATION SYSTEM AND
METHOD filed on February 13, 2009.

BACKGROUND OF THE INVENTION

[0003] With the advent of mass market digital commu-
nications, applications and content distribution, many ac-
cess networks such as wireless networks, cable net-
works and DSL (Digital Subscriber Line) networks are
pressed for user capacity, with, for example, EVDO (Ev-
olution-Data Optimized), HSPA (High Speed Packet Ac-
cess), LTE (Long Term Evolution), WiMax (Worldwide
Interoperability for Microwave Access), DOCSIS, DSL,
and Wi-Fi (Wireless Fidelity) becoming user capacity

constrained. In the wireless case, although network ca-
pacity will increase with new higher capacity wireless ra-
dio access technologies, such as MIMO (Multiple-Input
Multiple-Output), and with more frequency spectrum and
cell splitting being deployed in the future, these capacity
gains are likely to be less than what is required to meet
growing digital networking demand.
[0004] Similarly, although wire line access networks,
such as cable and DSL, can have higher average capac-
ity per user compared to wireless, wire line user service
consumption habits are trending toward very high band-
width applications and content that can quickly consume
the available capacity and degrade overall network serv-
ice experience. Because some components of service
provider costs go up with increasing bandwidth, this trend
will also negatively impact service provider profits.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Various embodiments of the invention are dis-
closed in the following detailed description and the ac-
companying drawings.

Figure 1 illustrates a functional diagram of a network
architecture for quality of service (QoS) for device
assisted services (DAS) in accordance with some
embodiments.

Figure 2 illustrates another functional diagram of an-
other network architecture for quality of service
(QoS) for device assisted services (DAS) in accord-
ance with some embodiments.

Figure 3 illustrates a functional diagram of another
network architecture for quality of service (QoS) for
device assisted services (DAS) in accordance with
some embodiments.

Figures 4A through 4C illustrates a functional dia-
gram for quality of service (QoS) for device assisted
services (DAS) in accordance with some embodi-
ments.

Figure 5 illustrates a functional diagram for gener-
ating a QoS activity map for quality of service (QoS)
for device assisted services (DAS) in accordance
with some embodiments.

Figure 6 illustrates a functional diagram for quality
of service (QoS) for device assisted services for an
end to end coordinated QoS service channel control
in accordance with some embodiments.

Figure 7 illustrates a flow diagram for quality of serv-
ice (QoS) for device assisted services (DAS) in ac-
cordance with some embodiments.

Figures 8A through 8C illustrates a flow diagram
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for quality of service (QoS) for device assisted serv-
ices (DAS) in accordance with some embodiments.

Figure 9 illustrates a flow diagram for quality of serv-
ice (QoS) for device assisted services (DAS) in ac-
cordance with some embodiments.

Figure 10 illustrates a flow diagram for quality of
service (QoS) for device assisted services (DAS) in
accordance with some embodiments.

Figure 11 illustrates a flow diagram for quality of
service (QoS) for device assisted services (DAS) in
accordance with some embodiments.

Figure 12 illustrates a device stack providing various
service usage measurement in accordance with
some embodiments.

Figure 13 illustrates a device stack providing various
service usage measurement in accordance with
some embodiments.

DETAILED DESCRIPTION

[0006] The invention can be implemented in numerous
ways, including as a process; an apparatus; a system; a
composition of matter; a computer program product em-
bodied on a computer readable storage medium; and/or
a processor, such as a processor configured to execute
instructions stored on and/or provided by a memory cou-
pled to the processor. In this specification, these imple-
mentations, or any other form that the invention may take,
may be referred to as techniques. In general, the order
of the steps of disclosed processes may be altered within
the scope of the invention. Unless stated otherwise, a
component such as a processor or a memory described
as being configured to perform a task may be implement-
ed as a general component that is temporarily configured
to perform the task at a given time or a specific component
that is manufactured to perform the task. As used herein,
the term ’processor’ refers to one or more devices, cir-
cuits, and/or processing cores configured to process da-
ta, such as computer program instructions.
[0007] A detailed description of one or more embodi-
ments of the invention is provided below along with ac-
companying figures that illustrate the principles of the
invention. The invention is described in connection with
such embodiments, but the invention is not limited to any
embodiment. The scope of the invention is limited only
by the claims and the invention encompasses numerous
alternatives, modifications and equivalents. Numerous
specific details are set forth in the following description
in order to provide a thorough understanding of the in-
vention. These details are provided for the purpose of
example and the invention may be practiced according
to the claims without some or all of these specific details.
For the purpose of clarity, technical material that is known

in the technical fields related to the invention has not
been described in detail so that the invention is not un-
necessarily obscured.
[0008] As wireless networks, such as mobile networks,
evolve towards higher bandwidth services, which can in-
clude or require, for example, various levels of Quality of
Service (QoS) (e.g., conversational, interactive data,
streaming data, and/or various (end-to-end) real-time
services that may benefit from QoS), demands will in-
crease for converged network services to facilitate such
services for end-to-end services between networks (e.g.,
to allow for control and/or support for such services, for
example, QoS support, across network boundaries, such
as between wireless networks (such as various service
provider networks) and IP networks (such as the Inter-
net), and/or other networks). While various efforts have
attempted to address such QoS needs, such as policy
management frameworks for facilitating QoS end-to end
solutions, there exists a need to facilitate various QoS
requirements using device assisted services.
[0009] Accordingly, Quality of Service (QoS) for De-
vice Assisted Services (DAS) are provided. In some em-
bodiments, QoS for DAS is provided.
[0010] To establish a QoS channel, differentiated serv-
ices are typically available, in which one class/level of
service has a higher priority than another to provide for
differentiated services on a network, such as a wireless
network. For example, in a wireless network, various net-
work elements/functions can be provisioned and control-
led to establish a single end or end to end QoS channel.
In some embodiments, a centralized QoS policy coordi-
nation and decision function using Device Assisted Serv-
ices (DAS) techniques to assist in coordinating the QoS
channel setup and control among the various elements
of a wireless network is provided.
[0011] In some embodiments, QoS channel refers to
the logical communication channel connected to a device
that provides a desired level of QoS service level. For
example, the QoS channel can be created with one or
more QoS links, in which each link represents a QoS
enabled connection that spans a portion of the total end
to end network communication path from a near end de-
vice to a far end device. For example, the far end device
can be on the same network or on a different network,
potentially with different access technology and/or a dif-
ferent access network carrier. In some embodiments, the
QoS channel includes one or more QoS links in which
each link in the channel is QoS enabled, or one or more
of the links in the channel is QoS enabled and others are
not. As an example, a QoS channel can include the fol-
lowing links: a first device traffic path link, a first device
to access network equipment element link (e.g.
2G/3G/4G wireless base station, WiFi access point, ca-
ble network head end, DSLAM, fiber aggregation node,
satellite aggregation node, or other network access
point/node), a first carrier core network, a long haul IPX
network, a second carrier core network, a second device
to access network equipment element link, and a second
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device traffic path link as similarly described herein with
respect to various embodiments.
[0012] In some embodiments, each of the links de-
scribed above have the ability to provide QoS services
for that segment of an overall QoS channel. In some em-
bodiments, the device traffic path link and/or the device
to access network equipment element link are QoS en-
abled, but the carrier core network and/or IPX network
links are not QoS enabled. In some embodiments, the
core network and/or IPX network have sufficient over-
provisioning of bandwidth that QoS is not limited by these
network elements and, for example, can be limited by
the device traffic link and/or the device to access network
equipment element link do not have sufficient excess
bandwidth making it desirable to QoS enable these QoS
channel links. A common example is a 2G/3G/4G wire-
less network in which a device traffic path link and the
device to access network element link (e.g., Radio Ac-
cess Bearer (RAB)) are QoS enabled while the carrier
core network and IPX network links are not (e.g., are
provided at a best effort service level or other service
levels).
[0013] In some embodiments, a QoS session refers to
the QoS enabled traffic for a given device that flows over
a QoS channel or QoS link. This QoS traffic supports a
QoS service activity. In some embodiments, a QoS serv-
ice activity includes a device service usage that is re-
quested, configured, or preferably serviced with a given
level of QoS. In some embodiments, a device QoS ac-
tivity is a combination of one or more of the following:
application, destination, source, URL or other similar
service identifier, service provider, network type, traffic
type, content type, network protocol, session type, QoS
identifier, time of day, network capacity (e.g., network
busy state), user service plan authorization or standing,
roaming/home network status, and/or other crite-
ria/measures as similarly described herein. For example,
QoS service activities that are supported by QoS ses-
sions can include VOIP traffic, streaming video traffic,
differentiated access bandwidth during busy network pe-
riods, real-time interactive traffic, such as network con-
nected multimedia meetings (e.g., shared presentations,
picture, video, voice, and/or other such applications/serv-
ices), best effort interactive such as Internet browsing,
time sensitive services, such as email message body de-
livery, near real time interactive services, such as SMS
or push to talk, background download services, such as
email downloads and other file transfers (e.g., FTP),
and/or truly background download services, such as soft-
ware updates.
[0014] In some embodiments, various QoS levels or
classes are supported. For example a conversation class
can provide for real-time traffic, which is typically very
delay sensitive but can tolerate bit errors and packet loss-
es. The conversational class is typically used for Voice
Over IP (VOIP) and video telephony, in which users of
such services benefit from the short delay features of the
conversational class) A streaming class is similar to the

conversational class except that the streaming class is
typically can tolerate more delay than the conversational
class. The streaming class is generally used for one end
of the connection is a user (e.g., human user) and the
other end is a machine/computer (e.g., for streaming con-
tent applications, such as streaming of video, such as
movies or other video content). An interactive class is
generally intended for traffic that allows delay variation
while requiring reasonably low response time (e.g., web
browsing or other applications in which the channel can
be unused for long periods of time but when a user makes
a request for a new page/data, the response time should
be reasonably low). A background class is generally used
for lowest priority service usages (e.g., typically used for
e-mail, software updates, and/or other similar applica-
tions). In some embodiments, various QoS classes or
services are applicable to the conversational class. In
some embodiments, various QoS classes or services are
also applicable to the streaming class. In some embod-
iments, various QoS classes or services are also appli-
cable to the interactive class but typically not applicable
to the background class. As will now be apparent to one
of ordinary skill in the art, various other classes can be
provided with lower or higher granularity based on serv-
ice usage/channel requirements and/or network archi-
tectures.
[0015] In some embodiments, a QoS link or a QoS
channel supports one QoS session. In some embodi-
ments, a QoS link or a QoS channel supports multiple
QoS sessions. In some embodiments, QoS link provi-
sioning is provided to setup the QoS traffic level for a
given QoS session or group of QoS sessions.
[0016] In some embodiments, a QoS channel is a sin-
gle ended QoS channel or an end to end QoS channel.
For example, if a QoS channel is end to end, then the
QoS channel provisioning is accomplished in a coordi-
nated manner for each QoS enabled link in the QoS chan-
nel. If a QoS channel is single ended, then the network
elements and/or device participate in provisioning as
much of one end of the QoS channel as possible, leaving
provisioning of the QoS for the other end of the channel
as the responsibility of the device and/or network ele-
ments that handle the traffic at the other end of the QoS
channel. In some embodiments a single ended QoS
channel includes another single ended QoS channel at
the other end. In some embodiments, only one end has
single ended QoS channel enablement while the other
end of the channel is a best effort service level, which,
for example, can be used where one end of the QoS
channel has tighter constraints on traffic capacity or qual-
ity than the other end (e.g., a VOIP call with one end that
is QoS enabled on a 3G wireless network that has rela-
tively tight bandwidth compared to a lightly loaded cable
modem network device on the other end which may not
need to be QoS enabled in order to achieve adequate
voice quality).
[0017] In some embodiments, a QoS request (e.g., a
QoS channel request or QoS service request) is a request
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for a QoS provisioning event to enable a QoS channel
for one or more QoS service activities. In some embod-
iments, QoS availability assessment includes determin-
ing whether one or more of the links in a possible QoS
channel are available (e.g., based on network capacity
and transmission quality) to provision the necessary level
of QoS for a requested QoS channel. In some embodi-
ments, a QoS request is initiated by a device, a user, an
application, and/or a network element/function as simi-
larly described herein.
[0018] In some embodiments, a service plan refers to
the collection of access service capabilities and/or QoS
capabilities that are associated with a communications
device. In some embodiments, the access and/or QoS
capabilities are determined by the collection of access
service control policies for the device. In some embodi-
ments, these service control policies are implemented in
the network equipment. In some embodiments, these ac-
cess service control policies are implemented both in the
device and in the network equipment. In some embodi-
ments, these access service control policies are imple-
mented in the device. In some embodiments, there are
different levels of service control capabilities (policies)
based on different levels of service plan payments or
device standing or user standing. In some embodiments,
there are different levels of service control policies based
on network type, time of day, network busy status, and/or
other criteria/measures as similarly described herein with
respect to various embodiments. In some embodiments,
the access control and QoS control policies are based
on the type of service activity being sought. In some em-
bodiments, the QoS level and access level available for
a given service activity for a given device or user is de-
termined by the policies associated with the service plan.
In some embodiments, a QoS authorization assessment
is performed to determine whether a device or user has
sufficient service plan standing to allow the requested
level of QoS.
[0019] In some embodiments, before a QoS channel
or link is provisioned (or before a QoS request is respond-
ed to or filled), a QoS availability assessment is per-
formed to determine whether sufficient communication
channel resources are available to provision the neces-
sary level of QoS for the QoS channel or link. In some
embodiments, this QoS availability assessment is deter-
mined by assessing the available QoS capacity for one
or more necessary QoS links in the channel. For exam-
ple, the available QoS link capacity can be assessed for
one or more of a device traffic path, a device to access
network equipment element link, a core network link,
and/or an IPX network link. If the QoS assessment shows
that the necessary channel capacity and quality is avail-
able for the desired QoS level for one or more desired
QoS service activities, then a QoS channel request or
QoS service request can be granted. In some embodi-
ments, a QoS link or QoS channel reservation process
is provided to reserve QoS capacity and quality in ad-
vance of link or channel provisioning to ensure that the

available QoS resources are not assigned between the
time of QoS availability assessment and QoS channel
provisioning.
[0020] In some embodiments, the QoS availability as-
sessment is performed after QoS authorization assess-
ment. This prevents the unnecessary exercising of net-
work elements when the device or user does not have
sufficient service plan standing to receive the desired lev-
el of QoS even if it is available. This can be an important
screening function performed on the device in the service
processor, or by a centralized network function such as
the service controller (or interchangeably the home
agent, HLR, AAA, base station, one of the gateways or
other network element/function). In some embodiments,
QoS availability is assessed without conducting a QoS
authorization assessment or before receiving the re-
sponse to a QoS authorization assessment.
[0021] In some embodiments, a QoS channel is provi-
sioned to create the QoS channel to support a QoS ses-
sion (e.g., a QoS service activity). In some embodiments,
QoS channel provision includes assigning, routing,
and/or otherwise causing the QoS session traffic to flow
over one or more QoS links in the assigned QoS channel.
[0022] In some embodiments, device assisted service
traffic control and QoS apply readily and directly to the
problems of managing a QoS device link for QoS channel
provisioning. Accordingly, in some embodiments, a serv-
ice provider is provided to assist in provisioning the de-
vice portion of the QoS channel. In some embodiments,
the service processor provisions the device link portion
of the QoS channel by placing a higher priority on higher
QoS level traffic. In some embodiments, this QoS priority
is implemented in a number of ways, including routing
the higher priority QoS traffic into first priority in the down-
stream and/or upstream traffic queues. Upstream traffic
queuing is performed directly in some embodiments by
transmitting guaranteed bit rate traffic first at higher avail-
able throttling rates, differentiated QoS traffic second with
a controlled throttling rate, best effort traffic third with pos-
sibly lower controlled throttled rates, and/or background
traffic fourth when/if bandwidth not needed by the higher
levels of QoS traffic and at lower controlled throttling
rates. For example, downstream traffic can be handled
by queuing traffic and delaying or preventing TCP ac-
knowledgements to be returned for the lower levels of
QoS priority, while immediately passing the traffic and
TCP acknowledgements for higher levels of QoS priority.
The device link portion of the QoS channel is thus provi-
sioned by assigning policies for the queuing priority, de-
lay, throttle rate and TCP acknowledgement return rate
for device traffic in accordance with the bandwidth that
is available at any point in time for the device. In some
embodiments, various device service processor traffic
control capabilities regulate or partially regulate QoS in
accordance with a set of network policy instructions, in-
cluding, in some embodiments, a service plan policy set.
[0023] In some embodiments the device service proc-
essor establishes multiple QoS channels through the de-
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vice traffic path with each QoS channel having traffic con-
trol policies as described herein, with each QoS channel
policy set creating a different class of QoS. In some em-
bodiments, employing this multiple QoS channel ap-
proach, QoS for a given service activity is provided by
routing the traffic for that QoS activity to the appropriate
QoS channel with the appropriate QoS policy settings.
The routing to the appropriate QoS channel can be pro-
vided using various techniques. For example, the routing
can be provided by applying a common service traffic
control policy set to traffic associated with all QoS service
activities that require or request the QoS provided by the
common service traffic control policy set. The application
of the service traffic control policy set can be accom-
plished in a number of ways utilizing the embodiments
described for the policy implementation agent and the
policy control agent described herein. In such embodi-
ments, the problem of assigning a QoS channel to a
number of QoS service activities is reduced to applying
a pre-determined set of service traffic control policies to
each of the QoS service activities, with each pre-deter-
mined set of service traffic control policies representing
a different QoS class. The device can then manage the
overall QoS for all traffic based on the available traffic
capacity and quality, the total aggregate traffic demand
for each QoS traffic class and the policy rules that deter-
mine how each traffic class is provided with differential
bit rate and traffic quality as compared to the other traffic
classes for a given level of available traffic capacity and
quality.
[0024] Based on the aggregate demand for each traffic
QoS class, and the traffic capacity and quality level avail-
able to the device, the service processor can adjust the
total available bit rate or percentage of available traffic
capacity for each QoS class. For example, in some em-
bodiments, the aggregate demand for the real time inter-
active traffic control class (e.g. services, such as VOIP,
emergency communication services or high performance
real time competitive gaming) can be determined, and
the QoS routing function on the device (e.g., a QoS router
agent/function) can first allocate enough constant bit rate
traffic capacity from the available traffic capacity to satisfy
these services, with each QoS service activity that re-
quires this QoS class being assigned to this QoS channel.
As more QoS service activities require this traffic class,
the capacity allocated to the QoS channel out of the avail-
able device capacity is increased, and when fewer QoS
service activities require this traffic class the capacity for
this QoS channel is released. In the event that the device
does not have any more available capacity with a guar-
anteed bit rate QoS level, then additional QoS service
activities that desire, require or request this QoS level
will not be provided this QoS level, and instead will either
be provided with a lower QoS level or will not be allowed
to connect to the access network. In some embodiments,
there can be a hierarchy among the possible QoS service
activities so that if there is no more capacity available at
a given service QoS level, then the available capacity for

that QoS class is provided to the service activities requir-
ing that QoS from highest priority to lowest, until the avail-
able QoS class capacity is consumed, and then one or
more QoS service activities that are too low on the priority
list to obtain service with that QoS class are either
bumped to a lower QoS class or are denied access. In
some embodiments, once the required capacity to satisfy
the real time constant rate traffic needs is satisfied, the
remaining capacity available to the device is then divided
among the other QoS channel classes in accordance with
a priority policy, with the priority policy being based on
the relative priority of each service class, the relative pri-
ority of each QoS service activity, or a combination of the
relative priority of each QoS service class and each QoS
service activity. For example, these relative priority pol-
icies can vary from device to device based on service
plan selection, device type, user standing, user group,
device location, device network connection, type of net-
work, time of day, network busy state, and/or other cri-
teria/measure.
[0025] In some embodiments, a QoS link is established
between the device and an access network equipment
element. For example, such equipment element embod-
iments can include a 2G/3G/4G wireless base station, a
wireless access point, a cable network head end, a DSL
network DSLAM, a fiber network device traffic aggrega-
tor, a satellite network device traffic aggregator, a frame
relay aggregation node, an ATM aggregation node,
and/or other network equipment. In some embodiments,
a logical communication channel is created between the
device and the network equipment element, with the log-
ical communication channel supporting a given level of
QoS or QoS class traffic policy set. For example, the
logical channel can include a RAB formed between a
2G/3G/4G base station and a wireless end point device.
The RAB can be formed by controlling the media access
control (MAC) parameters of the base station radio chan-
nel so that a given level of QoS class policies can be
implemented. For example, the RAB can support con-
stant bit rate, low latency communication traffic for guar-
anteed bit rate real time traffic, or a differentiated high
priority access channel for streaming traffic, or a best
effort random access channel for best effort traffic, or an
available unused capacity traffic for background traffic.
The QoS channel link created in this manner can be ded-
icated to a single device, or shared with a subset of de-
vices, or available to all devices. The QoS channel link
created in this manner can be used by the device to sup-
port a single QoS activity as described herein, or a group
of QoS activities as described herein. It will now be ap-
parent to one of ordinary skill in the art that similar settings
for cable head end and cable modem MAC can yield
similar QoS classes for QoS links for the cable modem
case and that similar techniques can be applied for a
wireless access point or a satellite system MAC to
achieve similar QoS classes for QoS links. It will also
now be apparent to one of ordinary skill in the art that by
creating multiple logical channels in the device link,
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and/or adjusting the available access network capacity
and quality for each logical device communication chan-
nel in the DSLAM or fiber aggregator, similar QoS class
QoS links can be established for the DSL and fiber dis-
tribution network cases.
[0026] In some embodiments the device service proc-
essor serves to route QoS service activities to the appro-
priate logical communication channel established for the
desired QoS class supported by a QoS link between the
device and the access network equipment element. In
some embodiments, the device service processor ele-
ments (e.g., the policy implementation agent and/or the
policy control agent) can be used in some embodiments
to assign the same QoS traffic control policies to one or
more QoS service activities that require the same QoS
level. In a similar manner, in some embodiments, the
device service processor elements can be used to assign
or route service activity traffic for a given QoS class to
the correct logical communication channel between the
device and the access network element (e.g., a
2G/3G/4G base station) that supports the traffic control
policies for the desired QoS class. For example, a QoS
service link that supports guaranteed bit rate and latency
can be established with one or more RABs from a base
station to the device, and a second QoS service link can
be established that supports differentiated preferred ac-
cess for streaming content using one or more differenti-
ated access RABs, and a third best effort RAB can be
used to support best effort traffic. Each of the required
RABs is first requested and then provisioned as de-
scribed herein based on the aggregate required capacity
and quality for one or more QoS service activities that
require or desire the specific QoS service class associ-
ated with the RAB logical channel policy parameters.
Once the set of logical QoS channels is thus established,
the service processor (e.g., QoS router agent/function)
routes the traffic associated with each QoS service ac-
tivity to the appropriate RAB. In some embodiments, the
service processor can detect increases or decreases in
aggregate QoS class demand for each QoS class as QoS
activities are initiated or terminated for that QoS class,
and the service processor can communicate the required
increases or decreases in the RAB assignments required
to support that logical QoS channel.
[0027] In some embodiments, the access QoS link is
established by direct communication from the device in
which the device requests the QoS channel or link from
the access network equipment element, or the device
requests the QoS channel or link from an intermediate
networking device, such as a service controller (e.g., or
a readily substituted device with similar features, such
as a home agent, an HLR, a mobile switching center, a
base station, an access gateway, a AAA system, or a
billing system). In some embodiments, the device service
processor bases the QoS channel or link request on an
association the device performs to match a QoS service
activity with a desired or required QoS class or QoS traffic
control policy set. For example, this association of QoS

class or QoS traffic control policy set with QoS service
activity can be determined by a predefined policy map-
ping that is stored on the device and used by the service
processor. In some embodiments, this policy mapping
store is populated and/or updated by a service controller
(e.g., or similar function as described herein). In some
embodiments, the mapping is determined by a service
controller (e.g., or similar function as described herein)
based on a report from the device of the QoS service
activity that needs the QoS channel or link.
[0028] In some embodiments, the required or desired
QoS level for one or more QoS service activities is de-
termined by a set of QoS service traffic control policies
that are pre-assigned to various QoS service activities.
For example, a given application can be pre-assigned a
QoS class. As another example, a web service destina-
tion such as a VOIP service site can be assigned a QoS
class. As another example, a given application can have
one QoS assignment level for general Internet traffic but
have a QoS assignment for real-time gaming traffic. As
another example, a real-time broadcasting website can
have a best effort QoS level assigned to programming
information and general browsing and have a differenti-
ated streaming QoS level for broadcast traffic content.
In some embodiments, detection of QoS need or QoS
assignment request for a given activity can be assigned
by a device service processor according to a pre-defined
QoS policy rules table (e.g., QoS activity table), or can
be determined by a service controller based on informa-
tion reported by the device, or can be requested by an
application through a QoS application interface (e.g.,
QoS API), or can be determined by the nature of incoming
traffic.
[0029] In embodiments, in which both end points in the
QoS channel participate in establishing an end to end
QoS channel, the required QoS level is determined
and/or communicated by the originating end point. In
some embodiments, the required QoS level is deter-
mined and/or communicated by the receiving end point.
In some embodiments the QoS level is determined and/or
communicated by the originating end point service con-
troller (e.g., or the access network element (such as a
base station), the HLR, home agent, mobile switching
center, AAA, gateway, or other network element/func-
tion). In some embodiments, the QoS level is determined
and/or communicated by the receiving end point service
controller (e.g., or alternatively the access network ele-
ment (such as a base station), the HLR, home agent,
mobile switching center, AAA, gateway, or other network
element/function). In some embodiments, the receiving
end point service controller (e.g., or the access network
element (such as a base station), the HLR, home agent,
mobile switching center, AAA, gateway or other network
function) and the originating end point service controller
(e.g., or other similar function) communicate with one
another to coordinate establishment of the QoS channel
between the end points.
[0030] In some embodiments, the near end or originat-
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ing end device service processor contacts the far end or
terminating device service processor to initiate a QoS
channel. In some embodiments, the initiation of the QoS
channel from the near end or originating device is per-
formed automatically by the far end device when its serv-
ice processor detects that a given level of QoS is needed
for the communication between the two devices. In some
embodiments, the near end or originating device service
processor detects the need for a QoS channel to the far
end or terminating device and contacts a central network
resources, such as the service controller (e.g., or other
equipment element with similar function for this purpose),
and the service controller provisions the far end of the
QoS channel, either by communicating directly with the
far end device or by communicating with the far end de-
vice’s service controller (e.g., or other equipment element
with similar function for this purpose). In some embodi-
ments, in which the far end device service controller is
contacted to assist in provisioning the QoS channel, there
is a look up function to determine the address of the far
end service controller based on a look up index formed
from some aspect of the far end device credentials (e.g..,
phone number, SIM I.D., MEID, IMSI, IP address, user
name, and/or other device credentials).
[0031] In some embodiments, the mapping of QoS
service activity to the desired level of QoS class or QoS
traffic control policies is determined by providing a QoS
API in the device service processor that applications use
to request a QoS class or QoS channel connection. In
some embodiments, an API is provided so that applica-
tion developers can create application software that uses
the standard interface commands to request and set up
QoS channels. In some embodiments, the API does one
or more of the following: accepts QoS requests from an
application, formats the QoS channel request into a pro-
tocol appropriate for transmission to network equipment
responsible for assessing QoS channel availability (e.g.,
including possibly the device traffic control system), co-
ordinates with other network elements (e.g., including
possibly the device traffic control system) to reserve a
QoS channel, coordinates with other network elements
(e.g., including possibly the device traffic control system)
to provision a QoS channel, informs the application that
the desired QoS channel can be created or not, and/or
coordinates with other network elements (e.g., including
possibly the device traffic control system) to connect the
application with the desired QoS channel class. In some
embodiments, the QoS API accepts the application QoS
request and communicates and possibly coordinates
with one or more QoS network equipment elements, such
as a base station, cable head end or access point. In
some embodiments, the QoS API accepts the QoS re-
quest from the application and communicate and possi-
bly coordinates with an intermediate network element,
such as a service processor (e.g., or other similar function
as described herein). In some embodiments the QoS API
assesses the QoS service plan standing for the device
or user before sending QoS channel requests to other

network elements, and only initiates the QoS request se-
quence if required service plan authorization is in place.
In this manner, the potentially complex process of estab-
lishing a QoS channel with all the specific equipment
communication protocols that typically need to be sup-
ported to assess QoS channel availability and provision
the QoS channel are simplified into a limited set of API
commands that are easy for an application development
community to learn about and use for QoS differentiated
services and applications.
[0032] In some embodiments, local traffic control on
the device service processor is combined with traffic con-
trol in the link between the device and the access network
equipment element. In this manner, both the device traffic
control path QoS link and the device to access network
element QoS link can be coordinated for best device QoS
performance results given the available capacity and
quality of the access network traffic for the device. In
some embodiments the policies for how the device man-
ages local traffic control, establishes access network el-
ement logical channels (e.g., RABs) and routes traffic to
and from the access network element logical channels
is all determined by pre-defined policy rules loaded onto
the device by the service controller (or other equivalent
network element). In some embodiments, these policies
are determined in the service controller itself.
[0033] In some embodiments, a QoS user interface
(e.g., QoS UI) is presented to the device user. In some
embodiments, the QoS UI notifies the user what level of
QoS services the device is authorized to receive based
on the service plan selection. In some embodiments, the
QoS UI notifies the user what level of QoS services are
available on the present network the device is connected
to at the present time. In some embodiments, the QoS
UI notifies the user when a level of QoS service that is
higher than that authorized by the user service plan is
required or desirable for a given service activity that the
device has initiated. In some embodiments, the QoS UI
provides the user with a set of one or more upgrade op-
tions to upgrade the service plan to include a higher level
of QoS for one or more service activities. In some em-
bodiments, the QoS UI provides the user with an oppor-
tunity to specify what level of QoS the user would like to
employ for one or more service usage activities. In some
embodiments, the QoS UI allows the user to specify a
service plan setting that provides differentiated QoS dur-
ing times when the network is busy. In some embodi-
ments, the QoS UI allows the user to purchase one or
more grades of service QoS with either a post-pay for a
pre-defined service period and one or more pre-defined
service usage limits by QoS class, a pre-pay for one or
more pre-defined service usage limits by QoS class, or
another payment system for differentiated QoS services.
In some embodiments the QoS UI provides the user with
an opportunity to QoS enable or pay for QoS services
for a connection that is initiated by an incoming connec-
tion to the device.
[0034] In some embodiments, QoS for DAS tech-
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niques include verifying that the device is properly imple-
menting the QoS traffic control policies, for example, in
accordance with a service plan. This ensures that errors,
hacking, user device software settings manipulations, or
other malware events do not result in inappropriate levels
of QoS for a given device or group of devices. Accord-
ingly, in some embodiments, the traffic control and QoS
verification techniques described herein are employed
to verify that the proper level of QoS is applied for a given
service usage activity in accordance with a QoS priority
policy. For example, verification of QoS channel request
policy rules behavior can be implemented in a variety of
ways including, as an example, monitoring device QoS
channel requests and comparing the level of QoS re-
quested with the level of QoS the device is authorized to
receive in the service plan in effect for the device. Veri-
fication of proper QoS channel usage behavior by a de-
vice can be implemented in a variety of ways including,
for example, monitoring network based reports of QoS
service usage and comparing the network based reports
against the service policy rules that should be in effect
given the device service plan. Verification of proper de-
vice traffic control to implement a QoS service policy that
is in effect can be accomplished in a variety of ways by
verifying that the appropriate traffic control policy rules
are being properly implemented as described herein.
[0035] In some embodiments, the QoS router prioritiz-
es traffic on the device. In some embodiments, the QoS
router connects the QoS enabled session to the RAB that
has the proper QoS level. In some embodiments, one
session is routed to the RAB. In some embodiments,
more than one session can be routed to an RAB. In some
embodiments, multiple RABs providing multiple QoS lev-
els are created to the device, and the QoS router routes
each service activity to the RAB dictated by the QoS pol-
icy rules in effect on the device.
[0036] In some embodiments, the network collects
service usage charges for different QoS classes. In some
embodiments, there is differentiated service charging for
the different classes of QoS service usage. As an exam-
ple, since guaranteed bit rate traffic consumes network
resources whether the traffic capacity is used or not, there
can be a time element involved in the charging calcula-
tions. As a more detailed example, guaranteed bit rate
services can be charged by the total bandwidth provi-
sioned to the device at a given time multiplied by the
amount of time that that bandwidth is made available. In
some embodiments, differentiated access traffic that has
higher QoS than best effort traffic but is not guaranteed
bit rate can be charged at a higher rate than best effort
traffic but lower than guaranteed bit rate. Such traffic in
some embodiments can be charged based on the time
the QoS channel is made available and the total amount
of data transmitted over the channel, or can only be based
on the total amount of data transmitted over the channel.
Best effort traffic is charged in some embodiments based
only on the total amount of data used, with the data charg-
es being less than differentiated streaming access serv-

ices. Background data services in some embodiments
are charged at the lowest rate, possibly with only certain
times of the day or periods of low network traffic demand
being available for such services, and with the service
being based on total data transmitted. In some embodi-
ments, all QoS service levels can be charged based on
a fixed price for a fixed charging period, possibly with a
service usage cap with additional charges if the service
cap is exceeded. In such fixed price scenario embodi-
ments, the price charged is again higher for higher levels
of QoS.
[0037] In some embodiments, the network equipment
(e.g., access network element, gateways, AAA, service
usage storage systems, home agent, HLR, mobile data
center, and/or billing systems) record and report service
usage for one or more of the QoS service classes used
by the device. In some embodiments, the device service
processor records and reports service usage for one or
more of the QoS service classes used by the device and
reports the QoS service class usage to the service con-
troller (e.g., or other substitute network element). In some
embodiments, in which the device is recording reporting
usage for one or more QoS service classes, it is important
to verify the device service usage reports to ensure that
the device usage reports are not distorted, tampered
with, and/or otherwise in error. In some embodiments,
verifying service usage reports against service usage
that should be occurring given the service control policies
in place on the device, service processor agent functional
operation verification, test service usage events, agent
query response sequences, device service processor
software protection techniques, device service processor
software environment checks, and several other tech-
niques are provides as described herein. For example,
using one or more of these verification techniques can
provide a verifiable device assisted QoS service usage
charging system.
[0038] In some embodiments, device assisted traffic
control is provided for managing network congestion as
follows. When a given base station or group of base sta-
tions experience traffic demand that is high relative to
the available capacity and/or service quality that can be
provided, and such a condition is detected by means of
network busy state assessment as described below, then
a service controller (e.g., or other interchangeable net-
work function) can issue traffic control throttling policies
to the devices in accordance with a measure of the ex-
cess traffic demand the one or more base stations is ex-
periencing. For example, the device service processors
connected to an overly busy base station can be instruct-
ed to reduce the traffic control priority for one or more
classes of QoS traffic, reducing the queuing priority, throt-
tling rate, delay and/or access allowance for some or all
of one or more classes of traffic. As another example,
background download processes, such as software up-
dates can be turned off completely or throttled back sig-
nificantly. As another example, best effort traffic such as
Internet browsing can be throttled or reduced for a group
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of devices connected to base stations experiencing ex-
cess traffic demand. As another example, a policy can
be implemented on the devices connected to busy base
stations in which the device is allowed to browse or con-
duct other best effort service activities at a relatively high
throttling rate for a period of time, but if the device uses
more than a certain amount of service (e.g., total data
downloaded and/or uploaded) in a certain period of time
then the device may be traffic controlled according to an
adaptive throttling policy as described in previous disclo-
sures. In some embodiments, higher QoS level traffic
cannot be throttled in such circumstances, such as VOIP
traffic where real time guaranteed bit rate is important to
meet user service needs or expectations, while lower pri-
ority traffic such as interactive browsing and/or back-
ground download are throttled and/or blocked. In some
embodiments, the QoS availability assessment process-
es described herein are adjusted so that higher QoS
channels are not provided and provisioned in times or
locations in which a given base station or group of base
stations experience excess demand or demand above a
given threshold.
[0039] In some embodiments, users or devices that
have service plans with higher QoS levels, or service
plans with higher priority during busy network periods
have different traffic control policies applied to them that
result in a higher level of traffic performance and/or a
higher level of QoS service availability. For example,
emergency service workers can be given higher traffic
control access policies that result in differentiated serv-
ices during peak busy times on the network or a portion
of the network. In some embodiments, users can obtain
a premium service plan for differentiated access during
peak busy time periods or may use higher levels of QoS
service settings and/or service plans to achieve differen-
tiated service during peak busy periods. As another ex-
ample, services that demand high QoS, such as real time
voice services, instant messaging, push to talk, differen-
tiated video streaming, and/or interactive gaming, are not
traffic controlled to the same extent that other lower pri-
ority services or lower class service plans are traffic con-
trolled during peak busy times. For example, this type of
service differentiation can also be applied based on de-
vice type, user group, user standing, user reward zone
points, other criteria/measures as similarly described
herein.
[0040] In some embodiments, the decision to reduce
the access traffic control settings as described above is
made by the device service processor based on the de-
vice’s assessment of the network capacity, which can
determined using various techniques as described here-
in. In some embodiments, the decision to reduce the ac-
cess traffic control settings as described above is made
by a service controller (e.g., or other interchangeable net-
work equipment element or elements as described here-
in) connected to the device that provides instructions to
the device to adjust the access policy settings. For ex-
ample, the service controller can obtain the network ca-

pacity information from access equipment elements,
from device reports of traffic capacity and/or quality as
described herein, or from reports on traffic capacity
and/or quality obtained from dedicated devices used for
the purpose of assessing network capacity. In some em-
bodiments, the decision to reduce the access traffic con-
trol settings as described above is based on the time of
day or day of week or both to accommodate cyclical pat-
terns in network capacity and traffic demand.
[0041] In some embodiments, a service controller
(e.g., or other interchangeable network equipment ele-
ment or elements as described elsewhere) assesses net-
work busy state and then controls device traffic demand
by reducing the offered capacity for one or more service
classes supported by the access network equipment el-
ements such as a wireless base station. In such embod-
iments, the service controller (e.g., or similar function)
gathers the network capacity information with one of the
techniques described herein and instructs one or more
of the access network equipment elements to reduce the
offered capacity for one or more levels of service QoS,
to one or more of the devices connected to the access
network equipment elements. For example, the determi-
nation of which devices to throttle back can be made
based on an equal throttling of all devices of a given serv-
ice plan status, or based on the device traffic usage pat-
terns in the recent past as described herein, or based on
a combination of service plan status and recent traffic
usage patterns.
[0042] In some embodiments, the device is enabled
with ambient services that have differentiated QoS serv-
ices as part of the ambient service offering. For example,
this can be accomplished using the pre-assigned QoS
policies for a given service activity set within the ambient
service, or using an ambient service application that re-
quests QoS through the QoS API. Other embodiments
for providing QoS differentiated service activities within
ambient service offerings will now be apparent to one of
ordinary skill in the art.
[0043] In some embodiments, the QoS service control
policy is adapted as a function of the type of network the
device is connected to. For example, the QoS traffic con-
trol policies and/or the QoS service charging policies can
be different when the device is connected to a wireless
network (e.g., a 3G/4G network where there is in general
less available QoS enabled traffic capacity) than when
the device is connected to a wired network (e.g., a cable
or DSL network where there is in general a higher level
of QoS capacity available). In such embodiments, the
device service processor and the service controller can
coordinate to adapt the QoS service control policies
and/or the QoS service charging policies to be different
depending on which network the device is connected to.
Similarly, the device QoS service control policy and/or
QoS service charging policy can also be adapted based
on whether the device is connected to a home wireless
network or a roaming wireless network.
[0044] In some embodiments, various of the QoS re-
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lated techniques described herein are performed on the
device using DAS techniques and/or on the service con-
troller in secure communication with a verified service
processor executed on the device using DAS techniques.
In some embodiments, various of the QoS related tech-
niques described herein are performed by/in coordina-
tion/communication with one or more intermediate net-
work elements/functions for assisting in various QoS
functions.
[0045] Figure 1 illustrates a functional diagram of a
network architecture for quality of service (QoS) for de-
vice assisted services (DAS) in accordance with some
embodiments. In some embodiments, QoS for DAS tech-
niques described herein are implemented using the net-
work architecture shown in Figure 1.
[0046] As shown, Figure 1 includes a 4G/3G/2G wire-
less network operated by, for example, a central provider.
As shown, various wireless devices 100 are in commu-
nication with base stations 125 for wireless network com-
munication with the wireless network (e.g., via a firewall
124), and other devices 100 are in communication with
Wi-Fi Access Points (APs) or Mesh 702 for wireless com-
munication to Wi-Fi Access CPE 704 in communication
with central provider access network 109. In some em-
bodiments, one or more of the devices 100 are in com-
munication with other network element/equipment that
provides an access point, such as a cable network head
end, a DSL network DSLAM, a fiber network aggregation
node, and/or a satellite network aggregation node. In
some embodiments, each of the wireless devices 100
includes a service processor 115 (as shown) (e.g., exe-
cuted on a processor of the wireless device 100), and
each service processor connects through a secure con-
trol plane link to a service controller 122 (e.g., using en-
crypted communications).
[0047] In some embodiments, service usage informa-
tion includes network based service usage information
(e.g., network based service usage measures or CDRs,
which can, for example, be generated by service usage
measurement apparatus in the network equipment),
which is obtained from one or more network elements
(e.g., BTS/BSCs 125, RAN Gateways (not shown),
Transport Gateways (not shown), Mobile Wireless Cent-
er/HLRs 132, AAA 121, Service Usage History/CDR Ag-
gregation, Mediation, Feed 118, or other network equip-
ment). In some embodiments, service usage information
includes micro-CDRs. In some embodiments, micro-
CDRs are used for CDR mediation or reconciliation that
provides for service usage accounting on any device ac-
tivity that is desired. In some embodiments, each device
activity that is desired to be associated with a billing event
is assigned a micro-CDR transaction code, and the serv-
ice processor 115 is programmed to account for that ac-
tivity associated with that transaction code. In some em-
bodiments, the service processor 115 periodically re-
ports (e.g., during each heartbeat or based on any other
periodic, push, and/or pull communication technique(s))
micro-CDR usage measures to, for example, the service

controller 122 or some other network element. In some
embodiments, the service controller 122 reformats the
heartbeat micro-CDR usage information into a valid CDR
format (e.g., a CDR format that is used and can be proc-
essed by an SGSN or GGSN or other network ele-
ments/equipment used/authorized for generating or
processing CDRs) and then transmits it to a network el-
ement/function for CDR mediation (e.g., CDR Storage,
Aggregation, Mediation, Feed 118).
[0048] In some embodiments, CDR mediation is used
to account for the micro-CDR service usage information
by depositing it into an appropriate service usage account
and deducting it from the user device bulk service usage
account. For example, this technique provides for a flex-
ible service usage billing solution that uses pre-existing
solutions, infrastructures, and/or techniques for CDR me-
diation and billing. For example, the billing system (e.g.,
billing system 123 or billing interface 127) processes the
mediated CDR feed from CDR mediation, applies the
appropriate account billing codes to the aggregated mi-
cro-CDR information that was generated by the device,
and then generates billing events in a manner that does
not require changes to the existing billing systems (e.g.,
using new transaction codes to label the new device as-
sisted billing capabilities). In some embodiments, net-
work provisioning system 160 provisions various network
elements/functions for authorization in the network, such
as to authorize certain network elements/functions (e.g.,
CDR storage, aggregation, mediation, feed 118 or other
network elements/functions) for providing micro-CDRs,
reformatted micro-CDRs, and/or aggregated or recon-
ciled CDRs.
[0049] As shown in Figure 1, a CDR storage, aggre-
gation, mediation, feed 118 is provided. In some embod-
iments, the CDR storage, aggregation, mediation, feed
118 receives, stores, aggregates and mediates micro-
CDRs received from mobile devices 100. In some em-
bodiments, the CDR storage, aggregation, mediation,
feed 118 also provides a settlement platform using the
mediated micro-CDRs, as described herein. In some em-
bodiments, another network element provides the settle-
ment platform using aggregated and/or mediated micro-
CDRs (e.g., central billing interface 127 and/or another
network element/function).
[0050] In some embodiments, various techniques for
partitioning of device groups are used for partitioning the
mobile devices 100 (e.g., allocating a subset of mobile
devices 100 for a distributor, an OEM, a MVNO, and/or
another partner or entity). As shown in Figure 1, a MVNO
core network 210 includes a MVNO CDR storage, ag-
gregation, mediation, feed 118, a MVNO billing interface
122, and a MVNO billing system 123 (and other network
elements as shown in Figure 1). In some embodiments,
the MVNO CDR storage, aggregation, mediation, feed
118 receives, stores, aggregates and mediates micro-
CDRs received from mobile devices 100 (e.g., MVNO
group partitioned devices).
[0051] Those of ordinary skill in the art will appreciate
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that various other network architectures can be used for
providing device group partitions and a settlement plat-
form, and Figure 1 is illustrative of just one such example
network architecture for which device group partitions
and settlement platform techniques described herein can
be provided.
[0052] In some embodiments, CDR storage, aggrega-
tion, mediation, feed 118 (e.g., service usage 118, in-
cluding a billing aggregation data store and rules engine)
is a functional descriptor for, in some embodiments, a
device/network level service usage information collec-
tion, aggregation, mediation, and reporting function lo-
cated in one or more of the networking equipment appa-
ratus/systems attached to one or more of the sub-net-
works shown in Figure 1 (e.g., central provider access
network 109 and/or central provider core network 110),
which is in communication with the service controller 122
and a central billing interface 127. As shown in Figure 1,
service usage 118 provides a function in communication
with the central provider core network 110. In some em-
bodiments, the CDR storage, aggregation, mediation,
feed 118 function is located elsewhere in the network or
partially located in elsewhere or integrated with/as part
of other network elements. In some embodiments, CDR
storage, aggregation, mediation, feed 118 functionality
is located or partially located in the AAA server 121 and/or
the mobile wireless center/Home Location Regis-
ter(HLR) 132 (as shown, in communication with a
DNS/DHCP server 126). In some embodiments, service
usage 118 functionality is located or partially located in
the base station, base station controller and/or base sta-
tion aggregator, collectively referred to as base station
125 in Figure 1. In some embodiments, CDR storage,
aggregation, mediation, feed 118 functionality is located
or partially located in a networking component in the cen-
tral provider access network 109, a networking compo-
nent in the core network 110, the central billing system
123, the central billing interface 127, and/or in another
network component or function. This discussion on the
possible locations for the network based and device
based service usage information collection, aggregation,
mediation, and reporting function (e.g., CDR storage, ag-
gregation, mediation, feed 118) can be easily generalized
as described herein and as shown in the other figures
and embodiments described herein by one of ordinary
skill in the art. Also as shown in Figure 1, the service
controller 122 is in communication with the central billing
interface 123 (also sometimes referred to as the external
billing management interface or billing communication
interface) 127, which is in communication with the central
billing system 123. As shown in Figure 1, an order man-
agement 180 and subscriber management 182 are also
in communication with the central provider core network
110 for facilitating order and subscriber management of
services for the devices 100 in accordance with some
embodiments.
[0053] In some embodiments, a service processor
download 170 is provided, which provides for periodical

downloads/updates of service processors (e.g., service
processor 115). In some embodiments, verification tech-
niques include periodically updating, replacing, and/or
updating an obfuscated version of the service processor,
or performing any of these techniques in response to an
indication of a potential compromise or tampering of any
service processor functionality and/or QoS functionality
executed on or implemented on the device 100.
[0054] In some embodiments, the CDR storage, ag-
gregation, mediation, feed 118 (and/or other network el-
ements or combinations of network elements) provides
a device/network level service usage information collec-
tion, aggregation, mediation, and reporting function. In
some embodiments, the CDR storage, aggregation, me-
diation, feed 118 (and/or other network elements or com-
binations of network elements) collects device generat-
ed/assisted service usage information (e.g., micro-
CDRs) for one or more devices on the wireless network
(e.g., devices 100); and provides the device generated
service usage information in a syntax and a communica-
tion protocol that can be used by the wireless network to
augment or replace network generated usage informa-
tion for the one or more devices on the wireless network.
In some embodiments, the syntax is a charging data
record (CDR), and the communication protocol is select-
ed from one or more of the following: 3GPP, 3GPP2, or
other communication protocols. In some embodiments,
as described herein, the CDR storage, aggregation, me-
diation, feed 118 collects/receives micro-CDRs for one
or more devices on the wireless network (e.g., devices
100). In some embodiments, the CDR storage, aggrega-
tion, mediation, feed 118 (and/or other network elements
or combinations of network elements) includes a service
usage data store (e.g., a billing aggregator) and a rules
engine for aggregating the collected device generated
service usage information. In some embodiments, the
network device is a CDR feed aggregator, and the CDR
storage, aggregation, mediation, feed 118 (and/or other
network elements or combinations of network elements)
also aggregates (network based) CDRs and/or micro-
CDRs for the one or more devices on the wireless net-
work; applies a set of rules to the aggregated CDRs
and/or micro-CDRs using a rules engine (e.g., bill by ac-
count, transactional billing, revenue sharing model,
and/or any other billing or other rules for service usage
information collection, aggregation, mediation, and re-
porting), and communicates a new set of CDRs for the
one or more devices on the wireless network to a billing
interface or a billing system (e.g., providing a CDR with
a billing offset by account/service). In some embodi-
ments, a revenue sharing platform is provided using var-
ious techniques described herein.
[0055] In some embodiments, the CDR storage, ag-
gregation, mediation, feed 118 (and/or other network el-
ements or combinations of network elements) commu-
nicates a new set of CDRs (e.g., aggregated and medi-
ated CDRs and/or micro-CDRs that are then translated
into standard CDRs for a given wireless network) for the
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one or more devices on the wireless network to a billing
interface (e.g., central billing interface 127) or a billing
system (e.g., central billing system 123). In some em-
bodiments, the CDR storage, aggregation, mediation,
feed 118 (and/or other network elements or combinations
of network elements) communicates with a service con-
troller (e.g., service controller 122) to collect the device
generated service usage information (e.g., micro-CDRs)
for the one or more devices on the wireless network. In
some embodiments, the CDR storage, aggregation, me-
diation, feed 118 (and/or other network elements or com-
binations of network elements) communicates with a
service controller, in which the service controller is in
communication with a billing interface or a billing system.
In some embodiments, the CDR storage, aggregation,
mediation, feed 118 (and/or other network elements or
combinations of network elements) communicates the
device generated service usage information to a billing
interface or a billing system. In some embodiments, the
CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network ele-
ments) communicates with a transport gateway and/or a
Radio Access Network (RAN) gateway to collect the net-
work generated/based service usage information for the
one or more devices on the wireless network. In some
embodiments, the service controller 122 communicates
the device assisted service usage information (e.g., mi-
cro-CDRs) to the CDR storage, aggregation, mediation,
feed 118 (and/or other network elements or combinations
of network elements).
[0056] In some embodiments, the CDR storage, ag-
gregation, mediation, feed 118 (and/or other network el-
ements or combinations of network elements) performs
rules for performing a bill by account aggregation and
mediation function. In some embodiments, the CDR stor-
age, aggregation, mediation, feed 118 (and/or other net-
work elements or combinations of network elements) per-
forms rules for performing a service billing function, as
described herein, and/or for performing a service/trans-
actional revenue sharing function, as described herein.
In some embodiments, the service controller 122 in com-
munication with the CDR storage, aggregation, media-
tion, feed 118 (and/or other network elements or combi-
nations of network elements) performs a rules engine for
aggregating and mediating the device assisted service
usage information (e.g., micro-CDRs). In some embod-
iments, a rules engine device in communication with the
CDR storage, aggregation, mediation, feed 118 (and/or
other network elements or combinations of network ele-
ments) performs a rules engine for aggregating and me-
diating the device assisted service usage information.
[0057] In some embodiments, the rules engine is in-
cluded in (e.g., integrated with/part of) the CDR storage,
aggregation, mediation, feed 118. In some embodi-
ments, the rules engine and associated functions, as de-
scribed herein, is a separate function/device. In some
embodiments, the service controller 122 performs some
or all of these rules engine based functions, as described

herein, and communicates with the central billing inter-
face 127. In some embodiments, the service controller
122 performs some or all of these rules engine based
functions, as described herein, and communicates with
the central billing system 123.
[0058] In some embodiments, a settlement platform
service is provided. For example, micro-CDRs can be
aggregated and mediated to associate service usage for
one or more services used by a communications device
(e.g., a user of the communications device). A rules en-
gine or another function can determine a revenue share
allocation for the service usage for a particular service
to determine the settlement for such service usage for
the revenue sharing allocation/model and to distribute
accounting and settlement information to one or more of
carriers, distribution partners, MVNOs, wholesale part-
ners, and/or other partners or entities. In some embodi-
ments, the service is a transactional service.
[0059] In some embodiments, duplicate CDRs are sent
from the network equipment to the billing system 123 that
is used for generating service billing. In some embodi-
ments, duplicate CDRs are filtered to send only those
CDRs/records for devices controlled by the service con-
troller and/or service processor (e.g., managed devices).
For example, this approach can provide for the same
level of reporting, lower level of reporting, and/or higher
level of reporting as compared to the reporting required
by the central billing system 123.
[0060] In some embodiments, a bill-by-account billing
offset is provided. For example, bill-by-account billing off-
set information can be informed to the central billing sys-
tem 123 by providing a CDR aggregator feed that aggre-
gates the device assisted service usage data feed to pro-
vide a new set of CDRs for the managed devices to the
central billing interface 127 and/or the central billing sys-
tem 123. In some embodiments, transaction billing is pro-
vided using similar techniques. For example, transaction
billing log information can be provided to the central billing
interface 127 and/or the central billing system 123.
[0061] In some embodiments, the rules engine (e.g.,
performed by the service usage 118 or another network
element, as described herein) provides a bill-by-account
billing offset. For example, device assisted service usage
information (e.g., micro-CDRs) includes a transaction
type field or transaction code (e.g., indicating a type of
service for the associated service usage information).
For example, the rules engine can apply a rule or a set
of rules based on the identified service associated with
the device generated service usage information to deter-
mine a bill-by-account billing offset (e.g., a new CDR can
be generated to provide the determined bill-by-account
billing offset). In some examples, the determined bill-by-
account billing offset can be provided as a credit to the
user’s service usage account (e.g., a new CDR can be
generated with a negative offset for the user’s service
usage account, such as for network chatter service us-
age, or transactional service usage, or for any other pur-
poses based on one or more rules performed by the rules
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engine).
[0062] As another example, for a transactional service,
a first new CDR can be generated with a negative offset
for the user’s service usage account for that transactional
service related usage, and a second new CDR can be
generated with a positive service usage value to charge
that same service usage to the transactional service pro-
vider (e.g., Amazon, eBay, or another transactional serv-
ice provider). In some embodiments, the service control-
ler 122 generates these two new CDRs, and the service
usage 118 stores, aggregates, and communicates these
two new CDRs to the central billing interface 127. In some
embodiments, the service controller 122 generates these
two new CDRs, and the service usage 118 stores, ag-
gregates, and communicates these two new CDRs to the
central billing interface 127, in which the central billing
interface 127 applies rules (e.g., performs the rules en-
gine for determining the bill-by-account billing offset).
[0063] In some embodiments, the service controller
122 sends the device generated CDRs to the rules engine
(e.g., a service usage data store and rules engine, such
as CDR storage, aggregation, mediation, feed 118), and
the rules engine applies one or more rules, such as those
described herein and/or any other billing/service usage
related rules as would be apparent to one of ordinary skill
in the art. In some embodiments, the service controller
122 generates CDRs similar to other network elements,
and the rules (e.g., bill-by-account) are performed in the
central billing interface 127. For example, for the service
controller 122 to generate CDRs similar to other network
elements, in some embodiments, the service controller
122 is provisioned on the wireless network (e.g., by net-
work provision system 160) and behaves substantially
similar to other CDR generators on the network).
[0064] In some embodiments, the service controller
122 is provisioned as a new type of networking function
that is recognized as a valid, authorized, and secure
source for CDRs by the other necessary elements in the
network (e.g., CDR storage, aggregation, mediation,
feed 118). In some embodiments, if the necessary net-
work apparatus only recognize CDRs from certain types
of networking equipment (e.g. a RAN gateway or trans-
port gateway), then the service controller 122 provides
authentication credentials to the other networking equip-
ment that indicate that it is one of the approved types of
equipment for providing CDRs. In some embodiments,
the link between the service controller 122 and the nec-
essary CDR aggregation and mediation equipment is se-
cured, authenticated, encrypted, and/or signed.
[0065] In some embodiments, the CDR storage, ag-
gregation, mediation, feed 118 discards the network
based service usage information (e.g., network based
CDRs) received from one or more network elements. In
these embodiments, the service controller 122 provides
the device assisted service usage information (e.g., de-
vice based CDRs or micro-CDRs) to the CDR storage,
aggregation, mediation, feed 118 (e.g., the CDR storage,
aggregation, mediation, feed 118 can just provide a store,

aggregate, and communication function(s), as it is not
required to mediate network based CDRs and device as-
sisted CDRs), and the device based service usage infor-
mation is provided to the central billing interface 127 or
the central billing system 123.
[0066] In some embodiments, the device based CDRs
(e.g., micro-CDRs) and/or new CDRs generated based
on execution of a rules engine as described herein are
provided only for devices that are managed and/or based
on device group, service plan, or any other criteria, cat-
egorization, and/or grouping, such as based on ambient
service or ambient service provider or transactional serv-
ice or transactional service provider.
[0067] In some embodiments, QoS for DAS includes
a service processor (e.g., any device assisted ele-
ment/function) that facilitates coordination for and/or pro-
visions wireless access/radio access bearers (e.g.,
RABs). In some embodiments, the service processor de-
termines whether a request for QoS is authorized (e.g.,
according to QoS service level, user standing, available
local network capacity (as reported by other device(s)
and/or network)). In some embodiments, device QoS ca-
pacity demand reports provide and/or augment network
capacity demand reports.
[0068] In some embodiments, QoS for DAS includes
a service controller (e.g., any network device based serv-
ice control element/function) that facilitates coordination
for and/or provisions wireless access/radio access bear-
ers (e.g., RABs) on a device (e.g., a communications
device, such as a mobile wireless communications de-
vice and/or an intermediate networking device), on net-
work, and/or on device plus network. In some embodi-
ments, the service controller provides device QoS ca-
pacity demand reports to other network equipment/ele-
ments/functions, and then also provisions the RAB chan-
nel based on various criteria and determinations.
[0069] In some embodiments, QoS for DAS provides
for device assisted monitoring, information, and/or func-
tionality to facilitate QoS without and/or to assist network
based monitoring, information, and/or functionality (e.g.,
Deep Packet Inspection (DPI) and/or provides such mon-
itoring, information, and/or functionality that may not be
available via network based monitoring, information,
and/or functionality (e.g., encrypted activities on the de-
vice may not be accessible by DPI or other network based
techniques). For example, QoS for DAS can assist in the
QoS setup to facilitate the QoS setup and provide such
information that may not otherwise be available using
network based only techniques. For example, device as-
sisted activity and/or service monitoring techniques can
assist in classifying the QoS for the monitored activity
and/or service using, for example, a QoS activity map
(e.g., as described herein or other similar techniques).
For example, using such device assisted techniques
eliminates and/or minimizes DPI or other network based
techniques that can give rise to privacy concerns/issues,
network neutrality concerns/issues, and/or otherwise
may not be able to provide similar or equivalent granular
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service/activity monitoring, as discussed above, and/or
also off loads such processing from the network (e.g.,
network elements/devices/functionality) to the commu-
nications devices (e.g., at least for such communications
devices that can perform such functions, based on their
processing and/or memory capabilities, as would be ap-
parent to one of ordinary skill in the art). In some embod-
iments, QoS for DAS includes the service provider for
providing an initial authorization/clearance for a QoS re-
quest (e.g., using various techniques described herein),
and the service controller determines if the QoS request
should be authorized (e.g., based on various QoS au-
thorization/clearance/approval criteria (such as QoS ac-
tivity maps and/or QoS request rule) and/or network ca-
pacity, as described herein). In some embodiments, QoS
for DAS includes the service provider for providing a QoS
request including a QoS class to the service controller,
and the service controller determines if the QoS request
should be authorized, as described herein.
[0070] In some embodiments, QoS for DAS includes
providing or facilitating reports for base station (BTS) for
network capacity (e.g., sector, channel, busy state infor-
mation or network capacity usage/availability, and/or net-
work capacity expected demand) based on, for example,
one or more of the following: monitored application usage
on the communications device, monitored user activity
on the communications device, location of the commu-
nications, other available networks, and/or other moni-
tored or determined activity, service usage measure,
and/or metric. In some embodiments, at or after execu-
tion of an application that is determined to require network
service usage (e.g., may require increased wireless net-
work bandwidth, such as based on a service usage ac-
tivity map), QoS for DAS sends information to the network
(e.g., a network controller or other network device ele-
ment/function) that capacity demand is forthcoming for
the communications device (e.g., potentially initiating a
provisioning of a QoS radio access bearer (RAB) or other
type of RAB).
[0071] In some embodiments, network capacity (e.g.,
busy state information) is collected from one or more
communications devices in communication with a wire-
less network (e.g., network capacity/usage information
measured from each respective communications de-
vice’s perspective is determined and stored by the serv-
ice processor on each respective communications de-
vice) and reported to the service controller, and the serv-
ice controller (e.g., or another network element/function)
uses this information to determine what resources are
available for allocation to various levels of QoS (e.g., to
respond to/facilitate various QoS requests) and/or to
workload balance across multiple base stations and/or
networks (e.g., cellular, Wi-Fi, and/or other wireless net-
works).
[0072] In some embodiments, the service processor
executed on the communications device sends a QoS
request (e.g., a wireless network bearer channel reser-
vation request or Radio Access Bearer (RAB) request)

to the service controller. The service controller verifies
the request using various verification techniques as de-
scribed herein. In some embodiments, the service con-
troller facilitates coordination of various device QoS re-
quests with one or more base stations (BTSs) in com-
munication with the communications device to provide
for the requested QoS reservation to facilitate the new
QoS session. In some embodiments, the service control-
ler provides a QoS routing function by, for example, pro-
viding various QoS routing instructions to a device serv-
ice processor (e.g., aggregating, prioritizing, queuing,
authorizing, allocating reservations/RABs, denying, re-
routing (such as to other BTSs and/or other networks)
and/or otherwise managing QoS requests), in which the
BTS may or may not be QoS aware. For example, QoS
priority can be based on activity (e.g., service usage
and/or application), service level, user standing, network
capacity, time of day, and/or QoS priority can be pur-
chased on a transaction basis, a session basis, a pre-
pay basis or a plan basis. As another example, QoS pri-
ority can also vary by device type, user within a group,
group, application type, content type, or any other criteria
or measure and/or any combination thereof. In some em-
bodiments, the service controller also facilitates coordi-
nation of various device QoS requests with other network
elements/functions for QoS implementation and man-
agement to provide for an end to end QoS solution.
[0073] In some embodiments, QoS can be symmetric
for two mobile devices or asymmetric. In some embodi-
ments, QoS resource availability can be from communi-
cations devices, BTS(s), other network functions (e.g.,
service control, service controller and/or any other net-
work elements/functions) or any combination thereof. In
some embodiments, the service controller provides QoS
demand information to another network element/func-
tion. In some embodiments, the service controller pro-
vides the central aggregator and policy decision point
(PDP). In some embodiments, the service controller con-
trols (e.g., at least in part) QoS related functions for com-
munications devices, BTS(s), and/or a combination of
both.
[0074] In some embodiments, charging (e.g., monitor-
ing and/or determining associating charging or billing) for
QoS service usage/transactions is determined using var-
ious techniques described herein. For example, the serv-
ice processor can assist in charging for QoS activities.
In some embodiments, the service processor uses de-
vice assisted Charging Data Records (CDRs) or micro-
CDRs to assist in charging for QoS activities (e.g., using
QoS class related transaction codes), as described here-
in with respect to various embodiments. In some embod-
iments, charging for QoS is performed in whole or in part
by one or more network elements/functions (e.g., service
controller, SGSN/GGSN/other gateways, and/or billing
interfaces/servers).
[0075] In some embodiments, service usage informa-
tion includes network based service usage information.
In some embodiments, the network based service usage
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information includes network based CDRs. In some em-
bodiments, service usage information includes device
based service usage information. In some embodiments,
device based service usage information includes device
assisted CDRs, also referred to herein as micro-CDRs,
as described herein. In some embodiments, micro-CDRs
are used for CDR mediation or reconciliation that pro-
vides for service usage accounting on any device activity
that is desired (e.g., providing granular service usage
information, such as based on application layer service
usage monitoring, transaction service usage monitoring,
QoS activities/sessions/transactions, and/or other types
of service usage information). In some embodiments,
each device includes a service processor (e.g., a service
processor executed on a processor of a communications
device, such as a mobile device or an intermediate net-
working device that can communicate with a wireless net-
work).
[0076] In some embodiments, each device activity that
is desired to be associated with a billing event (e.g., for
a QoS related billing event) is assigned a micro-CDR
transaction code, and the service processor is pro-
grammed to account for that activity associated with that
transaction code (e.g., various transaction codes can be
associated with service usage associated with certain
services, applications, and/or based on QoS classes or
priorities, respectively, which can be used for providing
granular service usage for these various Internet/network
based services/sites/transactions and/or any other Inter-
net/network based services/sites, which can include
transactional based services). For example, using these
techniques, as described herein, essentially any type of
device activity (e.g., including QoS classes and prioriti-
zation) can be individually accounted for and/or control-
led (e.g., throttled, restricted, and/or otherwise controlled
as desired). In some embodiments, the service processor
periodically reports (e.g., during each heartbeat or based
on any other periodic, push, and/or pull communication
technique(s)) micro-CDR usage measures to, for exam-
ple, a service controller or some other network ele-
ment/function. In some embodiments, the service con-
troller reformats the heartbeat micro-CDR usage infor-
mation into a valid CDR format (e.g., a CDR format that
is used and can be processed by an SGSN or GGSN or
some other authorized network element/function for
CDRs) and then transmits the reformatted micro-CDRs
to a network element/function for performing CDR medi-
ation.
[0077] In some embodiments, CDR mediation is used
to properly account for the micro-CDR service usage in-
formation by depositing it into an appropriate service us-
age account and deducting it from the user device bulk
service usage account. For example, this technique pro-
vides for a flexible service usage billing solution that uses
pre-existing solutions for CDR mediation and billing. For
example, the billing system can process the mediated
CDR feed from CDR mediation, apply the appropriate
account billing codes to the aggregated micro-CDR in-

formation that was generated by the device, and then
generate billing events in a manner that does not require
changes to existing billing systems, infrastructures, and
techniques (e.g., using new transaction codes to label
the new device assisted billing capabilities).
[0078] In some embodiments, the various QoS tech-
niques performed on or by the communications device
(e.g., using a service processor to provide or assist in
providing QoS session provisioning, QoS policy manage-
ment, QoS policy enforcement, and/or QoS charging,
such as QoS charging records and reports) are verified.
[0079] For example, a QoS request, QoS related policy
rules (e.g., QoS activity map, QoS related service plan
and/or service policy settings) and implementation, QoS
policy enforcement, and QoS charging are verified (e.g.,
periodically, per transaction, and/or based on some other
criteria/metric). In some embodiments, verification tech-
niques include one or more of the following: compare a
network based service usage measure with a first service
policy associated with the communications device, com-
pare a device assisted service usage measure with the
first service policy, compare the network based service
usage measure to the device assisted service usage
measure, perform a test and confirm a device assisted
service usage measure based on the test, perform a User
Interface (UI) notification (e.g., which can include a user
authentication, password, question/answer challenge,
and/or other authentication technique) and other similar
verification techniques as will now be apparent. Accord-
ingly, in some embodiments, QoS for DAS "closes the
loop" for verification of various QoS related techniques,
such as QoS requests, QoS grants, QoS usage, and/or
QoS charging. In some embodiments, the service proc-
essor and the service controller serve as a verifiable QoS
management/coordination system for other QoS ele-
ments/functions in network. In some embodiments, if
such or other verification techniques determine or assist
in determining that a QoS request, QoS report, and/or
QoS policy behavior does not match expected requests,
reports, and/or policy, then responsive actions can be
performed, for example, the communications device can
be suspended, quarantined and/or flagged for further
analysis/scrutiny to determine whether the device is mal-
functioning, needs updating, has been tampered with or
compromised, is infected with malware, and/or if any oth-
er problem exists.
[0080] In some embodiments, the communications de-
vice (e.g., the service processor) maintains a QoS flow
table that associates or maps device activity to QoS lev-
el/class to RAB/QoS channel, and in some embodiments,
the communications device also informs a QoS manage-
ment network function/element of the relative priority of
the QoS flows for the communications device (e.g.,
based on or using the QoS flow table). In some embod-
iments, the service controller receives or collects infor-
mation from the communications device and maintains
such a QoS flow table for the communications device
and in some embodiments, the service controller also
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informs a QoS management network function/element
of the relative priority of the QoS flows for the communi-
cations device (e.g., based on or using the QoS flow ta-
ble). In some embodiments, flows can be assigned to
activities originating at the communications device in a
transparent way, or simply by activity class or user pref-
erence or using other techniques.
[0081] In some embodiments, the communications de-
vice maintains a table of QoS billing rates, scheduled
transmission times, and/other QoS related information
to implement an overlay MAC at the data networking level
to manage QoS on legacy networks that are not QoS
MAC enabled and/or do not have the various functionality
to support QoS controls (e.g., and such techniques can
also be used to provide for QoS functionality across dif-
ferent networks). In some embodiments, QoS related pol-
icies are exchanged between roaming and home service
controllers to facilitate QoS support while roaming on a
non-home network(s).
[0082] In some embodiments, the communications de-
vice serves as a network capacity indicator (e.g., collect-
ing network capacity information for a local cell and com-
municating or reporting that network capacity information
to the service controller). For example, permanent local
cell communications devices can be placed in local cell
areas to augment legacy equipment for such network
capacity indicator/reporting functions.
[0083] In some embodiments, service partners and/or
service providers can subsidize in whole or in part to up-
grade a given user or group of users to better QoS related
service level agreement(SLA)/class for a preferred des-
tination. In some embodiments, based on monitored
service usage and/or other monitored behavior of the
communications device, such subsidized QoS up-
grade/offers can be presented to a user of the commu-
nications device (e.g., as an incentive/reward for desired
or preferred user behavior or for other reasons).
[0084] In some embodiments, QoS charging is based
on QoS channel/reservation, service flow, or RAB charg-
ing (e.g., single flow per RAB, multi-flow per RAB, multi-
RAB per flow). In some embodiments, charging is based
on one or more of the following: user service class re-
quest, traffic volume and class, time and class, network
capacity (e.g., busy state) and class, time of day and
class, location, traffic type, application type, application
class, destination, destination type, partner service,
and/or other criteria/measures. In some embodiments,
QoS charging is verified using the various verification
techniques described herein (e.g., test charging events).
In some embodiments, QoS charging is by data usage
(e.g., by Megabyte (MB)), service flow by time by QoS
class, speed by time, and/or other criteria/measures.
[0085] In some embodiments, QoS for DAS includes
coordinating functions with one or more of the following:
DAS elements/functions, Radio Access Network (RAN),
Transport network, Core network, GRX network, IPX net-
work, and/or other networks/ elements/functions.
[0086] Figure 2 illustrates a functional diagram of an-

other network architecture for quality of service (QoS) for
device assisted services (DAS) in accordance with some
embodiments. In some embodiments, QoS for DAS tech-
niques described herein are implemented using the net-
work architecture shown in Figure 2.
[0087] As shown, Figure 2 includes various devices
100 including service processors 115. For example, de-
vices 100 can include various types of mobile devices,
such as phones, PDAs, computing devices, laptops, net-
books, tablets, cameras, music/media players, GPS de-
vices, networked appliances, and any other networked
device; and/or devices 100 can include various types of
intermediate networking devices, as described herein.
The devices 100 are in communication with service con-
trol 210 and central provider access and core networks
220. Service policies and accounting functions 230 are
also provided in communication with the central provider
access and core networks 220. For example, devices
100 can communicate via the central provider access
and core networks 220 to the Internet 120 for access to
various Internet sites/services 240 (e.g., Google
sites/services, Yahoo sites/services, Blackberry servic-
es, Apple iTunes and AppStore, Amazon.com, Face-
Book, and/or any other Internet service or other network
facilitated service).
[0088] In some embodiments, Figure 2 provides a wire-
less network architecture that supports partitioned device
groups, in which each device group can be provided in-
dependent and secure management of transparent rec-
onciliation. Those of ordinary skill in the art will appreciate
that various other network architectures can be used for
providing device group partitions and a settlement plat-
form, and Figure 2 is illustrative of just another such ex-
ample network architecture for which device group par-
titions and settlement platform techniques described
herein can be provided.
[0089] In some embodiments, a service provider se-
lects who receives a reconciliation report of activations
and usage by service plan type. In some embodiments,
service usage information (e.g., based on CDRs and/or
micro-CDRs or other service usage measures) are used
for service plan billing and for reconciliation reports. In
some embodiments, different service plans on the same
device (e.g., device 100) can be sent to different partners
or the same partner. In some embodiments, multi-device
and multi-user reconciliation capabilities are provided. In
some embodiments, a settlement platform service is pro-
vided. In some embodiments, various revenue share
techniques as described herein are provided (e.g., im-
plemented using a settlement platform service, using, for
example, service policies and accounting functions 230).
[0090] In some embodiments, partitioned device
groups are provided. In some embodiments, each parti-
tioned group of devices (e.g., mobile devices 100) can
be uniquely managed with secure admin log-ins. In some
embodiments, multi-device, multi-user accounting is pro-
vided. In some embodiments, capabilities are provided
to support multiparty/multi-service reconciliation records
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to carriers and carrier partners, which can also support
various service/transactional revenue share techniques
(e.g., for reducing or eliminating the up-front subsidy and
associated up-front subsidy risk of certain bounty mod-
els). In some embodiments, service usage and profita-
bility analytics are provided (e.g., using aggregated
CDRs/micro-CDRs and service policies and accounting
functions 230). For example, a partitioned beta test group
of devices can be tested and optimized for various service
usage policies and/or service plans, and then the opti-
mized service usage policies and/or service plans can
be published to an entire or larger device group. In some
embodiments, a carrier can be provided a carrier branded
device group, and/or a MVNO can be provided a MVNO
branded device group.
[0091] Figure 3 illustrates another functional diagram
of a QoS for DAS architecture 300 including a device
based service processor 115 and a service controller 122
for providing quality of service (QoS) for device assisted
services (DAS) in accordance with some embodiments.
In some embodiments, QoS for DAS techniques de-
scribed herein are implemented using the functions/ele-
ments shown in Figure 3.
[0092] For example, this provides relatively full fea-
tured device based service processor implementation
and service controller implementation. As shown, this
corresponds to a networking configuration in which the
service controller 122 is connected to the Internet 120
and not directly to the access network 1610. As shown,
a data plane (e.g., service traffic plane) communication
path is shown in solid line connections and control plane
(e.g., service control plane) communication path is
shown in dashed line connections. As will be apparent,
the division in functionality between one device agent
and another is based on, for example, design choices,
networking environments, devices and/or services/appli-
cations, and various different combinations can be used
in various different implementations. For example, the
functional lines can be re-drawn in any way that the prod-
uct designers see fit. As shown, this includes certain di-
visions and functional breakouts for device agents as an
illustrative implementation, although other, potentially
more complex, embodiments can include different divi-
sions and functional breakouts for device agent function-
ality specifications, for example, in order to manage de-
velopment specification and testing complexity and work-
flow. In addition, the placement of the agents that oper-
ate, interact with or monitor the data path can be moved
or re-ordered in various embodiments. For example, the
functional elements shown in Figure 3 are described be-
low with respect to Figures 10 and 11.
[0093] As shown in Figure 3, service processor 115
includes a service control device link 1691. For example,
as device based service control techniques involving su-
pervision across a network become more sophisticated,
it becomes increasingly important to have an efficient
and flexible control plane communication link between
the device agents and the network elements communi-

cating with, controlling, monitoring, or verifying service
policy. In some embodiments, the service control device
link 1691 provides the device side of a system for trans-
mission and reception of service agent to/from network
element functions. In some embodiments, the traffic ef-
ficiency of this link is enhanced by buffering and framing
multiple agent messages in the transmissions. In some
embodiments, the traffic efficiency is further improved by
controlling the transmission frequency or linking the
transmission frequency to the rate of service usage or
traffic usage. In some embodiments, one or more levels
of security or encryption are used to make the link robust
to discovery, eavesdropping or compromise. In some
embodiments, the service control device link 1691 also
provides the communications link and heartbeat timing
for the agent heartbeat function. As discussed below,
various embodiments disclosed herein for the service
control device link 1691 provide an efficient and secure
solution for transmitting and receiving service policy im-
plementation, control, monitoring and verification infor-
mation with other network elements.
[0094] As shown in Figure 3, the service controller 122
includes a service control server link 1638. In some em-
bodiments, device based service control techniques in-
volving supervision across a network (e.g., on the control
plane) are more sophisticated, and for such it is increas-
ingly important to have an efficient and flexible control
plane communication link between the device agents
(e.g., of the service processor 115) and the network el-
ements (e.g., of the service controller 122) communicat-
ing with, controlling, monitoring, or verifying service pol-
icy. For example, the communication link between the
service control server link 1638 of service controller 122
and the service control device link 1691 of the service
processor 115 can provide an efficient and flexible control
plane communication link, a service control link 1653 as
shown in Figure 3, and, in some embodiments, this con-
trol plane communication link provides for a secure (e.g.,
encrypted) communications link for providing secure, bi-
directional communications between the service proces-
sor 115 and the service controller 122. In some embod-
iments, the service control server link 1638 provides the
network side of a system for transmission and reception
of service agent to/from network element functions. In
some embodiments, the traffic efficiency of this link is
enhanced by buffering and framing multiple agent mes-
sages in the transmissions (e.g., thereby reducing net-
work chatter). In some embodiments, the traffic efficiency
is further improved by controlling the transmission fre-
quency and/or linking the transmission frequency to the
rate of service usage or traffic usage. In some embodi-
ments, one or more levels of security and/or encryption
are used to secure the link against potential discovery,
eavesdropping or compromise of communications on the
link. In some embodiments, the service control server
link 1638 also provides the communications link and
heartbeat timing for the agent heartbeat function.
[0095] In some embodiments, the service control serv-
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er link 1638 provides for securing, signing, encrypting
and/or otherwise protecting the communications before
sending such communications over the service control
link 1653. For example, the service control server link
1638 can send to the transport layer or directly to the link
layer for transmission. In another example, the service
control server link 1638 further secures the communica-
tions with transport layer encryption, such as TCP TLS
or another secure transport layer protocol. As another
example, the service control server link 1638 can encrypt
at the link layer, such as using IPSEC, various possible
VPN services, other forms of IP layer encryption and/or
another link layer encryption technique.
[0096] As shown in Figure 3, the service controller 122
includes an access control integrity server 1654 (e.g.,
service policy security server). In some embodiments,
the access control integrity server 1654 collects device
information on service policy, service usage, agent con-
figuration and/or agent behavior. For example, the ac-
cess control integrity server 1654 can cross check this
information to identify integrity breaches in the service
policy implementation and control system. In another ex-
ample, the access control integrity server 1654 can initi-
ate action when a service policy violation or a system
integrity breach is suspected.
[0097] In some embodiments, the access control in-
tegrity server 1654 (and/or some other agent of service
controller 122) acts on access control integrity agent
1694 (e.g., service policy security agent) reports and er-
ror conditions. Many of the access control integrity agent
1654 checks can be accomplished by the server. For
example, the access control integrity agent 1654 checks
include one or more of the following: service usage meas-
ure against usage range consistent with policies (e.g.,
usage measure from the network and/or from the device);
configuration of agents; operation of the agents; and/or
dynamic agent download.
[0098] In some embodiments, the access control in-
tegrity server 1654 (and/or some other agent of service
controller 122) verifies device service policy implemen-
tations by comparing various service usage measures
(e.g., based on network monitored information, such as
by using IPDRs or CDRs, and/or local service usage
monitoring information) against expected service usage
behavior given the policies that are intended to be in
place. For example, device service policy implementa-
tions can include measuring total QoS data passed, QoS
data passed in a period of time, IP addresses, data per
IP address, and/or other measures such as location,
downloads, email accessed, URLs, and comparing such
measures expected service usage behavior given the
policies that are intended to be in place.
[0099] In some embodiments, the access control in-
tegrity server 1654 (and/or some other agent of service
controller 122) verifies device service policy, and the ver-
ification error conditions that can indicate a mismatch in
QoS service measure and QoS service policy include
one or more of the following: unauthorized network ac-

cess (e.g., access beyond ambient service policy limits);
unauthorized network speed (e.g., average speed be-
yond service policy limit); network data amount does not
match QoS policy limit (e.g., device not stop at limit with-
out re-up/revising service policy); unauthorized network
address; unauthorized service usage (e.g., VOIP, email,
and/or web browsing); unauthorized application usage
(e.g., email, VOIP, email, and/or web); service usage rate
too high for plan, and policy controller not control-
ling/throttling it down; and/or any other mismatch in serv-
ice measure and service policy. Accordingly, in some em-
bodiments, the access control integrity server 1654
(and/or some other agent of service controller 122) pro-
vides a policy/service control integrity service to contin-
ually (e.g., periodically and/or based on trigger events)
verify that the service control of the device has not been
compromised and/or is not behaving out of policy.
[0100] As shown in Figure 3, service controller 122 in-
cludes a service history server 1650 (e.g., charging serv-
er). In some embodiments, the service history server
1650 collects and records service usage or service ac-
tivity reports from the Access Network AAA Server 1621
and the Service Monitor Agent 1696. For example, al-
though service usage history from the network elements
can in certain embodiments be less detailed than service
history from the device, the service history from the net-
work can provide a valuable source for verification of de-
vice service policy implementation, because, for exam-
ple, it is extremely difficult for a device error or compro-
mise event on the device to compromise the network
based equipment and software. For example, service his-
tory reports from the device can include various service
tracking information, as similarly described above. In
some embodiments, the service history server 1650 pro-
vides the service history on request to other servers
and/or one or more agents. In some embodiments, the
service history server 1650 provides the service usage
history to the device service history 1618 (e.g., CDR feed
and CDR mediation). In some embodiments, for purpos-
es of facilitating the activation tracking service functions
(described below), the service history server 1650 main-
tains a history of which networks the device has connect-
ed to. For example, this network activity summary can
include a summary of the networks accessed, activity
versus time per connection, and/or traffic versus time per
connection. As another example, this activity summary
can further be analyzed or reported to estimate the type
of service plan associated with the traffic activity for the
purpose of bill sharing reconciliation.
[0101] As shown in Figure 3, service controller 122 in-
cludes a QoS policy management server 1652 (e.g., pol-
icy decision point (PDP) server). In some embodiments,
the QoS policy management server 1652 transmits pol-
icies to the service processor 115 via the service control
link 1653. In some embodiments, the policy management
server 1652 manages policy settings on the device (e.g.,
various policy settings as described herein with respect
to various embodiments) in accordance with a device
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service profile. In some embodiments, the policy man-
agement server 1652 sets instantaneous policies on pol-
icy implementation agents (e.g., policy implementation
agent 1690). For example, the policy management server
1652 can issue policy settings, monitor service usage
and, if necessary, modify policy settings. For example,
in the case of a user who prefers for the network to man-
age their service usage costs, or in the case of any adap-
tive policy management needs, the policy management
server 1652 can maintain a relatively high frequency of
communication with the device to collect traffic and/or
service measures and issue new policy settings. In this
example, device monitored service measures and any
user service policy preference changes are reported, pe-
riodically and/or based on various triggers/events/re-
quests, to the policy management server 1652. In this
example, user privacy settings generally require secure
communication with the network (e.g., a secure service
control link 1653), such as with the policy management
server 1652, to ensure that various aspects of user pri-
vacy are properly maintained during such configuration
requests/policy settings transmitted over the network.
For example, information can be compartmentalized to
service policy management and not communicated to
other databases used for CRM for maintaining user pri-
vacy.
[0102] In some embodiments, the policy management
server 1652 provides adaptive policy management on
the device. For example, the policy management server
1652 can issue policy settings and objectives and rely
on the device based policy management (e.g., service
processor 115) for some or all of the policy adaptation.
This approach can require less interaction with the device
thereby reducing network chatter on service control link
1653 for purposes of device policy management (e.g.,
network chatter is reduced relative to various server/net-
work based policy management approaches described
above). This approach can also provide robust user pri-
vacy embodiments by allowing the user to configure the
device policy for user privacy preferences/settings so
that, for example, sensitive information (e.g., geo-loca-
tion data, website history) is not communicated to the
network without the user’s approval. In some embodi-
ments, the policy management server 1652 adjusts serv-
ice policy based on time of day. In some embodiments,
the policy management server 1652 receives, requests
or otherwise obtains a measure of network availability
and adjusts traffic shaping policy and/or other policy set-
tings based on available network capacity.
[0103] As shown in Figure 3, service controller 122 in-
cludes a network traffic analysis server 1656. In some
embodiments, the network traffic analysis server 1656
collects/receives service usage history for devices and/or
groups of devices and analyzes the service usage. In
some embodiments, the network traffic analysis server
1656 presents service usage statistics in various formats
to identify improvements in network service quality and/or
service profitability. In other embodiments, the network

traffic analysis server 1656 estimates the service quality
and/or service usage for the network under variable set-
tings on potential service policy. In other embodiments,
the network traffic analysis server 1656 identifies actual
or potential service behaviors by one or more devices
that are causing problems for overall network service
quality or service cost.
[0104] As shown in Figure 3, service controller 122 in-
cludes a beta test server 1658 (e.g., policy creation point
and beta test server). In some embodiments, the beta
test server 1658 publishes candidate service plan policy
settings to one or more devices. In some embodiments,
the beta test server 1658 provides summary reports of
network service usage or user feedback information for
one or more candidate service plan policy settings. In
some embodiments, the beta test server 1658 provides
a mechanism to compare the beta test results for different
candidate service plan policy settings or select the opti-
mum candidates for further policy settings optimization.
[0105] As shown in Figure 3, service controller 122 in-
cludes a service download control server 1660 (e.g.,
service software download control server). In some em-
bodiments, the service download control server 1660
provides a download function to install and/or update
service software elements (e.g., the service processor
115 and/or agents/components of the service processor
115) on the device, as described herein.
[0106] As shown in Figure 3 service controller 122 in-
cludes a billing event server 1662 (e.g., micro-CDR serv-
er). In some embodiments, the billing event server 1662
collects billing events, provides service plan information
to the service processor 115, provides service usage up-
dates to the service processor 115, serves as interface
between device and central billing server 1619, and/or
provides trusted third party function for certain ecom-
merce billing transactions.
[0107] As shown in Figure 3, the Access Network HLR
AAA server 1621 is in network communication with the
access network 1610. In some embodiments, the Access
Network AAA server 1621 provides the necessary ac-
cess network AAA services (e.g., access control and au-
thorization functions for the device access layer) to allow
the devices onto the central provider access network and
the service provider network. In some embodiments, an-
other layer of access control is required for the device to
gain access to other networks, such as the Internet, a
corporate network and/or a machine to machine network.
This additional layer of access control can be implement-
ed, for example, by the service processor 115 on the
device. In some embodiments, the Access Network AAA
server 1621 also provides the ability to suspend service
for a device and resume service for a device based on
communications received from the service controller
122. In some embodiments, the Access Network AAA
server 1621 also provides the ability to direct routing for
device traffic to a quarantine network or to restrict or limit
network access when a device quarantine condition is
invoked. In some embodiments, the Access Network
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AAA server 1621 also records and reports device net-
work service usage (e.g., device network service usage
can be reported to device service history 1618).
[0108] As shown in Figure 3, the device service history
1618 is in network communication with the access net-
work 1610. In some embodiments, the device service
history 1618 provides service usage data records used
for various purposes in various embodiments. In some
embodiments, the device service history 1618 is used to
assist in verifying service policy implementation. In some
embodiments, the device service history 1618 is used to
verify service monitoring. In some embodiments, the de-
vice service history 1618 is used to verify billing records
and/or billing policy implementation. In some embodi-
ments, the device service history 1618 is used to syn-
chronize and/or verify the local service usage counter.
[0109] As shown in Figure 3, the central billing 1619
(e.g., central provider billing server) is in network com-
munication with the access network 1610. In some em-
bodiments, the central provider billing server 1619 pro-
vides a mediation function for central provider billing
events. For example, the central provider billing server
1619 can accept service plan changes. In some embod-
iments, the central provider billing server 1619 provides
updates on device service usage, service plan limits
and/or service policies. In some embodiments, the cen-
tral provider billing server 1619 collects billing events,
formulates bills, bills service users, provides certain bill-
ing event data and service plan information to the service
controller 122 and/or device 100.
[0110] As shown in Figure 3, in some embodiments,
modem selection and control 1811 (e.g., in communica-
tion with connection manager 1804 as shown) selects
the access network connection and is in communication
with the modem firewall 1655, and modem drivers 1831,
1815, 1814, 1813, 1812 convert data traffic into modem
bus traffic for one or more modems and are in commu-
nication with the modem selection and control 1811. In
some embodiments, different profiles are selected based
on the selected network connection (e.g., different serv-
ice profiles/policies for WWAN, WLAN, WPAN, Ethernet
and/or DSL network connections), which is also referred
to herein as multimode profile setting. For example, serv-
ice profile settings can be based on the actual access
network (e.g., home DSL/cable or work network) behind
the Wi-Fi not the fact that it is Wi-Fi (or any other network,
such as DSL/cable, satellite, or T-1), which is viewed as
different than accessing a Wi-Fi network at the coffee
shop. For example, in a Wi-Fi hotspot situation in which
there are a significant number of users on a DSL or T-1
backhaul, the service controller can sit in a service pro-
vider cloud or an MVNO cloud, the service controls can
be provided by a VSP capability offered by the service
provider or the service controller can be owned by the
hotspot service provider that uses the service controller
on their own without any association with an access net-
work service provider. For example, the service proces-
sors can be controlled by the service controller to divide

up the available bandwidth at the hotspot according to
QoS or user sharing rules (e.g., with some users having
higher differentiated priority (potentially for higher service
payments) than other users). As another example, am-
bient services (as similarly described herein) can be pro-
vided for the hotspot for verified service processors.
[0111] In some embodiments, the service processor
115 and service controller 122 are capable of assigning
multiple service profiles associated with multiple service
plans that the user chooses individually or in combination
as a package. For example, a device 100 starts with am-
bient services that include free transaction services
wherein the user pays for transactions or events rather
than the basic service (e.g., a news service, eReader,
PND service, pay as you go session Internet) in which
each service is supported with a bill by account capability
to correctly account for any subsidized partner billing to
provide the transaction services (e.g., Barnes and Noble
may pay for the eReader service and offer a revenue
share to the service provider for any book or magazine
transactions purchased from the device 100). In some
embodiments, the bill by account service can also track
the transactions and, in some embodiments, advertise-
ments for the purpose of revenue sharing, all using the
service monitoring capabilities disclosed herein. After in-
itiating services with the free ambient service discussed
above, the user may later choose a post-pay monthly
Internet, email and SMS service. In this case, the service
controller 122 would obtain from the billing system 123
in the case of network based billing (or in some embod-
iments the service controller 122 billing event server 1622
in the case of device based billing) the billing plan code
for the new Internet, email and SMS service. In some
embodiments, this code is cross referenced in a data-
base (e.g., the policy management server 1652) to find
the appropriate service profile for the new service in com-
bination with the initial ambient service. The new super-
set service profile is then applied so that the user main-
tains free access to the ambient services, and the billing
partners continue to subsidize those services, the user
also gets access to Internet services and may choose
the service control profile (e.g., from one of the embod-
iments disclosed herein). The superset profile is the pro-
file that provides the combined capabilities of two or more
service profiles when the profiles are applied to the same
device 100 service processor. In some embodiments,
the device 100 (service processor 115) can determine
the superset profile rather than the service controller 122
when more than one "stackable" service is selected by
the user or otherwise applied to the device. The flexibility
of the service processor 115 and service controller 122
embodiments described herein allow for a large variety
of service profiles to be defined and applied individually
or as a superset to achieve the desired device 100 service
features.
[0112] As shown in Figure 3, an agent communication
bus 1630 represents a functional description for providing
communication for the various service processor 115
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agents and functions. In some embodiments, as repre-
sented in the functional diagram illustrated in Figure 3,
the architecture of the bus is generally multipoint to
multipoint so that any agent can communicate with any
other agent, the service controller or in some cases other
components of the device, such user interface 1697
and/or modem components. As described below, the ar-
chitecture can also be point to point for certain agents or
communication transactions, or point to multipoint within
the agent framework so that all agent communication can
be concentrated, or secured, or controlled, or restricted,
or logged or reported. In some embodiments, the agent
communication bus is secured, signed, encrypted, hid-
den, partitioned and/or otherwise protected from unau-
thorized monitoring or usage. In some embodiments, an
application interface agent (not shown) is used to literally
tag or virtually tag application layer traffic so that the pol-
icy implementation agent(s) 1690 has the necessary in-
formation to implement selected traffic shaping solutions.
In some embodiments, an application interface agent
(not shown) is in communication with various applica-
tions, including a TCP application 1604, an IP application
1605, and a voice application 1602.
[0113] As shown in Figure 3, service processor 115
includes a QoS API and OS stack interface 1693. In some
embodiments, QoS API and OS stack interface 1693 pro-
vides the QoS API functionality as similarly described
herein with respect to various embodiments. In some em-
bodiments, the QoS API is used to report back QOS avail-
ability to applications. As shown, service processor 115
also includes a QoS router 1698 (e.g., QoS router
agent/function) and a policy decision point (PDP) agent
1692. In some embodiments, QoS router 1698 provides
the QoS router functionality as similarly described herein
with respect to various embodiments. In some embodi-
ments, the QoS router supports multiple QoS channels
(e.g., one or more provisioned/allocated QoS links form-
ing a QoS channel between the device and the desired
end point, such as an access point/BTS/gateway/net-
work for a single ended QoS channel or other communi-
cation device for an end to end QoS channel, depending
on the QoS connection/network support/availability/etc.).
In some embodiments, the QoS router supports multiple
QoS channels, which can each have different QoS class-
es/levels. In some embodiments, the QoS router routes
application/service usage traffic to an appropriate QoS
channel. In some embodiments, the QoS router deter-
mines the routing/mapping based on, for example, one
or more of the following: a QoS API request, a QoS ac-
tivity map, a user request, a service plan, a service profile,
service policy settings, network capacity, service control-
ler or other intermediate QoS network element/func-
tion/device, and/or any other criteria/measure, as simi-
larly described herein with respect to various embodi-
ments. In some embodiments, multiple different applica-
tions/services are routed to a particular QoS channel us-
ing various techniques described herein. In some em-
bodiments, different applications/services are routed to

different QoS channels using various techniques de-
scribed herein. In some embodiments, the QoS router
assists in managing and/or optimizing QoS usage for the
communications device. In some embodiments, the QoS
router assists in managing and/or optimizing QoS usage
across multiple communications devices (e.g., based on
network capacity for a given cell area/base station or oth-
er access point). In some embodiments, PDP agent 1692
provides the PDP agent functionality as similarly de-
scribed herein with respect to various embodiments. As
shown, QoS for DAS architecture 300 also includes a
suspend resume interface 320, network QoS provision-
ing interfaces 300 in the device service processor 115;
an activation/suspend resume server 340 and billing
event server in the service controller 122; and a sus-
pend/resume interface 320 and network QoS provision-
ing interfaces 330 for providing the various QoS tech-
niques described herein.
[0114] In some embodiments, device assisted servic-
es (DAS) techniques for providing an activity map for
classifying or categorizing service usage activities to as-
sociate various monitored activities (e.g., by URL, by net-
work domain, by website, by network traffic type, by ap-
plication or application type, and/or any other service us-
age activity categorization/classification) with associated
IP addresses are provided. In some embodiments, a pol-
icy control agent (not shown), service monitor agent 1696
(e.g., charging agent), or another agent or function (or
combinations thereof) of the service processor 115 pro-
vides a DAS activity map. In some embodiments, a policy
control agent (not shown), service monitor agent, or an-
other agent or function (or combinations thereof) of the
service processor provides an activity map for classifying
or categorizing service usage activities to associate var-
ious monitored activities (e.g., by Uniform Resource Lo-
cator (URL), by network domain, by website, by network
traffic type, by application or application type, and/or any
other service usage activity classification/categorization)
with associated IP addresses. In some embodiments, a
policy control agent, service monitor agent, or another
agent or function (or combinations thereof) of the service
processor determines the associated IP addresses for
monitored service usage activities using various tech-
niques to snoop the DNS request(s) (e.g., by performing
such snooping techniques on the device 100 the asso-
ciated IP addresses can be determined without the need
for a network request for a reverse DNS lookup). In some
embodiments, a policy control agent, service monitor
agent, or another agent or function (or combinations
thereof) of the service processor records and reports IP
addresses or includes a DNS lookup function to report
IP addresses or IP addresses and associated URLs for
monitored service usage activities. For example, a policy
control agent, service monitor agent, or another agent or
function (or combinations thereof) of the service proces-
sor can determine the associated IP addresses for mon-
itored service usage activities using various techniques
to perform a DNS lookup function (e.g., using a local DNS
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cache on the monitored device 100). In some embodi-
ments, one or more of these techniques are used to dy-
namically build and maintain a DAS activity map that
maps, for example, URLs to IP addresses, applications
to IP addresses, content types to IP addresses, and/or
any other categorization/classification to IP addresses
as applicable. In some embodiments, the DAS activity
map is used for various DAS traffic control and/or throt-
tling techniques as described herein with respect to var-
ious embodiments. In some embodiments, the DAS ac-
tivity map is used to provide the user various UI related
information and notification techniques related to service
usage as described herein with respect to various em-
bodiments. In some embodiments, the DAS activity map
is used to provide service usage monitoring, predic-
tion/estimation of future service usage, service usage bill-
ing (e.g., bill by account and/or any other service us-
age/billing categorization techniques), DAS techniques
for ambient services usage monitoring, DAS techniques
for generating micro-CDRs, and/or any of the various oth-
er DAS related techniques as described herein with re-
spect to various embodiments.
[0115] In some embodiments, all or a portion of the
service processor 115 functions disclosed herein are im-
plemented in software. In some embodiments, all or a
portion of the service processor 115 functions are imple-
mented in hardware. In some embodiments, all or sub-
stantially all of the service processor 115 functionality (as
discussed herein) is implemented and stored in software
that can be performed on (e.g., executed by) various
components in device 100. In some embodiments, it is
advantageous to store or implement certain portions or
all of service processor 115 in protected or secure mem-
ory so that other undesired programs (and/or unauthor-
ized users) have difficulty accessing the functions or soft-
ware in service processor 115. In some embodiments,
service processor 115, at least in part, is implemented in
and/or stored on secure non-volatile memory (e.g., non
volatile memory can be secure non-volatile memory) that
is not accessible without pass keys and/or other security
mechanisms. In some embodiments, the ability to load
at least a portion of service processor 115 software into
protected non-volatile memory also requires a secure key
and/or signature and/or requires that the service proces-
sor 115 software components being loaded into non-vol-
atile memory are also securely encrypted and appropri-
ately signed by an authority that is trusted by a secure
software downloader function, such as service down-
loader 1663 as shown in Figure 16. In some embodi-
ments, a secure software download embodiment also
uses a secure non-volatile memory. Those of ordinary
skill in the art will also appreciate that all memory can be
on-chip, off-chip, on-board and/or off-board.
[0116] Figures 4A through 4C illustrates a functional
diagram for quality of service (QoS) for device assisted
services (DAS) in accordance with some embodiments.
In some embodiments, QoS for DAS techniques de-
scribed herein are implemented using the network archi-

tecture shown in Figures 4A through 4C.
[0117] Referring to Figure 4A, in some embodiments,
QoS functionality is performed at the communications
device 100 using service processor 115 as similarly de-
scribed herein. For example, the service processor 115
determines whether or not a QoS request is authorized
(e.g., based on the associated service plan and/or other
criteria/measures). If the QoS request is authorized, then
the service processor 115 communicates with the base
station (BTS) 125 to send the QoS request (e.g., a RAB
or multi-RAB reservation request) to the local BTS. The
BTS request determine with to accept or deny the QoS
request (e.g., based on network capacity, such as using
a first come first service QoS/network bandwidth or best
effort access policy or other techniques, and/or other cri-
teria/measures). The BTS responds to the QoS request
accordingly. If the QoS request is granted, the QoS ses-
sion can be initiated as similarly described herein. In
some embodiments, the service processor 115 also per-
forms various QoS charging functions using various tech-
niques described herein, and the service processor 115
periodically sends QoS charging records or reports to
the service controller 122. In some embodiments, the
service processor 115 and the QoS related functions per-
formed by the service processor 115 are periodically ver-
ified using the various techniques described herein.
[0118] Referring to Figure 4B, Figure 4B is similar to
Figure 4A except that the service controller 122 is also
shown to be in communication with the service processor
115 of the communications device 100, which can pro-
vide for the download and periodically updating of the
QoS rules and/or other service plan/profile/policy infor-
mation that can include QoS related information. In some
embodiments, the service processor 115 also performs
various QoS charging functions using various techniques
described herein, and the service processor 115 period-
ically sends QoS charging records or reports to the serv-
ice controller 122. In some embodiments, the service
processor 115 and the QoS related functions performed
by the service processor 115 are periodically verified us-
ing the various techniques described herein.
[0119] Referring to Figure 4C, at 410, the service proc-
essor 115 sends a QoS request to the service controller
122 (e.g., the service processor can also (at least in part)
determine whether the QoS request is authorized as sim-
ilarly described with respect to Figure 4A). At 420, the
service controller 122 sends the QoS request to the BTS
125 if it is determined that the QoS request is authorized
using various techniques described herein and/or wheth-
er the BTS 125 has network capacity for the QoS request.
For example, the service controller can provide a central
policy decision point function for QoS related activities
(e.g., based on QoS prioritization, network capacity,
and/or other criteria/measures/policies). At 430, the serv-
ice controller 122 communicates the response to the QoS
request accordingly. At 440, if the QoS request was ap-
proved, the device 100 initiates the QoS session (e.g.,
using a RAB or multi-RAB reservation) via the BTS. In
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some embodiments, the service processor 115 also per-
forms various QoS charging functions using various tech-
niques described herein, and the service processor 115
periodically sends QoS charging records or reports to
the service controller 122. In some embodiments, the
service processor 115 and the QoS related functions per-
formed by the service processor 115 are periodically ver-
ified using the various techniques described herein.
[0120] In some embodiments, QoS techniques as de-
scribed herein are implemented in the device (e.g., using
the service processor 115) and one or more other net-
work elements/functions, such as the BTS 125, service
controller 125, RAN, SGSN/GGSN/other gateways
and/or other network elements/functions, in which vari-
ous of the QoS related functions can be distributed or
allocated to such network elements/functions based on
various design/network architecture approaches as will
now be apparent to one of ordinary skill in the art, in which
QoS related activities and/or functions at the device 100
are verified using various verification techniques de-
scribed herein.
[0121] In some embodiments, the device determines
QoS availability by directly querying QOS link reservation
equipment in the network (e.g., an access point, such as
the BTS). In some embodiments, the device determines
QoS availability based on an intermediate network func-
tion that coordinates QoS requests with one or more net-
work QoS link resources. In some embodiments, the de-
vice requests a QoS reservation in advance of QOS link
establishment with one or more QoS network link re-
sources. In some embodiments, in response to a QoS
request, a QoS channel is reported as available only if/af-
ter it is determined that the necessary one or more QoS
links required to create the QOS channel are available,
and, for example, the QoS channel can then be reserved
based on a confirmation or automatically be reserved in
response to the QoS request.
[0122] Figure 5 illustrates a functional diagram for gen-
erating a QoS activity map for quality of service (QoS)
for device assisted services (DAS) in accordance with
some embodiments. In particular, Figure 5 illustrates
techniques for mapping a service plan or a set of service
plan policies/rules for QoS 510 to a set of QoS activity
rules 530. As shown, a set of QoS rules/QoS related de-
vice state information 510 (e.g., a set of associated serv-
ice plan, service plan usage, other state such as network
capacity or forecasted demand or time of day/day of
week, activity usage, QoS level, and/or user preferences)
is mapped using a QoS mapping function to a set of QoS
activity rules 530 using various techniques described
herein. At 530, activity rules (e.g., activity policy rules
instructions) 530 are determined using the mapping func-
tion 520.
[0123] In some embodiments, the service plan in-
cludes a list of activity policies, and each activity policy
in the service plan specifies how the activity policy is mod-
ified by rules state information. In some embodiments,
each activity policy then becomes the instruction for the

engine (e.g., QoS mapping function 520) that maps ac-
tivity policy to QoS activity rules 530. In some embodi-
ments, service controller 122 downloads QoS mapping
function 520, which is implemented by service processor
115.
[0124] In some embodiments, the service processor
determines (e.g., and classifies) application/service us-
age activity demand with or without granular applica-
tion/service usage activity (e.g., depending on various
user/service plan/service provider/network/legal and/or
other privacy restrictions and/or any other related re-
quirements or settings). For example, policies (e.g., serv-
ice policy settings and/or service profile settings) can be
downloaded to provide such application/service usage
activity monitoring rules and a QoS activity map for as-
signing such monitored activities to various QoS classes
or priorities, and, in some embodiments, such monitoring
and the QoS activity map can also be implemented using
various verification techniques described herein (e.g.,
periodically audited, tested, compared with network serv-
ice usage information). In some embodiments, the QoS
activity map is based on a service plan, service profile,
and/or service policy settings associated with the com-
munications device. In some embodiments, the QoS ac-
tivity map is based on a device group and/or user group.
In some embodiments, the QoS activity map is based on
user input (e.g., a user of the communications device can
identify QoS classes/service levels for various applica-
tions and/or service activities, in response to requests
for user input, based on user configurations, user defined
rules (e.g., to eliminate or mitigate privacy and/or net neu-
trality concerns/issues), and/or confirmed monitored us-
er behavior QoS related patterns or preferences). In
some embodiments, the QoS activity map includes map-
pings/associations based on one or more of the following:
a user preference for a given destination, destination
class, application, application class (e.g., by application
class instead of with respect to a specific application can
also eliminate or mitigate privacy and/or net neutrality
concerns/issues), flow, traffic or flow class, time period,
time of day, location, network busy state (e.g., provide
QoS when you can, then charge more when busy, notify
user of busy state), device type, user type, user plan,
user group, user standing, partner service, tokens, serv-
ice type, and/or other criteria or measures.
[0125] In some embodiments, various techniques de-
scribed herein are managed for device 100 for incoming
and/or outgoing QoS requests. In some embodiments,
as shown in Figure 6, QoS for DAS includes establishing
an end to end coordinated QoS service channel control.
[0126] Figure 6 illustrates a functional diagram for
quality of service (QoS) for device assisted services for
an end to end coordinated QoS service channel control
in accordance with some embodiments. As shown in Fig-
ure 6, a wireless communications device 100A includes
a service processor 115A in secure communication with
service controller 122A. A wireless communications de-
vice 100B includes a service processor 115B in secure
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communication with service controller 122B. In some em-
bodiments, when, for example, device 100A initiates a
QoS request for a QoS class session in communication
with device 100B (e.g., a VOIP call or another application
service requiring or possibly using a QoS class/level ses-
sion, such as a conversational or other QoS type of
class/level), as sequence of actions are performed using
service controller 122A and service controller 122B to
facilitate/setup an end to end coordinated QoS service
channel control. In some embodiments, as similarly de-
scribed herein, assuming that service processor 115A
and service controller 122A determine that the QoS re-
quest from device 100A is authorized for that device, then
the service controller 122A contacts registry 650 (e.g., a
device registry, such as an HLR, mobile services center,
or other central database or registry including, for exam-
ple, service controller mappings by device/IP ad-
dress/other) to determine the service controller associ-
ated with/responsible for managing QoS/service control
for device 100B. The registry 650 provides the service
controller 122B information (e.g., IP address/other ad-
dress) based on this lookup determination. In some em-
bodiments, service controller 122A then initiates the QoS
request with service controller 122B to determine if the
device 100B is authorized and/or available for the QoS
session requested by device 100A. In some embodi-
ments, service controllers 122A/B communicate with
BTSs 125A/B to determine whether the QoS request can
be facilitated (e.g., based on network capacity) as simi-
larly described herein. In some embodiments, the service
controllers 122A/B provide the central QoS coordination
function and can request appropriate QoS channels di-
rectly from the respective local BTSs. In some embodi-
ments, the service controllers 122A/B also communicate
with one or more of the following network elements/func-
tions as shown in Figure 6 in order to facilitate an end to
end coordinated QoS service channel control: RAN
610/670, Core Network 620/660, and IPX network 630.
In some embodiments, service controllers 122A/B com-
municate with various necessary network element for
provisioning to facilitate session provisioning through the
carrier core network as similarly discussed above. In
some embodiments, service controllers 122A/B commu-
nicate with various necessary network element for pro-
visioning to facilitate session provisioning through the
IPX network as similarly discussed above. As will be ap-
parent to one of ordinary skill in the art, QoS for DAS
techniques as described herein can be similarly imple-
mented using these or similar techniques to various other
network architectures.
[0127] Figure 7 illustrates a flow diagram for quality of
service (QoS) for device assisted services (DAS) in ac-
cordance with some embodiments. At 702, the process
begins. At 704, QoS rules are received or determined
(e.g., a service processor receives or requests the QoS
rules, which may be included in service plan, service pro-
file, and/or service policy settings associated with the
communications device). In some embodiments, the

QoS rules are verified using various techniques as de-
scribed herein (e.g., periodically updated, replaced,
downloaded, obfuscated, and/or tested using by a serv-
ice controller and/or using other verification techniques).
In some embodiments, a QoS API is also used by various
applications to initiate a QoS request, as described here-
in with respect to various embodiments. In some embod-
iments, the QoS rules are implemented in the form of a
QoS activity map in accordance with various embodi-
ments described herein. At 706, the communications de-
vice’s standing for QoS is determined using various tech-
niques described herein (e.g., based on the service plan,
service profile, service policy settings, QoS rules, based
on QoS class, current service usage, current billing
standing, and/or any other criteria/measure). In some
embodiments, in addition to verify the device/user stand-
ing for the QoS request, whether the device is following
or in compliance with an assigned QoS reservation re-
quest policy is also verified using various techniques de-
scribed herein. If the device is determined to not be eli-
gible for QoS, then at 708, the device User Interface (UI)
provides information concerning the denial/ineligibility for
QoS session(s) (e.g., denial/ineligibility explanation
and/or options for providing for one or more QoS options,
such as a service plan upgrade or payment for a cer-
tain/set of/period of time for QoS session(s) access). If
the device is determined to be eligible for QoS, then at
710, QoS availability is determined (e.g., based on net-
work capacity, which may be determined at the device,
via communication with the service controller, via com-
munication with the BTS, and/or any combination thereof,
using the various techniques described herein). If QoS
is determined to not be available, then at 712, the UI
provides information and/or options concerning the QoS
availability (e.g., unavailability explanation and/or op-
tions for providing for one or more QoS options, such as
a service plan upgrade or payment for a certain/set of/pe-
riod of time for QoS session(s) access). If QoS is deter-
mined to be available, then at 714, a request for network
resources for the QoS session is sent to one or more
network resources (e.g., service controller, BTS, gate-
way, core/transport network, IPX/GRX networks, and/or
other network elements/functions/resources). At 716, a
confirmation of the approved QoS session is received to
close the loop for the QoS for DAS (e.g., a QoS schedule
is received that provides the QoS session confirmation
information, such as a scheduled RAB/multi-RAB and/or
other reserved network resource(s) by schedule/other
criteria). At 718, one or more verification techniques are
performed to verify the QoS for DAS implementation on
the device using various verification techniques de-
scribed herein (e.g., comparing QoS service usage re-
ports from a network source with the associated device
policy; comparing QoS service usage reports from a net-
work source with the QoS service usage reports from the
device, and/or using other verification techniques as sim-
ilarly described herein). At 720, the process is completed.
[0128] Figure 8A illustrates a flow diagram for quality
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of service (QoS) for device assisted services (DAS) in
accordance with some embodiments. At 802, the process
begins. In some embodiments, the QoS policies are im-
plemented on the device (e.g., service processor col-
lects/receives an associated service plan that de-
fines/specifies basic policies for QoS, which can include
a QoS activity map, which, for example, maps QoS class-
es based on application, service usage, flow type, des-
tination, time of day, network capacity, and/or other cri-
teria/measures, as similarly described herein). In some
embodiments, a QoS API is also used by various appli-
cations to initiate a QoS request, as described herein
with respect to various embodiments. In some embodi-
ments, the QoS rules are implemented in the form of a
verified QoS activity map in accordance with various em-
bodiments described herein. At 804, a QoS request is
determined (e.g., by QoS class for a particular associated
service/application). In some embodiments, the QoS re-
quest is determined at least in part by using the QoS
activity map using various techniques described herein,
for example, based on service/application usage moni-
toring on the device (e.g., by the service processor serv-
ice usage monitoring agent). In some embodiments, the
QoS request is determined based on the QoS API. In
some embodiments, the QoS request is determined to
be associated with an outgoing connection or an incom-
ing connection. At 806, whether the QoS request is au-
thorized is determined (e.g., whether the QoS request
supported by the service plan, sufficient charging credit
exists for this QoS request, and/or other criteria/meas-
ures). If not, then at 808, the UI provides a responsive
notification and/or option as similarly described herein.
If the QoS request is approved, then at 810, a request
for network resources for the QoS session is sent to one
or more network resources (e.g., service controller, BTS,
gateway, core/transport network, IPX/GRX networks,
a/another service controller in communication with an-
other communications device such as for setting up a
conversational class QoS connection with the other com-
munications device, and/or other network elements/func-
tions/resources). If the device is determined to be eligible
for QoS, then at 810, QoS availability is determined (e.g.,
based on network capacity, which may be determined at
the device, via communication with the service controller,
via communication with the BTS, and/or any combination
thereof, using the various techniques described herein).
If QoS is determined to not be available, then at 812, the
UI provides information and/or options concerning the
QoS availability (e.g., unavailability explanation and/or
options for providing for one or more QoS options, such
as a service plan upgrade or payment for a certain/set
of/period of time for QoS session(s) access). If QoS is
determined to be available, then at 814, a request for
network resources for the QoS session is sent to one or
more network resources (e.g., service controller, BTS,
gateway, core/transport network, IPX/GRX networks,
and/or other network elements/functions/resources, to
setup, for example, a QoS end to end connection - co-

ordinate all resources end to end for the approved and
verified QoS flow). At 816, a confirmation of the approved
QoS session is received to close the loop for the QoS for
DAS (e.g., a QoS schedule is received that provides the
QoS session confirmation information, such as a sched-
uled RAB/multi-RAB and/or other reserved network re-
source(s) by schedule/other criteria). At 818, a QoS rout-
er is executed/performed on the communications device
to assist in implementing QoS for DAS using various ver-
ification techniques described herein (e.g., to perform
QoS queuing, throttling, and/or other QoS router related
functions as described herein). At 820, verified QoS
charging is performed (at least in part) on the device using
various techniques described herein (e.g., using the serv-
ice processor, such as the charging/service usage mon-
itoring and/or other agents as described herein). In some
embodiments, QoS charging records and/or reports are
provided to one or more network elements for managing
QoS billing and/or other QoS management/billing related
service control functions (e.g., to the service controller
and/or the billing interface or billing server). In some em-
bodiments, QoS for DAS also facilitates reestablishing
the QoS session/connection/channel/stream if the QoS
session/connection/channel/stream is lost or goes down,
using similar techniques to those described herein as
would be apparent to one of ordinary skill in the art. At
822, the process is completed. In some embodiments,
the QoS provisioning channel is closed when the device
session is over to, for example, free up various resources.
[0129] Figure 8B illustrates a flow diagram for quality
of service (QoS) for device assisted services (DAS) in
accordance with some embodiments. In some embodi-
ments, QoS for DAS includes identifying the QoS require-
ments (e.g., QoS level or QoS class) for a service activity.
At 824, the process begins. In some embodiments, the
QoS policies are implemented on the device (e.g., serv-
ice processor collects/receives an associated service
plan that defines/specifies basic policies for QoS, which
can include a QoS activity map, which, for example, maps
QoS classes based on application, service usage, flow
type, destination, time of day, network capacity, and/or
other criteria/measures, as similarly described herein).
In some embodiments, the QoS rules are implemented
in the form of a verified QoS activity map in accordance
with various embodiments described herein. At 826, the
device monitors device activity, such as service/applica-
tion usage activities. In some embodiments, the device
detects the relevant activities based on various service
usage monitoring techniques described herein. At 828,a
QoS request is determined, for example, using various
techniques described herein. At 830, a QoS level is de-
termined based on the application associated with the
QoS request using various techniques described herein.
For example, the QoS level can be determined using the
QoS activity map, which provides a QoS policy defined
by a table associating various QoS levels with a variety
of activities that include various device monitored service
usage/application activities. In some embodiments, the
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QoS activity map includes QoS level mappings based on
one or more of the following: application, destina-
tion/source, traffic type, connection type, content type,
time of day/day of week, network capacity, activity usage,
service plan selection, current standing, user class, de-
vice class, home/roaming, network capabilities, and/or
other criteria/measures as similarly described herein. In
some embodiments, at 832, if the QoS level cannot be
determined and/or in order to confirm a QoS level or se-
lection among multiple potential appropriate/approved
QoS levels, the UI presents options for a user to select
the QoS level. At 834, the QoS request is initiated for the
determined QoS level (e.g., QoS class). At 836, the proc-
ess is completed.
[0130] Figure 8C illustrates a flow diagram for quality
of service (QoS) for device assisted services (DAS) in
accordance with some embodiments. In some embodi-
ments, QoS for DAS includes determining whether the
network should grant the QoS request for a given device
activity. At 842, the process begins. At 844, QoS request
is determined. At 846, the communications device’s
standing for QoS is determined using various techniques
described herein (e.g., a service processor in combina-
tion with a service controller or based on a communica-
tion for authorization of the QoS request sent to the serv-
ice controller determines whether the QoS request is au-
thorized, which can be based on the service plan, service
profile, service policy settings, QoS rules, based on QoS
class, current service usage, current billing standing,
and/or any other criteria/measure). If the device is deter-
mined to not be eligible for QoS, then at 848, the device
User Interface (UI) provides information concerning the
denial/ineligibility for QoS session(s) (e.g., denial/ineligi-
bility explanation and/or options for providing for one or
more QoS options, such as a service plan upgrade or
payment for a certain/set of/period of time for QoS ses-
sion(s) access). If the device is determined to be eligible
for QoS, then at 850, QoS availability is determined (e.g.,
based on network capacity, which may be determined at
the device, via communication with the service controller,
via communication with the BTS, and/or any combination
thereof, using the various techniques described herein).
If QoS is determined to not be available, then at 852, the
UI provides information and/or options concerning the
QoS availability (e.g., unavailability explanation and/or
options for providing for one or more QoS options, such
as a service plan upgrade or payment for a certain/set
of/period of time for QoS session(s) access). If QoS is
determined to be available, then at 854, a request for
network resources for the QoS session is sent to one or
more network resources (e.g., service controller, BTS,
gateway, core/transport network, IPX/GRX networks,
and/or other network elements/functions/resources can
be queried directly and/or a centralized QoS re-
source/network function/element/database can be que-
ried for determining such network resources and coordi-
nating such scheduling). At 856, a confirmation of the
approved QoS session is received to close the loop for

the QoS for DAS (e.g., a QoS schedule is received that
provides the QoS session confirmation information, such
as a scheduled RAB/multi-RAB and/or other reserved
network resource(s) by schedule/other criteria). At 858,
a QoS router is performed. In some embodiments, the
QoS router is performed on the device (e.g., service proc-
essor), on a network element/function (e.g., service con-
troller), and/or in combinations thereof. In some embod-
iments, the QoS router prioritizes multiple QoS requests
across a given communications device. In some embod-
iments, the QoS router prioritizes multiple QoS requests
across multiple communications devices and/or across
multiple BTSs. In some embodiments, the QoS router
performs various QoS class degradation, promotion,
and/or other throttling related techniques as similarly de-
scribed herein (e.g., based on session priority, network
capacity, workload balancing, QoS priority rules, and/or
other criteria/measures/rules). At 860, the process is
completed.
[0131] Figure 9 illustrates a flow diagram for quality of
service (QoS) for device assisted services (DAS) in ac-
cordance with some embodiments. In some embodi-
ments, includes QoS session provision for a service ac-
tivity. At 902, the process begins. At 904, a new QoS
session is granted and/or confirmed. At 906, a device
service processor (e.g., policy decision point (PDP)
agent, also referred to herein as a policy control agent)
maps the QoS session grant to a QoS monitoring policy
(e.g., based on a service controller provided QoS related
policy, based on a service plan associated with the de-
vice, user, device/user group, and/or other criteria/meas-
ures, as similarly described herein). At 908, the QoS mon-
itoring policy provides commands/instructions to a policy
enforcement point (PEP) (e.g., PEP agent, also referred
to herein as a policy implementation agent) for manag-
ing/enforcing the new QoS priorities/sessions. At 910,
the PEP determines whether to allow, block, throttle,
and/or queue priority a session based on the QoS mon-
itoring policy. At 912, the process is completed.
[0132] Figure 10 illustrates a flow diagram for quality
of service (QoS) for device assisted services (DAS) in
accordance with some embodiments. In some embodi-
ments, Radio Access Bearer (RAB) support is available,
and the following process is performed in accordance
with some embodiments. At 1002, the process begins.
At 1004, the device service processor detects a QoS re-
quest or QoS need (e.g., a QoS API request, a QoS re-
quest or need/benefit of QoS session based on service
usage monitoring, such as by application, or other service
usage measure/activity). At 1006, the service processor
and/or the service processor in communication with the
service controller determines if the service plan al-
lows/supports the requested QoS. If not, then at 1008, a
UI event is generated (e.g., notifying the device user that
such QoS/QoS level/class is not available, and potential-
ly offering a QoS/service plan upgrade/purchase for that
QoS/QoS level/class). At 1010, the service processor
communicates the QoS request to the service controller
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(e.g., using a secure service control link or secure com-
munication channel, as similarly described herein) to re-
quest the QoS level/class. At 1012, the service controller
determines whether network resources are available us-
ing various techniques as described herein. In some em-
bodiments, network capacity is determined using various
techniques, such as local device measurements; dedi-
cated local device measurement reports; BTS reports;
other network element reports; by assessing, for exam-
ple, a combination of one or more of available bandwidth,
traffic delay or latency, available QoS level, variability in
available bandwidth, variability in latency, and/or varia-
bility in available QoS level; and/or other techniques as
described herein. At 1014, the service controller re-
sponds to the QoS request (e.g., grants or denies the
QoS request). In some embodiments, another UI event
is generated if the QoS request is denied as similarly
described herein. At 1016 (assuming the QoS request is
granted), the device requests a QoS channel from the
BTS. In some embodiments, the request includes a QoS
request authorization code received from the service
controller. In some embodiments, the service controller
provides a notification of the QoS request approval for
the communications device to the BTS, so that the BTS
can verify the approval of the QoS request. In some em-
bodiments, the BTS confirms the device QoS channel
request directly with the service controller. For example,
various other techniques for verifying the QoS channel
request can also be used as similarly described herein
and as would be apparent to one of ordinary skill in the
art. In some embodiments, the device service processor
and/or service controller provides QoS related reports
informing the BTS of how many QoS channels (e.g.,
RABs) to provision and how many best effort resources
to provision based on device demand projections. At
1018 (assuming the QoS channel request is verified), the
QoS session is initiated based on an allocated RAB or
multi-RAB reservation received from the BTS (e.g.,
and/or other network elements as similarly described
herein). At 1020, the process is completed.
[0133] Figure 11 illustrates a flow diagram for quality
of service (QoS) for device assisted services (DAS) in
accordance with some embodiments. In some embodi-
ments, RAB support is not available, and the following
process is performed in accordance with some embodi-
ments. At 1102, the process begins. At 1104, the device
service processor detects a QoS request or QoS need
(e.g., a QoS API request, a QoS request or need/benefit
of QoS session based on service usage monitoring, such
as by application, or other service usage measure/activ-
ity). At 1106, the service processor and/or the service
processor in communication with the service controller
determines if the service plan allows/supports the re-
quested QoS. If not, then at 1108, a UI event is generated
(e.g., notifying the device user that such QoS/QoS lev-
el/class is not available, and potentially offering a
QoS/service plan upgrade/purchase for that QoS/QoS
level/class). At 1110, the service processor communi-

cates the QoS request to the service controller (e.g., us-
ing a secure service control link or secure communication
channel, as similarly described herein) to request the
QoS level/class. At 1112, the service controller deter-
mines whether network resources are available using
various techniques as described herein. In some embod-
iments, network capacity is determined using various
techniques, such as local device measurements, BTS
reports, other network element reports, and/or other tech-
niques as described herein. In some embodiments, the
service controller throttles other devices on the link so
that the requested QoS level can be achieved (e.g., as
RAB support is not available). In some embodiments, the
service controller time slots traffic from the device end in
synchronization with a BTS clock or absolute clock to
facilitate the requested QoS level and to achieve neces-
sary network capacity to support/facilitate the requested
QoS level (e.g., minimizing jitter/inter-packet delay vari-
ation) based on current/forecasted network capacity on
the link. At 1114, the service controller responds to the
QoS request (e.g., grants or denies the QoS request). In
some embodiments, another UI event is generated if the
QoS request is denied as similarly described herein. At
1116 (assuming the QoS request is granted), the device
initiates the QoS session. At 1118, the device service
processor and/or the device service processor in secure
communication with the service controller monitors and
verifies the QoS session using various monitoring and
verification techniques described herein (e.g., checks
CDRs to determine if the QoS channel is properly imple-
mented by the device). In some embodiments, a UI event
is generated to notify the device user if there are potential
problems with the QoS session implementation, to peri-
odically inform the user of QoS charging, and/or other
events/information related to QoS activities. At 1120, the
process is completed.
[0134] Figure 12 illustrates a device stack providing
various service usage measurement from various points
in the networking stack for a service monitor agent (e.g.,
for monitoring QoS related activities as described here-
in), a billing agent, and an access control integrity agent
to assist in verifying the service usage measures, QoS
related activities and functions, and billing reports in ac-
cordance with some embodiments. As shown in Figure
12, several service agents take part in data path opera-
tions to achieve various data path improvements, and,
for example, several other service agents can manage
the policy settings for the data path service, implement
billing for the data path service, manage one or more
modem selection and settings for access network con-
nection, interface with the user and/or provide service
policy implementation verification. Additionally, in some
embodiments, several agents perform functions to assist
in verifying that the service control or monitoring policies
intended to be in place are properly implemented, the
service control or monitoring policies are being properly
adhered to, that the service processor or one or more
service agents are operating properly, to prevent unin-
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tended errors in policy implementation or control, and/or
to prevent tampering with the service policies or control.
As shown, the service measurement points labeled I
through VI represent various service measurement
points for service monitor agent 1696 and/or other agents
to perform various service monitoring activities. Each of
these measurement points can have a useful purpose in
various embodiments described herein. For example,
each of the traffic measurement points that is employed
in a given design can be used by a monitoring agent to
track application layer traffic through the communication
stack to assist policy implementation functions, such as
the policy implementation driver/agent 1690 (e.g., policy
enforcement point driver/agent), or in some embodi-
ments the modem firewall agent 1655 or the application
interface agent, in making a determination regarding the
traffic parameters or type once the traffic is farther down
in the communication stack where it is sometimes difficult
or impossible to make a complete determination of traffic
parameters. The particular locations for the measure-
ment points provided in these figures are intended as
instructional examples, and other measurement points
can be used for different embodiments, as will be appar-
ent to one of ordinary skill in the art in view of the em-
bodiments described herein. Generally, in some embod-
iments, one or more measurement points within the de-
vice can be used to assist in service control verification
and/or device or service troubleshooting.
[0135] In some embodiments, the service monitor
agent and/or other agents implement virtual traffic tag-
ging by tracking or tracing packet flows through the var-
ious communication stack formatting, processing and en-
cryption steps, and providing the virtual tag information
to the various agents that monitor, control, shape, throttle
or otherwise observe, manipulate or modify the traffic.
This tagging approach is referred to herein as virtual tag-
ging, because there is not a literal data flow, traffic flow
or packet tag that is attached to flows or packets, and
the book-keeping to tag the packet is done through track-
ing or tracing the flow or packet through the stack instead.
In some embodiments, the application interface and/or
other agents identify a traffic flow, associate it with a serv-
ice usage activity and cause a literal tag to be attached
to the traffic or packets associated with the activity. This
tagging approach is referred to herein as literal tagging.
There are various advantages with both the virtual tag-
ging and the literal tagging approaches. For example, it
can be preferable in some embodiments to reduce the
inter-agent communication required to track or trace a
packet through the stack processing by assigning a literal
tag so that each flow or packet has its own activity asso-
ciation embedded in the data. As another example, it can
be preferable in some embodiments to re-use portions
of standard communication stack software or compo-
nents, enhancing the verifiable traffic control or service
control capabilities of the standard stack by inserting ad-
ditional processing steps associated with the various
service agents and monitoring points rather than re-writ-

ing the entire stack to correctly process literal tagging
information, and in such cases, a virtual tagging scheme
may be desired. As yet another example, some standard
communication stacks provide for unused, unspecified
or otherwise available bit fields in a packet frame or flow,
and these unused, unspecified or otherwise available bit
fields can be used to literally tag traffic without the need
to re-write all of the standard communication stack soft-
ware, with only the portions of the stack that are added
to enhance the verifiable traffic control or service control
capabilities of the standard stack needing to decode and
use the literal tagging information encapsulated in the
available bit fields. In the case of literal tagging, in some
embodiments, the tags are removed prior to passing the
packets or flows to the network or to the applications
utilizing the stack. In some embodiments, the manner in
which the virtual or literal tagging is implemented can be
developed into a communication standard specification
so that various device or service product developers can
independently develop the communication stack and/or
service processor hardware and/or software in a manner
that is compatible with the service controller specifica-
tions and the products of other device or service product
developers.
[0136] It will be appreciated that although the imple-
mentation/use of any or all of the measurement points
illustrated in Figure 12 is not required to have an effective
implementation, such as was similarly shown with re-
spect to various embodiments described herein, various
embodiments can benefit from these and/or similar
measurement points. It will also be appreciated that the
exact measurement points can be moved to different lo-
cations in the traffic processing stack, just as the various
embodiments described herein can have the agents af-
fecting policy implementation moved to different points
in the traffic processing stack while still maintaining ef-
fective operation. In some embodiments, one or more
measurement points are provided deeper in the modem
stack where, for example, it is more difficult to circumvent
and can be more difficult to access for tampering purpos-
es if the modem is designed with the proper software
and/or hardware security to protect the integrity of the
modem stack and measurement point(s).
[0137] Referring to Figure 12, describing the device
communications stack from the bottom to the top of the
stack as shown, the device communications stack pro-
vides a communication layer for each of the modems of
the device at the bottom of the device communications
stack. Example measurement point VI resides within or
just above the modem driver layer. For example, the mo-
dem driver performs modem bus communications, data
protocol translations, modem control and configuration
to interface the networking stack traffic to the modem.
As shown, measurement point VI is common to all mo-
dem drivers and modems, and it is advantageous for cer-
tain embodiments to differentiate the traffic or service
activity taking place through one modem from that of one
or more of the other modems. In some embodiments,
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measurement point VI, or another measurement point,
is located over, within or below one or more of the indi-
vidual modem drivers. The respective modem buses for
each modem reside between example measurement
points V and VI. In the next higher layer, a modem se-
lection & control layer for multimode device based com-
munication is provided. In some embodiments, this layer
is controlled by a network decision policy that selects the
most desirable network modem for some or all of the data
traffic, and when the most desirable network is not avail-
able the policy reverts to the next most desirable network
until a connection is established provided that one of the
networks is available. In some embodiments, certain net-
work traffic, such as verification, control, redundant or
secure traffic, is routed to one of the networks even when
some or all of the data traffic is routed to another network.
This dual routing capability provides for a variety of en-
hanced security, enhanced reliability or enhanced man-
ageability devices, services or applications. In the next
higher layer, a modem firewall is provided. For example,
the modem firewall provides for traditional firewall func-
tions, but unlike traditional firewalls, in order to rely on
the firewall for verifiable service usage control, such as
access control and security protection from unwanted
networking traffic or applications, the various service ver-
ification techniques and agents described herein are add-
ed to the firewall function to verify compliance with service
policy and prevent tampering of the service controls. In
some embodiments, the modem firewall is implemented
farther up the stack, possibly in combination with other
layers as indicated in other Figures. In some embodi-
ments, a dedicated firewall function or layer is provided
that is independent of the other processing layers, such
as the policy implementation layer, the packet forwarding
layer and/or the application layer. In some embodiments,
the modem firewall is implemented farther down the
stack, such as within the modem drivers, below the mo-
dem drivers, or in the modem itself. Example measure-
ment point IV resides between the modem firewall layer
and an IP queuing and routing layer (e.g., QoS IP queuing
and routing layer). As shown, an IP queuing and routing
layer is separate from the policy implementation layer
where the policy implementation agent implements a por-
tion of the traffic control and/or service usage control pol-
icies. As described herein, in some embodiments, these
functions are separated so that a standard network stack
function can be used for QoS IP queuing and routing,
and the modifications necessary to implement the policy
implementation agent functions can be provided in a new
layer inserted into the standard stack. In some embodi-
ments, the IP queuing and routing layer is combined with
the traffic or service usage control layer. For example, a
combined routing and policy implementation layer em-
bodiment can also be used with the other embodiments,
such as shown in Figure 12. Measurement point III re-
sides between the IP queuing and routing layer and a
policy implementation agent layer. Measurement point II
resides between the policy implementation agent layer

and the transport layer, including TCP, UDP, and other
IP as shown. The session layer resides above the trans-
port layer, which is shown as a socket assignment and
session management (e.g., basic TCP setup, TLS/SSL)
layer. The network services API (e.g., HTTP, HTTPS,
FTP (File Transfer Protocol), SMTP (Simple Mail Trans-
fer Protocol), POP3, DNS) resides above the session
layer. Measurement point I resides between the network
services API layer and an application layer, shown as
application service interface agent in the device commu-
nications stack of Figure 12.
[0138] As shown in Figure 12, the application service
interface layer (e.g., QoS application service interface
layer) is above the standard networking stack API and,
in some embodiments, its function is to monitor and in
some cases intercept and process the traffic between
the applications and the standard networking stack API.
In some embodiments, the application service interface
layer identifies application traffic flows before the appli-
cation traffic flows are more difficult or practically impos-
sible to identify farther down in the stack. In some em-
bodiments, the application service interface layer in this
way assists application layer tagging in both the virtual
and literal tagging cases. In the case of upstream traffic,
the application layer tagging is straight forward, because
the traffic originates at the application layer. In some
downstream embodiments, where the traffic or service
activity classification relies on traffic attributes that are
readily obtainable, such as source address or URL, ap-
plication socket address, IP destination address, time of
day or any other readily obtained parameter, the traffic
type can be identified and tagged for processing by the
firewall agent or another agent as it initially arrives. In
other embodiments, as described herein, in the down-
stream case, the solution is generally more sophisticated
when a traffic parameter that is needed to classify the
manner in which the traffic flow is to be controlled or throt-
tled is not readily available at the lower levels of the stack,
such as association with an aspect of an application, type
of content, something contained within TLS, IPSEC or
other secure format, or other information associated with
the traffic. Accordingly, in some embodiments the net-
working stack identifies the traffic flow before it is fully
characterized, categorized or associated with a service
activity, and then passes the traffic through to the appli-
cation interface layer where the final classification is com-
pleted. In such embodiments, the application interface
layer then communicates the traffic flow ID with the prop-
er classification so that after an initial short traffic burst
or time period the policy implementation agents can prop-
erly control the traffic. In some embodiments, there is
also a policy for tagging and setting service control pol-
icies for traffic that cannot be fully identified with all sourc-
es of tagging including application layer tagging.
[0139] As shown in Figure 12, a service monitor agent,
which is also in communication with the agent commu-
nication bus 1630, communicates with various layers of
the device communications stack. For example, the serv-
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ice monitor agent, performs monitoring at each of meas-
urement points I through VI, receiving information includ-
ing application information, service usage and other serv-
ice related information, and assignment information. An
access control integrity agent is in communication with
the service monitor agent via the agent communications
bus 1630, as also shown.
[0140] Figure 13 illustrates an embodiment similar to
Figure 12 in which some of the service processor is im-
plemented on the modem and some of the service proc-
essor is implemented on the device application processor
in accordance with some embodiments. In some embod-
iments, a portion of the service processor is implemented
on the modem (e.g., on modem module hardware or mo-
dem chipset) and a portion of the service processor is
implemented on the device application processor sub-
system. It will be apparent to one of ordinary skill in the
art that variations of the embodiment depicted in Figure
13 are possible where more or less of the service proc-
essor functionality is moved onto the modem subsystem
or onto the device application processor subsystem. For
example, such embodiments similar to that depicted in
Figure 13 can be motivated by the advantages of includ-
ing some or all of the service processor network commu-
nication stack processing and/or some or all of the other
service agent functions on the modem subsystem (e.g.,
and such an approach can be applied to one or more
modems). For example, the service processor can be
distributed as a standard feature set contained in a mo-
dem chipset hardware of software package or modem
module hardware or software package, and such a con-
figuration can provide for easier adoption or development
by device OEMs, a higher level of differentiation for the
chipset or modem module manufacturer, higher levels of
performance or service usage control implementation in-
tegrity or security, specification or interoperability stand-
ardization, and/or other benefits.
[0141] Referring to Figure 13, describing the device
communications stack from the bottom to the top of the
stack as shown, the device communications stack pro-
vides a communication layer for modem MAC/PHY layer
at the bottom of the device communications stack. Meas-
urement point IV resides above the modem MAC/PHY
layer. The modem firewall layer resides between meas-
urement points IV and III. In the next higher layer, the
policy. implementation agent is provided, in which the
policy implementation agent is implemented on the mo-
dem (e.g., on modem hardware). Measurement point II
resides between the policy implementation agent and the
modem driver layer, which is then shown below a modem
bus layer. The next higher layer is shown as the IP queu-
ing and routing layer, followed by the transport layer, in-
cluding TCP, UDP, and other IP as shown. The session
layer resides above the transport layer, which is shown
as a socket assignment and session management (e.g.,
basic TCP setup, TLS/SSL) layer. The network services
API (e.g., HTTP, HTTPS, FTP (File Transfer Protocol),
SMTP (Simple Mail Transfer Protocol), POP3, DNS) re-

sides above the session layer. Measurement point I re-
sides between the network services API layer and an
application layer, shown as application service interface
agent in the device communications stack of Figure 13.
[0142] Although the foregoing embodiments have
been described in some detail for purposes of clarity of
understanding, the invention is not limited to the details
provided. There are many alternative ways of implement-
ing the invention. The disclosed embodiments are illus-
trative and not restrictive.
[0143] The application also discloses the following
subject matter:

1. A system, comprising:

a processor of a communications device config-
ured to:

determine a quality of service (QoS) request
for a service over a wireless network; and
verify the QoS request for the service over
the wireless network;

a memory coupled to the processor and config-
ured to provide the processor with instructions.

2. The system recited in item 1, wherein the commu-
nications device is a mobile communications device
or an intermediate networking device, and the serv-
ice includes one or more Internet based services.

3. The system recited in item 1, wherein the commu-
nications device is a mobile communications device,
and the service includes one or more Internet based
services, and wherein the mobile communications
device includes one or more of the following: a mobile
phone, a PDA, an eBook reader, a music device, an
entertainment/gaming device, a computer, laptop, a
netbook, a tablet, and a home networking system.

4. The system recited in item 1, wherein the service
supports one or more of the following service levels:
conversational, streaming, interactive data, and
background data.

5. The system recited in item 1, wherein the QoS
request is verified based on verified QoS access
rules and/or based on verified service usage moni-
toring.

6. The system recited in item 1, wherein the proces-
sor is further configured to:
receive the QoS request through a QoS application
programming interface (API).

7. The system recited in item 1, wherein the proces-
sor is further configured to:
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monitor use of the service; and
determine the QoS request based on the mon-
itored use of the service.

8. The system recited in item 1, wherein the proces-
sor is further configured to:

monitor use of the service using a service proc-
essor; and
determine the QoS request based on the mon-
itored use of the service, wherein the QoS re-
quest is determined based on one or more of
the following: an application activity, a service
activity, and a pattern of application or service
activity.

9. The system recited in item 1, wherein the proces-
sor is further configured to:

monitor use of the service using a service proc-
essor;
determine the QoS request based on the mon-
itored use of the service; and
execute a user interface notification if the QoS
request is determined, wherein the user notifi-
cation includes one or more of the following: a
confirmation of the QoS request, a global con-
firmation for the QoS request and potential fu-
ture similar types of QoS requests; an option to
purchase a new service level for the QoS re-
quest, and an option to upgrade to a new service
plan.

10. The system recited in item 1, wherein the proc-
essor is further configured to:
monitor use of the service to determine an incoming
QoS request or an outgoing QoS request.

11. The system recited in item 1, wherein the proc-
essor is further configured to:

implement a service profile for assisting control
of the communications device use of the service
on the wireless network, wherein the service
profile includes a plurality of service policy set-
tings, and wherein the service profile is associ-
ated with a service plan that specifies access to
the service;
monitor use of the service based on the service
profile; and
determine the QoS request based on the mon-
itored use of the service.

12. The system recited in item 1, wherein the proc-
essor is further configured to:
determine if the QoS request is authorized based on
a service plan associated with the communications
device.

13. The system recited in item 1, wherein the proc-
essor is further configured to:
determine if the QoS request is authorized based on
verified QoS access rules, wherein the verified QoS
access rules are associated with a service plan for
the communications device.

14. The system recited in item 1, wherein the proc-
essor is further configured to:
receive QoS access rules from a service controller,
wherein the QoS access rules are associated with a
service plan for the communications device.

15. The system recited in item 1, wherein the proc-
essor is further configured to:
receive QoS access rules from a service controller,
wherein the QoS access rules include a QoS activity
map that associates service usage and/or applica-
tion usage with one or more QoS classes.

16. The system recited in item 1, wherein the proc-
essor is further configured to:

determine if the QoS request is authorized
based on verified QoS access rules; and
execute a user interface notification if the QoS
request is not authorized, wherein the user no-
tification includes one or more of the following:
a denial of the QoS request, information explain-
ing reason(s) for a denial of the QoS request,
an option to purchase a new service level for the
QoS request, and an option to upgrade to a new
service plan.

17. The system recited in item 1, wherein the proc-
essor is further configured to:
facilitate a QoS session if the QoS request is deter-
mined to be authorized based on verified QoS ac-
cess rules.

18. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a QoS session if the QoS request is
determined to be authorized based on verified
QoS access rules; and
periodically verify the QoS session, wherein the
QoS session is verified at least in part by com-
paring one or more device assisted service us-
age measures with one or more network based
service usage measures.

19. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a QoS session if the QoS request is
determined to be authorized based on verified
QoS access rules; and

61 62 



EP 2 392 182 B1

33

5

10

15

20

25

30

35

40

45

50

55

periodically verify the QoS session, wherein the
QoS session is verified at least in part by per-
forming one or more of the following: compare
a network based service usage measure with a
first service policy associated with the commu-
nications device, compare a device assisted
service usage measure with the first service pol-
icy, compare the network based service usage
measure to the device assisted service usage
measure, and perform a test and confirm a de-
vice assisted service usage measure based on
the test.

20. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a QoS session if the QoS request is
determined to be authorized based on verified
QoS access rules; and
periodically verify the QoS session to verify one
or more of the following: the communications
device is still authorized to perform the QoS ses-
sion, the QoS session is communication at an
authorized QoS level, and charging is accurate
for the QoS session.

21. The system recited in item 1, wherein the proc-
essor is further configured to:
send the QoS request to an access point if the QoS
request is determined to be authorized based on ver-
ified QoS access rules, wherein the access point fa-
cilitates a QoS session for the QoS request based
on network capacity.

22. The system recited in item 1, wherein the proc-
essor is further configured to:
send the QoS request to an access point if the QoS
request is determined to be authorized based on ver-
ified QoS access rules, wherein the access point fa-
cilitates a QoS session for the QoS request based
on network capacity, wherein the access point in-
cludes a base station.

23. The system recited in item 1, wherein the proc-
essor is further configured to:
send the QoS request to a service controller, wherein
the service controller coordinates a plurality of QoS
requests for a plurality of communications devices
in wireless communication with an access point, and
wherein the service controller communicates with
the access point to facilitate the QoS request for the
communications device if the QoS request is deter-
mined to be authorized.

24. The system recited in item 1, wherein the proc-
essor is further configured to:

send the QoS request to a service controller,

wherein the service controller coordinates a plu-
rality of QoS requests for a plurality of commu-
nications devices in wireless communication
with one or more base stations, and wherein the
service controller communicates with the one or
more base stations to determine an available
base station based on network capacity to facil-
itate the QoS request for the communications
device if the QoS request is determined to be
authorized; and
receive a response to the QoS request, wherein
the response includes an indication of which
base station is available to facilitate the QoS re-
quest.

25. The system recited in item 1, wherein the proc-
essor is further configured to:

send the QoS request to a service controller,
wherein the service controller coordinates a plu-
rality of QoS requests for a plurality of commu-
nications devices in wireless communication
with one or more base stations or other access
point, wherein the service controller communi-
cates with the one or more base stations to de-
termine an available base station based on net-
work capacity to facilitate the QoS request for
the communications device if the QoS request
is determined to be authorized, wherein the oth-
er access point includes a WiFi access point;
and
receive a response to the QoS request, wherein
the response includes an indication of which
base station or other access point is available
to facilitate the QoS request.

26. The system recited in item 1, wherein the proc-
essor is further configured to:

send the QoS request to a service controller;
receive a QoS approval authorization from the
service controller if the QoS request is deter-
mined to be authorized and network capacity is
determined to be available for the QoS request;
send the QoS request to a base station, wherein
the approved QoS request includes the QoS ap-
proval authorization for one or more QoS links
for a QoS channel.

27. The system recited in item 1, wherein the proc-
essor is further configured to:

send the QoS request to a service controller;
receive a QoS approval authorization from the
service controller if the QoS request is deter-
mined to be authorized and network capacity is
determined to be available for the QoS request,
wherein the service controller communicates
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the QoS approval authorization to a base sta-
tion;
send the QoS request to the base station to in-
itiate a QoS channel, wherein the QoS channel
includes one or more QoS links.

28. The system recited in item 1, wherein the proc-
essor is further configured to:

send the QoS request to a service controller,
wherein the service controller communicates
with the one or more network devices to provi-
sion a QoS channel, wherein the QoS channel
includes one or more QoS links; and
the service controller returns a QoS reservation
for the provisioned QoS channel.

29. The system recited in item 1, wherein the proc-
essor is further configured to:
send the QoS request to a service controller, wherein
the service controller communicates with the one or
more network devices to provision a QoS channel
through a carrier core network and/or an IPX net-
work, wherein the QoS channel includes one or more
QoS links.

30. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a QoS session if the QoS request is
determined to be authorized; and
determine charging for the QoS session.

31. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a plurality of QoS sessions; and
determine charging for each of the plurality of
QoS sessions, wherein the charging for each of
the plurality of QoS sessions is periodically ver-
ified.

32. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a plurality of QoS sessions; and
determine charging for each of the plurality of
QoS sessions, wherein the charging for each of
the plurality of QoS sessions is periodically ver-
ified at least in part using network based charg-
ing information.

33. The system recited in item 1, wherein the proc-
essor is further configured to:
execute a QoS router for dynamically managing one
or more QoS sessions for the communications de-
vice.

34. The system recited in item 1, wherein the proc-
essor is further configured to:

execute a QoS router for dynamically managing
one or more QoS channels for the communica-
tions device; and
send network capacity information to a service
controller, wherein the service controller pro-
vides a policy decision point for QoS manage-
ment for a plurality of communications devices
in communication with one or more base sta-
tions.

35. The system recited in item 1, wherein the proc-
essor is further configured to:

execute a QoS router for dynamically managing
one or more QoS channels for the communica-
tions device;
send network capacity information to a service
controller, wherein the service controller pro-
vides a policy decision point for QoS manage-
ment for a plurality of communications devices
in communication with one or more base sta-
tions; and
receive QoS router throttling instructions from
the service controller, wherein the service con-
troller provides the QoS router throttling instruc-
tions to assist in dynamically manage network
capacity for the plurality of communications de-
vices in communication with the one or more
base stations.

36. The system recited in item 1, wherein the proc-
essor is further configured to:
execute a QoS router for dynamically managing one
or more QoS sessions and one or more non-QoS
sessions for the communications device, and where-
in the QoS router upgrades QoS classes, down-
grades QoS classes, deallocates QoS classes,
and/or throttles service level usage for one or more
QoS and/or non-QoS sessions based on wireless
network bandwidth access.

37. The system recited in item 1, wherein the proc-
essor is further configured to:
execute a QoS router for dynamically managing one
or more QoS sessions and one or more non-QoS
sessions for the communications device, wherein
the QoS router upgrades QoS classes, downgrades
QoS classes, deallocates QoS classes, and/or throt-
tles service level usage for one or more QoS and/or
non-QoS sessions based on wireless network band-
width access, and wherein the QoS router facilitates
one or more of the following: a non-QoS best effort
service level, a QoS differentiated service level, and
a QoS guaranteed service level.
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38. The system recited in item 1, wherein the proc-
essor is further configured to:

facilitate a plurality of QoS sessions using a QoS
router, wherein the QoS router allocates an au-
thorized QoS class for each QoS request, and
wherein the QoS router periodically modifies the
QoS class allocations for one or more QoS ses-
sions and/or throttles non-QoS sessions to fa-
cilitate the plurality of QoS sessions; and
determine charging for each of the plurality of
QoS sessions, wherein the charging for each of
the plurality of QoS sessions is periodically ver-
ified.

39. The system recited in item 1, wherein the proc-
essor is further configured to:

receive network capacity information from a
base station; and
execute a QoS router for managing one or more
QoS sessions for the communications device,
wherein the QoS router periodically modifies
QoS class allocations for the one or more QoS
sessions and/or throttles non-QoS sessions
based on the network capacity information.

40. The system recited in item 1, wherein the proc-
essor is further configured to:

receive network capacity information from a
base station; and
execute a QoS router for managing one or more
QoS sessions for the communications device,
wherein the QoS router periodically modifies
QoS class allocations for the one or more QoS
sessions and/or throttles non-QoS sessions
based on the network capacity information; and
wherein the QoS router does not downgrade
QoS class allocations if the communications de-
vice is associated with a service plan that pro-
vides for a non-throttled QoS service level.

41. The system recited in item 1, wherein the proc-
essor is further configured to:
executing a QoS router, wherein the user is offered
a choice of whether or not to allow the QoS router
to dynamically manage QoS and/or non-QoS serv-
ices.

42. The system recited in item 1, wherein the proc-
essor is further configured to:
determine charging for a QoS session, wherein the
charging is determined based on one or more of the
following: a QoS class, an allocated network band-
width, a router queue priority, and per allocated radio
access bearer (RAB), and wherein the charging for
the QoS session is verified.

43. The system recited in item 1, wherein the proc-
essor is further configured to:
execute a service processor for implementing veri-
fied DAS QoS in a secure hardware partition of the
processor.

44. The system recited in item 1, wherein the proc-
essor is further configured to:
execute a service processor for implementing veri-
fied DAS QoS, wherein the service processor is ex-
ecuted in a kernel of an operating system.

45. The system recited in item 1, wherein the proc-
essor is further configured to:
execute a service processor for implementing veri-
fied DAS QoS, wherein the processor is in a secure
modem.

46. The system recited in item 1, wherein the proc-
essor is further configured to:
send a QoS request for network resources for an
end to end coordinated QoS service channel control
for a conversational class session between the com-
munications device and another communications
device, wherein the request for network resources
is directed to one or more of the following networks:
a base station, a transport core network, an IPX net-
work, and a GRX network.

47. A method, comprising:

determining a quality of service (QoS) request
for a service over a wireless network; and

verifying the QoS request for the service over
the wireless network.

48. A computer program product, the computer pro-
gram product being embodied in a computer reada-
ble storage medium and comprising computer in-
structions for:

determining a quality of service (QoS) request
for a service over a wireless network; and

verifying the QoS request for the service over
the wireless network.

49. A system, comprising:

a processor of a network device configured to:

receive a quality of service (QoS) request
for a service over a wireless network from
one or more communications devices; and
determine if the QoS request for the service
over the wireless network is authorized
and/or available based on network capacity;
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a memory coupled to the processor and config-
ured to provide the processor with instructions.

50. The system recited in item 49, wherein the proc-
essor is further configured to:
setup an end to end coordinated QoS service chan-
nel control for a conversational class session be-
tween a first communications device and a second
communications device.

Claims

1. A system, comprising:

one or more modems (1831;, 1815, 1814, 1813,
1812) for enabling a wireless end user commu-
nications device (100) to communicate at least
over a wireless access network (1610);
a processor of the wireless end user communi-
cations device (100), and
memory coupled to the processor (115) and con-
figured to provide the processor (115) with in-
structions; wherein
the processor is configured to, depending on the
wireless access network type:;
facilitate a plurality of simultaneous quality-of-
service (QoS) connections between the wireless
end user communications device (100) and a
network system communicatively coupled to the
wireless end user communications device (100)
by the wireless access network (1610),
associate a particular service activity of the wire-
less end user communications device (100) with
a particular QoS connection of the plurality of
simultaneous QoS connections, and
assist in implementing a first traffic control con-
figured to control attempted or successful com-
munications associated with the particular serv-
ice activity over the particular QoS connection;
and/or
assist in implementing a second traffic control
configured to control attempted or successful
communications associated with the particular
service activity, the second traffic control being
different from the first traffic control.

2. The system according to claim 1, wherein associate
a particular service activity of the wireless end user
communications device (100) with a particular QoS
connection of the plurality of simultaneous QoS con-
nections comprises:
obtain a QoS request through a QoS application pro-
gramming interface (API), the QoS API comprising
an interface on the wireless end user communica-
tions device (100) configured to communicate QoS
information to or from an application on the wireless
end user communications device (100).

3. The system according to claim 1 or 2, wherein the
processor is configured to associate the particular
service activity with the particular QoS connection
at least in part by monitoring attempted or successful
communications by the wireless end user commu-
nications device (100) associated with the particular
service activity.

4. The system according to claim 1 or 2, wherein the
processor is configured to associate the particular
service activity with the particular QoS connection
based at least in part on one or more of the following:
an application activity, a network end point or desti-
nation, a traffic type, a content type, and a pattern
of application or QoS service activity.

5. The system according to any of the preceding claims,
wherein the processor (115) is further configured to:
assist in providing a user notification associated with
the particular service activity, wherein the user noti-
fication includes one or more of the following: a con-
firmation of a QoS request or a QoS communication
attempt associated with the particular service activ-
ity, a confirmation for future similar QoS requests or
similar QoS communication attempts associated
with the particular service activity, an indication that
a first QoS level associated with the QoS request or
the QoS communication attempt will be provided, an
indication that the first QoS level is not available or
will not be provided, an option to purchase a service
level associated with the QoS request or the QoS
communication attempt, an option to upgrade to a
new service plan, and an indication that the particular
service activity requires or can benefit from a second
QoS level.

6. The system according to any of the preceding claims,
wherein the processor (115) is further configured to:
assist in implementing a service profile for assisting
in the first traffic control of the particular service ac-
tivity, wherein the service profile includes one or
more service policy settings for assisting in monitor-
ing the attempted or successful communications as-
sociated with the particular service activity based on
the service profile; and update the service profile
based on information obtained from a network ele-
ment or from a service controller (122).

7. The system according to any of the preceding claims,
wherein the processor (115) is further configured to:
determine if the particular service activity is author-
ized for the particular QoS connection based on a
service plan associated with the wireless end user
communications device (100), or based on a user
input; and when the particular service activity is not
authorized for the particular QoS connection, pre-
vent the particular service activity from using the par-
ticular QoS connection.
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8. The system according to claims 1 or 2, wherein as-
sociate a particular service activity of the wireless
end user communications device with a particular
QoS connection of the plurality of simultaneous QoS
connections comprises: obtain at least an aspect of
QoS rules from a service controller or a network el-
ement, determine if a QoS request or QoS commu-
nication attempt associated with the particular serv-
ice activity is allowed based at least in part on the
obtained aspect of the QoS rules; and take an action
based on the determination.

9. The system according to claim 8, wherein the proc-
essor (115) is configured to associate the particular
service activity with the particular QoS connection
of the plurality of simultaneous QoS connections at
least in part by determining if a QoS request or QoS
communication attempt associated with the particu-
lar service activity is authorized based on the QoS
rules.

10. The system according to claim 8 or 9, wherein the
QoS rules include a QoS activity map that associates
the particular service activity with one or more QoS
levels.

11. The system according to any one of claim 8 to 10,
wherein the processor (115) is further configured to:
determine whether a QoS request associated with
the particular service activity is authorized for the
particular QoS connection based on the QoS rules;
and send the QoS request to an access point if the
QoS request is determined to be authorized for the
particular QoS connection based on the QoS rules,
wherein the access point assists the processor in
facilitating the particular QoS connection.

12. The system according to any of the preceding claims,
wherein the processor (115) is further configured to:
send a first QoS request associated with the partic-
ular service activity to a service controller (122) or a
network element; receive a QoS approval authoriza-
tion for the particular QoS connection of the plurality
of simultaneous QoS connections from the service
controller (122) or the network element; and send a
second QoS request to a base station (125), wherein
the second QoS request includes the QoS approval
authorization.

13. The system according to any of the preceding claims,
wherein the processor (115) is further configured to:
send a QoS request associated with the particular
service activity to a service controller, wherein the
service controller assists the processor (115) in fa-
cilitating the particular QoS connection; and obtain
a QoS reservation for the particular QoS connection
from the service controller (122).

14. The system according to claim 1, wherein the proc-
essor (115) is further configured to assist in imple-
menting the first traffic control at least in part by im-
plementing a QoS router (1698) for assisting in man-
aging one or more of the plurality of simultaneous
QoS connections.

15. The system according to claim 14, wherein
the QoS router (1698) is configured to assist in im-
plementing at least one of: upgrade a QoS class or
a QoS level, downgrade a QoS class or a QoS level,
deallocate a QoS class or a QoS level, throttle a com-
munication associated with one of the plurality of si-
multaneous QoS connections, queue with priority a
communication associated with one of the plurality
of simultaneous QoS connections, and block a com-
munication associated with one of the plurality of si-
multaneous QoS connections based on wireless net-
work QoS availability or congestion.

16. The system according to claims 14 or 15, wherein
the QoS router (1698) is configured to assist in im-
plementing one or more of the following: a back-
ground QoS service level; a best effort service level,
a QoS differentiated service level, and a QoS guar-
anteed service level.

17. The system according to any one of claim 14 to 16,
wherein the processor (115) is further configured to
obtain network QoS information from a network el-
ement, a base station or a service controller, the net-
work QoS information comprising one or more of net-
work capacity information, network congestion infor-
mation, QoS availability information and a QoS pol-
icy, and
wherein implementing the QoS router (1698) com-
prises using the received network QoS information.

18. The system according to any one of claim 14 to 17,
wherein the processor (115) is further configured to:
offer, to a user, a choice of whether to allow the QoS
router (1698) to dynamically manage QoS of one or
more service activities available to the wireless end
user communications device.

19. The system according to any of the preceeding
claims, wherein the processor (115) is further con-
figured to:
assist in determining a service usage accounting for
the particular QoS connection, wherein the service
usage accounting is determined based at least in
part on one or more of the following: a QoS level, a
QoS class, a traffic priority level, a network type, an
allocated network bandwidth, a QoS priority, and a
radio access bearer (RAB) type.
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Patentansprüche

1. System, Folgendes umfassend:

ein oder mehrere Modems (1831; 1815, 1814,
1813, 1812), um einer drahtlosen Endbenutzer-
Kommunikationsvorrichtung (100) zu ermögli-
chen, zumindest über ein drahtloses Zugangs-
netzwerk (1610) zu kommunizieren;
einen Prozessor der drahtlosen Endbenutzer-
Kommunikationsvorrichtung (100) und
einen Speicher, der mit dem Prozessor (115)
gekoppelt ist und konfiguriert ist, um den Pro-
zessor (115) mit Anweisungen zu versorgen;
wobei
der Prozessor, abhängig vom Typ des drahtlo-
sen Zugangsnetzes, konfiguriert ist zum:

Erleichtern einer Mehrzahl von gleichzeiti-
gen Quality of Service (QoS) - Verbindun-
gen zwischen der drahtlosen Endbenutzer-
Kommunikationsvorrichtung (100) und ei-
nem Netzwerksystem, das durch das draht-
lose Zugangsnetzwerk (1610) kommunika-
tiv mit der drahtlosen Endbenutzer-Kom-
munikationsvorrichtung (100) gekoppelt ist,
Zuordnen einer bestimmten Dienstaktivität
der drahtlosen Endbenutzer-Kommunikati-
onsvorrichtung (100) zu einer bestimmten
QoS-Verbindung der Mehrzahl von gleich-
zeitigen QoS-Verbindungen, und
Unterstützen beim Implementieren einer
ersten Verkehrssteuerung, die konfiguriert
ist, um versuchte oder erfolgreiche Kommu-
nikationen, die der bestimmten Dienstakti-
vität zugeordnet sind, über die bestimmte
QoS-Verbindung zu steuern; und / oder
Unterstützen beim Implementieren einer
zweiten Verkehrssteuerung, die konfigu-
riert ist, um versuchte oder erfolgreiche
Kommunikationen, die der bestimmten
Dienstaktivität zugeordnet sind, zu steuern,
wobei sich die zweite Verkehrssteuerung
von der ersten Verkehrssteuerung unter-
scheidet.

2. System nach Anspruch 1, wobei das Zuordnen einer
bestimmten Dienstaktivität der drahtlosen Endbe-
nutzer-Kommunikationsvorrichtung (100) zu einer
bestimmten QoS-Verbindung der Mehrzahl von
gleichzeitigen QoS-Verbindungen Folgendes um-
fasst:
Erhalten einer QoS-Anforderung durch eine QoS-
Anwendungsprogrammierschnittstelle (API), wobei
die QoS-API eine Schnittstelle auf der drahtlosen
Endbenutzer-Kommunikationsvorrichtung (100)
umfasst, die konfiguriert ist, um QoS-Informationen
zu oder von einer Anwendung auf der drahtlosen

Endbenutzer-Kommunikationsvorrichtung (100) zu
kommunizieren.

3. System nach Anspruch 1 oder 2, wobei der Prozes-
sor konfiguriert ist, um die bestimmte Dienstaktivität
der bestimmten QoS-Verbindung zumindest teilwei-
se durch Überwachen von versuchten oder erfolg-
reichen Kommunikationen durch die drahtlose End-
benutzer-Kommunikationsvorrichtung (100) zuzu-
ordnen, welche mit der bestimmten Dienstaktivität
assoziiert ist.

4. System nach Anspruch 1 oder 2, wobei der Prozes-
sor konfiguriert ist, um die bestimmte Dienstaktivität
der bestimmten QoS-Verbindung zumindest teilwei-
se basierend auf einem oder mehreren von Folgen-
dem zuzuordnen: einer Anwendungsaktivität, einem
Netzwerkendpunkt oder -ziel, einem Verkehrstyp, ei-
nem Inhaltstyp und einem Muster von Anwendungs-
oder QoS-Dienstaktivität.

5. System nach einem der vorhergehenden Ansprü-
che, wobei der Prozessor (115) ferner konfiguriert
ist zum:
Unterstützen beim Bereitstellen einer Benutzerbe-
nachrichtigung, die der bestimmten Dienstaktivität
zugeordnet ist, wobei die Benutzerbenachrichtigung
eine oder mehrere von Folgendem einschließt: eine
Bestätigung einer QoS-Anforderung oder eines
QoS-Kommunikationsversuchs, die der bestimmten
Dienstaktivität zugeordnet sind, eine Bestätigung für
zukünftige ähnliche QoS-Anforderungen oder ähn-
liche QoS-Kommunikationsversuche, die der be-
stimmten Dienstaktivität zugeordnet sind, eine An-
gabe, dass ein erstes QoS-Niveau, das der QoS-
Anforderung oder dem QoS Kommunikationsver-
such zugeordnet ist, bereitgestellt werden wird, ein
Hinweis, dass das erste QoS-Niveau nicht verfügbar
ist oder nicht bereitgestellt werden wird, eine Option
zum Erwerb eines Service Niveaus, das der QoS-
Anfrage oder dem QoS-Kommunikationsversuch
zugeordnet ist, eine Option zum Upgrade auf einen
neuen Service-Plan, und einen Hinweis darauf, dass
die bestimmte Dienstaktivität ein zweites QoS Ni-
veau erfordert oder nutzen kann.

6. System nach einem der vorhergehenden Ansprü-
che, wobei der Prozessor (115) ferner konfiguriert
ist zum:
Unterstützen beim Implementieren eines Dienstpro-
fils zum Unterstützen der ersten Verkehrssteuerung
der bestimmten Dienstaktivität, wobei das Dienst-
profil eines oder mehrere Dienstrichtlinieneinstellun-
gen zum Unterstützen bei der Überwachung der ver-
suchten oder erfolgreichen Kommunikation umfasst,
die der bestimmten Dienstaktivität zuzuordnen sind,
basierend auf dem Dienstprofil; und Aktualisieren
des Dienstprofils basierend auf Informationen, die
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von einem Netzwerkelement oder von einem Dienst-
controller (122) erhalten werden.

7. System nach einem der vorhergehenden Ansprü-
che, wobei der Prozessor (115) ferner konfiguriert
ist zum:
Bestimmen, ob die bestimmte Dienstaktivität für die
bestimmte QoS-Verbindung autorisiert ist, basie-
rend auf einem Dienstplan, welcher der drahtlosen
Endbenutzer-Kommunikationsvorrichtung (100) zu-
geordnet ist oder basierend auf einer Benutzerein-
gabe; und wenn die bestimmte Dienstaktivität für die
bestimmte QoS-Verbindung nicht autorisiert ist, Ver-
hindern, dass die bestimmte Dienstaktivität die be-
stimmte QoS-Verbindung verwendet.

8. System nach Anspruch 1 oder 2, wobei das Zuord-
nen einer bestimmten Dienstaktivität der drahtlosen
Endbenutzer-Kommunikationsvorrichtung zu einer
bestimmten QoS-Verbindung der Mehrzahl von
gleichzeitigen QoS-Verbindungen Folgendes um-
fasst: Erhalten von mindestens einem Aspekt von
QoS-Regeln von einem Dienst-Controller oder ei-
nem Netzwerkelement, Feststellen, ob eine QoS-
Anfrage oder ein QoS-Kommunikationsversuch,
welcher der bestimmten Dienstaktivität zugeordnet
ist, zumindest teilweise erlaubt ist, basierend auf
dem erhaltenen Aspekt der QoS-Regeln; und Ergrei-
fen einer Maßnahme, basierend auf der Feststel-
lung.

9. System nach Anspruch 8, wobei der Prozessor (115)
konfiguriert ist, um die bestimmte Dienstaktivität der
bestimmten QoS-Verbindung der Mehrzahl von
gleichzeitigen QoS-Verbindungen zumindest teil-
weise zuzuordnen, durch Feststellen, ob eine QoS-
Anforderung oder ein QoS-Kommunikationsver-
such, verbunden mit der bestimmten Dienstaktivität,
autorisiert ist, basierend auf den QoS-Regeln.

10. System nach Anspruch 8 oder 9, wobei die QoS-
Regeln eine QoS Activity Map enthalten, welche die
bestimmte Dienstaktivität mit einer oder mehreren
QoS-Ebenen assoziiert.

11. System nach einem der Ansprüche 8 bis 10, wobei
der Prozessor (115) ferner konfiguriert ist zum:
Feststellen, ob eine QoS-Anfrage, die der bestimm-
ten Dienstaktivität zugeordnet ist, für die bestimmte
QoS-Verbindung autorisiert ist, basierend auf den
QoS-Regeln; und Senden der QoS-Anforderung an
einen Zugangspunkt, wenn bestimmt wird, dass die
QoS-Anforderung für die bestimmte QoS-Verbin-
dung autorisiert ist, basierend auf den QoS-Regeln,
wobei der Zugangspunkt den Prozessor bei der Er-
leichterung der bestimmten QoS-Verbindung unter-
stützt.

12. System nach einem der vorhergehenden Ansprü-
che, wobei der Prozessor (115) ferner konfiguriert
ist zum:
Senden einer ersten QoS-Anforderung, die der be-
stimmten Dienstaktivität zugeordnet ist, an einen
Dienstcontroller (122) oder ein Netzwerkelement;
Empfangen einer QoS-Genehmigungsberechtigung
für die bestimmte QoS-Verbindung der Mehrzahl
von gleichzeitigen QoS-Verbindungen von dem
Dienstcontroller (122) oder dem Netzwerkelement;
und Senden einer zweiten QoS-Anforderung an eine
Basisstation (125), wobei die zweite QoS-Anforde-
rung die QoS-Genehmigungsberechtigung enthält.

13. System nach einem der vorhergehenden Ansprü-
che, wobei der Prozessor (115) ferner konfiguriert
ist zum:
Senden einer der bestimmten Dienstaktivität zuge-
ordneten QoS-Anforderung an einen Dienstcontrol-
ler, wobei der Dienstcontroller den Prozessor (115)
dabei unterstützt, die bestimmte QoS-Verbindung zu
vereinfachen; und Erlangen einer QoS-Reservie-
rung für die bestimmte QoS-Verbindung von dem
Dienstcontroller (122).

14. System nach Anspruch 1, wobei der Prozessor (115)
ferner dafür konfiguriert ist, die Implementierung der
ersten Verkehrssteuerung zumindest teilweise zu
unterstützen, indem ein QoS-Router (1698) imple-
mentiert wird, um das Steuern von einer oder meh-
reren der Mehrzahl von gleichzeitigen QoS-Verbin-
dungen zu unterstützen.

15. System nach Anspruch 14, wobei
der QoS-Router (1698) konfiguriert ist, um bei der
Implementierung von mindestens einem von Fol-
gendem zu helfen: Upgrade einer QoS-Klasse oder
einer QoS-Ebene, Herabstufen einer QoS-Klasse
oder einer QoS-Ebene, Freigeben einer QoS-Klasse
oder einer QoS-Ebene, Drosseln einer Kommunika-
tion, die einer der Mehrzahl von gleichzeitigen QoS-
Verbindungen zugeordnet ist, Bilden einer Prioritäts-
Warteschlange einer Kommunikation, die einer der
Mehrzahl von gleichzeitigen QoS-Verbindungen zu-
geordnet ist, und Blockieren einer mit einer der Mehr-
zahl von gleichzeitigen QoS-Verbindungen assozi-
ierten Kommunikation, basierend auf QoS-Verfüg-
barkeit oder -Überlastung des drahtlosen Netz-
werks.

16. System nach Anspruch 14 oder 15, wobei
der QoS-Router (1698) so konfiguriert ist, um bei der
Implementierung von einem oder mehreren der Fol-
genden zu unterstützen: einem Hintergrund - QoS
Service-Niveau; einem Best-Effort Service-Niveau,
einem QoS-differenzierten Service-Niveau und ei-
nem QoSgarantierten Service-Niveau.
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17. System nach einem der Ansprüche 14 bis 16, wobei
der Prozessor (115) ferner konfiguriert ist, um:

Netzwerk-QoS-Informationen von einem Netz-
werkelement, einer Basisstation oder einem
Dienstcontroller zu erhalten, wobei die Netz-
werk-QoS-Informationen eine oder mehrere
von Folgendem umfasst: Netzwerkkapazitätsin-
formation, Netzwerküberlastungsinformation,
QoS-Verfügbarkeitsinformation und einer QoS-
Richtlinie, und
wobei das Implementieren des QoS-Routers
(1698) das Verwenden der empfangenen Netz-
werk-QoS-lnformation umfasst.

18. System nach einem der Ansprüche 14 bis 17, wobei
der Prozessor (115) ferner konfiguriert ist zum:
Anbieten einer Wahlmöglichkeit für den Benutzer,
ob dem QoS-Router (1698) erlaubt wird, QoS von
einem oder mehreren Serviceaktivitäten, die dem
drahtlosen Endbenutzer-Kommunikationsgerät zur
Verfügung stehen, dynamisch zu verwalten.

19. System nach einem der vorhergehenden Ansprü-
che, wobei der Prozessor (115) ferner konfiguriert
ist zum:
Unterstützen beim Bestimmen einer Dienstnut-
zungsabrechnung für die bestimmte QoS-Verbin-
dung, wobei die Dienstnutzungsabrechnung zumin-
dest teilweise basierend auf einem oder mehreren
von Folgendem bestimmt wird: einer QoS-Ebene,
einer QoS-Klasse, einer Traffic-Prioritätsebene, ei-
nem Netzwerktyp, einer zugewiesenen Netzwerk-
bandbreite, einer QoS-Priorität und einem Funkzu-
gangsträger (RAB) -Typ.

Revendications

1. Système comprenant :

un ou plusieurs modems (1831 ; 1815, 1814,
1813, 1812) pour permettre à un dispositif de
communication sans fil d’utilisateur final (100)
de communiquer au moins sur un réseau d’ac-
cès sans fil (1610) ;
un processeur du dispositif de communication
sans fil d’utilisateur final (100), et
une mémoire couplée au processeur (115) et
configurée pour fournir des instructions au pro-
cesseur (115) ; dans lequel
le processeur est configuré, en fonction du type
de réseau d’accès sans fil, pour :

faciliter une pluralité de connexions simul-
tanées de qualité de service (QoS) entre le
dispositif de communication sans fil d’utili-
sateur final (100) et un système de réseau

couplé de manière communicative au dis-
positif de communication sans fil d’utilisa-
teur final (100) par le réseau d’accès sans
fil (1610),
associer une activité de service particulière
du dispositif de communication sans fil d’uti-
lisateur final (100) à une connexion de QoS
particulière de la pluralité de connexions de
QoS simultanées, et
aider à la mise en oeuvre d’une première
commande de trafic configurée pour com-
mander des communications tentées ou
réussies associées à l’activité de service
particulière sur la connexion de QoS
particulière ; et/ou
aider à la mise en oeuvre d’une deuxième
commande de trafic configurée pour com-
mander des communications tentées ou
réussies associées à l’activité de service
particulière, la deuxième commande de tra-
fic étant différente de la première comman-
de de trafic.

2. Système selon la revendication 1, dans lequel l’as-
sociation d’une activité de service particulière du dis-
positif de communication sans fil d’utilisateur final
(100) à une connexion de QoS particulière de la plu-
ralité de connexions de QoS simultanées
comprend :
l’obtention d’une demande de QoS par le biais d’une
interface de programmation d’application (API) de
QoS, l’API de QoS comprenant une interface sur le
dispositif de communication sans fil d’utilisateur final
(100) configurée pour communiquer des informa-
tions de QoS vers ou à partir d’une application du
dispositif de communication sans fil d’utilisateur final
(100).

3. Système selon la revendication 1 ou 2, dans lequel
le processeur est configuré pour associer l’activité
de service particulière à une connexion de QoS par-
ticulière au moins en partie en surveillant des com-
munications tentées ou réussies par le dispositif de
communication sans fil d’utilisateur final (100) asso-
cié à l’activité de service particulière.

4. Système selon la revendication 1 ou 2, dans lequel
le processeur est configuré pour associer l’activité
de service particulière à la connexion de QoS parti-
culière sur la base au moins en partie d’un ou plu-
sieurs de ce qui suit : une activité d’application, un
point de terminaison de réseau ou une destination,
un type de trafic, un type de contenu et un modèle
d’application ou d’activité de service de QoS.

5. Système selon l’une quelconque des revendications
précédentes, dans lequel le processeur (115) est
configuré en outre pour :
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aider à la fourniture d’une notification d’utilisateur
associée à l’activité de service particulière, dans le-
quel la notification d’utilisateur comprend un ou plu-
sieurs de ce qui suit : une confirmation d’une deman-
de de QoS ou une tentative de communication de
QoS associée à l’activité de service particulière, une
confirmation pour des demandes de QoS similaires
ou des tentatives de communication de QoS similai-
res futures associées à l’activité de service particu-
lière, une indication qu’un premier niveau de QoS
associé à la demande de QoS ou la tentative de com-
munication de QoS sera fournie, une indication que
le premier niveau de QoS n’est pas disponible ou ne
sera pas fourni, une option pour acheter un niveau
de service associé à la demande de QoS ou la ten-
tative de communication de QoS, une option pour la
mise à niveau à un nouveau plan de service, et une
indication que l’activité de service particulière néces-
site ou peut tirer profit d’un deuxième niveau de QoS.

6. Système selon l’une quelconque des revendications
précédentes, dans lequel le processeur (115) est
configuré en outre pour :
aider à la mise en oeuvre d’un profil de service pour
aider dans la première commande de trafic de l’ac-
tivité de service particulière, dans lequel le profil de
service comprend un ou plusieurs réglages de poli-
tique de service pour assister dans la surveillance
des communications tentées ou réussies associées
à l’activité de service particulière sur la base du profil
de service ; et mettre à jour le profil de service sur
la base d’informations obtenues à partir d’un élément
de réseau ou d’un dispositif de commande de service
(122).

7. Système selon l’une quelconque des revendications
précédentes, dans lequel le processeur (115) est
configuré en outre pour :
déterminer si l’activité de service particulière est
autorisée pour la connexion de QoS particulière sur
la base d’un plan de service associé au dispositif de
communication sans fil d’utilisateur final (100) ou sur
la base d’une entrée d’utilisateur ; et, quand l’activité
de service particulière n’est pas autorisée pour la
connexion de QoS particulière, empêcher l’activité
de service particulière d’utiliser la connexion de QoS
particulière.

8. Système selon la revendication 1 ou 2, dans lequel
l’association d’une activité de service particulière du
dispositif de communication sans fil d’utilisateur final
à une connexion de QoS particulière de la pluralité
de connexions de QoS simultanées comprend : l’ob-
tention d’au moins un aspect de règles de QoS à
partir d’un dispositif de commande de service ou d’un
élément de réseau, le fait de déterminer si une de-
mande de QoS ou une tentative de communication
de QoS associée à l’activité de service particulière

est autorisée sur la base au moins en partie de l’as-
pect obtenu des règles de QoS ; et l’exécution d’une
action sur la base de la détermination.

9. Système selon la revendication 8, dans lequel le pro-
cesseur (115) est configuré pour associer l’activité
de service particulière à la connexion de QoS parti-
culière de la pluralité de connexions de QoS simul-
tanées au moins en partie en déterminant si une de-
mande de QoS ou une tentative de communication
de QoS associée à l’activité de service particulière
est autorisée sur la base des règles de QoS.

10. Système selon la revendication 8 ou 9, dans lequel
les règles de QoS comprennent une carte d’activité
de QoS qui associe l’activité de service particulière
à un ou plusieurs niveaux de QoS.

11. Système selon l’une quelconque des revendications
8 à 10, dans lequel le processeur (115) est configuré
en outre pour :
déterminer si une demande de QoS associée à l’ac-
tivité de service particulière est autorisée pour la con-
nexion de QoS particulière sur la base des règles de
QoS ; et envoyer la demande de QoS à un point
d’accès si la demande de QoS est déterminée com-
me étant autorisée pour la connexion de QoS parti-
culière sur la base des règles de QoS, dans lequel
le point d’accès aide le processeur à faciliter la con-
nexion de QoS particulière.

12. Système selon l’une quelconque des revendications
précédentes, dans lequel le processeur (115) est
configuré en outre pour :
envoyer une première demande de QoS associée à
l’activité de service particulière à un dispositif de
commande de service (122) ou un élément de
réseau ; recevoir une autorisation d’approbation de
QoS pour la connexion de QoS particulière de la
pluralité de connexions de QoS simultanées à partir
du dispositif de commande de service (122) ou de
l’élément de réseau ; et envoyer une deuxième de-
mande de QoS à une station de base (125), dans
lequel la deuxième demande de QoS comprend
l’autorisation d’approbation de QoS.

13. Système selon l’une quelconque des revendications
précédentes, dans lequel le processeur (115) est
configuré en outre pour :
envoyer une demande de QoS associée à l’activité
de service particulière à un dispositif de commande
de service, dans lequel le dispositif de commande
de service aide le processeur (115) à faciliter la con-
nexion de QoS particulière ; et obtenir une réserva-
tion de QoS pour la connexion de QoS particulière
à partir du dispositif de commande de service (122).

14. Système selon la revendication 1, dans lequel le pro-
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cesseur (115) est configuré en outre pour aider à la
mise en oeuvre de la première commande de trafic
au moins en partie en mettant en oeuvre un routeur
de QoS (1698) pour aider à la gestion d’une ou plu-
sieurs de la pluralité de connexions de QoS simul-
tanées.

15. Système selon la revendication 14, dans lequel le
routeur de QoS (1698) est configuré pour aider à la
mise en oeuvre d’au moins un parmi : une mise à
niveau d’une classe de QoS ou d’un niveau de QoS,
un déclassement d’une classe de QoS ou d’un ni-
veau de QoS, une annulation d’attribution d’une clas-
se de QoS ou d’un niveau de QoS, l’étranglement
d’une communication associée à une de la pluralité
de connexions de QoS simultanées, la mise en file
d’attente avec priorité d’une communication asso-
ciée à une de la pluralité de connexions de QoS si-
multanées, et le blocage d’une communication as-
sociée à une de la pluralité de connexions de QoS
simultanées sur la base d’une disponibilité ou d’un
encombrement de QoS du réseau sans fil.

16. Système selon la revendication 14 ou 15, dans le-
quel
le routeur de QoS (1698) est configuré pour aider à
la mise en oeuvre d’un ou plusieurs de ce qui suit :
un niveau de service de QoS d’arrière-plan ; un ni-
veau de service de meilleur effort, un niveau de ser-
vice différencié de QoS et un niveau de service ga-
ranti de QoS.

17. Système selon l’une quelconque des revendications
14 à 16, dans lequel le processeur (115) est confi-
guré en outre pour
obtenir des informations de QoS de réseau à partir
d’un élément de réseau, d’une station de base ou
d’un dispositif de commande de service, les infor-
mations de QoS de réseau comprenant une ou plu-
sieurs parmi des informations de capacité de réseau,
des informations d’encombrement de réseau, des
informations de disponibilité de QoS et une politique
de QoS, et
dans lequel la mise en oeuvre du routeur de QoS
(1698) comprend l’utilisation des informations de
QoS de réseau reçues.

18. Système selon l’une quelconque des revendications
14 à 17, dans lequel le processeur (115) est confi-
guré en outre pour :
offrir, à un utilisateur, un choix sur le fait de permettre
au routeur de QoS (1698) de gérer dynamiquement
la QoS d’une ou plusieurs activités de service dis-
ponibles pour le dispositif de communication sans fil
d’utilisateur final.

19. Système selon l’une quelconque des revendications
précédentes, dans lequel le processeur (115) est

configuré en outre pour :

aider à la détermination d’une comptabilité d’uti-
lisation de service pour la connexion de QoS
particulière,
dans lequel la comptabilité d’utilisation de ser-
vice est déterminée sur la base au moins en
partie d’un ou plusieurs de ce qui suit : un niveau
de QoS, une classe de QoS, un niveau de prio-
rité de trafic, un type de réseau, une largeur de
bande de réseau attribuée, une priorité de QoS
et un type de support d’accès radio (RAB).
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