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Description 

BACKGROUND  OF  THE  INVENTION 

This  invention  relates  to  an  IC  card  and  a 
method  of  writing  its  operation  program.  More  par- 
ticularly,  this  invention  relates  to  an  IC  card  in 
which  its  operation  program  cannot  be  altered  by 
any  person  or  party  except  an  authorized  one  and 
relates  also  to  a  method  of  writing  the  operation 
program  in  the  IC  card. 

IC  cards  are  now  being  put  into  practical  use  in 
various  systems  including  credit  systems  for  the 
sales  and  purchases  of  commodities,  cash  pay- 
ment/deposit  systems  in  banks,  and  debt  payment 
systems  in  hospitals,  company  employees'  restau- 
rants,  etc.  In  such  systems,  an  illicit  use  of  the  IC 
card  is  a  serious  problem. 

Commonly,  the  IC  card  has  a  microprocessor 
and  a  memory  built  in  it.  Also,  the  IC  card  includes 
a  built-in  interface  for  data  transmission  and  recep- 
tion  between  it  and  an  external  apparatus  such  as  a 
host  computer  or  an  IC  card  reader/writer.  The  IC 
card  is  used  in  a  state  connected  to  the  host 
computer  or  loaded  on  the  IC  card  reader/writer. 
The  operation  sequence  for  transmission  and  re- 
ception  of  data  between  the  IC  card  and  the  exter- 
nal  apparatus  includes  the  steps  of  decoding  a 
command  group,  transmitted  from  the  external  ap- 
paratus,  by  an  internal  control  program  of  the  IC 
card,  executing  necessary  memory  access,  for  ex- 
ample,  data  writing,  reading  or  erasing  according  to 
an  operation  program  stored  in  the  memory  of  the 
IC  card,  and  transmitting  the  result  of  the  memory 
access  to  the  external  apparatus  as  a  response  to 
the  command  group. 

Programs  stored  in  the  IC  card  include  a  pro- 
gram  pertinent  to  the  control  operation  of  the  built- 
in  microprocessor  itself  and  a  program  for  control- 
ling  the  fundamental  internal  circuit  of  the  IC  card. 
Besides  these  programs,  there  are  operation  pro- 
grams  a  suitable  one  of  which  is  selected  so  that 
the  microprocessor  can  execute  a  specific  process- 
ing  procedure  corresponding  to  a  specific  function. 
Such  operation  programs  include  a  test  program 
and  various  application  programs. 

Generally,  the  former  programs  are  mostly  pre- 
pared  together  with  the  built-in  microprocessor  and 
stored  in,  for  example,  a  mask  ROM.  Therefore, 
these  programs  are  not  easily  rewritable  or  al- 
terable.  On  the  other  hand,  the  latter  programs  or 
operation  programs  are  down-loaded  later  to  the 
memory  from,  for  example,  the  host  computer. 
Therefore,  these  operation  programs  are  alterable. 

An  IC  card  in  which  its  operation  program  is 
down-loaded  later  is  disclosed  in,  for  example,  JP- 
A-61-211788.  In  the  disclosed  IC  card,  an  elec- 
trically  erasable  non-volatile  memory  or  the  like  is 

used  as  a  program  storage  part  storing  an  opera- 
tion  program  so  that  the  operation  program  is  al- 
terable.  However,  in  such  an  IC  card,  the  operation 
program  stored  in  the  IC  card  may  be  illicitly 

5  altered  by  rewriting,  and  there  is  the  fear  of  illicit 
use  of  the  altered  IC  card. 

Summary  of  the  Invention 

io  With  a  view  to  obviating  the  defect  of  the  prior 
art  IC  card,  that  its  operation  program  is  easily 
alterable,  it  is  an  object  of  the  present  invention  to 
provide  an  IC  card  in  which  its  operation  program 
cannot  be  easily  altered  so  as  to  prevent  its  illicit 

75  use  and  in  which  the  secrecy  of  its  operation 
program  can  be  secured. 

Another  object  of  the  present  invention  is  to 
provide  an  IC  card  in  which  an  operation  program 
written  by  down-loading  cannot  be  altered  by  any 

20  person  or  party  except  an  authorised  one. 
Still  another  object  of  the  present  invention  is 

to  provide  a  method  of  writing  an  operation  pro- 
gram  in  an  IC  card  so  as  to  attain  the  above 
objects. 

25  FR-A-2  591  008  discloses  an  IC  card  in  accor- 
dance  with  the  prior  art  portion  of  claim  1  ,  having  a 
memory  having  alterable  memory  parts  and  non- 
alterable  memory  parts,  distinguished  by  respec- 
tive  accompanying  attribute  information.  Coinci- 

30  dence  of  an  input  PIN  number  with  a  previously 
stored  one  enables  access  to  the  memories.  With 
this  prior  proposal,  it  is  data,  not  program  informa- 
tion,  which  is  protected  from  change. 

The  present  invention,  as  defined  in  claim  1, 
35  provides  means  for  permitting  change-over  of  an 

operation  program  alterability/non-alterability  infor- 
mation  stored  in  the  IC  card  memory  between  the 
alterable  and  non-alterable  modes  by  detecting  co- 
incidence  between  collation  information  and  exter- 

40  nally  applied  input  information. 
A  method  of  utilising  the  IC  card  to  make  use 

of  the  invention  is  defined  in  claim  10. 
The  present  invention  is  featured  by  the  fact 

that,  at  the  time  of  writing  an  operation  program  in 
45  an  IC  card,  identification  information  and  attribute 

information  of  the  operation  program  are  written  in 
the  IC  card,  while  at  the  time  of  altering  the  opera- 
tion  program,  the  attribute  information  is  referenced 
to  permit  alteration  only  when  the  operation  pro- 

50  gram  is  alterable,  thereby  improving  the  security  of 
secrecy  during  writing  the  operation  program  in  the 
IC  card.  Further,  at  the  time  of  alteration  of  the 
attribute  information,  the  identification  information  is 
collated  with  externally  applied  input  information  so 

55  as  to  detect  coincidence  therebetween,  and,  when 
the  coincidence  is  detected,  and  the  attribute  in- 
formation  is  to  be  altered,  any  person  or  party 
except  a  specifically  limited  or  authorized  one  is 
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not  permitted  to  execute  the  alteration  of  the  at- 
tribute  information. 

The  IC  card  of  the  present  invention  which 
attains  the  above  objects  comprises  a  memory  for 
storing  operation  program  alterability/non-alterabil- 
ity  information  indicating  whether  or  not  an  opera- 
tion  program  can  be  altered  and  collation  informa- 
tion  referenced  to  permit  change-over  of  the  opera- 
tion  program  alterability/non-alterability  information 
between  an  alterable  mode  and  a  non-alterable 
mode,  means  for  changing  over  the  operation  pro- 
gram  alterability/non-alterability  information  to  one 
of  the  alterable  mode  and  the  non-alterable  mode 
by  detecting  coincidence  between  the  collation  in- 
formation  and  externally  applied  input  information, 
and  means  for  executing  alteration  of  the  operation 
program  when  the  operation  program  alterabil- 
ity/non-alterability  information  is  in  the  alterable 
mode. 

Thus,  according  to  the  IC  card  of  the  present 
invention,  operation  program  alterability/non-alter- 
ability  information  and  collation  information  are 
stored  in  the  IC  card.  In  the  IC  card,  the  operation 
program  alterability/non-alterability  information  is 
referenced  to  decide  whether  an  operation  program 
is  alterable  or  non-alterable,  and,  when  the  collation 
information  coincides  with  externally  applied  input 
information,  alteration  of  the  operation  program  by 
an  authorized  person  or  party  is  permitted.  There- 
fore,  the  security  of  secrecy  of  the  operation  pro- 
gram  of  the  IC  card  or  of  the  alteration  of  the 
operation  program  can  be  improved,  and  illicit  al- 
teration  of  the  operation  program  can  be  prevented. 

BRIEF  DESCRIPTION  OF  THE  DRAWINGS 

Fig.  1  is  a  block  diagram  of  an  embodiment  of 
the  IC  card  according  to  the  present  invention. 

Fig.  2  is  a  flow  chart  showing  a  sequence  of 
steps  for  writing  an  operation  program  in  the  IC 
card  shown  in  Fig.  1  . 

Fig.  3  is  a  flow  chart  showing  a  sequence  of 
steps  for  writing  identification  information  and  at- 
tribute  information  in  the  IC  card  shown  in  Fig.  1. 

Figs.  4A  and  4B  show  examples  of  combina- 
tions  of  the  identification  information  and  the  at- 
tribute  information  stored  in  the  IC  card  shown  in 
Fig.  1. 

Fig.  5  is  a  block  diagram  of  another  embodi- 
ment  of  the  IC  card  according  to  the  present  inven- 
tion. 

Fig.  6  is  a  flow  chart  showing  a  sequence  of 
steps  for  writing  a  plurality  of  operation  programs 
in  the  IC  card  shown  in  Fig.  5. 

Fig.  7  is  a  flow  chart  showing  a  sequence  of 
steps  for  writing  identification  information  and  at- 
tribute  information  in  the  IC  card  shown  in  Fig.  5. 

Figs.  8A  to  8M  show  examples  of  combinations 
of  the  identification  information,  attribute  informa- 
tion  and  various  programs  stored  in  the  program 
storage  part  of  the  IC  card  shown  in  Fig.  5. 

5  Fig.  9  is  a  block  diagram  of  still  another  em- 
bodiment  of  the  IC  card  according  to  the  present 
invention. 

Fig.  10  is  a  flow  chart  showing  a  sequence  of 
steps  for  writing  identification  information  and  at- 

io  tribute  information  in  the  IC  card  shown  in  Fig.  9. 

DESCRIPTION  OF  THE  PREFERRED  EMBODI- 
MENTS 

is  Preferred  embodiments  of  the  IC  card  accord- 
ing  to  the  present  invention  will  now  be  described 
in  detail  with  reference  to  Figs.  1,  5  and  9  of  the 
drawings.  Referring  to  each  of  Figs.  1  ,  5  and  9,  the 
IC  card  generally  designated  by  the  reference  nu- 

20  meral  1  comprises  a  program  storage  part  4,  an 
information  memory  part  5,  a  central  processor  unit 
(CPU)  6  and  an  information  input/output  part  7.  The 
IC  card  1  is  mounted  on  or  connected  to  an  exter- 
nal  apparatus  8  (which  is,  for  example,  an  IC  card 

25  reader/writer  or  a  host  computer)  and  starts  to 
operate  in  response  to  a  signal  applied  from  the 
external  apparatus  8.  The  operation  of  the  IC  card 
1  is  determined  by  an  internally  stored  operation 
program  or  an  operation  program  down-loaded  and 

30  stored  in  the  program  storage  part  4,  and  the  CPU 
6  activates  such  an  operation  program.  The  CPU  6 
executes  transmission  and  reception  of  information 
between  the  IC  card  1  and  the  external  apparatus  8 
(for  example,  the  IC  card  reader/writer  or  the  host 

35  computer)  through  the  information  input/output  part 
7,  writing  information  in  the  information  memory 
part  5  and  program  storage  part  4,  and  reading 
information  out  of  the  information  memory  part  5 
and  program  storage  part  4. 

40  The  program  storage  part  4  and  the  information 
memory  part  5  of  the  IC  card  1  are  each  in  the 
form  of  an  alterable  non-volatile  memory  such  as 
an  EEPROM  (an  electrically  erasable  and  program- 
mable  ROM).  The  program  storage  part  4  includes 

45  an  attribute  information  storage  region  2  storing 
attribute  information  of  an  operation  program,  an 
identification  information  storage  region  3  storing 
identification  information  of  the  operation  program 
and  an  operation  program  storage  region  9. 

50  The  contents  of  the  IC  card  shown  in  Fig.  1  will 
first  be  described. 

In  the  attribute  information  storage  region  2, 
attribute  information  relevant  to  alteration  of  the 
operation  program  is  recorded.  For  example,  at- 

55  tribute  information  "W  (write)"  meaning  that  the 
operation  program  is  alterable,  and  attribute  in- 
formation  "R  (read-only)"  meaning  that  the  opera- 
tion  program  is  non-alterable,  are  recorded  in  the 

3 



5 EP  0  328  289  B1 6 

attribute  information  storage  region  2.  In  the  iden- 
tification  information  storage  region  3,  identification 
information  of  the  operation  program  or  of  the 
name  of  the  writer  of  the  operation  program  is 
recorded.  For  example,  the  pass  word  and  the 
name  of  the  operation  program  are  recorded  in  the 
identification  information  storage  region  3.  The  op- 
eration  program  is  recorded  in  the  operation  pro- 
gram  storage  region  9. 

The  attribute  information  is  information  which 
indicates  whether  or  not  the  operation  program 
stored  in  the  operation  program  storage  region  9 
can  be  altered,  and  the  identification  information  is 
collation  information  (alterable  condition  informa- 
tion)  which  is  collated  at  the  time  of  changing  over 
the  mode  of  the  attribute  information.  Both  the 
attribute  information  and  the  identification  informa- 
tion  may  be  written  at  the  time  of  writing  the 
operation  program  or  may  be  written  independently 
of  the  operation  program  writing  operation. 

Writing  or  alteration  of  an  operation  program  is 
carried  out  in  response  to  the  application  of  a 
command  from  the  external  apparatus  8  to  the 
CPU  6  which  includes  a  microprocessor.  When  the 
CPU  6  decodes  the  command  and  detects  that  an 
operation  program  is  to  be  written,  a  sequence  of 
processing  steps  is  executed  according  to  an  op- 
eration  program  writing  control  program  6a  stored 
in  the  CPU  6.  This  operation  program  write  control 
program  6a  is  as  shown  in  Fig.  2. 

In  a  step  101  in  Fig.  2,  decision  is  made  as  to 
whether  or  not  attribute  information  is  written  al- 
ready  in  the  attribute  information  storage  region  2. 
When  the  result  of  decision  in  the  step  101  is 
"Yes",  decision  is  then  made  in  the  next  step  102 
as  to  whether  or  not  the  attribute  information  in- 
dicates  the  alterability  of  an  operation  program. 
When  the  result  of  decision  in  the  step  102  is 
"Yes",  the  CPU  6  carries  out,  in  the  next  step  103, 
necessary  processing  to  write  an  externally  sup- 
plied  operation  program  in  the  IC  card  1  . 

In  the  manner  of  processing  described  above, 
an  externally  supplied  operation  program  can  be 
written  in  the  operation  program  storage  part  9 
under  the  condition  that  attribute  information  is 
written  already,  and  such  an  operation  program 
cannot  be  written  unless  the  attribute  information  is 
in  its  alterable  mode.  Therefore,  writing  of  an  op- 
eration  program  can  be  inhibited  by  rendering  the 
attribute  information  in  its  non-alterable  mode. 

Writing  of  the  attribute  information  itself,  as 
well  as  writing  of  identification  information  and  al- 
teration  of  these  information,  is  executed  by  ac- 
tivating  a  managing  information  writing  control  pro- 
gram  6b  stored  in  the  CPU  6.  Fig.  3  is  a  flow  chart 
of  the  control  sequence,  according  to  the  managing 
information  writing  control  program  6b. 

In  a  step  111  in  Fig.  3,  decision  is  made  as  to 
whether  or  not  identification  information  is  stored 
already  in  the  identification  information  storage  re- 
gion  3.  When  the  result  of  decision  in  the  step  1  1  1 

5  is  "No",  the  step  111  is  followed  by  a  step  112a.  In 
the  step  112a,  the  CPU  6  decodes  information 
contained  at  a  predetermined  position  in  input  in- 
formation  to  decide  whether  or  not  writing  of  iden- 
tification  information  is  commanded.  When  the  re- 

io  suit  of  decision  in  the  step  112a  is  "Yes",  the 
identification  information  is  written  in  the  next  step 
113a.  On  the  other  hand,  when  the  result  of  de- 
cision  in  the  step  112a  is  "No",  the  control  se- 
quence  according  to  this  program  6b  is  ended. 

is  When,  on  the  other  hand,  the  result  of  decision 
in  the  step  111  is  "Yes",  the  identification  informa- 
tion  stored  already  is  read  out  from  the  identifica- 
tion  information  storage  region  3  in  the  next  step 
112  and  is  collated  with  the  new  identification  in- 

20  formation  applied  to  the  IC  card  1  as  part  of  the 
input  information.  Then,  in  the  next  step  113,  co- 
incidence  between  the  former  and  latter  identifica- 
tion  information  is  checked.  Only  when  the  result  of 
checking  in  the  step  113  is  "Yes",  the  step  113  is 

25  followed  by  a  step  114.  In  the  step  114,  the  CPU  6 
receives  the  new  identification  information  or  at- 
tribute  information  applied  to  the  IC  card  1,  and, 
after  deciding  the  information  to  be  stored,  stores 
the  new  identification  information  or  attribute  in- 

30  formation  in  the  identification  information  storage 
region  3  or  attribute  information  storage  region  2  to 
execute  alteration  of  the  information  stored  already 
in  the  storage  region  3  or  2.  On  the  other  hand, 
when  the  result  of  collation  in  the  step  112  followed 

35  by  the  result  of  checking  in  the  step  113  proves 
non-coincidence  between  the  identification  informa- 
tion,  the  control  sequence  according  to  this  pro- 
gram  6b  comes  to  its  end. 

Usually,  an  IC  card  maker  manufactures  IC 
40  cards,  and  an  IC  card  issuer  purchased  the  IC 

cards  writes  predetermined  data,  an  operation  pro- 
gram,  etc.  in  the  IC  cards  so  that  the  IC  cards  can 
be  utilized  in  a  desired  form.  The  IC  card  issuer 
issues  the  IC  cards  to  IC  card  utilizers,  and  the  IC 

45  card  utilizers  (holders)  received  the  IC  cards  use 
the  IC  cards  or  further  issue  the  IC  cards  to  IC  card 
users. 

In  such  a  case,  the  operation  program  is  gen- 
erally  written  in  the  IC  card  1  by  both  the  IC  card 

50  maker  and  the  IC  card  issuer.  The  IC  card  maker 
who  manufactures  the  IC  card  1  from  an  IC  chip  is 
required  to  test  the  IC  card  1  so  as  to  confirm 
whether  or  not  the  IC  card  1  can  properly  operate. 
For  this  purpose,  it  is  necessary  to  write  another 

55  operation  program,  that  is,  a  test  program  in  the  IC 
card  1.  In  this  case,  the  identification  information 
"M-ID"  of  the  IC  card  maker  is  first  written  in  the 
identification  information  storage  region  3  accord- 

4 
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ing  to  the  managing  information  writing  control  pro- 
gram  6b  as  shown  in  Fig.  4A,  and,  using  this 
identification  information  "M-ID",  the  attribute  in- 
formation  "W  —  (alterable)"  is  then  written  in  the 
attribute  information  storage  region  2.  Then,  the 
test-purpose  operation  program  (the  test  program) 
is  written  in  the  operation  program  storage  region 
9,  and  the  IC  card  1  is  tested  according  to  the  test 
program.  When  the  IC  card  1  is  decided  to  prop- 
erly  operate,  the  IC  card  1  is  delivered  from  the  IC 
card  maker  to  an  IC  card  issuer  A  as  shown  in  Fig. 
4B.  At  this  time,  the  IC  card  issuer  A  receiving  the 
IC  card  1  is  informed  of  the  identification  informa- 
tion  "M-ID"  written  in  the  IC  card  1  by  the  IC  card 
maker. 

The  IC  card  issuer  A  writes  a  necessary  opera- 
tion  program  in  the  operation  program  storage  re- 
gion  9  of  the  IC  card  1.  (In  this  case,  the  test 
program  written  previously  by  the  IC  card  maker  is 
automatically  altered.)  Then,  according  to  the  op- 
eration  program  writing  control  program  6a,  the 
identification  information  "M-ID"  reported  from  the 
IC  card  maker  is  altered  to,  for  example,  "l-ID" 
representing  the  identification  information  of  the  IC 
card  issuer  A,  and  the  attribute  information  "W"  is 
also  altered  to  "R  —  (non-alterable)". 

In  the  IC  card  1  having  such  attribute  informa- 
tion  "R"  stored  in  the  storage  region  2,  alteration  of 
its  operation  program  according  to  the  operation 
program  writing  control  program  6a  shown  in  Fig.  2 
is  now  impossible,  and  an  attempt  to  alter  the 
operation  program  fails.  Alteration  of  the  operation 
program  written  in  the  IC  card  1  is  not  possible 
unless  the  attribute  information  "R  —  (non-altera- 
ble)"  stored  in  the  attribute  information  storage 
region  2  is  altered  to  the  attribute  information  "W 
—  (alterable)"  according  to  the  managing  informa- 
tion  writing  control  program  6b  shown  in  Fig.  3. 
Thus,  alteration  of  the  operation  program  is  impos- 
sible  for  persons  or  parties  except  the  IC  card 
issuer  A  who  knows  the  identification  information 
"l-ID". 

Suppose,  for  example,  that  another  IC  card 
issuer  B  desires  addition  of  another  operation  pro- 
gram.  In  such  a  case,  the  IC  card  issuer  A  alters 
the  attribute  information  from  "R  ~  (non-alterable)" 
to  "W  —  (alterable)"  using  the  identification  infor- 
mation  "l-ID"  and  then  delivers  the  IC  card  1  to  the 
IC  card  issuer  B.  After  the  IC  card  issuer  B  adds  an 
operation  program,  the  IC  card  issuer  A  alters  the 
attribute  information  from  "W  —  (alterable)"  to  "R 
—  (non-alterable)"  again.  In  this  case,  the  IC  card 
issuer  A  is  authorized  to  alter  the  operation  pro- 
gram.  When  the  IC  card  issuer  A  abandons  the 
right  to  alter  the  operation  program,  the  IC  card 
issuer  B  receiving  the  IC  card  1  is  namely  informed 
of  the  identification  information  "l-ID". 

Another  embodiment  of  the  ID  card  according 
to  the  present  invention  will  now  be  described  in 
detail  with  reference  to  Figs.  5,  6  and  7. 

Referring  to  Fig.  5,  the  IC  card  1  can  store  a 
5  plurality  of  operation  programs.  For  example,  the 

program  storage  part  4  is  designed  to  include  two 
operation  program  storage  regions,  that  is,  a  first 
and  a  second  operation  program  storage  regions 
9a  and  9b,  so  that  two  operation  programs  can  be 

io  stored  in  the  program  storage  part  4.  Further,  the 
program  storage  part  4  includes  a  first  and  a  sec- 
ond  attribute  information  storage  regions  2a  and  2b 
storing  attribute  information  corresponding  to  the 
first  and  second  operation  programs  stored  in  the 

is  first  and  second  operation  program  storage  regions 
9a  and  9b  respectively,  and  a  first  and  a  second 
identification  information  storage  regions  3a  and  3b 
storing  identification  information  corresponding  to 
the  first  and  second  attribute  storage  regions  2a 

20  and  2b  respectively. 
As  in  the  case  of  the  first  embodiment,  the 

attribute  information,  for  example,  "W  (write  = 
alterable)"  or  "R  (read-only  =  non-alterable)"  rel- 
evant  to  alteration  of  the  first  and  second  operation 

25  programs  stored  in  the  first  and  second  operation 
program  storage  regions  9a  and  9b  respectively  is 
recorded  in  each  of  the  first  and  second  attribute 
information  storage  regions  2a  and  2b.  Also,  as  in 
the  case  of  the  first  embodiment,  the  identification 

30  information  of  the  corresponding  operation  program 
or  of  the  name  of  the  writer  of  the  corresponding 
operation  program  is  recorded  in  each  of  the  first 
and  second  identification  information  storage  re- 
gions  3a  and  3b.  For  example,  the  pass  word  and 

35  the  name  of  the  operation  program  are  recorded  in 
each  of  these  storage  regions  3a  and  3b. 

The  operation  of  the  IC  card  1  shown  in  Fig.  5 
will  be  described  with  reference  to  Fig.  6.  In  a  step 
121  in  Fig.  6,  the  CPU  6  decodes  information 

40  contained  at  a  predetermined  position  in  input  in- 
formation  transmitted  from  the  external  apparatus 
8,  and,  when  the  CPU  6  detects  that  a  command 
for  writing  an  operation  program  is  applied,  the 
CPU  6  decides  whether  or  not  such  an  operation 

45  program  is  to  be  written  in  the  first  operation  pro- 
gram  storage  region  9a. 

When  the  result  of  decision  in  the  step  121  is 
"Yes"  meaning  that  the  operation  program  is  to  be 
written  in  the  first  operation  program  storage  region 

50  9a,  decision  is  made  in  the  next  step  122a  as  to 
whether  or  not  attribute  information  is  written  al- 
ready  in  the  first  attribute  information  storage  re- 
gion  2a.  When  the  result  of  decision  in  the  step 
122a  is  "Yes",  decision  is  made  in  the  next  step 

55  123a  as  to  whether  or  not  the  attribute  information 
is  in  the  alterable  mode.  When  the  result  of  de- 
cision  in  the  step  123a  is  "Yes",  the  CPU  6  permits 
alteration  of  the  operation  program  in  the  next  step 

5 
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124a.  Therefore,  the  first  operation  program  can  be 
written  in  the  first  operation  program  storage  region 
9a  in  the  IC  card  1,  and,  after  executing  writing  of 
the  operation  program  transmitted  from  the  external 
apparatus  8,  the  processing  according  to  the  pro- 
cessing  program  comes  to  its  end. 

The  manner  of  processing  by  the  CPU  6  to 
permit  alteration  of  the  operation  program  is  such 
that,  in  the  program  storage  part  4  which  is  formed 
by,  for  example,  an  EEPROM,  the  address  space 
of  the  first  and  second  operation  program  storage 
regions  9a  and  9b,  in  which  writing  is  normally 
inhibited,  is  managed  to  permit  writing  of  the  op- 
eration  program. 

When  the  result  of  decision  in  the  step  121  is 
"No"  meaning  that  writing  of  the  operation  program 
in  the  first  operation  program  storage  region  9a  is 
not  commanded,  decision  is  made  in  the  next  step 
122b  as  to  whether  or  not  attribute  information  is 
written  already  in  the  second  attribute  information 
storage  region  2b.  When  the  result  of  decision  in 
the  step  122b  is  "Yes",  decision  is  then  made  in 
the  next  step  123b  as  to  whether  or  not  that  at- 
tribute  information  is  in  its  alterable  mode.  When 
the  result  of  decision  in  the  step  123b  is  "Yes",  the 
CPU  6  makes  necessary  processing  in  the  next 
step  124b  to  permit  alteration  of  the  operation 
program.  As  a  result,  the  operation  program  can  be 
written  in  the  second  operation  program  storage 
region  9b  of  the  IC  card  1,  and,  after  writing  the 
operation  program  transmitted  from  the  external 
apparatus  8,  the  processing  according  to  this  pro- 
cessing  program  comes  to  its  end. 

When  the  result  of  decision  in  the  step  122a  or 
122b  is  "No",  or  when  the  result  of  decision  in  the 
step  123a  or  123b  is  "No",  the  processing  accord- 
ing  to  this  processing  program  comes  to  its  end 
without  writing  the  operation  program. 

Thus,  by  merely  maintaining  the  attribute  in- 
formation  in  its  non-alterable  mode,  writing  of  the 
operation  program  in  the  IC  card  1  can  be  inhib- 
ited. 

At  the  time  of  writing  the  attribute  information 
itself,  at  the  time  of  writing  the  identification  in- 
formation  and  at  the  time  of  altering  these  informa- 
tion  in  the  manner  described  above,  the  external 
apparatus  8  sends  out  a  command  indicating  writ- 
ing  of  the  managing  information  (the  attribute  in- 
formation  and  the  identification  information).  When 
the  CPU  6  receives  and  decodes  the  command 
and  detects  that  writing  of  the  managing  informa- 
tion  is  commanded,  the  CPU  6  activates  the  man- 
aging  information  writing  control  program  6b  stored 
therein.  As  a  result,  a  managing  information  writing 
sequence  as  shown  in  Fig.  7  is  executed. 

In  a  step  131  in  Fig.  7,  the  CPU  6  decodes  a 
command  contained  at  a  predetermined  position  of 
input  information,  and,  when  the  CPU  6  detects 

that  writing  of  managing  information  is  command- 
ed,  decision  is  made  as  to  whether  or  not  writing  of 
the  managing  information  relevant  to  the  first  op- 
eration  program  is  commanded.  When  the  result  of 

5  decision  in  the  step  131  is  "Yes",  this  means  that 
writing  of  the  managing  information  relevant  to  the 
first  operation  program  is  commanded.  Then,  in  the 
next  step  132a,  decision  is  made  as  to  whether  or 
not  identification  information  is  written  already  in 

io  the  first  identification  information  storage  region  3a. 
When  the  result  of  decision  in  the  step  132a  is 
"No",  the  step  132a  is  followed  by  a  step  134a. 
When  the  CPU  6,  which  decodes  the  information 
contained  at  the  predetermined  position  of  the  in- 

15  put  information,  detects  in  the  step  134a  that  writ- 
ing  of  identification  information  is  commanded,  the 
identification  information  is  written  in  a  step  136a  in 
the  first  identification  information  storage  region  3a, 
and,  after  writing,  the  processing  according  to  this 

20  processing  program  comes  to  its  end.  On  the  other 
hand,  when  the  result  of  decision  in  the  step  134a 
is  "No",  the  processing  according  to  this  process- 
ing  program  comes  to  its  end,  and  another  pro- 
cessing  sequence  takes  place. 

25  When,  on  the  other  hand,  the  result  of  decision 
in  the  step  132a  is  "Yes",  the  written  identification 
information  is  read  out  from  the  first  identification 
information  storage  region  3a  in  a  step  133a,  and 
this  identification  information  is  collated  with  the 

30  identification  information  relevant  to  the  first  opera- 
tion  program  and  contained  in  the  input  information 
transmitted  from  the  external  apparatus  8.  A  conin- 
cidence/noncoincidence  flag  reflecting  the  result  of 
collation  is  stored  in  a  predetermined  memory  re- 

35  gion  of  the  memory.  In  a  step  135a,  the  coinci- 
dence/noncoincidence  flag  is  referenced  to  decide 
whether  or  not  coincidence  between  the  identifica- 
tion  information  is  detected.  Only  when  the  co- 
incidence  is  detected,  the  step  135a  is  followed  by 

40  a  step  137a.  In  the  step  137a,  the  CPU  6  receives 
the  identification  information  or  attribute  information 
relevant  to  the  applied  new  first  operation  program 
and  decides  that  either  the  identification  informa- 
tion  or  the  attribute  information  is  contained  in  the 

45  input  information.  According  to  the  result  of  de- 
cision,  the  CPU  6  stores  the  identification  informa- 
tion  or  the  attribute  information  in  the  correspond- 
ing  storage  region  which  is  the  first  attribute  in- 
formation  storage  region  2a  or  the  first  identification 

50  information  storage  region  3a.  This  executes  alter- 
ation  of  the  identification  information  or  attribute 
information.  After  the  alteration,  the  processing  ac- 
cording  to  this  processing  program  comes  to  its 
end.  When  the  result  of  decision  in  the  step  135a 

55  is  "No"  meaning  that  noncoincidence  is  detected, 
the  processing  according  to  this  processing  pro- 
gram  comes  to  its  end. 

6 
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When  the  result  of  decision  in  the  step  131  is 
"No"  meaning  that  writing  of  the  managing  in- 
formation  relevant  to  the  first  operation  program  is 
not  commanded,  the  step  131  is  followed  by  a  step 
132b.  In  the  step  132b,  decision  is  made  as  to 
whether  or  not  identification  information  is  written 
already  in  the  second  identification  information 
storage  region  3b.  When  the  result  of  decision  in 
the  step  132b  is  "No",  the  step  132b  is  followed  by 
a  step  134b.  When  the  CPU  6,  which  decodes  the 
information  contained  at  the  predetermined  position 
of  the  input  information,  detects  in  the  step  134b 
that  writing  of  identification  information  is  com- 
manded,  the  identification  information  is  written  in  a 
step  136b  in  the  second  identification  information 
storage  region  3b,  and,  after  writing,  the  processing 
according  to  this  processing  program  comes  to  its 
end.  On  the  other  hand,  when  the  result  of  decision 
in  the  step  134b  is  "No",  the  processing  according 
to  this  processing  program  comes  to  its  end,  and 
another  processing  sequence  takes  place. 

On  the  other  hand,  when  the  result  of  decision 
in  the  step  132b  is  "Yes",  the  written  identification 
information  is  read  out  from  the  second  identifica- 
tion  information  storage  region  3b  in  a  step  133b, 
and  this  identification  information  is  collated  with 
the  identification  information  relevant  to  the  second 
operation  program  and  contained  in  the  input  in- 
formation.  Decision  is  made  in  a  step  135b  as  to 
coincidence  or  noncoincidence  between  these 
identification  information.  Only  when  the  coinci- 
dence  is  detected,  the  step  135b  is  followed  by  a 
step  137b.  In  the  step  137b,  the  CPU  6  receives 
the  identification  information  or  attribute  information 
relevant  to  the  applied  new  second  operation  pro- 
gram  and  decides  that  either  the  identification  in- 
formation  or  the  attribute  information  is  contained  in 
the  input  information.  According  to  the  result  of 
decision,  the  CPU  6  stores  the  identification  in- 
formation  or  the  attribute  information  in  the  cor- 
responding  storage  region  which  is  the  second 
attribute  information  storage  region  2b  or  the  sec- 
ond  identification  information  storage  region  3b. 
After  storing,  the  processing  according  to  this  pro- 
cessing  program  comes  to  its  end.  When  the  result 
of  decision  in  the  step  135b  is  "No"  meaning  that 
noncoincidence  is  detected  as  the  result  of  colla- 
tion  between  the  identification  information,  the  pro- 
cessing  according  to  this  processing  program 
comes  to  its  end,  and  another  processing  se- 
quence  takes  place. 

The  procedure  for  issuing  the  IC  card  operating 
as  described  above  will  now  be  described  with 
reference  to  Figs.  8A  to  8M. 

Fig.  8A  shows  the  IC  card  1  in  a  state  in  which 
nothing  is  written  in  its  program  storage  part  4.  The 
IC  card  maker  loads  the  IC  card  1  on  the  external 
apparatus  8,  and  a  command  for  writing  the  iden- 

tification  information  "M-ID"  relevant  to  the  first 
operation  program  is  sent  out  from  the  external 
apparatus  8  to  the  IC  card  1  .  The  CPU  6  in  the  IC 
card  1  decodes  the  command  sent  out  from  the 

5  external  apparatus  8  and  detects  that  writing  of  the 
managing  information  is  commanded.  According  to 
the  result  of  decoding  the  command,  the  managing 
information  writing  control  program  6b  is  activated. 
Then,  the  CPU  6  decodes  information  contained  at 

io  the  predetermined  position  of  the  input  information 
and  detects  that  writing  of  the  managing  informa- 
tion  relevant  to  the  first  operation  program  is  com- 
manded.  The  CPU  6  checks  whether  or  not  the 
identification  information  is  written  already  in  the 

is  first  identification  information  storage  region  3a. 
When  the  CPU  6  decides  that  the  identification 
information  is  not  written  in  the  identification  in- 
formation  storage  region  3a,  the  CPU  6  decodes 
information  contained  at  another  predetermined  po- 

20  sition  of  the  input  information  and  detects  that 
writing  of  the  identification  information  is  command- 
ed.  After  the  identification  information  "M-ID"  is 
written  in  the  first  identification  information  storage 
region  3a,  the  CPU  6  acts  to  end  the  processing 

25  according  to  the  processing  program  and,  at  the 
same  time,  sends  out  a  response  to  the  external 
apparatus  8  to  inform  the  termination  of  the  pro- 
cessing  according  to  the  managing  information 
writing  control  program  6b.  The  external  apparatus 

30  8  having  received  the  response  informs  the  IC  card 
maker  of  the  fact  that  the  managing  information 
writing  process  has  been  terminated.  A  display  or 
the  like  is  provided  for  this  purpose. 

In  the  processing  program  described  above, 
35  the  CPU  6  decodes  the  information  contained  at 

the  predetermined  position  of  the  input  information 
to  detect  that  writing  of  the  managing  information 
or  writing  of  the  identification  information  is  com- 
manded.  For  this  purpose,  the  external  apparatus  8 

40  may  send  out  an  electrical  message  containing  a 
managing  information  writing  command  together 
with  information  at  a  predetermined  position  of  the 
message,  and  the  CPU  6  may  decode  such  in- 
formation.  Alternatively,  the  external  apparatus  8 

45  may  send  out  an  electrical  message  each  time 
some  processing  is  executed  in  the  IC  card  1  ,  and 
the  CPU  6  may  decode  information  contained  at  a 
command  position  of  each  electrical  message.  The 
same  applies  to  the  later  description  and  also  to 

50  the  embodiment  shown  in  Fig.  1. 
By  the  processing  described  above,  the  IC 

card  1  is  changed  from  the  state  shown  in  Fig.  8A 
to  the  state  shown  in  Fig.  8B. 

The  IC  maker  then  actuates  the  external  ap- 
55  paratus  8  to  send  out  a  command  for  writing  the 

managing  information  relevent  to  the  first  operation 
program  in  the  IC  card  1  whose  state  is  shown  in 
Fig.  8B.  The  CPU  6  in  the  IC  card  1  decodes  the 
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command  sent  out  from  the  external  apparatus  8 
and  detects  that  writing  of  the  managing  informa- 
tion  is  commanded.  The  CPU  6  activates  the  man- 
aging  information  writing  control  program  6b.  The 
CPU  6  decodes  the  information  contained  at  the 
predetermined  position  of  the  input  information  and 
detects  that  writing  of  the  managing  information 
relevant  to  the  first  operation  program  is  com- 
manded.  Then,  the  CPU  6  checks  whether  or  not 
the  identification  information  is  written  already  in 
the  first  identification  information  storage  region  3a. 
When  the  CPU  6  decides  that  the  identification 
information  is  written  already,  the  CPU  6  reads  out 
the  identification  information  "M-ID"  from  the  first 
identification  storage  region  3a,  and,  at  the  same 
time,  sends  out  a  response  to  the  external  appara- 
tus  8  to  inform  that  the  IC  card  1  is  ready  to 
receive  identification  information. 

The  external  apparatus  8  received  this  re- 
sponse  sends  out  a  message  which  informs  the  IC 
card  maker  of  the  fact  that  the  IC  card  1  is  ready  to 
receive  identification  information  and  which  re- 
quests  application  of  the  identification  information. 

The  IC  card  maker  received  the  above  mes- 
sage  applies  to  the  external  apparatus  8  an  input 
representing  the  identification  information  "M-ID" 
relevant  to  the  first  operation  program  together  with 
a  command  commanding  writing  of  attribute  in- 
formation  relevant  to  the  first  operation  program. 
The  external  apparatus  8  received  such  an  input 
sends  out  to  the  IC  card  1  an  electrical  message 
containing  the  identification  information  and  the  at- 
tribute  information  writing  command. 

In  the  IC  card  1  received  the  above  electrical 
message,  the  identification  information  read  out 
from  the  first  identification  information  storage  re- 
gion  3a  is  collated  by  the  CPU  6  with  the  identifica- 
tion  information  of  the  first  operation  program  sent 
out  from  the  external  apparatus  8.  After  confirma- 
tion  of  coincidence  between  these  identification  in- 
formation,  the  CPU  6  decodes  the  information  con- 
tained  at  another  predetermined  position  of  the 
input  information  and  detects  that  writing  of  the 
attribute  information  "W"  relevant  to  the  first  opera- 
tion  program  is  commanded,  and  this  attribute  in- 
formation  "W"  is  written  in  the  first  attribute  in- 
formation  storage  region  2a.  Then,  the  CPU  6  acts 
to  terminate  the  processing  according  to  this  pro- 
cessing  program  and  sends  out  a  response  to  the 
external  apparatus  8  to  inform  that  the  managing 
information  writing  control  program  6b  has  ended. 
As  a  result,  the  IC  card  maker  is  informed  from  the 
external  apparatus  8  of  the  fact  that  the  managing 
information  writing  sequence  has  ended.  As  a  re- 
sult  of  the  above  manner  of  processing,  the  state  of 
the  IC  card  1  shown  in  Fig.  8B  is  changed  into  the 
state  shown  in  Fig.  8C. 

Then,  the  IC  card  maker  actuates  the  external 
apparatus  8  to  send  out  a  command  for  writing  a 
test  program  in  the  first  operation  program  storage 
region  9a  of  the  IC  card  1  .  This  test  program  is  one 

5  of  operation  programs  and  is  used  to  test  the 
operation  of  the  IC  card  1  . 

When  the  command  is  received,  the  CPU  6  of 
the  IC  card  1  decodes  the  command  and  detects 
that  writing  of  the  operation  program  (the  test  pro- 

io  gram)  is  commanded.  The  CPU  6  activates  the 
operation  program  writing  control  program  6a. 
Then,  the  CPU  6  decodes  information  contained  at 
a  predetermined  position  of  the  input  information 
and  detects  that  writing  of  the  operation  program  in 

is  the  first  operation  program  storage  region  9a  is 
commanded.  Then,  the  CPU  6  checks  whether  or 
not  attribute  information  is  written  already  in  the 
first  attribute  information  storage  region  2a.  Since 
the  attribute  information  "W"  is  written  already  in 

20  the  first  attribute  information  storage  region  2a,  the 
CPU  6  decides  that  the  attribute  information  "W"  is 
written  already  in  the  first  attribute  information  stor- 
age  region  2a.  The  CPU  6  sends  out  a  response  to 
the  external  apparatus  8  to  inform  that  the  opera- 

25  tion  program  can  be  written.  Now,  the  IC  card  1  is 
ready  to  receive  program  data  to  be  then  sent  out 
from  the  external  apparatus  8.  When  the  program 
to  be  sent  out  is  specified  already,  the  external 
apparatus  8  sends  out  the  specified  program. 

30  When,  however,  the  program  to  be  sent  out  is  not 
specified  yet,  the  external  apparatus  8  delivers  a 
message  to  the  IC  card  maker  to  request  the 
maker  to  send  out  the  program.  Finally,  the  test 
program  is  sent  out  from  the  external  apparatus  8. 

35  When  the  CPU  6  receives  the  data  of  the 
program  sent  out  from  the  external  apparatus  8,  the 
CPU  6  executes  the  processing  program  for  writing 
the  operation  program  (which  is  the  test  program 
now)  in  the  first  operation  program  storage  region 

40  9a.  After  writing,  the  CPU  6  terminates  the  process- 
ing  according  to  the  processing  program  and,  at 
the  same  time,  sends  out  a  response  to  the  exter- 
nal  apparatus  8  to  inform  the  termination  of  pro- 
gram  writing  according  to  the  operation  program 

45  writing  control  program  6a.  The  IC  card  maker  is 
informed,  through  the  external  apparatus  8,  of  the 
fact  that  the  writing  of  the  operation  program  has 
ended.  As  a  result  of  the  above  manner  of  process- 
ing,  the  IC  card  1  is  changed  from  the  state  shown 

50  in  Fig.  8C  to  the  state  shown  in  Fig.  8D. 
Then,  using  the  test  program  stored  in  the  first 

operation  program  storage  region  9a,  the  IC  card 
maker  tests  the  operation  of  the  IC  card  1  .  After  the 
IC  card  maker  confirms  (decides)  that  the  IC  card 

55  properly  operates,  the  IC  card  maker  delivers  the 
IC  card  having  the  state  shown  in  Fig.  8D  to  an  IC 
card  issuer  A,  and  the  identification  information  "M- 
ID"  relevant  to  the  test  program  is  also  reported 
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from  the  IC  card  maker  to  the  IC  card  issuer  A. 
The  IC  card  issuer  A  then  applies  a  signal 

representing  the  identification  information  "M-ID" 
as  an  input  to  the  external  apparatus  8  so  as  to 
collate  it  with  the  identification  information  "M-ID" 
stored  in  the  IC  card  1  having  the  state  shown  in 
Fig.  8D.  After  collation,  the  IC  card  issuer  A  alters 
the  identification  information  "M-ID"  to  personally 
selected  identification  information,  for  example,  "I- 
ID".  The  IC  card  1  in  this  state  is  shown  in  Fig.  8E. 
Then,  the  IC  card  issuer  A  writes,  for  example,  an 
operation  program  P  in  the  first  operation  program 
storage  region  9a  by  carrying  out  processing  simi- 
lar  to  that  described  above. 

As  a  result,  as  shown  in  Fig.  8F,  the  test 
program  stored  already  in  the  first  operation  pro- 
gram  storage  region  9a  is  altered  to  the  operation 
program  P.  Therefore,  the  test  program  does  not 
remain  in  the  IC  card  1  . 

The  IC  card  1  is  issued  in  the  manner  de- 
scribed  above.  When  the  IC  card  issuer  A  desires 
to  inhibit  alteration  of  the  operation  program  P  by 
another  person  or  party,  the  CPU  6  is  activated  to 
execute  the  managing  information  writing  control 
program  6b  to  collate  the  identification  information 
stored  in  the  first  identification  information  storage 
region  3a  and  to  write  the  attribute  information  "R" 
in  the  first  attribute  information  storage  region  2a. 
By  carrying  out  the  program  6b,  the  attribute  in- 
formation  stored  in  the  first  attribute  information 
storage  region  2a  can  be  altered  from  "W"  to  "R". 
Therefore,  unless  the  identification  information  "I- 
ID"  is  used  for  later  alteration  of  the  attribute  in- 
formation  of  the  operation  program  P  from  "R"  to 
"W",  the  operation  program  P  cannot  be  altered. 
The  IC  card  1  in  this  state  is  shown  in  Fig.  8G,  and, 
by  the  above  manner  of  inhibition  of  alteration,  the 
security  of  the  IC  card  1  can  be  greatly  improved. 

A  person  who  directly  uses  the  IC  card  may  be 
present  besides  the  IC  card  issuer  A.  Also,  an  IC 
card  utilizer  B  who  utilizes  the  IC  card  and  offers 
the  IC  card  to  the  IC  card  user.  In  this  case,  the  IC 
card  issuer  A  can  permit  free  writing  of  an  opera- 
tion  program  Q  prepared  by  the  IC  card  utilizer  B 
himself  and  can  also  inhibit  alteration  of  the  opera- 
tion  program  Q. 

This  is  attained  by  a  process  in  which  the  IC 
card  issuer  A  permits  writing  of  the  operation  pro- 
gram  Q,  prepared  by  the  IC  card  utilizer  B,  in  the 
second  operation  program  storage  region  9b  of  the 
IC  card  1.  That  is,  the  CPU  6  of  the  IC  card  1 
executes  the  managing  information  writing  control 
program  6b  to  write  the  identification  information  "I- 
ID"  in  the  second  identification  information  storage 
region  3b.  The  IC  card  1  in  this  state  is  shown  in 
Fig.  8H.  Then,  the  attribute  information  "W"  is 
written  in  the  second  attribute  information  storage 
region  2b.  The  IC  card  1  in  this  state  is  shown  in 

Fig.  81.  The  IC  card  issuer  A  delivers  the  IC  card  1 
shown  in  Fig.  81  to  the  IC  card  utilizer  B. 

The  IC  card  utilizer  B  writes  the  operation 
program  Q  in  the  second  operation  program  stor- 

5  age  region  9b  of  the  IC  card  1  having  the  state 
shown  in  Fig.  81,  thereby  changing  the  IC  card  1  to 
the  state  shown  in  Fig.  8J.  In  the  IC  card  1  having 
the  state  shown  in  Fig.  8J,  the  attribute  information 
of  the  operation  program  Q  cannot  be  altered  from 

70  "W"  to  "R".  Therefore,  alteration  of  the  operation 
program  Q  cannot  be  inhibited. 

When  the  IC  card  utilizer  B  desires  inhibition  of 
alteration  of  the  operation  program  Q,  he  brings  the 
IC  card  1  having  the  state  shown  in  Fig.  8J  to  the 

75  IC  card  issuer  A.  The  IC  card  issuer  A  writes 
provisional  identification  information  "C-ID"  relevant 
to  the  operation  program  Q  specified  by  the  IC 
card  utilizer  B  in  the  second  identification  informa- 
tion  storage  region  3b  to  obtain  the  IC  card  1 

20  having  the  state  shown  in  Fig.  8K.  Thus,  inhibition 
of  alteration  of  the  operation  program  Q  can  be 
simply  done. 

Thereafter,  using  the  provisional  identification 
information  "C-ID"  relevant  to  the  operation  pro- 

25  gram  Q,  the  IC  card  utilizer  B  alters  the  identifica- 
tion  information  "C-ID"  stored  in  the  second  iden- 
tification  information  storage  region  3b  to  identifica- 
tion  information  "B-ID"  relevant  to  the  operation 
program  Q  according  to  the  managing  information 

30  writing  control  program  6b.  Then,  the  attribute  in- 
formation  stored  in  the  second  attribute  information 
storage  region  2b  is  altered  from  "W"  to  "R" 
thereby  obtaining  the  IC  card  1  having  the  state 
shown  in  Fig.  8L. 

35  On  the  other  hand,  when  the  IC  card  issuer  A 
does  not  permit  writing,  by  another  person  or  party, 
of  an  operation  program  in  the  second  operation 
program  storage  region  9b  of  the  IC  card  1,  the 
identification  information  "l-ID"  is  written  in  the 

40  second  identification  information  storage  region  3b 
of  the  IC  card  1  having  the  state  shown  in  Fig.  8G, 
thereby  obtaining  the  IC  card  1  having  the  state 
shown  in  Fig.  8H.  Then,  the  attribute  information 
"R"  is  written  in  the  second  attribute  information 

45  storage  region  2b,  thereby  obtaining  the  IC  card  1 
having  the  state  shown  in  Fig.  8M. 

Suppose  further  a  case  where  the  IC  card 
issuer  A  originally  permits  writing,  by  the  IC  card 
utilizer  B,  of  the  operation  program  Q  in  the  second 

50  operation  program  storage  region  9b  of  the  IC  card 
1  and  also  permits  inhibition  of  alteration  of  the 
operation  program  Q.  In  such  a  case,  the  IC  card  1 
where  nothing  is  written  in  each  of  the  second 
identification  information  storage  region  3b  and  the 

55  second  attribute  information  storage  region  2b  of 
the  IC  card  1  ,  that  is,  the  IC  card  1  having  the  state 
shown  in  Fig.  8G,  is  delivered  from  the  IC  card 
issuer  A  to  the  IC  card  utilizer  B. 
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In  the  embodiment  shown  in  Fig.  5,  two  opera- 
tion  programs  are  stored  in  the  program  storage 
part  4  of  the  IC  card  1  by  way  of  example.  How- 
ever,  it  is  apparent  that  three  or  more  operation 
program  may  be  stored  in  the  program  storage 
part  4  of  the  IC  card  1.  Further,  to  deal  with  the 
increase  in  the  number  of  operation  programs,  the 
number  of  identification  information  storage  regions 
or  attribute  information  storage  regions  may  be 
increased  correspondingly,  so  that  the  IC  card  1 
meeting  more  conditions  can  be  issued. 

Still  another  embodiment  of  the  present  inven- 
tion  will  be  described  with  reference  to  Figs.  9  and 
10. 

This  embodiment  is  a  modification  of  the  em- 
bodiment  shown  in  Fig.  5.  Referring  to  Fig.  9,  the 
first  and  second  identification  information  storage 
regions  3a  and  3b  are  combined  into  a  single 
identification  information  storage  region  3  which  is 
used  in  common  to  both  the  first  and  second 
operation  program  storage  regions  9a  and  9b.  Op- 
eration  programs  are  written  in  a  manner  similar  to 
that  described  already  with  reference  to  Fig.  6,  and 
any  detailed  description  of  the  manner  of  process- 
ing  will  not  be  given  herein. 

Fig.  10  is  a  flow  chart  of  steps  of  processing 
for  writing  attribute  information  after  collation  of 
identification  information.  In  a  step  141  in  Fig.  10, 
decision  is  made  as  to  whether  or  not  identification 
information  is  written  already.  When  the  result  of 
decision  in  the  step  141  is  "Yes",  the  internal 
identification  information  is  collated  in  a  step  142 
with  identification  information  contained  in  input 
information  sent  out  from  the  external  apparatus  8. 
Then,  in  a  step  143,  decision  is  made  as  to  wheth- 
er  or  not  these  identification  information  coincide 
with  each  other.  When  the  coincidence  is  detected, 
attribute  information  is  written  in  a  step  144  in  one 
of  the  first  and  second  attribute  information  storage 
regions  2a  and  2b,  thereby  ending  the  processing 
according  to  this  processing  program.  On  the  other 
hand,  when  the  result  of  decision  in  the  step  143 
proves  noncoincidence,  the  processing  according 
to  this  processing  program  comes  to  its  end.  Fur- 
ther,  when  the  result  of  decision  in  the  step  141  is 
"No",  the  step  141  is  followed  by  a  step  142a  in 
which  decision  is  made  as  to  whether  or  not  iden- 
tification  information  is  to  be  written.  When  the 
result  of  decision  in  the  step  142a  is  "Yes",  the 
identification  information  is  written  in  a  step  143a. 
On  the  other  hand,  when  the  result  of  decision  in 
the  step  142a  is  "No",  the  processing  according  to 
this  processing  program  comes  to  its  end. 

Thus,  regardless  of  the  number  of  operation 
programs  to  be  stored,  the  number  of  identification 
information  can  be  decreased  to  decrease  the  area 
of  the  storage  regions  for  storing  the  identification 
information. 

Storage  of  a  system  program  and  an  applica- 
tion  program  in  the  IC  card  1  shown  in  Fig.  9  will 
be  described.  Procedure  for  writing  of  identification 
information  and  later  writing  of  a  test  program  is 

5  similar  to  that  described  already  with  reference  to 
Fig.  5,  and  any  detailed  description  will  not  be 
given  herein. 

As  described  already,  the  IC  card  1  ,  which  has 
been  tested  and  proved  to  properly  operate,  is 

io  delivered  from  the  IC  card  maker  to  the  IC  card 
issuer  A.  As  also  described  already,  the  identifica- 
tion  information  "M-ID"  written  by  the  IC  card  mak- 
er  is  reported  to  the  IC  card  issuer  A  at  the  time  of 
delivery  of  the  IC  card  1.  A  system  program,  which 

is  is  one  of  necessary  operation  programs,  is  written 
by  the  IC  card  issuer  A  in  the  first  operation 
program  storage  region  9a  of  the  IC  card  1  in 
overlapping  relation  with  the  test  program,  thereby 
replacing  the  test  program  by  the  system  program. 

20  The  system  program  written  in  the  first  operation 
program  storage  region  9a  has,  for  example,  the 
functions  of  controlling  the  hardware  of  the  IC  card 
1,  managing  the  application  program,  and  support- 
ing  the  processing  demand  by  the  application  pro- 

25  gram. 
Then,  using  the  identification  information  "M- 

ID"  reported  from  the  IC  card  maker,  the  identifica- 
tion  information  is  altered  to,  for  example,  the  iden- 
tification  information  "l-ID"  indicating  the  IC  card 

30  issuer  A  according  to  the  managing  information 
writing  control  program  6b,  and  the  attribute  in- 
formation  stored  in  the  first  attribute  information 
storage  region  2a  is  also  altered  to  "R  —  (non- 
alterable)".  When  the  IC  card  1  is  so  processed, 

35  alteration  of  the  system  program  is  now  impossible, 
and  the  IC  card  issuer  A  who  knows  the  identifica- 
tion  information  "l-ID"  can  only  alter  the  system 
program.  This  is  because  for  the  alteration  of  the 
system  program,  it  is  necessary  to  execute  the 

40  operation  program  writing  control  program  6a 
which  permits  alteration  of  the  operation  program. 

When  the  IC  card  utilizer  B  desires,  for  exam- 
ple,  addition  of  another  application  program,  the  IC 
card  issuer  A  delivers  the  IC  card  1  to  the  IC  card 

45  utilizer  B  after  altering  the  attribute  information 
stored  in  the  second  attribute  information  storage 
region  2b  to  "W  —  (alterable)".  Then,  the  IC  card 
utilizer  B  can  make  desired  addition  of  another 
application  program. 

50  Although,  in  this  case,  the  IC  card  utilizer  B 
can  freely  alter  the  application  program,  he  cannot 
alter  the  system  program.  Further,  when  the  IC 
card  issuer  A  desires  to  alter  the  system  program, 
he  receives  to  IC  card  1  from  the  IC  card  utilizer  B 

55  and  alters  the  attribute  information  "R  —  (non- 
alterable)"  stored  in  the  first  attribute  information 
storage  region  2a  to  the  attribute  information  "W  — 
(alterable)",  thereby  permitting  alteration  of  the 
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system  program. 
In  the  aforementioned  embodiments,  the  at- 

tribute  information  storage  region  2  and  the  iden- 
tification  information  storage  region  3  are  provided 
in  the  program  storage  part  4.  However,  these  5 
regions  2  and  3  may  be  provided  in  the  information 
memory  part  5.  That  is,  these  regions  2  and  3  may 
be  provided  anywhere  in  the  alterable  memory 
region.  Further,  the  attribute  information  storage 
region  2  and  the  identification  information  storage  10 
region  3  may  be  allocated  in  combination  to  form 
part  of  a  single  information  storage.  In  this  case, 
these  information  read  out  from  the  single  storage 
are  utilized  as  the  attribute  information  and  the 
identification  information  respectively.  Further,  the  is 
attribute  information  and  the  identification  informa- 
tion  may  be  disposed  at  predetermined  positions  of 
the  operation  program. 

The  operation  program  writing  control  program 
6a  and  the  managing  information  writing  control  20 
program  6b  are  preferably  stored  in  a  ROM,  a 
mask  ROM  or  the  like  built  in  the  CPU  6.  However, 
these  programs  6a  and  6b  need  not  necessarily  be 
stored  in  the  CPU  6  and  may  be  stored  in  the 
program  storage  part  4.  Further,  this  program  stor-  25 
age  part  4  may  be  a  RAM  instead  of  the  EEPROM. 

In  each  of  the  aforementioned  embodiments,  it 
is  apparent  that  the  information  input/output  part  7 
may  be  integrally  combined  with  the  central  pro- 
cessor  unit  (CPU)  6,  and  the  CPU  6  executes  the  30 
various  programs  described  above  in  response  to 
commands  sent  through  the  information  in- 
put/output  part  7. 

It  will  be  understood  from  the  foregoing  de- 
tailed  description  of  the  present  invention  that  a  35 
region  for  storing  information  indicating  alterability 
or  non-alterability  of  an  operation  program  is  pro- 
vided  in  an  IC  card  together  with  a  region  for 
storing  collation  information.  The  operation  program 
alterability/non-alterability  information  is  referenced  40 
to  control  the  alteration  or  non-alteration  of  the 
operation  program,  and,  when  coincidence  between 
the  internal  collation  information  and  external  colla- 
tion  information  is  detected,  alteration  of  the  opera- 
tion  program  is  permitted.  Therefore,  the  security  45 
of  secrecy  of  the  operation  program  of  the  IC  card 
or  alteration  of  the  operation  program  can  be  great- 
ly  improved  to  prevent  illicit  alteration  of  the  opera- 
tion  program  of  the  IC  card. 

50 
Claims 

1.  An  IC  card  comprising  memory  means  (4)  for 
storing  an  operation  program  (9)  which  is  al- 
terable,  processor  means  (6)  for  executing  a  55 
predetermined  sequence  of  processing  steps 
according  to  said  operation  program,  said 
memory  means  storing  operation  program  al- 

terability/non-alterability  information  indicating 
whether  said  operation  program  is  alterable  or 
non-alterable,  characterised  in  that  said  mem- 
ory  means  stores  collation  information  referen- 
ced  for  permitting  change-over  of  said  opera- 
tion  program  alterability/non-alterability  infor- 
mation  between  an  alterable  mode  and  a  non- 
alterable  mode,  and  in  that  said  IC  card  also 
comprises  means  (6a,6b)  for  changing  over 
said  operation  program  alterability/non-alter- 
ability  information  to  one  of  said  alterable 
mode  and  said  non-alterable  mode  by  detect- 
ing  coincidence  between  said  collation  infor- 
mation  and  externally  applied  input  informa- 
tion,  and  means  (6a,6b)  for  executing  alteration 
of  said  operation  program  when  said  operation 
program  alterability/non-alterability  information 
is  in  said  alterable  mode. 

2.  An  IC  card  according  to  claim  1,  wherein  said 
IC  card  stores  a  program  for  changing  over  the 
mode  of  said  operation  program  alterabil- 
ity/non-alterability  information  when  coinci- 
dence  between  said  input  information  and  said 
collation  information  is  detected  and  a  program 
for  executing  alteration  of  said  operation  pro- 
gram  when  said  operation  program  alterabil- 
ity/non-alterability  information  is  in  said  altera- 
ble  mode,  and  wherein  said  collation  informa- 
tion  is  identification  information  referenced  to 
identify  a  card  handler. 

3.  An  IC  card  according  to  claim  1  or  2,  wherein 
said  memory  means  (4)  storing  said  operation 
program  is  an  alterable  non-volatile  memory. 

4.  An  IC  card  according  to  claim  1,  2  or  3, 
wherein  said  collation  information  is  identifica- 
tion  information  referenced  to  identify  said  op- 
eration  program. 

5.  An  IC  card  according  to  any  preceding  claim, 
wherein  said  collation  information  includes 
identification  information  referenced  to  identify 
a  card  handler  and  identification  information 
referenced  to  identify  said  operation  program. 

6.  An  IC  card  according  to  any  preceding  claim, 
wherein  said  memory  means  (4)  is  adapted  to 
store  a  plurality  of  operation  programs  (9a,9b), 
said  means  for  changing  over  said  operation 
program  alterability/non-alterability  information 
is  operative  to  select  one  of  said  plural  opera- 
tion  programs  to  one  of  said  alterable  mode 
and  said  non-alterable  mode  by  detecting  co- 
incidence  between  externally  applied  input  in- 
formation  corresponding  to  said  selected  op- 
eration  program  and  said  collation  information 

11 



21 EP  0  328  289  B1 22 

stored  in  said  memory  means,  and  wherein 
said  IC  card  further  comprises  means  for  ex- 
ecuting  a  change-over  in  said  selected  opera- 
tion  program  when  said  operation  program  al- 
terability/non-alterability  information  is  in  said 
alterable  mode. 

7.  An  IC  card  according  to  claim  6,  wherein  said 
operation  program  alterability/non-alterability 
information  and  said  collation  information  are 
stored  in  memory  regions  where  said  operation 
programs  are  not  stored. 

8.  An  IC  card  according  to  claim  6  or  7,  wherein 
said  plural  operation  programs  (9a,9b)  are 
stored  in  different  memory  regions  respective- 
ly- 

9.  An  IC  card  according  to  claim  6,  7  or  8, 
wherein  said  plural  operation  programs  include 
a  system  program. 

10.  A  method  of  writing  an  operation  program  in 
an  IC  card  comprising  the  steps  of  storing 
operation  program  alterability/non-alterability 
information  of  an  alterable  mode  in  an  attribute 
information  storage  region  by  alterability/non- 
alterability  information  writing  means,  said  IC 
card  comprising  memory  means  including  an 
operation  program  storage  region  (9a,9b)  for 
storing  the  operation  program,  an  attribute  in- 
formation  storage  region  (2a,2b)  for  storing  op- 
eration  program  alterability/non-alterability  in- 
formation  indicating  whether  or  not  said  opera- 
tion  program  can  be  written  in  said  operation 
program  storage  region,  and  an  identification 
information  storage  region  (3a,3b)  for  storing 
collation  information  referenced  for  permitting 
change-over  of  said  operation  program  alter- 
ability/non-alterability  information  stored  in  said 
attribute  information  storage  region  between  an 
alterable  mode  and  a  non-alterable  mode,  al- 
terability/non-alterability  information  writing 
means  (6a,6b)  for  storing  said  operation  pro- 
gram  alterability/non-alterability  information  in 
said  attribute  information  storage  region  when 
externally  applied  input  information  coincides 
with  said  collation  information  stored  in  said 
identification  information  storage  region,  opera- 
tion  program  writing  means  (6b)  for  storing  an 
externally  supplied  operation  program  in  said 
operation  program  storage  region  when  said 
operation  program  alterability/non-alterability 
information  is  in  said  alterable  mode,  and  ex- 
ecution  processor  means  (6)  for  executing  a 
predetermined  sequence  of  processing  steps 
according  to  said  operation  program,  charac- 
terised  in  that  the  method  further  includes  the 

steps  of  storing  an  externally  supplied  opera- 
tion  program  in  said  operation  program  storage 
region  by  said  operation  program  writing 
means,  and  then  storing  said  operation  pro- 

5  gram  alterability/non-alterability  information  of 
said  non-alterable  mode  in  said  attribute  in- 
formation  storage  region  by  said  alterabil- 
ity/non-alterability  information  writing  means. 

w  Patentanspruche 

1.  Eine  Chipkarte,  mit  einer  Speichereinrichtung 
(4)  zum  Speichern  eines  veranderbaren  Be- 
triebsprogramms  (9)  und  einer  Prozessorein- 

15  richtung  (6)  fur  die  Abarbeitung  einer  vorgege- 
benen  Folge  von  Verarbeitungsschritten  ge- 
mal3  dem  Betriebsprogramm,  wobei  die  Spei- 
chereinrichtung  eine  Information  bezuglich  der 
Veranderbarkeit/Nichtveranderbarkeit  des  Be- 

20  triebsprogramms  speichert,  die  angibt,  ob  das 
Betriebsprogramm  veranderbar  ist  oder  nicht, 
dadurch  gekennzeichnet,  dal3  die  Speicherein- 
richtung  Vergleichsinformation  speichert,  auf 
die  Bezug  genommen  wird,  urn  ein  Umschal- 

25  ten  der  Information  bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  zwischen  einer  Form  der  Verander- 
barkeit  und  einer  Form  der  Nichtveranderbar- 
keit  zu  erlauben,  und  dal3  die  Chipkarte  auBer- 

30  dem  versehen  ist  mit  Einrichtungen  (6a,  6b) 
zum  Umschalten  der  Information  bezuglich  der 
Veranderbarkeit/Nichtveranderbarkeit  des  Be- 
triebsprogramms  entweder  in  die  Form  der 
Veranderbarkeit  oder  in  die  Form  der  Nichtver- 

35  anderbarkeit  durch  Erfassen  der  Ubereinstim- 
mung  zwischen  der  Vergleichsinformation  und 
der  von  auBen  eingegebenen  Eingabeinforma- 
tion,  sowie  mit  Einrichtungen  (6a,  6b)  fur  die 
Ausfuhrung  der  Veranderung  des  Betriebspro- 

40  gramms,  wenn  die  Information  bezuglich  der 
Veranderbarkeit/Nichtveranderbarkeit  des  Be- 
triebsprogramms  die  Form  der  Veranderbarkeit 
hat. 

45  2.  Eine  Chipkarte  gemaB  Anspruch  1  ,  bei  der  die 
Chipkarte  ein  Programm  zum  Umschalten  der 
Form  der  Information  bezuglich  der  Verander- 
barkeit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  bei  Erfassung  der  Ubereinstimmung 

50  zwischen  der  Eingabeinformation  und  der  Ver- 
gleichsinformation  sowie  ein  Programm  fur  die 
Ausfuhrung  der  Veranderung  des  Betriebspro- 
gramms  speichert,  wenn  die  Information  be- 
zuglich  der  Veranderbar- 

55  keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  in  der  Form  der  Veranderbarkeit  ist, 
und  bei  der  die  Vergleichsinformation  eine 
Identifizierungsinformation  ist,  auf  die  Bezug 
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genommen  wird,  um  einen  Kartenbenutzer  zu 
identifizieren. 

3.  Eine  Chipkarte  gemaB  Anspruch  1  oder  2,  bei 
der  die  das  Betriebsprogramm  speichernde 
Speichereinrichtung  (4)  ein  veranderbarer 
nichtfluchtiger  Speicher  ist. 

4.  Eine  Chipkarte  gemaB  Anspruch  1,  2  oder  3, 
bei  der  die  Vergleichsinformation  eine  Identifi- 
zierungsinformation  ist,  auf  die  Bezug  genom- 
men  wird,  um  das  Betriebsprogramm  zu  identi- 
fizieren. 

5.  Eine  Chipkarte  gemaB  einem  vorangehenden 
Anspruch,  bei  der  die  Vergleichsinformation 
eine  Identifizierungsinformation,  auf  die  Bezug 
genommen  wird,  um  eine  Kartenbenutzer  zu 
identifizieren,  sowie  eine  Identifizierungsinfor- 
mation,  auf  die  Bezug  genommen  wird,  um 
das  Betriebsprogramm  zu  identifizieren,  ent- 
halt. 

6.  Eine  Chipkarte  gemaB  einem  vorangehenden 
Anspruch,  bei  der  die  Speichereinrichtung  (4) 
so  beschaffen  ist,  daB  sie  mehrere  Betriebs- 
programme  (9a,  9b)  speichert,  wobei  die  Ein- 
richtung  zum  Umschalten  der  Information  be- 
zuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  arbeitet,  um  eines  der  mehreren  Be- 
triebsprogramme  entweder  fur  die  Form  der 
Veranderbarkeit  oder  fur  die  Form  der  Nicht- 
veranderbarkeit  auszuwahlen,  indem  die  Uber- 
einstimmung  zwischen  einer  dem  gewahlten 
Betriebsprogramm  entsprechenden,  von  auBen 
eingegebenen  Eingabeinformation  und  der  in 
der  Speichereinrichtung  gespeicherten  Ver- 
gleichsinformation  erfaBt  wird,  und  bei  der  die 
Chipkarte  ferner  eine  Einrichtung  fur  die  Aus- 
fuhrung  eines  Umschaltens  in  das  gewahlte 
Betriebsprogramm  ausfuhrt,  wenn  die  Informa- 
tion  bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeitdes  Betriebspro- 
gramms  die  Form  der  Veranderbarkeit  hat. 

7.  Eine  Chipkarte  gemaB  Anspruch  6,  bei  der  die 
Information  bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  und  die  Vergleichsinformation  in  Spei- 
cherbereichen  gespeichert  sind,  wo  die  Be- 
triebsprogramme  nicht  gespeichert  sind. 

8.  Eine  Chipkarte  gemaB  Anspruch  6  oder  7,  bei 
der  die  mehreren  Betriebsprogramme  (9a,  9b) 
in  jeweils  unterschiedlichen  Speicherbereichen 
gespeichert  sind. 

9.  Eine  Chipkarte  gemaB  Anspruch  6,  7  oder  8, 
bei  der  die  mehreren  Betriebsprogramme  ein 
Systemprogramm  enthalten. 

5  10.  Ein  Verfahren  zum  Schreiben  eines  Betriebs- 
programms  in  eine  Chipkarte,  das  die  Schritte 
umfaBt:  Speichern  einer  Information  bezuglich 
der  Veranderbarkeit/Nichtveranderbarkeit  eines 
Betriebsprogramms,  die  die  Form  der  Veran- 

io  derbarkeit  hat,  in  einem  Attributinformation- 
Speicherbereich  mittels  einer  Einrichtung  zum 
Schreiben  der  Information  bezuglich  der  Ver- 
anderbarkeit/Nichtveranderbarkeit,  wobei  die 
Chipkarte  versehen  ist  mit  einer  Speicherein- 

15  richtung,  die  einen  Betriebsprogramm-Spei- 
cherbereich  (9a,  9b)  zum  Speichern  des  Be- 
triebsprogramms,  einen  Attributinformation- 
Speicherbereich  (2a,  2b)  zum  Speichern  der 
Information  bezuglich  der  Veranderbar- 

20  keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms,  die  angibt,  ob  das  Betriebsprogramm 
in  den  Betriebsprogramm-Speicherbereich  ge- 
schrieben  werden  kann  oder  nicht,  sowie  einen 
Identifizierungsinformation-Speicherbereich 

25  (3a,  3b)  enthalt,  um  Vergleichsinformation  zu 
speichern,  auf  die  Bezug  genommen  wird,  um 
ein  Umschalten  der  im  Attributinformation- 
Speicherbereich  gespeicherten  Information  be- 
zuglich  der  Veranderbar- 

30  keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  zwischen  einer  Form  der  Verander- 
barkeit  und  einer  Form  der  Nichtveranderbar- 
keit  zu  erlauben,  einer  Einrichtung  (6a,  6b) 
zum  Schreiben  der  Information  bezuglich  der 

35  Veranderbarkeit/Nichtveranderbarkeit,  um  die 
Information  bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  in  dem  Attributinformation-Speicher- 
bereich  zu  speichern  ,  wenn  von  auBen  einge- 

40  gebene  Eingabeinformation  mit  der  im  Identifi- 
zierungsinformation-Speicherbereich  gespei- 
cherten  Vergleichsinformation  ubereinstimmt, 
einer  Betriebsprogramm-Schreibeinrichtung 
(6b)  zum  Speichern  eines  von  auBen  geliefer- 

45  ten  Betriebsprogramms  in  dem  Betriebspro- 
gramm-Speicherbereich,  wenn  die  Information 
bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms  in  der  Form  der  Veranderbarkeit  ist, 

50  und  einer  Abarbeitungsprozessoreinrichtung  (6) 
fur  die  Abarbeitung  einer  vorgegebenen  Folge 
von  Verarbeitungsschritten  gemaB  dem  Be- 
triebsprogramm,  dadurch  gekennzeichnet,  daB 
das  Verfahren  ferner  die  Schritte  umfaBt:  Spei- 

55  chern  eines  von  auBen  gelieferten  Betriebspro- 
gramms  in  dem  Betriebsprogramm-Speicher- 
bereich  durch  die  Betriebsprogramm-Schreib- 
einrichtung  und  dann  Speichern  der  Informa- 
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tion  bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit  des  Betriebspro- 
gramms,  das  die  Form  der  Nichtveranderbar- 
keit  hat,  in  den  Attributinformation-Speicherbe- 
reich  mittels  der  Einrichtung  zum  Schreiben 
der  Information  bezuglich  der  Veranderbar- 
keit/Nichtveranderbarkeit. 

Revendicatlons 

1.  Carte  CI  de  circuit  integre  comprenant  un 
moyen  formant  memoire  (4)  pour  stacker  un 
programme  d'operations  (9)  qui  est  modifiable, 
un  moyen  formant  processeur  (6)  pour  exe- 
cuter  une  sequence  predetermined  d'etapes 
de  traitement  conformement  audit  programme 
d'operations,  ledit  moyen  formant  memoire 
stockant  une  information  d'alterabilite/  non-alte- 
rabilite  du  programme  d'operations  qui  indique 
si  ledit  programme  d'operations  est  modifiable 
ou  non  modifiable, 
caracterise  en  ce  que  ledit  moyen  formant 
memoire  stocke  une  information  d'interclasse- 
ment  consultee  pour  permettre  une  commuta- 
tion  de  ladite  information  d'alterabilite/  non- 
alterabilite  du  programme  d'operations  entre 
un  mode  modifiable  et  un  mode  non-modifia- 
ble,  et  en  ce  que  ladite  carte  de  circuit  integre 
comprend  egalement  un  moyen  (6a,  6b)  pour 
commuter  ladite  information  d'alterabilite/  non 
alterabilite  du  programme  d'operations  vers 
I'un  desdits  modes  modifiable  et  non-modifia- 
ble  par  detection  d'une  coincidence  entre  ladi- 
te  information  d'interclassement  et  une  infor- 
mation  d'entree  appliquee  de  I'exterieur,  et  un 
moyen  (6a,  6b)  pour  executer  une  modification 
dudit  programme  d'operations  quand  ladite  in- 
formation  d'alterabitite/  non-alterabilite  du  pro- 
gramme  d'operations  se  trouve  en  mode  modi- 
fiable. 

2.  Carte  de  circuit  integre  selon  la  revendication 
1,  dans  laquelle  ladite  carte  de  circuit  integre 
memorise  un  programme  pour  commuter  le 
mode  de  ladite  information  d'alterabilite/  non- 
alterabilite  du  programme  d'operations  quand 
une  coincidence  entre  ladite  information  d'en- 
tree  et  ladite  information  d'interclassement  est 
detectee,  et  un  programme  pour  executer  une 
modification  dudit  programme  d'operations 
quand  ladite  information  d'alterabilite/  non-alte- 
rabilite  du  programme  d'operations  est  dans 
ledit  mode  modifiable,  et  dans  laquelle  ladite 
information  d'interclassement  est  une  informa- 
tion  d'identification  consultee  pour  identifier 
I'utilisateur  de  la  carte. 

3.  Carte  de  circuit  integre  selon  la  revendication  1 
ou  2,  dans  laquelle  ledit  moyen  formant  me- 
moire  (4)  qui  stocke  ledit  programme  d'opera- 
tions  est  une  memoire  remanente  modifiable. 

5 
4.  Carte  de  circuit  integre  selon  la  revendication 

1,  2  ou  3,  dans  laquelle  ladite  information 
d'interclassement  est  une  information  d'identifi- 
cation  consultee  pour  identifier  ledit  program- 

io  me  d'operations. 

5.  Carte  de  circuit  integre  selon  I'une  quelconque 
des  precedentes  revendications,  dans  laquelle 
ladite  information  d'interclassement  contient 

is  une  information  d'identification  consultee  pour 
identifier  I'utilisateur  de  la  carte  ainsi  qu'une 
information  d'identification  consultee  pour  iden- 
tifier  ledit  programme  d'operations. 

20  6.  Carte  de  circuit  integre  selon  I'une  quelconque 
des  precedentes  revendications,  dans  laquelle 
ledit  moyen  formant  memoire  (4)  est  apte  a 
stacker  une  pluralite  de  programmes  d'opera- 
tions  (9a,  9b),  ledit  moyen  pour  commuter  ladi- 

25  te  information  d'alterabilite/  non-alterabilite  du 
programme  d'operations  sert  a  selectionner 
I'un  desdits  plusieurs  programmes  d'opera- 
tions  vers  I'un  desdits  modes  modifiable  et 
non-modifiable  par  detection  d'une  coihciden- 

30  ce  entre  une  information  d'entree  appliquee  de 
I'exterieur  qui  correspond  audit  programme 
d'operations  selectionne  et  ladite  information 
d'interclassement  memorisee  dans  ledit  moyen 
formant  memoire,  et  dans  laquelle  ladite  carte 

35  de  circuit  integre  contient  en  outre  un  moyen 
pour  executer  une  commutation  dans  ledit  pro- 
gramme  d'operations  selectionne  quand  ladite 
information  d'alterabilite/  non-alterabilite  du 
programme  d'operations  se  trouve  dans  ledit 

40  mode  modifiable. 

7.  Carte  de  circuit  integre  selon  la  revendication 
6,  dans  laquelle  ladite  information  d'alterabilite/ 
non-alterabilite  du  programme  d'operations  et 

45  ladite  information  d'interclassement  sont  stoc- 
kees  dans  des  regions  de  memoire  ou  lesdits 
programmes  d'operations  ne  sont  pas  stockes. 

8.  Carte  de  circuit  integre  selon  la  revendication  6 
50  ou  7,  dans  laquelle  lesdits  plusieurs  program- 

mes  d'operations  (9a,  9b)  sont  respectivement 
stockes  dans  des  regions  de  memoire  differen- 
tes. 

55  9.  Carte  de  circuit  integre  selon  la  revendication 
6,  7  ou  8,  dans  laquelle  lesdits  plusieurs  pro- 
grammes  d'operations  incluent  un  programme 
de  systeme. 
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10.  Precede  pour  ecrire  un  programme  d'opera- 
tions  dans  une  carte  de  circuit  integre  qui 
comprend  les  etapes  consistant  a  memoriser 
une  information  d'alterabilite/  non-alterabilite  du 
programme  d'operations  d'un  mode  modifiable  5 
dans  une  region  de  stockage  d'information  de 
caracteristique  grace  a  un  moyen  d'ecriture 
d'information  d'alterabilite/  non-alterabilite,  ladi- 
te  carte  de  circuit  integre  comprenant  un 
moyen  formant  memoire  qui  contient  une  re-  10 
gion  (9a,  9b)  de  stockage  de  programmes 
d'operations  pour  stacker  le  programme  d'ope- 
rations,  une  region  (2a,  2b)  de  stockage  d'in- 
formation  de  caracteristique  pour  stacker  une 
information  d'alterabilite/  non-alterabilite  du  75 
programme  d'operations  indiquant  si  ledit  pro- 
gramme  d'operations  peur  etre  ecrit  ou  non 
dans  ladite  region  de  stockage  de  programmes 
d'operations  et  une  region  (3a,  3b)  de  stocka- 
ge  d'information  d'identification  pour  stacker  20 
une  information  d'interclassement  consultee 
pour  permettre  une  commutation  de  ladite  in- 
formation  d'alterabilite/  non-alterabilite  du  pro- 
gramme  d'operations  memorisee  dans  ladite 
region  de  stockage  d'information  de  caracteris-  25 
tique  entre  un  mode  modifiable  et  un  mode 
non-modifiable,  un  moyen  (6a,  6b)  d'ecriture 
d'information  d'alterabilite/  non-alterabilite  pour 
stacker  ladite  information  d'alterabilite/  non-al- 
terabilite  du  programme  d'operations  dans  la-  30 
dite  region  de  stockage  d'information  de  carac- 
teristique  quand  une  information  d'entree  appli- 
quee  de  I'exterieur  coincide  avec  ladite  infor- 
mation  d'interclassement  memorisee  dans  ladi- 
te  region  de  stockage  d'information  d'identifi-  35 
cation,  un  moyen  (6b)  d'ecriture  de  program- 
mes  d'operations  pour  stacker  un  programme 
d'operations  applique  de  I'exterieur  dans  ladite 
region  de  stockage  de  programmes  d'opera- 
tions  quand  ladite  information  d'alterabilite/  40 
non-alterabilite  du  programme  d'operations  se 
trouve  dans  ledit  mode  modifiable,  et  un 
moyen  (6)  formant  processeur  d'execution 
pour  executer  une  sequence  predetermined 
d'etapes  de  traitement  conformement  audit  45 
programme  d'operations, 
caracterise  en  ce  que  le  procede  inclut  en 
outre  les  etapes  consistant  a  memoriser  un 
programme  d'operations  applique  de  I'exte- 
rieur  dans  ladite  region  de  stockage  de  pro-  50 
grammes  d'operations  a  I'aide  dudit  moyen 
d'ecriture  de  programmes  d'operations,  puis  a 
stacker  ladite  information  d'alterabilite/  non-al- 
terabilite  du  programme  d'operations  dudit 
mode  non-modifiable  dans  ladite  region  de  55 
stockage  d'information  de  caracteristique  a  I'ai- 
de  dudit  moyen  d'ecriture  de  ladite  information 
d'alterabilite/  non-alterabilite. 
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