
Europaisches  Patentamt 

European  Patent  Office 

Office  europeen  des  brevets ©  Publication  number: 0  5 9 0   6 3 7   A 1  

E U R O P E A N   PATENT  A P P L I C A T I O N  

©  Application  number:  93115716.8 

(§)  Date  of  filing:  29.09.93 

int  ci  5  G06F  11 /00  

®  Priority:  30.09.92  JP  261140/92  ©  Applicant:  NEC  CORPORATION 
21  .06.93  JP  1  49299/93  7-1  ,  Shiba  5-chome 

Minato-ku 
@  Date  of  publication  of  application:  Tokyo  108-01  (JP) 

06.04.94  Bulletin  94/14 
@  Inventor:  Hirao,  Manabu,  c/o  NEC  Home 

©  Designated  Contracting  States:  Electronics,  Ltd. 
DE  FR  GB  4-24,  Shiromi  1-chome, 

Chuo-ku 
Osaka-shi,  Osaka(JP) 

0   Representative:  VOSSIUS  &  PARTNER 
Siebertstrasse  4 
D-81675  Munchen  (DE) 

Dectection  of  improper  CPU  operation  from  lap  time  pulses  and  count  of  executed  significant 
steps. 
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©  In  a  CPU  monitoring  apparatus,  a  lap  time  pulse, 
which  is  generated  by  the  CPU  in  response  to  suc- 
cessive  executions  of  a  program,  is  monitored  and 
determined  whether  its  duration  is  between  maxi- 
mum  and  minimum  values,  or  longer  than  the  maxi- 
mum  value  or  shorter  than  the  minimum  value,  and  a 
program  execution  alarm  signal  is  generated  when 
the  duration  is  either  determined  to  be  longer  than 
the  maximum  value  or  shorter  than  the  minimum 
value.  The  apparatus  further  determines  whether  the 
CPU  has  successfully  or  unsuccessfully  executed  a 
predetermined  number  of  significant  steps  when  the 
CPU  has  repeatedly  executed  the  program  a  pre- 
determined  number  of  times,  and  generates  a  step 
execution  alarm  signal  if  the  CPU  is  determined  as 
having  unsuccessfully  executed  the  predetermined 
number  of  significant  steps. 

FIG.1 
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The  present  invention  relates  to  monitoring 
method  and  apparatus  for  determining  whether  a 
CPU  is  operating  properly  and  generating  an  alarm 
signal  when  an  abnormal  operation  is  detected. 

According  to  a  prior  art  CPU  monitoring  ap- 
paratus,  a  "watchdog  timer"  is  provided  to  detect 
the  duration  of  a  watchdog  pulse  produced  by  the 
CPU  in  response  to  a  timer  interrupt  during  the 
execution  of  a  program.  The  watchdog  timer  in- 
cludes  a  counter  which  increments  its  count  in 
response  to  the  leading  edge  of  a  watchdog  pulse. 
If  the  CPU  is  property  executing  a  program,  the 
duration  of  the  watchdog  pulse  is  normal,  and  the 
counter  is  cleared  again  in  response  to  the  trailing 
edge  of  the  pulse  before  the  count  reaches  its 
maximum.  If  the  CPU  is  not  properly  executing  the 
program,  the  maximum  count  is  reached  and  the 
timer  generates  a  carry  output  to  reset  the  CPU. 

However,  if  the  CPU  fails  to  execute  some  of 
the  steps  of  a  program  or  loops  a  portion  of  the 
program  endlessly,  the  watchdog  timer  will  be 
cleared  by  the  CPU  prior  to  the  timing  at  which  it 
will  reset  the  CPU,  and  hence,  the  prior  art  watch- 
dog  timer  fails  to  notice  such  abnormal  conditions. 

Since  the  watchdog  pulse  is  generated  only 
when  the  timer  interrupt  routine  is  executed,  it 
provides  no  information  on  the  status  of  execution 
of  each  step  of  the  main  and  timer  interrupt  rou- 
tines.  Therefore,  abnormal  execution  of  a  program 
such  as  skipping  of  steps  cannot  be  detected.  In 
addition,  data  entry  errors  would  cause  the  CPU  to 
momentarily  proceed  through  wayward  paths  and 
abruptly  return  to  the  intended  paths.  There  is  a 
further  need  to  discover  such  a  temporary  waywar- 
dness  of  the  central  processing  unit. 

It  is  therefore  an  object  of  the  present  invention 
to  provide  a  CPU  monitoring  apparatus  capable  of 
detecting  abnormal  conditions  of  a  CPU  not  pre- 
viously  detected  by  the  prior  art  watchdog  timer. 

The  central  processing  unit,  which  is  monitored 
by  the  monitoring  apparatus  of  the  present  inven- 
tion,  repeatedly  executes  a  program  containing  a 
plurality  of  significant  steps  and  produces  a  lap 
time  pulse  having  leading  and  trailing  edges  cor- 
responding  respectively  to  the  beginning  of  suc- 
cessive  executions  of  the  program.  According  to 
the  present  invention,  the  monitoring  apparatus 
monitors  the  lap  time  pulse  and  determines  wheth- 
er  the  duration  of  the  lap  time  pulse  is  between 
maximum  and  minimum  values,  or  longer  than  the 
maximum  value  or  shorter  than  the  minimum  value, 
and  generates  a  program  execution  alarm  signal 
when  the  duration  is  either  determined  to  be  longer 
than  the  maximum  value  or  shorter  than  the  mini- 
mum  value.  The  apparatus  further  determines 
whether  the  CPU  has  successfully  or  unsuccess- 
fully  executed  a  predetermined  number  of  the  sig- 
nificant  steps  when  the  CPU  has  repeatedly  ex- 

ecuted  the  program  a  predetermined  number  of 
times,  and  generates  a  step  execution  alarm  signal 
if  the  CPU  is  determined  as  having  unsuccessfully 
executed  the  predetermined  number  of  significant 

5  steps. 
The  present  invention  will  be  described  in  fur- 

ther  detail  with  reference  to  the  accompanying 
drawings,  in  which: 

Fig.  1  is  a  block  diagram  of  an  embodiment  of 
io  the  CPU  monitoring  apparatus  of  the  present 

invention; 
Figs.  2A  to  2G  are  timing  diagrams  illustrating 
signals  appearing  at  various  points  of  the  circuit 
of  Fig.  1  when  the  duration  of  the  lap  time 

75  pulses  is  shortened; 
Figs.  3A  to  3E  are  timing  diagrams  illustrating 
signals  appearing  at  various  points  of  the  circuit 
of  Fig.  1  when  the  duration  of  the  lap  time  pulse 
is  lengthened; 

20  Fig.  4  is  a  circuit  diagram  showing  interconnec- 
tions  between  a  modified  embodiment  of  the 
CPU  monitoring  apparatus  and  the  CPU; 
Fig.  5  is  a  timing  diagram  of  signals  appearing 
in  the  circuit  of  Fig.  4. 

25  Fig.  6  is  a  flowchart  of  the  main  routine  of  the 
CPU  of  Fig.  4; 
Fig.  7  is  a  flowchart  of  the  main  job  of  Fig.  6; 
Fig.  8  is  a  flowchart  showing  a  timer  interrupt 
routine  of  the  CPU  of  Fig.  4; 

30  Fig.  9  is  a  flowchart  of  a  communication  routine 
of  the  CPU  of  Fig.  4; 
Fig.  10  is  a  a  flowchart  of  the  main  routine  of  the 
CPU  monitoring  apparatus  of  Fig.  4;  and 
Fig.  11  is  a  flowchart  of  a  lap  time  pulse  inter- 

35  rupt  routine  of  the  CPU  monitoring  apparatus  of 
Fig.  4. 
Referring  now  to  Fig.  1,  there  is  shown  a  CPU 

monitoring  apparatus  11  which  monitors  a  central 
processing  unit  12  of  a  computer.  The  CPU  12 

40  repeatedly  executes  a  program  and  generates  a 
tap  time  pulse  by  placing  a  logic  1  to  the  lap  time 
port  (LTP)  at  the  beginning  of  an  execution  of  the 
program  and  placing  a  logic  0  to  the  LTP  port  at 
the  beginning  of  a  subsequent  execution  of  the 

45  program.  Therefore,  the  leading  and  trailing  edges 
of  the  lap  time  pulse  coincide  respectively  with  the 
beginning  of  successive  executions  of  a  program. 
The  monitoring  apparatus  11  comprises  a  program 
execution  diagnosis  circuit  13  and  a  step  execution 

50  diagnostic  circuit  14.  The  program  execution  di- 
agnosis  circuit  13  monitors  the  duration  of  the  lap 
time  pulse  LTP  and  generates  a  program  execution 
alarm  signal  when  the  monitored  duration  falls  out- 
side  of  a  nominal  range.  The  step  execution  di- 

ss  agnostic  circuit  14  counts  a  flag  pulse  FP  gen- 
erated  by  the  CPU  12  each  time  it  executes  a  flag 
setup  step  located  at  a  significant  point  of  the 
program  and  generates  a  step  execution  alarm 
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signal  when  the  count  of  the  flag  pulses  does  not 
reach  a  specified  value  at  the  time  the  program  is 
repeatedly  executed  by  the  CPU  12  a  predeter- 
mined  number  of  times.  An  AND  gate  15  is  con- 
nected  to  both  diagnostic  circuits  to  trigger  an 
alarm  16. 

The  program  execution  diagnostic  circuit  13 
includes  an  edge  detector  17  which  generates  an 
edge-triggered  pulse  in  response  to  each  of  the 
leading  and  trailing  edges  of  the  lap  time  pulse.  A 
ramp  generator  18  is  connected  to  the  output  of 
the  edge  detector  17  to  generate  a  ramp  voltage 
which  rises  gradually  in  response  to  the  leading 
edge  of  a  lap  time  pulse  and  drops  rapidly  in 
response  to  the  trailing  edge  of  the  lap  time  pulse. 
A  window  comparator  26  is  connected  to  the  ramp 
generator  18  to  generate  a  program  execution 
alarm  signal  when  the  output  of  ramp  generator  18 
either  exceeds  an  upper  threshold  Vh  or  falls  below 
a  lower  threshold  VI.  The  window  comparator  26 
includes  an  upper-threshold  comparator  19  for 
comparing  the  output  of  ramp  generator  18  with  the 
threshold  Vh  and  a  lower-threshold  comparator  20 
which  compares  it  with  the  lower  threshold  VI,  a 
second  ramp  generator  21  for  producing  a  ramp 
voltage  in  response  to  the  leading  edge  of  the 
output  of  lower-threshold  comparator  20,  and  a 
second  comparator  22  which  compares  the  maxi- 
mum  voltage  of  the  second  ramp  generator  21  with 
a  threshold  voltage  Vh'.  Each  of  the  comparators 
19,  20  and  22  produces  a  high-level  logic  output 
when  their  input  voltage  is  lower  than  their  respec- 
tive  threshold  and  switches  their  output  state  to  low 
logic  level  if  their  input  exceeds  their  respective 
threshold  value.  The  low-level  outputs  of  compara- 
tors  19  and  22  cause  the  AND  gate  15  to  generate 
a  low-level  alarm  signal. 

As  seen  in  Fig.  2A,  when  the  lap  time  pulse 
has  a  nominal  pulse  duration  prior  to  time  to,  the 
output  of  ramp  generator  18  exceeds  the  lower 
threshold  VI  (Figs.  2B,  2C)  and  comparator  20 
produces  negative-going  pulses  (Fig.  2D),  and 
comparator  21  generates  ramp  voltages  whose  am- 
plitude  is  lower  than  threshold  Vh'  (Fig.  2E),  caus- 
ing  comparator  22  to  produce  a  high-level  output 
(Fig.  2F).  If  the  outputs  of  comparators  19  and  25 
are  both  at  high  logic  level,  AND  gate  15  maintains 
a  high  logic  level  output  as  shown  in  Fig.  2G. 

When  the  lap  time  pulse  starts  reducing  its 
duration  at  time  to,  as  illustrated  in  Fig.  2A,  there  is 
a  corresponding  amplitude  decrease  at  the  output 
of  ramp  generator  18  to  a  level  below  the  lower 
threshold  VI  (Fig.  2C)  and  the  lower  comparator  20 
generates  a  high  voltage  output  immediately  in 
response  to  the  occurrence  of  the  abnormal  con- 
dition  (Fig.  2D).  As  a  result,  the  output  of  second 
ramp  generator  21,  which  responds  to  the  output  of 
the  lower-threshold  comparator  20,  exceeds  the 

threshold  Vh'  and  comparator  22  switches  its  out- 
put  logic  state  to  low  at  time  ti  as  shown  in  Fig. 
2F,  causing  a  low-level,  program  execution  alarm 
signal  to  issue  from  the  AND  gate  15  to  the  alarm 

5  16,  as  shown  in  Fig.  2G. 
On  the  other  hand,  if  the  lap  time  pulse  starts 

increasing  its  pulse  duration  at  time  to,  as  illus- 
trated  in  Figs.  3A,  there  is  a  corresponding  am- 
plitude  increase  at  the  output  of  ramp  generator  18 

io  to  a  level  exceeding  the  upper  threshold  Vh  at  time 
to  (Figs.  3B,  3C)  and  the  comparator  19  generates 
a  low  voltage  output  (Fig.  3D)  which  lasts  from  the 
occurrence  of  the  abnormal  condition  to  the  trailing 
edge  of  the  lengthened  lap  time  pulse.  The  low 

is  level  output  of  the  upper  comparator  19  causes 
AND  gate  15  to  produce  a  low-level,  program  ex- 
ecution  alarm  signal  during  times  ti  and  t2  (Fig. 
3E)  and  triggers  the  alarm  16. 

The  CPU  12  changes  the  logic  level  of  a  flag 
20  pulse  port  FP  as  it  executes  a  flag  setup  step 

provided  in  a  significant  point  of  the  main  routine 
as  well  as  in  the  timer  interrupt  routine  of  the 
repeatedly  running  program.  The  step  execution 
diagnostic  circuit  14  comprises  an  edge  detector 

25  23  which  responds  to  each  logic  reversal  at  the  flag 
pulse  port  FP  by  producing  an  output  pulse.  A  step 
counter  24  is  connected  to  edge  detector  23  for 
counting  the  output  of  edge  detector  23  to  produce 
a  step-count  signal  indicating  the  number  of  steps 

30  executed  by  the  CPU  12.  When  the  CPU  12  ex- 
ecuted  the  program  a  predetermined  number  of 
times,  it  supplies  a  stop  command  to  step  counter 
24  to  hold  the  step  count  value.  The  output  of 
counter  24  is  supplied  to  a  step-count  comparator 

35  25  which  compares  it  with  a  reference  count.  The 
stop  command  signal  from  the  CPU  12  is  also 
applied  to  comparator  25  as  an  enabling  signal  to 
cause  it  to  compare  the  step-count  reached  at  the 
time  the  stop  command  is  issued  with  the  refer- 

40  ence  count.  The  counter  24  is  subsequently  sup- 
plied  with  a  reset  pulse  from  the  CPU  12  to  clear 
its  contents  for  making  a  subsequent  step-count 
comparison.  If  the  CPU  12  fails  to  execute  all  the 
necessary  steps,  the  step-count  fails  to  match  the 

45  reference  count  and  the  comparator  25  produces  a 
low  level,  step  execution  alarm  signal. 

A  modified  embodiment  is  shown  in  shown  in 
Fig.  4.  In  this  modification,  a  CPU  monitoring  ap- 
paratus  31  is  provided  which  is  operated  on  a 

50  software-based  algorithm  to  monitor  a  CPU  32 
which  repeatedly  executes  a  program  and  gen- 
erates  lap  time  pulses  in  a  manner  similar  to  CPU 
12  of  the  previous  embodiment.  The  CPU  32  has 
an  output  port  P1  through  which  the  lap  time 

55  pulses  LTP  are  supplied  to  the  monitoring  appara- 
tus  11,  an  output  terminal  DSo  for  outputting  a  data 
set  signal  DS,  an  input  terminal  DRi  for  receiving  a 
data  receive  signal  DR,  MFD  (main  flag  data)  out- 

3 



5 EP  0  590  637  A1 6 

put  terminals  DoO  ~  Do7  for  outputting  an  8-bit 
main  flag  data,  and  a  reset  input  RSi  for  receiving  a 
reset  signal  RS.  On  the  other  hand,  the  CPU  moni- 
toring  apparatus  31.  The  CPU  32  is  connected  to 
the  CPU  monitoring  apparatus  31  as  illustrated. 

As  shown  in  Fig.  6,  the  main  routine  of  the 
CPU  32  begins  at  initialization  step  101,  which  is 
followed  by  step  102  in  which  the  CPU  32  causes 
a  timer  interrupt  routine  to  be  started.  At  step  103 
that  follows,  the  CPU  32  executes  a  main  job 
whose  significant  steps  are  shown  in  Fig.  7.  As  will 
be  described,  the  CPU  32  transmits  a  main  flag 
data  MFD  obtained  during  the  execution  of  the 
timer  interrupt  routine  as  it  executes  step  104  to 
the  CPU  monitoring  apparatus  31  and  returns  to 
step  103. 

In  Fig.  7,  flag  setup  steps  210,  220  270  are 
provided  in  significant  points  of  the  main  job,  and 
the  CPU  32  sets  a  "1  "  in  the  bit  positions  of  eight- 
bit  main  flag  data  MFD,  starting  at  the  least  signifi- 
cant  bit,  as  it  executes  each  of  these  flag  setup 
steps.  More  specifically,  when  the  CPU  32  ex- 
ecutes  flag  setup  step  210,  a  "1"  is  set  in  the  least 
significant  bit  MbO  of  the  main  flag  data.  Likewise, 
when  it  executes  flag  setup  step  220,  a  "1  "  is  set 
in  the  second  bit  Mb1  of  MFD  from  the  least 
significant  position.  Thus,  when  all  the  flag  setup 
steps  are  executed,  a  "1  "  is  set  in  all  of  the  lower 
seven  positions  MbO  to  Mb6  of  the  8-bit  main  flag 
data.  If  the  CPU  32  fails  to  execute  any  one  of  the 
flag  setup  steps,  one  of  the  lower  significant  seven 
bits  of  the  main  flag  data  remains  set  to  "0". 

At  the  end  of  execution  of  the  main  job,  the 
CPU  32  executes  step  104.  Prior  to  description  of 
the  timer  interrupt  routine,  it  is  appropriate  to  de- 
scribe  details  of  the  timer  interrupt  routine  ex- 
ecuted  by  the  CPU  32  with  reference  to  Fig.  8.  The 
CPU  32  includes  a  timer,  not  shown,  which  gen- 
erates  an  interrupt  pulse  at  periodic  intervals.  In 
response  to  the  interrupt  pulse,  the  CPU  32  leaves 
the  main  routine  and  executes  an  interrupt  routine. 
At  step  301,  the  logic  level  at  the  lap  time  pulse 
port  LTP  is  changed  as  shown  in  Fig.  5A,  so  that 
the  leading  and  trailing  edges  of  a  lap  time  pulse 
occur  in  step  with  the  timer  clock  each  time  an 
interrupt  routine  is  invoked.  At  decision  step  302, 
control  checks  to  bee  if  all  bits  of  an  8-bit  interrupt 
flag  data  IFD  are  set  to  "1".  The  bits  IbO,  Ib1,  .., 
Ib7  of  this  interrupt  flag  data  correspond  to  flag 
setup  steps  310,  320  380  of  the  interrupt  rou- 
tine,  respectively,  and  each  of  these  bits  is  set  to 
"1  "  when  the  corresponding  flag  setup  step  is 
executed.  Therefore,  if  it  is  determined  that  all  of 
the  eight  bits  of  interrupt  flag  data  are  set  to  "1  ", 
all  the  steps  of  the  interrupt  routine  are  success- 
fully  executed.  In  this  case,  the  decision  at  step 
302  is  affirmative,  and  control  branches  to  step  303 
to  set  "1  "  into  the  most  significant  bit  Mb7  of  the 

main  flag  data  MFD.  If  at  least  one  of  the  bits  of 
the  IFD  data  contains  a  "0",  indicating  that  a  por- 
tion  of  the  interrupt  routine  is  not  executed,  control 
branches  at  step  302  to  step  304  to  set  a  "0"  into 

5  the  most  significant  bit  Mb7  of  the  MFD  data. 
As  a  result,  the  main  flag  data  MFD  becomes 

all  1's  only  when  all  the  steps  of  the  interrupt 
routine  are  exactly  executed,  and  contains  a  "0"  if 
any  of  the  steps  of  the  interrupt  routine  are  not 

io  executed.  Thus,  the  8-bit  MFD  data  indicates 
whether  the  flag  setup  steps  210  ~  270  and  310  ~ 
380  are  all  executed  or  not.  In  this  way,  when  the 
program  is  repeatedly  executed  by  the  CPU  32  a 
predetermined  number  of  times,  the  main  flag  data 

is  is  transmitted  to  the  CPU  monitoring  apparatus  31 
at  communication  step  104,  Fig.  6.  Details  of  com- 
munication  step  104  are  shown  at  steps  401  ~  402 
in  Fig.  9. 

At  communication  step  401,  Fig.  9,  the  CPU  32 
20  transmits  the  8-bit  main  flag  data  to  the  data  bus 

via  terminals  DoO  -  Do7  as  shown  in  Fig.  5C.  To 
communicate  this  fact  to  the  CPU  monitoring  ap- 
paratus  31,  the  CPU  32  drives  the  data  set  output 
terminal  DSo  to  low  logic  level  (active  state)  at  step 

25  402  as  shown  in  Fig.  5B.  Since  the  CPU  monitoring 
apparatus  31  returns  a  data  receive  signal  DR  to 
the  CPU  32  on  receiving  the  main  flag  data  on  data 
input  terminals  DiO  -  Di7  (see  Fig.  5D)  in  a  manner 
as  will  be  described,  control  proceeds  to  decision 

30  step  403  to  check  to  see  if  a  data  receive  signal  is 
returned  from  the  CPU  monitoring  apparatus  31.  If 
the  answer  is  affirmative,  control  branches  at  step 
403  to  step  404  to  switch  the  data  set  terminal  DSo 
to  high  logic  level  (nonactive  state).  In  this  way,  the 

35  main  flag  data  MFD  is  transferred  from  the  CPU  32 
to  the  CPU  monitoring  apparatus  31  according  to 
the  prescribed  communication  procedure  when  the 
CPU  32  has  repeatedly  executed  the  program  a 
predetermined  number  of  times. 

40  Fig.  10  shows  the  main  routine  executed  by 
the  CPU  monitoring  apparatus  31.  The  execution  of 
the  main  routine  starts  with  initialization  step  501, 
which  is  followed  by  step  502  to  grant  permission 
to  allow  a  lap  time  pulse  (LTP)  interrupt  to  be 

45  executed.  At  step  503,  the  data  set  terminal  DS  is 
checked  to  see  if  it  is  active  or  not.  If  the  answer  is 
affirmative,  control  branches  at  step  503  to  step 
504  to  read  the  main  flag  data  supplied  from  the 
CPU  32.  Exit  then  is  to  decision  step  505  to  deter- 

50  mine  whether  the  MFD  is  all  1's,  i.e.,  whether  all 
the  steps  of  the  main  and  timer  interrupt  routines 
are  properly  executed.  In  this  embodiment,  the 
determination  is  not  based  on  direct  comparison  of 
the  step  count  with  the  nominal  value,  but  instead 

55  the  number  of  bits  1's  contained  in  the  main  flag 
data.  Since  the  presence  of  a  "1  "  in  each  bit 
position  indicates  whether  the  corresponding  step 
is  properly  executed,  the  determination  on  the  ba- 

4 
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sis  of  the  contents  of  the  main  flag  data  is  equiv- 
alent  to  the  direct  comparison  of  the  step  count 
with  the  nominal  value. 

If  the  answer  at  step  505  is  affirmative,  control 
branches  to  step  506  to  activate  the  data  receive 
terminal  DR  by  switching  its  logic  level  to  low.  In 
response,  the  CPU  32  determines,  at  step  507, 
whether  the  data  set  terminal  DS  is  at  low  logic 
level  (nonactive).  If  the  answer  is  affirmative,  the 
CPU  32  branches  at  step  507  to  step  508  to  render 
the  data  receive  terminal  DR  nonactive  by  switch- 
ing  its  logic  state  to  high  level,  and  returns  to  step 
503,  thus  completing  a  communication  procedure 
in  cases  where  there  is  no  abnormal  conditions 
exist  in  the  CPU  32.  If  the  decision  at  step  505 
yields  a  negative  answer,  indicating  one  of  the 
MFD  bits  is  0,  control  branches  to  step  509  to 
generate  a  reset  signal  RS  at  reset  terminal  RSo  to 
reset  the  CPU  32  and  activates  the  alarm  33  at 
step  510. 

The  CPU  monitoring  apparatus  31,  on  the  other 
hand,  executes  a  lap  time  interrupt  routine,  shown 
in  Fig.  11,  in  response  to  receipt  of  a  lap  time 
pulse  LTP  from  the  CPU  32.  The  lap  time  interrupt 
routine  begins  at  decision  step  601  to  check  to  see 
if  the  execution  of  the  lap  time  interrupt  is  the  first 
to  perform.  If  the  answer  is  affirmative,  control 
branches  to  step  602  to  clear  and  set  the  timer  and 
then  start  the  timer  at  step  603.  If  the  answer  is 
negative  at  step  601,  control  branches  to  step  604 
to  stop  the  timer  and  latches  the  contents  of  the 
timer  at  605,  and  then  restarts  it  at  step  606.  At 
decision  step  607  that  follows,  control  determines 
whether  the  duration  of  the  lap  time  pulse,  as 
indicated  by  the  latched  value  of  the  timer,  is  within 
a  specified  range.  If  no  abnormal  condition  exists  in 
the  CPU  32,  the  decision  at  step  607  yields  an 
affirmative  answer  and  control  returns  to  the  main 
routine.  Otherwise,  control  branches  to  step  608  to 
reset  the  CPU  32  by  applying  a  reset  pulse  to  it  via 
the  terminal  RSo  and  activates  the  alarm  33  at  step 
609. 

Claims 

1.  A  method  for  monitoring  a  central  processing 
unit  repeatedly  executing  a  program  containing 
a  plurality  of  significant  steps,  said  central  pro- 
cessing  unit  producing,  in  response  to  a  suc- 
cessive  execution  of  the  program,  a  lap  time 
pulse  having  leading  and  trailing  edges  cor- 
responding  respectively  to  the  beginning  of 
successive  executions  of  said  program,  the 
method  comprising: 

a)  determining  whether  the  duration  of  said 
lap  time  pulse  is  between  maximum  and 
minimum  values,  or  longer  than  the  maxi- 
mum  value  or  shorter  than  the  minimum 

value,  and  generating  a  program  execution 
alarm  signal  when  said  duration  is  either 
determined  to  be  longer  than  the  maximum 
value  or  shorter  than  the  minimum  value; 

5  and 
b)  determining  whether  said  central  pro- 
cessing  unit  has  successfully  or  unsuccess- 
fully  executed  a  predetermined  number  of 
said  significant  steps  when  said  central  pro- 

io  cessing  unit  has  repeatedly  executed  said 
program  a  predetermined  number  of  times, 
and  generating  a  step  execution  alarm  sig- 
nal  if  said  central  processing  unit  is  deter- 
mined  as  having  unsuccessfully  executed 

is  said  predetermined  number  of  significant 
steps. 

2.  A  method  as  claimed  in  claim  1,  wherein  said 
central  processing  unit  produces  a  flag  pulse 

20  upon  execution  of  each  of  said  significant 
steps,  wherein  the  step  (b)  comprises  counting 
said  flag  pulse  and  producing  a  flag  count,  and 
determining  whether  said  flag  count  matches 
or  mismatches  a  reference  count  when  said 

25  central  processing  unit  has  repeatedly  execut- 
ed  said  program  said  predetermined  number 
of  times,  and  generating  said  step  execution 
alarm  signal  if  said  flag  count  is  determined  to 
be  mismatched  with  said  reference  count. 

30 
3.  A  method  as  claimed  in  claim  1  or  2,  wherein 

said  central  processing  unit  produces  a  multibit 
signal  indicating  whether  the  central  process- 
ing  unit  has  successfully  or  unsuccessfully  ex- 

35  ecuted  a  predetermined  number  of  said  signifi- 
cant  steps,  wherein  the  step  (b)  comprises 
examining  the  multibit  signal  and  generating 
said  step  execution  alarm  signal  if  the  multibit 
signal  indicates  that  said  central  processing 

40  unit  has  unsuccessfully  executed  at  least  one 
of  the  predetermined  number  of  said  signifi- 
cant  steps. 

4.  A  monitoring  apparatus  for  monitoring  a  central 
45  processing  unit  repeatedly  executing  a  pro- 

gram  containing  a  plurality  of  significant  steps, 
said  central  processing  unit  producing,  in  re- 
sponse  to  a  successive  execution  of  the  pro- 
gram,  a  lap  time  pulse  having  leading  and 

50  trailing  edges  corresponding  respectively  to 
the  beginning  of  successive  executions  of  said 
program,  the  apparatus  comprising: 

program  execution  diagnostic  means  for 
determining  whether  the  duration  of  said  lap 

55  time  pulse  is  between  maximum  and  minimum 
values  or  longer  than  the  maximum  value  or 
shorter  than  the  minimum  value,  and  generat- 
ing  a  program  execution  alarm  signal  when 

5 
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said  duration  is  either  determined  to  be  longer 
than  the  maximum  value  or  shorter  than  the 
minimum  value;  and 

step  execution  diagnostic  means  for  deter- 
mining  whether  said  central  processing  unit  5 
has  successfully  or  unsuccessfully  executed  a 
predetermined  number  of  said  significant  steps 
when  said  central  processing  unit  has  repeat- 
edly  executed  the  program  a  predetermined 
number  of  times,  and  generating  a  step  execu-  10 
tion  alarm  signal  if  said  central  processing  unit 
is  determined  as  having  unsuccessfully  ex- 
ecuted  said  predetermined  number  of  signifi- 
cant  steps. 

75 
5.  A  monitoring  apparatus  as  claimed  in  claim  4, 

wherein  said  program  execution  diagnostic 
means  comprises  ramp  generator  means  for 
generating  a  ramp  voltage  which  starts  rising 
in  response  to  a  leading  edge  of  said  lap  time  20 
pulse  and  reducing  rapidly  in  response  to  a 
trailing  edge  of  said  lap  time  pulse,  and  win- 
dow  comparator  means  for  comparing  the  am- 
plitude  of  said  ramp  voltage  with  upper  and 
lower  thresholds  and  generating  said  program  25 
execution  alarm  signal  when  the  amplitude  of 
the  ramp  voltage  exceeds  beyond  the  upper 
threshold  or  falls  below  the  lower  threshold. 

6.  A  monitoring  apparatus  as  claimed  in  claim  4  30 
or  5,  wherein  said  central  processing  unit  pro- 
duces  an  enable  signal  indicating  that  said 
central  processing  unit  repeatedly  executed 
said  program  a  predetermined  number  of 
times,  and  wherein  said  step  execution  di-  35 
agnostic  means  comprises  a  counter  for  count- 
ing  said  flag  pulse  to  produce  a  flag  count,  and 
means  for  comparing  the  flag  count  with  a 
predetermined  value  in  response  to  said  en- 
able  signal  and  generating  said  step  execution  40 
alarm  signal  when  there  is  no  coincidence  be- 
tween  the  flag  count  and  said  predetermined 
value. 

7.  A  monitoring  apparatus  as  claimed  in  claim  4,  45 
5,  or  6  wherein  said  central  processing  unit 
produces  a  multibit  signal  indicating  whether 
the  central  processing  unit  has  successfully  or 
unsuccessfully  executed  each  of  said  predeter- 
mined  number  of  said  significant  steps,  50 
wherein  said  step  execution  diagnostic  means 
comprises  means  for  examining  said  multibit 
signal  and  generating  said  step  execution 
alarm  signal  if  the  examined  multibit  signal 
indicates  that  said  central  processing  unit  un-  55 
successfully  executed  at  least  one  of  the  pre- 
determined  number  of  said  significant  steps. 

6 
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