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(57) An information processing apparatus includes:
a data processor which creates content to be distributed
to a client, wherein the data processor executes process-
ing of creating content provided to a client by selecting
data in units of segments, which are division data of con-
tent, from a plurality of additional information recorded
content items obtained by recording different additional
information items on original content, selects different

segment columns in units of content distribution clients
in the processing of creating content provided to a client,
and creates management information in which client in-
formation for identifying a client of a content distribution
destination and segment column information indicating
a segment selection state of the content provided to a
client, which is provided to a corresponding client, are
matched with each other and records the management
information in a storage unit.
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Description

[0001] The present disclosure relates to an information
processing apparatus, an information processing meth-
od, and a program. In particular, the present disclosure
relates to an information processing apparatus, an infor-
mation processing method, and a program used in a sys-
tem capable of preventing the unauthorized use of con-
tent or tracking the source of illegally distributed content.
[0002] In recent years, data communication through a
network, such as the Internet, has become popular, and
a large amount of image data, music data, and the like
are actively distributed through a network.
[0003] For lots of content, such as image data or music
data, its creator or dealer holds the copyright, the right
of distribution, and the like, Accordingly, for example,
when a service provider provides the content to users
from its server through a network, it is common to perform
control to permit only users with legitimate rights to use
the content.
[0004] As a specific example of the control, the content
is transmitted as encrypted content and this encrypted
content can be decrypted only by an encryption key pro-
vided to a user who purchased the content legitimately.
However, even if such processing is performed, unau-
thorized use of the content by many unspecified persons
occurs if the content decrypted by a user who acquired
the encrypted content or the encryption key is illegally
distributed or opened to the public, for example. Partic-
ularly, in recent years, there are many cases where data
is illegally distributed or opened to the public through the
network. Accordingly, it is a big issue to prevent such
illegal acts.
[0005] A specific example of illegal distribution of an
encryption key or content will be described with reference
to the accompanying drawings.
[0006] Fig. 1 is a view showing an example of illegal
opening of an encryption key. A content distribution serv-
er 10 provides encrypted content 11, which is encrypted
by applying an encryption key 12, together with the en-
cryption key 12 to a client A 21 and a client B 22 who
have executed the legitimate content purchasing proce-
dure.
[0007] These client A 21 and client B 22 can reproduce
the content by decrypting the encrypted content 11 by
applying the encryption key 12.
[0008] Here, it is assumed that the client B 22 opens
the encryption key 12 to the public through a site on a
network accessible by any one, for example.
[0009] If such processing of opening a key to the public
is executed, an opened encryption key 31 can be ac-
quired by many unspecified users.
[0010] As a result, for example, the opened encryption
key 31 is acquired through a network by an unauthorized
user 23 who did not purchase the content legitimately.
In addition, it is possible to acquire a copy 32 of the en-
crypted content from another client or the like and to re-
produce the content by decrypting the copy 32 of the

encrypted content by applying the opened encryption key
31.
[0011] When such a situation occurs, unauthorized
use of the content spreads.
[0012] In an example shown in Fig. 1, the same en-
cryption key is provided to all clients. Accordingly, if one
person opens the key to the public illegally, all the content
provided to other clients can be decrypted by the illegally
opened key. In addition, it is difficult to specify a client
who opened the key to the public illegally.
[0013] As a method for solving such a problem, a con-
figuration is effective in which encrypted content items
provided to clients are encrypted with different encryption
keys.
[0014] That is, as shown in Fig. 2, the content distri-
bution server 10 provides a client A 24 with the encrypted
content, which is encrypted by applying an encryption
key A 14, together with the encryption key A 14. In addi-
tion, the content distribution server 10 provides a client
B 25 with the encrypted content, which is encrypted by
applying an encryption key B 15, together with the en-
cryption key B 15. In addition, the content distribution
server 10 provides a client C 26 with the encrypted con-
tent, which is encrypted by applying an encryption key C
16, together with the encryption key C 16.
[0015] In the case of such setting, if one of the encryp-
tion keys is opened to the public, the content which can
be decrypted with the opened key is limited to one en-
crypted content item which is encrypted by the opened
key. Accordingly, it becomes possible to specify the
source which opened the key to the public, that is, a client
who opened the encryption key to the public.
[0016] In order to change an encryption key in units of
clients as described above, however, the content distri-
bution server 10 should create different encrypted con-
tent items in units of clients. In this case, a problem in
that the processing load at the server side is increased
occurs.
[0017] Although an encryption key applied for content
encryption and decryption processing is illegally opened
in the example described with reference to Figs. 1 and
2, not only the encryption key but also the decrypted con-
tent may be opened to the public.
[0018] Fig. 3 shows an example of illegal opening of
the decrypted content.
[0019] The content distribution server 10 provides a
client 28 with the encrypted content 11 encrypted by ap-
plying the encryption key 12. This providing processing
is executed as legitimate content purchasing processing.
[0020] However, if the client 28 decrypts the encrypted
content 11 by applying the encryption key 12 and opens
the decrypted content 11 illegally, the illegally opened
content 33 can be used by many unspecified users in-
cluding an unauthorized user 29 shown in Fig. 3 as a
result.
[0021] If the decrypted content is opened to the public
in this way, unauthorized use of the decrypted content
spreads even if the encryption key is changed in units of
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clients. In addition, it is not possible to specify a client
who opened the decrypted content to the public illegally.
[0022] In view of the above, it is desirable to provide
an information processing apparatus, an information
processing method, and a program capable of specifying
a source which opens the content to the public illegally.
[0023] It is also desirable to provide an information
processing apparatus, an information processing meth-
od, and a program capable of realizing a configuration,
through which it is possible to specify a source which
opens the content to the public illegally, without increas-
ing the processing load of a server excessively.
[0024] Various respective aspects and features of the
invention are defined in the appended claims. Combina-
tions of features from the dependent claims may be com-
bined with features of the independent claims as appro-
priate and not merely as explicitly set out in the claims.
[0025] One embodiment of the present disclosure is
directed to an information processing apparatus includ-
ing a data processor which creates content to be distrib-
uted to a client. The data processor executes processing
of creating content provided to a client by selecting data
in units of segments, which are division data of content,
from a plurality of additional information recorded content
items obtained by recording different additional informa-
tion items on original content, selects different segment
columns in units of content distribution clients in the
processing of creating content provided to a client, and
creates management information in which client informa-
tion for identifying a client of a content distribution desti-
nation and segment column information indicating a seg-
ment selection state of the content provided to a client,
which is provided to a corresponding client, are matched
with each other and records the management information
in a storage unit.
[0026] In one embodiment of the information process-
ing apparatus, the data processor may set a data extrac-
tion region in units of segments, which are division data
of content, and replace data of the data extraction region
with dummy data and may also encrypt sub-content,
which includes only the data of the data extraction region,
with an individual key unique to a client of the content
distribution destination and provide the encrypted sub-
content to the client.
[0027] In one embodiment of the information process-
ing apparatus, the data processor may record corre-
spondence information between the client information for
identifying a client of the content distribution destination
and the individual key in the management information.
[0028] In one embodiment of the information process-
ing apparatus, the additional information may be record-
ed as digital watermark data.
[0029] In one embodiment of the information process-
ing apparatus, the data processor may acquire a seg-
ment column of distributed content by processing of an-
alyzing additional information included in the distributed
content and specify a client as a content distribution des-
tination by processing of collating the acquired segment

column information with registration information of the
management information.
[0030] In one embodiment of the information process-
ing apparatus, the data processor may specify a client
as an individual key distribution destination by processing
of collating a distributed individual key with registration
information of the management information.
[0031] In one embodiment of the information process-
ing apparatus, the data processor may hold a plurality of
different digital watermark recorded content items in
which different digital watermark data items are recorded
in units of segments, which are division data of content,
and create content, in which a digital watermark data
column in units of segments serving as client identifica-
tion information is set, by selecting segments of different
combinations from the plurality of different digital water-
mark recorded content items in units of distribution
processing for the client.
[0032] In one embodiment of the information process-
ing apparatus, the data processor may create main en-
crypted content, which is obtained by setting a data ex-
traction region in units of segments that are division data
of content and by encrypting main content having data
of the data extraction region replaced with dummy data
using a common key common to a plurality of clients, and
encrypted sub-content, which is obtained by encrypting
sub-content including only the data of the data extraction
region using an individual key unique to a client of the
content distribution destination.
[0033] In one embodiment of the information process-
ing apparatus, the data processor may create the content
provided to a client by executing processing of combining
the main encrypted content with the encrypted sub-con-
tent.
[0034] In one embodiment of the information process-
ing apparatus, the data processor may create region in-
formation, which indicates a data region of the main en-
crypted content and a data region of the encrypted sub-
content, as information provided to a client.
[0035] Another embodiment of the present disclosure
is directed to an information processing apparatus includ-
ing a data processor which executes content reproduc-
tion processing. The data processor executes content
combining processing of combining main content, in
which a dummy data region is set in units of segments
that are division data of content, with sub-content, which
is content corresponding to the dummy data region, and
reproduces combined content obtained as a combining
result.
[0036] In one embodiment the information processing
apparatus, an encryption key of the main content and an
encryption key of the sub-content may be different keys,
and the data processor may acquire region information
indicating a data region of the main content and a data
region of the sub-content and perform processing of
switching an applied key with reference to the region in-
formation.
[0037] Still another embodiment of the present disclo-
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sure is directed to an information processing method ex-
ecuted in an information processing apparatus. The
method includes: executing processing of creating con-
tent provided to a client by selecting data in units of seg-
ments, which are division data of content, from a plurality
of additional information recorded content items obtained
by recording different additional information items on
original content; selecting different segment columns in
units of content distribution clients in the processing of
creating content provided to a client; and creating man-
agement information in which client information for iden-
tifying a client of a content distribution destination and
segment column information indicating a segment selec-
tion state of the content provided to a client, which is
provided to a corresponding client, are matched with
each other and recording the management information
in a storage unit. All of the above processing is executed
by a data processor.
[0038] Yet another embodiment of the present disclo-
sure is directed to a program allowing an information
processing apparatus to execute information processing.
The program causes a data processor to execute:
processing of creating content provided to a client by
selecting data in units of segments, which are division
data of content, from a plurality of additional information
recorded content items obtained by recording different
additional information items on original content; process-
ing of selecting different segment columns in units of con-
tent distribution clients in the processing of creating con-
tent provided to a client; and processing of creating man-
agement information in which client information for iden-
tifying a client of a content distribution destination and
segment column information indicating a segment selec-
tion state of the content provided to a client, which is
provided to a corresponding client, are matched with
each other and recording the management information
in a storage unit.
[0039] The program according to the embodiment of
the present disclosure is a program that may be provided
by communication media or storage media provided in a
computer-readable format to an information processing
apparatus or a computer system capable of executing
various programs or codes, for example. By providing
such a program in the computer-readable format,
processing corresponding to the program is realized by
the information processing apparatus or the computer
system.
[0040] Other purposes, characteristics, and advantag-
es of the present disclosure will be apparent by more
detailed explanation made with reference to the accom-
panying drawings in the following embodiments of the
present disclosure. In addition, a system in this specifi-
cation is a logic group of a plurality of apparatuses. That
is, the system in this specification is not limited to a sys-
tem in which apparatuses having respective configura-
tions are present in the same housing.
[0041] According to the embodiments of the present
disclosure, a configuration allowing verifying the source

from the illegally distributed content is provided. In the
configuration according to the embodiments of the
present disclosure, the content provided to a client is cre-
ated by selecting data in units of segments from a plurality
of additional information recorded content items obtained
by recording different additional information items on the
content. Different segment columns are selected in units
of clients, the management information in which the client
information and the segment column information are
matched with each other is created, and a client of the
content distribution source is specified on the basis of a
segment column of the illegally distributed content. In
addition, the main encrypted content, which is obtained
by setting a data extraction region in units of segments,
replacing the data of the data extraction region with dum-
my data, and performing encryption using a common key,
and encrypted sub-content, which is obtained by encrypt-
ing the data of the data extraction region using an indi-
vidual key unique to a client of the content distribution
destination, are created and provided to a client.
[0042] Through this configuration, it is possible to
specify a client, which is a distribution source, on the
basis of an individual key or a segment column of both
the distributed content items.
[0043] Embodiments of the invention will now be de-
scribed with reference to the accompanying drawings,
throughout which like parts are referred to by like refer-
ences, and in which:

Fig. 1 is a view for explaining an example of unau-
thorized use of the content by illegal opening of an
encryption key;
Fig. 2 is a view for explaining an example of unau-
thorized use of the content by illegal opening of an
encryption key;
Fig. 3 is a view for explaining an example of unau-
thorized use of the content by illegal opening of de-
crypted content;
Fig. 4 is a view for explaining the outline of an em-
bodiment of the present disclosure;
Fig. 5 is a view for explaining a specific example of
the content provided by a server;
Fig. 6 is a view for explaining a specific example of
the content provided by a server;
Fig. 7 is a view for explaining a specific example of
processing executed when a server creates the con-
tent to be provided to a client;
Fig. 8 is a view for explaining a specific example of
processing executed when a server creates the con-
tent to be provided to a client;
Fig. 9 is a view for explaining a specific example of
processing executed when a server creates the con-
tent to be provided to a client;
Fig. 10 is a view for explaining a specific example of
processing executed when a server creates the con-
tent to be provided to a client;
Fig. 11 is a view for explaining a specific example of
processing executed when a server creates the con-
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tent to be provided to a client;
Fig. 12 is a view for explaining a specific example of
processing executed when a server creates the con-
tent to be provided to a client;
Fig. 13 is a view for explaining an example of setting
a unique ID in units of distribution content;
Fig. 14 is a view for explaining a specific example of
digital watermark data including a unique ID, an
MAC, and an ECC in units of distribution content;
Fig. 15 is a view for explaining a specific example of
digital watermark data including a unique ID, an
MAC, and an ECC in units of distribution content;
Fig. 16 is a view for explaining an example of the
data configuration of management information
stored in a storage device of a server;
Fig. 17 is a view for explaining the configuration and
processing of a server;
Fig. 18 is a view for explaining the configuration and
processing of a server;
Fig. 19 is a view for explaining an example of content
distribution processing by a CDN (Contents Distri-
bution Network) using a plurality of cache servers;
Fig. 20 is a view for explaining an example of content
distribution processing by a CDN using a plurality of
cache servers;
Fig. 21 is a view for explaining an example of content
reproduction processing in a client;
Fig. 22 is a view showing the flow chart for explaining
the content creation processing sequence executed
in a server of a service provider or the like;
Fig. 23 is a view showing the flow chart for explaining
the content providing processing sequence execut-
ed in a server of a service provider or the like;
Fig. 24 is a view for explaining content reproduction
processing in a client;
Fig. 25 is a view showing the flow chart for explaining
the source determination processing sequence ex-
ecuted when the illegally distributed content is found;
Fig. 26 is a view for explaining the hardware config-
uration of a server;
and
Fig. 27 is a view for explaining the hardware config-
uration of a client.

[0044] Hereinafter, an information processing appara-
tus, an information processing method, and a program
according to embodiments of the present disclosure will
be described in detail with reference to the accompanying
drawings. In addition, explanation will be given according
to the following items.

1. Outline of the present disclosure
2. Specific example of content providing processing
of a server
3. Processing of specifying a client, who opens the
content to the public illegally, on the basis of illegally
opened content
4. Configuration and processing of a server

5. Content distribution processing using CDN
6. Content reproduction processing in a client
7. Content creation and providing processing se-
quence in a server 7-1. Content creation processing
sequence in a server 7-2. Content providing process-
ing sequence in a server
8. Content reproduction sequence in a client
9. Source determination processing sequence
based on illegally distributed content in a server
10. Example of the hardware configuration of each
apparatus

[1. Outline of the present disclosure]

[0045] Hereinafter, an information processing appara-
tus, an information processing method, and a program
according to embodiments of the present disclosure will
be described in detail with reference to the accompanying
drawings.
[0046] First, the outline of the embodiment of the
present disclosure will be described with reference to Fig.
4. The embodiment of the present disclosure is to specify
the source of the illegal content distributed on a network,
for example.
[0047] Fig. 4 shows a server 100 managed by a service
provider which provides the content, such as a movie or
music.
[0048] For example, a client 120, such as a PC, ac-
cesses the server 100, and executes the legitimate con-
tent purchasing procedure to acquire the content. Legit-
imate content is acquired through the root a on the net-
work shown in Fig. 4.
[0049] For a user of the client 120, processing of re-
producing the legitimately purchased content under pre-
determined use limitation is allowed. For example, even
when the distributed content is encrypted content, the
legitimate purchaser can reproduce the encrypted con-
tent by decrypting the encrypted content by applying a
decryption key provided from the server.
[0050] However, the user of the client 120 may provide
the decrypted content to other users (users of clients 131
to 133 shown in Fig. 4) illegally through a network. For
example, a situation may occur in which the user of the
client 120 provides the decrypted content to many un-
specified users through a path (b) on the network shown
in Fig. 4. For example, this is a processing of placing the
decrypted content on a site on the network which many
unspecified users may access.
[0051] In addition, the user of the client 120 may ille-
gally record the decrypted content on media, such as a
disc, to create a large amount of illegally copied recording
media and provide them to other users. For example, this
is a disc 141 shown in Fig. 4.
[0052] The present disclosure makes it possible to
specify the source of illegal content when the distribution
of such illegal content is found. In the case shown in Fig.
4, this source is the client 120. In addition, such a con-
figuration is realized without excessively increasing the
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processing load of the server 100.

[2. A specific example of content providing processing of 
a server]

[0053] As described above, the present disclosure
makes it possible to track the source of illegal content.
In order to realize this processing, the server 100 which
provides the legitimate content creates the content with
a special configuration and provides it to clients.
[0054] A specific example of the content providing
processing in a server managed by a service provider or
the like will be described with reference to Fig. 5 and the
like. A server creates the special content for specifying
a client or a user who opens the content to the public
illegally or distributes the content illegally and provides
it to each client.
[0055] Figs. 5 and 6 are views for explaining the outline
of the content that a server provides to a client.
[0056] The server creates the content to be provided
to each client on the basis of the encrypted content mv_
k_en (where, k = 1 to m) including a plurality of digital
watermarks WM, which is shown in (1) of Fig. 5, and sub-
content sv_k, which is shown in (2) of Fig. 5.
[0057] The encrypted content items mv_k_en (where,
k = 1 to m) including the plurality of digital watermarks
WM shown in (B1) to (Bm) of (1) of Fig. 5 are original
content as original data, such as a movie. That is, they
are the content obtained by recording digital watermarks
on the content shown in (A) of Fig. 5.
[0058] In (B1) to (Bm), different digital watermark data
items (for example, numeric data 1 to m) are recorded in
units of segments which are divided data of content, en-
coding such as MPEG compression processing is per-
formed, and the content encrypted by one common en-
cryption key is created.
[0059] The sub-content sv_k in (2) of Fig. 5 is some
content columns extracted from segments of the encrypt-
ed content mv_k_en including the plurality of digital wa-
termarks WM shown in (B1) to (Bm) of (1) in Fig. 5.
[0060] The sub-content sv_k in (2) of Fig. 5 includes
data regions all to amn described in segments of the data
shown in (B1) to (Bm) of (1) in Fig. 5.
[0061] Specifically, the sub-content shown in (2) of Fig.
5 is the following data.

(C1) Partial stream sv_1 extracted from the stream
(B1) including a digital watermark WM_1 (formed by
data regions all to aln)
(C2) Partial stream sv_2 extracted from the stream
(B2) including a digital watermark WM_2 (formed by
data regions a21 to a2n)
.
.
(Cm) Partial stream sv_m extracted from the stream
(Bm) including a digital watermark WM_m (formed
by data regions aml to amn)

[0062] The server creates the content to be provided
to each client on the basis of the content shown in (1)
and (2) of Fig. 5.
[0063] Fig. 6 shows an example of the content provid-
ed to a specific client. Here, an example of the content
provided to a client A is shown.
[0064] Main encrypted content main_clip_en shown in
(3) of Fig. 6 and encrypted sub-content sub_clip_en
shown in (4) of Fig. 6 are the content provided to the
client A.
[0065] In addition, the encrypted sub-content sub_
clip_en shown in (4) of Fig. 6 is encrypted data of the
right content corresponding to some missing parts (parts
replaced with dummy data) of the main encrypted content
main__clip_en shown in (3) of Fig. 6.
[0066] It is possible to reproduce the content by com-
bining the main encrypted content main_clip_en shown
in (3) of Fig. 6 with the encrypted sub-content sub_clip_
en shown in (4) of Fig. 6.
[0067] In addition, the server may execute combining
processing to acquire the combined content and provide
the acquired combined content to each client. Alterna-
tively, the server may provide the main encrypted content
main_clip_en shown in (3) of Fig. 6 and the encrypted
sub-content sub_clip_en shown in (4) of Fig. 6 separately
to each client instead of executing the combining
processing by itself so that the combining processing is
executed at the client side.
[0068] In the case of executing the combining process-
ing at the client side, the combining processing may be
executed when downloading the content and the com-
bining result may be stored in a storage unit, or the com-
bining processing may be executed at the time of repro-
duction processing without executing the combining
processing at the time of downloading.
[0069] In addition, the main encrypted content main_
clip_en shown in (3) of Fig. 6 is the content encrypted
using a common encryption key for a plurality of clients,
while the encrypted sub-content sub_clip_en shown in
(4) of Fig. 6 is encrypted using different encryption keys
(individual keys) in units of clients to whom the content
is distributed or in units of content distribution processing.
[0070] The main encrypted content main_clip_en
shown in (3) of Fig. 6 is content created by selecting the
data from the encrypted content mv_k_en including the
plurality of digital watermarks WM shown in (B1) to (Bm)
of (1) in Fig. 5, one by one in units of segments.
[0071] A combination of segments selected changes
with each client. The main encrypted content main_clip_
en shown in (3) of Fig. 6 is main encrypted content main_
clip_en provided to a specific client (client A) . An exam-
ple of content combination in units of segments, which
is shown by a dotted frame in (1) of Fig. 5, is shown in
(3) of Fig 6.
[0072] A segment 1 is a segment of (Bm) shown in (1)
of Fig. 5.
[0073] A segment 2 is a segment of (B1) shown in (1)
of Fig. 5.
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[0074] A segment n is a segment of (B2) shown in (1)
of Fig. 5.
[0075] This segment column is set as a unique seg-
ment column for the client A, and the server creates and
holds the management information in which the segment
column information and the client information are
matched with each other.
[0076] The encrypted sub-content sub_clip_en shown
in (4) of Fig. 6 is created by selecting the sub-content in
the same selection mode (dotted frame shown in (2) of
Fig. 5) of the segment unit as for the main encrypted
content main_clip_en shown in (3) of Fig. 6 and encrypt-
ing the sub-content by applying an individual key. This
encrypted sub-content sub_clip_en is provided to a spe-
cific client (client A).
[0077] The individual key which is an encryption key
to the sub-content is set as a different key in units of
clients or content distribution processing.
[0078] The data of main encrypted content main_clip_
en and encrypted sub-content sub_clip_en shown in (3)
and (4) of Fig. 6 is created as unique data in units of
clients or content distribution processing and is provided
to a specific client (for example, the client A).
[0079] Hereinafter, processing executed by a server
will be described according to the processing sequence.
[0080] Processing of step 1 (S1) shown in Fig. 7 to
step 8 (S8) shown in Fig. 11 will be described in a se-
quential manner.

(Step 1 (S1))

[0081] First, processing of step 1 (S1) shown in Fig. 7
will be described.
[0082] This processing is a processing of creating the
encrypted content v_k (where, k = 1 to m) including the
plurality of digital watermarks WM from the original con-
tent.
[0083] The server creates each item of the data of (B1)
to (Bm) on the basis of the original content shown in (A)
of Fig. 7.
[0084] The content (with no digital watermark record-
ed) shown in (A) of Fig. 7 is original content and is content,
such as a movie, for example. Moreover, in Fig. 7, repro-
duction time t0, t1, t2, ... are shown from left to right. Here,
reproduction time t1 to tn indicates a reproduction time
of video content, for example.
[0085] The server creates the data of (B1) to (Bm)
shown in Fig. 7, in which the information applied to iden-
tify a client to whom the content is distributed is recorded,
for the content (with no digital watermark recorded)
shown in (A) of Fig. 7.
[0086] Specifically, the server creates the content re-
corded with "m" kinds of digital watermarks WM shown
in (B1) to (Bm) of Fig. 7. Then, the server executes pre-
determined encoding processing (for example, MPEG
compression) after the digital watermark recording
processing to create the encoded content v_1 to v_m
recorded with digital watermarks shown in (B1) to (Bm)

of Fig. 7, respectively.
[0087] First, the server records different digital water-
mark patterns for the content shown in (A) of Fig. 7 to
create the following content recorded with a plurality of
digital watermarks.
[0088] Content recorded with a first digital watermark
Matermark_1 shown in (B1), content recorded with a sec-
ond digital watermark Watermark_2 shown in (B2), ...,
and content recorded with an n-th digital watermark
Watermark_m shown in (Bm) are created as the content
recorded with a plurality of digital watermarks.
[0089] Then, the server executes predetermined en-
coding processing (for example, MPEG compression) af-
ter the digital watermark recording processing to create
the encoded content v_1 to v_m recorded with digital
watermarks shown in (B1) to (Bm) of Fig. 7, respectively.
[0090] The plurality of content items shown in (B1) to
(Bm) are divided into segments as shown in the drawing.
One segment includes one or more image frames.
[0091] For example, as shown in Fig. 7, reproduction
time t0 to t1 is set as a first segment, reproduction time
t1 to t2 is set as a second segment, and reproduction
time t2 to t3 is set as a third segment, .... Thus, the content
shown in (A) to (Bm) is divided into segments at the same
separation positions (t0, t1, t2, ...).
[0092] In addition, although it is necessary to set the
separation positions (t0, t1, t2,) of each content shown
in (B1) to (Bm) of Fig. 7 at the same positions, it is not
necessary to set the sizes of the first second, the second
segment, the third segment, ... to be equal.
[0093] Each digital watermark recorded content shown
in (B1) to (Bm) of Fig. 7 is created as content recorded
with the following digital watermark data, for example.
[0094] Specifically, the digital watermark recorded
content shown in (B1) is created as first digital watermark
watermark_1 recorded content in which digital water-
mark data 1 is recorded.
[0095] The digital watermark recorded content shown
in (B2) is created as second digital watermark
watermark_2 recorded content in which digital water-
mark data 2 is recorded.
[0096] The digital watermark recorded content shown
in (Bm) is created as m-th digital watermark Watermark_
m recorded content in which digital watermark data m is
recorded.
[0097] In addition, it is possible to use various kinds of
methods in the related art to record a digital watermark.
Specifically, information indicating whether or not a digital
watermark is recorded and any of the digital watermark
data 1 to m are recorded in a high-frequency region of
an image of the content, for example. This data is low-
level data which is not observable with the naked eye in
image reproduction processing using a general repro-
duction apparatus of a user, and is also low-level data
which can be detected by digital watermark detection
processing using a digital watermark detector.
[0098] After the digital watermark recording process-
ing, the server executes predetermined encoding
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processing (for example, MPEG compression).
[0099] As a result, the encoded digital watermark re-
corded content v_1 to v_m, in which "m" different digital
watermarks shown in Fig. 7 are recorded, is created.
[0100] That is, "m" different encoded digital watermark
recorded content items v_1 to v_m are created including
(B1) v_1: first digital watermark Watermark_1 recorded
content in which the digital watermark data 1 is recorded
in each segment, (B2) v_2: second digital watermark
Watermark_2 recorded content in which the digital wa-
termark data 2 is recorded in each segment, ..., and (Bm)
v_m: m-th digital watermark Watermark_m recorded
content in which the digital watermark data m is recorded
in each segment.
[0101] Then, the server extracts some of the data of
the segments of the "m" different encoded digital water-
mark recorded content items v_1 to v_m.
[0102] This processing will be described with refer-
ence to Fig. 8.

(Steps 2 and 3 (S2 and S3))

[0103] Next, processing of steps 2 and 3 (S2 and S3)
shown in Fig. 8 will be described.
[0104] Fig. 8 is a view for explaining the processing of
extracting the partial data (sub-content) from each seg-
ment of the "m" different encoded digital watermark re-
corded content items v_1 to v_m.
[0105] Fig. 8 shows processing in two steps of (step 2
(S2)) determination of a sub-content region extracted
from each segment of the content including the plurality
of digital watermarks WM and (step 3 (S3)) extraction
result of sub-content.
[0106] First, as shown in Fig. 8 (S2), the server deter-
mines a sub-content region extracted from each segment
of the content v_1 to v_m including the plurality of digital
watermarks WM.
[0107] The server extracts a predetermined portion
from each segment in each video stream. Although the
extraction position is arbitrary, it is preferable to select a
scene of video content attractive to a user and to extract
it in the GOP unit as a unit of encoding processing, for
example.
[0108] In addition, the extraction positions of sub-con-
tent may be different positions changing with the seg-
ments of "m" different digital watermark recorded content
items v_1 to v_m or may be the same positions.
[0109] The extracted content (partial stream) which is
extracted in the segment unit of "m" different digital wa-
termark recorded content items v_1 to v_m is assumed
to be the sub-content.
[0110] As a result, as shown in Fig. 8 (S3), "m" partial
streams (sub-content) corresponding to the content v_1
to v_m including the plurality of digital watermarks WM,
that is, the following data is created.
[0111] Specifically, a partial stream sv_1 extracted
from the stream B1 including a digital watermark WM_1
which is shown in (C1), a partial stream sv_2 extracted

from the stream B2 including a digital watermark WM_2
which is shown in (C2), and a partial stream sv_m ex-
tracted from the stream Bm including a digital watermark
WM_m which is shown in (Cm) are created.
[0112] After creating the "m" partial streams (sub-con-
tent), processing (step 4 (S4)) shown in Fig. 9 is execut-
ed.

(Step 4 (S4))

[0113] Next, processing of step 4 (S4) shown in Fig. 9
will be described.
[0114] This processing is a processing on the "m" en-
coded digital watermark recorded content v_1 to v_m
shown in (B1) to (Bm) after extracting the partial data
(sub-content) from each segment described with refer-
ence to Fig. 8.
[0115] The data at the partial data (sub-content) ex-
traction position set in each segment of the "m" encoded
digital watermark recorded content v_1 to v_m shown in
(B1) to (Bm) is replaced with dummy data, for example,
data of all zero. That is, the original content data in the
extraction region is deleted.
[0116] The "m" encoded digital watermark recorded
content (shown in (B1) to (Bm)) after replacement using
dummy data is set to mv_1 to mv_m.
[0117] In addition, the server executes encryption
processing on the data mv_1 to mv_m after replacement
processing using dummy data by applying one encryp-
tion key (common key).
[0118] The data after this encryption is shown in (B1)
to (Bm) of Fig. 9.
[0119] The "m" encoded digital watermark recorded
content (shown in (B1) to (Bm)) after replacement using
dummy data and encryption processing is set to mv_
1_en to mv_m_en.
[0120] Fig. 9 shows the following data as data after the
processing.

(B1) A stream mv_1_en with an encrypted and en-
coded digital watermark WM_1

(B2) A stream mv_2_en with an encrypted and en-
coded digital watermark WM_2

.

.

(Bm) A stream mv_m_en with an encrypted and en-
coded digital watermark WM_m

[0121] A black painting portion in each segment shown
in Fig. 9 is a region extracted as sub-content and is also
a data region replaced with dummy data (for example,
all 0).
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(Steps 5 and 6 (S5 and 86))

[0122] Next, processing of steps 5 and 6 (S5 and S6)
shown in Fig. 10 will be described.
[0123] This processing is segment selection process-
ing executed to create the content provided to a specific
client (for example, the client A). The segment selection
processing shown in steps 5 and 6 (S5 and S6) of Fig.
10 is executed in units of clients, that is, in units of content
distribution processing.
[0124] Here, an example of the segment selection
processing, which is executed as processing of creating
the content provided to the client A as an object to whom
the content is distributed, will be described.
[0125] The following two processes are included in the
processing of creating the content provided to a specific
client.
[0126] One of them is a processing of creating the main
content by selecting the data one by one from each seg-
ment of the encrypted and encoded digital watermark
recorded content mv_1_en to mv_m_en shown in (B1)
to (Bm) of Fig. 10.
[0127] In addition, the other one is a processing of cre-
ating the sub-content by selecting a partial stream (sub-
content) shown in (C1) to (Cm) of Fig. 10 in the same
segment selection mode as in the selection processing.
[0128] In addition, the following explanation will be giv-
en using the encrypted and encoded digital watermark
recorded content mv_1_en to mv_m_en, which is shown
in (B1) to (Bm) of Fig. 10, as main content and using the
partial stream, which is shown in (C1) to (Cm) of Fig. 10,
as sub-content.
[0129] First, the server executes the following process-
ing as processing of step 5 (S5).
[0130] As processing of creating the main content pro-
vided to a specific client (for example, the client A),
processing of selecting one segment from the data
shown in (B1) to (Bm) of Fig. 10 in units of segments is
executed.
[0131] In the example shown in Fig. 10, main segment
data 201-1 in (Bm) is selected for the segment 1, main
segment data 201-2 in (B1) is selected for the segment
2, and main segment data 201-n in (B2) is selected for
the segment n.
[0132] Thus, one data item is selected for each of the
segments 1 to n in order to select the data of the main
content provided to the client A.
[0133] Next, the server executes the following
processing as processing of step 6 (S6).
[0134] As processing of creating the sub-content pro-
vided to the same client A, processing of selecting one
partial data item (sub-content) from the data shown in
(C1) to (Cm) of Fig. 10 in units of segments is executed.
[0135] This sub-content selection processing is as-
sumed to be the same as the segment selection mode
(segment column) in the main content shown in (B1) to
(Bm).
[0136] In the example shown in Fig. 10, for the main

content, main segment data 201-1 in (Bm) is selected for
the segment 1, main segment data 201-2 in (B1) is se-
lected for the segment 2, and main segment data 201-n
in (B2) is selected for the segment n.
[0137] Thus, one segment data item is selected for
each of the segments 1 to n.
[0138] In this case, also for the sub-content, partial da-
ta (sub-content aml) extracted from the data region of
the main segment data 201-1 in (Bm) is extracted as sub-
segment data 211-1 for sub-content corresponding to the
segment 1.
[0139] For sub-content corresponding to the segment
2, partial data (sub-content a12) extracted from the data
region of the main segment data 201-2 in (B1) is extracted
as sub-segment data 211-2.
[0140] For sub-content corresponding to the segment
n, partial data (sub-content a2n) extracted from the data
region of the main segment data 201-n in (B2) is extracted
as sub-segment data 211-n.
[0141] In this way, the main content and the sub-con-
tent provided to a client are created by matching the seg-
ment selection mode (segment column) of the main con-
tent in (B1) to (Bm) with the segment selection mode
(segment column) of the sub-content in (Cl) to (Cm).
[0142] In addition, the segment column is set to change
in units of content distribution, that is, in units of clients,
and this segment column information is managed so as
to match the content distribution client information. This
management information will be described later.

(Steps 7 and 8 (S7 and S8))

[0143] Next, processing of steps 7 and 8 (S7 and S8)
shown in Fig. 11 will be described.
[0144] This processing is equivalent to final creation
processing of the content provided to a certain client.
[0145] The following two processes are shown in Fig.
11.
[0146] (S7) Processing of creating the main encrypted
content main_clip_en, which is provided to a client, by
selecting data from the encrypted content mv_k_en in-
cluding the plurality of digital watermarks WM. In addition,
the main content has a segment column unique to a cli-
ent.
[0147] (S8) Processing of creating the encrypted sub-
content sub_clip_en, which is provided to a specific cli-
ent, by encryption executed by applying an individual key
for the sub-content selected in the same selection mode
(segment column) of the segment unit as for the main
content.
[0148] These are the two processes described above.
[0149] The processing of step 7 (S7) is a processing
of completing the main encrypted content main_clip_en,
which is provided to a specific client, by setting a segment
column including only the segment (main segment of
main content) selected by segment selection processing
of the main content in step 5 (S5) described previously
with reference to Fig. 10.
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[0150] In addition, the processing (steps 5 to 8 (S5 to
S6)) shown in Figs. 10 and 11 is sequentially executed
in units of clients to whom the content is distributed or in
units of content distribution processing.
[0151] The processing of step 8 (S8) is a processing
of completing the encrypted sub-content sub_clip_en,
which is provided to a specific client, by setting a partial
stream (sub-content) including only the sub-content
(sub-segment data) selected by segment selection
processing of the sub-content in step 6 (S6) described
previously with reference to Fig. 10 and then performing
encryption processing by applying an individual key
which is different in units of content distribution process-
ing or in units of clients
[0152] As shown in Fig. 11, an encryption key of the
main content shown in (S7) is a common key which is
common to a plurality of clients to whom the content is
distributed, but an encryption key of the sub-content
shown in (S8) is a different individual key for each client
to whom the content is distributed.
[0153] The main content main_clip_en shown in (S7)
and a common key, which is the encryption key, and the
sub-content sub_clip_en shown in (S8) and an individual
key, which is the encryption key, are provided to the cli-
ent.
[0154] In addition, when reproducing the content,
processing of replacing a dummy data region included
in the main content main_clip_en with the sub-content
sub_clip_en, that is, processing of combining the main
content and the sub-content is necessary.
[0155] This combining processing may be executed at
the client side, or this combining processing may be ex-
ecuted at the server side and then the combined data
may be provided to the client.
[0156] Fig. 12 shows an example of configuration of
combined content main+sub_clip_en.
[0157] The content main+sub_clip_en shown in Fig.
12 is content obtained by replacing a dummy data region
included in the main content main_clip_en with the sub-
content sub_clip_en.
[0158] The data region of the main content main_clip_
en included in the combined content main+sub_clip_en
is encrypted data using a common key.
[0159] In addition, the data region of the sub-content
sub_clip_en included in the combined content
main+sub_clip_en, that is, the data region obtained by
replacing the dummy data region of the main content
main_clip_en with the sub-content sub_clip_en is a data
region encrypted using a different individual key for each
client.
[0160] When a client reproduces the content, it is nec-
essary to execute the decryption processing by switching
a common key and an individual key according to each
region.
[0161] The server creates region information for this
switching processing, that is, "extraction region informa-
tion" in which data region information of a main content
part encrypted by the common key and a sub-content

part encrypted by the individual key is recorded and pro-
vides it to the client together with the encrypted content
and the encryption key (the common key and the individ-
ual key).
[0162] The client acquires the switching position infor-
mation of the encryption key (the common key and the
individual key) with reference to the "extraction region
information" and performs key switching to execute de-
cryption and reproduction processing of the encrypted
content. That is, the content is reproduced by executing
decryption processing using the common key in the main
content part and executing decryption processing by ap-
plying the individual key in the sub-content part.
[0163] Thus, the server changes a combination of seg-
ments for every content distribution and also provides a
client with the content obtained by encrypting the part
with a different individual key for every content Distribu-
tion.
[0164] Through this setting, for example, when a client
opens an encryption key illegally, it is necessary to open
two keys of the common key and the individual key to
the public. In addition, the content which can be decrypt-
ed by the public key is only the content provided to the
client who opens the individual key to the public.
[0165] If the content is illegally opened to the public, it
becomes possible to analyze the setting of a segment
column on the basis of the digital watermark information
even if the open content is encrypted content or decrypt-
ed content. Since the segment column is set differently
for each client, it becomes possible to specify a client
who opened the content to the public illegally by analyz-
ing the segment column.
[0166] Hereinafter, on the basis of this illegally opened
content, processing of specifying a client who opens the
content to the public will be described.

[3. Processing of specifying a client, who opens the con-
tent to the public illegally, on the basis of illegally opened 
content]

[0167] As described above, the server changes a com-
bination of segments (segment column) for every content
distribution and also provides a client with the content
obtained by encrypting the part with a different individual
key for every content distribution.
[0168] A specific example of processing of specifying
a client, who opened the content to the public illegally,
by changing the segment column in units of distributed
content will be described below.
[0169] Fig. 13 shows an example of data in (B1) to
(Bm), in which an identifier ID using a digital watermark
is recorded in each segment, and the content with differ-
ent segment columns provided to clients A and B.
[0170] Moreover, in Fig. 13, only the processing of
specifying a client on the basis of the setting of different
segment columns provided to each client will be de-
scribed, and sub-content encrypted with an individual key
is omitted.
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[0171] The content in (B1) to (Bm) is content in which
different digital watermark data is recorded. That is, the
content in (B1) to (Bm) is content in which different digital
watermark data (for example, 1 to m) is recorded for orig-
inal image data for content.
[0172] Specifically, they are a plurality of digital water-
mark recorded content items of (B1) first digital water-
mark (Watermark_1) recorded content, (B2) second dig-
ital watermark (Watermark_2) recorded content, , and
(Bm) m-th digital watermark (Watermark_m) recorded
content.
[0173] Divided segments are set for the plurality of con-
tent items in (B1.) to (Bm). One segment includes one or
more image frames.
[0174] For example, as shown in Fig. 13, reproduction
time t0 to t1 is set as a first segment, reproduction time
t1 to t2 is set as a second segment, and reproduction
time t2 to t3 is set as a third segment, . Thus, the content
shown in (A) to (Bm) is divided into segments at the same
separation positions (t0, t1, t2,).
[0175] A server creates the content provided to each
user by combining the content in (B1) to (Bm) divided
into segments, as shown in the lower portion of Fig. 13.
[0176] In the example shown in Fig. 13, the content
provided to a (U1) client A 221 is content with a config-
uration including (Bm) m-th digital watermark recorded
content in a segment of t0 to t1 (B2) second digital wa-
termark recorded content in a segment of t1 to t2, (B1)
first digital watermark recorded content in a segment of
t2 to t3, (B2) second digital watermark recorded content
in a segment of t3 to t4, (Bm) m-th digital watermark re-
corded content in a segment of t4 to t5, (B1) first digital
watermark recorded content in a segment of t5 to t6, ...
[0177] On the other hand, the content provided to a
(U2) client B 222 is content with a configuration including
(B1) first digital watermark recorded content in a segment
of t0 to t1, (Bm) m-th digital watermark recorded content
in a segment of t1 to t2, (Bm) m-th digital watermark re-
corded content in a segment of t2 to t3, (B2) second digital
watermark recorded content in a segment of t3 to t4, (B2)
second digital watermark recorded content in a segment
of t4 to t5, (B1) first digital watermark recorded content
in a segment of t5 to t6, .
[0178] Thus, the server creates the content, in which
different segment columns are set in units of content dis-
tribution processing, and provides it to each client.
[0179] The segment arrangement of the content pro-
vided to the (U1) client A 221 is (Bm), (B2), (B1), (B2),
(Bm), (B1), , and the segment-unit arrangement of digital
watermark bits in this arrangement is m, 2, 1, 2, m, 1, .
[0180] On the other hand, the segment arrangement
of the content provided to the (U2) client B 222 is (B1),
(Bm), (Bm), (B2), (B2), (B1), ..., and the segment-unit
arrangement of digital watermark bits in this arrangement
is 1, m, m, 2, 2, 1, ...
[0181] Thus, by creating the content to be provided to
a client (user) by connecting selected segments, it is pos-
sible to set a unique digital watermark data column in

units of segments and to use this as a client identifier.
[0182] The server records and stores the digital water-
mark data column information (= segment column infor-
mation), as the management information, so as to match
the user information or a client to whom the content is to
be distributed.
[0183] In addition, even if the combination of segments
is different, the main data of an image (video) of the con-
tent is the same and only the digital watermark data in-
cluded in the content is different. Accordingly, the repro-
duced content observed by all users is reproduced data
of the same movie, for example.
[0184] The client A 221 receives "content provided to
the (U1) client A" from the server,
[0185] The client B 222 receives "content provided to
the (U2) client B" from the server.
[0186] The client stores the received content in media,
such as a hard disk, and then reads it from the hard disk
to reproduce it.
[0187] At the time of data reproduction, the digital wa-
termark data is a low-level signal which is unobservable.
Accordingly, it is possible to perform data reproduction
without noticing that the digital watermark data is record-
ed at all.
[0188] Thus, the server provides each user (client) with
the distribution content as content set to have different
segment columns.
[0189] By arraying the m kinds of digital watermark re-
corded content in (B1) to (Bm) by combination in units of
segments, it is possible to create the distribution content
in which various different digital watermark data columns
(= segment columns) are set. Each of these different dig-
ital watermark data columns is used as a client identifier
or a distribution processing identifier.
[0190] The server creates and provides the distribution
content having a different segment column, that is, a dif-
ferent digital watermark data column for every new con-
tent distribution.
[0191] The server manages the data of an digital wa-
termark data column, which is included in the distribution
content provided to a client (user), as a unique ID which
is identification information corresponding to the distri-
bution content.
[0192] This unique ID is registered and stored as man-
agement information of the server.
[0193] A specific example of the digital watermark data
including a unique ID in units of distribution content will
be described with reference to Fig. 14.
[0194] Fig. 14 shows a data column in the content pro-
vided to a client x, which is the content distributed to one
client described with reference to Fig. 13. That is, Fig. 14
shows a data column of a digital watermark recorded in
the content provided to the (Ux) client x.
[0195] The digital watermark data column (= segment
column) is a data column of 12354135 · · · .
[0196] This digital watermark data column (= segment
column) includes data of (1) unique ID set corresponding
to the sub-content, (2) alteration verification value (MAC:
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message authentication code) corresponding to the
unique ID, and (3) error correction code (ECC) corre-
sponding to the unique ID and the alteration verification
value.
[0197] In addition, the data set of (1) to (3) is repeatedly
set in one distribution content.
[0198] The unique ID is an ID which enables the indi-
vidual distribution content to be identified. The unique ID
may be an ID created, for example, by random number
generation processing in a server which distributes the
content. In addition, a user ID, a transaction ID, a distri-
bution ID, a client apparatus ID, a client address, a client
MAC address, and the like may also be applied as an
unique ID as shown in Fig. 14. It is preferable to set the
unique ID as an ID which enables the individual distribu-
tion content to be identified. A segment column is select-
ed corresponding to this ID, Alternatively, it is possible
to select and determine a segment column randomly and
use the selection result as an ID.
[0199] The alteration verification value is an alteration
verification value corresponding to the unique ID. For ex-
ample, a MAC (Message Authentication Code) is used
as the alteration verification value.
[0200] The error correction code is an error correction
code (ECC) corresponding to the unique ID and the MAC
value. For example, the data, such as Reed Solomon or
BCH, is used.
[0201] First, a server which distributes the content de-
termines a unique ID corresponding to the distribution
content. Then, the server calculates a MAC value corre-
sponding to the unique ID and calculates an ECC corre-
sponding to the unique ID and the MAC value.
[0202] The server determines an digital watermark da-
ta column which matches a data column of "unique
ID/MAC/ECC" set as the result. According to the deter-
mined digital watermark data column, segments are se-
quentially selected from the digital watermark recorded
content described above, that is, from a plurality of con-
tent items of (B1) first digital watermark (Watermark_1)
recorded content, (B2) second digital watermark
(Watermark_2) recorded content, ..., and (Bm) m-th dig-
ital watermark (Watermark_m) recorded content. In this
way, the server creates the distribution content.
[0203] In addition, as shown in Fig, 15, a data column
of "unique ID/MAC/ECC" is repeatedly set in the sub-
content.
[0204] The server which distributes the content
records the management information including the
unique ID of the distribution content in a storage unit of
the server whenever content distribution is executed.
[0205] Fig. 16 shows an example of the data configu-
ration of management information stored in a storage
unit of a server.
[0206] As shown in Fig. 16, for example, segment col-
umn information as a unique ID corresponding to the dis-
tribution content, segment column configuration informa-
tion, distribution content information, distribution desti-
nation information, distribution user information, distribu-

tion date and time information, and encryption key infor-
mation (common key and individual key) are included in
the management information.
[0207] The segment column information as a unique
ID corresponding to the distribution content is equivalent
to selection information of a segment provided to each
client. The segment column information is arrangement
information of the digital watermark data 1 to m corre-
sponding to the selected segment. This segment column
information is used as identification information of a client
or distribution content.
[0208] The segment column configuration information
is information indicating at which position of the content
data a unique ID, a MAC, and an ECC are recorded. The
segment column configuration information is information
indicating which segment of the content is a unique ID
recorded segment, a MAC recorded segment, or an ECC
recorded segment.
[0209] In the encryption key information, information
regarding an encryption key applied for encryption
processing of the content to be provided is recorded.
[0210] That is, encryption key information regarding a
common key applied for encryption of the main content
and an individual key applied for encryption of the sub-
content is recorded.
[0211] For example, key information of "common key
= Kl and individual key =K001a" (encryption key informa-
tion applied to the content provided to the client A) and
"common key = Kl and individual key =K001b" (encryp-
tion key information applied to the content provided to
the client B) is recorded as the management information
so as to match the distribution destination information of
the content.
[0212] For example, when a key is opened, it is pos-
sible to determine which client opened the key by ana-
lyzing the opened key and collating with the management
information shown in Fig. 16.
[0213] The example of the management information
shown in Fig. 16 is just an example, and all items of the
information do not necessarily have to be recorded, and
it is also possible to store information other than such
information as the management information. The seg-
ment configuration information does not necessarily
have to be set as the registration information correspond-
ing to the distribution content either if the segment con-
figuration information is distributed by setting the seg-
ment configuration based on the uniform data arrange-
ment without changing it for each distribution content
item,
[0214] However, the unique ID which is the identifica-
tion information and the information for specifying the
distribution destination should be registered so as to
match each other.

[4. Configuration and processing of a server]

[0215] Next, the configuration and processing of a
server which creates the content provided to a client will
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be described with reference to Figs. 17 and 18.
[0216] Figs. 17 and 18 are views showing an example
of the configuration of a data processor which executes
content creation processing in a server. Fig. 17 shows
the first half of processing of creating the content provided
to a client, and Fig. 18 shows the second half.
[0217] Processing in the first half of the processing of
creating the content provided to a client will be described
with reference to Fig. 17.
[0218] An original content 350 is content, such as a
movie, for example, and is data including an image (vid-
eo). For example, the original content 350 is extracted
from a database 300.
[0219] An identification information inserting section
301 performs processing of recording the identification
information, which can be used as information for iden-
tifying a client of a content distribution destination, for the
original content 350.
[0220] Specifically, as described previously with refer-
ence to Figs. 5 to 15, the identification information insert-
ing section 301 creates "m" digital watermark recorded
content (content recorded with WM_1 in (B1) to content
recorded with NM_m in (Bm)) in which predetermined
digital watermark information (for example, the data I to
m) is recorded in units of segments.
[0221] The "m" digital watermark recorded content
(content recorded with WM_1 in (B1) to content recorded
with WM_m in (Bm)) in which the identification informa-
tion is recorded is subjected to encoding processing,
such as MPEG compression, by an encoder 302.
[0222] The encoded "m" data items v_1 to v_m in which
digital watermarks are recorded are provided to a data
extracting section 303 and a dummy data setting section
304.
[0223] In addition, the "m" data items v_1 to v_m, which
are encoded data in which digital watermarks are record-
ed and which are output from the identification informa-
tion inserting section 301, are equivalent to "m" data
items in (B1) to (Bm) described previously with reference
to Fig. 7.
[0224] The data extracting section 303 extracts some
of the data of the segments of the "m" different encoded
digital watermark recorded content items v_1 to v_m.
This processing is equivalent to the processing described
previously with reference to Fig. 8. As described with
reference to Fig. 8, partial data (sub-content) is extracted
from each segment of the "m" different encoded digital
watermark recorded content items v_1 to v_m.
[0225] First, as shown in Fig. 8 (S2), a sub-content
region extracted from each segment of the content in-
cluding the plurality of digital watermark WM is deter-
mined, and a sub-content extraction result is obtained as
shown in Fig. 8 (S3) . As shown in Fig. 8 (S3), the sub-
content including (C1) partial stream sv_1 extracted from
the stream (B1) including a digital watermark WM_1, (C2)
partial stream sv_2 extracted from the stream (B2) in-
cluding a digital watermark WM_2, (Cm) partial stream
sv_m extracted from the stream (Bm) including a digital

watermark NM_m is created.
[0226] In addition, although the position of a sub-con-
tent region extracted from each segment of the content
v_1 to v_m including the plurality of digital watermarks
WM is arbitrary as described above, it is preferable to
select a scene of video content attractive to a user and
to extract it in the GOP unit as a unit of encoding process-
ing, for example.
[0227] As shown in Fig. 17, the output as a processing
result of the data extracting section 303 is data of partial
content so_1 353-1 extracted from the encoded content
recorded with WM1, partial content sv_2 353-2 extracted
from the encoded content recorded with WM2, .., and
partial content sv_m 353-m extracted from the encoded
content recorded with WMm.
[0228] In addition, the data extracting section 303 out-
puts the position information of the sub-content region
extracted from each segment of the content v_1 to v_m
including the plurality of digital watermarks WM, as ex-
traction region information 351, to the dummy data set-
ting section 304.
[0229] In addition, this extraction region information
351 is also provided to a segment column selecting sec-
tion 311 shown in Fig. 18.
[0230] The "m" data items v_1 to v_m, which are en-
coded data in which digital watermarks are recorded and
which are output from the identification information in-
serting section 301, and the extraction region information
351, which is the position information regarding the re-
gion where the sub-content is extracted from the data
extracting section 303, are input to the dummy data set-
ting section 304.
[0231] The dummy data setting section 304 executes
processing of replacing the sub-content extraction re-
gion, which is set in each segment of the "m" data items
v_1 to v_m, with dummy data (for example, all 0).
[0232] This processing is equivalent to the processing
in the first half of the processing (S4) described previously
with reference to Fig. 9. As described with reference to
Fig. 9, "m" streams mv_1 to mv_m are created by replac-
ing the partial data (suta-cantent) extraction region,
which is set in each segment of the "m" different encoded
digital watermark recorded content items v_1 to v_m, with
dummy data (for example, all 0).
[0233] The "m" streams mv_1 to mv__m created by
the dummy data setting section 304 are input to an en-
cryption section A 305. The encryption section A encrypts
the "m" streams mv_1 to mv_m by applying an encryption
key (common key) common to clients"
[0234] This processing is equivalent to the processing
in the second half of the processing (S4) described pre-
viously with reference to Fig. 9. As described with refer-
ence to Fig. 9, "m" encrypted/encoded digital watermark
recorded content mv_1_en to mv_m_en 352-1 to 352-m
is created by applying the encryption key (common key),
which is common to clients, to the "m" streams mv_1 to
mv_m in which the sub-content extraction region of each
segment of the "m" different encoded digital watermark
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recorded content items v_1 to v_m is replaced with dum-
my data (for example, all 0).
[0235] Next, the second half of the processing of cre-
ating the content, which is provided to a client, in a server
will be described with reference to Fig. 18.
[0236] The "m" encrypted/encoded digital watermark
recorded content mv_1_en to mv_m_en 352-1 to 352-m
created by the encryption section A 305 is input to a seg-
ment column selecting section A 311.
[0237] The segment column selecting section A 311
determines a segment column of the main content. That
is, by determining a different segment column for each
content distribution client, the main content including
unique segment columns provided to a client by selecting
the data one by one from each segment of the "m" en-
crypted/encoded digital watermark recorded content
mv_1_en to mv_m_en 352-1 to 352-m is created.
[0238] This processing is equivalent to the processing
(S5) described previously with reference to Fig. 10. As
described with reference to Fig. 10, the main content pro-
vided to a specific client is created by selecting the data
one by one from each segment of the encrypted and en-
coded digital watermark recorded content mv_1_en to
mv_m_en shown in (B1) to (Bm) of Fig. 10.
[0239] In the example shown in Fig. 10 (S5), the main
segment data 201-1 in (Bm) is selected for the segment
1, the main segment data 201-2 in (B1) is selected for
the segment 2, and the main segment data 201-n in (B2)
is selected for the segment n , Thus, one data item is
selected for each of the segments 1 to n in order to create
the main content provided to a specific client (for exam-
ple, the client A).
[0240] In addition, segment column information 357
determined at this time is registered in the management
information (refer to Fig. 16) stored in the server.
[0241] In addition, the extraction region information in-
cluded in a segment column unique to a client determined
by a segment column selecting section A 351 (extraction
region information corresponding to a segment column
355) is provided to the client at the distribution destination
of the content including the segment column together
with the content. The client can execute decryption and
reproduction by applying a correct key corresponding to
each data region using the extraction region information
as key switching position information of a common key
and an individual key.
[0242] Data of the partial content sv_1 353-1 extracted
from the encoded content recorded with WM1, the partial
content sv_2 353-2 extracted from the encoded content
recorded with WM2, ..., and the partial content sv_m 353-
m extracted from the encoded content recorded with
WMm is input from the data extracting section 303 to a
segment column selecting section B 312 shown in Fig.
18.
[0243] In addition, the segment column information
357 from the segment column selecting section A is input
to the segment column selecting section B 312,
[0244] The segment column selecting section B 312

determines a segment column of sub-content with the
same setting as for the segment column of the main con-
tent according to the segment column information 357
from the segment column selecting section A, and cre-
ates the sub-content for a specific client.
[0245] This processing is equivalent to the processing
(S6) described previously with reference to Fig. 10. As
described with reference to Fig. 10, processing of select-
ing one partial data item (sub-content) from the data
shown in (C1) to (Cm) of Fig. lt3 in units of segments is
executed.
[0246] At the time of sub-content selection processing,
the segment column selecting section B 312 performs
selection processing of sub-content, which is set in the
same segment column as in the segment selection mode
(segment column) in the main content (B1) to (Bm), with
reference to the segment column information 357 input
from the segment column selecting section A.
[0247] Then, the segment column selecting section B
312 inputs to an encryption section B 313 the segment
selection result of sub-content for a specific client.
[0248] The encryption section B 313 executes encryp-
tion processing on the sub-content for a specific client
(for example, the client A) by applying an encryption key
(individual key 358) unique to the client.
[0249] This processing is equivalent to the processing
described previously with reference to Fig. 11 (S8) . This
is encryption processing of a partial stream (sub-content)
including only the sub-content (sub-segment data) se-
lected by the segment selection processing on the sub-
content. The encrypted sub-content sub_clip_en provid-
ed to a specific client is completed by performing encryp-
tion processing by applying different individual keys in
units of content distribution processing or in units of cli-
ents.
[0250] As described previously with reference to Fig.
11 (S7 and S8), the encryption key of the main content
shown in (S7) is a common key which is common to a
plurality of clients to whom the content is distributed, and
the encryption key of the sub-content shown in (S8) is
an individual key which is different for each client to whom
the content is distributed.
[0251] Data of main content main_clip_en 356 en-
crypted with the common key for a specific client created
by the segment column selecting section A 311, sub-
content sub_clip_en 359 encrypted with the individual
key for a specific client created by the segment column
selecting section B 312, and extraction region information
corresponding to a segment column 355 which is extrac-
tion region information corresponding to a segment se-
lected by the segment column selecting section A 311 is
input to a combining processing section 314 shown in
Fig. 18.
[0252] The combining processing section 314 exe-
cutes processing of setting the sub-content in a dummy
data region of the main content 356 on the basis of the
extraction region information corresponding to a seg-
ment column 355.
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[0253] Also by this processing, the content provided
to a client described previously with reference to Fig. 12
is created.
[0254] The content main+sub_clip_en 360 for the cli-
ent A as the creation result corresponds to the content
shown in Fig. 12, and is provided to a client.
[0255] Data of the content main+sub_clip_en 360 as
a combining result of the main encrypted content main_
clip_en and the sub-content sub_clip_en, the common
key which is an encryption key of the main encrypted
content main_clip_en, the individual key which is an en-
cryption key of the encrypted sub-content sub_clip_en,
and the region information corresponding to a segment
column which is the region information of the main en-
crypted content main_clip_en and the encrypted sub-
content sub_clip_en are provided to the client.
[0256] In the explanation made with reference to Figs.
17 and 18, a processing example has been described in
which the content main+sub_clip_en 360 is created by
combining processing of the main encrypted content
main_clip_en and the sub-content sub_clip_en in the
combining processing section 314 and is then provided
to the client.
[0257] However, this combining processing may be
executed at the client side. In this case, the server pro-
vides the main encrypted content main_clip_en and the
sub-content sub_clip_en, which are data before combin-
ing, individually to the client. On the basis of this data,
the client executes the same combining processing as
the combining processing section 314, to create the con-
tent main+sub_clip_en for reproduction.

[5. Content distribution processing using CDN]

[0258] As an example of processing of distributing the
content to a client, an example of content distribution
processing by a CDN (Contents Distribution Network)
using a plurality of cache servers will be described with
reference to Figs. 19 and 20.
[0259] Fig. 19 shows a distribution server 400, cache
servers a and b 401 and 402, and clients c1 to cn 411 to
413.
[0260] The distribution server 400 is a server of a con-
tent distribution source which performs content creation
processing described with reference to Figs. 17 and 18.
[0261] For example, the cache servers a and b 401
and 402 are cache servers corresponding to specific ar-
eas. Specifically, the cache servers a and b 401 and 402
are cache servers corresponding to clients in specific ar-
eas set in the area unit, such as the Europe area, the
North America area, and the Asia area. In addition, the
cache servers a and b 401 and 402 may be cache servers
set according to the kind of content.
[0262] Although two cache servers are shown in Fig.
19, the number of cache servers is arbitrary, and a larger
number of cache servers may also be provided.
[0263] In the configuration shown in Fig. 19, process-
ing of providing the content to the clients cl to cn 411 to

413 is performed according to the sequence of steps S51
to S55 shown in the drawing.
[0264] First, in step S51, the distribution server 400
provides each cache server with a common key and copy
data of the "m" digital watermark recorded content of (B1)
to (Bm) subjected to digital watermark recording, dummy
data replacement, and encryption processing using a
common key and stores them in the cache server. This
data is equivalent to the data of (B1) to (Bm) described
with reference to Fig. 9.
[0265] That is, a common key and copy data of (81)
stream mv_1_en with an encrypted and encoded digital
watermark WM_1, (B2) stream mv_2_en with an encrypt-
ed and encoded digital watermark WM_2, ..., and (Bm)
stream mv_m_en with an encrypted and encoded digital
watermark WM m are provided to each of the cache serv-
ers 401 and 402.
[0266] Then, in step S52, the clients c1 to cn 411 to
413 transmit requests for distribution (download) of the
content to the distribution server 400.
[0267] Then, in step S53, the distribution server 400
transmits the content distribution requests from the cli-
ents to cache servers corresponding to the clients,
[0268] For example, the distribution server 400 per-
forms processing of transmitting a content distribution
request from a client in Europe to the cache server cor-
responding to the Europe area and transmitting a content
distribution request from a client in Japan to the cache
server corresponding to the Japan or Asia area.
[0269] In addition, when transmitting the content dis-
tribution requests, the distribution server 400 determines
a unique segment column corresponding to a client and
provides the cache server with the determined segment
column information. The distribution server 400 records
the determined segment column information as manage-
ment information so as to match the client information.
[0270] Then, in step S54, the distribution server 400
creates the sub-content sub_clip_en selected according
to the unique segment column corresponding to a client
and provides the cache server with the created sub-con-
tent sub_clip_en, the unique key, and the extraction re-
gion information corresponding to the segment column.
[0271] Then, in step S55, the cache server which has
received the segment column information and the sub-
content sub_clip_en from the distribution server 400 cre-
ates the main content main_clip_en corresponding to a
client by selecting segments of the main content, accord-
ing to the segment column information, from the copy
data of the "m" digital watermark recorded content of (81)
to (Bm) received from the distribution server 400 in ad-
vance.
[0272] In addition, the content main+ sub_cl ip_en pro-
vided to the client is created by processing of combining
the main content main_clip_en and the sub-content sub_
clip_en and is then provided to the client.
[0273] In addition, the common key, the individual key,
and the extraction region information corresponding to a
segment column are provided together to the client.
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[0274] This processing example is an example of com-
bining processing executed in a cache server.
[0275] Next, another method of content distribution
processing using the CDN will be described with refer-
ence to Fig. 20.
[0276] Similar to Fig. 19, Fig. 20 also shows a distri-
bution server 400, cache servers a and b 401 and 402,
and clients cl to cn 411 to 413.
[0277] In the configuration shown in Fig. 20, process-
ing of providing the content to the clients cl to cn 411 to
413 is performed according to the sequence of steps S71
to S75 shown in the drawing.
[0278] First, in step S71, the distribution server 400
provides each cache server with a common key and copy
data of the "m" digital watermark recorded content of (B1)
to (Bm) subjected to digital watermark recording, dummy
data replacement, and encryption processing using a
common key and stores them in the cache server. This
data is equivalent to the data of (B1) to (Bm) described
with reference to Fig. 9.
[0279] That is, a common key and copy data of (B1)
stream mv_1_en with an encrypted and encoded digital
watermark WM_1, (B2) stream mv_2_en with an encrypt-
ed and encoded digital watermark WM_2, , and (Bm)
stream mv_m_en with an encrypted and encoded digital
watermark WM_m are provided to each of the cache
servers 401 and 402.
[0280] Then, in step S72, the clients c1 to cn 411 to
413 transmit requests for distribution (download) of the
content to the distribution server 400.
[0281] Then, in step S73, the distribution server 400
transmits the content distribution requests from the cli-
ents to cache servers corresponding to the client,
[0282] In addition, when transmitting the content dis-
tribution requests, the distribution server 400 determines
a unique segment column corresponding to a client and
provides the cache server with the determined segment
column information. The distribution server 400 records
the determined segment column information as manage-
ment information so as to match the client information.
[0283] Then, in step S74, the cache server which has
received the segment column information from the dis-
tribution server 400 creates the main content main_clip_
en corresponding to a client by selecting segments of the
main content, according to the segment column informa-
tion, from the copy data of the "m" digital watermark re-
corded content in (B1) to (Bm) received from the distri-
bution server 400 in advance and provides the main con-
tent main_clip_en to the client together with the common
key.
[0284] Then, in step S75, the distribution server 400
creates the sub-content sub_clip_en selected according
to the unique segment column corresponding to a client
and provides the client with the created sub-content sub_
clip_en, the unique key, and the extraction region infor-
mation corresponding to the segment column.
[0285] In this processing example, a client receives
the main content main_clip_en and the sub-content

sub__clip_en separately, and this client executes com-
bining processing.
[0286] In addition, instead of the content distribution
processing example described with reference to Figs. 19
and 20, various kinds of setting may also be applied.
[0287] In content distribution using the CDN, it is pos-
sible to disperse the load in data transmission by using
many cache servers. As a result, it is possible to prevent
distribution delay and the like caused by an increase in
the processing load in one specific server.

[6. Content reproduction processing in a client]

[0288] Next, an example of content reproduction
processing in a client will be described with reference to
Fig. 21. Fig. 21 shows the configuration of a data proc-
essor, which executes content reproduction processing
in a client, and a storage unit.
[0289] A client receives data of the encrypted content
main+sub_clip_en, a common key, an individual key, and
region information corresponding to a segment column
from a server and stores them in a storage unit 501.
[0290] First, a control unit 502 of the data processor
of the client acquires extraction region information (ex-
traction region information corresponding to a segment
column) 511 from the storage unit. This is the information
indicating the encrypted data configuration of each seg-
ment included in a segment column provided to the client.
That is, the extraction region information 511 is informa-
tion by which a main content region encrypted with a
common key and a sub-content region encrypted with an
individual key can be checked.
[0291] As shown in Fig. 21, the control unit 502 of the
client reads the extraction region information 511 from
the storage unit 501 and outputs key switching informa-
tion 514 to a decryption unit 503 with reference to the
extraction region information 511.
[0292] That is, the control unit 502 of the client outputs
a common key application command to the decryption
unit 503 for the data region encrypted with the common
key, and outputs an individual key application command
to the decryption unit 503 for the data region encrypted
with the individual key.
[0293] The decryption unit 503 executes decryption
processing on the encrypted content main+sub_clip_en
512 read from the storage unit 501 by appropriately ex-
ecuting key switching by applying an encryption key
(common key and individual key) 513 read from the stor-
age unit 501.
[0294] The decryption result is provided to a decoding
and reproduction processing unit 504. The decoding and
reproduction processing unit 504 executes predeter-
mined decoding processing, for example, MPEG decod-
ing to execute reproduction processing and output repro-
duced data 520.
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[7. Content creation and providing processing sequence 
in a server]

[0295] Next, the content creation and providing
processing sequence which is executed in a server of a
service provider or the like with reference to flow charts
shown in Figs. 22 and 23 will be described.

(7-1. Content creation processing sequence in a server)

[0296] First, the content creation processing sequence
which is executed in a server of a service provider or the
like will be described with reference to the flow chart
shown in Fig. 22.
[0297] The processing according to the flow shown in
Fig. 22 is executed by the data processor of the server.
[0298] First, in step S101, the data processor acquires
the original content, such as a movie,
[0299] Then, in step S102, the data processor creates
"m" copies of the original content and records different
information items (for example, different digital water-
mark information items) for each copy of the content,
[0300] Then, in step S103, the data processor encodes
each copy of the content to create "m" video streams. In
addition, multiplexing with data, such as a voice and sub-
titles, may be executed when necessary.
[0301] This processing is equivalent to the processing
described previously with reference to Fig. 7.
[0302] That is, as described with reference to Fig. 7,
predetermined encoding processing (for example,
MPEG compression) is executed after digital watermark
recording processing.
[0303] As a result, the encoded digital watermark re-
corded content v_1 to v_m, in which "m" different digital
watermarks shown in Fig. 7 are recorded, is created. That
is, "m" different encoded digital watermark recorded con-
tent items v_1 to v_m are created including (B1) v_1: first
digital watermark Watermark_1 recorded content in
which the digital watermark data 1 is recorded in each
segment, (B2) v_2: second digital watermark
Watermark_2 recorded content in which the digital wa-
termark data 2 is recorded in each segment, , and (Bm)
v_m: m-th digital watermark Watermark_m recorded
content in which the digital watermark data m is recorded
in each segment.
[0304] Then, in step S104, the data processor sets a
data extraction region in each segment of each video
stream to extract the data of the data extraction region
and creates "m" sets of partial streams sv_1 to sv_m.
[0305] This processing is equivalent to the processing
described previously with reference to Fig. 8.
[0306] That is, as described with reference to Fig. 8,
this is a processing of extracting partial data (sub-con-
tent) from each segment of the "m" different encoded
digital watermark recorded content items v_1 to v_m.
[0307] First, as shown in Fig. 8 (S2), the server deter-
mines a sub-content region extracted from each segment
of the content v_1 to v_m including the plurality of digital

watermarks WM.
[0308] The server extracts a predetermined portion
from each segment in each video stream. Although the
extraction position is arbitrary, it is preferable to select a
scene of video content attractive to a user and to extract
it in the GOP unit as a unit of encoding processing, for
example.
[0309] As the extracted content (partial stream) which
is extracted in the segment unit of the "m" different digital
watermark recorded content items v_1 to v_m, "m" partial
streams (sub-content) corresponding to the content v_1
to v_m including the plurality of digital watermarks WM
are created, as shown in Fig. 8 (S3).
[0310] They are the respective data items shown in
(C1) to (Cm) of Fig. 8.
[0311] Then, in step S105, the data processor exe-
cutes processing of replacing the data extraction region
of each segment of each video stream with dummy data
(for example, all 0).
[0312] This processing is equivalent to the processing
described previously with reference to Fig. 9.
[0313] That is, as described with reference to Fig. 9,
the data processor replaces the data at the partial data
(sub-content) extraction position, which is set in each
segment of the "m" encoded digital watermark recorded
content v_1 to v_m shown in (B1) to (Bm), with dummy
data, for example, data of all zero. That is, the original
content data in the extraction region is deleted.
[0314] Then, in step S106, the data processor encrypts
the "m" video streams replaced by dummy data with the
same encryption key.
[0315] This processing also corresponds to the
processing described with reference to Fig. 9.
[0316] The server executes encryption processing on
the data mv_1 to mv_m after replacement processing
using dummy data by applying one encryption key (com-
mon key).
[0317] The data after this encryption is shown in (B1)
to (Bm) of Fig. 9.
[0318] Thus, the "m" encoded digital watermark re-
corded content items (shown in (B1) to (Bm)) mv_1_en
to mv_m_en after replacement using dummy data and
encryption processing are created.

(7-2. Content providing processing sequence in a server)

[0319] Next, the content providing processing se-
quence which is executed in a server of a service provider
or the like will be described with reference to the flow
chart shown in Fig. 23.
[0320] The processing according to the flow shown in
Fig. 23 is sequentially executed by the data processor of
the server whenever processing of distributing the con-
tent to a client is executed.
[0321] First, in step S151, the data processor receives
a content download request from a clients,
[0322] Then, in step S152, the data processor creates
the main encrypted content main_clip_en by determining
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a segment column of a unique combination from "m" dig-
ital watermark recorded content items divided into seg-
ments. In addition, the segment column information is
created.
[0323] This processing is equivalent to the processing
described previously with reference to Fig. 10 (S5).
[0324] This is a processing of creating the main content
by selecting the data one by one from each segment of
the encrypted and encoded digital watermark recorded
content mv_1_en to mv_m_en shown in (B1) to (Bm) of
Fig. 10.
[0325] The segment column is assumed to be a seg-
ment column unique to a client.
[0326] Then, in step S153, the data processor creates
sub-content sub_clip by selecting the data as the same
segment column as the segment column of the main con-
tent from the "m" sets of partial streams sv_1 to sv_m,
[0327] This processing is equivalent to the processing
described previously with reference to Fig. 10 (S6).
[0328] This is a processing of selecting one partial data
item (sub-content) from the data shown in (C1) to (Cm)
of Fig. 10 in units of segments. This sub-content selection
processing is assumed to be the same as the segment
selection mode (segment column) in the main content
shown in (B1) to (Bm).
[0329] Then, in step S154, the data processor creates
the encrypted sub-content sub_clip_en by encrypting the
sub-content sub_clip with an individual key.
[0330] This processing is equivalent to the processing
described previously with reference to Fig. 11 (S8),
[0331] This is a processing of creating the encrypted
sub-content sub_clip_en, which is provided to a specific
client, by encryption executed by applying an individual
key for the sub-content selected in the same selection
mode (segment column) of the segment unit as for the
main content.
[0332] Then, in step S155, the data processor creates
the extraction region information in which the position
information of the main encrypted content and the en-
crypted sub-content are recorded.
[0333] This is the extraction region information of only
a segment included in a segment column corresponding
to a client, and is the extraction region information cor-
responding to a segment column 355 shown in Fig. 18.
[0334] As described previously with reference to Fig.
18, the segment column selecting section A 351 creates
the extraction region information (extraction region infor-
mation corresponding to a segment column 355) includ-
ed in a segment column unique to a client. This extraction
region information is provided to a client of the distribution
destination of the content including the segment column
together with the content. The client can execute decryp-
tion and reproduction by applying a correct key corre-
sponding to each data region using the extraction region
information as key switching position information of a
common key and an individual key.
[0335] Then, in step S156, the server distributes to the
client the main encrypted content main_clip_en, the en-

crypted sub-content sub_clip_en, the encryption key
(common key) applied for decryption of the main encrypt-
ed content, the encryption key (individual key) applied
for decryption of the encrypted sub-content, and the ex-
traction region information.
[0336] In addition, this flow is an example of processing
when processing of combining the main encrypted con-
tent main_clip_en and the encrypted sub-content sub_
clip_en is not executed in a server.
[0337] In the case of executing the combining process-
ing, as described previously with reference to Fig. 18,
the content main+sub_clip_en as a combining result is
created by processing of combining the main content
main_clip_en and the sub-content sub_clip_en and is
then provided to the client.
[0338] Then, in step S157, the data processor creates
the management information including the correspond-
ence data of the content provided client information, the
segment column information, and the encryption key in-
formation and stores the management information in a
storage unit"
[0339] For example, the management information in
step S157 is the management information described with
reference to Fig. 16.
[0340] This is the management information in which a
unique ID as the client identification information and the
client information, such as the distribution destination in-
formation or the distribution user information, are record-
ed in units of content provided to each client so as to
match each other"

[8. Content reproduction sequence in a client]

[0341] Next, the content reproduction processing se-
quence in a client will be described with reference to the
flow chart shown in Fig. 24. This processing is executed
as processing of a data processor which executes repro-
duction processing in a client apparatus.
[0342] First, in step S301, the client apparatus which
executes content reproduction processing acquires the
extraction region information received from the server.
[0343] As described previously with reference to Fig.
21, the extraction region information (= extraction region
information corresponding to a segment column) is infor-
mation indicating the encrypted data configuration of
each segment included in a segment column provided
to the client, That is, the extraction region information (=
extraction region information corresponding to a seg-
ment column) is information by which a main content re-
gion encrypted with a common key and a sub-content
region encrypted with an individual key can be checked.
[0344] Then, in step S302, the data processor in the
client apparatus acquires the switching position informa-
tion of the main encrypted content and the encrypted
sub-content on the basis of extraction region information.
[0345] Then, in step S303, the data processor decrypts
the encrypted content sequentially by switching the com-
mon key and the individual key according to the acquired
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switching position information.
[0346] That is, the data processor executes decryption
processing, in which the common key is applied, for the
data region encrypted with the common key and exe-
cutes decryption processing, in which the individual key
is applied, for the data region encrypted with the individ-
ual key.
[0347] Then, in step S304, the data processor per-
forms reproduction processing by decoding the decrypt-
ed content, for example, by executing MPEG decoding
processing on the decrypted content.

[9. Source determination processing sequence based on 
illegally distributed content in a server]

[0348] Next, the source determination processing se-
quence executed when the illegally distributed content
is found will be described with reference to the flow chart
shown in Fig. 25.
[0349] The processing according to the flow shown in
Fig. 25 is processing executed by a data processor of a
server of a service provider which executes content dis-
tribution, for example.
[0350] First, in step S501, the data processor acquires
an image signal of the illegally distributed content.
[0351] For example, the illegally distributed content is
content which is set such that any one on a network can
freely download it from an accessible site or a copy of
the content recorded on a disk illegally distributed.
[0352] Then, in step S502, the data processor acquires
the identification information (unique ID) indicating a seg-
ment column included in an image by analyzing a video
stream (image signal) of the illegally distributed
content" That is, the data processor executes digital wa-
termark analysis processing.
[0353] Moreover, in the digital watermark analysis
processing, as described previously with reference to
Figs. 14 and 15, when an error correction code, an alter-
ation verification value, and the like are recorded, the
data processor reads the identification information which
is a unique ID after executing error correction processing
or alteration verification processing using these data
items.
[0354] Then, in step S503, the data processor collates
the identification information acquired from the illegally
distributed content with the identification information
(unique ID) recorded on the management information to
determine a distribution source of the illegally distributed
content, that is, a client who distributed the content.
[0355] In addition, the management information is
management information shown in Fig. 16 described pre-
viously,
[0356] In the flow shown in Fig. 25, only the example
of processing of analyzing the digital watermark data has
been described. However, when an encryption key cor-
responding to the sub-content provided to a client is an
individual key unique to the client and the individual key
is illegally distributed, it is possible to clarify the source

of the illegally distributed key by collating the illegally dis-
tributed individual key with the registration information of
the management information shown in Fig. 16.

[10. An example of the hardware configuration of each 
apparatus]

[0357] Finally, an example of the hardware configura-
tion of each apparatus which executes the above
processing will be described with reference to Figs. 26
and 27.
[0358] First, an example of the hardware configuration
of a server which executes content providing processing
will be described with reference to Fig. 26,
[0359] A CPU (Central Processing Unit) 601 functions
as a data processor which executes various kinds of
processing according to a program stored in a ROM
(Read Only Memory) 602 or a storage unit 608.
[0360] For example, the CPU 601 executes process-
ing of creating the content in which a digital watermark
as the identification information (unique ID) described in
each of the above embodiments is recorded, content pro-
viding processing, processing of creating and recording
the management information, and the like. A program
executed by the CPU 601, data, and the like are appro-
priately stored in a RAM (Random Access Memory) 603.
The CPU 601, the ROM 602, and the RAM 603 are con-
nected to each other by a bus 604.
[0361] The CPU 601 is connected to an input/output
interface 605 through the bus 604. An input unit 606 in-
cluding various switches, a keyboard, a mouse, and a
microphone and an output unit 607 including a display
and a speaker are connected to the input/output interface
605. The CPU 601 executes various kinds of processing
corresponding to a command input through the input unit
606 and outputs the processing result to the output unit
607.
[0362] The storage unit 608 connected to the input/
output interface 605 is formed by a hard disk, for example,
and stores a program executed by the CPU 601 or var-
ious kinds of data, For example, the management infor-
mation described with reference to Fig. 6 is also recorded
in the storage unit 608.
[0363] A communication unit 609 communicates with
an external apparatus through a network, such as the
Internet or a local area network.
[0364] Next, an example of the hardware configuration
of a client apparatus which receives and reproduces the
content will be described with reference to Fig. 27.
[0365] A CPU (Central Processing Unit) 701 functions
as a data processor which executes various kinds of
processing according to a program stored in a ROM
(Read Only Memory) 702 or a storage unit 708.
[0366] For example, the CPU 701 executes process-
ing for communication with a server, processing of re-
cording the data received from a server in the storage
unit 708 (for example, a hard disk), processing of repro-
ducing the data from the storage unit 708 (for example,
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a hard disk), and the like described in each of the above
embodiments.
[0367] A program executed by the CPU 701, data, and
the like are appropriately stored in a RAM (Random Ac-
cess Memory) 703. The CPU 701, the ROM 702, and the
RAM 703 are connected to each other by a bus 704.
[0368] The CPU 701 is connected to an input/output
interface 705 through the bus 704. An input unit 706 in-
cluding various switches, a keyboard, a mouse, and a
microphone and an output unit 707 including a display
and a speaker are connected to the input/output interface
705, The CPU 701 executes various kinds of processing
corresponding to a command input through the input unit
706 and outputs the processing result to the output unit
707.
[0369] The storage unit 708 connected to the input/
output interface 705 is formed by a hard disk, for example,
and stores a program executed by the CPU 701 or var-
ious kinds of data. A communication unit 709 communi-
cates with an external apparatus through a network, such
as the Internet or a local area network.
[0370] A drive 710 connected to the input/output inter-
face 705 drives removable media 711, such as a mag-
netic disk, an optical disc, a magneto-optical disc, and a
semiconductor memory, to acquire various kinds of data,
such as the content or a program recorded.
[0371] Hereinbefore, the specific embodiment of the
present disclosure has been described in detail. Howev-
er, it is apparent to those skilled in the art that various
modifications or substitutions of the above embodiment
may be made without departing from the spirit and scope
of the present disclosure. That is, since the present dis-
closure has been disclosed in the form of only illustration,
the present disclosure should not be interpreted restric-
tively. Thus, the scope of the present disclosure should
be determined on the basis of the appended claims.
[0372] In addition, the series of processing described
in this specification may be executed by hardware, soft-
ware, or a composite configuration of both hardware and
software. In the case of executing the processing by the
use of software, a program that records processing se-
quences may be installed in a memory in a computer
built in dedicated hardware so as to be executed, or the
program may be installed in a general-purpose computer
capable of executing various kinds of processing so as
to be executed. For example, a program may be recorded
in advance in a recording medium. Instead of installing
a program from a recording medium into a computer, it
is also possible to receive a program through a network,
such as a LAN (Local Area Network) or the Internet, and
install the program in recording media, such as a built-in
hard disk.
[0373] In addition, the variety of processing described
in the specification may be executed not only in a time-
sequential manner but in parallel or separately according
to a processing ability of an apparatus that executes the
processing or according to the necessity. In addition, the
system in this specification is a logic group of a plurality

of apparatuses. That is, the system in the specification
is not limited to a system in which apparatuses having
respective configurations exist in the same casing.
[0374] As described above, according to the embodi-
ment of the present disclosure, a configuration allowing
verifying the source from the illegally distributed content
is provided. In the configuration according to the embod-
iment of the present disclosure, the content provided to
a client is created by selecting data in units of segments
from a plurality of additional information recorded content
items obtained by recording different additional informa-
tion items on the content. Different segment columns are
selected in units of clients, the management information
in which the client information and the segment column
information are matched with each other is created, and
a client of the content distribution source is specified on
the basis of a segment column of the illegally distributed
content. In addition, the main encrypted content, which
is obtained by setting a data extraction region in units of
segments, replacing the data of the data extraction region
with dummy data, and performing encryption using a
common key, and encrypted sub-content, which is ob-
tained by encrypting the data of the data extraction region
using an individual key unique to a client of the content
distribution destination, are created and provided to a
client.
[0375] Through this configuration, it is possible to
specify a client, which is a distribution source, on the
basis of an individual key or a segment column of both
the distributed content items.
[0376] The present disclosure contains subject matter
related to that disclosed in Japanese Priority Patent Ap-
plication JP 2010-228736 filed in the Japan Patent Office
on October 8, 2010, the entire content of which is hereby
incorporated by reference.
[0377] In so far as embodiments of the invention de-
scribed above are implemented, at least in part, using
software-controlled data processing apparatus, it will be
appreciated that a computer program providing such soft-
ware control and a transmission, storage or other medi-
um by which such a computer program is provided are
envisaged as aspects of the present invention.
[0378] It should be understood by those skilled in the
art that various modifications, combinations, sub-combi-
nations and alterations may occur depending on design
requirements and other factors insofar as they are within
the scope of the appended claims or the equivalents
thereof.

Claims

1. An information processing apparatus comprising:

a data processor which creates content to be
distributed to a client,
wherein the data processor executes process-
ing of creating content provided to a client by
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selecting data in units of segments, which are
division data of content, from a plurality of addi-
tional information recorded content items ob-
tained by recording different additional informa-
tion items on original content, selects different
segment columns in units of content distribution
clients in the processing of creating content pro-
vided to a client, and creates management in-
formation in which client information for identi-
fying a client of a content distribution destination
and segment column information indicating a
segment selection state of the content provided
to a client, which is provided to a corresponding
client, are matched with each other and records
the management information in a storage unit.

2. The information processing apparatus according to
claim 1, wherein the data processor sets a data ex-
traction region in units of segments, which are divi-
sion data of content, and replaces data of the data
extraction region with dummy data and also encrypts
sub-content, which includes only the data of the data
extraction region, with an individual key unique to a
client of the content distribution destination and pro-
vides the encrypted sub-content to the client.

3. The information processing apparatus according to
claim 2, wherein the data processor records corre-
spondence information between the client informa-
tion for identifying a client of the content distribution
destination and the individual key in the manage-
ment information.

4. The information processing apparatus according to
claim 1, wherein the additional information is record-
ed as digital watermark data.

5. The information processing apparatus according to
claim 1, wherein the data processor acquires a seg-
ment column of distributed content by processing of
analyzing additional information included in the dis-
tributed content and specifies a client as a content
distribution destination by processing of collating the
acquired segment column information with registra-
tion information of the management information.

6. The information processing apparatus according to
claim 3,
wherein the data processor specifies a client as an
individual key distribution destination by processing
of collating a distributed individual key with registra-
tion information of the management information.

7. The information processing apparatus according to
claim 1, wherein the data processor holds a plurality
of different digital watermark recorded content items
in which different digital watermark data items are
recorded in units of segments, which are division da-

ta of content, and creates content, in which a digital
watermark data column in units of segments serving
as client identification information is set, by selecting
segments of different combinations from the plurality
of different digital watermark recorded content items
in units of distribution processing for the client.

8. The information processing apparatus according to
claim 1, wherein the data processor creates main
encrypted content, which is obtained by setting a da-
ta extraction region in units of segments that are di-
vision data of content and by encrypting main content
having data of the data extraction region replaced
with dummy data using a common key common to
a plurality of clients, and encrypted sub-content,
which is obtained by encrypting sub-content includ-
ing only the data of the data extraction region using
an individual key unique to a client of the content
distribution destination.

9. The information processing apparatus according to
claim 8, wherein the data processor creates the con-
tent provided to a client by executing processing of
combining the main encrypted content with the en-
crypted sub-content.

10. The information processing apparatus according to
claim 8, wherein the data processor creates region
information, which indicates a data region of the main
encrypted content and a data region of the encrypted
sub-content, as information provided to a client.

11. An information processing apparatus comprising:

a data processor which executes content repro-
duction processing,
wherein the data processor executes content
combining processing of combining main con-
tent, in which a dummy data region is set in units
of segments that are division data of content,
with sub-content, which is content correspond-
ing to the dummy data region, and reproduces
combined content obtained as a combining re-
sult.

12. The information processing apparatus according to
claim 11, wherein an encryption key of the main con-
tent and an encryption key of the sub-content are
different keys, and
the data processor acquires region information indi-
cating a data region of the main content and a data
region of the sub-content and performs processing
of switching an applied key with reference to the re-
gion information.

13. An information processing method executed in an
information processing apparatus, comprising:
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executing processing of creating content provid-
ed to a client by selecting data in units of seg-
ments, which are division data of content, from
a plurality of additional information recorded
content items obtained by recording different ad-
ditional information items on original content;
selecting different segment columns in units of
content distribution clients in the processing of
creating content provided to a client; and
creating management information in which cli-
ent information for identifying a client of a con-
tent distribution destination and segment col-
umn information indicating a segment selection
state of the content provided to a client, which
is provided to a corresponding client, are
matched with each other and recording the man-
agement information in a storage unit,
wherein all of the above processing is executed
by a data processor.

14. A program allowing an information processing ap-
paratus to execute information processing, the pro-
gram causing a data processor to execute:

processing of creating content provided to a cli-
ent by selecting data in units of segments, which
are division data of content, from a plurality of
additional information recorded content items
obtained by recording different additional infor-
mation items on original content;
processing of selecting different segment col-
umns in units of content distribution clients in
the processing of creating content provided to a
client; and
processing of creating management information
in which client information for identifying a client
of a content distribution destination and seg-
ment column information indicating a segment
selection state of the content provided to a client,
which is provided to a corresponding client, are
matched with each other and recording the man-
agement information in a storage unit.
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