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(54) Hypertext link verification in encrypted e-mail for mobile devices

(57) A method, device and computer readable mem-
ory are provided for verifying hypertext links in an en-
crypted e-mail message to be sent to a mobile device to
remove links that may contain malicious programs, link
to a phishing website, or potentially comprise security of
the mobile device or expose the user to unsafe sites or

content. The hypertext links are extracted by decrypting
the encrypted e-mail message. The hypertext links from
the decrypted e-mail message are extracted and for each
link the status is determined to verify the link. Actions can
then be performed based upon the determined status of
respective extracted hypertext links.
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Description

TECHNICAL FIELD

[0001] The current description relates to verifying hy-
pertext links and in particular verifying hypertext links in
encrypted e-mail received on mobile devices.

BACKGROUND

[0002] Mobile devices, such as smart phones or tab-
lets, can receive data wirelessly including e-mail mes-
sages. E-mail messages may include hypertext transfer
protocol (HTTP) formatted links that a recipient can click
on in an e-mail client to open the link in a web browser.
Unfortunately, the use of hypertext links may be used for
malicious purposes. For example, a sender may include
a hypertext link which appears to take a recipient to a
financial institution web page to enter their banking infor-
mation, when in fact the web site is not associated with
the bank. When a user clicks the link, they are brought
to a web site that appears to be a bank web site and may
be induced into entering their banking information. If the
recipient enters their banking information into the mali-
cious web site, the operator of the web site will have
access to the recipients banking information. These
types of attacks may be commonly referred to as ’phish-
ing’ attacks. Alternatively the link may reference a web-
page or executable program that contains malicious code
which may comprise the device or applications on the
device when executed. Spam filters can be used to iden-
tify potentially malicious e-mail or http links contained in
the e-mail and provide a notification to the user.
[0003] Typical verification techniques require the
e-mail message to be unencrypted to operate. In a mobile
or wireless environment the use of encryption is common
particularly in government or corporate environments.
E-mail encryption may use asymmetric encryption tech-
niques, which use a private key accessible only to the
sender and a public key accessible to everyone for the
decryption and the encryption of the e-mail respectively.
A sender may use the public key of the recipient to encrypt
the e-mail message which is sent to the recipient. The
recipient can then decrypt the encrypted e-mail message
using their private key, which only the recipient has ac-
cess to. Unfortunately, it is not possible to extract hyper-
text links from an encrypted e-mail while it is encrypted.
As a result it is difficult to verify hypertext links within an
encrypted e-mail and a spam filter is not useful in quar-
antining malicious links.
[0004] Therefore it is desirable to provide an improved
system and method for verifying hypertext links of en-
crypted e-mails.

SUMMARY

[0005] A method, device and computer readable mem-
ory are provided for verifying hypertext links in an en-

crypted e-mail message to be sent to a mobile device to
remove links that may contain malicious programs, link
to a phishing website, or potentially comprise security of
the mobile device or expose the user to unsafe sites or
content. The hypertext links are extracted by decrypting
the encrypted e-mail message. The hypertext links from
the decrypted e-mail message are extracted and for each
link the status is determined to verify the link. Actions can
then be performed based upon the determined status of
respective extracted hypertext links to ensure malicious
links are not accessed by the mobile device.
[0006] In accordance with an aspect of the present de-
scription there is provided a method of verifying hypertext
links in an encrypted e-mail message to be sent to a
mobile device comprising: decrypting the encrypted e-
mail message comprising at least one hypertext link; ex-
tracting the at least one hypertext link from the decrypted
e-mail message; for each of the at least one extracted
hypertext links, determining at a server a status of the
extracted hypertext link; and performing one or more ac-
tions based upon the determined status of respective ex-
tracted hypertext links.
[0007] In accordance with another aspect of the
present description there is provided a device for verify-
ing hypertext links in an encrypted e-mail message to be
sent to a mobile device, the device comprising: a memory
for storing instructions; and a processor for executing the
stored instructions, the instructions when executed by
the processor configuring the device to provide function-
ality for: decrypting the encrypted e-mail message com-
prising at least one hypertext link; extracting the at least
one hypertext link from the decrypted e-mail message;
for each of the at least one extracted hypertext links, de-
termining a status of the extracted hypertext link; and
performing one or more actions based upon the deter-
mined status of respective extracted hypertext links.
[0008] In accordance with yet another aspect of the
present description there is provided a computer reada-
ble memory containing instructions for verifying hypertext
links in an encrypted e-mail message to be sent to a
mobile device, the instructions when executed by a proc-
essor perform decrypting the encrypted e-mail message
comprising at least one hypertext link; extracting the at
least one hypertext link from the decrypted e-mail mes-
sage; for each of the at least one extracted hypertext
links, determining at a server a status of the extracted
hypertext link; and performing one or more actions based
upon the determined status of respective extracted hy-
pertext links.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Further features and advantages of the present
disclosure will become apparent from the following de-
tailed description, taken in combination with the append-
ed drawings, in which:

Figure 1 shows a representation of a process of ver-
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ifying hypertext links in encrypted e-mail messages;

Figure 2 shows a representation of a further process
of verifying hypertext links in encrypted e-mail mes-
sages;

Figure 3 shows a representation of a further process
of verifying hypertext links in encrypted e-mail mes-
sages;

Figure 4 shows a representation of a further process
of verifying hypertext links in encrypted e-mail mes-
sages;

Figure 5 shows a representation of a further process
of verifying hypertext links in encrypted e-mail mes-
sages;

Figure 6 shows a method of verifying hypertext links
in encrypted e-mail messages;

Figure 7 shows a further method of verifying hyper-
text links in encrypted e-mail messages; and

Figure 8 shows a representation of an apparatus for
verifying hypertext links in encrypted e-mail messag-
es.

[0010] It will be noted that throughout the appended
drawings, like features are identified by like reference
numerals.

DETAILED DESCRIPTION

[0011] Embodiments are described below, by way of
example only, with reference to Figures 1 to 8. Figures
1 to 5 show different processes of verifying hypertext
links in encrypted e-mail. The processes described in
Figures 1 to 5 are described with regards to a common
network environment 100. The network environment 100
comprises a plurality of interconnected devices. As de-
picted, a plurality of servers are connected to a network
such as the Internet 102 either directly or indirectly via
intermediary networks. The servers include a public key
infrastructure (PKI) server 104 that can provide a public
key 124 associated with respective private key 122. It is
noted that the PKI server 104 is depicted as storing both
the public key 124 and the corresponding private key
122; however, the private key 122 may not be stored in
the PKI server 104. Instead an identifier of the private
key 122, such as a user name may be used to associate
the private key 122 with the public key 124. The servers
of the network environment 100 may further comprise an
e-mail server 106, which in the description is assumed
to be associated with a sender of an e-mail and an e-mail
server 108, which in the description is assumed to be
associated with a recipient of the e-mail. The e-mail serv-
er 108 is depicted as being behind a firewall 110. The

firewall 110 may be used to protect an internal network
such as a corporate network. The e-mail server 108 may
be associated with a mobile gateway 112 that provides
access to the e-mail server 108 for mobile devices 114
and mobile administration and management functions.
The mobile gateway 112 may ’push’ e-mails to mobile
devices 114 as well as provide other functionality for mo-
bile devices 114 in terms of mail processing. As depicted,
the mobile gateway 112 comprises functionality 120 for
verifying http links. The mobile devices 114 are connect-
ed to the other servers through a wireless infrastructure
116, such as a cellular network, mobile network, or local
wireless or hotspot network, which is connected directly
or indirectly to the Internet 102. The network environment
100 may be coupled to one or more web servers 118 for
serving web sites identified in the http links via the Internet
102. A web site or web page may be malicious either in
terms of phishing or providing malicious content, and us-
ers should be prevented from navigating to the malicious
sites, or informed of the malicious sites.
[0012] In general, a sender may generate and encrypt
an e-mail 101 to send to a recipient with a mobile device
114. The e-mail message 101 may be encoded in a
standard format such as Multipurpose Internet Mail Ex-
tensions (MIME) which is an Internet standard that ex-
tends the format of e-mail. MIME supports text in char-
acter sets other than ASCII, non-text attachments, mes-
sage bodies with multiple parts, and header information
in non-ASCII character sets. The e-mail message 101
may be encrypted using a standard for public key en-
cryption and signing such as Secure/Multipurpose Inter-
net Mail Extensions (S/MIME) or other encryption tech-
nology. As described further herein, the links of the en-
crypted e-mail may be checked to verify whether or not
they are considered malicious links. Although various
embodiments are described, each utilizes functionality
of the mobile gateway 112 or similar process provided in
the e-mail server 108 to check the links of the encrypted
e-mail 101.
[0013] Turning to Figure 1, a process of verifying hy-
pertext links in encrypted e-mail messages is described.
An e-mail sender creates an e-mail message for a recip-
ient who will access the e-mail message via the mobile
device 114. The sender 106 uses the public key 124 as-
sociated with the intended recipient of the e-mail to en-
crypt the e-mail message. The encrypted e-mail mes-
sage 101 is sent from the sender’s e-mail server 106 to
the recipient’s e-mail server 108 (1) through one or more
networks coupled to Internet 102, although the sender
e-mail server 106 and the recipient e-mail server 108
may be on the same network or the same server. Once
the encrypted e-mail message 101 is received at the
sender’s e-mail server 108 the mobile gateway 112 can
retrieve the encrypted e-mail message 101 (2) and pro-
vide it to the mobile device 114 (3). The mobile device
114 receives the encrypted e-mail message 101 and us-
es the recipient’s private key 122 to decrypt the encrypted
e-mail message 101 (4). Once the e-mail message 101
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is decrypted, the mobile device 114 extracts any hyper-
text links in the e-mail message, some of which may be
associated with a malicious web server 118. Once the
links have been extracted from the decrypted e-mail, the
mobile device 114 sends them to mobile gateway 112
(5). The mobile gateway 112 receives the extracted hy-
pertext link and uses the link verifying functionality 120
to check each of the links to determine if they are mali-
cious or present a security risk (6). Once the links are
checked, the status of the links is returned to the mobile
device 114 (7). The status of the links may be sent in a
message that associates the link with its status such as
’clean’, ’likely malicious’, ’malicious’ or ’unknown’. Upon
receiving the link status, the mobile device 114 may per-
form an action based on the link status to mitigate the
possibility of a user visiting a malicious site 118 (8). For
example, the action performed may be to remove mali-
cious links with an indication that the link has been re-
moved, redirecting the link to another verified website,
appending text to the e-mail message 101 indicating the
status of the links, adding a warning that the link cannot
be verified as secure, or providing a warning before al-
lowing the user to access the link. It will be appreciated
that other actions may be performed based on the link
status to prevent or deter a recipient from following ma-
licious links in an encrypted e-mail message.
[0014] The process described with reference to Figure
1 allows links from within an encrypted e-mail message
to be checked at a server to verify whether or not they
are malicious links. The encrypted e-mail message 101
is decrypted by the mobile device 114, white the links are
checked at a server. Although it may be possible to check
links at a mobile device 114, the use of the server may
enable more extensive or quicker verification to be per-
formed without placing the device at risk. For example,
on a mobile device 114, connection to the Internet 102
may be intermittent hindering or preventing the ability to
check the hypertext links. Furthermore, the sever 112
may have access to a larger amount of information, due
to processing a larger number of links, that can be used
to improve the verifying of the links.
[0015] Turning to Figure 2, a further process of verify-
ing hypertext links in encrypted e-mail messages is de-
scribed. Similar to Figure 1, an e-mail sender creates an
e-mail message for a recipient. The sender uses the pub-
lic key 124 associated with the intended recipient of the
e-mail to encrypt the e-mail message 101. The encrypted
e-mail message 101 is sent from the sender’s e-mail serv-
er 106 to the recipient’s e-mail server 108 (1). Once the
encrypted e-mail 101 is received at the sender’s e-mail
server 108 the mobile gateway 112 can retrieve the en-
crypted e-mail 101 (2). However unlike the process de-
scribed with regards to Figure 1, the e-mail message 101
is decrypted by the mobile gateway 112 prior to deliver
to the mobile device 114. In order to decrypt the e-mail
message 101, the mobile gateway 112 requests the re-
cipient’s private key 120 from the mobile device 114 (3)
and the mobile device 114 responds by returning the pri-

vate key (4). Once the mobile gateway 112 has the pri-
vate key 120, it decrypts the encrypted e-mail message
101 and extracts the hypertext links (5) contained therein.
The mobile gateway 112 checks the links to verify wheth-
er or not they are links to a malicious web site 118 or
content. Once the mobile gateway checks the links, it
may perform actions on the decrypted e-mail based on
the status of the links (6). The actions taken may be to
generate a clean e-mail from the decrypted e-mail mes-
sage by removing any links to malicious web sites. Once
the clean e-mail message 103 is generated, it can be
sent to the mobile device (7) and displayed by the mobile
device (8).
[0016] As will be appreciated, decrypting the e-mail
message 101 at the mobile gateway 112 may be unac-
ceptable in certain applications since the recipient’s pri-
vate key must be sent to the mobile gateway 112. Al-
though sending the private key may be considered a se-
curity risk, it is noted that the communication between
the mobile gateway 112 and the mobile device 114 may
be secured by encrypting all communications between
the two devices. For example, the encryption may be
done use a symmetric encryption technique, for which
only the mobile device 114 and the mobile gateway 112
have the encryption/decryption keys. Furthermore, in
certain applications, the mobile gateway 112 may be lo-
cated in a trusted environment, for example it may be
provided on a secured corporate network. As such, the
risk associated with sending the recipient’s private key
to the mobile gateway may be acceptable in certain sit-
uations.
[0017] In applications where it is undesirable, unac-
ceptable or impossible for the mobile device to send the
private key to the mobile gateway 112, it may still be
possible to verify links at a server for encrypted e-mails.
Although, the above described the use of asymmetric
encryption techniques for encrypting/decrypting the e-
mail, the asymmetric techniques are computationally
complex, especially when used to encrypt an entire e-
mail. Another option for encrypting the e-mail, is to gen-
erate an encryption key for encrypting the e-mail using
a symmetric encryption technique, which is typically
much less computationally complex. The symmetric key,
which may be referred to as a session key, can then be
encrypted using the asymmetric technique. The asym-
metrically encrypted session key and the symmetrically
encrypted e-mail may then be sent to the mobile device.
As described further with regards to Figure 3, it is possible
to verify links in an encrypted at a server when the e-mail
is encrypted with a session key as described above.
[0018] Turning to Figure 3, a still further process of
verifying hypertext links in encrypted e-mail messages
is described. A sender generates a symmetric encryption
key 126, referred to herein as a session key, and uses it
to encrypt the e-mail message (1). The encryption used
may be for example AES, triple DES or other symmetric
encryption. The symmetric encryption key 126 is then
encrypted using the public key 124 of the recipient. The
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encrypted session key 126 is sent with the encrypted e-
mail 101 to the recipient’s e-mail server 108 (2), which
can be subsequently sent or retrieved by the mobile gate-
way 112 (3). The encrypted session key is retrieved from
the encrypted e-mail 101 and sent to the mobile device
114 (4). The mobile device 114 uses the recipient’s pri-
vate key 122 to decrypt the session key (5) and then
sends the decrypted session key back to the mobile gate-
way (6). The mobile gateway receives the decrypted ses-
sion key 126 and uses it to decrypt the encrypted e-mail
message 101. Once the e-mail message 101 is decrypt-
ed the server extracts the hypertext links contained there-
in. The mobile gateway 112 checks the links to verify
whether or not they are links to a malicious web site 118
or content. Once the mobile gateway 112 checks the
links, it may perform actions on the decrypted e-mail mes-
sage based on the status of the links (7). The actions
taken may be to generate a clean e-mail from the de-
crypted e-mail message by removing any links to mali-
cious web sites. Once the clean e-mail message 103 is
generated, it can be sent to the mobile device 114 (8)
and displayed by the mobile device 114 (9).
[0019] Turning to Figure 4, a still further process of
verifying hypertext links in encrypted e-mail messages
is described. The process of Figure 4 not only encrypts
the e-mail so that it can’t be read by anyone other than
the intended recipient, but also signs the encrypted e-
mail so that the recipient can verify that it was sent by
the sender. The signing and verifying of the e-mail is de-
picted as being accomplished using a private key 128
and a public key 130 similar to those used for the encryp-
tion/decryption process. For clarity, the encryption and
signing of e-mails are different processes; however both
use a similar asymmetric cryptographic technique. While
the encryption uses a recipient’s public key so that only
the recipient can decrypt it with their private key, the sign-
ing uses the sender’s private key to sign the e-mail. The
recipient can then authenticate the sender of the e-mail
by verifying the signature using the sender’s public key.
[0020] A sender generates and encrypts an e-mail
message 101 using a session key, which is in turn en-
crypted using the recipient’s public key. The encrypted
e-mail is then signed by the sender. Once the sender has
encrypted and signed the e-mail message 101 it is sent
to the recipient’s e-mail server 108 (1) and then to the
mobile gateway 112 (2). The mobile gateway 112 re-
ceives the e-mail and authenticates the sender (3) and
then sends the encrypted the session key to the mobile
device 114 (4). The mobile device 114 decrypts the ses-
sion key using the recipient’s private key (5) and sends
the decrypted session key to the mobile gateway 112 (6).
Once the mobile device 114 has the decrypted session
key the encrypted e-mail message 101 is decrypted by
the mobile gateway 112 and the hypertext links are ex-
tracted. Once the hypertext links are extracted they are
checked (7) to verify whether or not the links are mali-
cious. Once the links have been checked a clean e-mail
103 may be generated and returned to the mobile device,

along with a status of the authentication of the signed e-
mail performed at the mobile gateway 112 (8). The clean
e-mail 103 along with the authentication status may be
displayed (9). The authentication status may indicate that
the sender was authenticated at the server, or that au-
thentication failed. Since the signed encrypted e-mail dif-
fers from the clean e-mail that is sent to the mobile device
114, the mobile device 114 is unable to authenticate the
e-mail and so the authentication status is sent from the
mobile device 114.
[0021] Turning to Figure 5, a yet further process of ver-
ifying hypertext links in encrypted e-mail messages is
described. Similar to Figure 4, the sender generates an
e-mail message 101 which is then encrypted and signed.
Once the sender has encrypted and signed the e-mail
message 101 it is sent to the recipient’s e-mail server
108 (1) and then to the mobile gateway 112 (2). The
mobile gateway 112 sends the encrypted session key to
the mobile device 114 (3), which decrypts it (4) and re-
turns it to the mobile gateway 112 (5). Once the mobile
gateway 112 receives the decrypted session key and us-
es it to decrypt the encrypted e-mail message 101. The
mobile gateway extracts the hypertext links from the de-
crypted e-mail (6). Once the hypertext links are extracted
they are checked (7) to verify whether or not the links are
malicious. Once the link status of the links has been de-
termined, the mobile gateway 112 may send the encrypt-
ed and signed e-mail along with the determined link sta-
tuses to the mobile gateway (8). Once the encrypted and
signed e-mail message 101 is received, it can be authen-
ticated and decrypted at the mobile device 114 (9). The
mobile device 114 may take one or more actions based
on the link status before displaying the e-mail message
101. For example, the action performed may be to re-
move malicious links with an indication that the link has
been removed, redirecting the link to another verified
website, appending text to the e-mail message 101 indi-
cating the status of the links, adding a warning that the
link cannot be verified as secure, or providing a warning
before allowing the user to access the link.
[0022] As an alternative to sending the encrypted
e-mail message 101 to the mobile device 114 after the
links have been verified, the mobile gateway 112 may
send the encrypted e-mail message to the mobile device
114 before verifying the links. The mobile device may
then authenticate and decrypt the e-mail message 101
and send the decrypted e-mail or extracted links back to
the mobile gateway 112for verification.
[0023] Figure 6 shows a method of verifying hypertext
links in encrypted e-mail messages. The method 600 re-
ceives an encrypted e-mail message 101 at a recipient’s
e-mail server 108 (602). The e-mail message 101 is de-
crypted (604). The e-mail message 101 may be decrypt-
ed at the mobile gateway 112 or on the mobile device
114. Once the e-mail message 101 is decrypted the hy-
pertext links are extracted from the e-mail message (606)
and the status of the extracted hypertext links is deter-
mined (608) by verifying the links by the mobile gateway
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112 by one or more verification methods. The status in-
dicates whether the links have been verified to be non-
malicious or malicious links. Once the link status is de-
termined, actions may be performed based on the deter-
mined status (610) to mitigate the risk posed by the links.
[0024] The actions may be based upon user prefer-
ence, mobile device or software configuration or admin-
istrator configuration settings on how to deal with partic-
ular types of links contained in the message. The actions
performed based on the link status determined by verifi-
cation may vary and may be performed by the mobile
gateway, the mobile device, or a combination of both the
mobile gateway and the mobile device. For example the
actions may include removing malicious links from the
e-mail messages, sending an indication to the mobile
device that one or more links are malicious, either with
the message or via separate communication process;
sending an indication to the mobile device which links
are malicious; sending an indication to the mobile device
that the e-mail message is verified to have no malicious
links; rejecting the e-mail message if it contains malicious
links; marking malicious links as un-followable to prevent
a recipient from browsing to web sites of malicious links;
and marking an e-mail message as un-forwardable if it
has a malicious link to prevent the e-mail from being re-
plied to or forwarded.
[0025] Figure 7 shows a further method of verifying
hypertext links in encrypted e-mail. Respective steps per-
formed on the mobile device and the mobile gateway 112
are depicted in Figure 7. The method 700 may be used
to provide a process in accordance with the process of
Figure 1; however a suitably modified method may be
used to provide a process in accordance with the process
of one or more of Figures 2 to 5. As depicted the method
700 begins with the mobile device 114 of an e-mail mes-
sage recipient receiving an encrypted e-mail message
101 (702). The received e-mail message 101 includes at
least one hypertext link. Once the encrypted e-mail mes-
sage 101 is received, it is decrypted (704) using the re-
cipient’s private key and the hypertext links are extracted
(706) from the decrypted e-mail message 101. The e-
mail may be encrypted using a session key which is in
turn encrypted using the public key of the recipient as
described above. The mobile device 114 sends the ex-
tracted hypertext link to the mobile gateway server 112
(708). The mobile gateway server 112 receives the ex-
tracted hypertext links from the mobile device 114 (710).
The mobile gateway server 112 determines the status of
the extracted hypertext links (712) by performing verifi-
cation checks of links to determine if any of the links are
to malicious or potentially malicious websites 118, or
have been identified as such. Once the link status for
each of the links in the e-mail message 101 is determined
it is returned to the mobile device 114 (714). The mobile
device 114 receives the link status and performs one or
more actions based on the link status. For example, the
mobile device 114 may generate a clean e-mail message
based on the received status (716) by replacing any ma-

licious links with an indication that a malicious link has
been removed. Once the clean e-mail message has been
generated, it can be displayed on the mobile device 114
(718).
[0026] Figure 8 shows a representation of an appara-
tus for verifying hypertext links in encrypted e-mail mes-
sage. The apparatus 800 may be for example a mobile
gateway 112. The apparatus 800 comprises a central
processing unit (CPU) 802 for processing instructions.
The apparatus 800 further comprises a memory 804 for
storing instructions. The apparatus 800 further compris-
es a network interface 806 for connecting the apparatus
to the Internet 808, or other network. The apparatus may
further comprise non-volatile storage 810.
[0027] The instructions are executed by the CPU 802
and configure the apparatus to provide various function-
ality including functionality for determining the status of
a link by verifying links 812. The link verifying functionality
812 includes functionality for receiving links from an en-
crypted e-mail message 814. As described above, the
links may be received from a mobile device 114, or may
be received from a link extraction process on the appa-
ratus 800. The link verifying functionality 812 further com-
prises functionality for determining a status of each of
the extracted links 816. The link verification functionality
may be provided by one or more link verification tech-
niques which may be stored locally, in a storage device
805 coupled to the server or retrieved from a remote stor-
age location through a network. The status determination
functionality may use one or more of a plurality of link
verification techniques 818a, 818b, 818c, 818n. For ex-
ample a first link verification technique 818a, may com-
pare a link text of the hypertext link to the URL of the
hypertext link to see if they match. If they match, then
the link may be verified to be non-malicious and if they
don’t match the link may be malicious. A second verifi-
cation technique 818b may be applied to hypertext trans-
fer protocol secure (HTTPS) links. The verification tech-
nique 818b may verify the security certificate of the web
site of the link to check, for example, its trust status, rev-
ocation status, expiry, and strength of its hashing algo-
rithm or cipher. If the security certificate is verified, then
the link may be considered as non-malicious and if it is
not verified, the link may be considered as malicious. A
third verification technique 818c may be to check the link
against a black list. If the link matches to an entry on the
black list the link is considered as malicious, and if it is
not on the list the link is considered as non-malicious. A
fourth verification technique 818n may be a white list. If
the link matches to an entry on the white list the link is
considered non-malicious and if it is not on the list the
link may be considered malicious. One or more of the
verification techniques may be employed depending on
the type of link and system or device configuration. Other
link verification techniques may be employed to verify
the safety of an http link, the associated website or con-
tent contained therein.
[0028] The link verifying functionality 812 may further
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comprise functionality for performing various actions
based on the determined link status. Although depicted
as part of the mobile gateway, the functionality for per-
forming the various actions may be included in the mobile
device. Various actions 822a, 822b, 822c may be per-
formed based on the link status. For example, a malicious
link may be replaced in the HTML e-mail message to
indicate that the link was removed. Additionally or alter-
natively, the e-mail message may be marked to provide
the status of the links that is if any of the links in the e-
mail messages are malicious, the e-mail message may
be marked as malicious. Additionally or alternatively, the
e-mail message may be marked as un-followable so that
the recipient’s mobile device does not allow the recipient
to follow any links in a malicious message, or any mali-
cious links, and/or cannot copy a link to a browser. Ad-
ditionally or alternatively the e-mail message may be
marked as un-forwardable so that the recipient’s mobile
device does not allow the recipient to reply to or forward
the e-mail message. A further action that may be taken
is to reject the e-mail. The actions may be performed by
the mobile device 114, mobile gateway 112, or combi-
nation of the mobile device 112 and mobile gateway 114.
[0029] Although not depicted in Figure 8, the link
checking functionality 812 may comprise functionality for
authenticating a signed e-mail. The link checking func-
tionality 812 may also comprise functionality for decrypt-
ing an e-mail. The decryption may be done using a private
key of the recipient or using a received decrypted session
key used to encrypt the e-mail. The link checking func-
tionality may further comprise functionality for extracting
hypertext links from a decrypted e-mail.
[0030] As described above it is possible to verify links
within an encrypted e-mail message that is sent to, or
will be sent to, a mobile device 114. Various embodi-
ments of processes, methods and apparatuses have
been described to fully illustrate the features of the link
verifying. It will be appreciated, that white many features
have been described in detail, other features, modifica-
tions or embodiments that would be obvious to one skilled
in the art having regard to the current description have
not been described in detail, or have not been described.
Further, the embodiments described herein may be pro-
vided by, or implemented in, various combinations of
hardware, software and/or firmware. The software may
be embodied or stored in a non-transitory computer read-
able memory or medium.

Claims

1. A method of verifying hypertext links in an encrypted
e-mail message (101) to be sent to a mobile device
(114) comprising:

decrypting (604) the encrypted e-mail message
(101) comprising at least one hypertext link;
extracting (606) the at least one hypertext link

from the decrypted e-mail message;
for each of the at least one extracted hypertext
links, determining (608) at a server (112) a sta-
tus of the extracted hypertext link; and
performing (610) one or more actions based up-
on the determined status of respective extracted
hypertext links.

2. The method of claim 1, wherein the decrypting of the
encrypted e-mail message and extracting hypertext
links is performed by the mobile device, the method
further comprising sending the extracted links to the
server.

3. The method of claim 1, wherein the decrypting of the
encrypted e-mail message and extracting hypertext
links is done by the server, the method further com-
prising:

requesting a session key used to encrypt the e-
mail message from the mobile device; and
receiving the requested session key at the serv-
er.

4. The method of any one of claims 1 to 3 wherein the
one or more actions comprise sending the deter-
mined statuses of the one or more extracted hyper-
text links to the mobile device.

5. The method of any one of claims 1 to 3 wherein the
one or more actions comprise sending the deter-
mined statuses of the one or more extracted hyper-
text links to the mobile device with the encrypted e-
mail message.

6. The method of any one of claims 1 to 5 wherein each
of the determined link statuses comprise an indica-
tion of the link being a verified link or an unverified
link.

7. The method of any one of claims 1 to 6, wherein the
one or more actions comprise replacing any unver-
ified link or removing any unverified link with an in-
dication that the link has been removed.

8. The method of any one of claims 1 to 7, wherein the
encrypted e-mail message is further signed by a
sender of the e-mail, the method further comprising:

authenticating the sender of the signed e-mail
message.

9. The method of claim 1, wherein the decrypting of the
encrypted e-mail message and extracting hypertext
links is done by the server, the method further com-
prising:

requesting a session key used to encrypt the e-
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mail message from the mobile device;
receiving the requested session key at the serv-
er; and
authenticating the sender of the signed e-mail
message.

10. The method of claim 9, wherein the one or more ac-
tions comprises:

replacing any hypertext link determined to an
unverified link with an indication that the link has
been removed to generate a clean e-mail mes-
sage text; and sending the clean e-mail mes-
sage text to the mobile device with the encrypted
e-mail message.

11. The method of claim 9, wherein the one or more ac-
tions comprises:

replacing any hypertext link determined to an
unverified link with an indication that the link has
been removed to generate a clean e-mail mes-
sage text; and sending the clean e-mail mes-
sage text to the mobile device with an indication
of
whether the authentication performed at the
server was successful.

12. The method of any one of claims 8 to 11, wherein
the one or more actions comprise one or more of:

replacing an unverified link with an indication
that the link has been removed;
adding a status indicator to the e-mail message
based on the determined statuses of the one or
more extracted hypertext links;
adding an indicator to the message preventing
the mobile device from opening any links in a
browser and/or preventing the mobile device
from copying the link into a browser;
rejecting the encrypted e-mail message; and
marking the encrypted e-mail message as un-
forwardable preventing the mobile device from
replying to the e-mail message or forwarding the
e-mail message.

13. The method of any one of claims 1 to 12, wherein
determining the status of each extracted hypertext
link comprises performing one or more verification
techniques selected from the group comprising:

verifying that a universal resource locator (URL)
matches a link text of the hypertext link for an
embedded hypertext link;
verifying a certification status for a hypertext
transfer protocol secure (HTTPS) hypertext link;
verifying that the hypertext link is a link to a lo-
cation internal to a particular network;

verifying that the hypertext link is not on a black
list; and
verifying that the hypertext link is on a white list.

14. A device (112) for verifying hypertext links in an en-
crypted e-mail message to be sent to a mobile de-
vice, the device comprising:

a memory (804) for storing instructions; and
a processor (802) for executing the stored in-
structions, the instructions for performing the
method of claims 1 to 13.

15. A computer readable memory containing instruc-
tions for verifying hypertext links in an encrypted e-
mail message to be sent to a mobile device, the in-
structions when executed by a processor perform
the method of claims 1 to 13.

Amended claims in accordance with Rule 137(2)
EPC.

1. A method of verifying hypertext links in an encrypt-
ed e-mail message (101) to be sent to a mobile de-
vice (114) comprising:

decrypting (604) the encrypted e-mail message
(101) comprising at least one hypertext link;
extracting (606) the at least one hypertext link
from the decrypted e-mail message;
for each of the at least one extracted hypertext
links, determining (608) at a server (112) a sta-
tus of the extracted hypertext link; and
performing (610) one or more actions based up-
on the determined status of respective extracted
hypertext links,
wherein the decrypting of the encrypted e-mail
message and extracting hypertext links is per-
formed by the mobile device, the method further
comprising sending the extracted links to the
server.

2. The method of claim 1 wherein the one or more
actions comprise sending the determined statuses
of the one or more extracted hypertext links to the
mobile device.

3. The method of claim 2 wherein each of the deter-
mined link statuses comprise an indication of the link
being a verified link or an unverified link.

4. The method of any one of claims 1 to 3, wherein
the one or more actions comprise replacing any un-
verified link or removing any unverified link with an
indication that the link has been removed.

5. The method of any one of claims 1 to 4, wherein
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the encrypted e-mail message is further signed by a
sender of the e-mail, the method further comprising:

authenticating the sender of the signed e-mail
message.

6. The method of claim 5, wherein the one or more
actions comprise one or more of:

replacing an unverified link with an indication
that the link has been removed;
adding a status indicator to the e-mail message
based on the determined statuses of the one or
more extracted hypertext links;
adding an indicator to the message preventing
the mobile device from opening any links in a
browser and/or preventing the mobile device
from copying the link into a browser;
rejecting the encrypted e-mail message; and
marking the encrypted e-mail message as un-
forwardable preventing the mobile device from
replying to the e-mail message or forwarding the
e-mail message.

7. The method of any one of claims 1 to 6, wherein
determining the status of each extracted hypertext
link comprises performing one or more verification
techniques selected from the group comprising:

verifying that a universal resource locator (URL)
matches a link text of the hypertext link for an
embedded hypertext link;
verifying a certification status for a hypertext
transfer protocol secure (HTTPS) hypertext link;
verifying that the hypertext link is a link to a lo-
cation internal to a particular network;
verifying that the hypertext link is not on a black
list; and
verifying that the hypertext link is on a white list.

8. A device (112) for verifying hypertext links in an
encrypted e-mail message to be sent to a mobile
device, the device comprising:

a memory (804) for storing instructions; and
a processor (802) for executing the stored in-
structions, the instructions for performing the
method of claims 1 to 7.

9. A computer readable memory containing instruc-
tions for verifying hypertext links in an encrypted e-
mail message to be sent to a mobile device, the in-
structions when executed by a processor perform
the method of claims 1 to 7.
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