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(54)  Local  area  network  peripheral  lock  method  and  system. 

(57)  On  a  network,  access  to  individual  data  pro- 
cessing  systems  is  remotely  controlled  from  a 
host  data  processing  system.  A  security  request 
is  provided  at  the  host  data  processing  system. 
The  security  request  specifies  the  target  data 
processing  systems,  whether  those  systems  are 
to  be  locked  or  unlocked,  the  peripherals  of  the 
specified  data  processing  systems  that  are  af- 
fected  and  a  password.  The  security  request  is 
communicated  to  all  data  processing  systems  in 
communication  with  the  host  data  processing 
system.  Each  data  processing  system  processes 
the  security  request  to  determine  if  it  is  a  target. 
If  so,  then  a  lock  status  of  a  target  set  of  data 
processing  systems  is  changed  in  response  to 
the  security  request.  The  change  in  lock  status 
of  the  target  set  of  data  processing  systems 
either  facilitates  or  prohibits  use  of  the  target 
set  of  data  processing  systems. 
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data  processing  systems.  There  is  a  means  for  recog- 
nizing  the  security  request  at  the  targeted  data  proc- 
essing  systems  after  the  security  request  has  been 
communicated  to  all  systems.  In  response  to  the  se- 

5  curity  request,  means  for  changing  a  lock  status  of 
elements  of  the  target  set  of  data  processing  systems 
change  the  lock  status  of  elements  of  the  target  set 
of  data  processing  systems. 

The  method  and  the  system  of  the  present  inven- 
w  tion  allow  security  personnel  to  remotely  control  ac- 

cess  to  communicating  data  processing  systems. 
Each  communicating  data  processing  system  is  re- 
sponsive  to  remote  commands  to  lock  or  unlock  the 
data  processing  system.  A  locked  data  processing 

15  system  is  unresponsive  to  a  user's  commands.  Only 
authorized  personnel  may  change  the  lock  status  of 
a  locked  data  processing  system. 

Technical  Field  Of  The  Invention 

The  present  invention  relates  to  methods  and  ap- 
paratuses  for  securing  computers  and  their  compo- 
nents  on  a  data  processing  system  network. 

Background  Of  The  Invention 

It  is  frequently  desirable  to  secure  a  large  number 
of  networked  computers  in  order  to  prevent  unautho- 
rized  access  to  both  the  individual  computers  and  to 
the  network.  Current  methods  of  securing  computers 
involve  either  physically  locating  the  computers  in  a 
secured  area  or  individually  locking  each  computer  at 
the  site  of  the  computer.  Reliance  on  the  former  meth- 
od  may  be  impractical.  For  example,  a  network  may 
have  workstations  in  several  buildings  scattered  over 
many  areas.  Each  building  could  have  several  floors, 
with  each  floor  containing  dozens  of  personal  com- 
puters.  The  latter  method  relies  on  the  individual 
users  to  lock  their  computers.  In  the  prior  art,  there  ex- 
ists  various  devices  and  methods  for  a  user  to  secure 
a  computer  through  its  keyboard.  However,  a  user 
may  forget  to  secure  the  user's  respective  computer. 

Thus,  there  is  a  need  fora  convenient  method  for 
securing  a  number  of  networked  computers.  Further- 
more,  there  is  a  need  to  secure  a  single  computer 
from  a  remote  location.  This  is  because  many  facili- 
ties  with  computer  networks  have  a  central  security 
location,  which  may  be  remote  from  the  computers. 

Summary  of  The  Invention 

It  is  an  object  of  the  present  invention  to  provide 
a  method  and  a  system  for  remotely  securing  a  num- 
ber  of  networked  computers. 

The  method  of  the  present  invention  remotely  se- 
cures  data  processing  systems  that  are  located  on  a 
network.  A  host  data  processing  system  on  the  net- 
work  accepts  a  security  request  targeted  at  a  set  of 
data  processing  systems  connected  with  the  host 
data  processing  system.  The  security  request  is  com- 
municated  from  the  host  data  processing  system  to  all 
data  processing  systems  connected  to  the  host  data 
processing  system  on  the  network.  The  security  re- 
quest  is  recognized  at  the  targeted  set  of  data  proc- 
essing  systems.  A  lock  status  of  elements  of  the  tar- 
geted  set  of  data  processing  systems  is  then  changed 
in  response  to  the  security  request.  The  non-targeted 
systems  ignore  the  security  request. 

The  data  processing  network  of  the  present  in- 
vention  controls  access  to  individual  data  processing 
systems  of  the  data  processing  network.  A  host  data 
processing  system  is  interconnected  with  a  plurality 
of  data  processing  systems  which  have  a  plurality  of 
elements  attached  thereto.  There  is  a  means  for  ac- 
cepting  a  security  request  at  the  host  data  processing 
system.  The  security  request  is  targeted  at  a  set  of  the 

Brief  Description  Of  The  Drawings 
20 

Fig.  1  is  a  schematic  diagram  ofa  network  of  data 
processing  systems  on  which  the  present  invention 
can  be  practiced. 

Figs.  2-4  are  flow  charts  showing  the  present  in- 
25  vention,  in  accordance  with  a  preferred  embodiment. 

Fig.  2  is  a  flow  chart  showing  the  method  of  mak- 
ing  a  security  request  from  a  host  computer. 

Fig.  3  is  a  flow  chart  showing  the  method  of  how 
a  data  processing  workstation  responds  to  a  security 

30  request. 
Fig.  4  is  a  flow  chart  of  an  unlocking  method  for 

unlocking  a  data  processing  workstation  that  has 
been  locked  in  response  to  a  security  request. 

35  Description  of  The  Invention 

In  Fig.  1,  there  is  shown  a  schematic  diagram  of 
a  network  11  of  plural  data  processing  systems,  upon 
which  the  present  invention  can  be  practiced.  The 

40  network  11  includes  plural  individual  data  processing 
systems,  computers  or  workstations  13  which  are 
connected  together  in  a  local  area  network  (LAN)  1  5. 
Each  workstation  13  includes  a  user  interface,  which 
has  a  display  screen  17  and  a  keyboard  19.  Each 

45  workstation  13  may  also  be  coupled  to  a  storage  de- 
vice  21  and  to  a  printer  or  output  device  23.  One  or 
more  of  such  storage  devices  21  may  be  utilized,  in 
accordance  with  the  present  invention,  to  store  appli- 
cations  or  resource  objects  which  may  be  periodically 

50  accessed  by  any  user  within  the  data  processing  sys- 
tem  11. 

The  data  processing  system  11  may  also  include 
a  mainframe  or  host  computer  25  that  is  coupled  to 
one  of  the  workstations  by  a  communication  link  27. 

55  The  computer  25  is  also  part  of  the  network  11  .  The 
host  computer  25  may  also  be  coupled  to  a  storage 
device  29  which  may  serve  as  a  remote  storage  for 
the  computers  13. 
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In  Figs.  2-4  are  shown  flow  charts.  In  the  flow 
charts,  the  following  graphical  conventions  are  ob- 
served:  a  rectangle  for  either  a  process,  function  or 
screen  display  and  a  diamond  for  a  decision.  These 
conventions  are  well  understood  by  programmers  5 
skilled  in  the  art  of  user  interfaces  and  the  flow  charts 
are  sufficient  to  enable  a  programmer  skilled  in  the  art 
to  write  code  in  any  suitable  computer  programming 
language,  such  as  BASIC,  PASCAL  or  C  for  a  comput- 
er  such  as  the  IBM  Personal  System  /  2  (PS/2)  family  10 
of  computers  which  supports  these  languages.  (IBM 
and  Personal  System  /  2  are  trademarks  of  Interna- 
tional  Business  Machines  Corporation.) 

The  host  computer  25  may  be  used  to  implement 
security  measures  for  each  of  the  networked  worksta-  15 
tions  13.  A  request  to  lock  or  unlock  target  worksta- 
tions  13  may  be  made  from  the  host  computer  25  by 
a  security  user,  locking  or  unlocking  the  targeted 
workstations  1  3.  Workstations  1  3  locked  by  the  host 
computer  25  may  be  unlocked  by  a  request  to  unlock  20 
made  from  the  host  computer  25  or  by  input  of  a  pass- 
word  at  the  targeted  workstation  13  that  will  unlock 
the  lock  placed  on  the  workstation  1  3  by  the  host  com- 
puter  25.  The  mainframe  computer  25  need  not  serve 
as  the  host  computer;  one  of  the  workstations  1  3  on  25 
the  network  11  may  serve  as  the  host  computer. 

Security  measures  are  implemented  from  the 
host  computer  25  by  the  security  request  method 
shown  in  Fig.  2.  The  method  of  Fig.  2  is  implemented 
on  the  host  computer.  A  security  user  utilizes  this  30 
method  to  lock  or  unlock  targeted  workstations  13 
from  the  host  computer  25.  The  security  user  could 
be,  for  example,  a  security  guard  in  charge  of  the  se- 
curity  of  the  site  containing  the  network  15.  It  is  pre- 
ferred  that  only  qualified  personnel  have  access  to  35 
the  method  of  Fig.  2  in  order  to  prevent  unauthorized 
unlocking  and  entry  into  the  network  and  worksta- 
tions.  The  security  user  at  the  host  computer  25  in- 
vokes  the  LAN  peripheral  lock  program  to  initiate  lock- 
ing  or  unlocking  of  workstations  13,  step  33.  Invoca-  40 
tion  occurs  by  the  user  pressing  a  well  known  key  or 
by  providing  a  command.  Upon  invocation  of  the  LAN 
peripheral  lock  program  a  user  interface  is  presented, 
step  35.  The  user  interface  accepts  input  from  the  se- 
curity  user  regarding  whether  workstations  are  to  be  45 
locked  or  unlocked,  which  workstations  are  to  be  af- 
fected,  what  peripherals  of  the  affected  workstations 
are  to  be  affected,  and  whether  to  exit  the  LAN  per- 
ipheral  lock  program.  After  presentation  of  the  user  in- 
terface  the  method  waits  for  user  input,  step  37.  50 

After  the  security  user  has  responded  with  input, 
the  method  checks  to  see  if  the  input  indicates  wheth- 
er  the  security  user  desires  to  quit  the  LAN  peripheral 
lock  program,  step  39.  If  the  result  of  step  39  is  YES, 
then  the  method  terminates,  step  41  .  55 

If  the  result  of  step  39  is  NO,  the  security  user 
does  not  wish  to  quit  the  LAN  peripheral  lock  program, 
then  the  method  determines  whether  the  security 

user  entered  eithera  lockoran  unlock  command,  step 
43.  If  the  result  of  step  43  is  NO,  then  the  security  user 
did  not  enter  meaningful  input  to  the  user  interface  so 
the  method  loops  back  to  step  37  and  awaits  user  in- 
put  again.  The  method  will  continue  to  loop  back  to 
await  user  input  each  time  the  security  user  enters  in- 
put  until  either  a  command  to  quit  is  input  by  the  se- 
curity  user  or  a  lock  or  unlock  command  is  given  by 
the  security  user. 

If  the  result  of  step  43  is  YES,  the  security  user 
did  enter  a  lock  or  unlock  commana,  the  method  then 
accepts  a  user  input  fora  predicate  condition,  step  45. 
The  predicate  condition  accompanies  the  lock  or  un- 
lock  command  to  all  of  the  workstations  of  the  LAN. 
The  predicate  condition  input  by  the  security  user  en- 
ables  the  security  user  to  target  a  particular  worksta- 
tion  or  set  of  workstations  13  for  the  lock  or  unlock 
command.  Each  workstation  13  determines  whether 
the  command  from  the  host  computer  25  applies  to 
that  workstation  13  on  the  basis  of  the  predicate  con- 
dition. 

The  predicate  condition  input  may  be  formed 
from  any  predicate  which  can  be  programmatically 
determined  at  a  target  workstation.  For  example,  pre- 
dicates  such  as  LAN  Requester  Name,  LAN  Group 
Name,  LAN  Server  Name,  Token  Ring  Address,  ALL 
Machines,  ALL  Machines  with  Emulators  Running, 
Machines  without  Application  XYZ  Running,  all  ma- 
chines  that  are  not  locally  locked  and  Machines  Run- 
ning  OS/2  2.0  (OS/2  is  a  trademark  of  International 
Business  Machines  Corporation)  or  Later  Version  are 
acceptable  predicates.  Furthermore,  the  predicates 
may  be  connected  with  conjunctions  or  disjunctions 
to  form  many  levels  of  complex  predicate  conditions, 
thereby  allowing  accurate  targeting  of  specific  work- 
stations  13  for  the  lock/unlock  command. 

After  entry  of  the  predicate  condition  by  the  se- 
curity  user,  the  method  then  determines  if  the  predi- 
cate  condition  input  by  the  security  user  is  valid,  step 
47.  If  the  result  of  step  47  is  NO,  the  predicate  condi- 
tion  is  in  error,  then  an  error  message  is  displayed, 
step  49.  After  displaying  the  error  message  the  meth- 
od  loops  back  to  await  user  input  in  step  37  again.  The 
method  will  continue  to  loop  back  to  await  user  input 
each  time  the  security  user  enters  input  until  a  lock 
or  unlock  command  with  a  valid  predicate  condition  is 
entered  or  the  security  user  quits  the  LAN  peripheral 
lock  program. 

If  the  result  of  step  47  is  YES,  then  a  valid  predi- 
cate  condition  was  entered  by  the  user.  The  method 
then  determines  whether  the  lock  or  unlock  command 
entered  by  the  user  defines  specific  peripherals  of 
the  targeted  workstations  13  to  be  locked  or  un- 
locked,  step  51  .  For  example,  the  security  user  might 
select  to  lock  or  unlock  particular  input  device  periph- 
erals  such  as  a  keyboard,  mouse,  light  pen  or  voice 
control  componentry,  or  particular  output  device  per- 
ipherals  such  as  printer  devices  or  disk  drives.  Any 
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combination  of  peripherals  connected  to  the  targeted 
workstation  13  can  be  enabled  or  disabled  by  the 
command  entered  by  the  security  user. 

If  the  result  of  step  51  is  YES,  specific  peripherals 
were  selected  for  enablement  or  disablement,  then  5 
the  method  indicates  which  specific  peripherals  were 
chosen  by  the  security  user  to  be  locked  or  unlocked 
in  the  message  to  lock  or  unlock  the  target  worksta- 
tion  13,  step  53.  The  method  then  accepts  input  of  a 
password  from  the  security  user  to  enable  the  locking  w 
or  unlocking  of  the  target  workstations,  step  55.  If  the 
result  of  step  51  is  NO,  no  specific  peripherals  were 
selected  to  be  locked  or  unlocked,  the  method  de- 
faults  to  select  all  peripherals  connected  to  the  target- 
ed  workstation  13.  The  method  then  proceeds  direct-  15 
ly  from  step  51  to  step  55  for  input  of  the  password  to 
enable  the  locking  or  unlocking  of  the  targeted  work- 
stations  13. 

The  password  entered  in  step  55  allows  the  se- 
curity  user  to  restrict  access  to  the  targeted  worksta-  20 
tions.  Only  workstation  users  and  security  users  hav- 
ing  the  password  may  unlock  the  targeted  worksta- 
tions  after  the  workstations  are  locked.  A  password 
input  to  enable  unlocking  the  targeted  workstations, 
step  55,  must  match  a  previously  input  locking  pass-  25 
word  for  a  security  user  to  unlock  workstations  from 
the  host  computer. 

After  the  security  user  enters  a  password  ena- 
bling  locking  or  unlocking  of  the  targeted  worksta- 
tions,  step  55,  the  host  computer  25  issues  a  commu-  30 
nication  broadcast  over  the  LAN  15,  step  57.  The 
communications  broadcast  includes  the  lock  or  un- 
lock  command  entered  in  step  37,  the  predicate  con- 
dition  entered  in  step  45,  instructions  regarding  which 
peripherals  of  target  workstations  are  to  be  affected  35 
entered  in  step  53,  and  the  password  entered  in  step 
55  which  password  enables  locking  or  unlocking  of 
the  target  workstations.  The  communication  broad- 
cast  is  transmitted  to  the  workstations  13  from  the 
host  computer  25  through  the  communications  link  27  40 
of  the  LAN.  The  communications  broadcast  is  format- 
ted  corresponding  to  the  communications  protocol  of 
the  LAN.  The  communications  broadcast  may  be  en- 
crypted  as  a  code  to  ensure  that  emulating  the  com- 
munications  broadcast  is  difficult.  45 

In  the  preferred  embodiment,  the  LAN  1  5  is  a  tok- 
en  ring  LAN  using  Network  Basic  Input/Output  Sys- 
tems  (NETBIOS).  Also,  Advanced  Program-to-Pro- 
gram  Communication  (APPC),  Transmission  Control 
Protocol/Internet  Protocol  (TCP/IP)  and  other  net-  50 
work  protocols  could  be  used  to  communicate  over 
the  network.  Implementation  can  be  isolated  from  a 
specific  environment  architecture  by  using  a  stan- 
dard  network  service  or  mail  service. 

Each  workstation  1  3  connected  to  the  LAN  1  5  re-  55 
ceives  the  communications  broadcast,  whether  or  not 
the  particular  workstation  is  targeted  fora  lock/unlock 
command.  Each  individual  workstation  determines 

from  the  predicate  condition  of  the  lock/unlock  mes- 
sage  whether  the  command  applies  to  it.  After  issuing 
the  communications  broadcast,  the  security  request 
method  of  Fig.  2  is  terminated,  step  41  . 

The  workstations  13  respond  to  the  communica- 
tions  broadcast  by  entering  the  workstation  response 
method  shown  in  Fig.  3.  The  workstation  response 
method  is  initiated  by  receipt  of  a  communications 
broadcast  from  the  host  computer  25,  step  61.  The 
method  of  Fig.  3  is  implemented  as  a  terminate  and 
stay  resident  program  (TSR)  on  each  workstation. 
The  TSR  is  loaded  because  it  is  either  part  of  an  op- 
erating  system  kernel  or  because  it  is  part  of  the  op- 
erating  system  startup  program  execution.  The  TSR 
is  installed  on  the  workstation  at  or  directly  after  boot 
time.  The  workstation  13  programmatically  determi- 
nes  from  the  message  whether  the  predicate  condi- 
tion  of  the  communications  broadcast  includes  the 
workstation  13,  step  63.  The  predicate  may  include  a 
check  to  see  that  a  local  lock  is  not  currently  in  place. 
If  the  result  of  step  63  is  NO,  then  the  lock/unlock 
message  does  not  apply  to  the  workstation,  and  the 
method  terminates,  step  65. 

If  the  result  of  step  63  is  YES,  then  the  worksta- 
tion  is  included  in  the  set  of  workstations  targeted  for 
the  lock  or  unlock  command  issued  by  the  host  com- 
puter  25.  The  method  then  determines  whether  the 
broadcast  message  contains  a  lock  command,  step 
67.  If  the  result  of  step  67  is  YES,  then  the  workstation 
1  3  is  to  be  locked  by  the  command  from  the  host  com- 
puter  25.  Each  peripheral  of  the  workstation  designat- 
ed  to  be  locked  is  locked  to  prevent  further  use,  step 
69.  (Locking  or  security  programs  are  well  known  in 
the  art.  One  example  is  a  locking  program  for  a  key- 
board  that  steals  an  interrupt  from  the  keyboard. 
When  the  locking  program  is  invoked,  any  input  from 
the  locked  keyboard  is  directed  to  the  locking  pro- 
gram.  Unauthorized  inputs  are  effectively  ignored. 
When  the  password  is  entered  through  the  keyboard, 
the  locking  program  for  the  keyboard  recognizes  the 
password  and  unlocks  the  keyboard  by  releasing  the 
keyboard  interrupt.)  The  password  received  in  the 
communications  broadcast  is  then  stored  in  the  work- 
station's  memory  to  enable  the  designated  peripher- 
als  to  be  unlocked  at  a  later  time  upon  entry  of  the 
same  password  into  the  workstation,  step  71.  The 
workstation  response  method  is  then  terminated, 
step  65. 

If  the  broadcast  message  does  not  contain  a  lock 
command,  then  the  result  of  step  67  is  NO,  and  the 
method  subsequently  determines  if  the  message 
from  the  host  computer  contains  an  unlock  command, 
step  73.  If  the  result  of  step  73  is  NO,  then  neither  a 
lock  nor  an  unlock  command  was  issued  in  the  broad- 
cast  message  and  the  method  terminates,  step  65. 

If  the  result  of  step  73  is  YES,  then  an  unlock  com- 
mand  was  issued  in  the  message  and  the  workstation 
1  3  is  to  be  remotely  unlocked  from  the  host  computer 
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25.  The  method  determines  whether  all  of  the  periph- 
erals  designated  in  the  unlock  message  are  locked  on 
the  workstation,  step  75.  If  the  result  of  step  75  is  NO, 
then  the  unlock  message  does  not  apply  and  the 
method  terminates,  step  65.  Such  a  situation  could  5 
arise  when,  for  example,  a  workstation  user  has  al- 
ready  unlocked  the  workstation  at  the  situs  of  the 
workstation.  This  situation  will  be  discussed  herein- 
after,  with  reference  to  Fig.  4. 

If  the  result  of  step  75  is  YES,  then  the  unlock  w 
message  specifically  applies  to  at  least  some  locked 
peripherals  of  the  workstation.  In  step  77,  the  method 
retrieves  the  password  key  previously  stored  in  step 
71.  The  method  then  determines  whether  the  pass- 
word  key  entered  by  the  security  user  in  the  broadcast  15 
message  is  valid,  step  79.  The  validity  of  the  pass- 
word  key  entered  by  the  security  user  is  determined 
by  comparing  the  entered  password  key  with  the  re- 
trieved  password  key  to  see  if  the  passwords  match. 
If  the  result  of  step  79  is  NO,  the  entered  password  20 
key  is  invalid,  then  the  method  is  terminated,  step  65, 
leaving  the  workstation  locked.  If  the  result  of  step  79 
is  YES,  the  entered  password  key  is  valid,  then  the 
designated  peripherals  are  unlocked,  step  81.  The 
method  is  then  terminated,  step  65,  leaving  the  work-  25 
station  in  an  unlocked  condition. 

If  it  is  desired,  the  workstation  may  be  unlocked 
at  the  situs  of  the  workstation  as  well  as  by  the  host 
computer.  Fig.  4  shows  an  example  of  a  workstation 
unlocking  method  that  allows  a  workstation  user  to  30 
unlock  a  workstation  with  a  locked  keyboard.  The 
workstation  may  be  subject  to  two  locks,  the  remote 
lock  imposed  on  the  workstation  by  the  host  computer 
25  as  described  above,  and  a  local  lock  imposed  on 
the  workstation  by  a  workstation  user.  If  the  local  and  35 
remote  locks  are  enabled,  the  workstation  user  must 
disable  both  locks  before  the  user  is  allowed  access 
to  an  unlocked  workstation.  The  local  lock  is  disabled 
by  the  workstation  user  entering  a  local  password  for 
a  local  lockup  utility  that  is  resident  on  the  user's  40 
workstation,  such  as  a  keyboard  lockup  utility.  The  re- 
mote  lock  is  disabled  by  the  workstation  user  entering 
a  password  for  the  remote  lockup  utility. 

The  method  of  Fig.  4  is  executed  as  a  TSR  upon 
a  workstation  user's  attempt  to  gain  access  to  the  45 
workstation,  step  85.  Although  the  keyboard  may  be 
locked  to  prohibit  unrestricted  access  to  the  worksta- 
tion,  the  key-board  still  accepts  limited  input  relating 
to  password  entry  from  a  workstation  user  attempting 
to  access  the  workstation  computer  interface.  The  50 
method  determines  whether  the  keyboard  is  locked, 
step  87.  If  the  result  of  step  87  is  NO,  neither  the  re- 
mote  lock  nor  the  local  lock  is  enabled  and  the  method 
terminates,  step  89,  allowing  the  user  unrestricted  ac- 
cess  to  the  workstation.  55 

If  the  result  of  step  87  is  YES,  then  at  least  one 
of  the  locks  is  enabled.  The  workstation  user  then  en- 
ters  the  local  password  to  the  local  keyboard  lockup 

utility  in  order  to  disable  the  local  lock,  step  91.  The 
method  then  determines  if  the  entered  local  pass- 
word  is  valid,  step  93.  If  the  result  of  step  93  is  NO, 
then  the  method  terminates,  step  89,  and  the  key- 
board  remains  locked. 

If  the  result  of  step  93  is  YES,  the  local  remote 
password  is  valid,  then  the  keyboard  is  unlocked  from 
the  local  lockup  utility,  step  94.  The  local  keyboard 
lockup  utility  indicates  that  the  local  keyboard  lock 
has  been  disengaged.  This  can  be  by  providing  a 
message  to  the  user.  The  method  then  determines  if 
the  keyboard  is  still  locked  by  the  remote  lock,  step 
95.  If  the  result  of  step  95  is  NO,  then  the  workstation 
user  has  unrestricted  access  to  the  workstation  13. 
The  method  then  terminates,  step  89. 

If  the  result  of  step  95  is  YES,  then  the  keyboard 
is  locked  by  the  remote  lock.  The  remote  lock  must  be 
disabled  before  the  workstation  user  may  use  the 
workstation.  The  workstation  user  enters  a  password 
to  the  computer  to  disable  the  remote  lock,  step  97. 
The  method  then  determines  whether  the  entered 
password  is  valid  by  comparing  the  entered  password 
with  the  remote  password,  step  99.  The  remote  pass- 
word  may  be  either  the  same  or  a  different  password 
than  the  password  used  in  steps  77  and  79.  If  the  re- 
mote  password  is  different,  it  is  communicated  to  the 
workstation  by  the  communication  broadcast.  If  the 
entered  password  does  not  match  the  remote  pass- 
word,  then  the  entered  password  is  invalid  and  the  re- 
sult  of  step  99  is  NO.  The  method  then  terminates, 
step  89,  leaving  the  keyboard  locked.  If  the  result  of 
step  99  is  YES,  the  entered  password  matches  the  re- 
mote  password,  and  the  method  unlocks  the  key- 
board,  step  101.  The  method  then  terminates,  step 
89,  allowing  the  user  unrestricted  access  to  the  work- 
station.  With  unrestricted  access,  the  user  is  free  to 
use  the  keyboard  in  any  manner.  Describing  how  the 
user  uses  the  keyboard  goes  beyond  the  scope  of  this 
invention. 

The  workstation  unlocking  method  of  Fig.  4  may 
be  modified  to  remove  the  necessity  for  entering  a  lo- 
cal  password  if  the  local  lock  is  not  enabled.  A  step 
may  be  introduced  to  determine  which  lock  is  en- 
abled,  the  remote  lock,  the  local  lock,  or  both,  after 
determining  that  the  keyboard  is  locked.  If  only  the  lo- 
cal  lock  is  enabled,  or  both  the  local  lock  and  the  re- 
mote  lock  are  enabled,  then  the  workstation  user  is 
required  to  enter  the  local  password.  However,  if  only 
the  remote  lock  is  enabled  then  the  workstation  user 
need  only  enter  the  remote  password  in  order  to  un- 
lock  the  workstation,  and  the  steps  involving  entering 
and  checking  the  validity  of  a  local  password  may  be 
bypassed. 

The  workstation  unlocking-method  of  Fig.  4  may 
also  be  modified  to  prevent  a  workstation  user  from 
unlocking  the  workstation  if  the  remote  lock  is  en- 
abled.  Tight  security  may  be  imposed  on  the  worksta- 
tions  by  permitting  only  security  users  at  the  host 
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computer  to  disable  a  remote  lock  imposed  on  the 
workstations  from  the  host  computer.  In  order  to  im- 
pose  this  security,  the  method  may  test  to  see  if  the 
workstation  is  subject  to  a  remote  lock  after  determin- 
ing  that  the  workstation  is  locked.  If  a  remote  lock  is  5 
in  place,  the  method  may  display  a  message  to  a 
workstation  user  indicating  that  the  workstation  is  re- 
motely  locked  and  may  not  be  accessed  until  the  re- 
mote  lock  is  removed  by  a  security  user.  The  method 
may  then  terminate,  leaving  the  workstation  locked.  w 
If  the  workstation  is  only  locally  locked,  then  the  meth- 
od  may  allow  the  entry  of  a  local  password  to  disable 
the  local  lock  and  allow  the  workstation  user  unre- 
stricted  access  to  the  workstation. 

Referring  now  to  Fig.  2,  an  example  of  changing  15 
the  lock  status  of  the  workstations  will  be  discussed. 
A  security  user  initiates  the  LAN  peripheral  lock  pro- 
gram  at  the  host  computer.  The  security  user  must  ini- 
tially  enter  a  lock,  unlock,  or  quit  command,  step  37. 
Entry  of  a  different  type  command  causes  the  meth-  20 
od  to  respond  by  waiting  for  correct  input.  If  the  secur- 
ity  user  enters  a  quit  command,  the  method  termin- 
ates. 

If,  however,  the  security  user  enters  a  lock  or  un- 
lock  command,  a  predicate  condition  specifying  the  25 
workstations  upon  which  the  command  is  to  operate 
is  then  entered,  step  45.  For  example,  if  the  command 
is  to  operate  on  every  workstation,  the  security  user 
would  enter  a  predicate  condition  such  as  "ALL  Ma- 
chines".  The  predicate  condition  may  also  include  30 
specific  peripherals  that  the  command  is  to  operate 
upon,  for  example,  the  workstation  keyboard.  Failure 
to  enter  a  valid  predicate  causes  the  method  to  dis- 
play  an  error  message  indicating  that  the  predicate 
was  invalid.  After  the  error  message  is  displayed,  the  35 
security  user  must  enter  a  lock,  unlock,  or  quit  com- 
mand  as  described  above. 

Once  a  valid  predicate  has  been  entered,  the  se- 
curity  user  must  enter  a  password,  step  55,  that  will 
enable  the  remote  locking  or  unlocking  of  the  worksta-  40 
tions  targeted  in  the  predicate  condition.  When  lock- 
ing  a  remote  workstation,  the  password  entered  by 
the  security  user  will  be  the  remote  password  re- 
quired  to  unlock  the  remote  lock.  When  unlocking  a 
remote  workstation,  the  password  entered  by  the  se-  45 
curity  user  must  match  the  password  stored  during 
enablement  of  the  remote  lock  in  order  to  unlock  the 
remote  lock.  After  the  security  user  enters  the  pass- 
word,  the  communication  broadcast  is  issued  overthe 
LAN,  and  the  method  completes  the  desired  locking  50 
or  unlocking  of  the  target  workstations  and  the  de- 
sired  peripherals. 

essing  system  comprising  one  or  more  elements, 
comprising  the  steps  of: 

a)  at  a  host  data  processing  system,  accept- 
ing  a  security  request  targeted  at  a  set  of  tar- 
get  data  processing  systems  interconnected 
with  said  host  data  processing  system  by  said 
network; 
b)  communicating  said  security  request  from 
said  host  data  processing  system  to  all  inter- 
connected  data  processing  systems  on  said 
network; 
c)  recognizing  said  security  request  at  said  set 
of  target  data  processing  systems;  and 
d)  changing  a  lock  status  of  said  elements  of 
said  target  data  processing  systems  in  re- 
sponse  to  said  recognized  security  request. 

2.  The  method  of  claim  1,  wherein  said  step  of  ac- 
cepting  a  security  request  further  comprises  the 
step  of  accepting  an  instruction  to  lock  said  target 
data  processing  systems. 

3.  The  method  of  claim  1,  wherein  said  step  of  ac- 
cepting  a  security  request  further  comprises  the 
step  of  accepting  an  instruction  to  unlock  said  tar- 
get  data  processing  systems. 

4.  The  method  of  claim  1  ,  wherein: 
a)  said  step  of  accepting  a  security  request 
further  comprises  the  step  of  accepting  a 
password;  and 
b)  said  step  of  recognizing  said  security  re- 
quest  further  comprises  the  step  of  recogniz- 
ing  said  password. 

5.  The  method  of  claim  1,  wherein  said  step  of  ac- 
cepting  a  security  request  further  comprises  the 
step  of  accepting  a  target  set  of  elements  to  be 
targeted  on  each  data  processing  system  of  said 
set  of  target  data  processing  systems. 

6.  The  method  of  claim  5,  wherein  said  step  of 
changing  a  lock  status  of  said  elements  of  said 
target  data  processing  systems  in  response  to 
said  recognized  security  request  further  compris- 
es  the  step  of  changing  a  lock  status  of  said  target 
set  of  elements  of  said  set  of  target  data  process- 
ing  systems. 

7.  The  method  of  claim  1,  wherein  said  step  of  ac- 
cepting  a  security  request  further  comprises  the 
step  of  accepting  a  predicate. 

8.  The  method  of  claim  1  ,  wherein  said  step  of  rec- 
55  ognizing  said  security  request  further  comprises 

the  step  of  determining  whether  each  data  proc- 
essing  system  interconnected  with  said  host  data 
processing  system  is  included  within  said  set  of 

Claims 

1.  A  method  of  remotely  securing  a  network  of  plural 
data  processing  systems,  with  each  data  proc- 
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target  data  processing  systems. 

9.  The  method  of  claim  1  ,  wherein  said  step  of  rec- 
ognizing  said  security  request  further  comprises 
the  step  of  recognizing  an  unlock  request  entered  5 
at  a  target  data  processing  system  of  said  set  of 
target  data  processing  systems. 

10.  The  method  of  claim  1  wherein  said  step  of 
changing  a  lock  status  of  said  elements  of  said  w 
target  data  processing  systems  in  response  to 
said  recognized  security  request  further  compris- 
es  the  step  of  changing  a  lock  status  of  a  key- 
board  of  each  of  said  target  data  processing  sys- 
tems.  15 

11.  A  data  processing  network,  comprising: 
a)  a  host  data  processing  system; 
b)  a  plurality  of  data  processing  systems  inter- 
connected  with  said  host  data  processing  sys-  20 
tern,  each  of  said  data  processing  systems 
having  one  or  more  elements  attached  there- 
to; 
c)  means  for  accepting  a  security  request  at 
said  host  data  processing  system,  said  secur-  25 
ity  request  being  targeted  at  a  set  of  said  data 
processing  systems; 
d)  means  for  recognizing  said  security  re- 
quest  at  said  targeted  data  processing  sys- 
tems  after  said  security  request  has  been  30 
communicated  over  said  network;  and 
e)  means  for  changing  a  lock  status  of  said 
elements  of  said  target  data  processing  sys- 
tems  in  response  to  said  recognized  security 
request.  35 

12.  The  network  of  claim  11,  wherein  said  means  for 
accepting  a  security  request  further  comprises 
means  for  accepting  an  instruction  to  lock  said 
elements  of  said  target  data  processing  systems.  40 

13.  The  network  of  claim  11,  wherein  said  means  for 
accepting  a  security  request  further  comprises 
means  for  accepting  an  instruction  to  unlock  said 
elements  of  said  target  data  processing  systems.  45 

14.  The  network  of  claim  11,  wherein: 
a)  said  means  for  accepting  a  security  request 
further  comprises  means  for  accepting  a 
password;  and  50 
b)  said  means  for  recognizing  said  security  re- 
quest  further  comprising  means  for  recogniz- 
ing  said  password. 

15.  The  network  of  claim  11,  wherein  said  means  for  55 
accepting  a  security  request  further  comprises 
means  for  accepting  a  target  set  of  elements  to 
be  targeted  on  each  data  processing  system  of 

said  target  data  processing  systems. 

16.  The  network  of  claim  15,  wherein  said  means  for 
changing  a  lock  status  of  said  elements  of  said 
target  data  processing  systems  in  response  to 
said  recognized  security  request  further  compris- 
es  means  for  changing  a  lock  status  of  said  target 
set  of  elements  of  said  set  of  target  data  process- 
ing  systems. 

17.  The  network  of  claim  11,  wherein  said  means  for 
accepting  a  security  request  further  comprises 
means  for  accepting  a  predicate. 

18.  The  network  of  claim  11,  wherein  said  means  for 
recognizing  a  security  request  further  comprises 
means  for  determining  whether  each  data  proc- 
essing  system  interconnected  with  said  host  data 
processing  system  is  included  within  said  set  of 
target  data  processing  systems. 

19.  The  network  of  claim  11,  wherein  said  means  for 
recognizing  said  security  request  further  com- 
prises  means  for  recognizing  an  unlock  request 
entered  at  a  target  data  processing  system  of  said 
set  of  target  data  processing  systems. 

20.  The  network  of  claim  11  wherein  said  means  for 
changing  a  lock  status  of  said  elements  of  said 
target  data  processing  systems  in  response  to 
said  recognized  security  request  further  compris- 
es  means  for  changing  a  lock  status  of  a  key- 
board  of  each  of  said  target  data  processing  sys- 
tems. 
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