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Description 

This  invention  relates  to  an  integrated  elec- 
tronic  security  lock  employing  an  electronic  key 
which  may  be  encoded  by  means  of  a  control 
system  coupled  to  the  lock. 

Various  systems  exist  in  the  prior  art  for  pro- 
viding  high  security  access  to  buildings.  Generally, 
there  is  a  trade-off  in  such  systems  between  flexi- 
bility  and  security,  whereby  the  most  secure  sys- 
tems  are  relatively  inflexible.  Thus,  for  example,  in 
one  system  the  finger  prints  of  all  authorised  en- 
trants  are  programmed  into  a  computer,  and  an 
optical  reader  coupled  to  the  computer  is  adapted 
to  read  the  finger  prints  of  people  seeking  access 
to  the  building,  permitting  entry  only  to  those 
whose  finger  prints  are  stored  in  the  computer 
memory.  Such  a  system  provides  high  security  but 
is  too  inflexible  to  be  serviceable  for  domestic 
premises,  for  example. 

Also  known  are  electronic  door  looking  appara- 
tus  including  a  key  containing  a  first  memory  for 
storing  a  first  code,  a  control  system  including  a 
second  memory  for  storing  a  second  code,  and  a 
processor  including  a  third  memory  for  storing  an 
instruction  set  and  for  effecting  a  comparison  of  the 
first  code  stored  in  the  first  memory  of  the  key  with 
the  second  code  stored  in  the  second  memory  of 
the  control  system  for  controlling  the  electronic 
locking  apparatus.  An  example  of  such  a  system  is 
described  in  DE-3006128. 

An  object  of  the  present  invention  is  to  provide 
an  electronic  door  locking  apparatus  wherein  the 
security  code  may  be  easily  but  safely  changed. 

According  to  the  present  invention,  there  is 
provided  an  electronic  door  locking  apparatus  com- 
prising:  an  electronic  door  locking  apparatus,  com- 
prising:  a  key  containing  a  first  memory  for  storing 
a  first  code;  and  an  electronic  lock  carried  by  the 
door  and  having  a  receptacle  for  receiving  said  key 
and  for  reading  said  first  code,  a  locking  mecha- 
nism  (Fig.  2)  actuatable  to  a  locking  or  unlocking 
condition,  and  a  control  system  (Fig.  1)  for  control- 
ling  said  locking  mechanism  in  response  to  the 
insertion  of  a  key  into  said  receptacle;  said  control 
system  comprising:  a  second  memory  for  storing  a 
second  code;  a  processor  including  a  third  memory 
for  storing  an  instruction  set  and  for  effecting  a 
comparison  of  the  first  code  stored  in  said  first 
memory  of  the  key  with  the  second  code  stored  in 
said  second  memory  of  the  control  system,  to 
determine  whether  a  match  exists;  key  detector 
means  for  detecting  whether  a  key  is  inserted  into 
said  receptacle;  and  status  determining  means  in- 
cluding  a  door  detector  for  indicating  whether  the 
door  is  open  or  closed;  characterized  in  that  said 
apparatus  includes  a  Copy-Code  control  member 
disposed  inwardly  of  the  door  and  actuatable  by 

the  user  when  the  second  code  stored  in  the 
memory  of  the  control  system  is  to  be  copied  into 
the  memory  of  another  key;  and  in  that  said  pro- 
cessor  is  programmed  so  as  to  be  effective,  if  (a)  a 

5  key  is  inserted  into  said  receptacle  as  detected  by 
said  detector  means,  (b)  the  first  code  stored  in 
said  first  memory  of  the  inserted  key  matches  the 
second  code  stored  in  said  second  memory  of  the 
control  system  as  determined  by  said  comparison 

io  means,  (c)  the  door  is  open  as  determined  by  said 
door  detector  means,  and  (d)  the  Copy-Code  con- 
trol  member  is  actuated,  then  to  copy  the  second 
code  stored  in  said  second  memory  of  the  control 
system  into  the  first  memory  of  another  key  subse- 

75  quently  inserted  into  said  receptacle. 
Preferably,  the  electronic  key  is  a  sealed  unit 

containing  a  NOVRAM  (non-volatile  random  access 
memory)  powered  by  an  internal  lithium  cell,  which 
NOVRAM  is  able  to  store  information  in  the  event 

20  of  power  failiure.  The  key  is  provided  with  external 
pins  for  coupling  to  the  security  lock  control  circuit 
via  a  suitable  receptacle  provided  therein.  The  key 
pins  include  pins  for  providing  power  to  the  key  as 
well  as  writing  data  thereto  and  reading  data  there- 

25  from.  Additionally,  one  pin  permits  connection  of  a 
clock  synchronizing  signal  and  another  pin  is  used 
in  order  to  reset  the  NOVRAM.  Thus,  a  code  may 
be  stored  indefinitely  in  the  key  and  may  be  read 
by  the  security  lock  control  circuit  which  is  also 

30  adapted  to  write  a  new  code  to  the  key. 
In  one  prefered  embodiment  the  key  device 

provided,  is  divided  into  three  major  parts,  of  which 
the  first  two  are  password  areas  allowing  (or  alter- 
natively  preventing)  access  to  the  key;  and  the  last 

35  part  is  the  actual  storage  of  the  active  system 
codes.  The  said  active  code  area  is  divided  into 
four  zones  (or  any  other  required  number  of 
zones),  having  a  zone  A  of  highest  priority,  fol- 
lowed  by  a  zone  B  of  secondary  priority  and  so  on; 

40  so  that  when  the  key  is  entered  into  any  coded 
system,  the  system  will  search  for  the  appropriate 
code  zone  on  the  key  and  will  react  according  to 
the  preset  priority;  so  that  the  zones  A  through  D 
will  not  open  door  systems,  only  the  highest  prior- 

45  ity  key  will  open  all  the  systems. 
Each  of  the  said  systems  could  generate  new 

system  codes,  effecting  only  the  portion  of  the 
active  code  zone  in  that  particular  system  leaving 
all  the  other  code  zones  intact. 

50  A  control  panel  situated  within  the  premises 
permits  the  owner  of  the  premises  to  lock  and 
unlock  the  door  from  the  inside,  without  using  the 
key.  Other  functions  may  also  be  activated  by 
inserting  a  valid  key  into  the  key  receptacle,  follow- 

55  ing  which  the  user  may  request  the  control  circuit 
to  generate  a  new  code  for  subsequent  storage 
within  the  key,  whose  secret  code  is  thereby  imme- 
diately  changed,  the  computing  means  is  prefer- 
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ably  constituted  by  a  microprocessor  containing  an 
"active"  code  which,  at  the  request  of  the  user, 
may  automatically  be  copied  to  any  number  of 
other  keys. 

In  a  preferred  embodiment,  an  audio  monitor- 
ing  system  is  provided  which  produces  an  audio 
feedback  signal  in  response  to  each  procedure 
performed  by  the  user.  Thus,  for  example,  in  re- 
sponse  to  inserting  a  key  into  the  receptacle,  the 
connection  is  acknowledged  by  an  audio  signal 
which  continues  to  sound  until  the  key  is  removed, 
thereby  cautioning  the  user  against  leaving  his  key 
in  the  receptacle  inadvertently. 

Preferably,  there  is  also  coupled  to  the  security 
lock  a  comprehensive  alarm  system  which  is 
adapted  to  prevent  the  user  from  locking  the  prem- 
ises  from  the  outside  whilst  access  is  still  available 
to  the  building  through  open  windows  and  so  on. 
The  alarm  will  also  sound  if  an  invalid  key  is 
inserted  into  the  receptacle  or  if  the  lock  mecha- 
nism  is  interfered  with. 

Also  built  into  the  system  is  a  series  of  power 
failure  safety  features.  Within  the  premises,  the 
user  is  provided  with  mechanical  means  for  unloc- 
king  the  door  independent  of  the  motor  mecha- 
nism,  in  the  event  of  a  power  failiure.  Relatively 
short  power  failures  have  no  adverse  effect  on  the 
control  systems,  since  this  is  provided  with  auto- 
matic  recharegable  battery  back-up.  The  battery 
back-up  is  maintained  fully  charged  via  the  mains 
supply,  and  operates  automatically  in  the  event  of 
mains  power  failure.  In  the  unlikely  event  of  com- 
plete  power  failure  for  a  prolonged  period  of  time, 
such  that  the  active  code  is  effectively  erased  from 
the  microprocessor  memory,  a  basic  code  stored 
within  an  EPROM  (Eraseable  Programmable  Read 
Only  memory)  is  automatically  written  to  the  micro- 
processor  memory  as  soon  as  the  power  is  re- 
turned.  The  user  is  then  able  to  gain  access  to  the 
premises  by  means  of  a  seperate  key  programmed 
with  the  same  basic  code,  and  is  then  able  to 
generate  a  new  active  code  which  can  be  copied  to 
any  number  of  other  keys. 

The  microprocessor  memory  storing  the  active 
code  and  the  memory  within  the  key  contain  256 
bits  of  information.  Thus,  the  total  number  of  per- 
mutations  is  enourmous.  It  will  thus  be  clear  that 
the  invention  provides  a  high  security  access  sys- 
tem  which  is  nevertheless  also  highly  flexible. 

BRIEF  DESCRIPTION  OF  THE  DRAWINGS 

The  invention  will  now  be  described  with  re- 
gard  to  an  integrated  electronic  security  lock  suit- 
able  for  domestic  premises  and  incorporating  an 
intruder  alarm  system,  with  reference  to  the  ac- 
companying  drawings  in  which: 

Fig  1  is  a  block  diagram  showing  functionally 
the  main  components  of  the  system. 
Fig  2  shows  in  a  simplified  manner  the  door 
mechanism;  and 

5  Fig  3  is  a  flow  diagram  showing  in  a  simplified 
manner  the  operation  of  the  system. 

DETAILED  DESCRIPTION  OF  PREFERRED  EM- 
BODIMENT 

10 
Referring  to  Fig  1,  there  is  shown  a  micropro- 

cessor  1  which  derives  its  clock  signals  by  means 
of  an  internal  clock  whose  reference  signals  are 
provided  by  a  quartz  crystal  2.  An  instruction  set 

is  for  the  microprocessor  is  stored  in  an  EPROM  4 
which  is  enabled  by  a  chip  enable  pulse  provided 
by  the  microprocessor  1.  Connected  to  the  micro- 
processor  1  is  a  local  oscillator  6  coupled  to  a 
loudspeaker  7. 

20  The  local  oscillator  6  is  coupled  to  the  micro- 
processor  1  so  as  to  produce  a  variable  frequency 
audible  tone  on  the  loudspeaker  7  in  response  to 
instructions  from  the  microprocessor  1  . 

Also  coupled  to  the  microprocessor  1  is  a  key 
25  receptacle  9  which,  in  a  preferred  embodiment, 

contains  five  sockets  into  which  corresponding  pins 
of  an  external  key  10  may  be  inserted.  Three 
output  lines  from  the  microprocessor  1  are  con- 
nected  to  a  bank  of  three  selector  switches 

30  11,12,13  which  permit  selected  instructions  within 
the  EPROM  4  to  be  initiated. 

The  microprocessor  1  is  also  connected  to  a 
lock  mechanism  12  which  is  fitted  inside  a  door  D 
openable  and  closable  with  respect  to  a  door  frame 

35  F,  and  lockable  or  unlockable  when  in  its  closed 
position.  Preferably,  the  microprocessor  1  is  also 
coupled  to  an  alarm  14  which  is  integrated  within 
the  system  so  as  to  render  it  secure.  The  alarm  14 
may  be  a  standard  intruder  alarm  system  provided 

40  with  a  plurality  of  sensors  which  monitor  the  status 
(i.e.  locked  or  unlocked)  of  selected  doors  and 
windows  within  the  building.  Such  alarm  systems 
generally  have  "safe"  and  "unsafe"  states  cor- 
responding,  respectively,  to  the  situation  wherein 

45  all  the  monitored  entrances  are  locked  and  to  that 
where  at  least  one  entrance  is  unlocked.  The  alarm 
system  14  is  so  integrated  with  the  control  system, 
constituted  by  the  microprocessors  1  and  its  asso- 
ciated  circuitry,  that  the  door  may  not  be  locked 

50  from  the  outside  whilst  the  status  of  the  alarm 
system  is  "unsafe". 

Fig.  2  shows  a  simplified  mechanical  arrange- 
ment  of  the  lock  mechanism  12  carried  by  the  door 
D.  The  lock  mechanism  is  shown  schematically  by 

55  means  of  a  drive  wheel  20  provided  with  peripheral 
teeth  21.  Locking  bars  22,  23,  24  and  25  are  so 
connected  to  the  drive  wheel  20  that  they  are 
either  retracted  or  extended  according  to  the  direc- 
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tion  of  motion  of  the  drive  wheel  20.  The  number  of 
locking  bars  and  the  exact  mechanical  arrangement 
by  which  they  are  operated  is  not  a  feature  of  the 
invention,  it  being  important  only  that  they  can  be 
adpated  to  operate  from  a  single  drive  wheel. 

Mounted  adjacent  to  one  of  the  drive  locks  25 
are  two  normally  open  microswitches  27  and  29 
which  are  adapted  to  be  closed  via  a  small  protru- 
sion  30  so  connected  to  the  locking  bar  25  that  the 
microswith  27  is  closed  when  the  locking  bar  25  is 
fully  retracted  and  the  microswitch  29  is  closed 
when  the  locking  bar  is  fully  extended.  Thus,  when 
the  door  is  locked  the  microswitch  29  is  closed 
and,  conversely,  when  the  door  is  unlocked  the 
microswich  27  is  closed. 

The  drive  wheel  20  is  rotated  by  means  of  a 
worm  gear  32  driven  by  a  motor  34  which  is 
connected  to  the  worm  gear  32  by  a  shaft  35.  Also 
mounted  on  the  shaft  35  is  a  standard  gear  wheel 
37  whose  teeth  are  adapted  to  mesh  with  the  teeth 
of  a  second,  larger,  gear  wheel  38  mounted  on  a 
shaft  39.  A  window  40  is  provided  on  the  internal 
surface  of  the  door  through  which  a  part  of  the 
periphery  of  the  gear  wheel  38  protrudes. 

The  motor  34  is  a  compact,  high  power  device 
and  is  connected  to  the  microprocessor  1  via  two 
lines  which  control  the  direction  of  rotation  of  the 
motor  34.  The  use  of  a  worm  gear  32  provides  a 
high  mechanical  advantage  and  also  prevents  the 
drive  wheel  20  from  being  rotated  manually.  The 
gear  chain  comprising  gear  wheel  37  and  38  is 
provided  as  a  safety  device  in  case  the  power  to 
the  motor  34  is  interrupted.  In  this  case,  the  gear 
wheel  38  may  be  turned  manually  through  the 
window  40  from  within  the  building,  thereby  turning 
the  shaft  35  via  gear  wheel  37  and  so  turning  the 
drive  wheel  20  in  a  direction  dependent  upon  the 
direction  of  rotation  of  the  gear  wheel  38.  Thus,  this 
provides  a  method  of  locking  or  unlocking  the  door 
manually  from  within  the  building  in  the  event  of  a 
power  failiure. 

The  two  microswitches  27  and  29  are  respec- 
tively  coupled  to  the  microprocessor  1  and  provide 
a  means  of  determining  the  status  of  the  door  (i.e. 
unlocked  or  locked).  When  the  lock  mechanism  is 
operating  there  will  be  a  small  time  interval  wherein 
the  protrusion  30  on  the  locking  bar  25  is  between 
the  two  microswitches  27  and  29.  In  this  condition, 
both  the  microswitches  27  and  29  will  be  open,  the 
microprocessor  1  is  so  programmed  that  if  both  the 
microswitches  27  and  29  are  open  for  a  period  of 
time  substantially  greater  than  that  taken  for  the 
lock  mechanism  to  invert  the  status  from  locked  to 
unlocked,  or  vice  versa,  the  alarm  14  will  become 
energised.  The  two  microswitches  27  and  29  con- 
stitute  status  determination  means  which  is  adapt- 
ed  to  discourage  tampering  with  the  system  by  a 
would-be  intruder. 

It  is  desireable  to  disable  closure  of  the  lock 
mechanism  when  the  door  is  physically  ajar,  in 
order  to  prevent  mechanical  damage  to  the  locking 
bars  22,  23,  24  and  25.  The  lower  vertical  bar  24, 

5  in  particular,  could  be  damaged  by,  or  cause  dam- 
age  to,  the  floor,  were  it  to  be  extended  with  the 
door  open.  In  order  to  protect  against  this  happen- 
ing,  a  magnet  switch  42  (Fig.1)  is  located  within  the 
door  frame  so  as  to  be  operated  when  the  door  is 

io  closed.  The  magnet  switch  (42)  is  coupled  to  the 
microprocessor  1  which  is  adapted  to  prevent  the 
lock  mechanism  operating  when  the  magnet  switch 
indicates  that  the  door  is  open. 

The  system  is  operated  by  inserting  a  valid 
is  key  10  into  the  key  receptacle  9  shown  in  Fig.1. 

The  key  itself  (10)  is  not  a  feature  of  the  invention 
and  any  suitable  device  may  be  used  which  con- 
tains  a  random  access  memory  RAM-1,  e.g.  a 
NOVRAM  which  can  be  written  to,  or  read  by,  the 

20  microprocessor  1.  In  a  preferred  embodiment,  the 
key  is  provided  with  five  pins  which  engage  the 
sockets  of  the  key  receptacle,  so  as  to  provide 
electrical  contact  with  corresponding  terminals  in 
the  key  receptacle.  One  of  the  pins  provides  serial 

25  data  communication  between  the  key  and  the 
microprocessor.  Of  the  remaining  four  pins,  two 
provide  the  power  supply  to  the  key,  one  provides 
a  clock  signal  for  synchronizing  the  NOVRAM,  and 
the  fourth  provides  a  reset  signal  for  resetting  the 

30  contents  of  the  NOVRAM. 
The  selector  switches  11,12,13  shown  in  Fig.1 

are  constituted  by  three  pushbutton  switches  lo- 
cated  within  the  building.  The  first  of  these  switch- 
es  11,  labelled  LUCM  (lock/unlock  control  mem- 

35  ber),  permits  the  door  to  be  locked  or  unlocked 
from  within  the  building,  whilst  the  other  two  push- 
button  switches  12,13  are  adapted  to  function  only 
when  a  valid  key  is  present  within  the  key  recepta- 
cle  9.  They  are,  moreover,  responsive  to  the  output 

40  signal  from  the  magnet  switch  42  indicating  the 
condition  of  the  door  D,  and  are  adapted  to  operate 
only  when  the  door  is  open.  Switch  12,  labelled 
NCCM  (new  control  code  member)  initiates  a  se- 
quence  of  instructions  within  the  instruction  set, 

45  and  permits  a  new  code  to  be  generated  randomly 
and  then  used  as  the  code  stored  in  memory 
MEM-1  of  the  key  within  the  key  receptacle  9  so  as 
to  supercede  its  previous  code.  Switch  13,  labelled 
CCCM  (copy  code  control  member)  also  initiates  a 

50  sequence  of  instructions  within  the  instruction  set, 
so  as  to  copy  the  current  active  code  to  as  many 
keys  as  required. 

The  EPROM  4  contains  the  instruction  set  for 
operating  the  microprocessor  1,  and  retains  the 

55  stored  data  even  in  the  event  of  a  power  failure. 
The  EPROM  also  contains  a  "basic"  code  which  is 
stored  within  the  NOVRAM  of  a  corresponding  "ba- 
sic"  key.  Microprocessor  1  further  includes  a  mem- 
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ory  MEM-2  which  stores  the  "valid"  code  to  be 
compared  by  the  microprocessor  with  the  code 
stored  in  MEM-1  of  the  key  10  to  determine  wheth- 
er  the  key  is  a  valid  one. 

The  system  is  provided  with  a  rechargeable 
battery  back-up  50,  which  supplies  power  to  the 
system  in  the  event  of  a  mains  power  failure.  In  the 
event  of  a  prolonged  mains  power  failure,  of  suffi- 
cient  duration  that  the  battery  back-up  also  be- 
comes  exhausted,  the  active  code  stored  within  the 
memory  of  the  microprocessor  1  will  be  lost.  Under 
such  circumstances,  even  when  the  power  to  the 
system  is  restored,  the  "valid"  key  containing  the 
active  code  stored  in  its  memory  MEM-1  will  no 
longer  operate  the  system,  because  the  valid  code 
contained  therein  no  longer  corresponds  to  that 
stored  within  memory  MEM-2  of  the  microproces- 
sor  1  . 

Therefore,  the  EPROM  4  also  contains  a  power 
failure  interrupt  routine  which  is  initiated  in  the 
event  of  total  power  failure  to  the  system.  The 
power  failure  interrupt  routine  is  shown  in  the  flow 
diagram  of  Fig.3.  Upon  this  interruption  of  power 
such  that  the  date  within  MEM-2  is  lost,  upon  the 
restoration  of  power  the  microprocessor  copies  the 
basic  code  stored  permanently  within  the  non-vola- 
tile  EPROM  4  to  the  memory  MEM-2  of  the  micro- 
processor  1  containing  the  active  code.  A  user  may 
then  activate  the  control  system  by  entering  a 
"basic"  key  containing  the  basic  code  into  the  key 
receptacle  9,  since  the  basic  key  now  functions  as 
a  valid  key.  The  basic  key  must  be  secured  in  a 
safe  place  accessible  to  the  user  from  outside  the 
premises  protected  by  the  security  lock  of  the 
present  invention.  Having  gained  entry  to  the  build- 
ing  by  means  of  the  basic  key,  the  user  may  then 
generate  a  new  code  and  copy  this  new  code  to 
other  keys  as  will  now  be  described. 

Fig  3  shows,  in  a  simplified  manner,  how  the 
system  operates.  The  control  system  constantly 
monitors  whether  a  key  is  present  within  the  key 
receptacle  9.  When  no  key  is  present,  only  the 
"lock/unlock"  pushbutton  switch  11  within  the 
building  is  functional.  Therefore,  the  system  checks 
whether  the  "lock/unlock"  pushbutton  switch  11  is 
depressed  and,  if  not,  control  is  returned  to  the 
start  of  the  control  loop.  As  soon  as  the 
"lock/unlock"  pushbutton  switch  11  is  depressed, 
the  system  checks  the  status  of  the  lock  mecha- 
nism,  as  explained  above.  If  the  door  is  locked,  the 
control  circuit  sends  a  suitable  instruction  to  the 
motor  34  so  as  to  unlock  the  door  and,  conversely, 
if  the  lock  mechanism  is  unlocked,  the  control 
circuit  causes  it  to  be  locked.  Thus,  the  control 
loop  checks  the  status  of  the  lock  mechanism  and 
then  inverts  it.  Having  done  this,  control  is  returned 
to  the  start  of  the  control  loop. 

As  soon  as  a  key  is  inserted  into  the  key 
receptacle  9,  the  control  loop  checks  whether  the 
key  is  valid.  If  not,  control  is  returned  to  the  start  of 
the  control  loop,  and  the  operator  has  an  opportu- 

5  nity  to  insert  another  key.  In  one  preferred  embodi- 
ment  wherein  several  active  key  portions  are  cod- 
ed,  the  said  control  loop  will  check  for  validity  only 
the  portion  of  the  active  code  which  is  valid  for  the 
specific  location.  In  a  preferred  embodiment  (not 

io  shown  in  Fig.3)  if  an  invalid  key  is  inserted  three 
times  consecutively  into  the  key  receptacle  9,  the 
alarm  system  14  is  energised  automatically.  If  the 
key  is  valid,  the  control  system  checks  the  status 
of  the  lock  mechanism  and  then  inverts  it.  In  this 

is  way  a  user  may  leave  his  premises  and  close  the 
door,  and  then  insert  a  valid  key  into  the  key 
receptacle  9  in  order  to  lock  the  door  automatically. 
On  his  return,  inserting  the  key  into  the  key  recep- 
tacle  9  will  automatically  unlock  the  door. 

20  In  order  to  initiate  the  "copy"  and  "new  code" 
functions,  the  door  must  be  opened  as  detected  by 
the  magnetic  switch  42  and  a  valid  key  must  be 
inserted  into  the  key  receptacle  9.  Thus,  the  control 
loop  is  adapted  to  check  whether  the  door  is  open 

25  and,  if  not,  control  is  returned  to  the  start  of  the 
control  loop.  If,  on  the  other  hand,  the  door  is  open, 
the  system  checks  whether  either  the  "copy"  push- 
button  switch  13  or  the  "new  code"  pushbutton 
switch  12  is  depressed.  If  the  "copy"  pushbutton 

30  switch  13  is  depressed,  the  active  code  stored 
within  MEM-2  of  the  computer  memory  is  copied  to 
the  key  subsequently  inserted  into  the  key  recepta- 
cle  9.  This  loop  may  then  be  repeated  as  many 
times  as  required  by  the  user,  so  as  to  copy  the 

35  active  code  to  as  many  keys  as  required.  Since 
this  loop  is  activated  only  when  a  valid  key  is 
present  within  the  key  receptacle  9,  when  this  loop 
is  first  executed,  the  active  code  is  copied  to  the 
valid  key  containing  that  code.  However,  the 

40  "copy"  loop  may  be  repeated  without  checking  that 
a  valid  key  is  inserted  into  the  key  ring  receptacle 
9.  Thus,  the  instructions  within  the  "copy"  loop 
may  then  be  repeated  with  blank  or  invalid  keys  in 
order  to  achieve  the  desired  result  while  the  door 

45  remains  open. 
When  the  "new  code"  pushbutton  switch  12  is 

depressed,  the  control  system  automatically  gen- 
erates  a  new  active  code  which  is  stored  within  the 
microprocessor  memory  MEM-2.  This  active  code 

50  is  then  written  to  the  valid  key  within  the  key 
receptacle  9  by  means  of  a  serial  data  communica- 
tions  line  connecting  the  microprocessor  1  to  the 
key.  In  order  to  check  the  integrity  of  data  transfer, 
the  "new  code"  loop  also  verifies  that  the  code 

55  stored  within  the  key  memory  corresponds  to  the 
active  code  stored  within  the  microprocessor  mem- 
ory  before  allowing  further  "copy"  or  "new  code" 
functions  to  be  executed.  In  one  prefered  embodi- 

5 
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ment  the  new  code  generated  and  the  program  are 
dependent  on  the  location,  so  that  only  one  portion 
of  the  code  that  is  valid  for  the  specific  location  is 
rewritten. 

As  further  shown  in  Fig.3,  when  a  key  is  in- 
serted  into  the  key  receptacle  9,  the  local  oscillator 
6  produces  an  audible  tone  on  the  loudspeaker  7 
which  continues  until  the  key  is  removed  from  the 
key  receptacle  9.  This  audible  tone  both  acknowl- 
edges  insertion  of  a  key  into  the  key  receptacle, 
and  acts  as  an  audible  warning  to  caution  the  user 
to  remove  his  key  from  the  key  receptacle  before 
entering  or  leaving  the  premises.  In  a  similar  man- 
ner,  the  local  oscillator  6  may  be  adapted  to  pro- 
duce  audible  tones  of  variable  frequency  through 
the  loudspeaker  7,  according  to  which  of  the  three 
selector  pushbutton  switches  is  pressed. 

In  a  preferred  embodiment,  the  active  code  is 
stored  within  256  bits  of  memory  thereby  providing 
a  total  number  of  possible  active  codes  in  the  order 
of  1070.  This  is  greatly  in  excess  of  the  number  of 
permutation  offered  by  prior  art  systems  which 
require  the  user  to  remember  his  own  personal 
identity  code.  Thus,  the  invention  provides  a  flexi- 
ble,  high-security,  intergrated  security  lock  which 
may  easily  be  protected  by  an  external  alarm  sys- 
tem,  and  enables  a  user  to  program  his  key  with  a 
highly  secure  random  code  and  also  to  produce 
copies  of  the  key  thus  produced. 

Claims 

1.  An  electronic  door  locking  apparatus,  compris- 
ing:  a  key  (10)  containing  a  first  memory 
(MEM-1)  for  storing  a  first  code;  and  an  elec- 
tronic  lock  carried  by  the  door  (D)  and  having 
a  receptacle  (9)  for  receiving  said  key  and  for 
reading  said  first  code,  a  locking  mechanism 
actuatable  to  a  locking  or  unlocking  condition, 
and  a  control  system  for  controlling  said  lock- 
ing  mechanism  in  response  to  the  insertion  of 
a  key  into  said  receptacle;  said  control  system 
comprising:  a  second  memory  (MEM-2)  for 
storing  a  second  code;  a  processor  (1)  includ- 
ing  a  third  memory  (4)  for  storing  an  instruc- 
tion  set  and  for  effecting  a  comparison  of  the 
first  code  stored  in  said  first  memory  of  the 
key  with  the  second  code  stored  in  said  sec- 
ond  memory  of  the  control  system,  to  deter- 
mine  whether  a  match  exists;  key  detector 
means  (9)  for  detecting  whether  a  key  is  in- 
serted  into  said  receptacle;  and  status  deter- 
mining  means  including  a  door  detector  (42) 
for  indicating  whether  the  door  is  open  or 
closed;  characterized  in  that  said  apparatus 
includes  a  Copy-Code  control  member  (13) 
disposed  inwardly  of  the  door  and  actuatable 
by  the  user  when  the  second  code  stored  in 

the  memory  of  the  control  system  is  to  be 
copied  into  the  memory  of  another  key;  and  in 
that  said  processor  is  programmed  so  as  to  be 
effective,  if  (a)  a  key  is  inserted  into  said 

5  receptacle  as  detected  by  said  detector 
means,  (b)  the  first  code  stored  in  said  first 
memory  of  the  inserted  key  matches  the  sec- 
ond  code  stored  in  said  second  memory  of  the 
control  system  as  determined  by  said  compari- 

io  son  means,  (c)  the  door  is  open  as  determined 
by  said  door  detector  means,  and  (d)  the 
Copy-Code  control  member  is  actuated,  then 
to  copy  the  second  code  stored  in  said  second 
memory  of  the  control  system  into  the  first 

is  memory  of  another  key  subsequently  inserted 
into  said  receptacle. 

2.  The  apparatus  according  to  Claim  1,  wherein 
said  control  system  further  comprises  a  New- 

20  Code  control  member  (12)  disposed  inwardly 
of  the  door  and  actuatable  by  the  user  when  a 
new  code  is  to  be  generated; 

and  wherein  said  processor  (1)  is  further 
programmed  so  as  to  be  effective  if  (a)  a  key 

25  is  inserted  into  said  receptacle,  (b)  the  first 
code  stored  in  the  memory  of  the  inserted  key 
matches  the  second  code  stored  in  said  sec- 
ond  memory  of  the  control  system  as  deter- 
mined  by  said  comparison  means,  (c)  the  door 

30  is  open,  and  (d)  the  New-Code  control  member 
is  actuated,  then  to  generate  a  new  code  and 
to  store  same  in  said  first  memory  of  the 
inserted  key  and  in  said  second  memory  of  the 
control  system. 

35 
3.  The  apparatus  according  to  Claim  1,  wherein 

said  status  determining  means  further  includes 
a  detector  (27,  29)  for  detecting  whether  the 
locking  mechanism  is  in  its  locking  or  unloc- 

40  king  position;  and  a  Lock-Unlock  control  mem- 
ber  (11)  actuated  by  the  user; 

and  wherein  said  processor  (1)  is  further 
programmed  so  as  to  be  effective  when  the 
Lock-Unlock  control  member  has  been  actu- 

45  ated,  to  actuate  said  locking  mechanism  to  its 
locking  condition  if  then  in  the  unlocking  con- 
dition,  or  to  its  unlocking  condition  if  then  in 
the  locking  condition. 

50  4.  The  apparatus  according  to  Claim  1,  wherein 
said  contol  system  further  includes  a  read- 
only-memory  (4)  storing  a  basic  code; 

and  wherein  said  processor  (1)  is  futher 
programmed  so  as  to  be  effective,  upon  the 

55  interruption  and  restoration  of  power  to  the 
control  system,  automatically  to  store  said  ba- 
sic  code  in  said  second  memory  of  the  control 
system. 

6 
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5.  The  apparatus  according  to  Claim  1,  wherein 
said  locking  mechanism  comprises: 

at  least  one  locking  bolt  (22-25)  carried  by 
the  door  (D)  and  receivable  in  a  socket  (28)  in 
the  door  frame  (F), 

a  rotary  motor  (34)  carried  by  the  door, 
and  a  transmission  (35,  32,  20)  coupling 

said  rotary  motor  to  said  locking  bolt  to  drive  it 
into  or  out  of  said  socket. 

6.  The  apparatus  according  to  Claim  5,  wherein 
said  transmission  has  a  portion  disposed  in  a 
window  (40)  accessible  from  the  inner  side  of 
the  bolt  to  permit  manual  actuation  of  the  lock- 
ing  bolt  into  or  out  of  said  socket. 

7.  The  apparatus  according  to  Claim  5,  wherein 
said  locking  mechanism  comprises  a  plurality 
of  locking  bolts  (22-25)  coupled  to  a  drive 
wheel  (20)  rotated  by  said  rotary  motor  (34). 

Patentanspruche 

1.  Elektronische  TurverschlieBvorrichtung,  die 
aufweist:  einen  Schlussel  10,  der  einen  ersten 
Speicher  (MEM-1)  zum  Speichern  eines  ersten 
Codes  umfaBt;  und  ein  elektronisches  SchloB, 
das  voll  der  Tur  (D)  getragen  wird  und  eine 
Aufnahme  9  zum  Aufnehmen  des  Schlussels 
und  zum  Lesen  des  ersten  Codes  hat,  einen 
VerschluBmechanismus,  der  in  eine  verschlos- 
sene  oder  unverschlossene  Stellung  bringbar 
ist,  und  ein  Kontrollsystem  zum  Steuern  des 
VerschlieBmechanismus  in  Abhangigkeit  vom 
Einstecken  eines  Schlussels  in  die  Aufnahme; 
das  Kontrollsystem  weist  auf:  einen  zweiten 
Speicher  (MEM-2)  zum  Speichern  eines  zwei- 
ten  Codes;  einen  Prozessor  1  mit  einem  dritten 
Speicher  4  zum  Speichern  von  Anweisungen 
und  zur  Durchfuhrung  eines  Vergleichs  des 
ersten,  im  ersten  Speicher  des  Schlussels  ge- 
speicherten.  Codes  mit  dem  zweiten,  im  zwei- 
ten  Speicher  des  Kontrollsystems  gespeicher- 
ten  Code,  urn  zu  bestimmen,  ob  sie  zueinan- 
der  passen;  einen  Schlusselsensor  9,  urn  fest- 
zustellen,  ob  ein  Schlussel  in  die  Aufnahme 
eingesteckt  ist;  und  eine  Stellungsprufeinrich- 
tung,  die  einen  Tursensor  42  zum  Feststellen, 
ob  die  Tur  offen  oder  geschlossen  ist,  umfaBt; 
dadurch  gekennzeichnet,  dal3  die  Vorrich- 
tung  eine  Codekopierkontrolleinrichtung  (13) 
umfaBt,  die  in  einem  Innenbereich  der  Tur 
angeordnet  und  von  einem  Benutzer  betatigbar 
ist,  wenn  der  zweite,  im  Speicher  des  Kontroll- 
systems  gespeicherte  Code  in  den  Speicher 
eines  weiteren  Schlussels  kopiert  werden  soil; 
und  dal3  der  Prozessor  so  programmiert  ist, 
dal3  er  wirksam  wird,  wenn  (a)  ein  Schlussel  in 

die  Aufnahme  eingesteckt  wird,  was  vom  Sen- 
sor  festgestellt  wird,  (b)  der  erste  im  ersten 
Speicher  des  eingesteckten  Schlussels  gespei- 
cherte  Code  zu  dem  zweiten,  im  zweiten  Spei- 

5  cher  des  Kontrollsystems  gespeicherten  Code 
paBt,  was  vom  Vergleicher  festgestellt  wird  (c) 
die  Tur  offen  ist,  was  vom  Tursensor  festge- 
stellt  wird,  und  (d)  die  Codekopierkontrollein- 
richtung  betatigt  ist,  urn  dann  den  zweiten,  im 

io  zweiten  Speicher  des  Kontrollsystems  gespei- 
cherten  Code  in  den  ersten  Speicher  eines 
weiteren  Schlussels  zu  kopieren,  der  anschlie- 
I3end  in  die  Aufnahme  eingesteckt  wird. 

is  2.  Vorrichtung  nach  Anspruch  1,  dadurch  ge- 
kennzeichnet,  dal3  das  Kontrollsystem  des 
weiteren  eine  Neucodekontrolleinrichtung  (12) 
aufweist,  die  im  Innenbereich  der  Tur  angeord- 
net  und  vom  Benutzer  betatigbar  ist,  wenn  ein 

20  neuer  Code  erzeugt  werden  soil; 
und  dal3  der  Prozessor  (1)  des  weiteren  so 
programmiert  ist,  dal3  er  wirksam  wird,  wenn 
(a)  ein  Schlussel  in  die  Aufnahme  eingesteckt 
ist,  (b)  der  erste,  im  Speicher  des  eingesteck- 

25  ten  Schlussels  gespeicherte  Code  zum  zwei- 
ten,  im  zweiten  Speicher  des  Kontrollsystems 
gespeicherten  Code  paBt,  was  vom  Vergleicher 
festgestellt  wird,  (c)  die  Tur  offen  ist,  und  (d) 
die  Neucodekontrolleinrichtung  betatigt  ist,  urn 

30  einen  neuen  Code  zu  erzeugen  und  im  ersten 
Speicher  des  eingesteckten  Schlussels  und  im 
zweiten  Speicher  des  Kontrollsystems  abzu- 
speichern. 

35  3.  Vorrichtung  nach  Anspruch  1,  dadurch  ge- 
kennzeichnet,  dal3  die  Stellungsprufeinrich- 
tung  des  weiteren  einen  Sensor  (27,  29)  zum 
Feststellen,  ob  der  VerschluBmechanismus 
sich  in  seiner  verschlossenen  oder  unver- 

40  schlossenen  Stellung  befindet;  und  eine  vom 
Benutzer  zu  betatigende  verschlossene-unver- 
schlossene  Kontrolleinrichtung  (11)  aufweist; 
und  dal3  der  Prozessor  (1)  des  weiteren  so 
programmiert  ist,  dal3  er  wirksam  wird,  wenn 

45  die  verschlossene-unverschlossene  Kontrollein- 
richtung  betatigt  worden  ist,  urn  den  Ver- 
schlieBmechanismus  in  seine  verschlossene 
Stellung,  wenn  er  sich  in  der  unverschlossenen 
Stellung  befindet,  oder  in  seine  unverschlosse- 

50  ne  Stellung,  wenn  er  sich  in  seiner  verschlos- 
senen  Stellung  befindet,  zu  verbringen. 

4.  Vorrichtung  nach  Anspruch  1,  dadurch  ge- 
kennzeichnet,  dal3  das  Kontrollsystem  des 

55  weiteren  einen  Nur-Lese-Speicher  (4)  umfaBt, 
in  welchem  ein  Basiscode  gespeichert  ist; 
und  dal3  der  Prozessor  (1)  des  weiteren  so 
programmiert  ist,  dal3  er  nach  einer  Unterbre- 

7 
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chung  und  Wiedereinsetzen  der  Energieversor- 
gung  des  Kontrollsystems  wirksam  wird,  urn 
den  Basiscode  von  selbst  im  zweiten  Speicher 
des  Kontrollsystems  abzuspeichern. 

5.  Vorrichtung  nach  Anspruch  1,  dadurch  ge- 
kennzeichnet,  dal3  der  VerschlieBmechanis- 
mus  aufweist; 
mindestens  einen  von  der  Tur  (D)  getragenen 
VerschluBbolzen  (22-25),  der  in  einer  Aufnah- 
mefassung  (28)  im  Turrahmen  (F)  aufnehmbar 
ist 
einen  von  der  Tur  getragenen  Rotationsmotor 
(34), 
und  eine  Ubertragungseinrichtung  (35,  32,  20) 
die  den  Rotationsmotor  mit  dem  VerschluBbol- 
zen  verbindet,  urn  ihn  in  die  Aufnahmefassung 
oder  aus  ihr  herauszubewegen. 

6.  Vorrichtung  nach  Anspruch  5,  dadurch  ge- 
kennzeichnet,  dal3  ein  Bereich  der  Ubertra- 
gungseinrichtung  in  einem  von  der  Innenseite 
zuganglichen  Fenster  (40)  angeordnet  ist,  urn 
den  VerschluBbolzen  manuell  in  die  Aufnahme- 
fassung  hinein  oder  aus  ihr  herausbewegen  zu 
konnen. 

7.  Vorrichtung  nach  Anspruch  5,  dadurch  ge- 
kennzeichnet,  dal3  der  VerschlieBmechanis- 
mus  mehrere  VerschluBbolzen  (22-25)  auf- 
weist,  die  mit  einem  Antriebsrad  (20)  verbun- 
den  sind,  das  vom  Rotationsmotor  (34)  gedreht 
wird. 

Revendications 

1.  Dispositif  electronique  de  verrouillage  de  porte, 
comprenant  :  une  cle  (10)  contenant  une  pre- 
miere  memoire  (MEM-1)  destinee  a  stacker  un 
premier  code;  et  un  verrou  electronique  porte 
par  la  porte  (D)  et  comportant  un  logement  (9) 
pour  recevoir  ladite  cle  et  pour  lire  ledit  pre- 
mier  code,  un  mecanisme  de  verrouillage  qui 
peut  etre  actionne  vers  un  etat  verrouille  ou 
non-verrouille,  et  un  systeme  de  commande 
pour  commander  ledit  mecanisme  de  verrouil- 
lage  en  reponse  a  I'introduction  d'une  cle  dans 
ledit  logement;  ledit  dispositif  de  verrouillage 
comprenant  :  une  deuxieme  memoire  (MEM-2) 
destinee  a  stacker  un  deuxieme  code;  un  mi- 
croprocesseur  (1)  comprenant  une  troisieme 
memoire  (4)  destinee  a  stacker  une  serie 
d'instructions  et  a  effectuer  une  comparaison 
du  premier  code  stocke  dans  ladite  premiere 
memoire  de  la  cle  avec  le  deuxieme  code 
stocke  dans  ladite  deuxieme  memoire  du  dis- 
positif  de  commande,  pour  determiner  si  une 
correspondance  existe;  un  moyen  detecteur  de 

cle  (9)  pour  detecter  si  une  cle  est  introduite 
dans  ledit  logement;  et  un  moyen  de  determi- 
nation  d'etat  comprenant  un  detecteur  de  porte 
(42)  pour  indiquer  si  la  porte  est  ouverte  ou 

5  fermee;  caracterise  en  ce  que  ledit  dispositif 
comprend  un  element  de  commande  de  code 
a  copier  (13)  dispose  a  I'interieur  de  la  porte  et 
qui  peut  etre  actionne  par  I'utilisateur  lorsque 
le  deuxieme  code  stocke  dans  la  memoire  du 

io  dispositif  de  commande  doit  etre  copie  dans  la 
memoire  d'une  autre  cle;  et  en  ce  que  ledit 
microprocesseur  est  programme  de  maniere  a 
etre  efficace,  si  (a)  une  cle  est  introduite  dans 
ledit  logement  telle  que  detectee  par  ledit 

is  moyen  de  detection,  (b)  le  premier  code  stoc- 
ke  dans  ladite  premiere  memoire  de  la  cle 
introduite  correspond  au  deuxieme  code  stoc- 
ke  dans  ladite  deuxieme  memoire  du  dispositif 
de  commande  tel  que  determine  par  ledit 

20  moyen  de  comparaison,  (c)  la  porte  est  ouver- 
te  tel  que  determine  par  ledit  moyen  de  detec- 
tion  de  porte,  et  (d)  I'element  de  commande 
du  code  a  copier  est  actionne,  pour  copier 
ensuite  le  deuxieme  code  stocke  dans  ladite 

25  deuxieme  memoire  du  dispositif  de  commande 
dans  la  premiere  memoire  d'une  autre  cle  in- 
troduite  a  la  suite  dans  ledit  logement. 

2.  Dispositif  selon  la  revendication  1  ,  dans  lequel 
30  ledit  dispositif  de  commande  comprend  en  ou- 

tre  un  ensemble  de  commande  de  code  nou- 
veau  (12)  dispose  a  I'interieur  de  la  porte  et 
qui  peut  etre  actionne  par  I'utilisateur  lorsqu'un 
nouveau  code  doit  etre  realise; 

35  et  dans  lequel  ledit  microprocesseur  (1) 
est  en  outre  programme  de  maniere  a  etre 
efficace  si  (a)  une  cle  est  introduite  dans  ledit 
logement,  (b)  le  premier  code  stocke  dans  la 
memoire  de  la  cle  introduite  correspond  au 

40  deuxieme  code  stocke  dans  ladite  deuxieme 
memoire  du  dispositif  de  controle  tel  que  de- 
termine  par  ledit  moyen  de  comparaison,  (c)  la 
porte  est  ouverte,  et  (d)  I'element  de  comman- 
de  de  code  nouveau  est  actionne,  pour  realiser 

45  ensuite  un  nouveau  code  et  pour  stacker  celui- 
ci  dans  ladite  premiere  memoire  de  la  cle 
introduite  et  dans  ladite  deuxieme  memoire  du 
dispositif  de  commande. 

50  3.  Dispositif  selon  la  revendication  1  ,  dans  lequel 
ledit  moyen  de  determination  d'etat  comprend 
en  outre  un  detecteur  (27,  29)  destine  a  detec- 
ter  si  le  mecanisme  de  verrouillage  est  en 
position  verrouillee  ou  deverrouillee;  et  un  ele- 

55  ment  de  commande  de  verrouillage-deverrouil- 
lage  (11)  actionne  par  I'utilisateur; 

et  dans  lequels  ledit  microprocesseur  (1) 
est  en  outre  programme  de  maniere  a  etre 
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efficace  lorsque  I'element  de  commande  de 
verrouillage-deverrouillage  a  ete  actionne,  pour 
actionner  ledit  mecanisme  de  verrouillage  jus- 
qu'a  son  etat  verrouille  s'il  est  alors  en  etat 
deverrouille,  ou  jusqu'a  son  etat  deverrouille  5 
s'il  est  alors  en  etat  verrouille. 

Dispositif  selon  la  revendication  1  ,  dans  lequel 
ledit  dispositif  de  commande  comprend  en  ou- 
tre  une  memoire  morte  (4)  stockant  un  code  10 
de  base; 

et  dans  lequel  ledit  microprocesseur  (1) 
est  en  outre  programme  de  maniere  a  etre 
efficace,  lors  de  la  coupure  et  du  retablisse- 
ment  du  courant  vers  le  dispositif  de  comman-  is 
de,  pour  stacker  automatiquement  ledit  code 
de  base  dans  ladite  deuxieme  memoire  du 
dispositif  de  commande. 

Dispositif  selon  la  revendication  1  ,  dans  lequel  20 
ledit  mecanisme  de  verrouillage  comprend  : 

au  moins  un  pene  de  verrouillage  (22-25) 
porte  par  la  porte  (D)  et  qui  peut  etre  regu 
dans  une  case  (28)  qui  se  trouve  dans  le 
chambranle  de  la  porte  (F),  25 

un  moteur  rotatif  (34)  porte  par  la  porte, 
et  une  transmission  (35,  32,  20)  accouplant 

ledit  moteur  rotatif  avec  ledit  pene  de  verrouil- 
lage  pour  I'entraTner  dans  ladite  case  ou  le 
faire  sortir  de  celle-ci.  30 

Dispositif  selon  la  revendication  5,  dans  lequel 
ladite  transmission  comporte  une  partie  dispo- 
see  dans  une  fenetre  (40)  accessible  depuis  le 
cote  interieur  du  pene  pour  permettre  I'intro-  35 
duction  manuelle  du  pene  de  verrouillage  dans 
ladite  case  ou  pour  la  faire  sortir  de  celle-ci. 

Dispositif  selon  la  revendication  5,  dans  lequel 
ledit  mecanisme  de  verrouillage  comprend  une  40 
pluralite  de  penes  de  verrouillage  (22-25)  ac- 
couples  a  une  roue  d'entraTnement  (20)  mise 
en  rotation  par  ledit  moteur  rotatif  (34). 

45 
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