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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority benefit under 35 U.S.C. § 119(e) to U.S. Provisional Patent Application
Serial No. 61/535,708, filed September 16, 2011, the entire contents of which are incorporated by reference and should
be considered a part of this specification.

BACKGROUND

Field

[0002] The present application relates generally to wireless communications, and more specifically to systems, meth-
ods, and devices for managing network quality estimation.

Background

[0003] In many telecommunication systems, communications networks are used to exchange messages among sev-
eral interacting spatially-separated devices. Networks may be classified according to geographic scope, which could
be, for example, a metropolitan area, a local area, or a personal area. Such networks would be designated respectively
as a wide area network (WAN), metropolitan area network (MAN), local area network (LAN), wireless local area network
(WLAN), or personal area network (PAN). Networks also differ according to the switching/routing technique used to
interconnect the various network nodes and devices (e.g. circuit switching vs. packet switching), the type of physical
media employed for transmission (e.g. wired vs. wireless), and the set of communication protocols used (e.g. Internet
protocol suite, SONET (Synchronous Optical Networking), Ethernet, etc.).
[0004] Wireless networks are often preferred when the network elements are mobile and thus have dynamic connec-
tivity needs, or if the network architecture is formed in an ad hoc, rather than fixed, topology. Wireless networks employ
intangible physical media in an unguided propagation mode using electromagnetic waves in the radio, microwave, infra-
red, optical, etc. frequency bands. Wireless networks advantageously facilitate user mobility and rapid field deployment
when compared to fixed wired networks.
[0005] The devices in a wireless network may transmit/receive information between each other. The speed at which
devices transfer information may vary between different partner devices and/or different wireless networks. Accordingly,
improved systems, methods, and devices for estimating network speed, detecting connectivity, and management thereof
are desired.
[0006] Attention is drawn to WO 2010/037128 A1 which describes, inter alia, techniques to perform pre-evaluations
of multiple Wi-Fi Access Points, AP, and Access Networks, AN. A pre-evaluation determines whether or not an AP is
connected to the Internet and measures the path performance that the AN, via that particular AP, can offer between the
mobile device and a pre-specified Internet host. In addition, methods are described to determine whether the AN requires
a user to actively authenticate themselves through a redirect log-on page.
[0007] Attention is further drawn to US 2009/124284 A1 which describes a WiFi communication framework that is
particularly suitable for mobile devices. The framework provides comprehensive tools for establishing seamless Internet
access for web applications on mobile handheld devices. In addition, it can provide user location to enable applications
requiring such information. The framework may be implemented as a client on the handheld device. The broadband
radio on the device is generally kept off. When the user activates an application requiring broadband service, commu-
nication protocol is established, causing the client to turn the broadband radio on and to establish connection to an
available WiFi access point.
[0008] Attention is also drawn to a document by Qualcomm: "A 3G/LTE Wi-Fi Offload Framework: Connectivity Engine
(CnE) to Manage Inter-System Radio Connections and Applications", 1 June 2011 (2011-06-01), XP055051075, Re-
trieved from the Internet: URL:http://www.qualcomm.com/media/documents/files/qualcomm-research-3g-lte-wifi-of-
fload-framework.pdf
The document describes that the ever-growing consumption of data by mobile device users has put a strain on mobile
networks. Operators are attempting to address the challenge by upgrading their wireless WANs and deploying femtocells.
However, in some scenarios, even these measures may not be adequate. With an increasing number of mobile devices
featuring Wi-Fi capabilities and Wi-Fi access becoming more widely available in homes, enterprises and retail locations,
WiFi offload is emerging as an attractive option for network operators. Operators would benefit most from seamless Wi-
Fi offloading by applying it to data traffic that requires best effort and low quality of service, OoS. An ideal offload solution
should provide users with a seamless experience while they use various applications on their devices. It should also
make intelligent decisions about keeping data flows on preferred networks (e.g., keep some traffic, such as VoIP, on
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3G/LTE, even when Wi-Fi is available). It should optimize the resources on the mobile device such as battery life in
addition to optimizing the user experience. Current solutions to solve data offload problems are simple, proprietary, and
do not provide a comprehensive and flexible solution as such described above.
For operators to successfully leverage a Wi-Fi offload solution, the authors of the document believe that three essential
components must exist within the solution: a mechanism to provide operator’s policy for unplanned networks to the
device in a dynamic fashion; algorithms in the device to detect characteristics of unplanned Wi-Fi networks, and determine
the best possible use of available networks; a mechanism to allow seam less handovers between 3G/L TE and Wi-Fi
Together, these three components make up the framework for Qualcomm’s Connectivity Engine (CnE). The document
discusses smart algorithms in the device needed for further improving data traffic management and network selection.

SUMMARY

[0009] In accordance with the present invention a method, and an apparatus, as set forth in the independent claims,
respectively, are provided. Preferred embodiments of the invention are described in the dependent claims.
[0010] The systems, methods, and devices of the invention each have several aspects, no single one of which is solely
responsible for its desirable attributes. Without limiting the scope of this invention as expressed by the claims which
follow, some features will now be discussed briefly. After considering this discussion, and particularly after reading the
section entitled "Detailed Description" one will understand how the features of this invention provide advantages that
include estimating network speed and/or Internet connectivity in conjunction with receipt of network access information,
thereby decreasing the transfer of unused data.
[0011] An aspect of the subject matter described in the disclosure provides method of determining a characteristic of
a communication link. The method includes transmitting, at a mobile device, a first request for a first communication for
determining suitability of the communication link, to a server. The method further includes receiving the first communi-
cation from the server, in response to the first request. The first communication is received over the communication link.
The method further includes determining suitability of the communication link based on the first communication. The
method further includes storing information identifying the determined suitability of a plurality of networks. The method
further includes selectively transmitting a second request for a second communication, over the communication link.
The selectively transmitting is based on the stored information. Another aspect of the subject matter described in the
disclosure provides a wireless device configured to determine a characteristic of a communication link. The device
includes a transmitter configured to transmit a first request for a first communication for determining suitability of the
communication link. The transmitter is configured to transmit the first request to a server. The device further includes a
receiver configured to receive the first communication from the server in response to the first request. The receiver is
configured to receive the first communication over the communication link. The device further includes a processor
configured to determine suitability of the communication link based on the first communication. The device further includes
a memory configured to store information identifying the determined suitability of a plurality of networks. The transmitter
is further configured to selectively transmit a second request for a second communication, over the communication link.
The selectively transmitting is based on the stored information.
[0012] Another aspect of the subject matter described in the disclosure provides an apparatus for determining a
characteristic of a communication link. The apparatus includes means for transmitting a first request for a first commu-
nication to a server. The first communication is for determining suitability of the communication link. The apparatus
further includes means for receiving the first communication from the server in response to the first request. The first
communication is received over the communication link. The apparatus further includes means for determining suitability
of the communication link based on the first communication. The apparatus further includes means for storing information
identifying the determined suitability of a plurality of networks. The apparatus further includes means for selectively
transmitting a second request for a second communication, over the communication link. The selectively transmitting is
based on the stored information.
[0013] Another aspect of the subject matter described in the disclosure provides a non-transitory computer-readable
medium. The medium includes code that, when executed, causes an apparatus to transmit, a first request for a first
communication for determining suitability of a communication link. The first request is transmitted to a server. The medium
further includes code that, when executed, causes the apparatus to receive the first communication from the server,
over the communication link, in response to the first request. The medium further includes code that, when executed,
causes the apparatus to determine suitability of the communication link based on the first communication. The medium
further includes code that, when executed, causes the apparatus to store information identifying the determined suitability
of a plurality of networks. The medium further includes code that, when executed, causes the apparatus to selectively
transmit a second request for a second communication, over the communication link. The selectively transmitting is
based on the stored information.
[0014] Another aspect of the subject matter described in the disclosure provides a method of determining a charac-
teristic of an active communication link. The method includes determining an allowability for accessing a server, via the
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active communication link, based on a first access restriction. The method further includes transmitting a request for a
communication from the server upon allowability for accessing. The method further includes receiving the communication
from the server, over the communication link, in response to the request. The method further includes determining a
characteristic of the communication link based on the communication from the server.
[0015] Another aspect of the subject matter described in the disclosure provides a wireless device configured to
determine a characteristic of an active communication link. The device includes a processor configured to determine an
allowability for accessing a server, via the active communication link, based on a first access restriction. The device
further includes a transmitter configured to transmit a request for a communication from the server upon allowability for
accessing. The device further includes a receiver configured to receive the communication from the server, over the
communication link, in response to the request. The processor is further configured to determine a characteristic of the
communication link based on the communication from the server.
[0016] Another aspect of the subject matter described in the disclosure provides an apparatus for determining a
characteristic of an active communication link. The apparatus includes means for determining an allowability for accessing
a server, via the active communication link, based on a first access restriction. The apparatus further includes means
for transmitting a request for a communication from the server upon allowability for accessing. The apparatus further
includes means for receiving the communication from the server, over the communication link, in response to the request.
The apparatus further includes means for determining a characteristic of the communication link based on the commu-
nication from the server.
[0017] Another aspect of the subject matter described in the disclosure provides another non-transitory computer-
readable medium. The medium includes code that, when executed, causes an apparatus to determine an allowability
for accessing a server, via an active communication link, based on a first access restriction. The medium further includes
code that, when executed, causes the apparatus to transmit a request for a communication from the server upon
allowability for accessing. The medium further includes code that, when executed, causes the apparatus to receive the
communication from the server, over the communication link, in response to the request. The medium further includes
code that, when executed, causes the apparatus to determine a characteristic of the communication link based on the
communication from the server.
[0018] Another aspect of the subject matter described in the disclosure provides a method of detecting connectivity
to a server through an access point. The method includes generating, at a wireless device, a connection detection
request including a token. The method further includes transmitting, at the wireless device, via the access point, the
connection detection request addressed to a server. The method further includes waiting for a connection detection
response from the server. The method further includes determining whether a received connection detection response
includes the token.
[0019] Another aspect of the subject matter described in the disclosure provides a method of communicating in a
wireless network. The method includes determining a network connectivity of at least one communication link as ac-
ceptable or unacceptable. The method further includes transmitting a first subset of data over communication links with
unacceptable network connectivity. The method further includes transmitting a second subset of data over communication
links with acceptable network connectivity.
[0020] Another aspect of the subject matter described in the disclosure provides a wireless device configured to detect
connectivity to a server through an access point. The device includes a processor configured to generate a connection
detection request including a token. The device further includes a transmitter configured to transmit, via the access point,
the connection detection request addressed to a server. The processor is further configured to wait for a connection
detection response from the server. The processor is further configured to determine whether a received connection
detection response includes the token.
[0021] Another aspect of the subject matter described in the disclosure provides a wireless device configured to
communicate in a wireless network. The device includes a processor configured to determine a network connectivity of
at least one communication link as acceptable or unacceptable. The device further includes a transmitter configured to
transmit a first subset of data over communication links with unacceptable network connectivity. The transmitter is further
configured to transmit a second subset of data over communication links with acceptable network connectivity.
[0022] Another aspect of the subject matter described in the disclosure provides an apparatus for detecting connectivity
to a server through an access point. The apparatus includes means for generating a connection detection request
including a token. The apparatus further includes means for transmitting, via the access point, the connection detection
request addressed to a server. The apparatus further includes means for waiting for a connection detection response
from the server. The apparatus further includes means for determining whether a received connection detection response
includes the token.
[0023] Another aspect of the subject matter described in the disclosure provides an apparatus for communicating in
a wireless network. The apparatus includes means for determining a network connectivity of at least one communication
link as acceptable or unacceptable. The apparatus further includes means for transmitting a first subset of data over
communication links with unacceptable network connectivity. The apparatus further includes means for transmitting a
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second subset of data over communication links with acceptable network connectivity.
[0024] Another aspect of the subject matter described in the disclosure provides another non-transitory computer-
readable medium. The medium includes code that, when executed, causes an apparatus to generate a connection
detection request including a token. The medium further includes code that, when executed, causes the apparatus to
transmit, via an access point, the connection detection request addressed to a server. The medium further includes code
that, when executed, causes the apparatus to wait for a connection detection response from the server. The medium
further includes code that, when executed, causes the apparatus to determine whether a received connection detection
response includes the token.
[0025] Another aspect of the subject matter described in the disclosure provides another non-transitory computer-
readable medium. The medium includes code that, when executed, causes an apparatus to determine a network con-
nectivity of at least one communication link as acceptable or unacceptable. The medium further includes code that, when
executed, causes the apparatus to transmit a first subset of data over communication links with unacceptable network
connectivity. The medium further includes code that, when executed, causes the apparatus to transmit a second subset
of data over communication links with acceptable network connectivity.
[0026] Another aspect of the subject matter described in the disclosure provides another method of determining a
characteristic of a communication link. The method includes transmitting, at a mobile device, a request for a communi-
cation from a server. The method further includes receiving the communication from the server, over the communication
link, in response to the request. The method further includes computing a target amount of at least one of traffic or time
to receive the communication. The method further includes terminating the communication based on the computed time
or amount of traffic received. The method further includes determining a characteristic of the communication link based
on the communication from the server.
[0027] Another aspect of the subject matter described in the disclosure provides another wireless device configured
to determine a characteristic of a communication link. The device includes a transmitter configured to transmit a request
for a communication from a server. The device further includes a receiver configured to receive the communication from
the server, over the communication link, in response to the request. The device further includes a processor configured
to compute a target amount of at least one of traffic or time to receive the communication. The processor is further
configured to terminate the communication based on the computed time or amount of traffic received. The processor is
further configured to determine a characteristic of the communication link based on the communication from the server.
[0028] Another aspect of the subject matter described in the disclosure provides another apparatus for determining a
characteristic of a communication link. The apparatus includes means for transmitting a request for a communication
from a server. The apparatus further includes means for receiving the communication from the server, over the com-
munication link, in response to the request. The apparatus further includes means for computing a target amount of at
least one of traffic or time to receive the communication. The apparatus further includes means for terminating the
communication based on the computed time or amount of traffic received. The apparatus further includes means for
determining a characteristic of the communication link based on the communication from the server.
[0029] Another aspect of the subject matter described in the disclosure provides another non-transitory computer-
readable medium. The medium includes code that, when executed, causes an apparatus to transmit a request for a
communication from a server. The medium further includes code that, when executed, causes the apparatus to receive
the communication from the server, over a communication link, in response to the request. The medium further includes
code that, when executed, causes the apparatus to compute a target amount of at least one of traffic or time to receive
the communication. The medium further includes code that, when executed, causes the apparatus to terminate the
communication based on the computed time or amount of traffic received. The medium further includes code that, when
executed, causes the apparatus to determine a characteristic of the communication link based on the communication
from the server.
[0030] Another aspect of the subject matter described in the disclosure provides a method of estimating a quality of
a communication link. The method includes receiving data units via a network interface. The method further includes
monitoring the received data units at the network interface. The method further includes determining, for each data unit
received via the network interface, whether the data unit originated from a local area network or a non-local network.
The method further includes computing a characteristic of the communication link based on data units originating from
a non-local network.
[0031] Another aspect of the subject matter described in the disclosure provides a wireless device configured to
estimate a quality of a communication link. The device includes network interface configured to receive data units. The
device further includes a processor configured to monitor the received data units at the network interface. The processor
is further configured to determine, for each data unit received via the network interface, whether the data unit originated
from a local area network or a non-local network. The processor is further configured to compute a characteristic of the
communication link based on data units originating from a non-local network.
[0032] Another aspect of the subject matter described in the disclosure provides an apparatus for estimating a quality
of a communication link. The apparatus includes means for receiving data units via a network interface. The apparatus
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further includes means for monitoring the received data units at the network interface. The apparatus further includes
means for determining, for each data unit received via the network interface, whether the data unit originated from a
local area network or a non-local network. The apparatus further includes means for computing a characteristic of the
communication link based on data units originating from a non-local network.
[0033] Another aspect of the subject matter described in the disclosure provides another non-transitory computer-
readable medium. The medium include code that, when executed, causes an apparatus to receive data units via a
network interface. The medium further includes code that, when executed, causes the apparatus to monitor the received
data units at the network interface. The medium further includes code that, when executed, causes the apparatus to
determine, for each data unit received via the network interface, whether the data unit originated from a local area
network or a non-local network. The medium further includes code that, when executed, causes the apparatus to compute
a characteristic of a communication link based on data units originating from a non-local network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0034]

FIG. 1 illustrates an example of a wireless communication system in which aspects of the present disclosure may
be employed.
FIG. 2 illustrates various components, including a receiver, that may be utilized in a wireless device that may be
employed within the wireless communication system of FIG. 1.
FIG. 3 is a schematic illustration of a query response, according to one embodiment.
FIG. 4 is a flowchart illustrating a method of determining the sufficiency of a communication link quality.
FIG. 5 is a flowchart illustrating a method of determining Internet connectivity of an access point.
FIG. 6 is a flowchart illustrating an embodiment of a method of determining a characteristic of a communication link.
FIG. 7 is a functional block diagram of a system for determining a characteristic of a communication link, in accordance
with an exemplary embodiment of the invention.
FIG. 8 is a flowchart 800 illustrating an embodiment of a method of determining a characteristic of an active com-
munication link.
FIG. 9 is a functional block diagram of a system for determining a characteristic of an active communication link, in
accordance with an exemplary embodiment of the invention.
FIG. 10 is a flowchart illustrating an embodiment of a method of detecting connectivity to a server through an access
point.
FIG. 11 is a functional block diagram of a system for detecting connectivity to a server through an access point, in
accordance with an exemplary embodiment of the invention.
FIG. 12 is a flowchart illustrating an embodiment of a method of communicating in a wireless network.
FIG. 13 is a functional block diagram of a system for communicating in a wireless network, in accordance with an
exemplary embodiment of the invention.
FIG. 14 is a flowchart illustrating an embodiment of another method of determining a characteristic of a communication
link.
FIG. 15 is a functional block diagram of another system for determining a characteristic of a communication link, in
accordance with an exemplary embodiment of the invention.
FIG. 16 is a flowchart illustrating an embodiment of a estimating a quality of a communication link.
FIG. 17 is a functional block diagram of a system for estimating a quality of a communication link, in accordance
with an exemplary embodiment of the invention.

DETAILED DESCRIPTION

[0035] Various aspects of the novel systems, apparatuses, and methods are described more fully hereinafter with
reference to the accompanying drawings. The teachings disclosure may, however, be embodied in many different forms
and should not be construed as limited to any specific structure or function presented throughout this disclosure. Rather,
these aspects are provided so that this disclosure will be thorough and complete, and will fully convey the scope of the
disclosure to those skilled in the art. Based on the teachings herein one skilled in the art should appreciate that the
scope of the disclosure is intended to cover any aspect of the novel systems, apparatuses, and methods disclosed
herein, whether implemented independently of or combined with any other aspect of the invention. For example, an
apparatus may be implemented or a method may be practiced using any number of the aspects set forth herein. In
addition, the scope of the invention is intended to cover such an apparatus or method which is practiced using other
structure, functionality, or structure and functionality in addition to or other than the various aspects of the invention set
forth herein. It should be understood that any aspect disclosed herein may be embodied by one or more elements of a



EP 2 756 632 B1

7

5

10

15

20

25

30

35

40

45

50

55

claim.
[0036] Although particular aspects are described herein, many variations and permutations of these aspects fall within
the scope of the disclosure. Although some benefits and advantages of the preferred aspects are mentioned, the scope
of the disclosure is not intended to be limited to particular benefits, uses, or objectives. Rather, aspects of the disclosure
are intended to be broadly applicable to different wireless technologies, system configurations, networks, and transmis-
sion protocols, some of which are illustrated by way of example in the figures and in the following description of the
preferred aspects. The detailed description and drawings are merely illustrative of the disclosure rather than limiting,
the scope of the disclosure being defined by the appended claims and equivalents thereof.
[0037] Popular wireless network technologies may include various types of wireless local area networks (WLANs). A
WLAN may be used to interconnect nearby devices together, employing widely used networking protocols. The various
aspects described herein may apply to any communication standard, such as WiFi or, more generally, any member of
the IEEE family of wireless protocols. For example, the various aspects described herein may be used as part of the
IEEE 802.11n protocol.
[0038] In some implementations, a WLAN includes various devices which are the components that access the wireless
network. For example, there may be two types of devices: access points ("APs") and clients (also referred to as stations,
or "STAs"). In general, an AP serves as a hub or base station for the WLAN and an STA serves as a user of the WLAN.
For example, an STA may be a laptop computer, a personal digital assistant (PDA), a mobile phone, etc. In an example,
an STA connects to an AP via a WiFi (e.g., IEEE 802.11 protocol such as 802.11n) compliant wireless link to obtain
general connectivity to the Internet or to other wide area networks. The AP may interconnect with the Internet or with
other wide area networks over a link that may be referred to as a backhaul. In some implementations an STA may also
be used as an AP.
[0039] An access point ("AP") may also include, be implemented as, or known as a NodeB, eNodeB, Base Station
Controller ("BSC"), Base Transceiver Station ("BTS"), Base Station ("BS"), Transceiver Function ("TF"), Radio Router,
Radio Transceiver, or some other terminology.
[0040] A station "STA" may also include, be implemented as, or known as an access terminal ("AT"), a subscriber
station, a subscriber unit, a mobile station, a remote station, a remote terminal, a user terminal, a user agent, a user
device, user equipment, or some other terminology. In some implementations an access terminal may comprise a cellular
telephone, a cordless telephone, a Session Initiation Protocol ("SIP") phone, a wireless local loop ("WLL") station, a
personal digital assistant ("PDA"), a handheld device having wireless connection capability, or some other suitable
processing device connected to a wireless modem. Accordingly, one or more aspects taught herein may be incorporated
into a phone (e.g., a cellular phone or smartphone), a computer (e.g., a laptop), a portable communication device, a
headset, a portable computing device (e.g., a personal data assistant), an entertainment device (e.g., a music or video
device, or a satellite radio), a gaming device or system, a global positioning system device, or any other suitable device
that is configured to communicate via a wireless medium.
[0041] FIG. 1 illustrates an example of a wireless communication system 100 in which aspects of the present disclosure
may be employed. The wireless communication system 100 may operate pursuant to a wireless standard, for example
the 802.11n standard. The wireless communication system 100 may include an AP 104, which communicates with STAs
106.
[0042] A variety of processes and methods may be used for transmissions in the wireless communication system 100
between the AP 104 and the STAs 106. For example, signals may be sent and received between the AP 104 and the
STAs 106 in accordance with OFDM/OFDMA techniques. If this is the case, the wireless communication system 100
may be referred to as an OFDM/OFDMA system. Alternatively, signals may be sent and received between the AP 104
and the STAs 106 in accordance with CDMA techniques. If this is the case, the wireless communication system 100
may be referred to as a CDMA system.
[0043] A communication link that facilitates transmission from the AP 104 to one or more of the STAs 106 may be
referred to as a downlink (DL) 108, and a communication link that facilitates transmission from one or more of the STAs
106 to the AP 104 may be referred to as an uplink (UL) 110. Alternatively, a downlink 108 may be referred to as a forward
link or a forward channel, and an uplink 110 may be referred to as a reverse link or a reverse channel.
[0044] The AP 104 may act as a base station and provide wireless communication coverage in a basic service area
(BSA) 102. The AP 104 along with the STAs 106 associated with the AP 104 and that use the AP 104 for communication
may be referred to as a basic service set (BSS). It should be noted that the wireless communication system 100 may
not have a central AP 104, but rather may function as a peer-to-peer network between the STAs 106. Accordingly, the
functions of the AP 104 described herein may alternatively be performed by one or more of the STAs 106.
[0045] In the illustrated embodiment, the AP 104 uses a backhaul communication link 112, to communicate with a
larger network 114. The network 114 may be, for example the Internet or a public switched telephone network (PSTN).
The backhaul may comprise several physical links. In an embodiment, the STA 106 may communicate with a server
116 via the AP 104. For example, the STA 106 may communicate with the AP 104 via the uplink 110 and the downlink
108, and the AP 104 may relay the communication to the server 116 via the backhaul communication link 112.
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Backhaul Quality Estimation (BQE)

[0046] In an embodiment, the STA 106 may estimate a quality of the end-to-end link with the server 116. The end-to-
end link may include, for example, the uplink 110, the downlink 108, and the backhaul communication link 112. Accord-
ingly, the STA 106 may estimate the quality of the end-to-end link as the cumulative quality of the uplink 110, the downlink
108, and/or the backhaul communication link 112. The STA 106 may measure quality of the end-to-end link as a meas-
urement of, for example, transfer speed, latency, packet delay variation, packet loss, etc. In embodiments where the
quality of the backhaul communication link 112 is lower than that of the uplink 110 and/or the downlink 108, the quality
of the end-to-end link may be limited by the quality of the backhaul communication link 112. Conversely, in embodiments
where the quality of the backhaul communication link 112 is higher than that of the uplink 110 and/or the downlink 108,
the quality of the end-to-end link may be limited by the quality of the uplink 110 and/or the downlink 108. Accordingly,
in some embodiments, the STA 106 may effectively estimate a quality of the backhaul communication link 112. Estimation
of the quality of one or more aspects of the end-to-end link may be referred to herein as "backhaul quality estimation"
(BQE).
[0047] In an embodiment, the STA 106 may estimate the quality of the end-to-end link with the server 116, for example,
by requesting a file from the server 116. Specifically, the STA 106 may send a quality estimation request to the server
116. The server 116 may send, to the STA 106, a quality estimation response including data referred to herein as a file.
Although the STA 106 is described herein as downloading a "file" from the server 116, it will be appreciated that the
quality estimation response need not be static. In an embodiment, the STA 106 may dynamically generate the quality
estimation response.
[0048] In embodiments where the quality of the end-to-end link includes the speed of the end-to-end link, the STA
106 may estimate the speed of the end-to-end link by measuring the amount of time it takes to download the quality
estimation response from the server 116 and dividing the size of the quality estimation response by the transfer time.
In embodiments where the quality of the end-to-end link includes the latency of the end-to-end link, the STA 106 may
estimate the latency of the end-to-end link by measuring the amount of time it takes for the server to respond to a
download request. In embodiments where the quality of the end-to-end link includes the packet delay variation of the
end-to-end, the STA 106 may estimate the packet delay variation of the end-to-end link by monitoring the transmission
of packets and acknowledgments when downloading the quality estimation response. In embodiments where the quality
of the end-to-end link includes the packet loss rate of the end-to-end link, the STA 106 may estimate the packet loss
rate of the end-to-end link by measuring the number of packets resent by the server 116 when downloading the quality
estimation response.
[0049] In one embodiment, the quality estimation response may include random data, pseudo-random data, null data,
or data relevant to the current state of the STA 106. The quality estimation response may include data not intended to
convey new information to the STA 106. Accordingly, the quality estimation response may be referred to as a "dummy
file." The STA 106 may discard or delete the data in the dummy file without use. For example, the STA 106 may not use
the data in the dummy file in an application, and may not present the data via a user interface. In another embodiment,
the file is processed by the STA 106 and provides information relevant to the context or state of the STA 106.
[0050] In an embodiment, the server 116 may cache the quality estimation response. For example, the server 116
may be part of a content delivery network (CDN) such as, for example, the Akamai® Content Delivery Network provided
by Akamai Technologies, Inc., Cambridge, MA. The CDN may cache the quality estimation response at one of a plurality
of servers in different geographical locations, and quality estimation requests may be routed to the server nearest the
STA 106. As used herein, the server 116 may refer to either a standalone server or a server operating in conjunction
with a CDN.
[0051] In an embodiment, the quality estimation response may be of a size sufficient for the STA 106 to measure the
quality of the end-to-end link. For example, the quality estimation response may be between about 0 bits and about 2
megabits in size. In an embodiment, the quality estimation response may between about 0.5 megabits and about 1.5
megabits in size, and more particularly, about 1 megabit in size. In an embodiment, the quality estimation response size
may be based on a round trip time (RTT) of packets between the STA 106 and the server 116. For example, the quality
estimation response may be related to the RTT based on Table 1, below.

Table 1

Value of RTT (seconds) Quality Estimation Response (megabits)

0.02 0.18

0.03 0.18

0.04 0.37
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[0052] Because the STA 106 may estimate the quality of the end-to-end link frequently, such as every time the STA
106 connects to an AP, the quality estimation response may consume significant bandwidth over time. The bandwidth
used by the STA 106 when downloading the quality estimation response may count towards a bandwidth quota associated
with the STA 106. Accordingly, it may be desirable for the quality estimation response to contain useful data instead of
dummy data. Useful data may include, for example, data not already available to the STA 106, data for use by an
application on the STA 106, data to be presented via a user interface of the STA 106, and/or device management
information. Device management information may include, for example, an access probability factor, a quality estimation
quota, a BQE cache period, a BQE history limit, a passive BQE command, and/or other information. The device man-
agement information may include an access restriction.
[0053] A large number of STAs may be configured to send quality estimation requests from the server 116. As the
number of quality estimation requests sent to the server 116 increases, the processing load and/or network bandwidth
load on the server 116 may increase. In some embodiments, the number of quality estimation requests may exceed the
capabilities of the server 116. The server 116 may manage the volume of quality estimation requests by sending device
management information to the STA 106. The device management information may indicate conditions under which the
server 116 is available for BQE.
[0054] FIG. 2 illustrates various components that may be utilized in a wireless device 202 that may be employed within
the wireless communication system 100. The wireless device 202 may include a processor 204, a memory 206, a housing
208, a transmitter 210 and a receiver 212 (which may form a transceiver 214), an antenna 216, a location module 218,
a digital signal processor (DSP) 220, a user interface 222, and a communication bus 226. The wireless device 202 is
an example of a device that may be configured to implement the various methods described herein. For example, the
wireless device 202 may comprise the AP 104 and/or one of the STAs 106.
[0055] The wireless device 202 may include a processor 204 which controls operation of the wireless device 202. The
processor 204 may also be referred to as a central processing unit (CPU). Memory 206, which may include both read-
only memory (ROM) and random access memory (RAM), provides instructions and data to the processor 204. A portion
of the memory 206 may also include non-volatile random access memory (NVRAM). The processor 204 performs logical
and arithmetic operations based on program instructions stored within the memory 206. The instructions in the memory
206 may be executable to implement the methods described herein.
[0056] The processor 204 may comprise or be a component of a processing system implemented with one or more
processors. The one or more processors may be implemented with any combination of general-purpose microprocessors,
microcontrollers, digital signal processors (DSPs), field programmable gate array (FPGAs), programmable logic devices
(PLDs), controllers, state machines, gated logic, discrete hardware components, dedicated hardware finite state ma-
chines, or any other suitable entities that may perform calculations or other manipulations of information.
[0057] The processing system may also include machine-readable media for storing software. Software shall be
construed broadly to mean any type of instructions, whether referred to as software, firmware, middleware, microcode,
hardware description language, or otherwise. Instructions may include code (e.g., in source code format, binary code
format, executable code format, or any other suitable format of code). The instructions, when executed by the one or
more processors, cause the processing system to perform the various functions described herein.
[0058] The wireless device 202 may also include a housing 208 that may include a transmitter 210 and/or a receiver
212 to allow transmission and reception of data between the wireless device 202 and a remote location. The transmitter
210 and receiver 212 may be combined into a transceiver 214. An antenna 216 may be attached to the housing 208
and electrically coupled to the transceiver 214. The wireless device 202 may also include (not shown) multiple transmitters,
multiple receivers, multiple transceivers, and/or multiple antennas.
[0059] The transmitter 210 may be configured to transmit the quality estimation request, as discussed above, and to
associate with various APs. The receiver 212 may be configured to receive the quality estimation response, as discussed
above, and to monitor the availability of various APs.
[0060] The wireless device 202 may also include a location module 218 that may be used to determine a location of
the wireless device 202. The location module 218 may determine the location of the wireless device 202 based on, for
example, the global positioning system (GPS), assisted global positioning system (AGPS), cellular triangulation, IP-

(continued)

Value of RTT (seconds) Quality Estimation Response (megabits)

0.05 0.37

0.10 0.76

0.15 0.76

0.20 1.52
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based location awareness techniques, etc. The location module 218 may determine the location of the wireless device
202 in conjunction with the receiver 212, the antenna 216, the processor 204, the memory 206, and/or the DSP 220.
The wireless device 202 may also include a digital signal processor (DSP) 220 for use in processing signals. The DSP
220 may be configured to generate a packet for transmission. In some aspects, the packet may comprise a physical
layer data unit (PPDU).
[0061] The wireless device 202 may further comprise a user interface 222 in some aspects. The user interface 222
may comprise a keypad, a microphone, a speaker, and/or a display. The user interface 222 may include any element
or component that conveys information to a user of the wireless device 202 and/or receives input from the user. In an
embodiment, the user interface 222 may display the wireless network map to the user and may receive an instruction
to associate with a different AP based on the wireless network map.
[0062] The various components of the wireless device 202 may be coupled together by a bus system 226. The bus
system 226 may include a data bus, for example, as well as a power bus, a control signal bus, and a status signal bus
in addition to the data bus. Those of skill in the art will appreciate the components of the wireless device 202 may be
coupled together or accept or provide inputs to each other using some other mechanism.
[0063] Although a number of separate components are illustrated in FIG. 2, those of skill in the art will recognize that
one or more of the components may be combined or commonly implemented. For example, the processor 204 may be
used to implement not only the functionality described above with respect to the processor 204, but also to implement
the functionality described above with respect to the signal detector 218 and/or the DSP 220. Further, each of the
components illustrated in FIG. 2 may be implemented using a plurality of separate elements.
[0064] For ease of reference, when the wireless device 202 is configured as an AP, it is hereinafter referred to as a
wireless device 202a. Similarly, when the wireless device 202 is configured as a STA, it is hereinafter referred to as a
wireless device 202s. A device in the wireless communication system 100 may implement only functionality of a trans-
mitting node, only functionality of a receiving node, or functionality of both a transmitting node and a receive node.

Active BQE

[0065] In an embodiment, the processor 204 is configured to estimate the quality of a communication link. For example,
in embodiments where the wireless device 202s comprises the STA 106, the processor 204 may estimate the quality
of the end-to-end link between the STA 106 and the server 116 via BQE. In an embodiment, the processor 204 may
intermittently attempt BQE. In an embodiment, the processor 204 may attempt BQE every time the wireless device 202s
connects to a communication network. For example, the processor 204 may attempt BQE every time the wireless device
202s associates with an AP, such as the AP 104. In another embodiment, the processor 204 may attempt BQE at regular
or irregular intervals.
[0066] When attempting BQE, the processor 204 may determine whether the server 116 is available for BQE. In an
embodiment, the processor 204 may determine whether the server 116 is available for BQE based on device management
information received from the server 116. If the processor 204 determines that the server 116 is available for BQE, the
BQE attempt may be said to succeed. If the processor 204 determines that the server 116 is not available for BQE, the
BQE attempt may be said to fail, or abort. When the BQE attempt succeeds, the processor 204 may generate a quality
estimation request, transmit the quality estimation request, receive a quality estimation response, calculate a quality
metric for the communication link based on the response to the quality estimation request, report the quality metric to
the server, and store the response in the memory 206. Bandwidth quality estimation involving the server 116 may be
referred to as "active BQE."
[0067] In an embodiment, the processor 204 generates a quality estimation request when the server 116 is available
for BQE. In an embodiment, the quality estimation request may include a hypertext transport protocol (HTTP) GET
request. In another embodiment, the quality estimation report may include an HTTP POST request including the quantized
location. In various embodiments, the quality estimation request may take other forms.
[0068] In an embodiment, the processor 204 may cause the transmitter 210 to transmit the quality estimation request
to the server 116 via the antenna 216. The processor may receive a response from the server 116 via the receiver 212.
The response may include the device management information. In an embodiment, the processor 204 may generate
and transmit a quality estimation request on a periodic basis, every time the wireless device 202s connects to a new
wireless network, or based on various other criteria.
[0069] When receiving the quality estimation response from the server 116, the processor 204 may calculate a quality
metric based on the response. The quality metric can include communication statistics, and can be referred to as a BQE
result. For example, the processor 204 may estimate the speed of the communication link by measuring the amount of
time it takes to receive a number of bytes and dividing the size of the quality estimation response by the transfer time.
The bytes may be received from the server 116 or any other host transmitting to the wireless device 202. The processor
204 may estimate the latency of the communication link by measuring the amount of time it takes for the server to
respond to the quality estimation request. The processor 204 may estimate the packet delay variation of the communi-
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cation link by monitoring the transmission of packets and acknowledgments when receiving the response. The processor
204 may estimate the packet loss rate of the communication link by measuring the number of packets resent by the
server 116 when receiving the response.
[0070] In an embodiment, the processor 204 may calculate an "srate" metric during active BQE. The srate may be
used as an aggregate metric reflecting a qualitative user experience by measuring the mean rate during a time period.
The time period can include a DNS query time (if applicable), a TCP connection setup time, a TCP slow start time, and
TCP congestion avoidance time. The processor 204 may maintain a BQE counter, which may be incremented at the
start of each active BQE. The processor 204 may compute a file size to request and determine a BQE timeout indicating
a maximum time during which the BQE response should be downloaded. In an embodiment, the processor 204 collects
information about the AP 104, such as the Basic Service Set Identifier (BSSID) of the AP 104.
[0071] In an embodiment, the processor 204 may compute the file size based on one or more of: a maximum bandwidth
(MBW), a round trip time (RTT), a maximum segment size (MSS), a number of parallel streams (NPS), and a ratio of a
time spent in congestion avoidance to a time spent in TCP slow start (cong2slow). In an embodiment, the server 116
can send the MBW to the STA 106 in order to convey the maximum bandwidth that the STA 106 should attempt to
measure according to current operations policies. In an embodiment, the STA 106 can receive the MBW from the server
116 during an Internet connection detection (ICD). During ICD, described below with respect to FIG. 5, the STA 116 can
detect whether the AP 104 provides Internet connectivity. In an embodiment, the STA 106 can store the received MBW
and/or a default MBW in the memory 206.
[0072] In an embodiment, the processor 204 may estimate the RTT to the server 116 in order to adapt the amount of
BQE traffic to the network latency conditions. In an embodiment, the processor 204 may use a default RTT value when
an estimated RTT value is not available. In an embodiment, the processor 204 may estimate the RTT in conjunction
with an ICD transmission, described below with respect to FIG. 5. In an embodiment, the processor 204 may estimate
the RTT based on any Internet host. In an embodiment, the processor 204 may use another Internet host for RTT
estimation only when the server 116 is not available.
[0073] When computing the file size, the processor 204 may determine a total traffic value equal to: NPS * (2^R - 1)
* MSS + MBW * T * cong2slow. As discussed above, NPS is the number of parallel TCP streams used for BQE. R is
the number of RTTs sufficient for the transport protocol to hit a peak rate. In an embodiment, R = max(1, log2(MBW*RTT
/ (N*MSS)). MSS is the maximum segment size used by the transport protocol. MBW is the maximum bandwidth that
BQE attempts to estimate. T is the elapsed time sufficient for the transport protocol to hit the peak rate. In an embodiment,
T = RTT*R. In an embodiment, the file size is the smallest allowed size that is at least equal to the determined total traffic
value. In an embodiment the transport protocol is TCP.
[0074] In an embodiment, the processor 204 may compute the BQE timeout based on one or more of: the a ratio of
a time spent in congestion avoidance to a time spent in TCP slow start (cong2slow), the elapsed time sufficient for the
download to hit the peak rate (T), and/or a provisioned time for a DNS query to resolve (dns_rtt). When an RTT estimation
to the server 116 is available, the processor 204 may determine that the DNS for the ICD/BQE server is in the local DNS
cache and may not provision time to resolve DNS during BQE. Thus, the processor 204 may set dns_rtt=0. When an
RTT estimation to the server 116 is not available, the processor 204 may set dns_rtt=2*RTT. In an embodiment, the
processor 204 may compute the BQE timeout as (cong2slow+1)*T + dns_rtt.
[0075] In an embodiment, the processor 204 generates a URI for a BQE request based on the file size and the
information about the AP 104. In an embodiment, the processor binds the socket used for the BQE request (for example,
an HTTP transmission) to a Wireless Local Area Network (WLAN) interface. The processor 204 can submit the BQE
request via an HTTP GET for the generated URI. In an embodiment, the processor 204 can start a BQE timer based
on the BQE timeout and begin estimating the srate.
[0076] In an embodiment the processor 204 may compute the srate based on a number of downloaded bytes and an
elapsed download time. In an embodiment, the processor 204 may monitor the number of bytes downloaded from non-
local hosts at a network interface level. The processor 204 may periodically update a byte counter. In an embodiment,
the processor 204 may monitor only bytes received over a radio interface.
[0077] In an embodiment, the processor 204 may determine that BQE is successful if an HTTP exception occurs
during transmission of the BQE request. For example, the processor 204 may determine that BQE is successful if one
or more of the following are received: SC_INTERNAL_SERVER_ERROR, SC_NOT_FOUND,
SC_SERVICE_UNAVAILABLE, and SC_UNAUTHORIZED. In an embodiment, the processor 204 may not store the
computed rate in the memory 206 if BQE is determined to be successful due to an HTTP exception.
[0078] In an embodiment, the processor 204 may monitor the number of bytes received while downloading. When the
number of bytes received during the active BQE is equal or greater than the computed file size, the processor 204 may
terminate the active BQE download. In an embodiment, the processor 204 may terminate the ongoing HTTP GET via,
for example, a socket shutdown or an HTTP library. The processor 204 may send a TCP FIN and/or a TCP RST packet
when terminating the download.
[0079] In an embodiment, the processor 204 may monitor the BQE timer during the active BQE. When the BQE timer
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indicates that the duration of the active BQE is equal to or greater than the BQE timeout threshold, the processor 204
may terminate the active BQE download. In an embodiment, the processor 204 may terminate the ongoing HTTP GET
via, for example, a socket shutdown or an HTTP library. The processor 204 may send a TCP FIN packet. In various
embodiments, the BQE timer can count down from, or count up to, the BQE timeout. In an embodiment, the processor
204 may stop the BQE download based on a combination of the number of bytes received and the BQE timer.
[0080] In an embodiment, the processor 204 can compute a BQE metric based on the active BQE download. The
processor 204 may compare the BQE metric to a BQE threshold. The BQE threshold may indicate a minimum quality
that a communication link must meet in order for the wireless device 202 to use it. In an embodiment, the processor 204
may determine that the communication link 112 is of sufficient quality when the BQE metric is greater than or equal to
the BQE threshold. In an embodiment, the processor 204 may determine that the communication link 112 is of insufficient
quality when the BQE metric is less than the BQE threshold.
[0081] In an embodiment, the processor 204 may upload one or more piece of BQE information to the server 116 after
BQE. For example, the processor 204 may upload the computed srate to the server 116 when the processor 204
determines that the communication link 112 is of sufficient quality. In an embodiment, the processor 204 may only upload
the BQE information when the processor determines that the communication link 112 provides access to the Internet.
In an embodiment, the processor 204 may store the BQE information in the memory 206 when the communication link
112 is of sufficient quality.
[0082] In an embodiment, the processor 204 may discard the BQE result without uploading the BQE information to
the server 116, when the processor 204 determines that the communication link 112 is of insufficient quality and/or the
processor 204 determines that the communication link 112 does not provide Internet access. In an embodiment, the
processor 204 may not store the BQE information in the memory 206 when the communication link 112 is of insufficient
quality. In an embodiment, the processor 204 may not store the BQE information in the memory 206 when the processor
204 cannot determine one or more identifiers for the AP 104 such as, for example, a Service Set ID (SSID).
[0083] In an embodiment, the processor 204 may store the response in the memory 206 after receiving it from the
server 116 via the receiver 212. In various embodiments, the processor 204 may use the information in the quality
estimation response for a variety of purposes other than quality estimation. For example, in embodiments where the
response includes device management information, the processor 204 may store the device management information
in the memory 206 for later use in determining availability of the server 116 for BQE.

Passive BQE

[0084] In an embodiment, the quality estimation is a passive BQE. A passive BQE command may include information
indicating that the processor 204 should not send a quality estimation request to the server 116. BQE without contacting
the server 116 may be referred to as "passive BQE." In an embodiment, when the processor 204 attempts BQE, the
processor 204 can perform passive BQE by monitoring network traffic over the transmitter 210 and/or the receiver 212
without sending a quality estimation request to the server 116.
[0085] In embodiments where the processor 204 performs passive BQE, the processor 204 may estimate the speed
of a link with by measuring the amount of time it takes to transfer data to or from a server and dividing the amount of
transferred data by the transfer time. In another embodiment, the processor 204 may estimate the latency of the link
with a server by measuring the amount of time it takes for the server to respond to a communication. In another embod-
iment, the processor 204 may estimate the packet delay variation of the link with a server by monitoring the transmission
of packets and acknowledgments. In another embodiment, the processor 204 may estimate the packet loss rate of the
link with a server by measuring the number of packets resent by the server when downloading the quality estimation
response. In an embodiment, during passive BQE, the processor 204 monitors and/or measures only communications
not initiated for the purpose of BQE and with a destination across the backhaul 112.
[0086] In an embodiment, the processor 204 may perform passive BQE using one or more techniques described
above with respect to active BQE. For example, the processor 204 may perform active BQE techniques without sending
a download request to the server 116. Instead of monitoring bytes downloaded from the server 116, the processor 204
may monitor bytes downloaded from one or more other Internet servers. The processor 204 may monitor the downloaded
bytes using the aforementioned sampling mode, burst mode, srate computation, etc. In an embodiment, the processor
204 may only monitor non-local traffic for passive BQE. In an embodiment the processor may only monitor unicast traffic
and exclude broadcast and unicast traffic. In an embodiment, the processor 204 may exclude periods during which no
bytes have been received in computing the srate and/or the bust bitrate. In another embodiment, the processor 204 may
measure all traffic received at the network layer, and may compute the average of the highest N bitrate samples, where
N is an integer. In an embodiment, the processor 204 may perform passive BQE upon connection of the STA 106 to the
AP 104, and may only perform passive BQE for a limited period of time thereafter.
[0087] In an embodiment, the processor 204 may calculate the srate according to a sampling interval and a burst
duration. In an embodiment, the sampling interval can indicate how often the processor 204 checks the byte counter.
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The burst duration can indicate a duration over which the processor 204 should calculate a bitrate. The burst duration
may be specified as a multiple of the sampling interval. In an embodiment, the STA 106 may receive the burst duration
and/or the sampling interval from the server 116. In an embodiment, the STA 106 may store the burst duration and/or
the sampling interval in the memory 206.
[0088] In an embodiment, at each sampling interval, the processor 204 may compute the number of bytes received
in that interval. When periodically computing the number of bytes received, the processor 204 may be in a sampling
mode. When processor 204 determines that at least one byte has been received, the processor 204 may enter a burst
mode.
[0089] In the burst mode, the processor 204 may compute the number of bytes received during the duration of the
burst. The processor 204 may calculate a burst rate equal to then number of bytes received during the burst divided by
the duration of the burst. During srate computation, the processor 204 may calculate the srate as 8 times the number
of bytes received across one or more bursts, divided by the time elapsed across the one or more bursts.
[0090] In an embodiment, the memory 206 may store a pre-set passive BQE command. In another embodiment, the
processor 204 may generate the passive BQE command based on, for example, historical BQE results, a battery level,
etc. In another embodiment, the processor 204 may retrieve the passive BQE command via the receiver 212 and store
the passive BQE command in the memory 206. In an embodiment, the processor 204 may receive the passive BQE
command from the server 116 in response to a quality estimation request. The passive BQE command may be included
in the quality estimation response. In various embodiments, the processor 204 may perform passive BQE in addition
to, or instead of, active BQE. For example, the processor 204 may perform passive BQE when the processor 204
attempts active BQE and fails. As another example, the processor 204 may be configured to perform passive BQE
without receiving the passive BQE command.
[0091] FIG. 3 is a schematic illustration of a query response 300, according to one embodiment. The query response
300 can include one or more of a BQE response and an ICD response, described below with respect to FIG. 5. As
shown, the query response 300 includes device management information 310 and BQE and/or ICD data 320. Although
the device management information 310 and the BQE or ICD data 320 are shown in a particular arrangement, one
having ordinary skill in the art will appreciate that other arrangements are possible. For example, the positions of the
device management information 310 and the BQE data 320 can be reversed, interleaved, separated by additional data,
etc. Furthermore, the BQE or ICD data 320 can be omitted in embodiments where the device management information
310 is sufficient for BQE or ICD.

Crowd Information

[0092] The BQE and/or ICD data 320 can include dummy data and/or useful data such as, for example, information
about nearby WiFi hotspots, a challenge response, etc. In an embodiment, the quality estimation response may include
crowd-sourced information ("crowd information"). The crowd information may include BQE information based on BQE
results of one or more other STAs 106 for a specific AP 104. At least some of the crowd information can by provided by
other users and collected on the server 116. In an embodiment, the crowd information includes a numerical value
indicating whether the communication link 112 is of sufficient quality. In another embodiment, the crowd information
includes an average BQE metric for the communication link 112. In another embodiment, the crowd information can
include one or more other metrics based on past BQE results stored at the server 116. A person having ordinary skill
in the art will appreciate that the crowd information can use any suitable encoding.
[0093] In an embodiment, the query response 300 can be formatted as text, hypertext markup language (HTML),
extensible markup language (XML), or any other data format. In one embodiment, the query response 300 can be
formatted as follows:

          <access probability>0.7</access probability>
          <quota>9</quota>
          <bytes from here on until end are meaningless>
          Pppppppppppppppppppppppppppppppppppppppppppp....

[0094] In the illustrated embodiment, the device management information 320 includes a history limit 330, a cache
period 340, a request quota 360, an access probability factor 360, and a passive BQE command 370. In various em-
bodiments, the device management information 320 may include the history limit 330, the cache period 340, the request
quota 360, the access probability factor 360, and the passive BQE command 370 in a different order, may include
additional information, and/or may omit one or more of the history limit 330, the cache period 340, the request quota
360, the access probability factor 360, and the passive BQE command 370. In various embodiments, the processor 204
can act on one or more of the history limit 330, the cache period 340, the request quota 360, the access probability factor
360, and the passive BQE command 370, either alone or in combination.
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History limit

[0095] In an embodiment, the query response 300 may include the history limit 330. The history limit may include
information indicating how many BQE and/or ICD results the processor 204 should store for each communication network.
In an embodiment, the history limit 330 includes a numerical value indicating maximum number of BQE and/or ICD
results that the processor 204 should store in the memory 206 for each communication network for which the processor
204 performs BQE and/or ICD. A person having ordinary skill in the art will appreciate that the history limit 330 can use
any suitable encoding. In various embodiments, the device management information 310 can include a separate history
limit 330 for one or both of BQE and ICD requests, or a combined history limit 330 for both BQE and ICD requests.
[0096] In one embodiment, the processor 204 may attempt BQE and/or ICD, for example, when the wireless device
202s connects to the AP 104. In order to determine whether the server 116 is available for BQE and/or ICD, the processor
may read a BQE and/or ICD result history from the memory 206. The result history may include a long term history of
BQE and/or ICD results. In an embodiment, the result history may include a list of network identifiers, corresponding
BQE and/or ICD results, and/or corresponding time stamps indicating when each result was recorded. The network
identifiers can include, for example, SSIDs, BSSIDs, router media access control (MAC) addresses, network domain
names, etc.
[0097] The STA 106 may maintain separate result histories for BQE and ICD results, or may maintain a combined
result history. In an embodiment, the result history (storing a relatively long term result history) and a result cache (storing
a relatively short term result history, as described below) can be included in the same data set. In another embodiment,
the result history and the result cache can be stored separately.
[0098] The processor 204 may determine a current network identifier (i.e. the network identifier for the network to
which the wireless device 202s is connected). The processor 204 may compare the current network identifier to the
network identifiers in the result history stored in the memory 206. If the current network identifier is not included in the
result history stored in the memory 206, then the processor 204 may determine that the server 116 is available for BQE
and/or ICD. If the current network identifier is included in the result history stored in the memory 206, then the processor
204 may determine that the server 116 is available for BQE if the local history does not allow BQE to conclude (for
example, BQE pass or BQE fail). The local history allows to BQE to conclude when Average - Standard Deviation >
Threshold, in which case it concludes BQE pass, or when Average + Standard Deviation < Threshold in which case it
concludes BQE fail. In the foregoing equations, Average is the average of the past X BQE results for the current network
identifier, Standard Deviation is the standard deviation over the past X results, and Threshold is a threshold bitrate.
[0099] In an embodiment, X is equal to the history limit 330. In an embodiment, the memory 206 may store a pre-set
X value. In another embodiment, the processor 204 may generate the X value based on, for example, historical BQE
and/or ICD results, a battery level, etc. In another embodiment, the processor 204 may retrieve the X value via the
receiver 212 and store the X value in the memory 206. In an embodiment, the processor 204 may receive the X value
from the server 116 in response to a quality estimation request. The X value may be included in the query response 300.
[0100] In an embodiment, the memory 206 may store a pre-set Threshold value. In another embodiment, the processor
204 may generate the Threshold value based on, for example, historical BQE results, a battery level, etc. In another
embodiment, the processor 204 may retrieve the Threshold value via the receiver 212 and store the Threshold value in
the memory 206. In an embodiment, the processor 204 may receive the Threshold value from the server 116 in response
to a BQE or ICD request. The Threshold value may be included in the query response 300. In an embodiment, the
processor may use radio parameters measured over the air to compute the current threshold value.
[0101] In one embodiment, the processor 204 may generate a random or pseudorandom number. In another embod-
iment, the DSP 204 may generate the random or pseudo-random number. The random or pseudo-random number may
be generated within the range of 0 to 1. The processor 204 may compare the generated number to a threshold to
determine whether the server 116 is available for BQE. In an embodiment, the processor 204 may determine that the
server 116 is available for BQE when the generated number is less than the threshold. In an embodiment, the processor
204 may determine that the server 116 is available for BQE when the generated number is less than or equal to the
threshold.
[0102] In another embodiment, the processor 204 may increment a counter every time the processor 204 attempts
BQE. The processor 204 may store the counter in the memory 206. The processor 204 may compare the counter to a
quota to determine whether the server 116 is available for BQE. In an embodiment, the processor 204 may determine
that the server is available for BQE when the counter is less than the quota.
[0103] In general, a higher Threshold value will tend to cause the processor 204 to perform BQE more frequently.
Similarly, a lower Threshold value will tend to cause the processor 204 to perform BQE less frequently. When the
historical BQE results for a given communication network are relatively high, the processor 204 will tend to perform BQE
less frequently. When the historical BQE results for a given communication network are relatively low, the processor
204 will tend to perform BQE more frequently. Accordingly, the processor 204 will tend to perform BQE more frequently
when connected to a network of relatively low quality.
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[0104] In another embodiment, the processor 204 may determine that the server 116 is available for BQE with a
probability related to a variability of historical BQE results. For example, the processor 204 may determine that the server
116 is available for BQE with a probability of 1 - (STDEVx / Threshold), where STDEVx is the standard deviation of the
past X BQE results for the current network identifier, and Threshold is a threshold bitrate. In another embodiment, the
processor 204 may determine that the server 116 is available for BQE with a probability related to one or more of the
following statistical metrics of historical BQE results: mean, median, average, standard deviation, variability, min, max, etc.
[0105] In an embodiment, the memory 206 may store a pre-set history limit 330. In another embodiment, the processor
204 may generate the history limit 330 based on, for example, historical BQE and/or ICD results, a battery level, etc. In
another embodiment, the processor 204 may retrieve the history limit 330 via the receiver 212 and store the history limit
330 in the memory 206. In an embodiment, the processor 204 may receive the history limit 330 from the server 116 in
response to a BQE and/or ICD request.

Cache Period

[0106] In an embodiment, the query response 300 may include a cache period 340. The cache period may include
information indicating how long the processor 204 should wait between successive BQE and/or ICD requests for the
same network connection. In one embodiment, for example, the processor 204 may attempt BQE and/or ICD once an
hour. If the cache period 340 indicates a three hour cache period, then the processor 204 will determine that the server
116 is available for the first BQE and/or ICD attempt, and then determine that the server 116 is not available for the
subsequent two BQE and/or ICD attempts within the three hour period, and the BQE and/or ICD attempt will fail.
[0107] In an embodiment, the cache period 340 includes a numerical value indicating a time period during which the
processor 204 should not perform BQE and/or ICD more than once. The cache period 340 may include any time frame
(for example, an hour, three hours, a day, a week, a month, etc.). A person having ordinary skill in the art will appreciate
that the cache period 340 can use any suitable encoding. In various embodiments, the device management information
310 can include a separate cache period 340 for one or both of BQE and ICD requests, or a combined cache period
340 for both BQE and ICD requests.
[0108] In one embodiment, the processor 204 may attempt BQE and/or ICD, for example, when the wireless device
202s connects to the AP 104. In order to determine whether the server 116 is available for BQE and/or ICD, the processor
may read a result cache from the memory 206. The result cache may include a short term history of BQE and/or ICD
results. In an embodiment, the result cache may include a list of network identifiers, corresponding BQE and/or ICD
results, and/or corresponding time stamps indicating when each BQE and/or ICD result was recorded. The network
identifiers can include, for example, Service Set Identifiers (SSIDs), Basic Service Set Identifiers (BSSIDs), router media
access control (MAC) addresses, network domain names, Cell Identifier, etc.
[0109] The STA 106 may maintain separate result caches for BQE and ICD results, or may maintain a combined result
cache. In an embodiment, the result history (storing a relatively long term result history, as described above) and the
result cache (storing a relatively short term result history) can be included in the same data set. In another embodiment,
the result history and the result cache can be stored separately.
[0110] The processor 204 may determine a current network identifier (i.e. the network identifier for the network to
which the wireless device 202s is connected). The processor 204 may compare the current network identifier to the
network identifiers in the result cache stored in the memory 206. If the current network identifier is not included in the
result cache stored in the memory 206, then the processor 204 may determine that the server 116 is available for BQE
and/or ICD. If the current network identifier is included in the result cache stored in the memory 206, then the processor
204 may determine that the server 116 is not available for BQE and/or ICD. In an embodiment, the processor 204 may
determine that the server 116 is not available for BQE and/or ICD if the current network identifier is included in the result
cache, and the time stamp is older than the cache period 340. If the processor 204 determines that the server 116 is
available for BQE and/or ICD, the processor 204 can perform the BQE and/or ICD as described herein. The processor
204 may store the BQE and/or ICD result in the BQE result cache, along with the current network identifier and/or a time
stamp.
[0111] In an embodiment, the memory 206 may store a pre-set cache period 340. In another embodiment, the processor
204 may generate the cache period 340 based on, for example, historical BQE and/or ICD results, a battery level, etc.
In another embodiment, the processor 204 may retrieve the cache period 340 via the receiver 212 and store the cache
period 340 in the memory 206. In an embodiment, the processor 204 may receive the cache period 340 from the server
116 in response to a BQE and/or ICD request.

Request Quota

[0112] In an embodiment, query response 300 may include the request quota 350. The request quota 350 may include
information indicating whether a BQE and/or ICD attempt should succeed when the processor 204 determines availability
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of the server 116 for BQE and/or ICD. Specifically, the request quota 350 may indicate a limit on the number of BQE
and/or ICD attempts that should succeed in a period of time. In one embodiment, for example, the processor 204 may
attempt BQE and/or ICD ten times within a day. If the request quota 350 indicates a five BQE and/or ICD limit per day,
then the processor 204 will determine that the server 116 is available for the first five BQE and/or ICD attempts, and
then determine that the server 116 is not available for the subsequent five BQE attempts, and the BQE and/or ICD
attempt will fail.
[0113] In an embodiment, the request quota 350 includes a numerical value indicating a limit on the number of BQE
and/or ICD attempts that should succeed within a given period. The request quota 350 may explicitly identify the period,
or the period may be implicit. A quota period may include any time frame (for example, an hour, a day, a week, a month,
etc.), a dynamic period (for example, per AP, per reboot, per wireless session), or any combination thereof. A person
having ordinary skill in the art will appreciate that the request quota 350 can use any suitable encoding. In various
embodiments, the device management information 310 can include a separate request quota 350 for one or both of
BQE and ICD requests, or a combined request quota 350 for both BQE and ICD requests.
[0114] In one embodiment, the processor 204 may increment a counter every time the processor 204 determines the
server available for BQE and/or ICD. The processor 204 may store the counter in the memory 206. The processor 204
may compare the counter to the request quota 350 to determine whether the server 116 is available for BQE and/or
ICD. In an embodiment, the processor 204 may determine that the server is available for BQE and/or ICD when the
counter is less than the request quota 350. In another embodiment, the processor 204 may determine that the server
is available for BQE and/or ICD then the counter is less than or equal to the request quota 350. In various embodiments,
the processor 204 may determine that the server 116 is not available for BQE and/or ICD in each of the aforementioned
conditions.
[0115] The processor 204 may reset the counter according to the device management information. For example, the
processor 204 may reset the counter every hour, day week, month, each time the wireless device 202s connects to a
different AP, each time the wireless device 202s restarts, etc. In an embodiment, the processor 204 may determine
whether the server 116 is available for BQE and/or ICD based on a combination of the request quota 350 and the access
probability factor. For example, if the processor 204 determines that the request quota 350 has not been exceeded, then
the processor may determine that the server 116 is available for BQE and/or ICD regardless of the access probability
factor. If, on the other hand, the processor 204 determines that the request quota 350 has been exceeded, then the
processor may determine whether the server 116 is available for BQE and/or ICD based on the access probability factor,
as described above.
[0116] In an embodiment, the memory 206 may store a pre-set request quota 350. In another embodiment, the proc-
essor 204 may generate the request quota 350 based on, for example, historical BQE and/or ICD results, a battery level,
etc. In another embodiment, the processor 204 may retrieve the request quota 350 via the receiver 212 and store the
request quota 350 in the memory 206. In an embodiment, the processor 204 may receive the request quota 350 from
the server 116 in response to a BQE and/or ICD request.

Access Probability Factor

[0117] In an embodiment, the query response 300 may include an access probability factor 360. The access probability
factor 360 may include information indicating how often a BQE and/or ICD attempt should succeed when the processor
204 determines availability of the server 116 for BQE and/or ICD. Specifically, the access probability factor 360 may
indicate a probability with which a BQE and/or ICD attempt should succeed. In one embodiment, for example, the
processor 204 may attempt BQE and/or ICD every time the wireless device 202s associates with an AP 104 via the
transmitter 214. If the access probability factor 360 indicates a 50% success rate, then the processor 204 will determine
that the server 116 is not available roughly 50% of the time, and the BQE and/or ICD attempt will fail.
[0118] In an embodiment, the access probability factor 360 includes a numerical value from 0 to 1, with 0 indicating
a 0% probability of BQE and/or ICD success and 1 indicating a 100% probability of BQE and/or ICD success. In another
embodiment, the access probability factor 360 includes a numerical value from 0 to 100, with 0 indicating a 0% probability
of BQE and/or ICD success and 100 indicating a 100% probability of BQE and/or ICD success. In another embodiment,
the access probability factor 360 includes a numerical value X, indicating that every X BQE and/or ICD attempt should
succeed. A person having ordinary skill in the art will appreciate that the access probability factor 360 can use any
suitable encoding. In various embodiments, the device management information 310 can include a separate access
probability factor 360 for one or both of BQE and ICD requests, or a combined access probability factor 360 for both
BQE and ICD requests.
[0119] In one embodiment, the processor 204 may generate a random or pseudorandom number. In another embod-
iment, the DSP 204 may generate the random or pseudo-random number. The random or pseudo-random number may
be generated within the range of possible values for the access probability factor 360. The processor 204 may compare
the generated number to the access probability factor 360 to determine whether the server 116 is available for BQE
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and/or ICD. In an embodiment, the processor 204 may determine that the server 116 is available for BQE and/or ICD
when the generated number is less than the access probability factor 360. In an embodiment, the processor 204 may
determine that the server 116 is available for BQE and/or ICD when the generated number is less than or equal to the
access probability factor 360. In an embodiment, the processor 204 may determine that the server 116 is available for
BQE and/or ICD when the generated number is greater than the access probability factor 360. In an embodiment, the
processor 204 may determine that the server 116 is available for BQE and/or ICD when the generated number is greater
than or equal to the access probability factor 360. In various embodiments, the processor 204 may determine that the
server 116 is not available for BQE and/or ICD in each of the aforementioned conditions.
[0120] In another embodiment, the processor 204 may increment a counter every time the processor 204 attempts
BQE and/or ICD. The processor 204 may store the counter in the memory 206. The processor 204 may compare the
counter to the access probability factor 360 to determine whether the server 116 is available for BQE and/or ICD. In an
embodiment, the processor 204 may determine that the server is available for BQE and/or ICD when the counter is an
even multiple of the access probability factor 360. In another embodiment, the processor 204 may determine that the
server is available for BQE and/or ICD then the counter is an even multiple of the inverse of the access probability factor
360. In various embodiments, the processor 204 may determine that the server 116 is not available for BQE and/or ICD
in each of the aforementioned conditions.
[0121] In an embodiment, the memory 206 may store a pre-set access probability factor 360. In another embodiment,
the processor 204 may generate the access probability factor 360 based on, for example, historical BQE and/or ICD
results, a battery level, etc. In another embodiment, the processor 204 may retrieve the access probability factor 360
via the receiver 212 and store the access probability factor 360 in the memory 206. In an embodiment, the processor
204 may receive the access probability factor 360 from the server 116 in response to a BQE and/or ICD request.
[0122] FIG. 4 is a flowchart 400 illustrating a method of determining the sufficiency of a communication link quality.
For clarity, the flowchart 400 is described below with reference to the communication network 100 shown in FIG. 1 and
device 202s shown in FIG. 2. However, a person having ordinary skill in the art will appreciate that the method of flowchart
400 can be used with any suitable device. In one implementation, the processor 204 executes one or more sets of codes
to control the functional elements of the device 202s to perform the functions described below. In various embodiments,
steps described herein may be performed in a different order or omitted, and additional steps may be added.
[0123] In an embodiment, the STA 106 may follow the flowchart 400 when connecting to a new AP 104. The STA 106
may determine whether the communication link 112 is of sufficient quality based on the result of the flowchart 400. If
the flowchart 400 indicates that the communication link 112 is of insufficient quality, the STA 106 may not use the AP
104 for communication, and may use another radio and/or AP instead. For example, the STA 106 may switch from a
WiFi radio to a cellular radio when BQE for a WiFi AP indicates low quality. If the flowchart 400 indicates that the
communication link 112 is of sufficient quality, on the other hand, the STA 106 may use the AP 104 for communication.
[0124] First, at block 405, the processor 204 determines whether BQE is enabled. The processor 204 may determine
whether BQE is enabled by checking a value stored in the memory 206. In an embodiment, the STA 106 may receive
information about whether BQE should be enabled from the server 116. In another embodiment, the STA 106 may
receive information about whether BQE should be enabled from a service provider. If the processor 204 determines that
BQE is disabled, the processor 204 may determine that the communication link 112 is of sufficient quality at block 410.
If, on the other hand, the processor 204 determines that BQE is enabled, the processor 204 may continue to block 415.
[0125] Next, at block 415, the processor 204 may start passive BQE, as described above. The processor 204 may
run passive BQE in the background, monitoring incidental communication between the STA 106 and one or more Internet
hosts. While passive BQE is running, the processor 204 may continue to block 420.
[0126] Then, at block 420, the processor 204 may check the short term history for the AP 104, as described above.
For example, the processor may read a BQE result cache from the memory 206. In an embodiment, the processor 204
may determine that the short term history is both recent and good if the current network identifier is included in the BQE
result cache, and the time stamp is older than the BQE cache period. If the short term history is both recent and good,
the processor 204 may determine that the communication link 112 is of sufficient quality at block 410. If, on the other
hand, the processor 204 determines that the short term history is not recent and good, the processor 204 may continue
to block 425.
[0127] Thereafter, at block 425, the processor 204 may check the long term history for the AP 104, as described
above. For example, the processor may read a BQE result history from the memory 206. In an embodiment, the processor
204 may determine whether the long term history is high confidence and good when Average - Standard Deviation >
Threshold, where Average is the average of the past X BQE results for the current network identifier, Standard Deviation
is the standard deviation over the past X results, and Threshold is a threshold bitrate. If the long term history is both
high confidence and recent, the processor 204 may determine that the communication link 112 is of sufficient quality at
block 410. If, on the other hand, the processor 204 determines that the long term history is not high confidence and
recent, the processor 204 may continue to block 430.
[0128] Subsequently, at block 430, the processor 204 may wait for either an ICD response or an ICD timeout. As will
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be described below with respect to FIG. 5, the STA 106 may receive crowd information from the server 116 in conjunction
with an ICD response. If the STA 106 does not receive an ICD response within a timeout period after sending an ICD
request to the server 116, the ICD may timeout. After the ICD succeeds or times out, the processor 204 proceeds to
block 435.
[0129] Next, at block 435, the processor 204 reads the crowd information received from the server 116. If the crowd
information indicates that the communication link 112 is of sufficient quality, the processor 204 may proceed to block
410. If the crowd information does not indicate that the communication link 112 is of sufficient quality, or the STA 106
does not successfully receive the crowd information from the server 116, the processor 204 continues to block 440.
[0130] Then, at block 440, the processor 204 checks the result of the passive BQE started at block 415. The processor
204 compares the passive BQE result to a threshold quality value indicative of a sufficient quality for the communication
link 112. If the processor 204 determines that the passive BQE result is equal to or greater than the BQE threshold, the
processor continues to block 410. If, on the other hand, the processor 204 determines that the passive BQE result is
less than the BQE threshold, or passive BQE fails, the processor continues to block 445.
[0131] Thereafter, at block 445, the processor 204 may again check the long term history for the AP 104, as described
above. For example, the processor may read a BQE result history from the memory 206. In an embodiment, the processor
204 may determine whether the long term history is high confidence and bad when Average + Standard Deviation <
Threshold, where Average is the average of the past X BQE results for the current network identifier, Standard Deviation
is the standard deviation over the past X results, and Threshold is a threshold bitrate. If the long term history is both
high confidence and bad, the processor 204 may determine that the communication link 112 is of insufficient quality at
block 450. If, on the other hand, the processor 204 determines that the long term history is not high confidence and bad,
the processor 204 may continue to block 455.
[0132] Subsequently, at block 455, the processor 204 again reads the crowd information received from the server
116. If the crowd information indicates that the communication link 112 is of insufficient quality, the processor 204 may
proceed to block 450. If the crowd information does not indicate that the communication link 112 is of insufficient quality,
or the STA 106 does not successfully receive the crowd information from the server 116, the processor 204 continues
to block 460.
[0133] Next, at block 460, the processor 204 determines whether the server 116 is available for BQE, as described
above with respect to load management techniques such as, for example, the access probability factor, the quality
estimation quota, etc. If the processor 204 determines that the server 116 is not available for BQE, the processor 204
may determine that the quality of the communication link 112 is insufficient at block 410. If, on the other hand, the
processor 204 determines that the server 116 is available for BQE, the processor 204 may continue to active BQE at
block 465.
[0134] Then, at block 465, the processor 204 performs active BQE, as described above. In an embodiment, the
processor 204 compares the active BQE result to a threshold quality value indicative of a sufficient quality for the
communication link 112. If the processor 204 determines that the active BQE result is equal to or greater than the BQE
threshold, the processor continues to block 410. If, on the other hand, the processor 204 determines that the active BQE
result is less than the BQE threshold, or active BQE fails, the processor continues to block 450.

Internet Connection Detection (ICD)

[0135] In an embodiment, the STA 106 may detect and Internet connectivity of the communication link 112 when the
STA 106 connects to the AP 104. In order to determine whether the AP 104 provides access to the Internet, the STA
106 may perform Internet Connection Detection (ICD). In an embodiment, the STA 106 may perform ICD every time the
STA 106 connects to an AP 104. ICD may allow the STA 106 to detect whether the AP is a so-called "captive portal"
which may respond incorrectly to Internet requests, for example by serving a payment request web page instead of the
page requested. The STA 106 may detect whether the AP provides limited Internet connectivity.
[0136] FIG. 5 is a flowchart 500 illustrating a method of determining Internet connectivity of an access point 104. For
clarity, the flowchart 500 is described below with reference to the communication network 100 shown in FIG. 1 and
device 202s shown in FIG. 2. However, a person having ordinary skill in the art will appreciate that the method of flowchart
500 can be used with any suitable device. In one implementation, the processor 204 executes one or more sets of codes
to control the functional elements of the device 202s to perform the functions described below. In various embodiments,
steps described herein may be performed in a different order or omitted, and additional steps may be added.
[0137] First, at block 505, the processor 204 determines whether ICD is enabled. The processor 204 may determine
whether ICD is enabled by checking a value stored in the memory 206. In an embodiment, the STA 106 may receive
information about whether ICD should be enabled from the server 116. In another embodiment, the STA 106 may receive
information about whether ICD should be enabled from a service provider. If the processor 204 determines that ICD is
disabled, the processor 204 may determine that the AP 104 provides Internet connectivity at block 510. If, on the other
hand, the processor 204 determines that ICD is enabled, the processor 204 may continue to block 515.
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[0138] Next, at block 515, the processor 204 may check the short term history for the AP 104. In an embodiment, the
short term history for ICD can include one or more aspects of the short term history for BQE, described above. In order
to determine whether the AP 104 provides Internet connectivity, the processor may read an ICD result cache from the
memory 206. The ICD result cache may include a short term history of ICD results. In an embodiment, the ICD result
cache may include a list of network identifiers, corresponding ICD results, and/or corresponding time stamps indicating
when each ICD result was recorded. The network identifiers can include, for example, Service Set Identifiers (SSIDs),
Basic Service Set Identifiers (BSSIDs), router media access control (MAC) addresses, network domain names, etc.
[0139] The processor 204 may determine a current network identifier (i.e. the network identifier for the network to
which the wireless device 202s is connected). The processor 204 may compare the current network identifier to the
network identifiers in the ICD result cache stored in the memory 206. If the current network identifier is not included in
the ICD result cache stored in the memory 206, then the processor 204 may not determine that the AP 104 provides
Internet connectivity. If the current network identifier is included in the ICD result cache stored in the memory 206, then
the processor 204 may determine that the AP 104 provides Internet connectivity based on the stored ICD result. In an
embodiment, the processor 204 may determine that the AP 104 provides Internet connectivity if the current network
identifier is included in the ICD result cache, and the time stamp is not older than the ICD cache period. If the processor
204 determines that the server 116 is available for ICD, the processor 204 can perform the ICD as described herein.
The processor 204 may store the ICD result in the ICD result cache, along with the current network identifier and/or a
time stamp.
[0140] In an embodiment, the memory 206 may store a pre-set ICD cache period. In another embodiment, the processor
204 may generate the ICD cache period based on, for example, historical ICD results, a battery level, etc. In another
embodiment, the processor 204 may retrieve the ICD cache period via the receiver 212 and store the ICD cache period
in the memory 206. In an embodiment, the processor 204 may receive the ICD cache period from the server 116 in
response to a quality estimation request or ICD request. The ICD cache period may be included in the quality estimation
response or ICD response.
[0141] If the processor 204 determines that the AP 104 provides Internet connectivity based on the short term history,
the processor 204 may continue to block 510. If, on the other hand, the processor 204 does not determine that the AP
104 provides Internet connectivity, the processor 204 continues to block 520. For example, the processor 204 may
continue to block 520 if the processor 204 determines that a recent ICD result indicates that the AP 204 does not provide
Internet connectivity. In an embodiment, the processor 204 may continue to block 520 with a preset probability, regardless
of the short term history result.
[0142] Then, at block 520, the processor may read an ICD result history from the memory 206. The ICD result history
may include a long term history of ICD results. In an embodiment, the ICD result history may include a list of network
identifiers, corresponding ICD results, and/or corresponding time stamps indicating when each ICD result was recorded.
The network identifiers can include, for example, SSIDs, BSSIDs, router media access control (MAC) addresses, network
domain names, etc. In an embodiment, the ICD result history (storing a relatively long term result history) and the ICD
result cache (storing a relatively short term result history) can be included in the same data set. In another embodiment,
the ICD result history and the ICD result cache can be stored separately.
[0143] The processor 204 may determine a current network identifier (i.e. the network identifier for the network to
which the wireless device 202s is connected). The processor 204 may compare the current network identifier to the
network identifiers in the ICD result history stored in the memory 206. If the current network identifier is not included in
the ICD result history stored in the memory 206, then the processor 204 may not determine that the AP 104 provides
Internet connectivity.
[0144] If the current network identifier is included in the ICD result history stored in the memory 206, then the processor
204 may determine that the AP 104 provides Internet connectivity if the most recent ICD result indicates that the AP
104 provides Internet connectivity. In an embodiment, the processor 204 may determine that the AP 104 provides Internet
connectivity if all stored ICD results for the AP 104 indicate that the AP 104 provides Internet connectivity. In an embod-
iment, the processor 204 may determine that the AP 104 provides Internet connectivity with a probability related to an
average of historical ICD results.
[0145] In one embodiment, the processor 204 may generate a random or pseudorandom number. In another embod-
iment, the DSP 204 may generate the random or pseudo-random number. The random or pseudo-random number may
be generated within the range of 0 to 1. The processor 204 may compare the generated number to the probability to
determine whether the AP 104 provides Internet connectivity. In an embodiment, the processor 204 may determine that
the AP 104 provides Internet connectivity when the generated number is less than the probability. In an embodiment,
the processor 204 may determine that the AP 104 provides Internet connectivity when the generated number is less
than or equal to the probability.
[0146] In another embodiment, the processor 204 may increment a counter every time the processor 204 attempts
ICD. The processor 204 may store the counter in the memory 206. The processor 204 may compare the counter to the
probability to determine whether the AP 104 provides Internet connectivity. In an embodiment, the processor 204 may
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determine that the AP 104 provides Internet connectivity when the counter is an even multiple of the probability. In
another embodiment, the processor 204 may determine that the AP 104 provides Internet connectivity then the counter
is an even multiple of the inverse of the probability.
[0147] In general, a higher Threshold value will tend to cause the processor 204 to perform ICD more frequently.
Similarly, a lower Threshold value will tend to cause the processor 204 to perform ICD less frequently. When the historical
ICD results for a given communication network are relatively high, the processor 204 will tend to perform ICD less
frequently. When the historical ICD results for a given communication network are relatively low, the processor 204 will
tend to perform ICD more frequently. Accordingly, the processor 204 will tend to perform ICD more frequently when
connected to a network of relatively low quality.
[0148] In an embodiment, the memory 206 may store a pre-set ICD history limit. In another embodiment, the processor
204 may generate the ICD history limit based on, for example, historical ICD results, a battery level, etc. In another
embodiment, the processor 204 may retrieve the ICD history limit via the receiver 212 and store the ICD history limit in
the memory 206. In an embodiment, the processor 204 may receive the ICD history limit from the server 116 in response
to a quality estimation request or an ICD request. The ICD history limit may be included in the quality estimation response
or an ICD response.
[0149] If the processor 204 determines that the AP 104 provides Internet connectivity based on the long term history,
the processor 204 may continue to block 510. If, on the other hand, the processor 204 does not determine that the AP
104 provides Internet connectivity, the processor 204 continues to block 525. In an embodiment, the processor 204 may
continue to block 520 with a preset probability, regardless of the long term history result. In an embodiment, the processor
204 may continue to block 510 with a preset probability, regardless of the long term history result.
[0150] Thereafter, at block 525, the processor 204 determines whether the server 116 is available for ICD, as described
above with respect to load management techniques such as, for example, the access probability factor, the quality
estimation quota, etc. Although various load management techniques are described above with respect to BQE, one or
more aspects of the BQE load management techniques may be applied to ICD load management. For example, the
STA 106 may receive an ICD quota from the server 116 via a BQE or ICD response. As another example, the STA 106
may receive an access probability factor for ICD from the server 116 via a BQE or ICD response. If the processor 204
determines that the server 116 is not available for ICD, the processor 204 may determine that the AP 104 does provide
Internet connectivity at block 510. If, on the other hand, the processor 204 determines that the server 116 is available
for ICD, the processor 204 may continue to ICD at block 530.
[0151] Subsequently, at block 530, the processor 204 initiates ICD. In an embodiment, the processor 204 may generate
an ICD request. The processor 204 may transmit the ICD request to the server 116, for example, via HTTP. In an
embodiment, the processor 204 binds the ICD HTTP transmission to a WLAN interface. The processor 204 may keep
track of the number of ICD requests made and store the number in the memory 206.
[0152] In an embodiment, the processor 204 may generate an ICD URI to which the ICD request will be sent. The
ICD URI may include indentifying information of the STA 106, the AP 104, and/or a temporary identifier. The temporary
identifier may include a key such as, for example, the BSSID of the AP 104. The temporary identifier can include random
or pseudorandom data. The temporary identifier may be based on an identifier of the STA 106, the AP 104, the com-
munication system 100, and/or the server 116. In an embodiment, the temporary identifier may be referred to as a
"token." The ICD request may include an ICD HTTP GET for the ICD URI to the server 116.
[0153] The processor 204 may wait an amount of time for a response from the server 116. The amount of time may
be an ICD timeout value. If the ICD response is received before the ICD timeout, the processor 204 may time stamp the
response. If the ICD response includes the key in an expected position, the processor 204 may determine that the AP
104 provides Internet connectivity at block 510.
[0154] If the ICD response is not received within the ICD timeout, the processor may determine that the AP 104 does
not provide Internet connectivity at block 535. If the ICD response does not include the key the processor may determine
that the AP provides limited connectivity. In an embodiment, the processor 204 may generate and send a DNS request
in order to determine the IP address of the server 116. If the DNS request fails, the processor 204 may determine that
the AP 104 does not provide Internet access at block 510. Regardless of whether ICD succeeds or fails, the processor
204 may store the ICD result in the memory 206.
[0155] FIG. 6 is a flowchart 600 illustrating an embodiment of a method of determining a characteristic of a commu-
nication link. Although the method of flowchart 600 is described herein with reference to the wireless communication
system 100 discussed above with respect to FIG. 2, and to the wireless device 202 discussed above with respect to
FIG. 2, a person having ordinary skill in the art will appreciate that the method of flowchart 600 may be implemented by
another device described herein, or any other suitable device. In an embodiment, the steps in flowchart 600 may be
performed, at least in part, by a processor or controller such as, for example, the processor 204 (FIG. 2) and/or the DSP
220 (FIG. 2), potentially in conjunction with the memory 206 (FIG. 2). Although the method of flowchart 600 is described
herein with reference to a particular order, in various embodiments, blocks herein may be performed in a different order,
or omitted, and additional blocks may be added.
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[0156] First, at block 610, the STA 106 transmits a first request for a first communication to the server 116, over the
communication link 112. The first communication can be for determining suitability of the communication link 112. In
various embodiments, the first request can include one or more of a BQE request and an ICD request, as discussed
above with respect to FIGs. 2-4. The first communication can include one or more of a BQE response and an ICD
response, as discussed above with respect to FIGs. 2-4.
[0157] Next, at block 620, the STA 106 receives the first communication from the server 116, in response to the first
request. The server 116 can send the first communication over the communication link 112. The STA 106 can receive
the first communication via the receiver 212.
[0158] Then, at block 630, the STA 106 determines suitability of the communication link 112 based on the first com-
munication. For example, in embodiments where the first communication includes a BQE response, the STA 106 can
determine suitability of the communication link 112 in accordance with one or more aspects of the flowchart 400, as
discussed above with respect to FIG. 4. In embodiments where the first communication includes an ICD response, the
STA 106 can determine suitability of the communication link 112 in accordance with one or more aspects of the flowchart
500, as discussed above with respect to FIG. 5.
[0159] Thereafter, at block 640, the STA 106 stores information identifying the determined suitability of a plurality of
networks. For example, the STA 106 can store the information identifying the determined suitability of the communication
link 112, in conjunction with the network associated with the AP 104. In an embodiment, the STA 106 can store the
information identifying the determined suitability in accordance with the short-term and/or long-term BQE history, de-
scribed above with respect to FIG. 2. In another embodiment, the STA 106 can store the information identifying the
determined suitability in accordance with the short-term and/or long-term ICD history, described above with respect to
FIG. 5.
[0160] Subsequently, at block 650, the STA selectively transmits a second request for a second communication to
the server 116, over the communication link 112. The second communication can be for determining suitability of the
communication link 112. In various embodiments, the second request can include one or more of a BQE request and
an ICD request, as discussed above with respect to FIGs. 2-4. The second communication can include one or more of
a BQE response and an ICD response, as discussed above with respect to FIGs. 2-4.
[0161] The STA 106 can determine whether or not to transmit the second request based on one or more of a short-
term history, a long-term history, crowd information, a passive BQE result, and load management techniques such as,
for example, the access probability factor, the quality estimation quota, etc. For example, in embodiments where the
second communication includes a BQE response, the STA 106 can determine suitability of the communication link 112
in accordance with one or more aspects of the flowchart 400, as discussed above with respect to FIG. 4. In embodiments
where the second communication includes an ICD response, the STA 106 can determine suitability of the communication
link 112 in accordance with one or more aspects of the flowchart 500, as discussed above with respect to FIG. 5.
[0162] FIG. 7 is a functional block diagram of a system 700 for determining a characteristic of a communication link,
in accordance with an exemplary embodiment of the invention. Those skilled in the art will appreciate that a system may
have more components than the simplified system 700 shown in FIG. 7. The system 700 shown includes only those
components useful for describing some prominent features of implementations within the scope of the claims.
[0163] The system 700 for determining a characteristic of a communication link includes means 710 for transmitting,
at a mobile device, a first request for a first communication for determining suitability of a communication link, to a server,
means 720 for receiving the first communication from the server, over the communication link, in response to the first
request, means 730 for determining suitability of the communication link based on the first communication, means 740
for storing information identifying the determined suitability of a plurality of networks, and means 750 for selectively
transmitting a second request for a second communication, over the communication link.
[0164] In an embodiment, the means 710 for transmitting, at a mobile device, a first request for a first communication
for determining suitability of a communication link, to a server can be configured to perform one or more of the functions
described above with respect to block 610 (FIG. 6). In various embodiments, the means 710 for transmitting, at a mobile
device, a first request for a first communication for determining suitability of a communication link, to a server can be
implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the
transmitter 210 (FIG. 2).
[0165] In an embodiment, the means 720 for receiving the first communication from the server, over the communication
link, in response to the first request can be configured to perform one or more of the functions described above with
respect to block 620 (FIG. 6). In various embodiments, the means 720 for receiving the first communication from the
server, over the communication link, in response to the first request can be implemented by one or more of the processor
204 (FIG. 2), the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the receiver 212(FIG. 2).
[0166] In an embodiment, the means 730 for determining suitability of the communication link based on the first
communication can be configured to perform one or more of the functions described above with respect to block 630
(FIG. 6). In various embodiments, the means 730 for determining suitability of the communication link based on the first
communication can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the
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DSP 220 (FIG. 2).
[0167] In an embodiment, the means 740 for storing information identifying the determined suitability of a plurality of
networks can be configured to perform one or more of the functions described above with respect to block 640 (FIG. 6).
In various embodiments, the means 740 for storing information identifying the determined suitability of a plurality of
networks can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the DSP
220 (FIG. 2).
[0168] In an embodiment, the means 750 for selectively transmitting a second request for a second communication,
over the communication link can be configured to perform one or more of the functions described above with respect to
block 650 (FIG. 6). In various embodiments, the means 750 for selectively transmitting a second request for a second
communication, over the communication link can be implemented by one or more of the processor 204 (FIG. 2), the
memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the transmitter 210 (FIG. 2).
[0169] FIG. 8 is a flowchart 800 illustrating an embodiment of a method of determining a characteristic of an active
communication link. Although the method of flowchart 800 is described herein with reference to the wireless communi-
cation system 100 discussed above with respect to FIG. 2, and to the wireless device 202 discussed above with respect
to FIG. 2, a person having ordinary skill in the art will appreciate that the method of flowchart 800 may be implemented
by another device described herein, or any other suitable device. In an embodiment, the steps in flowchart 800 may be
performed, at least in part, by a processor or controller such as, for example, the processor 204 (FIG. 2) and/or the DSP
220 (FIG. 2), potentially in conjunction with the memory 206 (FIG. 2). Although the method of flowchart 800 is described
herein with reference to a particular order, in various embodiments, blocks herein may be performed in a different order,
or omitted, and additional blocks may be added.
[0170] First, at block 810, the STA 106 determines an allowability for accessing the server 116 via an active commu-
nication link. The active communication link can be, for example, the communication link 112. The STA 106 determines
allowability for accessing the server 116 based on a first access restriction. In an embodiment, the first access restriction
can include the device management information 310, discussed above with respect to FIG. 3. For example, the first
access restriction can include the access probability factor 330 (FIG. 3), the quality estimation quota 340, the BQE cache
period 350, the BQE history limit 360, the passive BQE command 370, and/or other information indicating how or when
the wireless device 202s should perform BQE. In various embodiments, the first access restriction can include analogous
ICD device management information as discussed above with respect to FIG. 5 such as, for example, the ICD quota,
the ICD cache period, the ICD history limit 360, and/or other information indicating how or when the STA 106 should
perform ICD.
[0171] The processor 204 can determine whether the server 116 is available for BQE and/or ICD as discussed above
with respect to FIG. 2. In an embodiment, the STA 106 connects to a communication network, such as the communication
network 100 (FIG. 1). In an embodiment, the processor 202 causes the transmitter 210 to associate the wireless device
202s with the AP 104. In an embodiment, the processor 204 may attempt BQE and/or ICD every time the wireless device
202s connects to a communication network. For example, the processor 204 may attempt BQE and/or ICD every time
the wireless device 202s associates with an AP, such as the AP 104.
[0172] Then, at block 820, the STA 106 transmits a request for a communication from the server 116 when access to
the server is available. In various embodiments, the request can include one or more of a BQE request and an ICD
request, as discussed above with respect to FIGs. 2-4. The transmitter 210 may transmit the request to the server 116
via the antenna 216. The communication can include one or more of a BQE response and an ICD response, as discussed
above with respect to FIGs. 2-4.
[0173] Subsequently, at block 830, the STA 106 receives the communication from the server 116, over the commu-
nication link, in response to the request. In an embodiment, the communication link can include the backhaul commu-
nication link 112. The communication can include one or more of a BQE response and an ICD response, as discussed
above with respect to FIGs. 2-4. Accordingly, the communication from the server 116 can include the access probability
factor 330 (FIG. 3), the quality estimation quota 340, the BQE cache period 350, the BQE history limit 360, the passive
BQE command 370, and/or other information indicating how or when the wireless device 202s should perform BQE. In
various embodiments, the communication can include analogous ICD device management information as discussed
above with respect to FIG. 5 such as, for example, the ICD quota, the ICD cache period, the ICD history limit 360, and/or
other information indicating how or when the STA 106 should perform ICD. The receiver 212 may receive the commu-
nication from the server 116 via the antenna 216.
[0174] Thereafter, at block 840, the STA 106 determines a characteristic of the communication link 112 based on the
communication from the server 116. In various embodiments, the characteristic can include one or more of a BQE result
and an ICD result. The characteristic can include a quality metric based on the response from the server 116. For
example, the processor 204 may estimate the speed of the communication link by measuring the amount of time it takes
to download the response from the server 116 and dividing the size of the quality estimation response by the transfer
time. The processor 204 may estimate the latency of the communication link by measuring the amount of time it takes
for the server to respond to the quality estimation request. The processor 204 may estimate the packet delay variation
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of the communication link by monitoring the transmission of packets and acknowledgments when receiving the response.
The processor 204 may estimate the packet loss rate of the communication link by measuring the number of packets
resent by the server 116 when receiving the response.
[0175] In an embodiment, the processor 204 can store the characteristic in the memory 206. The processor 204 can
update the first access restriction based on the communication from the server. For example, in embodiments where
the response includes the device management information 310, the processor 204 may store the device management
information 310 in the memory 206 for later use in determining availability of the server 116.
[0176] FIG. 9 is a functional block diagram of a system 900 for determining a characteristic of an active communication
link, in accordance with an exemplary embodiment of the invention. Those skilled in the art will appreciate that a system
may have more components than the simplified system 900 shown in FIG. 9. The system 900 shown includes only those
components useful for describing some prominent features of implementations within the scope of the claims.
[0177] The system 900 for determining a characteristic of an active communication link includes means 910 for de-
termining an allowability for accessing a server, via the active communication link, based on a first access restriction,
means 920 for transmitting a request for a communication from the server upon allowability for accessing, means 930
for receiving the communication from the server, over the communication link, in response to the request, and means
940 for determining a characteristic of a communication link based on the communication from the server.
[0178] In an embodiment, the means 910 for determining an allowability for accessing a server, via the active com-
munication link, based on a first access restriction can be configured to perform one or more of the functions described
above with respect to block 810 (FIG. 8). In various embodiments, the means 910 for determining an allowability for
accessing a server, via the active communication link, based on a first access restriction can be implemented by one
or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the DSP 220 (FIG. 2).
[0179] In an embodiment, the means 920 for transmitting a request for a communication from the server upon allow-
ability for accessing can be configured to perform one or more of the functions described above with respect to block
820 (FIG. 8). In various embodiments, the means 920 for transmitting a request for a communication from the server
upon allowability for accessing can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG.
2), the DSP 220 (FIG. 2), and the transmitter 210 (FIG. 2).
[0180] In an embodiment, the means 930 for receiving the communication from the server, over the communication
link, in response to the request can be configured to perform one or more of the functions described above with respect
to block 830 (FIG. 8). In various embodiments, the means 930 for receiving the communication from the server, over
the communication link, in response to the request can be implemented by one or more of the processor 204 (FIG. 2),
the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the receiver 212 (FIG. 2).
[0181] In an embodiment, the means 940 for determining a characteristic of a communication link based on the
communication from the server can be configured to perform one or more of the functions described above with respect
to block 840 (FIG. 8). In various embodiments, the means 940 for determining a characteristic of a communication link
based on the communication from the server can be implemented by one or more of the processor 204 (FIG. 2), the
memory 206 (FIG. 2), and the DSP 220 (FIG. 2).
[0182] FIG. 10 is a flowchart 1000 illustrating an embodiment of a method of detecting connectivity to a server through
an access point. Although the method of flowchart 1000 is described herein with reference to the wireless communication
system 100 discussed above with respect to FIG. 2, and to the wireless device 202 discussed above with respect to
FIG. 2, a person having ordinary skill in the art will appreciate that the method of flowchart 1000 may be implemented
by another device described herein, or any other suitable device. In an embodiment, the steps in flowchart 1000 may
be performed, at least in part, by a processor or controller such as, for example, the processor 204 (FIG. 2) and/or the
DSP 220 (FIG. 2), potentially in conjunction with the memory 206 (FIG. 2). Although the method of flowchart 1000 is
described herein with reference to a particular order, in various embodiments, blocks herein may be performed in a
different order, or omitted, and additional blocks may be added.
[0183] First, at block 1010, the STA 106 generates a connection detection request including a token. In an embodiment,
the connection detection request can include the ICD request described above with respect to FIG. 5. The token can
include the temporary identifier described above with respect to FIG. 5. For example, the token can include a key such
as, for example, the BSSID of the AP 104. The token can allow the STA 106 to distinguish between a valid ICD response
and "captive portal" information such as, for example, redirected or spoofed login prompt, payment prompt, etc.
[0184] In an embodiment, the STA 106 connects to a communication network, such as the communication network
100 (FIG. 1). In an embodiment, the processor 202 causes the transmitter 210 to associate the wireless device 202s
with the AP 104. In an embodiment, the processor 204 may attempt ICD every time the wireless device 202s connects
to a communication network. For example, the processor 204 may attempt ICD every time the wireless device 202s
associates with an AP, such as the AP 104.
[0185] Then, at block 1120, the STA 106 transmits, via the AP 104, the connection detection request addressed to a
server such as, for example, the server 116. The STA 106 can transmit the connection detection request via the transmitter
210, over the backhaul communication link 112. The connection detection request can include an ICD HTTP GET for
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the ICD URI to the server 116.
[0186] Next, at block 1130, the STA 106 waits for a connection detection response from the server 116. In an embod-
iment, the connection detection response can include the ICD response, described above with respect to FIGs. 2-5. In
an embodiment, the processor 204 may wait an amount of time for a response from the server 116. The amount of time
may be an ICD timeout value. If the ICD response is not received within the ICD timeout, the processor may determine
that the AP 104 does not provide Internet connectivity.
[0187] Subsequently, at block 1140, the STA 106 determines whether a received connection detection response
includes the token. In an embodiment, if the ICD response includes the key in an expected position, the processor 204
may determine that the AP 104 provides Internet connectivity. If the ICD response is malformed (for example, missing
the token), the processor may determine that the AP 104 does not provide Internet connectivity. In an embodiment, the
processor 204 may generate and send a DNS request in order to determine the IP address of the server 116. If the DNS
request fails, the processor 204 may determine that the AP 104 does not provide Internet access at block 710. Regardless
of whether ICD succeeds or fails, the processor 204 may store the ICD result in the memory 206.
[0188] FIG. 11 is a functional block diagram of a system 1100 for detecting connectivity to a server through an access
point, in accordance with an exemplary embodiment of the invention. Those skilled in the art will appreciate that a system
may have more components than the simplified system 1100 shown in FIG. 11. The system 1100 shown includes only
those components useful for describing some prominent features of implementations within the scope of the claims.
[0189] The system 1100 for detecting connectivity to a server through an access point includes means 1110 for
generating, at a wireless device, a connection detection request including a token, means 1120 for transmitting, at the
wireless device, via the access point, the connection detection request addressed to a server, means 1130 for waiting
for a connection detection response from the server, and means 1140 for determining whether a received connection
detection response includes the token.
[0190] In an embodiment, the means 1110 for generating, at a wireless device, a connection detection request including
a token can be configured to perform one or more of the functions described above with respect to block 1010 (FIG.
10). In various embodiments, the means 1110 for generating, at a wireless device, a connection detection request
including a token can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the
DSP 220 (FIG. 2).
[0191] In an embodiment, the means 1120 for transmitting, at the wireless device, via the access point, the connection
detection request addressed to a server can be configured to perform one or more of the functions described above
with respect to block 1020 (FIG. 10). In various embodiments, the means 1120 for transmitting, at the wireless device,
via the access point, the connection detection request addressed to a server can be implemented by one or more of the
processor 204 (FIG. 2), the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the transmitter 210 (FIG. 2).
[0192] In an embodiment, the means 1130 for waiting for a connection detection response from the server can be
configured to perform one or more of the functions described above with respect to block 1030 (FIG. 10). In various
embodiments, the means 1130 for waiting for a connection detection response from the server can be implemented by
one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the DSP 220 (FIG. 2).
[0193] In an embodiment, the means 1140 for determining whether a received connection detection response includes
the token can be configured to perform one or more of the functions described above with respect to block 1040 (FIG.
10). In various embodiments, the means 1140 for determining whether a received connection detection response includes
the token can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the DSP
220 (FIG. 2).
[0194] FIG. 12 is a flowchart 1200 illustrating an embodiment of a method of communicating in a wireless network.
Although the method of flowchart 1200 is described herein with reference to the wireless communication system 120
discussed above with respect to FIG. 2, and to the wireless device 202 discussed above with respect to FIG. 2, a person
having ordinary skill in the art will appreciate that the method of flowchart 1200 may be implemented by another device
described herein, or any other suitable device. In an embodiment, the steps in flowchart 1200 may be performed, at
least in part, by a processor or controller such as, for example, the processor 204 (FIG. 2) and/or the DSP 220 (FIG. 2),
potentially in conjunction with the memory 206 (FIG. 2). Although the method of flowchart 1200 is described herein with
reference to a particular order, in various embodiments, blocks herein may be performed in a different order, or omitted,
and additional blocks may be added.
[0195] First, at block 1210, the STA 106 determines a network connectivity of at least one communication link as
acceptable or unacceptable. In various embodiments, the STA 106 can determine the network connectivity of the backhaul
communication link 112, or another link associated with the AP 104, as acceptable or unacceptable in accordance with
the flowcharts 400 and/or 500, described above with respect to FIGs. 4 and 5, respectively. The STA 106 can determine
network connectivity for each of one or more available communication links and/or APs not shown in FIG. 1 such as,
for example, WiFi links, cellular links, Bluetooth links, etc.
[0196] For example, the STA 106 can perform ICD as described herein, and determine that network connectivity of a
communication link is acceptable when the AP 104 provides Internet connectivity, and unacceptable when the AP 104
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does not provide Internet connectivity. In an embodiment, the STA 106 can perform BQE as described herein and
determine that network connectivity of a communication link is acceptable when the BQE result surpasses a threshold,
and unacceptable when the BQE result does not surpass the threshold.
[0197] Next, at block 1220, the STA 106 transmits a first subset of data over one or more communication links with
unacceptable network connectivity. In an embodiment, the STA 106 transmits the first subset of data over each com-
munication link with unacceptable network connectivity. In circumstances where there the AP 104 is a "captive portal,"
transmitting the first subset of data over unacceptable communication links may allow a user to access a login prompt,
payment prompt, etc. Transmitting the first subset of data over unacceptable communication links may further allow the
STA 106 to detect changes in network connectivity. The processor 204 can transmit the first subset of data via the
transmitter 210.
[0198] Then, at block 1230, the STA 106 transmits a second subset of data over one or more communication links
with acceptable network connectivity. In an embodiment, the STA 106 transmits the first subset of data over each
communication link with acceptable network connectivity. Transmitting the second subset of data over acceptable com-
munication links may increase the reliability and quality of network access. In various embodiments, the first and second
subset of data may be intersecting or non-intersecting. In an embodiment, the STA 106 can continuously, periodically,
or intermittently re-determine network connectivity of one or more communication links such as, for example, the com-
munication links with unacceptable connectivity. The processor 204 can transmit the second subset of data via the
transmitter 210.
[0199] FIG. 13 is a functional block diagram of a system 1300 for communicating in a wireless network, in accordance
with an exemplary embodiment of the invention. Those skilled in the art will appreciate that a system may have more
components than the simplified system 1300 shown in FIG. 13. The system 1300 shown includes only those components
useful for describing some prominent features of implementations within the scope of the claims.
[0200] The system 1300 for communicating in a wireless network includes means 1310 for determining a network
connectivity of at least one communication link as acceptable or unacceptable, means 1320 for transmitting a first subset
of data over communication links with unacceptable network connectivity, and means 1330 for transmitting a second
subset of data over communication links with acceptable network connectivity.
[0201] In an embodiment, the means 1310 for determining a network connectivity of at least one communication link
as acceptable or unacceptable can be configured to perform one or more of the functions described above with respect
to block 1210 (FIG. 12). In various embodiments, the means 1310 for determining a network connectivity of at least one
communication link as acceptable or unacceptable can be implemented by one or more of the processor 204 (FIG. 2),
the memory 206 (FIG. 2), the DSP 220 (FIG. 2), the transmitter 210, and the receiver 212.
[0202] In an embodiment, the means 1320 for transmitting a first subset of data over communication links with unac-
ceptable network connectivity can be configured to perform one or more of the functions described above with respect
to block 1220 (FIG. 12). In various embodiments, the means 1320 for transmitting a first subset of data over communication
links with unacceptable network connectivity can be implemented by one or more of the processor 204 (FIG. 2), the
memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the transmitter 210.
[0203] In an embodiment, the means 1330 for transmitting a second subset of data over communication links with
acceptable network connectivity can be configured to perform one or more of the functions described above with respect
to block 1230 (FIG. 12). In various embodiments, the means 1330 for transmitting a second subset of data over com-
munication links with acceptable network connectivity can be implemented by one or more of the processor 204 (FIG.
2), the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the transmitter 210.
[0204] FIG. 14 is a flowchart 1400 illustrating an embodiment of another method of determining a characteristic of a
communication link. Although the method of flowchart 1400 is described herein with reference to the wireless commu-
nication system 100 discussed above with respect to FIG. 2, and to the wireless device 202 discussed above with respect
to FIG. 2, a person having ordinary skill in the art will appreciate that the method of flowchart 1400 may be implemented
by another device described herein, or any other suitable device. In an embodiment, the steps in flowchart 1400 may
be performed, at least in part, by a processor or controller such as, for example, the processor 204 (FIG. 2) and/or the
DSP 220 (FIG. 2), potentially in conjunction with the memory 206 (FIG. 2). Although the method of flowchart 1400 is
described herein with reference to a particular order, in various embodiments, blocks herein may be performed in a
different order, or omitted, and additional blocks may be added.
[0205] First, at block 1410, the STA 106 transmits a request for a communication to the server 116, over the commu-
nication link 112. The communication can be for determining suitability of the communication link 112. In various em-
bodiments, the request can include one or more of a BQE request and an ICD request, as discussed above with respect
to FIGs. 2-4. The communication can include one or more of a BQE response and an ICD response, as discussed above
with respect to FIGs. 2-4.
[0206] Next, at block 1420, the STA 106 receives the communication from the server 116, in response to the request.
The server 116 can send the communication over the communication link 112. The STA 106 can receive the first
communication via the receiver 212.
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[0207] Then, at block 1430, the STA 106 computes a target amount of at least one of traffic or time to receive the
communication. In an embodiment, the STA can compute a target amount of data to download while performing BQE,
as discussed above with respect to FIG. 2. In an embodiment, the STA can compute a BQE timeout indicating a maximum
time during which the BQE response should be downloaded, as discussed above with respect to FIG. 2. The STA 106
may compute a requested file size, and the target amount of data to download can be less than the requested file size.
[0208] In an embodiment, the STA 106 can estimate a round trip time to the server. The STA 106 can request a file
from the server and measure a response time. The STA 106 can estimate a segment size used by a transport protocol.
The STA 106 can determine a maximum estimation rate. The STA 106 can determine a number of transport flows to
use. The STA 106 can compute the target based on one or more of: a first ratio of the an amount of time a transport
protocol spends in a congestion avoidance mode to the amount of time the transport protocol spends in a slow start
mode, a number of transport flows, an estimated round trip time, an estimated segment size, and an maximum estimation
rate.
[0209] Subsequently, at block 1440, the STA 106 terminates the communication based on the computed time or
amount of traffic received. For example, the STA 106 can monitor the amount of traffic received during BQE and terminate
receipt of the BQE response when the amount of traffic received surpasses the computed target amount of traffic. In
another example, the STA 106 can measure the amount of time it has taken to transfer the BQE response, and can
terminate receipt of the BQE response when the measure amount of time surpasses the computed target amount of
time. Accordingly, the STA 106 can terminate transfer of the BQE response before the BQE response is completely
downloaded.
[0210] Thereafter, at block 1450, the STA 106 determines a characteristic of the communication link 112 based on
the communication from the server 116. In various embodiments, the characteristic can include one or more of a BQE
result and an ICD result. The characteristic can include a quality metric based on the response from the server 116. For
example, the processor 204 may estimate the speed of the communication link by measuring the amount of time it takes
to download the response from the server 116 and dividing the size of the quality estimation response by the transfer
time. The processor 204 may estimate the latency of the communication link by measuring the amount of time it takes
for the server to respond to the quality estimation request. The processor 204 may estimate the packet delay variation
of the communication link by monitoring the transmission of packets and acknowledgments when receiving the response.
The processor 204 may estimate the packet loss rate of the communication link by measuring the number of packets
resent by the server 116 when receiving the response.
[0211] In an embodiment, the processor 204 can store the characteristic in the memory 206. The processor 204 can
update the first access restriction based on the communication from the server. For example, in embodiments where
the response includes the device management information 310, the processor 204 may store the device management
information 310 in the memory 206 for later use in determining availability of the server 116.
[0212] FIG. 15 is a functional block diagram of another system 1500 for determining a characteristic of a communication
link, in accordance with an exemplary embodiment of the invention. Those skilled in the art will appreciate that a system
may have more components than the simplified system 1500 shown in FIG. 15. The system 1500 shown includes only
those components useful for describing some prominent features of implementations within the scope of the claims.
[0213] The system 1500 for determining a characteristic of a communication link includes means 1510 for transmitting,
at a mobile device, a request for a communication from a server, means 1520 for receiving the communication from the
server, over the communication link, in response to the request, means 1530 for computing a target amount of at least
one of traffic or time to receive the communication, means 1540 for terminating the communication based on the computed
time or amount of traffic received, and means 1550 for determining a characteristic of a communication link based on
the communication from the server.
[0214] In an embodiment, the means 1510 for transmitting, at a mobile device, a request for a communication from a
server can be configured to perform one or more of the functions described above with respect to block 1410 (FIG. 14).
In various embodiments, the means 1510 for transmitting, at a mobile device, a request for a communication from a
server can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), the DSP 220 (FIG.
2), and the transmitter 210 (FIG. 2).
[0215] In an embodiment, the means 1520 for receiving the communication from the server, over the communication
link, in response to the request can be configured to perform one or more of the functions described above with respect
to block 1420 (FIG. 14). In various embodiments, the means 1520 for receiving the communication from the server, over
the communication link, in response to the request can be implemented by one or more of the processor 204 (FIG. 2),
the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the receiver 212 (FIG. 2).
[0216] In an embodiment, the means 1530 for computing a target amount of at least one of traffic or time to receive
the communication can be configured to perform one or more of the functions described above with respect to block
1430 (FIG. 14). In various embodiments, the means 1530 for computing a target amount of at least one of traffic or time
to receive the communication can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG.
2), and the DSP 220 (FIG. 2).
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[0217] In an embodiment, the means 1540 for terminating the communication based on the computed time or amount
of traffic received can be configured to perform one or more of the functions described above with respect to block 1440
(FIG. 14). In various embodiments, the means 1540 for terminating the communication based on the computed time or
amount of traffic received can be implemented by one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2),
the DSP 220 (FIG. 2), and the transmitter 210 (FIG. 2).
[0218] In an embodiment, the means 1550 for determining a characteristic of a communication link based on the
communication from the server can be configured to perform one or more of the functions described above with respect
to block 1550 (FIG. 14). In various embodiments, the means 1550 for determining a characteristic of a communication
link based on the communication from the server can be implemented by one or more of the processor 204 (FIG. 2),
the memory 206 (FIG. 2), and the DSP 220 (FIG. 2).
[0219] FIG. 16 is a flowchart 1600 illustrating an embodiment of a estimating a quality of a communication link. Although
the method of flowchart 1600 is described herein with reference to the wireless communication system 100 discussed
above with respect to FIG. 2, and to the wireless device 202 discussed above with respect to FIG. 2, a person having
ordinary skill in the art will appreciate that the method of flowchart 1600 may be implemented by another device described
herein, or any other suitable device. In an embodiment, the steps in flowchart 1600 may be performed, at least in part,
by a processor or controller such as, for example, the processor 204 (FIG. 2) and/or the DSP 220 (FIG. 2), potentially
in conjunction with the memory 206 (FIG. 2). Although the method of flowchart 1600 is described herein with reference
to a particular order, in various embodiments, blocks herein may be performed in a different order, or omitted, and
additional blocks may be added.
[0220] First, at block 1610, the STA 106 receives a plurality of data units via a network interface. For example, the
STA 106 can receive the data units via the receiver 212. In an embodiment, the STA 106 may receive a portion of data
units from a local area network such as, for example, from another STA 106 connected to the AP 104. Accordingly, the
data units received from the local area network may not indicate the quality or connectivity of the backhaul communication
link 112. The STA 106 may receive another portion of data units from a non-local network such as, for example, the
network 114. The data units received from the non-local network may indicate the quality or connectivity of the backhaul
communication link 112.
[0221] Next, at block 1620, the STA 106 monitors the received data units at the network interface. In an embodiment,
the STA 106 may count bytes received at the receiver 212, and may determine the source address, source subnet, or
other network information related to the received data units. In an embodiment, the server 116 may transmit one or more
data units to the STA 106 via the communication link 112. At the same time, another STA connected to the AP 104 may
transmit one or more data units to the STA 106.
[0222] Then, at block 1630, the STA 106 determines, for each data unit received via the network interface, whether
the data unit originated from a local area network or a non-local network. For example, the processor 204 can determine
a subnet of the receiver 212 and a subnet of a received packet. The processor 204 can determine that a received packet
originated from a local area network when the subnet of the packet matches the subnet of the receiver 212. The processor
204 can determine that the received packet originated from a non-local area network when the subnet of the packet
does not match the subnet of the receiver 212.
[0223] In various embodiments, the processor 204 can use other identifying information in the packet in order to
distinguish local from non-local traffic including, but not limited to, header information (such as a source IP, a source
subnet, a time-to-live (TTL), a multicast or broadcast attribute, etc.) and payload information (such as identifying infor-
mation included in the payload by the server 116, for example). Local traffic may also be defined by a number of hops
or determined by tracing a route to the source.
[0224] Thereafter, at block 1650, the STA 106 determines a characteristic of the communication link 112 based on
data units originating from a non-local network. The STA 106 may only consider non-local data units when determining
the characteristic. The STA 106 may separately consider local data units when determining a characteristic of another
communication link.
[0225] In various embodiments, the characteristic can include one or more of a BQE result and an ICD result. The
characteristic can include a quality metric based on the response from the server 116. For example, the processor 204
may estimate the speed of the communication link by measuring the amount of time it takes to download the response
from the server 116 and dividing the size of the quality estimation response by the transfer time. The processor 204 may
estimate the latency of the communication link by measuring the amount of time it takes for the server to respond to the
quality estimation request. The processor 204 may estimate the packet delay variation of the communication link by
monitoring the transmission of packets and acknowledgments when receiving the response. The processor 204 may
estimate the packet loss rate of the communication link by measuring the number of packets resent by the server 116
when receiving the response.
[0226] In an embodiment, the processor 204 can store the characteristic in the memory 206. The processor 204 can
update the first access restriction based on the communication from the server. For example, in embodiments where
the response includes the device management information 310, the processor 204 may store the device management
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information 310 in the memory 206 for later use in determining availability of the server 116.
[0227] In an embodiment, the STA 106 can start measuring a transfer rate when the network interface becomes
available. For example, STA 106 can perform passive BQE after connecting to the AP 104. The STA 106 can start a
timer when the network interface becomes available, and can stop measurement after the timer reaches a threshold.
During measurement, the STA 106 can count bytes received via the network interface and discard or otherwise discount
bytes originating from a local network. The STA 106 can compute one or more burst rate samples as described above
with respect to FIG. 2. The STA 106 can average the rate of a number of the highest burst rate samples.
[0228] FIG. 17 is a functional block diagram of a system 1700 for estimating a quality of a communication link, in
accordance with an exemplary embodiment of the invention. Those skilled in the art will appreciate that a system may
have more components than the simplified system 1700 shown in FIG. 17. The system 1700 shown includes only those
components useful for describing some prominent features of implementations within the scope of the claims.
[0229] The system 1700 for estimating a quality of a communication link includes means 1710 for receiving data units
via a network interface, means 1720 for monitoring the received data units at the network interface, means 1730 for
determining, for each data unit received via the network interface, whether the data unit originated from a local area
network or a non-local network, and means 1740 for computing a characteristic of the communication link based on data
units originating from a non-local network.
[0230] In an embodiment, the means 1710 for receiving data units via a network interface can be configured to perform
one or more of the functions described above with respect to block 1610 (FIG. 16). In various embodiments, the means
1710 for receiving data units via a network interface can be implemented by one or more of the processor 204 (FIG. 2),
the memory 206 (FIG. 2), the DSP 220 (FIG. 2), and the receiver 212 (FIG. 2).
[0231] In an embodiment, the means 1720 for monitoring the received data units at the network interface can be
configured to perform one or more of the functions described above with respect to block 1620 (FIG. 16). In various
embodiments, the means 1720 for monitoring the received data units at the network interface can be implemented by
one or more of the processor 204 (FIG. 2), the memory 206 (FIG. 2), and the DSP 220 (FIG. 2).
[0232] In an embodiment, the means 1730 for determining, for each data unit received via the network interface,
whether the data unit originated from a local area network or a non-local network can be configured to perform one or
more of the functions described above with respect to block 1630 (FIG. 16). In various embodiments, the means 1730
for determining, for each data unit received via the network interface, whether the data unit originated from a local area
network or a non-local network can be implemented by one or more of the processor 204 (FIG. 2), the memory 206
(FIG. 2), and the DSP 220 (FIG. 2).
[0233] In an embodiment, the means 1740 for computing a characteristic of the communication link based on data
units originating from a non-local network can be configured to perform one or more of the functions described above
with respect to block 1640 (FIG. 16). In various embodiments, the means 1740 for computing a characteristic of the
communication link based on data units originating from a non-local network can be implemented by one or more of the
processor 204 (FIG. 2), the memory 206 (FIG. 2), and the DSP 220 (FIG. 2).
[0234] As used herein, the term "determining" encompasses a wide variety of actions. For example, "determining"
may include calculating, computing, processing, deriving, investigating, looking up (e.g., looking up in a table, a database
or another data structure), ascertaining and the like. Also, "determining" may include receiving (e.g., receiving informa-
tion), accessing (e.g., accessing data in a memory) and the like. Also, "determining" may include resolving, selecting,
choosing, establishing and the like. Further, a "channel width" as used herein may encompass or may also be referred
to as a bandwidth in certain aspects.
[0235] As used herein, a phrase referring to "at least one of" a list of items refers to any combination of those items,
including single members. As an example, "at least one of: a, b, or c" is intended to cover: a, b, c, a-b, a-c, b-c, and a-b-c.
[0236] The various operations of methods described above may be performed by any suitable means capable of
performing the operations, such as various hardware and/or software component(s), circuits, and/or module(s). Generally,
any operations illustrated in the FIGs. may be performed by corresponding functional means capable of performing the
operations.
[0237] The various illustrative logical blocks, modules and circuits described in connection with the present disclosure
may be implemented or performed with a general purpose processor, a digital signal processor (DSP), an application
specific integrated circuit (ASIC), a field programmable gate array signal (FPGA) or other programmable logic device
(PLD), discrete gate or transistor logic, discrete hardware components or any combination thereof designed to perform
the functions described herein. A general purpose processor may be a microprocessor, but in the alternative, the proc-
essor may be any commercially available processor, controller, microcontroller or state machine. A processor may also
be implemented as a combination of computing devices, e.g., a combination of a DSP and a microprocessor, a plurality
of microprocessors, one or more microprocessors in conjunction with a DSP core, or any other such configuration.
[0238] In one or more aspects, the functions described may be implemented in hardware, software, firmware, or any
combination thereof. If implemented in software, the functions may be stored on or transmitted over as one or more
instructions or code on a computer-readable medium. Computer-readable media includes both computer storage media
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and communication media including any medium that facilitates transfer of a computer program from one place to
another. A storage media may be any available media that may be accessed by a computer. By way of example, and
not limitation, such computer-readable media may comprise RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic storage devices, or any other medium that may be used to carry or
store desired program code in the form of instructions or data structures and that may be accessed by a computer. Also,
any connection is properly termed a computer-readable medium. For example, if the software is transmitted from a
website, server, or other remote source using a coaxial cable, fiber optic cable, twisted pair, digital subscriber line (DSL),
or wireless technologies such as infrared, radio, and microwave, then the coaxial cable, fiber optic cable, twisted pair,
DSL, or wireless technologies such as infrared, radio, and microwave are included in the definition of medium. Disk and
disc, as used herein, includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy disk and
blu-ray disc where disks usually reproduce data magnetically, while discs reproduce data optically with lasers. Thus, in
some aspects computer readable medium may comprise non-transitory computer readable medium (e.g., tangible me-
dia). In addition, in some aspects computer readable medium may comprise transitory computer readable medium (e.g.,
a signal). Combinations of the above should also be included within the scope of computer-readable media.
[0239] The methods disclosed herein comprise one or more steps or actions for achieving the described method. The
method steps and/or actions may be interchanged with one another without departing from the scope of the claims. In
other words, unless a specific order of steps or actions is specified, the order and/or use of specific steps and/or actions
may be modified without departing from the scope of the claims.
[0240] The functions described may be implemented in hardware, software, firmware or any combination thereof. If
implemented in software, the functions may be stored as one or more instructions on a computer-readable medium. A
storage media may be any available media that may be accessed by a computer. By way of example, and not limitation,
such computer-readable media may comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other medium that may be used to carry or store desired program
code in the form of instructions or data structures and that may be accessed by a computer. Disk and disc, as used
herein, include compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy disk, and Blu-ray® disc
where disks usually reproduce data magnetically, while discs reproduce data optically with lasers.
[0241] Thus, certain aspects may comprise a computer program product for performing the operations presented
herein. For example, such a computer program product may comprise a computer readable medium having instructions
stored (and/or encoded) thereon, the instructions being executable by one or more processors to perform the operations
described herein. For certain aspects, the computer program product may include packaging material.
[0242] Software or instructions may also be transmitted over a transmission medium. For example, if the software is
transmitted from a website, server, or other remote source using a coaxial cable, fiber optic cable, twisted pair, digital
subscriber line (DSL), or wireless technologies such as infrared, radio, and microwave, then the coaxial cable, fiber optic
cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and microwave are included in the definition
of transmission medium.
[0243] Further, it should be appreciated that modules and/or other appropriate means for performing the methods and
techniques described herein may be downloaded and/or otherwise obtained by a user terminal and/or base station as
applicable. For example, such a device may be coupled to a server to facilitate the transfer of means for performing the
methods described herein. Alternatively, various methods described herein may be provided via storage means (e.g.,
RAM, ROM, a physical storage medium such as a compact disc (CD) or floppy disk, etc.), such that a user terminal
and/or base station may obtain the various methods upon coupling or providing the storage means to the device.
Moreover, any other suitable technique for providing the methods and techniques described herein to a device may be
utilized.
[0244] It is to be understood that the claims are not limited to the precise configuration and components illustrated
above. Various modifications, changes and variations may be made in the arrangement, operation and details of the
methods and apparatus described above without departing from the scope of the claims.
[0245] While the foregoing is directed to aspects of the present disclosure, other and further aspects of the disclosure
may be devised without departing from the basic scope thereof, and the scope thereof is determined by the claims that
follow.

Claims

1. A method (1400) of determining a characteristic of a communication link, the method comprising:

transmitting (1410), at a wireless device, a request for a communication from a server;
receiving (1420), at the wireless device, the communication from the server, over the communication link, in
response to the request;
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computing (1430) a target amount of at least one of traffic or time to receive the communication, wherein said
computing is based on one or more of: a first ratio of the an amount of time a transport protocol spends in a
congestion avoidance mode to the amount of time the transport protocol spends in a slow start mode, a number
of transport flows, an estimated round trip time, an estimated segment size, and an maximum estimation rate;
terminating (1440) the receiving of the communication based on the computed target amount of at least one of
traffic or time to receive the communication; and
determining (1450) a characteristic of the communication link based on the communication from the server.

2. The method of Claim 1, further comprising estimating a round trip time to the server, wherein estimating comprises
requesting a file from the server and measuring a response time.

3. The method of Claim 1, further comprising estimating a segment size used by a transport protocol.

4. The method of Claim 1, further comprising determining a maximum estimation rate.

5. The method of Claim 1, further comprising determining a number of transport flows to use.

6. The method of Claim 1, further comprising determining a first ratio of the amount of time a transport protocol spends
in a congestion avoidance mode to the amount of time the transport protocol spends in a slow start mode.

7. The method of Claim 1, further comprising generating the request for communication from the server based on the
computed target amount of traffic when the target amount of at least one of traffic or time to receive the communication
is the target amount traffic to receive the communication.

8. An apparatus (1500) for determining a characteristic of a communication link, the apparatus comprising:

means for transmitting (1510) a request for a communication from a server;
means for receiving (1520) the communication from the server, over the communication link, in response to the
request;
means for computing (1530) a target amount of at least one of traffic or time to receive the communication,
wherein said computing is based on one or more of: a first ratio of the an amount of time a transport protocol
spends in a congestion avoidance mode to the amount of time the transport protocol spends in a slow start
mode, a number of transport flows, an estimated round trip time, an estimated segment size, and an maximum
estimation rate;
means for terminating (1540) the communication based on the computed target amount of at least one of traffic
or time to receive the communication; and
means for determining (1550) a characteristic of the communication link based on the communication from the
server.

9. The apparatus of Claim 8, wherein:

the request comprises an internet connectivity detection (ICD) request,
the communication comprises an ICD response, and
means for determining the characteristic of the communication link comprises means for determining an Internet
connectivity based on the ICD response.

10. The apparatus of Claim 8, further comprising means for estimating a round trip time to the server, wherein estimating
comprises requesting a file from the server and measuring a response time.

11. The apparatus of Claim 8, further comprising means for estimating a segment size used by a transport protocol.

12. The apparatus of Claim 8, further comprising means for determining a maximum estimation rate.

13. The apparatus of Claim 8, further comprising means for determining a number of transport flows to use.

14. The apparatus of Claim 8, further comprising means for determining a first ratio of the amount of time a transport
protocol spends in a congestion avoidance mode to the amount of time the transport protocol spends in a slow start
mode.
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15. A non-transitory computer-readable medium comprising code that, when executed, on an apparatus causes the
apparatus to carry out all the steps of the method of any of claims 1-7.

Patentansprüche

1. Ein Verfahren (1400) zum Bestimmen einer Charakteristik einer Kommunikationsverbindung, wobei das Verfahren
Folgendes aufweist:

Senden (1410), an eine Drahtloseinrichtung, einer Anfrage nach einer Kommunikation von einem Server;
Empfangen (1420), an der Drahtloseinrichtung, der Kommunikation von dem Server über die Kommunikations-
verbindung, ansprechend auf die Anfrage;
Berechnen (1430) einer Zielmenge an Verkehr und/oder Zeit zum Empfangen der Kommunikation, wobei das
Berechnen auf ein oder mehrerem von Folgendem basiert: einem ersten Verhältnis einer Zeitdauer, die ein
Transportprotokoll in einem Überlastungsvermeidungszustand verbringt, zu einer Zeitdauer, die das Transport-
protokoll in einem langsamen Startmodus verbringt, einer Anzahl von Transportströmen, einer geschätzten
Umlaufzeit, einer geschätzten Segmentgröße und einer maximalen Schätzrate;
Beenden (1440) des Empfangens der Kommunikation basierend auf der berechneten Zielmenge an Verkehr
und/oder Zeit zum Empfangen der Kommunikation; und
Bestimmen (1450) einer Charakteristik der Kommunikationsverbindung basierend auf der Kommunikation von
dem Server.

2. Verfahren nach Anspruch 1, das weiter Schätzen einer Umlaufzeit zum Server aufweist, wobei das Schätzen An-
fragen bzw. Anfordern einer Datei von dem Server und Messen einer Reaktions- bzw. Antwortzeit aufweist.

3. Verfahren nach Anspruch 1, das weiter Schätzen einer Segmentgröße aufweist, die durch ein Transportprotokoll
verwendet wird.

4. Verfahren nach Anspruch 1, das weiter Bestimmen einer maximalen Schätzrate aufweist.

5. Verfahren nach Anspruch 1, das weiter Bestimmen einer Anzahl von Transportströmen, die verwendet werden
sollen, aufweist.

6. Verfahren nach Anspruch 1, das weiter Bestimmen eines ersten Verhältnisses der Zeitdauer, die ein Transportpro-
tokoll in einem Überlastungsvermeidungsmodus verbringt, zu der Zeitdauer, die das Transportprotokoll in einem
langsamen Startmodus verbringt, aufweist.

7. Verfahren nach Anspruch 1, das weiter Generieren der Anfrage nach Kommunikation von dem Server basierend
auf der berechneten Zielmenge an Verkehr aufweist, wenn die Zielmenge an Verkehr und/oder Zeit zum Empfangen
der Kommunikation die Zielmenge an Verkehr zum Empfangen der Kommunikation ist.

8. Eine Vorrichtung (1500) zum Bestimmen einer Charakteristik einer Kommunikationsverbindung, wobei die Vorrich-
tung Folgendes aufweist:

Mittel zum Senden (1510) einer Anfrage nach einer Kommunikation von einem Server;
Mittel zum Empfangen (1520) der Kommunikation von dem Server über die Kommunikationsverbindung, an-
sprechend auf die Anfrage;
Mittel zum Berechnen (1530) einer Zielmenge an Verkehr und/oder Zeit zum Empfangen der Kommunikation,
wobei das Berechnen auf ein oder mehrerem von Folgendem basiert: einem ersten Verhältnis einer Zeitdauer,
die ein Transportprotokoll in einem Überlastungsvermeidungszustand verbringt, zu einer Zeitdauer, die das
Transportprotokoll in einem langsamen Startmodus verbringt, einer Anzahl von Transportströmen, einer ge-
schätzten Umlaufzeit, einer geschätzten Segmentgröße und einer maximalen Schätzrate;
Mittel zum Beenden (1540) der Kommunikation basierend auf der berechneten Zielmenge an Verkehr und/oder
Zeit zum Empfangen der Kommunikation; und
Mittel zum Bestimmen (1550) einer Charakteristik der Kommunikationsverbindung basierend auf der Kommu-
nikation von dem Server.

9. Vorrichtung nach Anspruch 8, wobei:
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die Anfrage eine Internetkonnektivitätsdetektions- bzw. ICD-Anfrage (ICD = internet connectivity detection)
aufweist,
die Kommunikation eine ICD-Antwort aufweist, und
Mittel zum Bestimmen der Charakteristik der Kommunikationsverbindung Mittel aufweisen zum Bestimmen
einer Internetkonnektivität basierend auf der ICD-Antwort.

10. Vorrichtung nach Anspruch 8, die weiter Mittel aufweist zum Schätzen einer Umlaufzeit zu dem Server, wobei das
Schätzen Anfordern einer Datei von dem Server und Messen einer Antwortzeit aufweist.

11. Vorrichtung nach Anspruch 8, die weiter Mittel aufweist zum Schätzen einer Segmentgröße, die durch ein Trans-
portprotokoll verwendet wird.

12. Vorrichtung nach Anspruch 8, die weiter Mittel zum Bestimmen einer maximalen Schätzrate aufweist.

13. Vorrichtung nach Anspruch 8, die weiter Mittel zum Bestimmen einer Anzahl von Transportströmen, die verwendet
werden sollen, aufweist.

14. Vorrichtung nach Anspruch 8, die weiter Mittel aufweist zum Bestimmen eines ersten Verhältnisses der Zeitdauer,
die ein Transportprotokoll in einem Überlastungsvermeidungsmodus verbringt, zu der Zeitdauer, die das Transport-
protokoll in einem langsamen Startmodus verbringt.

15. Ein nicht transitorisches, computerlesbares Medium, das Code aufweist, der, wenn er auf einer Vorrichtung ausge-
führt wird, die Vorrichtung zum Durchführen aller Schritte des Verfahrens nach einem der Ansprüche 1-7 veranlasst.

Revendications

1. Procédé (1400) de détermination d’une caractéristique d’une liaison de communication, le procédé comprenant :

émettre (1410), au niveau d’un dispositif sans fil, une requête de communication à partir d’un serveur ;
recevoir (1420), au niveau du dispositif sans fil, la communication provenant du serveur, sur la liaison de
communication, en réponse à la requête ;
calculer (1430) une quantité cible d’au moins l’undu trafic de communication oudu temps pour recevoir la
communication, le calcul étant basé sur un ou plusieurs des éléments suivants : un premier rapport entre la
quantité de temps qu’un protocole de transport utilise dans un mode d’évitement d’encombrement et la quantité
de temps que le protocole de transport utilise dans un mode à démarrage lent, un nombre de flux de transport,
un temps d’aller-retour estimé, une taille de segment estimée, et un débit estimé maximum ;
mettre fin (1440) à la réception de la communication sur la base de la quantité cible calculée d’au moins l’un
du trafic de communication ou du temps pour recevoir la communication ; et
déterminer (1450) une caractéristique de la liaison de communication sur la base de la communication à partir
du serveur.

2. Procédé selon la revendication 1, comprenant en outre l’estimation d’un temps d’aller-retour vers le serveur, l’esti-
mation comprenant la demande d’un fichier au serveur et la mesure d’un temps de réponse.

3. Procédé selon la revendication 1, comprenant en outre l’estimation d’une taille de segment utilisée par un protocole
de transport.

4. Procédé selon la revendication 1, comprenant en outre la détermination d’un débit estimé maximum.

5. Procédé selon la revendication 1, comprenant en outre la détermination d’un nombre de flux de transport à utiliser.

6. Procédé selon la revendication 1, comprenant en outre la détermination d’un premier rapport entre la quantité de
temps qu’un protocole de transport utilise dans un mode d’évitement d’encombrement et la quantité de temps que
le protocole de transport utilise dans un mode à démarrage lent.

7. Procédé selon la revendication 1, comprenant en outre la génération de la requête pour une communication à partir
du serveur sur la base de la quantité cible calculée de traficde communication lorsque la quantité cible d’au moins
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l’un du trafic de communication ou du temps pour recevoir la communication est la quantité cible du trafic pour
recevoir la communication .

8. Dispositif (1500) pour déterminer une caractéristique d’une liaison de communication, le dispositif comprenant :

des moyens pour émettre (1510) une requête de communication à partir d’un serveur ;
des moyens pour recevoir (1520) la communication provenant du serveur, sur la liaison de communication, en
réponse à la requête ;
des moyens pour calculer (1530) une quantité cible d’au moins l’un du trafic de communication ou du temps
pour recevoir la communication, le calcul étant basé sur un ou plusieurs des éléments suivants : un premier
rapport entre la quantité de temps qu’un protocole de transport utilise dans un mode d’évitement d’encombrement
et la quantité de temps que le protocole de transport utilise dans un mode à démarrage lent, un nombre de flux
de transport, un temps d’aller-retour estimé, une taille de segment estimée, et un débit estimé maximum ;
des moyens pour mettre fin (1540) à la communication sur la base de la quantité cible calculée d’au moins l’un
du trafic de communication ou du temps pour recevoir la communication ; et
des moyens pour déterminer (1550) une caractéristique de la liaison de communication sur la base de la
communication à partir du serveur.

9. Dispositif selon la revendication 8, dans lequel :

la requête comprend une requête de détection de connectivité Internet (ICD),
la communication comprend une réponse ICD, et
les moyens pour déterminer la caractéristique de la liaison de communication comprennent des moyens pour
déterminer une connectivité Internet sur la base de la réponse ICD.

10. Dispositif selon la revendication 8, comprenant en outre des moyens pour estimer un temps d’aller-retour vers le
serveur, l’estimation comprenant la demande d’un fichier au serveur et la mesure d’un temps de réponse.

11. Dispositif selon la revendication 8, comprenant en outre des moyens pour estimer une taille de segment utilisée
par un protocole de transport.

12. Dispositif selon la revendication 8, comprenant en outre des moyens pour déterminer un débit estimé maximum.

13. Dispositif selon la revendication 8, comprenant en outre des moyens pour déterminer un nombre de flux de transport
à utiliser.

14. Dispositif selon la revendication 8, comprenant en outre des moyens pour déterminer un premier rapport entre la
quantité de temps qu’un protocole de transport utilise dans un mode d’évitement d’encombrement et la quantité de
temps que le protocole de transport utilise dans un mode à démarrage lent.

15. Support non transitoire lisible par un ordinateur, comprenant du code qui, lorsqu’il est exécuté sur un dispositif,
amènele dispositif à exécuter toutes les étapes de procédé de l’une quelconque des revendications 1 à 7.
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