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(54) Token electronic device with improved interface for authentication processes and signatures

(57) The present invention refers to an token elec-
tronic device (1) for authentication processes and digital
signatures with an improved communication interface,
which acts like a peripheral unit suitable to be removably
coupled to an electronic host device, in order to exchange
data with the same. Advantageously, the device (1) com-
prises a radiofrequency communication component (3)
and incorporates a firmware with HID protocol (Human
Interface Device).

In particular, the bidirectional reader is of the NFC
type (Near Field Communication).
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Description

[0001] The present invention refers to a token electron-
ic device with improved interface for authentication proc-
esses and signatures.
[0002] More in particular, but non exclusively, the in-
vention relates to a token device operating as a peripheral
device, which may be removably coupled to an electronic
host device to exchange data with it and which is also
suitable for "hot" removal or disconnection from said elec-
tronic device, i.e. in a "hot swap" mode of operation, with-
out the electronic device needing a restart.
[0003] The following description is specifically related
to this exemplary embodiment, solely for simplification
purposes.

Known art

[0004] As is known in the particular technical field of
the present invention, the so called "token", which can
be defined as peripheral and security electronic devices
for authentication processes and digital signatures,
which may be used for authentication and electronic sig-
nature applications, are gaining widespread acceptance.
[0005] In some cases, the token devices may be pro-
vided with a fast insertion connection lead and may be
removably coupled to an electronic device or personal
computer by means of an USB access port, to facilitate
data exchange.
[0006] However there are also different types of "to-
ken", such as smart card readers or generic IC card read-
ers, which are in turn provided with a fast connection to
an USB port of the electronic device, to which they have
to be coupled.
[0007] The coupling through a USB input port allows
the use of a standard connection. In fact, it is known that
USB ports (Universal Serial Bus) operate according to a
serial communication standard allowing the connection
of various peripherals to the same type of computer. The
USB standard has in fact been developed in order to
allow the connection of various peripherals using only
one standardized interface and only one type of connec-
tor, and in order to improve the plug-and-play function-
ality by "hot" (hot swap) connecting or disconnecting the
removable devices, without the need for rebooting of the
computer or electronic host device.
[0008] However, all these "token" devices, although
being convenient from several points of view and gaining
widespread diffusion, have a common drawback, in that
it is required to preemptively install a so called driver in
the host device, in order to allow the device to interact
and exchange data with the electronic device or host
computer.
[0009] Such a driver may be extremely simple or even
already present in the host computer or in the token de-
vice, but nevertheless it has to be previously installed
before the communication between the token and the
electronic device to be coupled to may be established.

[0010] The problem to be solved by the present inven-
tion is to envisage an electronic device of the "token" type
for authentication processes and digital signature appli-
cations having structural and functional characteristics
such as to allow an improvement of the communication
interface with the electronic device to which the token
has to be coupled.
[0011] Another object of the present invention is that
of simplifying the above coupling for the user, and more
particularly for not expert users.
[0012] A further object of the present invention is to
provide a token device of above said kind which avoids
the necessity to previously install the communication
driver for coupling the token to the electronic device.

Summary of the invention

[0013] The idea for achieving the objects of the present
invention is to provide the token device for authentication
processes and digital signature applications with a bidi-
rectional reader operating at radiofrequency, for instance
an NFC reader (Near Field Communication), capable of
operating in a HID mode (Human Interface Device).
[0014] The term "token" refers to a physical device re-
quired for performing authentication and digital signa-
tures, for example a double factor authentication, which
foresees the use of a small, essentially pocket sized port-
able electronic device, which represents a supplemental
authentication factor.
[0015] The token according to the invention is for in-
stance a USB key, a smart card, an IC Card or another
device, including an internal memory and able to be con-
nected to another electronic device or host device, for
instance a smart card reader, for communicating and au-
thenticating or digital signing.
[0016] In particular, the token is such as to wirelessly
communicate with the electronic host device, i.e. in a
wireless mode, through the NFC interface, being also
provided with a HID interface and a respective control
firmware or proprietary protocol, which allow an automat-
ic acknowledgement and connection with the host de-
vice, i.e. without the need of installing a driver in the de-
vice. In particular, the firmware of the HID interface is
capable of controlling the host device for authentication
or digital signature in wireless mode.
[0017] According to an embodiment of the invention,
the token is a smart card provided with a HID interface
and a control firmware for the HID interface suitable for
automatically recognizing and controlling the smart card
reader. The smart card reader acts as a host device or
is in turn connected to an electronic data acquisition de-
vice.
[0018] Advantageously, the execution of an electronic
signature or authentication with the token according to
the present invention is easy since there is no need for
a previous installation of driver in the host device or since
there is no physical contact between the token and the
host device.
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[0019] In other words, the idea on which the present
invention is based is to provide a token electronic device
for authentication processes and digital signature appli-
cation with an improved communication interface and op-
erating as a peripheral device which may be removably
coupled to an electronic host device in order to exchange
data with the same, characterized in that it comprises
a bidirectional radiofrequency reader and that it incorpo-
rates a firmware with HID protocol (Human Interface De-
vice).
[0020] More in particular, said bidirectional reader of
the token device is of the NFC type (Near Field Commu-
nication), a technology which offers a bidirectional wire-
less (RF) short range connectivity.
[0021] The token is pocket-sized and allows the au-
thentication or digital signature, for example by means
of a code or a cryptographic key stored in the same. The
token comprises the improved communication interface,
the NFC component and a firmware with HID protocol
(Human Interface Device), for transferring the code and
for signature authentication, through the NFC interface.
[0022] The token contains an application such as to
interpret the HID communication protocol and execute
and/or translate command signals transmitted or re-
ceived by the host device according to the specified pro-
tocol.
[0023] Advantageously, the firmware with the HID pro-
tocol (Human Device Interface) resides in the token.
[0024] Moreover, the token incorporates a radiofre-
quency receiving and transmitting antenna.
[0025] Optionally, a memory portion is provided for
storing the software required for using the communica-
tion device.
[0026] This memory portion is of the non volatile type.
[0027] Preferably, the token device according to the
invention may be externally configured or formed like a
USB key.
[0028] The characteristics and advantages of the to-
ken device according to the present invention will be ap-
parent from the following description, of one illustrative
and non limiting embodiment, with reference to the figure
in the attached drawing.
[0029] The figure shows a schematic block diagram of
a token electronic device according to the present inven-
tion.

Detailed description

[0030] With reference to said figure, 1 generally and
schematically indicates an electronic "token" device for
authentication processes and digital signature according
to the present invention.
[0031] The token device 1 is a portable small, essen-
tially pocket sized device, which may be removably cou-
pled to an electronic host device, schematically repre-
sented by reference numeral 2. Evidently, the token de-
vice 1 is housed within a conventional housing, which is
not shown in the drawing.

[0032] The electronic host device 2 may be a personal
computer or any other electronic instrument provided
with a data processing unit, such as a CPU.
[0033] The device 2 may also be a portable device,
such as a notebook, a handheld device, a mobile phone
or a tablet.
[0034] However, the electronic device 2 may also be
a fixed computer such as a desktop computer.
[0035] The token electronic device 1 according to the
present invention is such as to exchange data with the
electronic device 2 according to a coupling and data ex-
change mode, which is also part of the present invention.
The host device/token coupling is contactless and the
acknowledging of the host device is immediate and does
not require any specific driver in the host device. For ex-
ample, the token is a smart card and the electronic host
device is a smart card reader; the firmware or proprietary
protocol of the HID interface in the smart card can auto-
matically recognize the smart card reader and execute
the authentication or signature through wireless commu-
nication with the reader. The reader is connected for ex-
ample to a personal computer or electronic device which
is connected through the internet to a server which re-
quests the authentication or signature.
[0036] Moreover, the token device 1 is such as to allow
a "hot" removal or disconnection from said electronic de-
vice 2, according to the "hot swap" mode, i.e. without the
need to reboot the electronic device 2.
[0037] Advantageously, to this end, the token device
1 is provided with a radiofrequency communication com-
ponent, or transmitter/receiver 3, and a HID interface.
[0038] Data received through the communication com-
ponent 3 may be written in the token’s memory. The com-
munication component obviously also comprises an an-
tenna 4 for radiofrequency receiving/ transmitting.
[0039] The bidirectional reader 3 functions according
to a wireless communication technology, for identification
and storing of data, for example of the RFID type (Radio
Frequency Identification).
[0040] Preferably, but non exclusively, the bidirectional
reader 3 may be a NFC reader (Near Field Communica-
tion).
[0041] The NFC standard is a technology which has
evolved from a combination of contactless identification
systems or RFID and other connectivity systems. Con-
trary to simpler RFID devices, the NFC standard allows
for a bidirectional communication and when two NFC de-
vices (initiator and target) are put close to each other,
approximately within a 4 cm distance range, a peer-to-
peer network between the two components is estab-
lished, and both can send and receive information.
[0042] The NFC technology operates at a frequency
of 13,56 MHz and may achieve a maximum data rate of
424 kbit/ s.
[0043] Therefore, the bidirectional reader 3 incorporat-
ed within the token device 1 according to the present
invention provides bidirectional wireless (RF) short range
connectivity (up to a maximum distance of 10 cm).
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[0044] A bidirectional NFC reader 3 may include a suit-
able integrated chip.
[0045] Even more advantageously, the bidirectional
reader 3 is also capable of operating in HID mode (Hu-
man Device Interface).
[0046] A HID device is an electronic device suitable for
direct interaction with a human being, by directly receiv-
ing control input from a human being, and by outputting
signals, which may be perceived or recognized by a hu-
man being.
[0047] Typical common examples of HID devices are:
a computer keyboard, a mouse, a joystick, a webcam, a
headset/microphone or a fingerprint scanner.
[0048] All these devices are already standardized and
there are bidirectional communication protocols which
allow their "plug and play" use on any electronic device
or computer. This is due to the availability of universal
drivers, which already comprise all possible alternative
HID devices and which are incorporated in a firmware
which resides in the electronic devices or computer al-
lowing a dynamic association between the input/output
data and the device’s functionalities.
[0049] The HID protocol allows a particularly simple
coupling between the token device 1 and the electronic
device 2, since the driver installation for communicating
with the peripheral device is not required.
[0050] In order to provide the device of the invention
with a HID protocol, it is necessary to develop a firmware
component which implements its own interface accord-
ing to the Firmware Specification provided for the same
protocol at international level.
[0051] The token device 1 stores the "HID" protocol
implementation in the firmware.
[0052] The electronic device 1 may include further
communication interfaces and foresees a physical fast
insertion connection for a USB port. The token device 1
may therefore be structured like a USB key which imple-
ments the described HID interface and above said com-
ponents.
[0053] The structure and the firmware of the token de-
vice 1 according to the invention provide a multifunctional
token which may internally house a memory for storing
applications.
[0054] Advantageously, the communication compo-
nent operating according to the NFC standard and the
firmware for implementing the HID interface render the
token device 1 capable of readily operating without re-
quiring the installation of a specific driver.
[0055] The HID peripherals in fact use a single inte-
grated driver already provided by the operating system,
without the need for other particular drivers.
[0056] The token is also provided with means for exe-
cuting a digital signature or authentication.
[0057] Expressed in very short terms, the device 1 is
a NFC token with HID interface.
[0058] A generic user who wants to actually interact
with a NFC peripheral needs the following components:

- a driver for the NFC device with which she wants to
communicate,

- a user application using the device according to the
NFC standard, wherein this application has to be
stored on a separate medium and be installed in the
user device,

- administrative rights for the user device in order to
install the drivers.

[0059] On the other hand, the token device 1 according
to the invention has the great advantage of freeing the
user, and in particular the inexperienced user, from any
complication since the user is not required to provide
above said components, to install drivers and to acquire
administrative rights.
[0060] All user applications may be stored on the mem-
ory of the token 1.
[0061] The provision of a multifunctional token device
with a bidirectional NFC reader 3 and HID interface allows
the physical coupling between token and host device 2
to be immediately active.
[0062] This reduces the hassles and the time required
for this type of peripheral units.
[0063] Therefore the invention solves the technical
problem and achieves various advantages, which have
been already listed above. Moreover, the invention pro-
vides a particularly simple and economic token structure,
suitable for mass production.
[0064] Advantageously, according to the present in-
vention, the proprietary protocol or control firmware of
HID interface recognizes the host device, i.e. the token
reader, facilitating the immediate communication be-
tween the device and the token.

Claims

1. A pocket-sized electronic device or token (1) for au-
thentication or digital signature, characterized in
that it comprises an improved communication inter-
face and it acts like a peripheral unit suitable to be
removably coupled to an electronic host device, in
order to exchange data with it, and in that it com-
prises a radiofrequency communication component
(3) according to the NFC standard (Near Field Com-
munication) and a firmware with HID protocol (Hu-
man Interface Device), said firmware being adapted
to control the electronic host device for executing
said authentication or signature by means of said
radiofrequency communication.

2. A device according to claim 1, characterized in that
said electronic host device is a smart card reader or
an IC card reader and said token is a smart card or
an IC card.

3. A token device according to claim 1, characterized
in that the HID (Human Interface Device) interface
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is implemented in the firmware.

4. A token device according to claim 1, characterized
in that it incorporates a proximity communication
component (3).

5. A token device according to claim 1, characterized
in that said communication component provides a
radiofrequency (RF) connectivity.

6. A token device according to claim 1, characterized
in that it comprises a memory portion (5) wherein
the code for the HID interface implementation is
stored.

7. A token device according to claim 6, characterized
in that said memory portion (5) is of the non-volatile
type.

8. A token device according to claim 1, characterized
in that it is structured like a USB key and it incorpo-
rates an USB connection interface.

9. A token device according to claim 1, characterized
in that it optionally comprises a memory portion of
the non-volatile type which is capable to store the
software needed for the use of the proximity com-
munication device according to the preceding
claims.
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