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Description

BACKGROUND

[0001] A password is a secret word or string of arbitrary characters (e.g., letter, digits, symbols, etc.) that is used for
authentication to prove identity or gain access to a resource. For example, an access code is a type of password. The
password is typically assigned to a person and is kept secret from those who are not allowed access or that are assigned
their own different passwords. User names and passwords are commonly used by users during a log in process that
controls access to protected computer operating systems, mobile phones, cable Television (TV) decoders, automated
teller machines (ATMs), or any similar systems. A typical computer user may require passwords for many purposes,
such as logging into computer accounts, retrieving email from servers, accessing programs, databases, networks, or
web sites, reading subscribed online content (e.g., online newspapers), or accessing any other secured or restricted
systems.
[0002] There is no need for passwords to be actual or correct words. Typically, passwords are text based. Passwords
that are not actual text may be harder to guess, which can be desirable. The terms "word" or "words" are used herein
to representing any text string. Some passwords may be long and formed from multiple words and may be referred to
as passphrases. The term passcode is also sometimes used, e.g., when the secret information contains numeric text.
For examples, passcodes include personal identification numbers (PINs) commonly used for ATM access. In many
cases, text based security words or codes are generally short enough to be easily memorized and typed. Such words
also have disadvantages, e.g., in comparison to authentication systems relying on cryptographic protocols that are more
difficult to circumvent, in that text based security methods may be stolen, spoofed, forgotten, etc.
[0003] US patent US 5,559,961 discusses a graphical password arrangement that displays a predetermined graphical
image and requires a user to "touch" predetermined areas of the image in a predetermined sequence, as a means for
entering a password. US published patent application US 2004/0054929 A1 discusses a system and method for en-
hancing passwords, access codes, and personal identification numbers by making them pace, rhythm, or tempo sensitive.
US published patent application US 2002/0129283 A1 discusses an electronic processing device having GPS that can
be enabled only when a geographic-specific password is entered. The user stores passwords associated to geographic
regions. The electronic device determines if a password is appropriate for the current location. US published patent
application US 2010/0197352 A1 discusses mapping predefined gestures including gestures from a touch-sensitive
input device or from a movement sensor to a respective Unicode character and adding the respective Unicode character
to a passcode to provide an entered passcode.
[0004] US 2011/0197259 A1 discusses a system for a proof of knowledge enrollment or authentication. The system
includes a processor having an input, an output and a routine; and a display having an image from the output of the
processor. The routine is structured to input from the input of the processor a plurality of different position selections
and/or a plurality of different path selections on the image. The routine is further structured to authenticate the proof of
knowledge as a function of the plurality of different position selections and/or the plurality of different path selections on
the image.

SUMMARY

[0005] In an embodiment, the disclosure includes a handheld user device comprising a processor configured to enable
a digital signature scheme based on a mnemonic-aided secret for user authentication that uses a combination of one
or more secrets, first user defined motion actions and second user defined motion actions implemented on the user
device and associated with the secrets, and a device input system coupled to the processor and configured to detect a
plurality of atomic motion actions implemented on the user device, wherein the mnemonic-aided secret is a image based
mnemonic comprising an image displayed on a touch screen including one or more image objects that allows a user to
remember the secrets, and wherein the secrets correspond to one or more points that coincide with the image objects,
wherein the first and second user defined motion action comprise a series of determined distinguishing atomic motion
actions, wherein the first user defined motion actions comprise making a drawing on the touch screen using the image
objects and wherein the second user defined motion actions comprise at least one of shaking, translating, and rotating
the handheld device.
[0006] In a yet another embodiment, the disclosure includes a method to enable a digital signature based on a mne-
monic-aided secret for user authentication on a handheld device, comprising defining a user secret for the digital signature
scheme, defining, by the user, first and second motion actions for the digital signature scheme that are to be implemented
on the device for user authentication and associated with at least one of the user and the device, and defining one or
more device triggers for the digital signature scheme that are associated with the motion actions, generating a digital
signature using the defined secret, motion actions, and triggers, storing the generated digital signature in memory, and
training the device to recognize a successful digital signature operation by the user that matches the stored digital
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signature to authenticate the user wherein the mnemonic-aided secret is a sensory image based mnemonic comprising
an image displayed on a touch screen including one or more image objects that allows a user to remember the secrets,
and wherein the secrets correspond to one or more points that coincide with the image objects and wherein the first and
second motion action comprise a series of determined distinguishing atomic motion actions, wherein the first user defined
motion actions comprise making a drawing on the touch screen using the image objects and wherein the second user
defined motion actions comprise at least one of shaking, translating, and rotating the handheld device. These and other
features will be more clearly understood from the following detailed description taken in conjunction with the accompanying
drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] For a more complete understanding of this disclosure, reference is now made to the following brief description,
taken in connection with the accompanying drawings and detailed description, wherein like reference numerals represent
like parts.

FIG. 1 is a schematic diagram of embodiments of a plurality of digital signature schemes based on a mnemonic-
aided secret.
FIG. 2 is a schematic diagram of other embodiments of a plurality of digital signature schemes based on a mnemonic-
aided secret.
FIG. 3 is a schematic diagram of an embodiment of advantages for a digital signature scheme based on a mnemonic-
aided secret.
FIG. 4 is a flowchart of an embodiment of a method for configuring a digital signature scheme based on a mnemonic-
aided secret.
FIG. 5 is a schematic diagram of an embodiment of a mobile device component.
FIG. 6 is a schematic diagram of an embodiment of a general-purpose computer system.

DETAILED DESCRIPTION

[0008] It should be understood at the outset that although an illustrative implementation of one or more embodiments
are provided below, the disclosed systems and/or methods may be implemented using any number of techniques,
whether currently known or in existence. The disclosure should in no way be limited to the illustrative implementations,
drawings, and techniques illustrated below, including the exemplary designs and implementations illustrated and de-
scribed herein, but may be modified within the scope of the appended claims along with their full scope of equivalents.
[0009] Typical password based authentication methods, e.g., such as for accessing secured electronic based computer
or other systems, may involve troublesome tradeoffs between security and convenience (or usability) for users. The
passwords may be vulnerable to attacks, mal ware, keyboard sniffers, and/or glances by bystanders. Password attacks
may include guessing, using a dictionary, brute-force cracking, key-logging, shoulder-surfing, social engineering attacks,
and other types of attacks. Typically, the more convenient (or simpler) a password format is for a user to remember, the
easier it may be for an attacker to guess or obtain the password and hence jeopardize the system or the user.
[0010] Passwords that are more difficult to remember may also reduce the security of the password protected system
since users may need to write down (e.g., on a notepad) or electronically store (e.g., in a password list file) such passwords
to recall the passwords upon need. The users may also need frequent password resets that may diminish system security
and/or may be more likely to reuse the same passwords (e.g., without periodical password changes). The more complex
passwords may also be less desirable since users may need longer time to input such passwords or may get locked
out of the system after having multiple wrong inputs (and hence require a password reset). In some cases, a user may
have many complex passwords, which may become confusing and/or annoying to the user, who may then avoid such
strong security due to inconvenience. Requiring users to remember longer and/or more complicated passwords, such
as passwords comprised of combinations of uppercase and lowercase characters, at least one or more digits, and/or at
least one or more special symbols, may be similar to asking the users to remember a sequence of arbitrary or random
bits. It may be difficult for the users to remember and consistently input such passwords correctly. Enforcement of
techniques such as including capital letters may also make remembering passwords more difficult and only provide a
relatively small gain in security. For example, the requirement to include capital letters in passwords may be slightly
harder to crack. For example, cracking an about seven-letters password may be only about 168 times harder to crack
if the user simply capitalizes one of the letters.
[0011] Disclosed herein is a system and method for providing improved security for user authentication and system
access using a digital signature scheme based on a mnemonic-aided secret without reducing convenience or usability
to system users. The digital signature scheme may use a mnemonic approach, which is a learning technique that aids
and/or train a memory of a user, a user device, or both for a digital signature recognition and hence user authentication
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(and access). A digital signature may be a mathematical scheme for demonstrating the authenticity of digital or electronic
data or for authenticating access to a device, such as a user access. A digital signature scheme based on a mnemonic-
aided secret may use any combination of secret knowledge and/or actions by a user of a device that may be used to
authenticate the user with the device and hence grant the user access to the device.
[0012] The digital signature scheme based on a mnemonic-aided secret may comprise a secret knowledge, such as
an image, graphic, and/or text, also referred to herein as a "secret". The secret may be assisted by a spatial, temporal,
motional, visual, auditory, and/or tactile action. The digital signature scheme may also use a cue or trigger associated
with the secret and the action, as described below. The secret, action, and trigger may be known to the user and may
not be shared with unauthorized users of the device. The digital signature scheme may also change as a result of
changes in time, date, and/or location of the device. The device may be a handheld device, personal device, portable
device, mobile device, or any other type of user computer/communication device.
[0013] Typically, handheld or user devices may be equipped with multiple-axis (multiple- dimension) input systems,
such as a display, a keypad, a touch screen, an accelerometer, a gyroscopic sensor, a Global Positioning System (GPS),
a timer, a microphone, and/or a wireless interface (e.g., a Wireless Fidelity (WiFi) connection). The mnemonic based
digital signature scheme may use the sensory or input data from the input systems to define a set of actions and a space
of action vectors. The sensory/input data obtained may also be used in the digital signature scheme to recognize user
defined signatures and hence identify and authenticate a user. The defined signature may be recognized by matching
the detected actions by the user to predefined actions, e.g., in the memory of the device. A device user may define
signature activity and train the system/device to improve the recognition precision. For instance, a mnemonic may be
made available to a user (e.g., via display, vibration, tone, and/or other output signal) to improve the recognition precision
of the x and y coordinates position, assist the memory, and/or enlarge the space of action vectors.
[0014] Using images, screen graphics, audio signals, vibrations, and/or other inputs and actions, e.g., as described
above, represents a mnemonic approach that may simplify recalling a secret by using one or more actions associated
with a thought, a location, an idea, or an understanding of a concept familiar to the user as guidance to recalling the
secret. The digital signature scheme may use a defined secret knowledge associated with an action, such as a touch
screen motion, a device motion, a device position, timing, GPS information, and/or other location coordinates of the
user. As described below, a user may choose one or more secret points or positions at or associated with an image,
graphic, text, location, audio, and/or motion, and may then set up a series of actions to define digital signature schemes.
[0015] The digital signature scheme based on a mnemonic-aided secret may be used to authenticate a user with a
system, such as a device, and provide higher levels of security with simpler inputs in comparison to using a type-in/voice
based password scheme. The digital signature scheme may also be used, e.g., on a handheld device or other devices,
where using a password scheme is not useful or practical, such as when the environment is not acoustically and/or
visually friendly, or if the user is verbally or visually impaired. Different aspects of the digital signature scheme are
described in detail below.
[0016] FIG. 1 illustrates embodiments of a plurality of digital signature schemes 100 based on a mnemonic-aided
secret, which may be used to authenticate a user on a device 101. The device 101 may be any user operated device
such as a handheld, personal, portable, or mobile device. Examples of the device 101 may include cellphones, smart-
phones, computer laptops (e.g., notebooks/netbooks), and computer tablets. The device may comprise one or multiple-
axis input systems, e.g., having x, y, and z coordinates), such as a touch screen, an accelerometer, a gyroscopic sensor,
or combinations thereof.
[0017] Typically, user authentication may be based on mechanisms to verify a user secret, such as what a user has
(e.g., fingerprint), what a user knows (e.g., a password), or what a user can do (e.g., Completely Automated Public
Turing test to tell Computers and Humans Apart (CAPTCHA)). Such mechanisms may have a plurality of disadvantages
for user authentication, e.g., in terms of security and complexity, as described above. The user authentication may be
improved, e.g., provide higher levels of security with relatively simpler inputs, using the digital signature schemes 100.
Specifically, one or more mnemonic-aided secrets may be used to configure and use the digital signature schemes 100,
e.g., for one or more corresponding users, to authenticate the user(s) and grant the user(s) access to the device 101
upon successful authentication.
[0018] The digital signature schemes 100 may comprise a combination of memorial, visual, motional, auditory, date,
time, and/or location dependent secrets and actions. For instance, the authentication may be based on what a user
knows, such as a position on a screen or a response to a tone or vibration, what action the user performs, such as a
motion at a determined time of day or day of week, where the user is located, e.g., home or office, and/or how the user
performs the action, e.g., how fast or before a timer expires.
[0019] The digital signature schemes 100 may comprise a first digital signature scheme or implementation 110 that
may correspond for a user of the device 101. The user may define one or more secret points from a picture that may
be displayed on the screen of the device 101. The picture may be any type of picture that may be captured by a camera
(e.g., photograph), drawn by a drawing tool (drawing or graphic), or a combination of both. For instance, the picture may
comprise one or more graphics that may or may not be related. The points may correspond to or coincide with portions
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of the picture (e.g., graphic points), such as a graphic of a keyboard (at the middle left side), a graphic of an eye (at the
top left side), and a third point (at the top right edge). The user may also define an action associated with the defined
points, which may be a motional action of linking the points by drawing a line on the touch screen between the three
points. The order or sequence of linking the points may also be determined, e.g., to improve security, such as a line
starting from the keyboard graphic, passing by the eye graphic, and reaching the third point. As such, the first digital
signature scheme 110 may comprise both a defined secret and a corresponding action.
[0020] One or more mnemonic-aided secrets may allow the user to define the points and the corresponding action
and to train the device memory to recognize the first digital signature scheme 110. Defining and training the first digital
signature scheme 110 may use sensory/input data from the touch screen of the device 101. For example, after defining
the first digital signature scheme 110, the user may implement the action of linking the three points on the touch screen,
e.g., in an initial setup phase or practice mode, to allow the device memory to register the first digital signature scheme
110 and associated action. After the training process, the device may become capable of recognizing future attempts
by the user for implementing the action, e.g., in authentication mode.
[0021] A second digital signature scheme or implementation 120 may be defined on the device 101, e.g., by the same
user or another user. The user may define one or more actions associated with one or more points from the picture
displayed on the screen of the device 101. The points and actions may comprise first connecting two graphic points on
the picture by drawing a swirled line between the two points (e.g., at the top left side and the top right side). Next, a
character (e.g., the"@" character) or any other drawing may be drawn or sketched at a third point of the picture (e.g.,
the keyboard graphic). Finally, a third sketch or drawing (e.g., a smiley face) may be made at a fourth point of the picture
(e.g., at the bottom right side). The actions associated with the different points may be defined in the order described
above. After defining the actions and points, the user may also train the device to recognize the second digital signature
120, e.g., using a practice or training mode. Defining and training the second digital signature scheme 120 may use
sensory/input data from the touch screen of the device 101.
[0022] A third digital signature scheme or implementation 130 may be defined on the device 101, e.g., by the same
user or another user. The user may define an action associated with a point from the picture displayed on the screen of
the device 101. The third digital signature scheme 130 may be defined by pressing a finger at a determined point of the
picture (e.g., on or around the keyboard graphic), and shaking the device 101 vertically about two times, e.g., while or
after pressing the point. The process may be repeated as needed to train the device 101 to recognize the defined third
digital signature scheme 130. Defining and training the third digital signature scheme 130 may use sensory/input data
from the touch screen, accelerometer(s), and/or gyroscope(s) of the device 101. Similarly, a fourth digital signature
scheme or implementation 140 may be defined on the device 101, e.g., by the same user or another user, by performing
an action associated with a point from the picture. The fourth digital signature scheme 140 may be defined by tapping
(e.g., with a finger) at a determined point of the picture (e.g., around the middle), stopping for a determined time (e.g.,
about one second) after tapping, tapping for a second time around the same point, stopping for a second determined
time (e.g., about two seconds) after the second tap, and then tapping for a third time around the same point. As described
above, the user may train the device 101 to recognize the defined fourth digital signature scheme 140. Defining and
training the fourth digital signature scheme 140 may use sensory/input data from the touch screen and timer(s) of the
device 101.
[0023] FIG. 2 illustrates other embodiments of a plurality of digital signature schemes 200 based on a mnemonic-
aided secret, which may be used to authenticate a user on a device 201. The device 201 may be similar to the device
100. The digital signature schemes 200 may be defined and used to authenticate the same user on the device 201 at
different places and/or times. The digital signature schemes 200 may comprise a first digital signature scheme 210 for
authenticating the user on the device 201. The first digital signature scheme 210 may be defined by the user by choosing
a picture, such as a photograph of the user’s child, and an action of drawing (on the touch screen) a sketch, e.g., of a
heart, at a determined point of the picture, e.g., on or around the child’s nose on the photograph. The first digital signature
scheme 210 may also be associated with a defined location, such as the user home, where the first digital signature
scheme 210 may be used for authentication. The location may be detected, for instance using a GPS system, cellular,
or WiFi identification in the device 201. In some embodiments, the first digital signature scheme 210 may also be
associated with a time, such as during night hours, where the first digital signature scheme 210 may be used for
authentication, e.g., to improve security. The first digital signature scheme 210 may not be used at other times and
locations to authenticate the user.
[0024] The first digital signature scheme 210 may change into a second digital signature scheme 220 for authenticating
the user on the device 201 at a second location/time. The second digital signature scheme 220 may be defined by the
user by choosing a second picture, such as a photograph of the user’s manager, and an action of drawing (on the touch
screen) a corresponding sketch, e.g., a plurality of lines or whiskers, on a determined point of the second picture, e.g.,
on or around the manager’s nose on the photograph. The second digital signature scheme 220 may also be associated
with a second defined location, such as the user office, where the second digital signature scheme 220 may be used
for authentication. The second digital signature scheme 220 may also be associated with a corresponding time, such
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as during morning to evening hours, where the second digital signature scheme 220 may be used for authentication.
The second digital signature scheme 220 may not be used at other times and locations to authenticate the user.
[0025] The first digital signature scheme 210 or the second digital signature scheme 220 may change into a third
digital signature scheme 230 for authenticating the user on the device 201 at other locations/times. The third digital
signature scheme 230 may be defined by the user by choosing a third picture, such as a photograph of a keyboard, and
an action of tapping on the photograph. The third digital signature scheme 230 may be associated with a third defined
location, such as outside the user home and office, where the third digital signature scheme 230 may be used for
authentication. The third digital signature scheme 230 may also be associated with a corresponding time, such as during
weekends, where the third digital signature scheme 230 may be used for authentication.
[0026] Other examples of digital signature schemes based on mnemonic-aided secrets may include sketching a heart
on or around the child’s nose when the user is located at home, sketching an "X" sign on the manager’s forehead at the
office sketching two hearts on the child’s photograph outside the home and office, or combinations thereof. Another
example of a digital signature scheme based on mnemonic-aided secrets may comprise choosing two secret points in
an image, writing a determined Greek letter on one of the two points, and drawing a star on the other secret point. The
secret points may also change according to time of day and/or location of the device. Another example of a digital
signature scheme based on a mnemonic-aided secret may comprise displaying a keyboard and playing the keyboard
(using the touch screen) with a selected or composed piece of music. In another defined digital signature scheme, the
user may choose a secret point in an image or text on the screen, press and hold on the point, and shake the device
twice vertically or in another defined manner. In yet another example, the user may tap the right upper comer of the
touch screen three times and then sketch a triangle (using a finger) on the left comer of the screen. In an embodiment,
a digital signature scheme, e.g., any of the digital signature schemes described above, may be used along with one or
more auditory triggers. For example, a heart may be sketched on the child’s nose once a defined tone is heard from the
device and/or before another defined tone is heard, which may include timing as part of the digital signature scheme.
The user input may also be disabled until a tone is heard. In another embodiment, any of the digital signature schemes
above or other digital signatures based on mnemonic-aided secrets may be used with one or more vibration triggers.
For example, a heart may be sketched on the child’s nose once a vibration of the device is felt, before a second vibration
is felt, or both. In yet another embodiment, any of the digital signature schemes described may be used along with both
auditory and vibration triggers. For example, a heart may be sketched on the child’s nose once a vibration is felt, before
an auditory tone is heard, or both.
[0027] In some embodiments, user authentication may be enabled using at least one of a kinetic and auditory mnemonic,
where secrets, actions, and/or triggers may be based on kinetic and/or auditory procedures. Examples of kinetic or
motion mnemonics may include rotation, translation, shaking, and/or other movements performed on a handheld device
and used as input or action, vibrations performed on the device (e.g., via a vibrating mechanism) and used as output or
cue, or both. Examples of auditory mnemonics may include sounds used as input or action on the device (e.g., via a
microphone), sounds or tones used as output or cue (e.g., via a speaker), or both.
[0028] A digital signature scheme based on a mnemonic-aided secret may comprise any number of device input
responses to one or more mnemonic cues, such as screen touches, device orientation changes, text input, biometric
input, and/or other triggers. For instance, a defined motion signature may comprise a series of determined distinguishing
feature actions that may serve to authenticate a device user. The actions may be defined by sensory data collected on
spatial and/or temporal motions with secret locations or points on a touch screen. To identify touch screen locations,
one or more mnemonics (e.g., one or more images) may be used to help users recall and localize their secrets, which
may substantially increase the difficulty to break into the protected system/device. The size and precision of motion
signatures may affect the security and ease of use of the system/device.
[0029] In an embodiment, a set of atomic motions may be used as part of the mnemonics to allow a user to locate
positions, such as x and y coordinates, a touch screen of a device. The set of atomic motions may be defined (but are
not limited to) using the following functions or code:

Tap (x-range, y-range)

Hold (x-range, y-range, time-length)

Line (x1-range, y1-range, x2-range, y2-range)

Circle (x0-range, y0-range, radius-range)

Triangle (x0-range, y0-range, edge-range)

Cross (x0-range, y0-range, line-range)

Symbol (Symbol, x0-range, y0-range, size-range)
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[0030] The function Tap may correspond to a type of action where a user uses a fingertip to tap at a determined
position on a touch screen. The x and y coordinates may be secrets only known to the user, and the tolerance ranges
of x and y coordinates may be a result of the training data during the setup phase.
[0031] To improve the motor skill precision and help the user remember and find the correct positions on the screen,
an image may be displayed on the touch screen. The image may comprise multiple objects (e.g., image portions) and
each object may have multiple feature points that may be used to assist the user to find a secret position. For an example,
in the picture used in the digital signatures 100 of FIG. 1, the left corner of an eye graphic, the handle tip of a lollipop
graphic, and/or the fourth key of a keyboard graphic may be secret position candidates. The user may choose one or
more image objects of interest as secret points and make the objects part of a signature motion series. If an assistive
image is not desired, the user may choose some easy to remember locations on the screen, such as the right upper
corner, the center, and the middle of the bottom line, as secret points.
[0032] The function Hold may correspond to a type of action where a hold duration or time is added to the Tap action.
A user may choose the secret position, press on the position, and hold while pressing on the position for a hold time
(e.g., for about few seconds) without releasing. The length of the hold time may be defined by the user during the setup
of this motion signature. The function Line may correspond to a type of action that where a user presses a secret start
point and draws (e.g., a line or curve) on the touch screen to a secret end point. The start and end points may or may
not be image assisted (e.g., image objects). The function Circle may correspond to a type of action where a user uses
a fingertip (or any part of a hand or body) to draw a circle on a touch screen. The center of the circle (e.g., determined
by the coordinates x0 and y0) may be a secret point that may or may not be image assisted. The user may sketch a
circle on or around any selected object or position of interest. The parameter radius-range may represent the allowed
range of the radius of the circle drawn by the user.
[0033] The function Triangle may correspond to a type of action where the user uses a fingertip to draw a triangle on
a touch screen. The center of the triangle (e.g., at the coordinates x0 and y0) may be a secret point that may or may
not be image assisted. The user may draw a triangle on or around any object or position of interest. The function Cross
may correspond to a type of action where a user uses a fingertip to draw a cross on a touch screen. The center of the
cross (e.g., at the coordinates x0 and y0) may be a secret point that may or may not be image assisted. The user may
sketch a cross on any object or position of interest. The function Symbol may correspond to a type of action where a
user uses a fingertip to draw a symbol (or character) on a touch screen. The center of the symbol (e.g., at the coordinates
x0 and y0) may be a secret point that may or may not be image assisted. The user may draw a symbol on any object
or position of interest. The parameter size-range may represent the allowed range of the symbol size drawn by the user.
[0034] In another embodiment, another set of atomic motions may be used as part of the mnemonics.

[0035] The set of atomic motions may be defined (but are not limited to) using the following functions or code: The
function Shake may correspond to a type of action where a user holds the device and shakes it along a determined axis
for a number of times. The axis and the number of times may be defined by the user when the user sets up a signature
motion. The function Translation may correspond to a type of action where a user makes a uniform motion of a handheld
device, e.g., in a straight line along a determined axis. The parameter distance-range may represent the allowed distance
of moving. The function Spin may correspond to a type of action where a user spins the device along a determined axis.
According to a wrist motion range and for the ease of use, the allowed degree range may be between about 0 to 180
degrees. The function Helical may correspond to a type of action where a user moves a device helically along a determined
axis. The number of circles parameter may represent the allowed number of circles in the spiral motion.
[0036] In an embodiment, a series of defined actions and/or triggers (e.g., corresponding to Index1 to Indexm, where
m is an integer) may be selected by time, date, location, and/or other suitable variables. A digital signature may be
defined by a series of actions that may be implemented using the following functions, motions, or combinations thereof.

Shake (axis, times)

Translation (axis, distance-range)

Spin (axis, degree-range)

Helical (axis, number of circles)

Indexi The index for signature i for a predefined time, date and location; i=1,2,3,...

n the number of sequential actions in a signature

Mi The mnemonic which help to assist memory for Action i

Ai a given user action and/or a set of simultaneous actions
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[0037] For instance, a signature (Index1) may be defined by a series of actions, denoted as Index; = (n, (M1, A1, P1),
(M1, A2, P2), ..., (Mn, An, Pn)). For example, a user may set a signature as a series of actions/triggers comprising holding
the center of the eye graphic in the image of FIG. 1, and shaking the device along a determined axis (e.g., the x-axis)
a number of determined times (e.g., twice) in a determined number of seconds (e.g., two seconds) after a tone is heard.
[0038] FIG. 3 illustrates an embodiment of advantages 300 for a digital signature scheme based on a mnemonic-aided
secret, e.g., in comparison to a typical password based authentication scheme. The digital signature scheme may
comprise a combination of secrets, actions, and triggers, as described above. For instance, in addition to a secret and/or
a password, the mnemonics may be based on timing, motion, pictures, audio, puzzles/games, fun, smell and/or other
actions and triggers. In comparison to using only a password or similar secret for authentication, the advantages 300 of
using such combinations in the digital signature scheme for authentication may include increased functionality, decreased
limitations, and improved security.
[0039] The increased functionality may include providing built-in mnemonics and encouraging security with fun to the
user. The decreased limitations may include stronger secrets, more convenience, more security, and enabling more
types of users to use authentication, such as children, elderly, and/or persons with disability. Additionally, the mnemonic
assisted technology may decrease the need for traditional image-recognition techniques (e.g., CAPTCHA) to detect
machine generated inputs. The improved security may include increased difficulty in breaking into the system or device.
The advantages 300 may also include assisting the user to remember stronger or more difficult to remember secrets,
relatively fast input of compound or complex secrets, making secrets harder to copy, describe, and/or steal. The secrets
may also be configured to change with time, date, and/or location and may be language independent.
[0040] The digital signature scheme based on a mnemonic-aided secret may be used in a variety of applications. For
example, the scheme may be used to authenticate a user to unlock a device, activate an application, access some data,
lock/unlock a function, and/or to implement other procedures for user/device authentications and access authorization.
In one embodiment, the scheme may enable an anti-theft application on a device, e.g., a cellphone or smartphone. For
instance, the cellphone’s user may activate the anti-theft application at a sub-way before sliding the cellphone in the
user’s pocket. If the cellphone is then snatched or pickpocketed from the user’s pocket, e.g., by a pickpocket or a rubber,
then the anti-theft application may be configured to trigger an alarm sound on the device.
[0041] The application may also be configured to identify the user and determine whether the user himself has removed
the cellphone from his pocket. In this case, the application may not trigger the alarm on the phone. The digital signature
scheme may be used to enable the application to identify the user and hence disable the alarm. For instance, the
application may initiate a timer to allow the user to complete digital signature recognition and user authentication and
hence deactivate the alarm. If the timer expires before successful authentication, the cellphone may be assumed stolen
and the alarm may be triggered. To implement the digital signature scheme, the user may slide his hand inside the
pocket and draw (using one or more fingers) a circle one the screen. Alternatively, the user may press one or more
fingers on the screen to complete authenticate. Other more sophisticated motion signatures may also be used. In some
embodiments, a Global Positioning System (GPS) on the cellphone may be used to combine location information with
the scheme, which may further enhance security.
[0042] FIG. 4 illustrates an embodiment of a method 400 for configuring a digital signature scheme based on a
mnemonic-aided secret, which may be used to enable user authentication to a system or on a device, e.g., similar to
the device 101 or 201. The method 400 may begin at block 410, where a user secret may be defined. For instance, the
user may select a group of points on different locations on a touch screen. In case the secrets are assisted with an image
or picture on the touch screen, the points may coincide with different portions of the image or picture. At block 420, one
or more actions associated with the user secret and/or device may be defined. For example, the actions associated with
the secret may include linking and/or tapping on secret points on the screen. The actions associated with the device
may include rotating or shaking the device. At block 430, one or more triggers associated with the actions may be defined.
The triggers may be motion, picture, audio, time, and/or location based or any other type of suitable triggers that may
be implemented on the device. For example, the actions may be assisted by audio (e.g., tones) and/or video (e.g.,
flashing images) triggers that may indicate the location of actions, the number of implemented actions (e.g., clicks or
taps), and/or the action timing required.
[0043] At block 440, a digital signature may be generated using the defined user secret, the defined actions, and the
defined triggers. At block 450, the generated digital signature may be stored in a memory of the device. At block 460,
the device may be trained to recognize a successful digital signature operation by the user that matches the stored
digital signature to authenticate the user. The method 400 may then end. After defining the digital signature and the
combinations of features above, the device may be trained by the user to learn and recognize the digital signature

(continued)

Pi a time interval from the end of Ai to the start of Ai+1. P1 = 0
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scheme steps. Once the device is capable of recognizing the defined digital signature, the user may implement the
defined action in association with the defined secrets and trigger to authenticate with and hence access one or more
device functionalities that may require authentication.
[0044] FIG. 5 illustrates an embodiment of a mobile device component 500, which may be any device that communicates
data (e.g., packets) wirelessly with a network. For instance, the mobile device component 500 may be located in a mobile
device (e.g., device 101 or 201) that exchanges or communicates data with networks or other mobile devices. The mobile
device component 500 may comprise a receiver 512 (Rx), which may be configured for receiving data, packets, or frames
from other components. The mobile device component 500 may comprise a logic unit or processor 520 coupled to the
receiver 512, which may be configured to process the data and determine to which components the data is to be sent.
The logic unit or processor 520 may also be configured to support or implement the method 400. The logic unit or
processor 520 may be implemented using hardware, software, or both. The mobile device component 500 may also
comprise a transmitter 532 (Tx) coupled to the logic unit or processor 520 and configured for transmitting data, packets,
or frames to other components. The receiver 512 and transmitter 532 may be coupled to an antenna 530, which may
be configured to receive and transmit wireless (radio) signals.
[0045] The mobile device components described above may be implemented on any general-purpose network com-
ponent, such as a computer or network component with sufficient processing power, memory resources, and network
throughput capability to handle the necessary workload placed upon it. FIG. 6 illustrates a typical, general-purpose
network component 600 suitable for implementing one or more embodiments of the components disclosed herein. The
network component 600 includes a processor 602 (which may be referred to as a central processor unit or CPU) that is
in communication with memory devices including secondary storage 604, read only memory (ROM) 606, random access
memory (RAM) 608, input/output (I/O) devices 610, and network connectivity devices 612. The processor 602 may be
implemented as one or more CPU chips, or may be part of one or more application specific integrated circuits (ASICs).
[0046] The secondary storage 604 is typically comprised of one or more disk drives or tape drives and is used for non-
volatile storage of data and as an over-flow data storage device if RAM 608 is not large enough to hold all working data.
Secondary storage 604 may be used to store programs that are loaded into RAM 608 when such programs are selected
for execution. The ROM 606 is used to store instructions and perhaps data that are read during program execution.
ROM 606 is a non-volatile memory device that typically has a small memory capacity relative to the larger memory
capacity of secondary storage 604. The RAM 608 is used to store volatile data and perhaps to store instructions. Access
to both ROM 606 and RAM 608 is typically faster than to secondary storage 604.
[0047] At least one embodiment is disclosed and variations, combinations, and/or modifications of the embodiment(s)
and/or features of the embodiment(s) made by a person having ordinary skill in the art are within the scope of the
disclosure. Alternative embodiments that result from combining, integrating, and/or omitting features of the embodi-
ment(s) are also within the scope of the disclosure. Where numerical ranges or limitations are expressly stated, such
express ranges or limitations should be understood to include iterative ranges or limitations of like magnitude falling
within the expressly stated ranges or limitations (e.g., from about 1 to about 10 includes, 2, 3, 4, etc.; greater than 0.10
includes 0.11, 0.12, 0.13, etc.). For example, whenever a numerical range with a lower limit, Rl, and an upper limit, Ru,
is disclosed, any number falling within the range is specifically disclosed. In particular, the following numbers within the
range are specifically disclosed: R = Rl + k ∗ (Ru - Rl), wherein k is a variable ranging from 1 percent to 100 percent with
a 1 percent increment, i.e., k is 1 percent, 2 percent, 3 percent, 4 percent, 7 percent, ..., 70 percent, 71 percent, 72
percent, ..., 97 percent, 96 percent, 97 percent, 98 percent, 99 percent, or 100 percent. Moreover, any numerical range
defined by two R numbers as defined in the above is also specifically disclosed. Use of the term "optionally" with respect
to any element of a claim means that the element is required, or alternatively, the element is not required, both alternatives
being within the scope of the claim. Use of broader terms such as comprises, includes, and having should be understood
to provide support for narrower terms such as consisting of, consisting essentially of, and comprised substantially of.
Accordingly, the scope of protection is not limited by the description set out above but is defined by the claims that follow,
that scope including all equivalents of the subject matter of the claims. Each and every claim is incorporated as further
disclosure into the specification and the claims are embodiment(s) of the present disclosure. The discussion of a reference
in the disclosure is not an admission that it is prior art, especially any reference that has a publication date after the
priority date of this application. The disclosure of all patents, patent applications, and publications cited in the disclosure
are hereby incorporated by reference, to the extent that they provide exemplary, procedural, or other details supple-
mentary to the disclosure.
[0048] While several embodiments have been provided in the present disclosure, it should be understood that the
disclosed systems and methods might be embodied in many other specific forms without departing from the spirit or
scope of the present disclosure. The present examples are to be considered as illustrative and not restrictive, and the
intention is not to be limited to the details given herein. For example, the various elements or components may be
combined or integrated in another system or certain features may be omitted, or not implemented.
[0049] In addition, techniques, systems, subsystems, and methods described and illustrated in the various embodi-
ments as discrete or separate may be combined or integrated with other systems, modules, techniques, or methods
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without departing from the scope of the present disclosure. Other items shown or discussed as coupled or directly
coupled or communicating with each other may be indirectly coupled or communicating through some interface, device,
or intermediate component whether electrically, mechanically, or otherwise. Other examples of changes, substitutions,
and alterations are ascertainable by one skilled in the art and could be made without departing from the scope disclosed
herein.

Claims

1. A handheld user device comprising:

a processor configured to enable a digital signature scheme based on a mnemonic-aided secret for user au-
thentication that uses a combination of one or more secrets, first user defined motion actions and second user
defined motion actions implemented on the user device and associated with the secrets; and
a device input system coupled to the processor and configured to detect a plurality of atomic motion actions
implemented on the user device,
wherein the mnemonic-aided secret is a image based mnemonic comprising an image displayed on a touch
screen including one or more image objects that allows a user to remember the secrets, and wherein the secrets
correspond to one or more points that coincide with the image objects;
wherein the first and second user defined motion action comprise a series of determined distinguishing atomic
motion actions;
wherein the first user defined motion actions comprise making a drawing on the touch screen using the image
objects and
wherein the second user defined motion actions comprise at least one of shaking, translating, and rotating the
handheld device.

2. The user device of claim 1, wherein the secrets comprise one or more locations on the image.

3. The user device of claim 1, wherein the secrets comprise one or more points associated with at least one of an
image, graphic, text, location, audio, and/or motion of the handheld device.

4. The user device of claim 1, wherein the digital signature scheme is further based on one or more cues associated
with the secrets and actions.

5. The user device of claim 4, wherein the cues comprise at least one of time, location, motion, visual, and auditory
triggers.

6. A method to enable a digital signature scheme based on a mnemonic-aided secret for user authentication on a
handheld device, comprising:

defining a user secret for the digital signature scheme;
defining, by the user, first and second motion actions for the digital signature scheme that are to be implemented
on the device for user authentication and associated with at least one of the user and the device;
defining one or more device triggers for the digital signature scheme that are associated with the motion actions;
generating a digital signature using the defined secret, motion actions, and triggers;
storing the generated digital signature in memory; and
training the device to recognize a successful digital signature operation by the user that matches the stored
digital signature to authenticate the user
wherein the mnemonic-aided secret is a sensory image based mnemonic comprising an image displayed on a
touch screen including one or more image objects that allows a user to remember the secrets, and wherein the
secrets correspond to one or more points that coincide with the image objects;
wherein the first and second motion action comprise a series of determined distinguishing atomic motion actions;
wherein the first user defined motion actions comprise making a drawing on the touch screen using the image
objects and
wherein the second user defined motion actions comprise at least one of shaking, translating, and rotating the
handheld device.
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Patentansprüche

1. Tragbares Benutzergerät, Folgendes umfassend:

einen Prozessor, der dafür eingerichtet ist, ein digitales Signatur-Schema zu aktivieren, basierend auf einem
mnemonikunterstützten Geheimnis für die Benutzerauthentifizierung, welche eine Kombination von ein oder
mehr Geheimnissen, ersten benutzerdefinierten Bewegungshandlungen und zweiten benutzerdefinierten Be-
wegungshandlungen, die auf dem Benutzergerät implementiert und mit den Geheimnissen verknüpft sind, nutzt;
und
ein Geräteeingabesystem, das mit dem Prozessor gekoppelt ist und dafür eingerichtet ist, eine Mehrzahl ato-
marer Bewegungshandlungen, die auf dem Benutzergerät implementiert sind, zu erkennen,
wobei das mnemonikunterstützte Geheimnis eine bildbasierte Mnemonik ist, die ein Bild umfasst, das auf einem
berührungsempfindlichen Bildschirm, der ein oder mehrere Bildobjekte enthält, angezeigt wird, wobei das Bild
es dem Benutzer ermöglicht, sich an die Geheimnisse zu erinnern, und wobei die Geheimnisse mit ein oder
mehreren Punkten in Beziehung stehen, die mit den Bildobjekten übereinstimmen;
wobei die erste und zweite benutzerdefinierte Bewegungshandlung eine Reihe von bestimmten charakteristi-
schen atomaren Bewegungshandlungen umfassen;
wobei die ersten benutzerdefinierten Bewegungshandlungen das Erstellen einer Zeichnung auf dem berüh-
rungsempfindlichen Bildschirm mit den Bildobjekten umfassen und
wobei die zweiten benutzerdefinierten Bewegungshandlungen mindestens eines des Folgenden umfassen:
Schütteln, Verlagern und Drehen des tragbaren Geräts.

2. Benutzergerät nach Anspruch 1, wobei die Geheimnisse ein oder mehrere Stellen auf dem Bild umfassen.

3. Benutzergerät nach Anspruch 1, wobei die Geheimnisse ein oder mehrere Punkte umfassen, die mit mindestens
einem des Folgenden verknüpft sind: Bild, Grafik, Text, Lokation, Audio und/oder Bewegung des tragbaren Geräts.

4. Benutzergerät nach Anspruch 1, wobei das digitale Signatur-Schema außerdem auf ein oder mehrere mit den
Geheimnissen und Handlungen verknüpfte Hinweise gegründet ist.

5. Benutzergerät nach Anspruch 4, wobei die Hinweise mindestens eines des Folgenden umfassen: Zeit, Lokation,
Bewegung, visuelle und auditive Auslöser.

6. Verfahren, um ein digitales Signatur-Schema zu aktivieren, das auf einem mnemonikunterstützten Geheimnis zur
Benutzerauthentifizierung auf einem tragbaren Gerät basiert, Folgendes umfassend:

Bestimmen eines Benutzergeheimnisses für das digitale Signatur-Schema;
Bestimmen erster und zweiter Bewegungshandlungen für das digitale Signatur-Schema durch den Benutzer,
welche auf dem Gerät für die Benutzerauthentifizierung zu implementieren sind und mit mindestens einem von
Folgendem verknüpft sind: dem Benutzer und/oder dem Gerät.
Bestimmen ein oder mehrerer Auslöser des Geräts für das digitale Signatur-Schema, die mit den Bewegungs-
handlungen verknüpft sind;
Erzeugen einer digitalen Signatur mit dem festgelegten Geheimnis, Bewegungshandlungen und Auslösern;
Speichern der erzeugten digitalen Signatur im Speicher; und
Trainieren des Geräts, um eine erfolgreiche Handlung durch den Benutzer bezüglich digitaler Signatur, welche
mit der gespeicherten digitalen Signatur übereinstimmt, zu erkennen, um den Benutzer zu authentifizieren,
wobei das mnemonikunterstützte Geheimnis eine anschauungsbildbasierte Mnemonik ist, die ein Bild umfasst,
das auf einem berührungsempfindlichen Bildschirm, der ein oder mehrere Bildobjekte enthält, angezeigt wird,
wobei das Bild es dem Benutzer ermöglicht, sich an die Geheimnisse zu erinnern, und wobei die Geheimnisse
mit ein oder mehreren Punkten in Beziehung stehen, die mit den Bildobjekten übereinstimmen;
wobei die erste und zweite Bewegungshandlung eine Reihe von bestimmten charakteristischen atomaren Be-
wegungshandlungen umfasst;
wobei die ersten benutzerdefinierten Bewegungshandlungen das Erstellen einer Zeichnung auf dem berüh-
rungsempfindlichen Bildschirm mit den Bildobjekten umfassen und
wobei die zweiten benutzerdefinierten Bewegungshandlungen mindestens eines des Folgenden umfassen:
Schütteln, Verlagern und Drehen des tragbaren Geräts.
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Revendications

1. Dispositif d’utilisateur tenu à la main, comprenant :

un processeur conçu pour activer un schéma de signature numérique en fonction d’un secret à assistance
mnémonique pour une authentification d’utilisateur qui utilise une combinaison d’un ou plusieurs secrets, des
premières actions de mouvement défini d’utilisateur et des secondes actions de mouvement défini d’utilisateur
mises en oeuvre sur le dispositif d’utilisateur et associées aux secrets ; et
un système d’entrée de dispositif couplé au processeur et conçu pour détecter une pluralité d’actions de mou-
vement atomique mises en oeuvre sur le dispositif d’utilisateur ;
dans lequel le secret à assistance mnémonique est une mnémonique basée sur image comprenant une image
affichée sur un écran tactile comprenant un ou plusieurs objets d’image permettant à un utilisateur de se rappeler
les secrets, et dans lequel les secrets correspondent à un ou plusieurs points qui coïncident avec les objets
d’image ;
dans lequel les première et seconde actions de mouvement défini d’utilisateur comprennent une série d’actions
de mouvement atomique distinctifs déterminées ;
dans lequel les premières actions de mouvement défini d’utilisateur consistent à réaliser un dessin sur l’écran
tactile en utilisant les objets d’image ; et
dans lequel les secondes actions de mouvement défini d’utilisateur comprennent l’une d’une secousse, d’une
translation et d’une rotation du dispositif tenu à la main.

2. Dispositif d’utilisateur selon la revendication 1, dans lequel les secrets comprennent un ou plusieurs endroits sur
l’image.

3. Dispositif d’utilisateur selon la revendication 1, dans lequel les secrets comprennent un ou plusieurs points associés
à l’un au moins d’une image, d’un graphique, d’un texte, d’un emplacement, d’un son et/ou d’un mouvement du
dispositif tenu à la main.

4. Dispositif d’utilisateur selon la revendication 1, dans lequel le schéma de signature numérique est en outre basé
sur un ou plusieurs indices associés aux secrets et aux actions.

5. Dispositif d’utilisateur selon la revendication 4, dans lequel les indices comprennent l’un au moins de déclenchements
par le temps, par un lieu, par un mouvement, visuel et auditif.

6. Procédé pour activer un schéma de signature numérique en fonction d’un secret à assistance mnémonique pour
une authentification d’utilisateur sur un dispositif tenu à la main, consistant à :

définir un secret d’utilisateur pour le schéma de signature numérique ;
définir, par l’utilisateur, des premières et secondes actions de mouvement pour le schéma de signature numé-
rique qui doivent être mises en oeuvre sur le dispositif pour l’authentification de l’utilisateur et associées à au
moins un de l’utilisateur et du dispositif ;
définir un ou plusieurs déclenchements de dispositif pour le schéma de signature numérique qui sont associés
aux actions de mouvement ;
générer une signature numérique en utilisant le secret défini, les actions de mouvement et les déclenchements ;
stocker la signature numérique générée en mémoire ; et
former le dispositif pour reconnaître une opération de signature numérique réussie par l’utilisateur qui correspond
à la signature numérique stockée pour authentifier l’utilisateur ;
dans lequel le secret à assistance mnémonique est une mnémonique basée sur une image sensorielle com-
prenant une image affichée sur un écran tactile comprenant un ou plusieurs objets d’image permettant à un
utilisateur de se rappeler les secrets, et dans lequel les secrets correspondent à un ou plusieurs points qui
coïncident avec les objets d’image ;
dans lequel les première et seconde actions de mouvement comprennent une série d’actions de mouvement
atomique distinctives déterminées ;
dans lequel les premières actions de mouvement défini d’utilisateur consistent à réaliser un dessin sur l’écran
tactile en utilisant les objets d’image ; et
dans lequel les secondes actions de mouvement défini d’utilisateur comprennent l’une d’une secousse, d’une
translation et d’une rotation du dispositif tenu à la main.
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