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Description

BACKGROUND

Field

[0001] The disclosed embodiments relate to tech-
niques for facilitating authentication and secure commu-
nication in wireless systems. More specifically, the dis-
closed embodiments relate to techniques for managing
privileges for logical entities that perform operations as-
sociated with a secure access-control element in a se-
cure element in an electronic device.

Related Art

[0002] Many wireless communication systems use ac-
cess-control techniques to ensure secure communica-
tion. For example, an access-control technique may in-
volve: verifying the identity of a communicating party; and
granting a level of access commensurate with the verified
identity. In cellular-telephone systems (such as the Uni-
versal Mobile Telecommunications System or UMTS),
access control is typically governed by an access-control
element or client (such as a Universal Subscriber Identity
Module or USIM) executing on a physical Universal In-
tegrated Circuit Card (UICC). The access-control client
usually authenticates a subscriber to the cellular network.
After successful authentication, the subscriber may be
allowed access to the cellular network. In the discussion
that follows, note that an ’access-control client’ refers
generally to a logical entity (which may be implemented
in hardware and/or software) that controlls access from
an electronic device to a network. In addition to a USIM,
an access-control client may include: a CDMA Subscrib-
er Identification Module (CSIM), an IP Multimedia Serv-
ices Identity Module (ISIM), a Subscriber Identity Module
(SIM), a Removable User Identity Module (RUIM), etc.
[0003] Traditionally, the access-control client performs
an authentication-and-key-agreement (AKA) technique,
which verifies and decrypts the applicable data and pro-
grams to ensure secure initialization. Specifically, the ac-
cess-control client may: answer a remote challenge to
prove its identity to the network operator, and may issue
a challenge to verify the identity of the network.
[0004] While traditional access-control-client solutions
are embodied within a removable Integrated Circuit Card
(ICC) (which is sometimes referred to as a ’SIM card’),
recent research is directed to virtualizing SIM operation
within a software client executing on an electronic device.
Virtualized SIM operation can reduce device size, in-
crease device functionality, and provide greater flexibil-
ity. Note that a ’virtualized SIM’ may refer to an electronic
SIM (eSIM).
[0005] However, virtualized SIM operation also
presents new challenges for network operators and de-
vice manufacturers. For example, traditional SIM cards
are manufactured and guaranteed by a trusted SIM ven-

dor. These traditional SIM cards execute a single, secure
version of software that has been permanently ’burned’
to the SIM card. Once burned, the SIM card usually can-
not be changed or tampered with (without also destroying
the SIM card).
[0006] In contrast, portable electronic devices are
manufactured by a wide range of device manufacturers,
and may execute software provided by multiple and pos-
sibly unknown third-party software vendors. Additionally,
portable electronic devices are frequently ’patched’ with
software, which can both fix existing bugs, and introduce
new ones. Hence, this software can be susceptible to
corruption, sabotage, and/or misuse.
[0007] Moreover, while physical SIM cards are very
difficult to replicate, software can be readily copied, mul-
tiplied, etc. Because each SIM represents a contracted-
for amount of access to finite network resources, illicit
use of a virtualized SIM can greatly impact network op-
eration and user experience (e.g., such illicit use can rob
the network of resources that would otherwise be avail-
able for the valid users, thereby degrading the speed,
availability, etc. of services for such valid users).
[0008] As a consequence, new solutions are needed
to provide protections and other properties for virtualized
SIMs (and, more generally, access-control clients) that
are generally analogous to those of traditional physical
SIMs. Furthermore, improved solutions are needed for
storing and distributing virtualized access-control clients.
Ideally, these solutions can provide the benefits of tradi-
tional access-control client operation, with the added ca-
pabilities provided by virtualized operation.
[0009] WO 2012/154600 describes managing access
control clients (e.g. eSIMs).

SUMMARY

[0010] The invention is defined in the appended inde-
pendent claims. The described embodiments relate to
an electronic device. This electronic device includes a
secure element with an access-control element that iden-
tifies a user of a service and facilitates secure commu-
nication, where the access-control element is associated
with a set of operations. Moreover, the secure element
includes a processor, and memory that stores a program
module which is executed by the processor and a cre-
dential-management module that specifies a profile with
a set of privileges for logical entities associated with the
set of operations. Furthermore, for some of the opera-
tions, there can be different privileges for some of the
logical entities.
[0011] In some embodiments, the credential-manage-
ment module includes information that is used by the
program module to specify the set of privileges.
[0012] Note that the access-control element may in-
clude an electronic subscriber identification module (eS-
IM).
[0013] Moreover, the logical entities may be internal
and/or external to the electronic device.
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[0014] Furthermore, the access-control element may
include information specifying a second set of privileges
for at least one of the logical entity and the second logical
entity. In the event of a conflict between a security level
associated with the set of privileges and a second secu-
rity level associated with the second set of privileges, the
secure element may compare the security level and the
second security level and may select the one of the set
of privileges and the second set of privileges that is as-
sociated with stronger security. Alternatively, in the event
of a conflict between a security level associated with the
set of privileges and a second security level associated
with the second set of privileges, the secure element may
select the set of privileges.
[0015] Additionally, the set of operations may include:
loading the access-control element, enabling the access-
control element, disabling the access-control element,
exporting the access-control element, and/or deleting the
access-control element.
[0016] In some embodiments, the credential-manage-
ment module includes symmetric cryptographic keys as-
sociated with the set of operations, and a given crypto-
graphic key facilitates providing the privileges associated
with the set of operations. Alternatively or additionally,
the credential-management module may include asym-
metric cryptographic keys associated with the set of op-
erations and certificates to facilitate asymmetric cryptog-
raphy, and the given cryptographic key and a given cer-
tificate may facilitate providing the privileges associated
with the set of operations.
[0017] Another embodiment provides a method for
specifying the set of privileges for the logical entities. Dur-
ing this method, credentials are received from a first log-
ical entity and a second logical entity. Then, the set of
privileges associated with the set of operations for the
first logical entity and the second logical entity are deter-
mined based on the credentials and the credential-man-
agement module. Next, the information specifying the set
of privileges of the first logical entity and the second log-
ical entity are provided to the access-control element in
the secure element in the electronic device, where the
access-control element identifies the user of a service
and facilitates secure communication. Moreover, the ac-
cess-control element is associated with the set of oper-
ations and, for some of the operations, there are different
privileges for the first logical entity and the second logical
entity.
[0018] In some embodiments, a program module is ex-
ecuted using a processor in the electronic device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019]

FIG. 1 is a drawing illustrating an existing authenti-
cation-and-key-agreement (AKA) technique.
FIG. 2 is a block diagram illustrating a network ar-
chitecture for distributing access-control elements in

accordance with an embodiment of the present dis-
closure.
FIG. 3 is a flow diagram illustrating a method for
transferring access-control elements to electronic
devices in accordance with an embodiment of the
present disclosure.
FIG. 4 is a flow diagram illustrating a method for
specifying a set of privileges for logical entities for a
set of operations associated with an access-control
element in accordance with an embodiment of the
present disclosure.
FIG. 5 is a block diagram illustrating an electronic
Universal Integrated Circuit Card (eUICC) appliance
adapted to store one or more access-control ele-
ments in accordance with an embodiment of the
present disclosure.
FIG. 6 is a block diagram illustrating an electronic
device adapted to store and use one or more access-
control elements in accordance with an embodiment
of the present disclosure.
FIG. 7 is a block diagram illustrating an electronic
device in accordance with an embodiment of the
present disclosure.

DETAILED DESCRIPTION OF THE DISCLOSURE

Overview

[0020] The disclosed embodiments provide an appa-
ratus and techniques for storing and distributing access-
control elements to electronic devices, such as portable
electronic devices (e.g., ’smartphones,’ etc.). The elec-
tronic devices used for transferring the access-control
elements (e.g., eSIMs) may enforce uniqueness and con-
servation of the access-control elements by ensuring that
the transfer is only performed with a trusted destination
electronic device. In one embodiment, a eUICC appli-
ance that is implemented within a hardware security mod-
ule (HSM) is disclosed. Each HSM can store a large
number of eSIMs to facilitate their storage and distribu-
tion, e.g., for retail services. The eUICC appliance may
verify that its peer eUICC appliances are operating ac-
cording to an agreed-upon and trusted protocol. If both
eUICC appliances are in agreement, then, when the
source eUICC appliance transfers its eSIM, it will delete
its eSIM or otherwise render its own eSIM inactive. The
destination eUICC appliance may retain the only active
version of the eSIM.
[0021] In another embodiment, when an access-con-
trol element is moved from one electronic device to an-
other, the receiving or destination electronic device is-
sues a challenge or unique identifier. The sending elec-
tronic device may encrypt the access-control element us-
ing the public key of the receiving electronic device and
may add a unique identifier or challenge. Moreover, the
combination of the encrypted access-control element
and the unique identifier or challenge may also be signed.
After transmission, the sending electronic device may
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delete its access-control element. Then, the receiving
electronic device may verify the encrypted access-con-
trol element and the unique identifier. If these are valid,
the receiving electronic device may store the encrypted
access-control element and the unique identifier for fu-
ture use.
[0022] In an exemplary configuration, access-control
elements are only transferred between electronic devic-
es that conform to a standard trusted relationship. Be-
cause both electronic devices are operating according
to an agreed-upon protocol, an access-control element
can remain unique and conserved throughout its transfer.
Furthermore, by ensuring that the access-control ele-
ment is encrypted only for the destination electronic de-
vice and is deleted from the current electronic device,
intervening malicious parties cannot subvert or defeat
the transfer process.
[0023] Various other embodiments for the transfer of
access-control elements are also described in greater
detail below.
[0024] In addition, a system and a technique for imple-
menting a policy is described. This policy can be used to
associate different access-control-element-related oper-
ations with different sets of credentials for logical entities
and/or different security protocols that are used when
performing the operations. In this way, different logical
entities may have different privileges associated with dif-
ferent operations.

Detailed Description of Exemplary Embodiments

[0025] Exemplary embodiments and aspects of the
present disclosure are now described in detail. While
these embodiments and aspects are primarily discussed
in the context of Subscriber Identity Modules (SIMs) of a
GSM, GPRS/EDGE, or UMTS cellular network, the com-
munication technique in the present disclosure may be
used in a wide variety of communication systems that
can benefit from storing and distributing access-control
elements (which may include electronic SIMs or eSIMs)
to electronic devices, such as those based on: an Institute
of Electrical and Electronics Engineers (IEEE) 802.11
standard, Bluetooth™ (from the Bluetooth Special Inter-
ests Group of Kirkland, Washington), and/or another type
of wireless interface, such as a near-field-communication
standard or specification (from the NFC Forum of Wake-
field, Massachusetts). While the term ’Subscriber Identity
Module’ is used in the present discussion (e.g., eSIM),
this term does not necessarily connote or require: use
by a subscriber per se (e.g., the disclosure may be prac-
ticed by a subscriber or a non-subscriber); use by a single
individual (e.g., the disclosure may be practiced on behalf
of a group of individuals, such as a family, or intangible
or fictitious entity, such as a company, organization or
an enterprise); and/or any tangible ’module’ equipment
or hardware.

Existing Subscriber Identity Module (SIM) Operation

[0026] Within the context of the exemplary UMTS cel-
lular network, user equipment (UE) may include a port-
able electronic device and a Universal Subscriber Identity
Module (USIM). The USIM may be a logical software
entity that is stored and executed from a physical Uni-
versal Integrated Circuit Card (UICC). Typically, a variety
of information is stored on the USIM, such as subscriber
information, as well as the keys and techniques used for
authentication with the network operator in order to obtain
wireless network services. In one embodiment, USIM
software is based on the Java Card™ programming lan-
guage. Java Card is a subset of the Java™ programming
language that has been modified for embedded ’card’
type devices (such as the UICC). Other implementations
may include so-called ’native’ software implementations
and/or implementations that are proprietary, etc.
[0027] In general, UICCs are programmed with a USIM
prior to subscriber distribution. This pre-programming or
’personalization’ may be specific to each network oper-
ator. For example, before deployment, the USIM may be
associated with an International Mobile Subscriber Iden-
tity (IMSI), a unique Integrated Circuit Card Identifier
(ICC-ID) and a specific authentication key (K). The net-
work operator may store the association in a registry con-
tained within the network’s Authentication Center (AuC).
After personalization the UICC can be distributed to sub-
scribers.
[0028] FIG. 1 presents an existing authentication-and-
key-agreement (AKA) technique using a USIM. During
normal authentication in the AKA technique, the UE may
acquire the International Mobile Subscriber Identity (IM-
SI) from the USIM. Then, the UE may pass the IMSI to
the serving network (SN) of the network operator or the
visited core network. The SN may forward the authenti-
cation request to the AuC of the home network (HN).
Moreover, the HN may compare the received IMSI with
the AuC’s registry and may obtain the appropriate K.
Next, The HN may generate a random number (RAND)
and may sign it with K using a technique to create the
expected response (XRES). Furthermore, the HN may
generate a cipher key (CK) and an integrity key (IK) for
use in cipher and integrity protection, as well as an au-
thentication token (AUTN) using various techniques. Ad-
ditionally, the HN may send an authentication vector,
which may include the RAND, XRES, CK, and AUTN to
the SN. The SN may store the authentication vector only
for use in a one-time authentication process, and the SN
may pass the RAND and the AUTN to the UE.
[0029] After the UE receives the RAND and the AUTN,
the USIM may verify whether the received AUTN is valid.
If so, the UE may use the received RAND to compute its
own response (RES) using the stored K and the same
technique that generated the XRES. Moreover, the UE
passes the RES back to the SN. Then, the SN may com-
pare the XRES to the received RES and, if they match,
the SN may authorize the UE to use the operator’s wire-
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less network services.
[0030] The aforementioned AKA technique may be
embodied in the physical media of the SIM card. In gen-
eral, SIM cards typically have at least two distinct and
desirable properties: they provide cryptographically se-
cure storage for SIM data (e.g., account information, en-
cryption keys, etc.); and they cannot be easily cloned.
[0031] Furthermore, a SIM card may include a proces-
sor and memory formed in a Universal Integrated Circuit
Card (UICC). This SIM card may be filled with epoxy resin
to prevent external probing of data signals on the UICC.
However, other tamperproof structures may be included
in the UICC if desired (e.g., shielding layers, masking
layers, etc.). Additionally, the SIM card may have a se-
cure interface to the processor, and the processor may
have an internal interface to the memory. Note that the
UICC may receive power from the external device, which
enables the processor to execute code from the memory
component. The memory component itself may not be
directly accessible (e.g., internal file systems may be hid-
den from the user), and may be accessed via the proc-
essor.
[0032] During normal operation, the processor may ac-
cept a limited number of commands. Each of these com-
mands may only be conditionally accessible. Moreover,
access conditions may be constrained to the execution
of commands to prevent unauthorized access. Further-
more, access conditions may or may not be hierarchical,
e.g., authorization for one level may not automatically
grant authorization for another level. For example, a set
of access conditions may include: always accessible,
never accessible, accessible to a first account, accessi-
ble to a second account, etc. Conditional access may be
granted only after successful completion of an appropri-
ate security protocol. Note that techniques for verifying
a user’s identity may include: a password, a personal
identification number (PIN), challenge of a shared secret,
etc.
[0033] The conditional access, limited command set,
and/or protected memory space may ensure that the in-
formation stored within the SIM card is secure from ex-
ternal access. Cloning a SIM card may entail construction
of a physical card, and construction of the internal file
system and data. The combination of these features may
render the physical SIM card largely impervious to prac-
tical forgery attempts.

Electronic Subscriber Identity Module (eSIM) Oper-
ation

[0034] As a brief aside, the terms ’conservation,’ ’con-
serve’ and ’conserved,’ as used herein, may refer to an
element (either physical or virtual) that cannot be trivially
multiplied or diminished. For example, a conserved eSIM
cannot be copied or replicated during normal operation.
[0035] Additionally, as used herein, the terms ’unique’
and ’uniqueness’ (as applied to a physical or a virtual
element) may refer to an element that is the one and only

element having a particular property and/or characteris-
tic. For example, a unique eSIM cannot have a duplicate
eSIM.
[0036] As used herein, the term ’security’ generally re-
fers to protection of the data and/or software. For exam-
ple, access-control data security may ensure that the da-
ta and/or software associated with an access-control el-
ement is protected from theft, misuse, corruption, publi-
cation and/or tampering by unauthorized activities and/or
malicious third parties.
[0037] Moreover, as used herein, the term ’user au-
thorization’ generally refers to specifying a user’s access
to resources. Note that, in the case of existing physical
SIM cards, user authorization may be enforced with phys-
ical SIM card possession. Thus, the physical SIM card
may represent the user’s authorization to access network
resources. For example, when a physical SIM card is
moved from one cellular telephone to another cellular
telephone, it is assumed that the move was performed
by the user (and implicitly authorized by the user). Within
the context of eSIM operation, analogous capabilities
may be needed for user authorization of eSIM transfers.
In particular, the ’owner’ of the eSIM (and also the net-
work) may need assurances that the eSIM is only trans-
ferred to legitimate devices.
[0038] Generally, it is appreciated that software is more
flexible than hardware. For example, software is usually
easy to copy, modify, and distribute. Additionally, soft-
ware can often be made cheaper, more power efficient,
and physically smaller than hardware equivalents. Con-
sequently, while conventional SIM operation makes use
of physical form factors such as cards (UICCs), current
areas of development are focused toward virtualizing
SIM operation within software. However, the sensitive
nature of SIM data (e.g., subscriber-specific information,
etc.) usually requires special consideration. For example,
various portions of SIM data are unique to subscribers,
and should be carefully guarded from malicious third par-
ties. Moreover, as noted previously, each SIM represents
a contracted-for amount of access to finite network re-
sources. Therefore, duplication, destruction, and/or rec-
lamation of SIMs may be managed to prevent over-
and/or underutilization of network resources, as well as
subrogation of service provider fees or revenue. As a
consequence, virtualized SIMs should ideally satisfy the
following properties: security, uniqueness, and conser-
vation. Moreover, these properties should ideally be af-
forded at a cost at least comparable to existing network
infrastructures.
[0039] In some embodiments, SIM operation emulates
a UICC as a virtual or electronic entity, such as a software
application that is henceforth referred to as an ’Electronic
Universal Integrated Circuit Card’ (eUICC). The eUICC
may be capable of storing and managing one or more
SIM elements, which are henceforth referred to as ’Elec-
tronic Subscriber Identity Modules’ (eSIMs). However,
solutions for virtualized eSIM operation usually must pro-
vide equivalent (if not improved) security to existing se-
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curity capabilities already provided by existing UICCs. In
addition, the existing infrastructure typically requires suit-
able techniques for enforcing conservation of virtualized
eSIMs, such that the number of virtualized eSIMs is con-
trolled throughout the network (e.g., virtualized eSIMs
are not duplicated, lost, etc.).
[0040] FIG. 2 presents a block diagram illustrating a
system 200 that includes: a number of SIM vendors 202,
a number of SIM provisioning servers (SPSs) 204 (such
as those described in greater detail in co-owned and co-
pending U.S. Patent Application Serial No. 12/952,082,
filed on November 22, 2010, and entitled "Wireless Net-
work Authentication Apparatus and Methods," and U.S.
Patent Application Serial No. 12/952,089, filed on No-
vember 22, 2010, and entitled "Apparatus and Methods
for Provisioning Subscriber Identity Data in a Wireless
Network"), and a population of user equipments (UEs)
206, where each UE contains a secure eUICC. The fol-
lowing discussion describes different embodiments for
distributing eSIMs from a SIM vendor to the secure eU-
ICC.
[0041] In one embodiment, one of UEs 206 requests
an eSIM from any SPS 204, and the SPS retrieves an
appropriate eSIM from a trusted entity such as SIM ven-
dor 202 (or in other cases a mobile network operator
(MNO), trusted services manager (TSM), etc.). In this
approach, the SIM vendor can easily control the distri-
bution of eSIMs. For example, each newly requested eS-
IM may only be granted by the SIM vendor. However,
because the SIM vendor may be the only party that can
dispense eSIMs, the SIM vendor can create ’bottlenecks’
if a large population of subscribers flood the SIM vendor
with requests within a short period of time (as is common
for successful product releases). Similarly, the SIM ven-
dor may be a single point of failure. Consequently, in the
event of a disaster or other malfunction, eSIM issuance
could be completely halted.
[0042] In another embodiment, each SPS 204 re-
trieves a pool of eSIMs from SIM vendor 202, and stores
the pool of eSIMs within each SPS (the pool of eSIMs is
duplicated for each SPS). Then, the SPS distributes the
eSIMs to UEs 206 on request. Note that the eSIM may
only be decrypted and used by the secure eUICC. This
distributed SPS server model is not bottlenecked by the
SIM vendor. However, this approach typically requires
substantially more infrastructure. In particular, the pop-
ulation of SPSs may need to ensure that no duplicated
eSIMs are distributed. Therefore, whenever an SPS
grants an eSIM, the other SPSs may need to be notified
to deactivate their duplicate eSIMs, such as via commu-
nication link 208. This may ensure that the eSIMs are
unique (e.g., no duplicate eSIMs have been distributed).
The communication to retain eSIM state information syn-
chronization between the SPSs may be a significant
amount of traffic on network infrastructure. Moreover,
slow network connections or network disruption can fur-
ther cause ’race conditions.’ Within the context of com-
puter networking, race conditions generally refer to data

hazards resulting from propagation delay in network-en-
tity synchronization. For example, imperfect synchroni-
zation can cause two SPSs to export the same eSIM at
the same time (creating a race condition). This may result
in the eSIM being accidentally cloned.
[0043] In another embodiment (not shown), SPS 204
and SIM vendor 202 infrastructures are combined in
some fashion. For example, the SIM vendor and SPS
network may be housed together in a common facility
and freely access one another, or may be otherwise lo-
gistically intertwined. Successful operation of the inter-
twined facilities may require a trusted business relation-
ship between the SIM vendor and the SPS network op-
erator, which may be undesirable (e.g., where business
concerns conflict, due to legal anti-trust considerations,
etc.).
[0044] Each of the foregoing embodiments may in-
volve significant communications overhead to synchro-
nize the various network entities during transfer. For ex-
ample, when an eSIM is successfully transferred from an
SPS to a portable electronic device, each SPS may be
notified that the eSIM cannot be transferred again (to
prevent multiple deliveries of the same eSIM).
[0045] Note that these embodiments are disclosed as
using a eUICC device at the user equipment to receive
and utilize the eSIM data. However, in order to accom-
modate use of legacy devices within the system, the fore-
going embodiments may be implemented in a system in
which the eUICC functionality is placed on a traditional
SIM form factor or card (as will be discussed in greater
detail below).

Methods

[0046] Accordingly, various aspects of the present dis-
closure advantageously enable virtualized access-con-
trol-element operation and distribution, which provide
equivalent and/or improved capabilities to existing solu-
tions (e.g., physical card based access-control ele-
ments). In an exemplary embodiment, a self-contained
SIM provisioning service (SPS) entity can operate in con-
junction with other peer SPS devices, enabling distribut-
ed peer models for SIM provisioning (as opposed to a
centralized model which tracks eSIMs from a centralized
database, or distributed techniques which require syn-
chronization between peer devices). Moreover, as de-
scribed in greater detail herein, embodiments of the
present disclosure advantageously are not specific to any
particular network infrastructure, and can flexibly accom-
modate virtually any configuration.
[0047] In one aspect of the disclosure, an access-con-
trol element can be stored and transferred only to one
secure element in an electronic device at a time. In some
embodiments, the secure element only stores access-
control elements received from other secure elements
that have the same or comparable protocols (described
in greater detail subsequently herein). Similarly, the se-
cure element may limit the transfer of access-control el-
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ements to other secure elements that have the same or
comparable protocols. For example, the secure elements
may limit transactions to other secure elements that meet
certain security requirements. Some MNOs may enforce
higher security with their devices than other MNOs. In
various embodiments, secure elements could be certified
at different levels, and the access-control elements may
require a certain certification level. During the transfer
process, the device may remove (or render inactive) its
own access-control element. By ensuring that both cli-
ents involved in the transfer are trusted entities and honor
the same protocol, access-control elements may not be
multiplied or diminished during transfer.
[0048] Note that a secure element may be embodied
as a processor or processing apparatus executing soft-
ware from a protected storage medium. In some embod-
iments, the protected storage medium may be encrypted
so as to preclude unauthorized access or tampering.
Moreover, the secure element may be physically hard-
ened or protected to prevent access to the storage me-
dium and/or the secure processor. Examples of physical
hardening may include: a physical case or another mech-
anism primed to self-destruct or render the device inac-
cessible in the event of unauthorized access attempts,
and/or embedding circuits in a resin or other material to
prevent external probing.
[0049] In some embodiments, the secure element of
the present disclosure further limits and/or monitors/flags
aberrant access. For example, transfer or storage of an
access-control element to the secure element may re-
quire a challenge response and/or unique identifier. An
improper challenge response or an incorrect identifier
may indicate aberrant/fraudulent activity. Similarly, trans-
actions between secure elements may be encrypted.
Consequently, improperly encrypted transactions may
also flag suspicious behavior.
[0050] FIG. 3 presents a flow diagram of a method 300
for storing and transferring access-control elements. In
some embodiments, method 300 involves at least one
device that is a eUICC appliance that is embodied within
an HSM that can manage the storage of one or more
eSIMs. Alternatively or additionally, the HSM may store
the encrypted eSIM locally or may encrypt the eSIM for
storage on remote media (in some cases, in secure file
systems).
[0051] In some embodiments, at least one device is a
eUICC appliance that is embodied within a physical SIM
card form factor (e.g., enabling legacy form-factor recep-
tacle reuse, as described further below with reference to
FIG. 7).
[0052] In some embodiments, at least one device is a
hardened device, such as a cellular telephone, including
a eUICC appliance embodied within a secure element
(e.g., the secure element cannot be removed from the
device without destroying or otherwise compromising the
integrity of the device).
[0053] In method 300, the source device and destina-
tion device agree on a protocol (operation 302). In some

embodiments, the protocol type is based on a version of
software identified, e.g., in plain text. In other embodi-
ments, the protocol type is inherent to an otherwise ci-
phered initial communication. For example, an encrypted
256-bit challenge may inherently specify a particular pro-
tocol or set of protocols, whereas an unencrypted chal-
lenge may inherently specify a different protocol. In still
other embodiments, the protocol is based on a discovery
process. For example, devices may be registered with a
directory service, where a registry includes information
such as: identifier, network address, supported protocol
types, etc.
[0054] In an exemplary embodiment, the protocol type
is determined by a signed (digital) certificate issued by a
mutually trusted issuer authority. A digital certificate may
include: a serial number (to uniquely identify the certifi-
cate), the device being certified, the signature technique
used to create the signature, the issuer that verified the
information and signed the certificate, a validity range
(e.g., valid from, valid until, etc.), an encryption key,
and/or a thumbprint or verification hash (to verify the le-
gitimacy of the certificate). Digital certificates are well
known in the related arts and will not be further described
herein.
[0055] In some embodiments, the mutually trusted is-
suer authority is an activation authority, e.g., the MNO
authentication center (AuC). In other embodiments, the
mutually trusted issuer authority is a trusted third party,
e.g., a SIM vendor, the device manufacturer, etc. The
mutually trusted issuer authority may not need to be the
same for both devices. For example, a system may have
multiple trusted entities (e.g., multiple accepted MNOs,
multiple trusted device manufacturers, etc.). Moreover,
in certain systems, a trusted entity may be a root of trust
for another unknown entity (e.g., the trusted entity pro-
vides assurance that the unknown entity can also be
trusted). Such trust ’chains’ may be extended across an
arbitrary number of intermediate devices. Each interme-
diate device may be chained to the trust level of its pred-
ecessor, which extends to the trusted root entity.
[0056] In other examples, eUICC appliances may sup-
port any appliance device that is compliant to a stand-
ardized specification, etc. Similarly, to ensure backward
compatibility, future incarnations of a eUICC appliance
may also support legacy eUICC appliances, etc.
[0057] The available devices and/or accepted proto-
cols for available devices may be stored, for example,
within a lookup directory or similar service. For example,
multiple arrays of appliances may be matched with a di-
rectory-service server that provides connection informa-
tion for each of the appliances. A requester party (either
source or destination) may request information from the
directory service.
[0058] In some embodiments, the protocols are codi-
fied according to a software version or revision. For ex-
ample, the devices may verify that the other device in-
cludes an acceptable software version or revision. Alter-
natively, the source and destination devices may agree
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to an informal or initial protocol. For example, the devices
may negotiate or determine a protocol dynamically. In
yet other embodiments, no protocol negotiation is nec-
essary (e.g., systems that only support a single transfer
protocol).
[0059] The transfer protocol may specify types of chal-
lenge-response protocols, unique identifier selection,
transfer encryption, access-control-element manage-
ment (e.g., deletion procedures, acknowledgment pro-
cedures, etc.) during transfer. As previously discussed,
in order to ensure that conservation and uniqueness
properties of an access-control element are retained dur-
ing transfer, the access-control element may be encrypt-
ed particularly for the destination device, and may be
deleted from the transferring device. For example, the
transfer protocol may specify: if acknowledgment of re-
ception is required, whether retransmission is allowed
when transmission fails, an acceptable number of retry
attempts, and/or under what conditions the source device
can delete the encrypted access-control element.
[0060] It will be appreciated that the source device may
delete and/or deactivate the encrypted access-control el-
ement at different times and/or under different conditions,
as may be convenient or required under the various sce-
narios. In some embodiments, deletion may occur some-
time after transfer. Such embodiments may be of use in
bulk transfers so as to minimize unnecessary signaling
(e.g., deleting each access-control element before trans-
ferring another). Alternatively, the access-control ele-
ment may be deactivated sometime before transfer. In
other embodiments, a ’validity window’ may also be spec-
ified for transfer, such that a particular transfer must be
accomplished within a prescribed temporal window in or-
der to be considered valid.
[0061] Other considerations include device consider-
ations and/or access-control-element considerations.
For example, some devices may only be allowed to re-
ceive (or transmit) an access-control element. In an ex-
emplary embodiment, a portable electronic device is lim-
ited to only receiving an eSIM (once assigned, it cannot
be returned, etc.). Alternatively, certain devices may be
used only as a ’one-time’ transfer (e.g., a disposable de-
vice for providing an eSIM once). In some cases, a device
may be more (or less) secure than the peer device. For
example, user equipment may have more rigid security
requirements than a eUICC appliance. In particular, the
eUICC appliance may be protected via other measures
(e.g., secure infrastructure, etc.). Secure user equipment
can also transfer an eSIM to a less secure eUICC appli-
ance, provided that the less secure eUICC appliance im-
plements a minimum level of security commensurate with
protection of the sensitive information contained therein.
Similarly, in some cases, access-control elements may
have transfer limitations, including: a total number of
transfers allowed, destination device restrictions, etc.
[0062] Moreover, it is appreciated that the communi-
cation technique may have significant impact on transfer
protocol considerations. Network infrastructure transfers

may use high-bandwidth protocols and media (e.g., T3,
T1, Sonet (synchronous optical networking), Gigabit Eth-
ernet or 10G, etc.), whereas consumer-based transfers
may be performed over lower-bandwidth connections
(e.g., cellular access, WLAN (wireless local area net-
work), Ethernet, etc.). Different use scenarios may also
have different requirements for handshaking, transfer
time requirements, etc. For example, a SIM vendor may
transfer a large number of eSIMs to a eUICC appliance
(e.g., such as to facilitate SIM delivery or other functions).
Similarly, in another example, a centralized large repos-
itory of eSIMs may be freely transferred among a number
of eUICC appliances. The eUICC appliances may trans-
fer eSIMs from appliance to appliance, to facilitate load
management, etc. Handshaking requirements for these
bulk transfer scenarios may be less important, because
the eSIMs may not be in circulation (e.g., acknowledg-
ments can be lumped together at the end of the transfer,
rather than for each individual eSIM).
[0063] Customer applications may have much-slower
transfer rates, but handshaking may be more important
because the eSIM should be robustly delivered, and im-
mediately available for use. In some embodiments, fail-
ure to complete the handshaking process automatically
triggers a retry attempt. For example, a eUICC appliance,
SPS, or similar entity may directly transfer an eSIM to
service an impromptu eSIM request from the UE, or an
application executing from a desktop or portable compu-
ter. In another example, customer-based applications
may execute a small internalized appliance capable of
storing one or more eSIMs (e.g., one for work, one for
personal use, several for roaming access, etc.), enabling
a customer to transfer an eSIM among their various de-
vices.
[0064] Then, the source and destination devices es-
tablish a shared secret (operation 304). In an exemplary
embodiment, the devices verify the peer device identity
by inspecting a digital signature and, if the signature is
valid, exchange (or agree to exchange) a challenge,
unique identifier, or another security token for encryption
by the access-control element.
[0065] For example, the devices may utilize a chal-
lenge-and-response type handshake, where any trusted
device knows a common secret (e.g., a common key, a
set of keys, etc.) that can be used to generate a number
of challenges and associated responses. In one config-
uration, devices may be permitted to trust an unknown
device, provided that they can generate proper challeng-
es, and/or appropriate responses. However, it will be ap-
preciated that additional criteria may be applied before
such trust is given.
[0066] In another example, the devices may use a
unique identifier that is generated by the destination de-
vice with the access-control element request. The source
device may include the unique identifier with the access-
control element to identify the serviced request.
[0067] In other embodiments, the devices verify their
peer device with a trusted third party (e.g., the trusted
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third party may provide each of the devices a session
key). Such relationships may be verified directly or indi-
rectly. For example, the peer devices may directly query
a trusted third party before executing the transfer or, al-
ternatively, each device may present a certificate signed
by trusted third parties, etc.
[0068] Other types of cryptographic arrangements and
trust techniques will be recognized by those of ordinary
skill for use with the disclosure.
[0069] Moreover, the source device packages the ac-
cess-control element with the secret (operation 306),
e.g., challenge, unique identifier, or another security to-
ken. In an exemplary embodiment, the package is addi-
tionally encrypted using the destination device’s public
key. In some embodiments, prior to re-encrypting the ac-
cess-control element, the source device decrypts the ac-
cess-control element with its own private key.
[0070] After encryption with the destination device’s
public key, only the destination device can decrypt the
access-control element for use. One example of a public-
and-private-key encryption for transferring access-con-
trol elements is described in U.S. Provisional Patent Ap-
plication Serial No. 61/407,866, filed on October 28,
2010, and entitled "Methods and Apparatus for Storage
and Execution of Access-Control Elements". For exam-
ple, each eUICC appliance may have a unique device
public/private-key pair and endorsement certificate. The
public/private-key pair may be based on a secret private
key, and a publishable public key. Note that public/pri-
vate-key techniques are considered ’asymmetric,’ be-
cause the keys used to encrypt and decrypt are different;
thus, the encrypter and decrypter do not share the same
key.
[0071] It is further acknowledged that operations 306
and 304 (among others) of the method 300 may be further
combined, subdivided, and/or reversed. For example,
the source device may determine a session key and may
encrypt the access-control element with the session key.
The resulting package may be further wrapped with the
destination device’s public key. In some embodiments,
the session key is determined by the destination device
at the time of receipt.
[0072] Additionally, in some embodiments the packag-
es are further digitally signed using a private cryptograph-
ic key (of a private/public signing pair) to provide further
verification of the source device. The destination device
may check the digital signature with the public crypto-
graphic key to verify that the package (e.g., the access-
control element and unique identifier, etc.) originated
from the source device. Moreover, it should be under-
stood that digital signatures are merely a subset of elec-
tronic signatures. Consequently, other forms of source
verification may be similarly employed, including: user-
specific identification (e.g., password, biometrics, chal-
lenge question/phrase, etc.), electronic identification
(e.g., digital certificates, cryptography, etc.), etc.
[0073] Next, the packaged access-control element is
transferred from the source to the destination device (op-

eration 308). The destination device may verify the
shared secret and, if the verification is successful, may
store the encrypted access-control element for future
use. In some embodiments, the access-control element
is deleted, deactivated, or otherwise rendered unusable
at the source device prior to enabling the access-control
element for the destination device (e.g., prior to transfer,
prior to completing transfer, prior to acknowledging trans-
fer success, etc.).
[0074] In another embodiment, the security of down-
load of the access-control elements is ensured by using
the security protocol disclosed in co-owned, co-pending
U.S. Provisional Patent Application Serial No.
61/598,819, filed on February 14, 2012, and entitled
"Methods and Apparatus for Large Scale Distribution of
Electronic Access Clients". As discussed therein, a tiered
security-software protocol may be used. In an exemplary
implementation, a server eUICC and client eUICC soft-
ware may constitute a so-called ’stack’ of software layers.
Each software layer may be responsible for a set of hi-
erarchical functions that are negotiated with its corre-
sponding peer software layer.

Example Operation

[0075] As an example of typical operation according
to the disclosure, during initialization the SIM vendors
provide a collection or ’lot’ of eSIMs to the eUICC appli-
ances. Note that multiple SIM vendors may independ-
ently provide eSIMs. There may not be required collab-
oration on the part of the SIM vendors (although such
collaboration may also be used if desired). The SIM ven-
dors may encrypt each of the eSIMs with a challenge or
unique identifier for the eUICC appliances.
[0076] As previously described, each eSIM may in-
clude a virtualized SIM and the unique key associations
and capabilities to execute the aforementioned AKA
technique for authenticating a portable electronic device
to a cellular network. Additionally, each eSIM may be
uniquely associated with a challenge or identifier that
changes on a per-transfer basis. A typical implementa-
tion of a challenge or identifier may include: a crypto-
graphic material, counter, pseudo-random sequence,
large state machine, etc.
[0077] For example, a first eUICC appliance my initiate
an eSIM transfer (which is currently encrypted for the first
eUICC appliance) to a second eUICC appliance. The first
eUICC appliance may initiate secure communication to
the second eUICC appliance. In some embodiments,
both the first and second eUICC appliances agree to the
transfer based on certificates signed by one or more mu-
tually trusted third parties. Moreover, the second eUICC
appliance may provide a unique identifier to the first eU-
ICC appliance. Then, the first eUICC appliance may de-
crypt the eSIM with its own private key, and then may re-
encrypt the eSIM with the second eUICC’s public key
(this public key may be freely distributed by the second
eUICC). The combination of the unique identifier and the
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re-encrypted eSIM may be signed by the first eUICC ap-
pliance (this signature may verify the first eUICC appli-
ance’s identity). Furthermore, the signed combination
may be packaged for the second eUICC. Now, only the
second eUICC can decrypt the eSIM, and the signed
combination may prove that the encrypted eSIM package
corresponds to the unique identifier. Additionally, the first
eUICC appliance may transmit the newly encrypted eSIM
to the second eUICC appliance.
[0078] In some embodiments, the unique identifier is
used to protect against replay attacks. For example, each
eSIM transfer may be uniquely identified so that the trans-
action cannot be ’copied’ and played back (e.g., by a
malicious third party). In particular, when transferring an
eSIM between appliance A and appliance B, and then
from appliance B to appliance C, the transfer between
appliance A to appliance B cannot be replayed while the
eSIM is still at appliance C.
[0079] Similarly, consider the transfer of an eSIM from
the first eUICC appliance to a portable electronic device.
The portable electronic device may issue a request for
an eSIM with a challenge and its public key. The first
eUICC appliance may decrypt an eSIM with its own pri-
vate key, and may generate a proper challenge re-
sponse. Then, the eSIM may be re-encrypted with the
portable electronic device’s public key. This re-encrypted
eSIM may be combined with a challenge response, and
then signed. Next, the portable electronic device may
verify the challenge response (which may identify the first
eUICC appliance as a legitimate source) and, if success-
ful, may decrypt the eSIM for use. Even if a malicious
third party could intercept the encrypted eSIM, it would
not be able to use or tamper with the eSIM because the
eSIM is encrypted.
[0080] Finally, consider the transfer of an eSIM from
the first portable electronic device to the second portable
electronic device. The first portable electronic device may
push a request to transfer its eSIM to the second portable
electronic device. In some embodiments, the user of ei-
ther the first or second portable electronic device manu-
ally accepts the transfer. If accepted, the second portable
electronic device may transmit a challenge to the first
portable electronic device. Then, the first portable elec-
tronic device may decrypt its stored encrypted eSIM with
its own private key, and may re-encrypt the eSIM with
the second portable electronic device’s public key (which
may always be available), including the proper response.
Next, the combination may be signed and transmitted.
Moreover, the second portable electronic device may
verify the challenge response (which may identify the first
portable electronic device as a legitimate source), and
may decrypt the eSIM for use.

Policy-Based Management of an Access-Control El-
ement

[0081] Traditional access-control techniques usually
enable a logical entity with proper credentials to perform

various operations related to access-control elements.
However, it may be desirable to provide more security
for certain operations, such as loading an eSIM from a
remote server. For example, a malicious logical entity
may cause a virtual SIM to contain malicious code or may
allow malicious data to be loaded. Alternatively, other
operations (such as allowing a user to enable an eSIM
that is already loaded into a eUICC) may involve fewer
security risks and hence may not require cumbersome
security measures, such as digital certificates. Instead,
these operations may use simpler and less-restrictive se-
curity measures, such as PIN codes, or no special secu-
rity at all as with the case of removing/inserting legacy
UICC.
[0082] In addition, in existing eUICC designs a logical
entity with proper credentials may be able to manage
eSIM-related operations, such as loading an eSIM or en-
abling an eSIM. However, to support different business
models, it may be desirable for different logical entities
to be able to manage different operations (i.e., different
logical entities may have different privileges for the set
operations of associated with an access-control element,
such as an eSIM). Note that the different logical entities
may include: users, security-service contractors hired by
the mobile network operators, the mobile network oper-
ators, device manufacturers, and/or trusted OEM ven-
dors. These logical entities may manage the different op-
erations using hardware and/or software that are internal
to the UE (such as a portable electronic device) and/or
external to the UE.
[0083] A policy-based framework can be used to as-
sociate each eSIM-related operation with different logical
entities (i.e., it may specify privileges of the logical enti-
ties), a different set of credentials and/or a different pro-
tocol that may be required to perform the operation. In
the eUICC, there are a number of basic operations that
are related to managing eSIMs, including: eSIM loading,
eSIM enabling, eSIM disabling, eSIM deletion and eSIM
exporting (which can be thought of as loading in the re-
verse direction, or alternatively could be between two
eUICCs with a physical link). This policy-based frame-
work may allow different logical entities (with their asso-
ciated credentials) to perform different operations, and
may also allow different security protocols to be associ-
ated with the different operations or the different logical
entities. For example, to download secure data (such as
an eSIM) from a remote location, the policy-based frame-
work may provide strong security, which may involve re-
quiring mutual authentication between the device and a
remote server. On the other hand, it may be desirable to
allow users to easily perform operations to swap eSIMs
on a device without requiring strong security. For exam-
ple, the policy-based framework may require the user to
merely enter a PIN code before swapping eSIMs. Hence,
in some embodiments operations related to exporting or
loading eSIMs may be secure, while operations related
to enabling or disabling eSIMs may be less secure.
[0084] Note that other information-retrieval operations
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or UICC-level operations may be supported by the policy-
based framework. For example, the policy-based frame-
work may support a security policy for updating the policy-
based framework. This policy-based framework-updat-
ing operation may require even stronger authorization
(for example, only the device manufacturer may be al-
lowed to do this).
[0085] In some embodiments, the security framework
is based on the public-key infrastructure (PKI). For ex-
ample, if a remote server desires to perform an eSIM-re-
lated operation, the policy-based framework may require
the remote server to be associated with a valid PKI digital
certificate to be able to perform an eSIM-related opera-
tion. Alternatively, a simple user prompt with a PIN code
may suffice for a local user. (Note that although PKI is
advantageous, it may not be required, and other types
of encryption, such as symmetric keys, may be used.)
[0086] FIG. 4 presents a flow diagram illustrating a
method 400 for specifying a set of privileges for logical
entities for a set of operations associated with an access-
control element (such as an eSIM), which may be per-
formed by a processor in an electronic device (such as
a processor in a secure element in the electronic device).
During the method, credentials are received (operation
402) from a logical entity and a second logical entity. Note
that the logical entity and the second logical entity may
be internal and/or external to the electronic device. For
example, the logical entity may be included in the elec-
tronic device and/or may access the electronic device
remotely via a network.
[0087] Then, the set of privileges associated with the
set of operations for the logical entity and the second
logical entity are determined (operation 404) based on
the credentials and the credential-management module.
For example, the set of operations may include: loading
the access-control element, enabling the access-control
element, disabling the access-control element, exporting
the access-control element, and/or deleting the access-
control element. In particular, the set of operations may
be associated with an access-control element in the se-
cure element that identifies a user of a service and facil-
itates secure communication, and a given privilege in the
set of privileges may specify whether the logical entity
and/or the second logical entity are allowed to conduct
or perform a given operation in the set of operations. Note
that, for some of the operations, there are different priv-
ileges for the logical entity and the second logical entity.
In some embodiments, a program module on the secure
element is executed using the processor to provide the
information.
[0088] Next, information specifying the set of privileges
of the logical entity and the second logical entity are pro-
vided (operation 406) to operating system of the secure
element. This allows the secure element to enforce the
set of privileges. Thus, enforcement of privileges may be
performed at the platform or operating-system level to
determine which access-control-element operations can
be allowed. In general, policies may be defined in either

eUICC level (outside the access-control elements) or in-
side access-control elements, but enforcement of poli-
cies may be at the eUICC operating-system level (e.g.,
in the credential managing module).
[0089] Note that, based on the privilege setting, one or
more logical entities (such as the logical entity and the
second logical entity) can be configured as authorized to
perform a given operation on an access-control element.
Whether these logical entities do so at the same time or
not depends on the use case. For example two different
profiles may be loaded from two authorized servers at
the same time. However, it may not be desirable for two
different logical entities to enable/disable one or more
access-control elements at the same time.
[0090] In addition to supporting different security do-
mains on different computing platforms (where different
machines have different security domains and different
entities can be authorized in different security domains
on different machines), as an alternate solution the pol-
icy-based framework may operate on a single computing
platform. This policy-based framework may rely on a pol-
icy instead of domain separation to determine which log-
ical entities are authorized to perform different opera-
tions.
[0091] As described further below with reference to
FIGs. 6 and 7, the above-described policy-based frame-
work may be implemented on any embedded UICC plat-
form which operates inside a device, such as a UICC
platform embedded in a cellular telephone or another
computing platform. Moreover, the policy-based frame-
work can be implemented on a secure element inside
the device, such as an embedded UICC card which is
soldered into the device.
[0092] In particular, the UICC card may have its own
software that can run and enforce policies that specify
privileges of the logical entities and a database of cre-
dentials (digital certificates, passwords and/or PIN
codes), and may also provide storage for the eSIMs (and,
more generally, the access-control elements). For exam-
ple, as described further below with reference to FIGs. 6
and 7, the secure element on the UICC card may include
a credential-management module that implements the
policy-based framework. In addition, the credential-man-
agement module may include symmetric cryptographic
keys associated with the set of operations, and a given
cryptographic key may facilitate the privileges associated
with at least a given operation in the set of operations.
Alternatively or additionally, the credential-management
module may include asymmetric cryptographic keys as-
sociated with the set of operations and certificates to fa-
cilitate asymmetric cryptography, and the given crypto-
graphic key and a given certificate may facilitate the priv-
ileges associated with at least the given operation in the
set of operations.
[0093] Moreover, the UICC card may interface with the
device (such as a smartphone) via a standardized inter-
face. During operation, the device may receive input via
a GUI and may issue commands to the UICC card via
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this interface. Furthermore, remote servers may connect
to the device first and then may set up a secure tunnel
between the server and the embedded UICC through the
device.
[0094] In some embodiments of methods 300 (FIG. 3)
and 400 (FIG. 4), there may be additional or fewer oper-
ations. For example, the access-control element in meth-
od 400 may include information specifying a second set
of privileges for at least one of the logical entity and the
second logical entity. In the event of a conflict between
a security level associated with the set of privileges and
a second security level associated with the second set
of privileges, the secure element may compare the se-
curity level and the second security level and may select
the one of the set of privileges and the second set of
privileges that is associated with stronger security. Alter-
natively, in the event of a conflict between a security level
associated with the set of privileges and a second secu-
rity level associated with the second set of privileges, the
secure element may select the set of privileges. Moreo-
ver, as described further below with reference to FIGs.
6 and 7, if the privileges can, at least in part, be defined
by the access-control element, in the event of a conflict
or collision, conflict resolution may be performed. This
conflict resolution may include selecting the more strin-
gent security level associated with the different privileges
determined by the credential-management module and
the access-control element and/or defaulting to the priv-
ileges determined by the credential-management mod-
ule. However, in some embodiments the secure element
passes authority to the access-control element so that
the privileges and/or security level specified by the ac-
cess-control element are the default. Furthermore, the
order of the operations may be changed, and/or two or
more operations may be combined into a single opera-
tion.
[0095] In an exemplary embodiment, the credential-
management module may determine authorization for a
logical entity based on its credentials and one or more
look-up tables. For example, the logical entity may pro-
vide a credential to the credential-management module.
In response, the credential-management module may
use one of the look-up tables to determine the privileges
of the logical entity for a particular operation associated
with at least one access-control element. This may allow
the logical entity to perform at least the operation asso-
ciated with at least the one access-control element (e.g.,
an eSIM), such as: loading the access-control element
onto an electronic device, enabling the access-control
element on the electronic device, disabling the access-
control element on the electronic device, exporting the
access-control element on the electronic device, and/or
deleting the access-control element on the electronic de-
vice. In an exemplary embodiment, a UICC appliance
may be allowed to load an access-control element and
to export an access control element, an electronic device
may be allowed to enable the access-control element, a
network operator may be allowed to disable the access-

control element, and the electronic device may be al-
lowed to delete the access-control element.
[0096] The credential-management module may also
allow different logical entities to have different privileges
for different operations associated with different access-
control elements based on credentials for the logical en-
tities. Thus, one logical entity may be allowed to perform
an operation associated with one access-control ele-
ment, but may not be allowed to perform that operation
(or another operation) associated with another access-
control element. Similarly, another logical entity may
have different privileges for these or other operations as-
sociated with these or other access-control elements.
[0097] Moreover, the type of credentials representing
different logical entities may be different for different log-
ical entities, different operations (associated with one or
more access-control elements) and/or different access-
control elements. For example, PKI/RSA authentication
may be used for certain operations and/or access-control
elements, while a PIN code may be used for other oper-
ations and/or access-control elements.
[0098] Furthermore, the privileges specified by the cre-
dential-management module may indicate that different
security levels are used when presenting credentials/au-
thenticating logical entities for different operations asso-
ciated with one or more access-control elements and/or
for different access-control elements. For example, sym-
metric cryptography may be used when presenting cre-
dentials authenticating a logical entity to determine priv-
ileges to perform a particular operation associated with
an access-control element. However, a different security
protocol may be specified for another operation associ-
ated with the access-control element (such as asymmet-
ric cryptography).
[0099] Thus, the credential-management module may
specify a policy that determines the privileges, creden-
tials and/or security protocols/levels for different opera-
tions, different access-control elements and/or different
logical entities. Note that the policy specified by the cre-
dential-management module may affect multiple access-
control elements. However, in some embodiments an ac-
cess-control element may specify a policy for itself, i.e.,
the policy may only affect the privileges for logical entities
related to operations associated with that particular ac-
cess-control element.
[0100] In embodiments in which there is a global policy
in a secure element specified by the credential-manage-
ment module and/or a local policy (which is sometimes
referred to as a ’profile policy’) for a particular access-
control element specified by the access-control element,
conflicts may occur. In the event of a conflict, for example,
the global policy may: specify the use of RSA-based mu-
tual authentication to load an eSIM; delegate the policy
defaults to those of the profile policy when activating the
eSIM; specify that the electronic device can deactivate
the eSIM; specify the use of RSA-based mutual authen-
tication to export an eSIM; and delegate the policy de-
faults to those of the profile policy when deleting the eS-
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IM. In turn, the eSIM’s profile policy may: have no entry
for privileges related to loading the eSIM; specify the use
of RSA-based mutual authentication with a specific L3
service common name to activate the eSIM; have no en-
try for privileges related to deactivating the eSIM; specify
the use of RSA-based mutual authentication with a spe-
cific L3 service common name to export the eSIM; and
specify the use of RSA-based mutual authentication with
a specific L3 service common name to delete the eSIM.
In general, the credential-management module may be
the default in the event of a conflict between the global
and the local policies. However, the credential-manage-
ment module may delegate authority to specify the priv-
ileges to the profile policy (defined in eSIM) for particular
operations.
[0101] Alternatively, the credential-management mod-
ule may compare the global and the local privileges for
a particular operation in the event of a conflict (or differ-
ence), and may use the more stringent security level. For
example, if the global policy for loading an eSIM is to use
RSA-based mutual authentication to activate the eSIM
and the local policy is to use RSA-based mutual authen-
tication with a specific L3 service common name to acti-
vate the eSIM, the credential-management module may
use RSA-based mutual authentication with a specific L3
service common name.
[0102] Note that the credentials/privileges specified by
the credential-management module may be remotely
modified. For example, the credential-management
module may include a look-up table with a first list of
authorized logical entities, and a second list of logical
entities that can modify the first list.
[0103] The communication between the logical entities
and the secure element in the electronic device (and, in
particular, with the credential-management module) in
the preceding embodiments may use the communication
techniques and the security protocols described previ-
ously in this disclosure.

Apparatuses

[0104] Various exemplary embodiments of an appara-
tus useful in conjunction with the above-described tech-
niques are now described in greater detail.

eUICC Appliance

[0105] FIG. 5 presents a block diagram illustrating a
eUICC appliance 500. This eUICC appliance may be a
stand-alone entity, or may be incorporated with other net-
work entities (e.g., a SPS, etc.). As shown in FIG. 5, eU-
ICC appliance 500 generally includes a networking sub-
system 502 that interfaces with the communications net-
work, a processing subsystem 504, and a memory sub-
system 506. Processing subsystem 504 may include one
or more devices configured to perform computational op-
erations. For example, processing subsystem 504 can
include one or more microprocessors, application-spe-

cific integrated circuits (ASICs), microcontrollers, pro-
grammable-logic devices, and/or one or more digital sig-
nal processors (DSPs).
[0106] Moreover, memory subsystem 506 may include
one or more devices for storing data and/or instructions
for processing subsystem 504 and/or networking inter-
face 502. For example, memory subsystem 506 can in-
clude dynamic random access memory (DRAM), static
random access memory (SRAM), and/or other types of
memory. In some embodiments, instructions for process-
ing subsystem 504 in memory subsystem 506 include:
one or more program modules or sets of instructions,
which may be executed by processing subsystem 504.
Note that the one or more computer programs may con-
stitute a computer-program mechanism. Moreover, in-
structions in the various modules in memory subsystem
506 may be implemented in: a high-level procedural lan-
guage, an object-oriented programming language,
and/or in an assembly or machine language. Further-
more, the programming language may be compiled or
interpreted, e.g., configurable or configured (which may
be used interchangeably in this discussion), to be exe-
cuted by processing subsystem 504.
[0107] In addition, memory subsystem 506 can include
mechanisms for controlling access to the memory. In
some embodiments, memory subsystem 506 includes a
memory hierarchy that comprises one or more caches
coupled to a memory in eUICC appliance 500. In some
of these embodiments, one or more of the caches is lo-
cated in processing subsystem 504.
[0108] In some embodiments, memory subsystem 506
is coupled to one or more high-capacity mass-storage
devices (not shown). For example, memory subsystem
506 can be coupled to a magnetic or optical drive, a solid-
state drive, or another type of mass-storage device. In
these embodiments, memory subsystem 506 can be
used by eUICC appliance 500 as fast-access storage for
often-used data, while the mass-storage device is used
to store less frequently used data.
[0109] Networking subsystem 502 includes one or
more devices configured to couple to and communicate
on a wired and/or wireless network (i.e., to perform net-
work operations), including an interface circuit (such as
a near-field-communication circuit) and an antenna. For
example, networking subsystem 502 can include a Blue-
tooth™ networking system, a cellular networking system
(e.g., a 5G/4G network such as UMTS, LTE, etc.), a uni-
versal serial bus (USB) networking system, a networking
system based on the standards described in IEEE 802.11
(e.g., a Wi-Fi networking system), an Ethernet network-
ing system, and/or another communication system (such
as a near-field-communication system).
[0110] Furthermore, networking subsystem 502 in-
cludes processors, controllers, radios/antennas, sock-
ets/plugs, and/or other devices used for coupling to, com-
municating on, and handling data and events for each
supported networking or communication system. Note
that mechanisms used for coupling to, communicating
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on, and handling data and events on the network for each
network system are sometimes collectively referred to
as a ’network interface’ for the network system. Moreo-
ver, in some embodiments a ’network’ between the eU-
ICC appliances or devices does not yet exist. Therefore,
eUICC appliance 500 may use the mechanisms in net-
working subsystem 502 for performing simple wireless
communication between eUICC appliances or devices.
In some embodiments, networking subsystem 502 com-
municates with the MNO infrastructure so as to provide
access to other eUICC appliances and/or direct or indi-
rect access to one or more portable electronic devices,
although other configurations and functionalities may be
substituted.
[0111] In one configuration, eUICC appliance 500 is
an HSM. An HSM may include one or more secure ele-
ments for managing a number of access-control ele-
ments. In some embodiments, the access-control ele-
ments are stored directly at the HSM. Alternatively, the
access-control elements may be encrypted and stored
in external storage. In such external (e.g., remote) stor-
age embodiments, the encryption may ensure that the
access-control elements are secure, even when stored
on physically unsecure media.
[0112] The HSM may enable transfer of access-control
elements to and from another HSM, while preserving the
uniqueness and conservation of the access-control ele-
ments. Moreover, transfer of the access-control ele-
ments to another HSM in this embodiment may cause
deactivation and/or deletion of the locally stored access-
control elements. An HSM may also self-destruct or dis-
able itself if tampered with or if its integrity is otherwise
violated.
[0113] In FIG. 5, eUICC appliance 500 includes at least
a database 508 running on the processing subsystem
504. Although illustrated as a single application running
on eUICC appliance 500, it is appreciated that the fore-
going database functionality may include a distributed
application running on multiple devices in communication
with one another.
[0114] An exemplary implementation of database 508
may process requests that may include: a request to store
an access-control element (such as an eSIM), and a re-
quest to transfer a currently stored eSIM. Database 508
may also be responsible for verifying requests to ensure
that communication is received from an entity authorized
to make such a request (such as during operation 304 in
method 300 in FIG. 3).
[0115] In some embodiments, database 508 is config-
ured to execute a challenge-and-response (or challenge-
response) security protocol. The challenge-response se-
curity protocol may verify requests made by an unknown
third party based on appropriate generation of challenges
and/or responses. Alternatively, the secure element may
verify a digital certificate signed by a trusted authority.
[0116] As shown in FIG. 5, memory subsystem 506
may be adapted to store an array of access-control ele-
ments. In some embodiments, a eUICC appliance stores

an array of access-control elements, such as eSIMs.
Each eSIM may include a small file system that includes
computer-readable instructions (such as the eSIM pro-
gram) and associated data (e.g., cipher keys, integrity
keys, etc.). In addition, each eSIM may be additionally
encrypted with the eUICC appliance’s public key. Con-
sequently, each eUICC may only be decrypted by eUICC
appliance 500. In some embodiments, each encrypted
eSIM is further encrypted with a unique identifier, chal-
lenge, and/or challenge response. The encrypted com-
ponents may be further stored as a binary large object
(BLOB).
[0117] Database 508 application may manage the
available eSIMs. As illustrated in FIG. 5, database 508
may provide information relating to the particular eSIM
BLOB, the devices authorized to use the eSIM, the cur-
rent state and/or the current status of the eSIM (e.g.,
’available,’ ’not available,’ ’stale,’ etc.). Additional infor-
mation may be maintained as well. Moreover, database
508 application may update or change information stored
in the database.
[0118] When another device requests an eSIM from
eUICC appliance 500, database 508 application may re-
trieve the current state of the requested eSIM. This in-
formation may be used to determine if the requested eS-
IM can be provided. This validity check can be performed
at an activation service, at eUICC appliance 500, be
shared/distributed, or occur at yet other locations (e.g.,
by comparing the state at the activation service versus
the last known state at eUICC appliance 500). Similarly,
when another device transfers an eSIM to eUICC appli-
ance 500, database 508 application may update the cur-
rent state of the transferred eSIM.
[0119] Within eUICC appliance 500, processing sub-
system 504, memory subsystem 506, networking sub-
system 502, and database 508 may be coupled together
using one or more interconnects, such as a bus. These
interconnects may include an electrical, optical, and/or
electro-optical connection that the subsystems or com-
ponents can use to communicate commands and data
among one another. Note that different embodiments can
include a different number or configuration of electrical,
optical, and/or electro-optical connections among the
subsystems or components.
[0120] Although specific components are used to de-
scribe eUICC appliance 500, in alternative embodiments,
different components and/or subsystems may be present
in eUICC appliance 500. For example, eUICC appliance
500 may include one or more additional processing sub-
systems, memory subsystems, networking subsystems,
and/or databases. Additionally, one or more of the sub-
systems or components may not be present in eUICC
appliance 500. Moreover, in some embodiments, eUICC
appliance 500 may include one or more additional sub-
systems or components that are not shown in FIG. 5.
Also, although separate subsystems or components are
shown in FIG. 5, in some embodiments some or all of a
given subsystem or component can be integrated into
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one or more of the other subsystems or components in
eUICC appliance 500.
[0121] Moreover, the circuits and components in eU-
ICC appliance 500 may be implemented using any com-
bination of analog and/or digital circuitry, including: bipo-
lar, PMOS and/or NMOS gates or transistors. Further-
more, signals in these embodiments may include digital
signals that have approximately discrete values and/or
analog signals that have continuous values. Additionally,
components and circuits may be single-ended or differ-
ential, and power supplies may be unipolar or bipolar.

Electronic Device

[0122] FIG. 6 presents a block diagram of electronic
device 600 (e.g., a UE). This electronic device includes
processing subsystem 602, memory subsystem 604,
networking subsystem 606, user-interface subsystem
608, and secure element 610. Processing subsystem
602 includes one or more devices configured to perform
computational operations. For example, processing sub-
system 602 can include one or more microprocessors,
application-specific integrated circuits (ASICs), micro-
controllers, programmable-logic devices, field-program-
mable gate arrays and/or one or more digital signal proc-
essors (DSPs).
[0123] Moreover, memory subsystem 604 may include
one or more devices for storing data and/or instructions
for processing subsystem 602 and/or networking sub-
system 606. For example, memory subsystem 604 can
include dynamic random access memory (DRAM), static
random access memory (SRAM), and/or other types of
memory (such as flash or SDRAM). In some embodi-
ments, instructions for processing subsystem 602 in
memory subsystem 604 include: one or more program
modules or sets of instructions, which may be executed
by processing subsystem 602. Note that the one or more
computer programs may constitute a computer-program
mechanism. Moreover, instructions in the various mod-
ules in memory subsystem 604 may be implemented in:
a high-level procedural language, an object-oriented pro-
gramming language, and/or in an assembly or machine
language. Furthermore, the programming language may
be compiled or interpreted, e.g., configurable or config-
ured (which may be used interchangeably in this discus-
sion), to be executed by processing subsystem 602.
[0124] In addition, memory subsystem 604 can include
mechanisms for controlling access to the memory. In
some embodiments, memory subsystem 604 includes a
memory hierarchy that comprises one or more caches
coupled to a memory in electronic device 600. In some
of these embodiments, one or more of the caches is lo-
cated in processing subsystem 602.
[0125] In some embodiments, memory subsystem 604
is coupled to one or more high-capacity mass-storage
devices (not shown). For example, memory subsystem
604 can be coupled to a magnetic or optical drive, a solid-
state drive, or another type of mass-storage device. In

these embodiments, memory subsystem 604 can be
used by electronic device 600 as fast-access storage for
often-used data, while the mass-storage device is used
to store less frequently used data.
[0126] Networking subsystem 606 includes one or
more devices configured to couple to and communicate
on a wired and/or wireless network (i.e., to perform net-
work operations), including an interface circuit (such as
a near-field-communication circuit) and an antenna. For
example, networking subsystem 606 can include a Blue-
tooth™ networking system, a cellular networking system
(e.g., a 5G/4G network such as UMTS, GSM, CDMA,
LTE/LTE-A, etc.), a universal serial bus (USB) network-
ing system, a networking system based on the standards
described in IEEE 802.11 (e.g., a Wi-Fi networking sys-
tem), an Ethernet networking system, and/or another
communication system (such as a near-field-communi-
cation system).
[0127] Furthermore, networking subsystem 606 in-
cludes processors, controllers, radios/antennas, sock-
ets/plugs, and/or other devices used for coupling to, com-
municating on, and handling data and events for each
supported networking or communication system. Note
that mechanisms used for coupling to, communicating
on, and handling data and events on the network for each
network system are sometimes collectively referred to
as a ’network interface’ for the network system. Moreo-
ver, in some embodiments a ’network’ between the eU-
ICC appliance(s) and electronic device 600 does not yet
exist. Therefore, electronic device 600 may use the
mechanisms in the network interface for performing sim-
ple wireless communication between eUICC appliances
or devices and electronic device 600.
[0128] User-interface subsystem 608 includes any
number of well-known I/O devices including: a keypad,
a touch screen (e.g., multi-touch interface), an LCD dis-
play, backlight, speaker, and/or microphone. However,
it is recognized that in certain applications one or more
of these components may be eliminated. For example,
PCMCIA card-type client embodiments may lack a user
interface (as they could piggyback onto the user interface
of the host device to which they are physically and/or
electrically coupled).
[0129] Secure element 610 may contain and operate
the eUICC application. This secure element is capable
of storing and accessing multiple access-control ele-
ments 612 to be used for authentication with a network
operator. Secure element 610 includes in this embodi-
ment a secure processor executing software stored in a
secure media. The secure media may be inaccessible to
all other components (other than the secure processor).
Moreover, secure element 610 may be further hardened
to prevent tampering (e.g., encased in resin), and may
employ encryption for the protection of its contents, as
previously described. While a eUICC is used as an illus-
tration of secure element 610, other implementations
may be used, including: an embedded secure element
(on a circuit board in electronic device 600), a smart se-
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cure digital (SD) card, a smart microSD card, etc. Note
that secure element 610 may include one or more applets
or applications that execute in an environment of secure
element 610 (such as in the operating system of secure
element 610, and/or in a Java runtime environment ex-
ecuting on the secure element 610).
[0130] Moreover, secure element 610 may be capable
of receiving and storing one or more access-control ele-
ments 612. In some embodiments, secure element 610
stores an array or plurality of eSIMs associated with a
user (e.g., one for work, one for personal, several for
roaming access, etc.), and/or according to another logical
technique or relationship (e.g., one for each of multiple
members of a family or business entity, one for each of
personal and work use for the members of the family,
and so forth). Each eSIM may include a small file system
including computer-readable instructions (such as the
eSIM program), and associated data (e.g., cipher keys,
integrity keys, etc.)
[0131] Furthermore, secure element 610 may enable
transfer of eSIMs to and/or from electronic device 600.
In an exemplary embodiment, electronic device 600 pro-
vides a GUI-based acknowledgment to initiate transfer
of an eSIM.
[0132] Various realizations of exemplary embodi-
ments may include instructions that, when executed,
launch a challenge-response security protocol. The chal-
lenge-response security protocol may verify requests
made by an unknown third party based on appropriate
generation of challenges and/or responses. Alternative-
ly, in an exemplary embodiment, secure element 610 can
verify a digital certificate signed by a trusted authority.
[0133] In some embodiments, secure element 610
maintains a listing or manifest of stored access-control
elements 612. This manifest may include information as
to the current status of the stored access-control ele-
ments 612. Moreover, the information may include: avail-
ability, completeness, validity, and/or prior experienced
errors. The manifest may be further linked or coupled to
user-interface subsystem 608 so as to enable user se-
lection of an available access-control element.
[0134] In an exemplary embodiment, secure element
610 has associated device cryptographic keys. These
device keys may be used to secure exchanges of access-
control elements 612. In some embodiments, the cryp-
tographic keys are an asymmetric public/private key pair.
The public key can be freely distributed without compro-
mising the integrity of the private keys. For example, the
device may be assigned (or internally generate) an RSA
public/private key. Note that the public key may be made
available for post-deployment communication.
[0135] In some embodiments, secure element 610 in-
cludes credential-management module 614 that speci-
fies a profile (corresponding to the policy-based frame-
work) with a set of privileges for logical entities associated
with operations in the set of operations that are associ-
ated with one or more of access-control elements 612.
Furthermore, for some of the operations, there are dif-

ferent privileges for some of the logical entities. In some
embodiments, credential-management module 614 in-
cludes information that is used by a program module in
secure element 610 to specify the set of privileges.
[0136] Furthermore, at least one of access-control el-
ements 612 may include information specifying a second
set of privileges for at least one logical entity. In the event
of a conflict between a security level associated with the
set of privileges specified by credential-management
module 614 and a second security level associated with
the second set of privileges, secure element 610 may
compare the security level and the second security level
and may select the one of the set of privileges and the
second set of privileges that is associated with stronger
security. Alternatively, in the event of a conflict between
a security level associated with the set of privileges and
a second security level associated with the second set
of privileges, secure element 610 may select the set of
privileges.
[0137] In some embodiments, credential-manage-
ment module 614 includes symmetric cryptographic keys
associated with the set of operations, and a given cryp-
tographic key facilitates the privileges associated with at
least a given operation in the set of operations. Alterna-
tively or additionally, credential-management module
614 may include asymmetric cryptographic keys associ-
ated with the set of operations and certificates to facilitate
asymmetric cryptography, and the given cryptographic
key and a given certificate may facilitate the privileges
associated with at least the given operation in the set of
operations.
[0138] Within electronic device 600, processing sub-
system 602, memory subsystem 604, networking sub-
system 606, user-interface subsystem 608 and secure
element 610 may be coupled together using one or more
interconnects, such as a bus. These interconnects may
include an electrical, optical, and/or electro-optical con-
nection that the subsystems or components can use to
communicate commands and data among one another.
Note that different embodiments can include a different
number or configuration of electrical, optical, and/or elec-
tro-optical connections between the subsystems or com-
ponents.
[0139] Electronic device 600 can be (or can be includ-
ed in) any electronic device with at least one network
interface. For example, electronic device 600 can be (or
can be included in): a desktop computer, a laptop com-
puter, a server, a media player (such as an MP5 player),
an appliance, a subnotebook/netbook, a tablet computer,
a smartphone, a cellular telephone, a piece of testing
equipment, a ’smart meter,’ a network appliance, a set-
top box, a personal digital assistant (PDA), a toy, a con-
troller, a digital signal processor, a game console, a com-
putational engine within an appliance, a consumer-elec-
tronic device, a portable computing device, a personal
organizer, and/or another electronic device.
[0140] Although specific components are used to de-
scribe electronic device 600, in alternative embodiments,
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different components and/or subsystems may be present
in electronic device 600. For example, electronic device
600 may include one or more additional processing sub-
systems, memory subsystems, networking subsystems,
user interfaces and/or secure elements. Additionally, one
or more of the subsystems or components may not be
present in electronic device 600. Moreover, in some em-
bodiments, electronic device 600 may include one or
more additional subsystems or components that are not
shown in FIG. 6. Also, although separate subsystems or
components are shown in FIG. 6, in some embodiments
some or all of a given subsystem or component can be
integrated into one or more of the other subsystems or
components in electronic device 600.
[0141] Moreover, the circuits and components in elec-
tronic device 600 may be implemented using any com-
bination of analog and/or digital circuitry, including: bipo-
lar, PMOS and/or NMOS gates or transistors. Further-
more, signals in these embodiments may include digital
signals that have approximately discrete values and/or
analog signals that have continuous values. Additionally,
components and circuits may be single-ended or differ-
ential, and power supplies may be unipolar or bipolar.

Apparatus for Legacy Fixture Operation

[0142] FIG. 7 presents a block diagram of electronic
device 700 (e.g., a UE). This electronic device includes
processing subsystem 702, memory subsystem 704,
networking subsystem 706, user-interface subsystem
708 and receptacle 710. Processing subsystem 702 in-
cludes one or more devices configured to perform com-
putational operations. For example, processing subsys-
tem 702 can include one or more microprocessors, ap-
plication-specific integrated circuits (ASICs), microcon-
trollers, programmable-logic devices, field-programma-
ble gate arrays and/or one or more digital signal proces-
sors (DSPs).
[0143] Moreover, memory subsystem 704 may include
one or more devices for storing data and/or instructions
for processing subsystem 702 and/or networking sub-
system 706. For example, memory subsystem 704 can
include dynamic random access memory (DRAM), static
random access memory (SRAM), and/or other types of
memory (such as flash or SDRAM). In some embodi-
ments, instructions for processing subsystem 702 in
memory subsystem 704 include: one or more program
modules or sets of instructions, which may be executed
by processing subsystem 702. Note that the one or more
computer programs may constitute a computer-program
mechanism. Moreover, instructions in the various mod-
ules in memory subsystem 704 may be implemented in:
a high-level procedural language, an object-oriented pro-
gramming language, and/or in an assembly or machine
language. Furthermore, the programming language may
be compiled or interpreted, e.g., configurable or config-
ured (which may be used interchangeably in this discus-
sion), to be executed by processing subsystem 702.

[0144] In addition, memory subsystem 704 can include
mechanisms for controlling access to the memory. In
some embodiments, memory subsystem 704 includes a
memory hierarchy that comprises one or more caches
coupled to a memory in electronic device 700. In some
of these embodiments, one or more of the caches is lo-
cated in processing subsystem 702. Note that access to
memory in memory subsystem 704 may be facilitated via
DMA hardware at memory subsystem 704.
[0145] In some embodiments, memory subsystem 704
is coupled to one or more high-capacity mass-storage
devices (not shown). For example, memory subsystem
704 can be coupled to a magnetic or optical drive, a solid-
state drive, or another type of mass-storage device. In
these embodiments, memory subsystem 704 can be
used by electronic device 700 as fast-access storage for
often-used data, while the mass-storage device is used
to store less frequently used data.
[0146] Networking subsystem 706 includes one or
more devices configured to couple to and communicate
on a wired and/or wireless network (i.e., to perform net-
work operations), including an interface circuit (such as
a near-field-communication circuit) and an antenna. For
example, networking subsystem 706 can include a Blue-
tooth™ networking system, a cellular networking system
(e.g., a 5G/4G network such as UMTS, GSM, CDMA,
LTE/LTE-A, etc.), a universal serial bus (USB) network-
ing system, a networking system based on the standards
described in IEEE 802.11 (e.g., a Wi-Fi networking sys-
tem), an Ethernet networking system, and/or another
communication system (such as a near-field-communi-
cation system).
[0147] Furthermore, networking subsystem 706 in-
cludes processors, controllers, radios/antennas, sock-
ets/plugs, and/or other devices used for coupling to, com-
municating on, and handling data and events for each
supported networking or communication system. Note
that mechanisms used for coupling to, communicating
on, and handling data and events on the network for each
network system are sometimes collectively referred to
as a ’network interface’ for the network system. Moreo-
ver, in some embodiments a ’network’ between the eU-
ICC appliance(s) and electronic device 700 does not yet
exist. Therefore, electronic device 700 may use the
mechanisms in the network interface for performing sim-
ple wireless communication between eUICC appliances
or devices and electronic device 700.
[0148] User-interface subsystem 708 includes any
number of well-known I/O devices including: a keypad,
a touch screen (e.g., multi-touch interface), an LCD dis-
play, backlight, speaker, and/or microphone. However,
it is recognized that in certain applications one or more
of these components may be eliminated. For example,
PCMCIA card-type client embodiments may lack a user
interface (as they could piggyback onto the user interface
of the host device to which they are physically and/or
electrically coupled).
[0149] In contrast with the previously disclosed em-
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bodiments, electronic device 700 includes a receptacle
710 that receives storage media 712 which includes se-
cure element 714 (which may be similar to or the same
as secure element 610 in FIG. 6). In some embodiments,
storage media 712 includes a SIM card form-factor de-
vice (although it will be appreciated that other types and
configurations of card may be used consistent with the
disclosure), and secure element 714 includes a eUICC
application that executes on secure element 714. In the
present context, a user device or apparatus having a
physical SIM form factor (with secure element 714) re-
movably inserted to the user device is referred to as a
’legacy’ device.
[0150] Secure element 714 may be preconfigured to
incorporate the eUICC onto the storage media 712 in-
serted into the electronic device 700. Alternatively, the
eUICC may be downloaded to storage media 712 (sub-
sequent to insertion into the electronic device 700) from
a network. Such a download may require appropriate au-
thentication and other mechanisms for ensuring security
of the download (including use of the protocol disclosed
in U.S. Provisional Patent Application Serial No.
61/598,819, filed on February 14, 2012, and entitled
"Methods and Apparatus for Large Scale Distribution of
Electronic Access Clients".
[0151] Moreover, secure element 714 may store and
access multiple access-control elements 612 (FIG. 6) to
be used for authentication with a network operator. Con-
sequently, in some embodiments secure element 714
includes a secure processor executing software also
stored in storage media 712.
[0152] Furthermore, secure element 714 may be fur-
ther hardened to prevent tampering (e.g., encased in res-
in), and may employ encryption for the protection of its
contents, as previously described. While a eUICC is used
as an illustration of secure element 714, other implemen-
tations may be used, including: an embedded secure el-
ement (on a circuit board in electronic device 700), a
smart secure digital (SD) card, a smart microSD card,
etc. Note that secure element 714 may include one or
more applets or applications that execute in an environ-
ment of secure element 714 (such as in the operating
system of secure element 714, and/or in a Java runtime
environment executing on the secure element 714).
[0153] The eUICC may be configured to recognize or
otherwise determine the capabilities of a device (such as
electronic device 700) into which it is placed via storage
media 712. For example, storage media 712 may be
physically configured to interact with one or more phys-
ical features of electronic device 700 in a particular man-
ner based on the device capabilities level. This may in-
clude providing a particular number or array of electrical
contacts on storage media 712. When storage media 712
is inserted into a first device having decreased capabili-
ties, the interaction may not include connection to certain
contacts. However, on insertion of storage media 712
into a device having increased capabilities, the interac-
tion may be ’complete’ in that all the contacts may be in

communication with respective features of the device. In
another example, a feature of storage media 712 may
be compressed or remain deployed based on the inser-
tion of storage media 712 into a user device based on
the capabilities of the user device.
[0154] Alternatively, storage media 712 (and, there-
fore, secure element 714) may be made aware of the
capabilities of the device into which it is inserted via sig-
naling communications with the device.
[0155] In some embodiments, sensors present on stor-
age media 712 may be used. Various additional mech-
anisms may be used to assist secure element 714 in
determining the particular capabilities of the device into
which it is inserted, the foregoing being merely exemplary
of the overall concept.
[0156] Once a device capability is determined, various
functions of secure element 714 may be used. For ex-
ample, in a device having limited capabilities, the inser-
tion of storage media 712 (which includes secure element
714) may merely cause the device to reboot according
a default access-control element associate with secure
element 714. In this case, secure element 714, although
configured to store more than one access-control ele-
ment, may be unable to execute a mechanism for switch-
ing between these, thereby mimicking the behavior of a
legacy access-control element (e.g., a legacy SIM card).
A default access-control element (preconfigured by the
network) may always be automatically used. In some em-
bodiments, the default access-control element is set to
the last successfully enabled operational profile in back-
ward-compatible operation mode upon reset.
[0157] Alternatively, if storage media 712 is inserted
into a device having increased capabilities (e.g., a ’smart’
device), secure element 714 may be triggered to enable
a user of the device to access other functionalities asso-
ciated with secure element 714. As noted above, secure
element 714 may store an array of or multiple access-
control elements 612 (e.g., eSIMs) in FIG. 6 associated
with a user, and/or according to another logical technique
or relationship (e.g., one for each of multiple members
of a family or business entity, one for each of personal
and work use for the members of the family, and so forth).
Each eSIM may include a small file system including com-
puter-readable instructions (such as the eSIM program),
and associated data (e.g., cipher keys, integrity keys,
etc.). When storage media 712 is inserted into the ’smart’
device, a new interface may be opened on a display as-
sociated with the device, enabling the user to select from
multiple available access-control elements 612 (FIG. 6).
In addition, each access-control element may provide
different capabilities or functions not available to other
access-control elements.
[0158] For example, as disclosed in U.S. Patent Appli-
cation Serial No. 13/080,521, filed on April 5, 2011, and
entitled "Methods and Apparatus for Storage and Exe-
cution of Access Control Clients", a device may activate
and execute one of multiple stored access-control ele-
ments 612 (e.g., eSIMs) in FIG. 6, such that, when load-
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ing an eSIM, the operating system may only need to load
the list of software necessary for the current run-time
environment. This ’sandboxing’ effect may ensure that
multiple eSIMs can be used within the same device with-
out inappropriate access to other eSIMs.
[0159] Switching among multiple eSIMs may also be
provided according to the exemplary methods and ap-
paratus discussed in U.S. Patent Application Serial No.
13/079,614, filed on April 4, 2011, and entitled "Manage-
ment Systems for Multiple Access Control Entities".
[0160] It is further appreciated that for each enabled
eSIM, the eUICC may support logical channels to enable
communication between each eSIM and the appropriate
applications running on the eSIM. In some embodiments,
each eUICC eSIM is assigned its own individual logical
channel. In some embodiments, the logical channel is
dedicated to only that eSIM, and this logical channel can
carry nothing else. In other words, the eUICC may ensure
that at most one eSIM may be selected on a logical chan-
nel. Note that multiple applications may be run for each
eSIM on the eUICC.
[0161] In some embodiments, secure element 714 en-
ables transfer of access-control elements to and/or from
electronic device 700. In an exemplary embodiment,
electronic device 700 provides a GUI-based acknowl-
edgment to initiate transfer of an eSIM. It is further ap-
preciated that to enable such transfer functionality, an
HSM either at storage media 712 or at electronic device
700 may be used. As noted previously, the HSM may
encrypt information (such as eSIM and eSIM-related in-
formation) and may store it prior to transmission to an-
other entity. The stored information may also be wrapped
with an encrypted key by the HSM for further transmission
security.
[0162] Additionally, the user device and any trusted
third-party entity may mutually verify one another to fur-
ther ensure security of a transfer (such as a transfer of
access-control elements 612 (FIG. 6) between user de-
vices or between a user device and the network, or a
transfer of a eUICC to the legacy device).
[0163] In some embodiments, a third-party entity is is-
sued credentials for trusted operation, even after the user
equipment has been deployed. For example, an elec-
tronic device (e.g., UMTS UE) can identify a third-party
eSIM (e.g., a virtual or an eSIM) vendor, and initiate a
trusted dialog to purchase, acquire, or update its eSIM.
Similarly, the third-party eSIM vendor can verify that the
UE is a trusted device, and may securely encode its eSIM
for delivery. The trusted dialog may be based on a unique
device key and endorsement certificate. In an exemplary
embodiment, the device key is based on a public/private
key cryptography.
[0164] Moreover, unlike existing solutions, this feature
of the disclosure may enable delivery of access-control
element material to a legacy device without a pre-existing
access-control element, thereby greatly enhancing user
flexibility and user experience.
[0165] In some embodiments, secure element 714 in-

cludes a credential-management module (which may be
similar to or the same as credential-management module
614 in FIG. 6). This credential-management module may
specify a profile (corresponding to the policy-based
framework) with a set of privileges for logical entities as-
sociated with operations in the set of operations that are
associated with one or more of access-control elements
612 (FIG. 6). Furthermore, for some of the operations,
there are different privileges for some of the logical enti-
ties. In some embodiments, credential-management
module 614 (FIG. 6) includes information that is used by
a program module in secure element 714 to specify the
set of privileges.
[0166] Furthermore, at least one of access-control el-
ements 612 (FIG. 6) may include information specifying
a second set of privileges for at least one logical entity.
In the event of a conflict between a security level asso-
ciated with the set of privileges specified by credential-
management module 614 (FIG. 6) and a second security
level associated with the second set of privileges, secure
element 714 may compare the security level and the sec-
ond security level and may select the one of the set of
privileges and the second set of privileges that is asso-
ciated with stronger security. Alternatively, in the event
of a conflict between a security level associated with the
set of privileges and a second security level associated
with the second set of privileges, secure element 714
may select the set of privileges.
[0167] In some embodiments, credential-manage-
ment module 614 (FIG. 6) includes symmetric crypto-
graphic keys associated with the set of operations, and
a given cryptographic key facilitates the privileges asso-
ciated with at least a given operation in the set of oper-
ations. Alternatively or additionally, credential-manage-
ment module 614 (FIG. 6) may include asymmetric cryp-
tographic keys associated with the set of operations and
certificates to facilitate asymmetric cryptography, and the
given cryptographic key and a given certificate may fa-
cilitate the privileges associated with at least the given
operation in the set of operations.
[0168] Within electronic device 700, processing sub-
system 702, memory subsystem 704, networking sub-
system 706, user-interface subsystem 708 and recepta-
cle 710 may be coupled together using one or more in-
terconnects, such as a bus. These interconnects may
include an electrical, optical, and/or electro-optical con-
nection that the subsystems or components can use to
communicate commands and data among one another.
Note that different embodiments can include a different
number or configuration of electrical, optical, and/or elec-
tro-optical connections between the subsystems or com-
ponents.
[0169] Electronic device 700 can be (or can be includ-
ed in) any electronic device with at least one network
interface. For example, electronic device 700 can be (or
can be included in): a desktop computer, a laptop com-
puter, a server, a media player (such as an MP5 player),
an engine within an appliance, a consumer-electronic de-

35 36 



EP 2 923 478 B1

20

5

10

15

20

25

30

35

40

45

50

55

vice, a portable computing device, a personal organizer,
and/or another electronic device.
[0170] Although specific components are used to de-
scribe electronic device 700, in alternative embodiments,
different components and/or subsystems may be present
in electronic device 700. For example, electronic device
700 may include one or more additional processing sub-
systems, memory subsystems, networking subsystems,
user interfaces and/or receptacles. Additionally, one or
more of the subsystems or components may not be
present in electronic device 700. Moreover, in some em-
bodiments, electronic device 700 may include one or
more additional subsystems or components that are not
shown in FIG. 7. Also, although separate subsystems or
components are shown in FIG. 7, in some embodiments
some or all of a given subsystem or component can be
integrated into one or more of the other subsystems or
components in electronic device 700.
[0171] Moreover, the circuits and components in elec-
tronic device 700 may be implemented using any com-
bination of analog and/or digital circuitry, including: bipo-
lar, PMOS and/or NMOS gates or transistors. Further-
more, signals in these embodiments may include digital
signals that have approximately discrete values and/or
analog signals that have continuous values. Additionally,
components and circuits may be single-ended or differ-
ential, and power supplies may be unipolar or bipolar.
[0172] In the preceding description, we refer to ’some
embodiments.’ Note that ’some embodiments’ describes
a subset of all of the possible embodiments, but does not
always specify the same subset of embodiments.
[0173] The foregoing description is intended to enable
any person skilled in the art to make and use the disclo-
sure, and is provided in the context of a particular appli-
cation and its requirements. Moreover, the foregoing de-
scriptions of embodiments of the present disclosure have
been presented for purposes of illustration and descrip-
tion only. They are not intended to be exhaustive or to
limit the present disclosure to the forms disclosed. Ac-
cordingly, many modifications and variations will be ap-
parent to practitioners skilled in the art, and the general
principles defined herein may be applied to other embod-
iments and applications without departing from the scope
of the present disclosure. Additionally, the discussion of
the preceding embodiments is not intended to limit the
present disclosure. Thus, the present disclosure is not
intended to be limited to the embodiments shown, but is
to be accorded the widest scope consistent with the prin-
ciples and features disclosed herein.

Claims

1. A secure element configured to establish and en-
force a security policy associated with an access
control element, the secure element comprising:

a memory configured to store the access control

element; and
a processor configured to cause the secure el-
ement to carry out steps that include:

receiving a first set of credentials associat-
ed with a first logical entity;
receiving a second set of credentials asso-
ciated with a second logical entity;
establishing, based on the first set of cre-
dentials and the second set of credentials,
a security policy that includes a set of priv-
ileges, wherein each privilege in the set of
privileges defines:

(i) a specific logical entity selected from
the first logical entity or the second log-
ical entity, and
(ii) a type of management operation di-
rected to the access control element
that the specific logical entity is author-
ized to request the secure element to
carry out;

receiving, from either the first logical entity
or the second logical entity, a request to car-
ry out a type of management operation; and
carrying out or ignoring the request in ac-
cordance with the security policy.

2. The secure element of claim 1, further comprising:
a credential management module that is configured
to store a plurality of encryption keys and the security
policy, wherein establishing the security policy is fur-
ther based on the plurality of encryption keys.

3. The secure element of claim 1, wherein the access
control element includes a second set of privileges.

4. The secure element of claim 3, wherein, when a con-
flict exists between a first security level associated
with the set of privileges and a second security level
associated with the second set of privileges, the
processor is further configured to cause the secure
element to carry out or ignore the request in accord-
ance with:

the set of privileges when the first security level
is stronger than the second security level, or
the second set of privileges when the first secu-
rity level is weaker than the second security lev-
el.

5. The secure element of claim 3, wherein, when a con-
flict exists between a first security level associated
with the set of privileges and a second security level
associated with the second set of privileges, the
processor is further configured to cause the secure
element to carry out or ignore the request in accord-
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ance with the set of privileges.

6. The secure element of claim 1, wherein the types of
management operations include one or more of:
loading the access control element, enabling the ac-
cess control element, disabling the access control
element, exporting the access control element, and
deleting the access control element.

7. A method for establishing and enforcing a security
policy associated with an access control element,
the method comprising:
at a secure element included in a computing device,
wherein the secure element stores the access con-
trol element:

receiving a first set of credentials associated
with a first logical entity;
receiving a second set of credentials associated
with a second logical entity;
establishing, based on the first set of credentials
and the second set of credentials, a security pol-
icy that includes a set of privileges, wherein each
privilege in the set of privileges defines:

(i) a specific logical entity selected from the
first logical entity or the second logical en-
tity, and
(ii) a type of management operation direct-
ed to the access control element that the
specific logical entity is authorized to re-
quest the secure element to carry out;

receiving, from either the first logical entity or
the second logical entity, a request to carry out
a type of management operation; and
carrying out or ignoring the request in accord-
ance with the security policy.

8. The method of claim 7, wherein the first logical entity
and the second logical entity are distinct from one
another, and each of the first logical entity and the
second logical entity is selected from a group con-
sisting of: a user of the computing device, a mobile
network operator (MNO), a security-service contrac-
tor associated with the MNO, a manufacturer of the
computing device, and a trusted vendor associated
with the manufacturer of the computing device.

9. The method of claim 7, wherein each privilege in the
set of privileges further defines: (iii) a type of authen-
tication to satisfy prior to carrying out the type of man-
agement operation.

10. An electronic device configured to establish and en-
force a security policy associated with an access
control element, the electronic device comprising: a
secure element, wherein the secure element is con-

figured to store the access control element and carry
out steps that include:

receiving a first set of credentials associated
with a first logical entity;
receiving a second set of credentials associated
with a second logical entity;
establishing, based on the first set of credentials
and the second set of credentials, a security pol-
icy that includes a set of privileges, wherein each
privilege in the set of privileges defines:

(i) a specific logical entity selected from the
first logical entity or the second logical en-
tity, and
(ii) a type of management operation direct-
ed to the access control element that the
specific logical entity is authorized to re-
quest the secure element to carry out;

receiving, from either the first logical entity or
the second logical entity, a request to carry out
a type of management operation; and
carrying out or ignoring the request in accord-
ance with the security policy.

11. The electronic device of claim 10, wherein the secure
element includes a credential management module
that is configured to store a plurality of encryption
keys and the security policy, and establishing the
security policy is further based on the plurality of en-
cryption keys.

12. The electronic device of claim 10, wherein each priv-
ilege in the set of privileges further defines: (iii) a
specification of credentials to be presented prior to
carrying out the type of management operation.

13. The electronic device of claim 10, wherein the ac-
cess control element includes a second set of privi-
leges.

14. The electronic device of claim 13, wherein, when a
conflict exists between a first security level associ-
ated with the set of privileges and a second security
level associated with the second set of privileges,
the secure element carries out or ignores the request
in accordance with:

the set of privileges when the first security level
is stronger than the second security level, or
the second set of privileges when the first secu-
rity level is weaker than the second security lev-
el.

15. The electronic device of claim 13, wherein, when a
conflict exists between a first security level associ-
ated with the set of privileges and a second security
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level associated with the second set of privileges,
the secure element to carries out or ignores the re-
quest in accordance with the set of privileges.

Patentansprüche

1. Sicheres Element, das konfiguriert ist, um eine Si-
cherheitsrichtlinie zu erstellen und durchzusetzen,
die einem Zugriffssteuerelement zugeordnet ist, wo-
bei das sichere Element umfasst: einen Speicher,
der konfiguriert ist, um das Zugriffssteuerelement zu
speichern; und einen Prozessor, der konfiguriert ist,
um das sichere Element zu veranlassen, Schritte
auszuführen, beinhaltend:

Empfangen eines ersten Satzes von Anmelde-
informationen, der einer ersten logischen Ein-
heit zugeordnet ist;
Empfangen eines zweiten Satzes von Anmel-
deinformationen, der einer zweiten logischen
Einheit zugeordnet ist;
Erstellen einer Sicherheitsrichtlinie, die eine
Reihe von Berechtigungen beinhaltet, basie-
rend auf der ersten Reihe von Berechtigungen
und der zweiten Reihe von Berechtigungen, wo-
bei jede Berechtigung in der Reihe von Berech-
tigungen definiert wird:

(i) eine spezifische logische Einheit, ausge-
wählt aus der ersten logischen Einheit oder
der zweiten logischen Einheit, und
ii) eine Art von Verwaltungsoperation, die
auf das Zugriffssteuerelement gerichtet ist,
dass die spezifische logische Einheit be-
rechtigt ist, die Ausführung des sicheren
Elements anzufordern;

Empfangen einer Anforderung zur Durchfüh-
rung einer Art von Verwaltungsoperation von
der ersten logischen Einheit oder der zweiten
logischen Einheit; und Ausführen oder Ignorie-
ren der Anforderung in Übereinstimmung mit der
Sicherheitsrichtlinie.

2. Sicheres Element nach Anspruch 1, ferner umfas-
send:
ein Anmeldeverwaltungsmodul, das konfiguriert ist,
um eine Vielzahl von Verschlüsselungsschlüsseln
und die Sicherheitsrichtlinie zu speichern, wobei das
Festlegen der Sicherheitsrichtlinie ferner auf der
Vielzahl von Verschlüsselungsschlüsseln basiert.

3. Sicheres Element nach Anspruch 1, wobei das Zu-
griffssteuerelement eine zweite Reihe von Berech-
tigungen beinhaltet.

4. Sicheres Element nach Anspruch 3, wobei, wenn ein

Konflikt zwischen einer ersten Sicherheitsstufe, die
der Reihe von Berechtigungen zugeordnet ist, und
einer zweiten Sicherheitsstufe, die der zweiten Rei-
he von Berechtigungen zugeordnet ist, besteht, der
Prozessor ferner konfiguriert ist, um das sichere Ele-
ment zu veranlassen, die Anforderung auszuführen
oder zu ignorieren, gemäß:
der Reihe von Berechtigungen, wenn die erste Si-
cherheitsstufe stärker als die zweite Sicherheitsstufe
ist, oder der zweiten Reihe von Berechtigungen,
wenn die erste Sicherheitsstufe schwächer als die
zweite Sicherheitsstufe ist.

5. Sicheres Element nach Anspruch 3, wobei, wenn ein
Konflikt zwischen einer ersten Sicherheitsstufe, die
der Reihe von Berechtigungen zugeordnet ist, und
einer zweiten Sicherheitsstufe, die der zweiten Rei-
he von Berechtigungen zugeordnet ist, besteht, der
Prozessor ferner konfiguriert ist, um das sichere Ele-
ment zu veranlassen, die Anforderung gemäß der
Reihe von Berechtigungen auszuführen oder zu ig-
norieren.

6. Sicheres Element nach Anspruch 1, wobei die Arten
von Verwaltungsoperationen eine oder mehrere be-
inhalten von: Laden des Zugangssteuerelements,
Aktivieren des Zugangssteuerelements, Deaktivie-
ren des Zugangssteuerelements, Exportieren des
Zugangssteuerelements und Löschen des Zu-
gangssteuerelements.

7. Verfahren zum Einrichten und Durchsetzen einer Si-
cherheitsrichtlinie, die einem Zugriffssteuerelement
zugeordnet ist, das Verfahren umfassend: an einem
sicheren Element, das in einer Rechenvorrichtung
enthalten ist, wobei das sichere Element das Zu-
griffssteuerelement speichert:

Empfangen einer ersten Reihe von Anmeldein-
formationen, die einer ersten logischen Einheit
zugeordnet ist;
Empfangen einer zweiten Reihe von Anmelde-
informationen, die einer zweiten logischen Ein-
heit zugeordnet ist;
Erstellen einer Sicherheitsrichtlinie, die eine
Reihe von Berechtigungen beinhaltet, basie-
rend auf der ersten Reihe von Berechtigungen
und der zweiten Reihe von Berechtigungen, wo-
bei jede Berechtigung in der Reihe von Berech-
tigungen definiert wird:

(i) eine spezifische logische Einheit, ausge-
wählt aus der ersten logischen Einheit oder
der zweiten logischen Einheit, und
ii) eine Art von Verwaltungsoperation, die
auf das Zugriffssteuerelement gerichtet ist,
dass die spezifische logische Einheit be-
rechtigt ist, die Ausführung des sicheren
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Elements anzufordern;

Empfangen einer Anforderung zur Durchfüh-
rung einer Art von Verwaltungsoperation von
der ersten logischen Einheit oder der zweiten
logischen Einheit; und Ausführen oder Ignorie-
ren der Anforderung in Übereinstimmung mit der
Sicherheitsrichtlinie.

8. Verfahren nach Anspruch 7, wobei die erste logische
Einheit und die zweite logische Einheit voneinander
verschieden sind, und jede der ersten logischen Ein-
heit und der zweiten logischen Einheit ist aus einer
Gruppe ausgewählt, bestehend aus: einem Benut-
zer der Rechenvorrichtung, einem mobilen Netz-
werkbetreiber (MNO), einem Sicherheitsdienstver-
tragsnehmer, der der MNO zugeordnet ist, einem
Hersteller der Rechenvorrichtung und einem ver-
trauenswürdigen Anbieter, der dem Hersteller der
Rechenvorrichtung zugeordnet ist.

9. Verfahren nach Anspruch 7, wobei jede Berechti-
gung in der Reihe von Berechtigungen weiter defi-
niert: iii) eine Art der Authentifizierung, die vor der
Durchführung der Art der Verwaltungstätigkeit erfüllt
sein muss.

10. Elektronische Vorrichtung zum Einrichten und
Durchsetzen einer Sicherheitsrichtlinie, die einem
Zugriffssteuerelement zugeordnet ist, die elektroni-
sche Vorrichtung umfassend: an einem sicheren
Element, das in einer Rechenvorrichtung enthalten
ist, wobei das sichere Element das Zugriffssteuere-
lement speichert:

Empfangen einer ersten Reihe von Anmeldein-
formationen, die einer ersten logischen Einheit
zugeordnet ist;
Empfangen einer zweiten Reihe von Anmelde-
informationen, die einer zweiten logischen Ein-
heit zugeordnet ist;
Erstellen einer Sicherheitsrichtlinie, die eine
Reihe von Berechtigungen beinhaltet, basie-
rend auf der ersten Reihe von Berechtigungen
und der zweiten Reihe von Berechtigungen, wo-
bei jede Berechtigung in der Reihe von Berech-
tigungen definiert wird:

(i) eine spezifische logische Einheit, ausge-
wählt aus der ersten logischen Einheit oder
der zweiten logischen Einheit, und
ii) eine Art von Verwaltungsoperation, die
auf das Zugriffssteuerelement gerichtet ist,
dass die spezifische logische Einheit be-
rechtigt ist, die Ausführung des sicheren
Elements anzufordern;

Empfangen einer Anforderung zur Durchfüh-

rung einer Art von Verwaltungsoperation von
der ersten logischen Einheit oder der zweiten
logischen Einheit; und Ausführen oder Ignorie-
ren der Anforderung in Übereinstimmung mit der
Sicherheitsrichtlinie.

11. Elektronische Vorrichtung nach Anspruch 10, wobei
das sichere Element ein Anmeldeverwaltungsmodul
beinhaltet, das konfiguriert ist, um eine Vielzahl von
Verschlüsselungsschlüsseln und die Sicherheits-
richtlinie zu speichern und Festlegen der Sicher-
heitsrichtlinie basiert ferner auf der Vielzahl von Ver-
schlüsselungsschlüsseln.

12. Elektronische Vorrichtung nach Anspruch 10, wobei
jede Berechtigung in der Reihe von Berechtigungen
weiter definiert: iii) eine Spezifikation der Anmelde-
informationen, die vor der Durchführung der Art der
Verwaltungstätigkeit vorzulegen sind.

13. Elektronische Vorrichtung nach Anspruch 10, wobei
das Zugriffssteuerelement eine zweite Reihe von
Berechtigungen beinhaltet.

14. Elektronische Vorrichtung nach Anspruch 13, wobei,
wenn ein Konflikt zwischen einer ersten Sicherheits-
stufe, die der Reihe von Berechtigungen zugeordnet
ist, und einer zweiten Sicherheitsstufe, die der zwei-
ten Reihe von Berechtigungen zugeordnet ist, be-
steht, führt das sichere Element aus oder ignoriert
die Anforderung gemäß:

der Reihe von Berechtigungen, wenn die erste
Sicherheitsstufe stärker ist als die zweite Sicher-
heitsstufe, oder
die zweite Reihe von Berechtigungen, wenn die
erste Sicherheitsstufe schwächer ist als die
zweite Sicherheitsstufe.

15. Elektronische Vorrichtung nach Anspruch 13, wobei,
wenn ein Konflikt zwischen einer ersten Sicherheits-
stufe, die der Reihe von Berechtigungen zugeordnet
ist, und einer zweiten Sicherheitsstufe, die der zwei-
ten Reihe von Berechtigungen zugeordnet ist, be-
steht, das sichere Element die Anforderung gemäß
der Reihe von Berechtigungen ausführt oder igno-
riert.

Revendications

1. Un élément sécurisé configuré pour établir et appli-
quer une politique de sécurité associée à un élément
de contrôle d’accès, l’élément sécurisé
comprenant :

une mémoire configurée pour stocker l’élément
de contrôle d’accès ; et
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un processeur configuré pour faire en sorte que
l’élément sécurisé exécute des étapes qui
comprennent :

la réception d’un premier ensemble d’accré-
ditations associées à une première entité
logique ;
la réception d’un second ensemble d’accré-
ditations associées à une seconde entité
logique ;
l’établissement, sur la base du premier en-
semble d’accréditations et du second en-
semble d’accréditations, d’une politique de
sécurité qui inclut un ensemble de privilè-
ges, dans lequel chaque privilège de l’en-
semble de privilèges définit :

(i) une entité logique spécifique sélec-
tionnée parmi la première entité logique
ou la seconde entité logique, et
(ii) un type d’opération de gestion, ap-
pliquée à l’élément de contrôle d’accès,
que l’entité logique spécifique est auto-
risée à requérir que l’élément sécurisé
exécute ;

la réception, en provenance soit de la pre-
mière entité logique soit de la seconde en-
tité logique,
d’une requête d’exécuter un type d’opéra-
tion de gestion ; et
l’exécution ou la méconnaissance de la re-
quête, en conformité avec la politique de
sécurité.

2. L’élément sécurisé de la revendication 1, compre-
nant en outre :
un module de gestion d’accréditation qui est confi-
guré pour stocker une pluralité de clés de chiffrement
et la politique de sécurité, dans lequel l’établisse-
ment de la politique de sécurité est en outre basé
sur la pluralité de clés de chiffrement.

3. L’élément sécurisé de la revendication 1, dans lequel
l’élément de contrôle d’accès comprend un second
ensemble de privilèges.

4. L’élément sécurisé de la revendication 3, dans le-
quel, lorsqu’existe un conflit entre un premier niveau
de sécurité associé à l’ensemble de privilèges et un
second niveau de sécurité associé au second en-
semble de privilèges, le processeur est en outre con-
figuré pour faire en sorte que l’élément sécurisé exé-
cute ou méconnaisse la requête, en conformité
avec :

l’ensemble de privilèges lorsque le premier ni-
veau de sécurité est plus fort que le second ni-

veau de sécurité, ou
le second ensemble de privilèges lorsque le pre-
mier niveau de sécurité est plus faible que le
second niveau de sécurité.

5. L’élément sécurisé de la revendication 3, dans le-
quel, lorsqu’un conflit existe entre un premier niveau
de sécurité associé à l’ensemble de privilèges et un
second niveau de sécurité associé au second en-
semble de privilèges, le processeur est en outre con-
figuré pour faire en sorte que l’élément sécurisé exé-
cute ou méconnaisse la requête, en conformité avec
l’ensemble de privilèges.

6. L’élément sécurisé de la revendication 1, dans lequel
les types d’opérations de gestion comprennent un
ou plusieurs d’entre : le chargement de l’élément de
contrôle d’accès, l’activation de l’élément de contrôle
d’accès, la désactivation de l’élément de contrôle
d’accès, l’exportation de l’élément de contrôle d’ac-
cès, et l’effacement de l’élément de contrôle d’accès.

7. Un procédé d’établissement et d’application d’une
politique de sécurité associée à un élément de con-
trôle d’accès, le procédé comprenant :
au niveau d’un élément sécurisé inclus dans un dis-
positif informatique, l’élément sécurisé stockant
l’élément de contrôle d’accès :

la réception d’un premier ensemble d’accrédita-
tions associées à une première entité logique ;
la réception d’un second ensemble d’accrédita-
tions associées à une seconde entité logique ;
l’établissement, sur la base du premier ensem-
ble d’accréditations et du second ensemble
d’accréditations, d’une politique de sécurité qui
inclut un ensemble de privilèges, dans lequel
chaque privilège de l’ensemble de privilèges
définit :

(i) une entité logique spécifique sélection-
née parmi la première entité logique ou la
seconde entité logique, et
(ii) un type d’opération de gestion, appli-
quée à l’élément de contrôle d’accès, que
l’entité logique spécifique est autorisée à re-
quérir que l’élément sécurisé exécute ;

la réception, en provenance soit de la première
entité logique soit de la seconde entité logique,
d’une requête d’exécuter un type d’opération de
gestion ; et
l’exécution ou la méconnaissance de la requête,
en conformité avec la politique de sécurité.

8. Le procédé de la revendication 7, dans lequel la pre-
mière entité logique et la seconde entité logique sont
distinctes l’une de l’autre, et chacune d’entre la pre-
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mière entité logique et la seconde entité logique est
choisie dans un groupe constitué par : un utilisateur
du dispositif informatique, un opérateur de réseau
mobile (MNO), un prestataire de service de sécurité
associé au MNO, un fabricant du dispositif informa-
tique, et un vendeur de confiance associé au fabri-
cant du dispositif informatique.

9. Le procédé de la revendication 7, dans lequel cha-
que privilège de l’ensemble de privilèges définit en
outre : (iii) un type d’authentification à satisfaire
avant d’exécuter le type d’opération de gestion.

10. Un dispositif électronique configuré pour établir et
appliquer une politique de sécurité associée à un
élément de contrôle d’accès, le dispositif électroni-
que comprenant :
un élément sécurisé, dans lequel l’élément sécurisé
est configuré pour stocker l’élément de contrôle d’ac-
cès et exécuter des étapes qui incluent :

la réception d’un premier ensemble d’accrédita-
tions associées à une première entité logique ;
la réception d’un second ensemble d’accrédita-
tions associées à une seconde entité logique ;
l’établissement, sur la base du premier ensem-
ble d’accréditations et du second ensemble
d’accréditations, d’une politique de sécurité qui
inclut un ensemble de privilèges, dans lequel
chaque privilège de l’ensemble de privilèges
définit :

(i) une entité logique spécifique sélection-
née parmi la première entité logique ou la
seconde entité logique, et
(ii) un type d’opération de gestion, appli-
quée à l’élément de contrôle d’accès, que
l’entité logique spécifique est autorisée à re-
quérir que l’élément sécurisé exécute ;

la réception, en provenance soit de la première
entité logique soit de la seconde entité logique,
d’une requête d’exécuter un type d’opération de
gestion ; et
l’exécution ou la méconnaissance de la requête,
en conformité avec la politique de sécurité.

11. Le dispositif électronique de la revendication 1, dans
lequel l’élément sécurisé comprend un module de
gestion d’accréditation qui est configuré pour stocker
une pluralité de clés de chiffrement et la politique de
sécurité, et l’établissement de la politique de sécurité
est en outre basé sur la pluralité de clés de chiffre-
ment.

12. Le dispositif électronique de la revendication 10,
dans lequel chaque privilège de l’ensemble de pri-
vilèges définit en outre : (iii) une spécification d’ac-

créditations à présenter avant d’exécuter le type
d’opération de gestion.

13. Le dispositif électronique de la revendication 10,
dans lequel l’élément de contrôle d’accès comprend
un second ensemble de privilèges.

14. Le dispositif électronique de la revendication 13,
dans lequel, lorsqu’existe un conflit entre un premier
niveau de sécurité associé à l’ensemble de privilè-
ges et un second niveau de sécurité associé au se-
cond ensemble de privilèges, l’élément sécurisé
exécute ou méconnait la requête, en conformité
avec :

l’ensemble de privilèges lorsque le premier ni-
veau de sécurité est plus fort que le second ni-
veau de sécurité,
ou
le second ensemble de privilèges lorsque le pre-
mier niveau de sécurité est plus faible que le
second niveau de sécurité.

15. Le dispositif électronique de la revendication 13,
dans lequel, lorsqu’un conflit existe entre un premier
niveau de sécurité associé à l’ensemble de privilè-
ges et un second niveau de sécurité associé au se-
cond ensemble de privilèges, l’élément sécurisé
exécute ou méconnait la requête, en conformité avec
l’ensemble de privilèges.
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