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(57) Provided are a method, apparatus and system
for realizing security detection in a heterogeneous net-
work. UE establishes cross-Evolved NodeB (eNB) dou-
ble/multiple connections with a MeNB and a LPN in an
access network which is a kind of heterogeneous net-
work, the LPN is responsible for data distribution, and
the distribution is layered by RB; the MeNB receives a
report message from the LPN through a backhaul inter-
face between the MeNB and the LPN, and the report
message contains the data count sent/received between
the LPN and the UE; and the MeNB transmits CP infor-

mation with the UE to compare the data counts actually
sent/received between the access network and the UE
to detect whether there is insertion of an attacker or not.
According to the present disclosure, the heterogeneous
network is deployed with the MeNB and the LPN, so that
joint transmission service is provided for the UE; and
moreover, the security performance of the network is fur-
ther improved, the present disclosure is applicable to var-
ious backhauls, and good joint transmission service can
be securely and efficiently provided for the UE.
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Description

TECHNICAL FIELD

[0001] The present disclosure relates to the field of
communications, and in particular to a method, appara-
tus and system for realizing security detection in a het-
erogeneous network.

BACKGROUND

[0002] Along with the constant evolution of a wireless
communication technology and protocol standards, a
mobile packet service has experienced great develop-
ment, and a data throughput capability of a single terminal
has been continuously improved. For example, a Long
Term Evolution (LTE) system may support data trans-
mission at a maximum downlink rate of 100Mbps within
a 20M bandwidth, and a data transmission rate of a fol-
low-up LTE Advanced (LTE-A) system may further be
increased, and may even reach 1 Gbps.
[0003] The astronomical increase of a data service
amount of a terminal imposes enormous pressure and
challenges on a service capability and deployment strat-
egy of the terminal. A carrier company needs to enhance
an existing network deployment and communication
technology on one hand, and on the other hand, expects
to accelerate the popularization of a new technology and
network extension, thereby fulfilling the aim of rapidly im-
proving network performance. Along with the develop-
ment of a mobile communication system up to now, it is
more and more difficult to provide economic, flexible and
high-capability service only by enhancing macro net-
works, so a network strategy of deploying Low Power
Nodes (LPN) to provide a small cell coverage becomes
an attractive solution, particularly in the aspect of provid-
ing good user experiences in an indoor/outdoor hotspot
area with a large transmitted data count.
[0004] Enhancement in LPN deployment has been
confirmed by the Third Generation Partnership Project
(3GPP) to be one of the most interesting issues in future
network development. LPNs are deployed in a coverage
of a macro network, which may make transmission, mo-
bility, security, interference and the like greatly different
from those of a conventional macro network, and in a
process of independently providing service for a terminal
by each Evolved NodeB (eNB), there may exist multiple
problems, and service requirements on a large data
count and a high mobility cannot be met; because of prac-
tical limitations, historical factors and the like, backhauls
of the LPNs are diversified, and each interface has dif-
ferent characteristics, and is limited to coordinate and
interact with the macro network. Therefore, in a scenario
deployed with LPNs, an important topic urgent to be
solved is how to maintain a good coordination mecha-
nism with a Macro eNB (MeNB) by virtue of its charac-
teristics to provide optimal communication service for Us-
er Equipment (UE) to further meet requirements of higher

bandwidth, higher performance, lower cost, higher secu-
rity and applicability to multiple backhauls in the future
development of an LTE communication system, but there
is yet no specific and effective technical support.

SUMMARY

[0005] In view of this, the main purpose of the embod-
iments of the present disclosure is to provide a method,
apparatus and system for realizing security detection in
a heterogeneous network, so as to improve the security
performance of the network during the providing of joint
transmission service for UE.
[0006] In order to achieve the purpose, the technical
solutions of the embodiments of the present disclosure
are implemented as follows.
[0007] A method for realizing security detection in a
heterogeneous network is provided, wherein UE estab-
lishes cross-eNB double/multiple connections with a
MeNB and an LPN in an access network which is a kind
of heterogeneous network, the LPN is responsible for
data distribution, and the data distribution is layered by
Radio Bearers (RB); the MeNB receives a report mes-
sage from the LPN through a backhaul interface between
the MeNB and the LPN, and the report message contains
a data count sent/received between the LPN and the UE;
the method includes that:

the MeNB transmits Control Plane (CP) information
with the UE to compare data counts actually sent/re-
ceived between the access network and the UE to
detect whether there is insertion of an attacker or not.

[0008] Before the MeNB receives the report message,
the LPN may notify the MeNB of a data count sent/re-
ceived on a Data Radio Bearer (DRB) between the LPN
and the UE according to a bearer configured by the MeNB
for distribution transmission by the LPN;
the report message at least contains a UE Identifier (ID)
(UE_ID), an ID of each DRB (DRB_ID) configured by the
MeNB for the UE for the distribution transmission at the
LPN, and a data count sent/received on each DRB.
[0009] The process that the LPN sends the report mes-
sage may include that:

when a value of a data count on an LPN side reaches
a predetermined value or when a cycle time is
reached, sending, by the LPN, the report message
to the MeNB; or

when the MeNB determines to initiate security de-
tection, sending, by the MeNB, a data count request
message to the LPN to request the LPN to report the
data count sent/received between the LPN and the
UE; and returning, by the LPN, a corresponding sta-
tistical result to the MeNB according to an indication
of the MeNB after receiving the data count request
message.

1 2 
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[0010] The process that the MeNB transmits the CP
information with the UE to compare the data counts ac-
tually sent/received between the access network and the
UE to detect whether there is the insertion of the attacker
or not may include that:

the UE receives a counter check message from the
MeNB, and compares a data count, indicated in the
counter check message, sent/received on each DRB
with the data count received/sent on each DRB by
the UE; when two data counts corresponding to a
certain DRB are inconsistent, the UE returns a coun-
ter check response message containing an ID of the
certain DRB and an actual data count generated on
the certain DRB in uplink and downlink directions to
the MeNB; and the MeNB autonomously judges
whether the attacker inserts a data packet or not,
and performs corresponding processing.

[0011] The method further may include that:

when the LPN sends the report message or when
the MeNB receives the report message, the number
of data packets transmitted within a transmission
time of the report message is added to a specific
data count corresponding to the report message; or

when the LPN sends the report message, the LPN
attaches a time value to indicate the data count
sent/received between the LPN and the UE up to a
moment when the time value is reached; and more-
over, the MeNB sends a counter check message to
the UE after receiving the report message from the
LPN, the counter check message containing DRBs
between the MeNB and the UE, data counts gener-
ated on DRBs between the LPN and the UE in uplink
and downlink directions, and the time value.

[0012] An apparatus for realizing security detection in
a heterogeneous network is provided, which is a MeNB,
wherein UE establishes cross-eNB double/multiple con-
nections with an LPN and the MeNB in the heterogene-
ous network, the LPN in the access network is respon-
sible for data distribution, and the data distribution is lay-
ered by RBs; the MeNB is configured to receive a report
message from the LPN through a backhaul interface be-
tween the MeNB and the LPN, the report message con-
taining a data count sent/received between the LPN and
the UE; and the MeNB is further configured to: transmit
CP information with the UE to compare data counts ac-
tually sent/received between the access network and the
UE to detect whether there is insertion of an attacker or
not.
[0013] The MeNB may be configured to, when deter-
mining to initiate security detection, send a data count
request message to the LPN to request the LPN to report
the data count sent/received between the LPN and the
UE, and receive a corresponding statistical result re-

turned by the LPN according to an indication of the MeNB.
[0014] When transmitting the CP information with the
UE to detect whether there is the insertion of the attacker
or not, the MeNB may be configured to:

receive from the UE a counter check response mes-
sage including an ID of a DRB and an actual data
count on the DRB in uplink and downlink directions,
so as to judge whether the attacker inserts a data
packet or not, and perform corresponding process-
ing.

[0015] The MeNB may be further configured to:

when receiving the report message, add the number
of data packets transmitted within a transmission
time of the report message to a specific data count
corresponding to the report message; or

after receiving the report message from the LPN,
send a counter check message to the UE, the coun-
ter check message containing DRBs between the
MeNB and the UE, and data counts generated on
DRBs between the LPN and the UE in uplink and
downlink directions.

[0016] An apparatus for realizing security detection in
a heterogeneous network is provided, which is an LPN,
wherein UE establishes cross-eNB double/multiple con-
nections with a MeNB and the LPN in the heterogeneous
network, the LPN in the access network is responsible
for data distribution, and the data distribution is layered
by RBs; and the LPN is configured to send a report mes-
sage through a backhaul interface between the LPN and
the MeNB, the report message containing a data count
sent/received between the LPN and the UE.
[0017] The LPN may be configured to: notify the MeNB
of a data count sent/received on a DRB between the LPN
and the UE according to a bearer configured by the MeNB
for distribution transmission by the LPN;
the report message at least contains a UE ID (UE_ID),
an ID of each DRB (DRB_ID) configured by the MeNB
for the UE for the distribution transmission by the LPN,
and a data count sent/received on each DRB.
[0018] When sending the report message, the LPN
may be configured to:

when a value of a data count on an LPN side reaches
a predetermined value or when a cycle time is
reached, send the report message to the MeNB; or

receive a data count request message from the
MeNB, and return a corresponding statistical result
to the MeNB according to an indication of the MeNB.

[0019] The LPN may be further configured to:

when sending the report message, add the number
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of data packets transmitted within a transmission
time of the report message to a specific data count
corresponding to the report message; or

when sending the report message, attach a time val-
ue to indicate the data count sent/received between
the LPN and the UE up to a moment when the time
value is reached.

[0020] A system for realizing security detection in a
heterogeneous network is provided, which includes a
MeNB and an LPN, wherein UE establishes cross-eNB
double/multiple connections with the MeNB and the LPN
in the heterogeneous network, the LPN in the access
network is responsible for data distribution, and the data
distribution is layered by RBs;
the MeNB is configured to receive a report message from
the LPN through a backhaul interface between the MeNB
and the LPN, the report message containing a data count
sent/received between the LPN and the UE; the MeNB
is further configured to: transmit CP information with the
UE to compare data counts actually sent/received be-
tween the access network and the UE to detect whether
there is insertion of an attacker or not; and
the LPN is configured to send the report message through
the backhaul interface between the LPN and the MeNB,
the report message containing the data count sent/re-
ceived between the LPN and the UE.
[0021] A system for realizing security detection in a
heterogeneous network is provided, which includes an
access network in a heterogeneous network form and
UE, wherein the UE establishes cross-eNB double/mul-
tiple connections with a MeNB and an LPN in the heter-
ogeneous network, the LPN in the access network is re-
sponsible for data distribution, and the data distribution
is layered by RBs;
the access network is configured to: perform interaction
on the data count sent/received between the UE and the
LPN in the access network, and transmit CP information
with the UE to compare the data counts actually sent/re-
ceived between the access network and the UE to detect
whether there is insertion of an attacker or not.
[0022] The access network may include the MeNB and
the LPN, wherein
the MeNB is configured to receive a report message from
the LPN through a backhaul interface between the MeNB
and the LPN, the report message containing the data
count sent/received between the LPN and the UE; the
MeNB is further configured to: transmit the CP informa-
tion with the UE to compare the data counts actually
sent/received between the access network and the UE
to detect whether there is the insertion of the attacker or
not; and
the LPN is configured to send the report message through
the backhaul interface between the LPN and the MeNB,
the report message containing the data count sent/re-
ceived between the LPN and the UE.
[0023] The UE may be configured to receive a counter

check message from the MeNB, and compare a data
count, indicated in the counter check message, sent/re-
ceived on each Data Radio Bearer (DRB) with the data
count received/sent on each DRB by the UE itself; and
when two data counts corresponding to a certain DRB
are inconsistent, the UE is configured to return a counter
check response message containing an identifier (ID) of
the certain DRB and an actual data count generated on
the certain DRB in uplink and downlink directions to the
MeNB.
[0024] According to such a technology for realizing se-
curity detection in a heterogeneous network in the em-
bodiments of the present disclosure, a report message
may be received from an LPN through a backhaul inter-
face between the MeNB and the LPN, the report message
containing a data count sent/received between the LPN
and the UE; and the MeNB transmits CP information with
the UE to compare the data counts actually sent/received
between the access network and the UE to detect wheth-
er there is the insertion of an attacker or not. In this way,
the heterogeneous network consisting of the MeNB and
the LPN may provide joint transmission service for the
UE, and moreover, the security performance of the net-
work is further improved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025]

Fig. 1 is a schematic deployment diagram of a het-
erogeneous network according to an embodiment of
the present disclosure;

Fig. 2 is a schematic diagram of a system architec-
ture according to an embodiment of the present dis-
closure;

Fig. 3 is a schematic diagram of a protocol stack
according to an embodiment of the present disclo-
sure;

Fig. 4 is a flowchart of security detection according
to embodiment 1 of the present disclosure;

Fig. 5 is a flowchart of security detection according
to embodiment 2 of the present disclosure; and

Fig. 6 is a simple flowchart of security detection ac-
cording to an embodiment of the present disclosure.

DETAILED DESCRIPTION

[0026] The embodiments of the present disclosure pro-
vide a heterogeneous network deployed with a MeNB
and an LPN, so as to provide joint transmission service
for UE. Moreover, the embodiments of the present dis-
closure further provide a method for improving the secu-
rity performance of the heterogeneous network. The em-
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bodiments of the present disclosure are applicable to var-
ious backhauls, and can provide good joint transmission
service securely and efficiently for UE.
[0027] As shown in Fig. 1, one or more PLNs are de-
ployed within a coverage (such as hotspot area) of the
MeNB, and the LPN may be a low-power micro eNB (Pico
eNB), a relay node, or a Home eNB (HeNB). Correspond-
ingly, a backhaul interface between the LPN and the
MeNB may be a wired interface (such as a fibre interface)
or a wireless interface (such as a Un interface).
[0028] Fig. 2 is a schematic diagram of a system ar-
chitecture according to an embodiment of the present
disclosure, and the system shown in Fig. 2 includes a
Core Network (CN), an access network consisting of a
MeNB and an LPN, and UE capable of supporting a mul-
tiple-data-stream transceiver mechanism. All of the CN,
the access network and the UE may be used in an LTE
network.
[0029] In this embodiment, the MeNB establishes a CP
connection with the CN and a User Plane (UP) connec-
tion with the UE respectively, a UP connection exists be-
tween the LPN and the UE, and there is a backhaul in-
terface capable of transmitting control signalling and user
data between the MeNB and the LPN.
[0030] Furthermore, from the aspect of a CP, the
MeNB is responsible for all control signalling between
the MeNB and the UE on one hand, and on the other
hand, is responsible for CP information required by the
LPN so as to enable the LPN to have necessary UE con-
text information and to configure each protocol layer to
effectively schedule the UE; and from the aspect of a UP,
the MeNB sends a part of user data received from the
CN to the UE through the UP connection between the
MeNB and the UE according to a distribution strategy
determined by itself, and sends the other part of the user
data to the LPN through the backhaul interface, and then
the LPN sends the other part of the user data to the UE
through an air interface.
[0031] Furthermore, the UE data distribution strategy
determined by the MeNB may take an RB as distribution
granularity, that is, for services with different Quality of
Service (QoS), the MeNB may determine to transmit the
services to the UE through different carrier links accord-
ing to QoS characteristics of the services respectively.
For example, a real-time service (such as a voice) is
transmitted on a link between the MeNB and the UE; and
a delay-tolerant service (such as video downloading) with
a large data count is distributed to the LPN, and then is
transmitted to the UE.
[0032] Fig. 3 illustrates a protocol stack form of the
distribution strategy, and the protocol stack form includes
that the MeNB transmits distributed data to the LPN and
then transmits the distributed data to a UP part of the UE
(uplink data is transmitted in an opposite direction), and
to a CP part (there is no CP between the LPN and the
UE) of the interface between the MeNB and the LPN,
wherein the protocol stack form of the backhaul interface
between the MeNB and the LPN may be another form

according to the wire/wireless character and the like of
a specific interface. It can be seen that Packet Data Con-
vergence Protocol (PDCP) entities and their lower-layer
protocol entities (Radio Link Control (RLC) sublayers,
Medium Access Control (MAC) sublayers and Physical
(PHY) layers) on a network side are located in the MeNB
and the LPN, when an RB is taken as distribution gran-
ularity.
[0033] In such a manner, the MeNB with a heavier load
may distribute a part of user data to the LPN for trans-
mission, and the UE is not required to execute a switching
flow when moving among small cells, so a signalling load
of the network is reduced; and for the UE, band broad-
ening for multi-carrier transmission may better meet a
requirement of a service with a large data count, and
more power can be saved for transmission between the
UE and a closer LPN, and thus a user experience can
be well improved.
[0034] In a process that a user performs data trans-
mission with the access network by virtue of the UE
through a wireless interface, the network side is required
to adequately provide and ensure security. The access
network is required to know whether the data count
sent/received by the network side is consistent with the
data count received/sent by the UE so as to detect wheth-
er an attacker inserts a radio link and sends an attack
data packet to the user or not. Therefore, the system
architecture according to the embodiment of the present
disclosure has a security problem. On the network side,
PDCP entities corresponding to the RB are located at
two different nodes respectively, therefore, the MeNB is
not sure about the number of data packets actually sent
to the UE by the LPN at a certain moment (the same for
uplink); and on the other hand, since there is no CP sig-
nalling interaction between the LPN and the UE, interac-
tion about related information cannot be performed ac-
cording to an existing detection program. Therefore, if
there is an attacker inserting the link between the LPN
and the UE and sending an attack data packet to the UE,
the MeNB cannot timely learn about such a condition,
which affects security.
[0035] In order to improve the security of the system
architecture according to the embodiment of the present
disclosure to enable the network side to discover a ma-
licious attack as soon as possible, the embodiment of
the present disclosure discloses a solution as follows:

the MeNB receives a report message from the LPN
through the backhaul interface between the MeNB
and the LPN, the report message containing a data
count sent/received between the LPN and the UE;
and

the MeNB transmits CP information with the UE to
compare data counts actually sent/received be-
tween the access network and the UE to detect
whether there is insertion of an attacker or not.

7 8 
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[0036] When sending the report message, the LPN
may notify the MeNB of the data count sent/received on
a DRB between the LPN and the UE within a certain time
period according to the bearer configured by the MeNB
for the distribution transmission by the LPN. The mes-
sage at least contains an ID of the UE (UE_ID), an ID of
each DRB (DRB_ID) configured by the MeNB for the UE
for the distribution transmission by the LPN and the size
(PDCP COUNT) of the data sent/received on each DRB.
[0037] There may be multiple mechanisms for the LPN
to send the report message, such as the following two:

1: a one-way message: when a value of a data count
on the network side reaches a certain predetermined
value or when a certain cycle time is reached, the
LPN sends the report message to the MeNB. The
predetermined value and the cycle time may specif-
ically be configured by the MeNB, a carrier compa-
ny/Operation Administration and Management
(OAM); and information for configuration may be at-
tached when the MeNB requests the LPN to estab-
lish a bearer.

2: a two-way message: the MeNB determines wheth-
er to perform security detection or not according to
a condition of the network side (information reported
by the UE may also be adopted for assistance).
When determining to initiate security detection, the
MeNB sends a data count request message to the
LPN to request the LPN to report the data count
sent/received between the LPN and the UE; and the
LPN returns a corresponding statistical result to the
MeNB according to an indication of the MeNB after
receiving the data count request message.

[0038] Furthermore, the COUNT value reported to the
MeNB by the LPN may only include the most important
first bytes but not include the unit, the tens and the like
at the tail, that is, a certain error is allowed. However, an
interface delay between the MeNB and the LPN may be
greater, that is, when the information reported to the
MeNB by the LPN reaches the MeNB, the data count
sent/received between the UE and the LPN has been
changed, and a change value has also exceeded a range
allowed by the error. Therefore, to avoid misjudgement,
the network side requires certain regulation and optimi-
zation. For example, there may be two forms:

1: the access network (the MeNB or the LPN) esti-
mates the delay occurring at the backhaul interface
and the number of the data packets transmitted
through the distribution bearer to a certain extent,
and then the LPN may add the number of the data
packets transmitted within the transmission time of
the message to the specific data count correspond-
ing to the report message when the LPN sends the
report message or the MeNB receives the report
message. The specific execution node is autono-

mously coordinated and determined by the network
side;

2: the LPN attaches a time value, such as a System
Frame Number (SYN), to the report message to in-
dicate the data count sent/received between the LPN
and the UE up to a SYN moment, when sending the
report message.

[0039] The MeNB sends a counter check message to
the UE after receiving the report (also called a reply) mes-
sage from the LPN, the counter check message contain-
ing the DRBs between the MeNB and the UE, the data
counts generated on the DRBs between the LPN and the
UE in uplink and downlink directions, and the time value.
The data counts described here only include the most
important first bytes (such as the first 25 bytes) of the
COUNT value, that is, errors in the last bytes are allowed.
[0040] Furthermore, if a previous message reported
by the LPN contains a time value indicated by the SFN,
then the MeNB may also contain the SFN when sending
a message to the UE (obviously, the COUNT value indi-
cated by the MeNB is also the data count generated up
to the SFN moment), so that the UE can accurately per-
form comparison.
[0041] After receiving the message from the MeNB,
the UE compares the count, in the message, of the data
sent/received on each DRB with the data count re-
ceived/sent on each DRB by itself; and if the first bytes
of the COUNT values of a certain DRB are inconsistent,
then the UE returns a counter check response message
containing the ID of the DRB and the actual data counts
(all bytes) of the DRB in uplink and downlink directions
to the MeNB.
[0042] Finally, the MeNB autonomously judges wheth-
er there is a data packet inserted by the attacker or not,
and performs corresponding processing.
[0043] By the method for realizing security detection,
in the system architecture according to the embodiment
of the present disclosure, signalling is transmitted be-
tween two eNBs in the access network which is a kind
of heterogeneous network, so that the MeNB responsible
for all control signalling can comprehensively and accu-
rately perform data packet number check with the UE to
timely and accurately discover a possible attacker and
ensure the security of the network.
[0044] The present disclosure is further described be-
low with reference to different embodiments.
[0045] Embodiment 1: a MeNB and an LPN are de-
ployed in a network, and the two nodes form an access
network with the system architecture according to the
embodiment of the present disclosure. In a process of
providing joint transmission service for UE by the MeNB
and the LPN, the MeNB requests the LPN to report the
data count sent/received between the LPN and the UE,
and the LPN gives a corresponding reply according to
indication information in a request from the MeNB. As
shown in Fig. 4, specific steps include:

9 10 
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step 1: the UE accesses a macro cell established by
the MeNB according to an existing LTE flow, and
establishes a CP connection capable of transmitting
CP information and a UP connection capable of
transmitting user data. The CP connection is a Radio
Resource Control (RRC) connection;

step 2: the MeNB determines to distribute a certain
service data stream (recorded as RB2 of QoS2) of
the UE to the LPN for transmission and transmit an-
other service data stream (recorded as RB1 of
QoS1) on a radio link between the MeNB and the
UE according to information such as a network load
and a measurement report of the UE;

the MeNB transmits necessary information such as
a UE context and an RB2 parameter to the LPN to
request to provide joint transmission service for the
UE, and the LPN returns a response message after
agreeing. Then the MeNB notifies the UE through
an RRC Connection Reconfiguration MESSAGE to
add a small cell, and the UE establishes DRB2 with
the LPN according to the indication of the MeNB,
and returns a complete message, such as an RRC
connection reconfiguration complete message, to
the MeNB. At this point, there are still CP and UP
connections (such as DRB1) existing between the
UE and the MeNB, and meanwhile, there is also a
UP connection (DRB2) existing between the UE and
the LPN. For example, in the downlink direction, the
MeNB forwards an Internet Protocol (IP) packet of
QoS2 received from a CN to the LPN through a back-
haul interface, and the LPN performs Layer 2 (L2)
(such as PDCP, RLC and MAC) and L1 protocol layer
processing on the received IP packet, and then
transmits the IP packet to the UE on DRB2 through
a wireless interface;

it should be noted that the above two steps are de-
scribed by taking the flow of providing joint transmis-
sion for the UE by the LPN and the MeNB as an
example, and a communication state in which trans-
mission bearers are established between the UE and
two/multiple eNBs respectively may further be
achieved by another procedure;

step 3: during data transmission between the UE and
the access network, the network side is required to
provide and ensure adequate security. The MeNB
responsible for all control signalling is required to
know whether the data count sent/received by the
network side is consistent with the data count re-
ceived/sent by the UE to detect whether an attacker
inserts a radio link and sends an attach data packet
to the user. Therefore, the MeNB is required to know
the count of interaction data between the LPN and
the UE, that is, the MeNB sends a COUNT report
request message to the LPN, the message at least

containing UE_ID and a DRB ID (DRB2 in the ex-
ample) to indicate the specific UE with a requirement
on statistics and the count, required to be reported
to the MeNB, of the data sent/received on the DRB
of the UE by the LPN. Optionally, the COUNT report
request message of the MeNB may further contain
a group of UE Ids;

after receiving the COUNT report request message
from the MeNB, the LPN makes a statistics on the
data count sent/received on the DRB of the UE by
itself according to the indication in the message, and
returns a COUNT report response message to the
MeNB (the message containing the ID of the UE, the
ID of the DRB and the data count sent/received on
each DRB). According to the indication in the
COUNT report request message, the data count may
only include the most important first bytes of the
COUNT value (for example, the data count does not
include the unit and tens at the tail of the COUNT
value, but only includes all of the highest first bytes),
that is, a certain error is allowed;

in addition, the COUNT report request message sent
to the LPN by the MeNB may further contain at least
one of the following signal elements: a COUNT value
step length, a cycle time, an SFN and the like, be-
sides the abovementioned necessary signal ele-
ments;

optionally, the MeNB may notify the LPN of a sub-
sequent response message returning moment (be-
sides the first response message returned instantly
after the LPN receives the COUNT report request
message), and the response message may be trig-
gered by an event or cyclically reported. Event trig-
gering means that the MeNB notifies the LPN of a
threshold (or called a step length), and the LPN re-
ports once to the MeNB every time when the COUNT
value of the data packets sent/received on DRB2 is
increased by a step length. Cyclic reporting means
that the MeNB notifies the LPN of a cycle time, and
the LPN reports once to the MeNB every time when
the cycle time is reached;

optionally, the network side is required to take a data
count difference caused by a delay at the backhaul
interface into account, and in detail, in the process
that the report message of the LPN reaches the
MeNB through the backhaul interface, the send-
ing/receiving of the data packets on DRB2 is still con-
tinued, that is, when the MeNB receives the report
message, the data count sent/received on DRB2 has
been changed. Therefore, the network side is re-
quired to estimate and optimize the difference to a
certain extent to avoid misjudgement when judging
whether there is an attacker or not during check.
Such optimization may be attachment of a data count
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when the check message is subsequently sent to
the UE based on the prediction of the network side
over the data count generated within the delay at the
interface on DRB2 according to QoS2. Or, the LPN
includes a time value SFN at which the statistics of
the data count is stopped into the report message
under the indication of the request message from
the MeNB; and particularly during event-triggered re-
porting, the LPN is required to notify the MeNB of a
specific moment at which the data count reaches a
certain threshold; and

step 4: the MeNB sends a counter check message
to the UE, the counter check message containing
the IDs (DRB1, DRB2) of the DRBs and the most
important first bytes (such as the first 25 bytes, that
is, errors, probably caused by air interface transmis-
sion time and the like, of the tail bytes are allowed)
of COUNT_Uplink and COUNT_Downlink of each
DRB. Corresponding to step 3, the counter check
message may further contain an SFN value, that is,
the UE is notified to only compare the counts of the
data received/sent up to the SFN.

[0046] The UE compares the data count in the counter
check message with the data count received/sent on
each DRB by itself, and if the two data counts (the first
bytes) are inconsistent, the UE indicates the ID of the
DRB and the count (all the bytes of the COUNT value)
of the data actually received/sent on the DRB by itself in
the counter check response message, and returns the
counter check response message to the MeNB; and if
the two data counts are consistent, the counter check
response message from the UE does not contain any
information about the DRB.
[0047] The MeNB judges whether there is an attacker
or not according to a specific configuration, and performs
corresponding subsequent processing after receiving the
counter check response message from the UE.
[0048] Embodiment 2: a deploying scenario is the
same as that in embodiment 1, and in a process of pro-
viding joint transmission service for the UE by the MeNB
and the LPN, the LPN actively reports the data count
sent/received between the LPN and the UE (the MeNB
is not required to request and reply). As shown in Fig. 5,
specific steps include:

step 1: like step 1 in embodiment 1, UE accesses a
macro cell, and establishes CP and UP connections;

step 2: like step 2 in embodiment 1, the MeNB dis-
tributes a certain service data stream (recorded as
RB2 of QoS2) of the UE to the LPN for transmission,
and transmits remaining service data stream (re-
corded as RB1 of QoS1) on a radio link between the
MeNB and the UE. A control and data forwarding
tunnel is established between the MeNB and the
LPN; and the UE establishes DRB2 with the LPN to

transmit the distributed data according to an indica-
tion of the MeNB, and there are still CP and UP con-
nections (DRB1) existing between the UE and the
MeNB;

step 3: data counts of point-to-point transmission
(sending/receiving) between eNBs in the access net-
work and accessing users should be consistent to
avoid the insertion of attackers over links. However,
in the system architecture according to the embod-
iment of the present disclosure, there is no CP link
between the LPN and the UE, so an existing counter
check flow cannot be executed. Therefore, the LPN
is required to notify the MeNB of the count of inter-
action data between the LPN and the UE, that is, the
LPN sends a report message to the MeNB, the report
message containing an ID of the UE, an ID of the
DRB (DRB2 in the example) and the data count
sent/received on each DRB (the data count may only
include the most important first bytes of the COUNT
value, that is, a certain error is allowed). Optionally,
the report message of the LPN may contain IDs of
multiple pieces of UE, IDs of DRBs for data trans-
mission between the UE and the LPN respectively,
and the counts of data sent/received on the DRBs
by the LPN respectively;

furthermore, the LPN may be triggered by an event
to send or may cyclically report the report message
to the MeNB. Event triggering means that the LPN
reports once to the MeNB every time when the data
packets sent/received on DRB2 by the LPN are add-
ed by a predetermined value. Cyclic reporting means
that the LPN reports once to the MeNB every time
when the cycle time is reached. The predetermined
value or the cycle time may specifically configured
for the LPN by the MeNB when a bearer transmission
tunnel is established with the LPN, and may further
be configured for the LPN by a carrier compa-
ny/OAM;

furthermore, the network side is required to take a
data count difference caused by a delay at the back-
haul interface into account. The network side (the
MeNB or the LPN) may estimate the data count gen-
erated within the interface delay on DRB2 according
to QoS2, and then the MeNB attaches the data count
to the check message when sending the check mes-
sage to the UE. Or, the report message of the LPN
contains a time value SFN at which the statistics of
the data count is stopped; and particularly during
event-triggered reporting, the LPN is required to no-
tify the MeNB of a specific moment at which the data
count reaches a certain threshold;

step 4: the MeNB may send the counter check mes-
sage to the UE after receiving the report message
from the LPN (a moment at which the message is
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sent is specifically determined by the MeNB), the
message containing the IDs (DRB1, DRB2) of the
DRBs and the most important first bytes (such as
the first 25 bytes, that is, errors, probably caused by
air interface transmission time and the like, of the tail
bytes are allowed) of COUNT_Uplink and
COUNT_Downlink of each DRB. Corresponding to
step 3, the counter check message may further con-
tain an SFN value, that is, the UE is notified to only
compare the counts of the data received/sent up to
the SFN.

[0049] The UE compares the data count in the counter
check message with the data count received/sent on
each DRB by itself, and if the two data counts (the first
bytes) are inconsistent, the UE indicates the ID of the
DRB and the count (all the bytes of the COUNT value)
of the data actually received/sent on the DRB by itself in
the counter check response message, and returns the
counter check response message to the MeN.
[0050] The MeNB judges whether there is an attacker
or not according to a specific configuration, and performs
corresponding subsequent processing after receiving the
counter check response message of the UE.
[0051] From the above, the operation of realizing se-
curity detection in the heterogeneous network according
to the embodiment of the present disclosure may repre-
sent a flow shown in Fig. 6, and the flow includes the
following steps:

step 610: the MeNB receives a report message from
the LPN through a backhaul interface between the
MeNB and the LPN, the report message containing
the data count sent/received between the LPN and
the UE; and
step 620: the MeNB transmits CP information with
the UE to compare the data counts actually sent/re-
ceived between the access network and the UE to
detect whether there is the insertion of an attacker
or not.

[0052] From the above, regardless of the method, the
apparatus and the system, by the technology for realizing
security detection in the heterogeneous network in the
embodiments of the present disclosure, a report mes-
sage may be received from the LPN through a backhaul
interface between the MeNB and the LPN, the report
message containing the data count sent/received be-
tween the LPN and the UE; and the MeNB transmits CP
information with the UE to compare the data counts ac-
tually sent/received between the access network and the
UE to detect whether there is the insertion of an attacker
or not. In this way, the heterogeneous network consisting
of the MeNB and the LPN may provide joint transmission
service for the UE, and moreover, the security perform-
ance of the network is further improved.
[0053] Those skilled in the art may have the under-
standing that all or a part of the steps in the method may

be completed by related hardware instructed by a pro-
gram, and the program may be stored in a computer-
readable storage medium, such as a read-only memory
disc, a magnetic disc and a compact disc. Optionally, all
or a part of the steps of the embodiments may also be
implemented by one or more integrated circuits. Corre-
spondingly, each module/unit in the embodiments may
be implemented in form of hardware, or may also be im-
plemented in form of software function module. The em-
bodiments of the present disclosure are not limited to a
combination of hardware and software in any specific
form.
[0054] The above are only the preferred embodiments
of the present disclosure and not intended to limit the
scope of protection of the present disclosure.

INDUSTRIAL PRACTICABILITY

[0055] The present disclosure provides a method, ap-
paratus and system for realizing security detection in a
heterogeneous network. UE establishes cross-eNB dou-
ble/multiple connections with a MeNB and an LPN in an
access network which is a kind of heterogeneous net-
work, the LPN is responsible for data distribution, and
distribution is layered by RBs; the MeNB receives a report
message from the LPN through a backhaul interface be-
tween the MeNB and the LPN, and the report message
contains a data count sent/received between the LPN
and the UE; and the MeNB transmits CP information with
the UE to compare the data counts actually sent/received
between the access network and the UE to detect wheth-
er there is insertion of an attacker or not. According to
the present disclosure, the heterogeneous network is de-
ployed with the MeNB and the LPN, so that joint trans-
mission service is provided for the UE; and moreover,
the security performance of the network is further im-
proved, the present disclosure is applicable to various
backhauls, and good joint transmission service can be
securely and efficiently provided for the UE.

Claims

1. A method for realizing security detection in a heter-
ogeneous network, wherein User Equipment (UE)
establishes cross-Evolved NodeB (eNB) dou-
ble/multiple connections with a Macro eNB (MeNB)
and a Low Power Node (LPN) in an access network
which is a kind of heterogeneous network, the LPN
is responsible for data distribution, and the data dis-
tribution is layered by Radio Bearers (RB); the MeNB
receives a report message from the LPN through a
backhaul interface between the MeNB and the LPN,
and the report message contains a data count
sent/received between the LPN and the UE; the
method comprising:

transmitting Control Plane (CP) information be-
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tween the MeNB and the UE to compare data
counts actually sent/received between the ac-
cess network and the UE to detect whether there
is insertion of an attacker or not.

2. The method according to claim 1, wherein, before
the MeNB receives the report message, the LPN no-
tifies the MeNB of a data count sent/received on a
Data Radio Bearer (DRB) between the LPN and the
UE according to a bearer configured by the MeNB
for distribution transmission by the LPN;
the report message at least contains a UE Identifier
(ID) (UE_ID), an ID of each DRB (DRB_ID) config-
ured by the MeNB for the UE for the distribution trans-
mission at the LPN, and a data count sent/received
on each DRB.

3. The method according to claim 2, wherein sending,
by the LPN, the report message comprises:

when a value of a data count on an LPN side
reaches a predetermined value or when a cycle
time is reached, sending, by the LPN, the report
message to the MeNB; or
when the MeNB determines to initiate security
detection, sending, by the MeNB, a data count
request message to the LPN to request the LPN
to report the data count sent/received between
the LPN and the UE; and returning, by the LPN,
a corresponding statistical result to the MeNB
according to an indication of the MeNB after re-
ceiving the data count request message.

4. The method according to any one of claims 1 to 3,
wherein transmitting the CP information between the
MeNB and the UE to compare the data counts actu-
ally sent/received between the access network and
the UE to detect whether there is the insertion of the
attacker or not comprises:

receiving, by the UE, a counter check message
from the MeNB, and comparing a data count,
indicated in the counter check message,
sent/received on each DRB with the data count
received/sent on each DRB by the UE; when
two data counts corresponding to a certain DRB
are inconsistent, returning, by the UE, a counter
check response message containing an ID of
the certain DRB and an actual data count gen-
erated on the certain DRB in uplink and downlink
directions to the MeNB; and autonomously judg-
ing, by the MeNB, whether the attacker inserts
a data packet or not, and performing corre-
sponding processing.

5. The method according to claim 1, further comprising:

when the LPN sends the report message or

when the MeNB receives the report message,
adding the number of data packets transmitted
within a transmission time of the report message
to a specific data count corresponding to the re-
port message; or
when the LPN sends the report message, at-
taching, by the LPN, a time value to indicate the
data count sent/received between the LPN and
the UE up to a moment when the time value is
reached; and moreover, sending, by the MeNB,
a counter check message to the UE after receiv-
ing the report message from the LPN, the coun-
ter check message containing DRBs between
the MeNB and the UE, data counts generated
on DRBs between the LPN and the UE in uplink
and downlink directions, and the time value.

6. An apparatus for realizing security detection in a het-
erogeneous network, which is a Macro Evolved
NodeB (MeNB), wherein User Equipment (UE) es-
tablishes cross-eNB double/multiple connections
with a Low Power Node (LPN) and the MeNB in the
heterogeneous network, the LPN in the access net-
work is responsible for data distribution, and the data
distribution is layered by Radio Bearers (RB); the
MeNB is configured to receive a report message
from the LPN through a backhaul interface between
the MeNB and the LPN, the report message contain-
ing a data count sent/received between the LPN and
the UE; and the MeNB is further configured to: trans-
mit Control Plane (CP) information with the UE to
compare data counts actually sent/received be-
tween the access network and the UE to detect
whether there is insertion of an attacker or not.

7. The apparatus according to claim 6, wherein the
MeNB is configured to, when determining to initiate
security detection, send a data count request mes-
sage to the LPN to request the LPN to report the
data count sent/received between the LPN and the
UE, and receive a corresponding statistical result re-
turned by the LPN according to an indication of the
MeNB.

8. The apparatus according to claim 6 or 7, wherein,
when transmitting the CP information with the UE to
detect whether there is the insertion of the attacker
or not, the MeNB is configured to:

receive from the UE a counter check response
message comprising an ID of a Data Radio
Bearer (DRB) and an actual data count on the
DRB in uplink and downlink directions, so as to
judge whether the attacker inserts a data packet
or not and perform corresponding processing.

9. The apparatus according to claim 6, wherein the
MeNB is further configured to:
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when receiving the report message, add the
number of data packets transmitted within a
transmission time of the report message to a
specific data count corresponding to the report
message; or
after receiving the report message from the LPN,
send a counter check message to the UE, the
counter check message containing DRBs be-
tween the MeNB and the UE, and data counts
generated on DRBs between the LPN and the
UE in uplink and downlink directions.

10. An apparatus for realizing security detection in a het-
erogeneous network, which is a Low Power Node
(LPN), wherein User Equipment (UE) establishes
cross-Evolved NodeB (eNB) double/multiple con-
nections with a Macro eNB (MeNB) and the LPN in
the heterogeneous network, the LPN in the access
network is responsible for data distribution, and the
data distribution is layered by Radio Bearers (RB);
and the LPN is configured to send a report message
through a backhaul interface between the LPN and
the MeNB, the report message containing a data
count sent/received between the LPN and the UE.

11. The apparatus according to claim 10, wherein the
LPN is configured to notify the MeNB of a data count
sent/received on a Data Radio Bearer (DRB) be-
tween the LPN and the UE according to a bearer
configured by the MeNB for distribution transmission
by the LPN;
the report message at least contains a UE Identifier
(ID) (UE_ID), an ID of each DRB (DRB_ID) config-
ured by the MeNB for the UE for the distribution trans-
mission at the LPN, and a data count sent/received
on each DRB.

12. The apparatus according to claim 11, wherein, when
sending the report message, the LPN is configured
to:

when a value of a data count on an LPN side
reaches a predetermined value or when a cycle
time is reached, send the report message to the
MeNB; or
receive a data count request message from the
MeNB, and return a corresponding statistical re-
sult to the MeNB according to an indication of
the MeNB.

13. The apparatus according to any one of claims 10 to
12, wherein the LPN is further configured to:

when sending the report message, add the
number of data packets transmitted within a
transmission time of the report message to a
specific data count corresponding to the report
message; or

when sending the report message, attach a time
value to indicate the data count sent/received
between the LPN and the UE up to a moment
when the time value is reached.

14. A system for realizing security detection in a heter-
ogeneous network, comprising a Macro Evolved
NodeB (MeNB) and a Low Power Node (LPN),
wherein User Equipment (UE) establishes cross-
eNB double/multiple connections with the MeNB and
the LPN in the heterogeneous network, the LPN in
the access network is responsible for data distribu-
tion, and the data distribution is layered by Radio
Bearers (RB);
the MeNB is configured to receive a report message
from the LPN through a backhaul interface between
the MeNB and the LPN, the report message contain-
ing a data count sent/received between the LPN and
the UE; the MeNB is further configured to transmit
Control Plane (CP) information with the UE to com-
pare data counts actually sent/received between the
access network and the UE to detect whether there
is insertion of an attacker or not; and
the LPN is configured to send the report message
through the backhaul interface between the LPN and
the MeNB, the report message containing the data
count sent/received between the LPN and the UE.

15. A system for realizing security detection in a heter-
ogeneous network, comprising an access network
in a heterogeneous network form and User Equip-
ment (UE), wherein the UE establishes cross-
Evolved NodeB (eNB) double/multiple connections
with a Macro eNB (MeNB) and a Lower Power Node
(LPN) in the heterogeneous network, the LPN in the
access network is responsible for data distribution,
and the data distribution is layered by Radio Bearers
(RB);
wherein the access network is configured to perform
interaction on the data count sent/received between
the UE and the LPN in the access network, and trans-
mit Control Plane (CP) information with the UE to
compare the data counts actually sent/received be-
tween the access network and the UE to detect
whether there is insertion of an attacker or not.

16. The system according to claim 15, wherein the ac-
cess network comprises the MeNB and the LPN,
wherein
the MeNB is configured to receive a report message
from the LPN through a backhaul interface between
the MeNB and the LPN, the report message contain-
ing the data count sent/received between the LPN
and the UE; the MeNB is further configured to: trans-
mit the CP information with the UE to compare the
data counts actually sent/received between the ac-
cess network and the UE to detect whether there is
the insertion of the attacker or not; and
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the LPN is configured to send the report message
through the backhaul interface between the LPN and
the MeNB, the report message containing the data
count sent/received between the LPN and the UE.

17. The system according to claim 15 or 16, wherein
the UE is configured to receive a counter check mes-
sage from the MeNB, and compare a data count,
indicated in the counter check message, sent/re-
ceived on each Data Radio Bearer (DRB) with the
data count received/sent on each DRB by the UE
itself; and when two data counts corresponding to a
certain DRB are inconsistent, the UE is configured
to return a counter check response message con-
taining an identifier (ID) of the certain DRB and an
actual data count generated on the certain DRB in
uplink and downlink directions to the MeNB.
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