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(54) DATA ACCESS CONTROL BASED ON STORAGE VALIDATION

(57) A system and method to control access to data
are disclosed. A command to mount a specified file sys-
tem as a trusted file system is received (502). Whether
the specified file system is marked as a trustable file sys-
tem is determined (506), where marking as a trustable
file system based on verifying integrity protection for the
specified file system (404, 408). The specified file system
is mounted as a trusted file system based on determining

that the specified file system is marked as a trustable file
system (508). A command to access data on the specified
file system is received (602). A determination is made as
to whether the specified file system was mounted with a
specification to be a trusted file system (606). Access to
the data is permitted (608) or denied (610) based on de-
termining that the mounting specified mounting as a trust-
ed file system.
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Description

FIELD OF THE DISCLOSURE

[0001] The present disclosure generally relates to re-
stricting the execution privileges of application programs,
and more particularly to controlling execution privileges
based on validation of the data storage storing the appli-
cation program.

BACKGROUND

[0002] Computing devices of all types, from large com-
puters to portable computing devices, embedded con-
trollers of all types, and processing devices of all sizes,
often include a set of program applications that are able
to perform various functions that are not generally al-
lowed by most applications or user accounts. The oper-
ating systems of these computing devices often include
definitions of execution "privileges" or "capabilities"
where some application programs or other executable
processes are able to execute with an elevated privilege
or are granted access to one or more operations that are
associated with a normally restricted "capability." These
application programs or processes are thereby identified
as being able to perform various functions that are not
authorized for other applications. In some examples, the
data storage used to store applications is able to store
information that identifies the maximum privilege level at
which an application is able to execute or the capabilities
granted to that application.

SUMMARY

[0003] Accordingly, there is provided a method, device
and computer program as detailed in the claims that fol-
low.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The accompanying figures where like reference
numerals refer to identical or functionally similar ele-
ments throughout the separate views, and which together
with the detailed description below are incorporated in
and form part of the specification, serve to further illus-
trate various embodiments and to explain various princi-
ples and advantages all in accordance with the present
disclosure, in which:

FIG. 1 illustrates a computing environment, accord-
ing to an example;

FIG. 2 illustrates an electronic device block diagram,
according to an example;

FIG. 3 illustrates a file system list, according to an
example;

FIG. 4 illustrates a file system integrity protection set-
up process, according to an example;

FIG. 5 illustrates a file system mounting process, ac-
cording to an example;

FIG. 6 illustrates a data access process, according
to an example; and

FIG. 7 is a block diagram of an electronic device and
associated components in which the systems and
methods disclosed herein may be implemented.

DETAILED DESCRIPTION

[0005] As required, detailed embodiments are dis-
closed herein; however, it is to be understood that the
disclosed embodiments are merely examples and that
the systems and methods described below can be em-
bodied in various forms. Therefore, specific structural
and functional details disclosed herein are not to be in-
terpreted as limiting, but merely as a basis for the claims
and as a representative basis for teaching one skilled in
the art to variously employ the present subject matter in
virtually any appropriately detailed structure and func-
tion. Further, the terms and phrases used herein are not
intended to be limiting, but rather, to provide an under-
standable description of the concepts.
[0006] The terms "a" or "an", as used herein, are de-
fined as one or more than one. The term plurality, as
used herein, is defined as two or more than two. The term
another, as used herein, is defined as at least a second
or more. The terms "including" and "having," as used
herein, are defined as comprising (i.e., open language).
The term "coupled," as used herein, is defined as "con-
nected," although not necessarily directly, and not nec-
essarily mechanically. The term "configured to" de-
scribes hardware, software or a combination of hardware
and software that is adapted to, set up, arranged, built,
composed, constructed, designed or that has any com-
bination of these characteristics to carry out a given func-
tion. The term "adapted to" describes hardware, software
or a combination of hardware and software that is capable
of, able to accommodate, to make, or that is suitable to
carry out a given function.
[0007] In some computing systems, performing certain
operations is limited to processes or users who are spe-
cifically authorized to perform one or more of those op-
erations. In some computing systems, certain accounts
are specified as having elevated privileges, such as a
"superuser" or "root" accounts in various operating sys-
tems. Some computer systems define one or more "ca-
pabilities" that specify types of operations or actions a
particular executable file or user is able to perform. In
this description, the term "privilege" is used expansively
to refer to any ability to perform one or more operation
or other activity that is restricted to some processes on
a device. The term elevated privilege refers to an ability
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to perform these operations or activities that are normally
restricted. In general, a process executing with elevated
privilege includes, but is not limited to, any operating sys-
tem privileges, capabilities defined for some processes
as is described below, any other ability, or combinations
of these that are not available to all processes operating
on a processor or system. An executable file that has
one or more specified capability is able to perform the
actions or operations associated with that capability. In
general, such capabilities are associated with modifying
or controlling operations of a computer’s operating sys-
tem or controlling sensitive operating aspects of a device,
such as disabling privilege checks, modifying file system
access limitations, performing system administration op-
erations, any other sensitive or restricted operations, or
combinations of these.
[0008] Controlling access in some computer systems
is implemented by a user or administrator specifying an
access control label or other indicator for individual files
that controls the accessibility of each of those files to
specific applications running on the system. In an exam-
ple, these access control labels specify the allowable
privileges or capabilities for the file associated with that
label. This labelling approach is effective when the un-
derlying file-system is trusted to properly store and main-
tain those access control labels and the files to which
they pertain. The effectiveness of this control mechanism
is sometimes limited in devices where unauthorized mod-
ification of the data storage is possible such that labels
or data files can be changed to allow unauthorized pro-
grams to operate with elevated privileges.
[0009] Some computer systems are able to ensure the
data integrity of data storage elements, such as a file
system on a block storage device, to determine if there
have been any unauthorized modifications to the stored
data. Examples of unauthorized modifications of data in-
clude modifying access control labels on a file that would
give a user additional privileges, modifying labels in order
to attempt to force a trusted application to execute by
using harmful data that is unauthorized for processing
with elevated privileges or capabilities and that may have
been provided by an unauthorized user where the unau-
thorized data may reside on an untrusted file-system,
other modifications, or combinations of these. In some
examples, applications or data associated with execution
at elevated privileges are stored in data storage elements
that provide integrity protection for stored data. Data in-
tegrity protection provided by some computer systems
prevents changes to the file-system from going undetec-
ted. As long as no change is detected, such computer
systems allow the execution of privileged processes as-
sociated with data contained on data storage that has
data integrity protection.
[0010] Various techniques are able to be used to pro-
vide data integrity on data storage. These techniques
generally include processing to ensure that data stored
on the file system has not been altered by an unauthor-
ized process. In an example, integrity protection is pro-

vided by maintaining hash values for previously stored
data that are able to be compared to hash values for
currently stored data. Integrity protection schemes gen-
erally provide a technique to indicate, or verify, that in-
tegrity protection is being provided for the file system.
When a file system is first processed by a processor, an
integrity layer is able to be set up for that file system by
verifying that the integrity protection system is providing
integrity protection for that file system.
[0011] Data integrity protection is able to be provided
for many types of storage elements. For example, a block
storage device is able to include one or more file systems
that are each able to independently provide integrity pro-
tection. In some examples, one or more partitions or other
data groups are able to be created on a data storage
device, such as solid state memory, mechanical data
storage devices, any data storage devices, or combina-
tions of these. One or more file systems are then able to
be established on a data storage partition. In the following
description, the term file system is used to generally refer
to any data storage group that stores data of any form,
including but not limited to, data files, executable pro-
grams scripts, applications, or the like, access control
labels for other data stored on the same or different file
system, other data, or combinations of these. The term
file system as used herein is not limited to any particular
construct. For example, a file system may refer to one
block device, one partition, or a single storage structure,
although a file system may include multiple block devic-
es, multiple partitions, multiple storage structures, or
combinations of these, and multiple file systems are able
to reside on one block device, one partition, or a single
storage structure.
[0012] Some electronic devices are able to store or
modify data stored on file systems in their normal modes
of operations. For example, some electronic devices are
able to store configuration settings, photos, videos, and
even downloaded applications at various times while
those devices are operating. Configuration settings, pho-
tos, videos, other data, or combinations of these, are able
to be created, modified, otherwise altered, or combina-
tions of these, in some electronic devices by certain un-
privileged processes, such as processes associated with
regular user accounts. These unprivileged processes are
generally not suitable for operations at elevated privileg-
es which might allow changes to important aspects of
the electronic device’s operation. In general, user-gen-
erated or user-downloaded files are not able to be stored
on an integrity protected file-system. In such computing
systems, some data storage partitions are integrity pro-
tected and their access control labels can be trusted,
while other data storage partitions on the same device
are not integrity protected and hence files on those data
storage partitions should not be granted elevated privi-
leges based on their access control labels, whether or
not those access control labels are stored on the same
data storage partition or on a partition that does provide
integrity protection.
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[0013] A process executing on a device that has some
file systems that provide data integrity protection and oth-
er file systems that do not provide integrity protection
generally has no easy method to identify if a particular
file originates from an integrity protected file system or
not. In such a configuration, a privileged application may,
for example, mistakenly treat a file that is not on an in-
tegrity protected file system as having data integrity pro-
tection and thus rely on that file’s labels to determine
privileges or capabilities. In such a scenario, an applica-
tion or data that is stored on a file system that does not
provide data integrity protection may be executed at, or
used by an application with, elevated privileges or capa-
bilities.
[0014] The below described systems and methods de-
scribe computing systems that provide facilities that ef-
ficiently allow processes and applications, including us-
er-space applications, to identify whether or not the con-
tents of a file can be trusted for use or execution by proc-
esses with elevated privileges. These systems and meth-
ods allow, for example, an operating system kernel to
automatically reject an attempt to use various techniques
that are used to cause a computing device to use unau-
thorized files in conjunction with operations at elevated
privilege levels. These examples provide the ability to
determine the integrity of a file system without developer
effort or code modification to the user-space applications.
[0015] In an example, the below described systems
and methods provide a process to mount a specified file
system, where the file system mounting process supports
a specifiable option to mount the file system as a "trusted"
file system. In the following discussion, this option is re-
ferred to as a "trusted file system option." Prior to attempt-
ing to mount a trusted file system, such as at a time when
a system is first starting (e.g., booting) or when a device
with a file system is first presented to the system, the
integrity protection of file system is verified in some ex-
amples. The success or failure of verifying the integrity
protection of a particular file system is stored as a trust-
able file system indicator for that file system within a da-
tabase of trustable file systems. In an example, the da-
tabase of trustable file systems is maintained in volatile
memory and is not persisted across events such as the
device restarting, rebooting, or other similar events. The
trustable file system indicators stored in the database of
trustable file systems indicate that the integrity protection
of the respective file systems has been verified, thereby
allowing efficient confirmation of the integrity protection
of the file system and allowing reliance on the integrity
of the labels and files stored on that file system.
[0016] Setting up integrity protection for a file system
includes, in an example, verifying the integrity protection
for the file system is in place. In an example, verification
of the specified file system is performed by the operating
system kernel of the device, which verifies that the file
system is integrity protected. In an example, integrity pro-
tection of the file system is provided by using systems
such as dm-verity or similar approaches. In some exam-

ples, file system integrity may be provided by the oper-
ation of the file system itself. The integrity protection is
able to be verified in an example by determining that the
system performing the integrity protection is operating
on the file system and indicates that that the integrity of
the file system is being maintained.
[0017] Specifying the trusted file system option when
executing the file system mounting process for a speci-
fied file system causes the file system mounting process
to determine if the specified file system is marked as a
trustable file system in the database of trustable file sys-
tems that is maintained in volatile memory. In an exam-
ple, the database of trustable file systems stores a trust-
able file system indicator for each file system for which
integrity protection has been verified. If the specified file
system is marked as a trustable file system, the file sys-
tem mounting process honors the trusted file system op-
tion and proceeds with processing to mount the specified
file system as a trusted file system. Mounting a file system
as a trusted file system is also able to be subject to other
conditions imposed by other considerations, such as sys-
tem privilege restrictions, and the like. Because the in-
tegrity protection of the file system has been verified prior
to an ability to successfully mount the file system as a
trusted file system, the contents of the file system are
better assured to be unmodified and therefore can be
trusted for purposes of executing processes with elevat-
ed permissions or capabilities. If the file system mounting
process has the trusted file system option specified but
the database of trustable file systems does not indicate
that integrity protection of the specified file system has
been verified, then the request to mount the specified file
system as a trusted file system in one example is denied.
In further examples, other processing may occur such
as mounting the specified file system as though the trust-
ed file system option was not specified. File system
mounting requests that do not specify the trusted file sys-
tem option are performed in one example without exam-
ination of the database of trustable file systems.
[0018] In an example, when data on a file system is to
be used to support access to elevated privileges, the sta-
tus of the file system as being mounted as a trusted file
system is able to be used as a condition to use labels
stored on and associated with files on that file system,
other privilege information on that file system, data or
executable applications stored on that file system, or
combinations of these, to control access to or perform
privileged or otherwise restricted operations. A mounted
file system’s status as a trusted file system is able to be
indicated by any suitable technique. In an example, the
operating system stores the mounting options that were
specified when each file system was mounted, and the
operating system is able to examine these stored mount-
ing options to determine whether or not the mounting
command for a particular file system specified the trusted
file system option.
[0019] In general, the integrity layer for a file system is
able to be set up at any time that the processor is oper-
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ating. In order to successfully mount a file system with
the trusted file system option specified in one example,
the integrity protection for that file system is set up, and
the trustable file system indicator in the database of trust-
able file systems reflects that the integrity protection has
been set up prior to executing that mount request. An
attempt to mount a file system with the trusted file system
option specified but before the integrity protection for the
file system has been verified, and thus there is no indi-
cator that it is a trustable file system, generally results in
a denial to mount the file system as a trusted file system.
[0020] When a file system in one example is success-
fully mounted by a process with the option specifying that
the file system is a trusted file system, application binaries
stored on that specified file system with labels indicating
authorization for elevated privileges, capabilities, or both,
are able to execute with the capabilities, privileges, or
both, specified by those labels. In an example, when an
application attempts to perform defined operations that
require elevated privileges, the operating system checks
to see if the file system containing the file that is being
accessed was mounted with a command specifying that
the file system is to be mounted as a trusted file system.
If the file system was mounted by a command specifying
mounting the file system as a trusted file system, the
operation is allowed to proceed. If the mount command
did not specify mounting the file system as a trusted file
system, the operation is denied in an example.
[0021] In some examples, the option to mount a file
system as a trusted file system is also able to indicate
one or more allowed access types for which data stored
on its associated file system is authorized. In an example,
the option to mount a file system as a trusted file system
is able to indicate one or more of a number of different
allowed access types, and data on the file system is only
authorized for the types of allowed access that corre-
spond to the settings specified by the option to mount a
file system as a trusted file system. Examples of different
allowed access types that are able to be indicated by the
option to mount a file system as a trusted file system
include, but are not limited to, accessing data defining
kernel modules that are able to be loaded by the device,
accessing data defining scripts to be executed by the
device, executing binaries to be executed by the device,
accessing the data as shared libraries to be used by the
device, other types of accesses, or combinations of
these.
[0022] In an example, the option to mount a file system
as a trusted file system is able to indicate that data on its
associated file system is able to contain kernel modules
that can be loaded, but data on that file system is not
authorized to contain scripts or shared libraries that are
to be executed with elevated privileges. The option to
mount a file system as a trusted file system could also
indicate that data on the file system is able to contain
executable binaries that can be executed with elevated
privilege levels, but the data cannot contain scripts or
kernel modules that will be accepted by the device. In

some examples, the option to mount a file system as a
trusted file system is able to indicate multiple states, and
data on the associated file system is allowed to be ac-
cessed for any access type indicated by any state spec-
ified by the option to mount a file system as a trusted file
system.
[0023] In one example, the option to mount a file sys-
tem as a trusted file system for a file system or partition
storing an identified file is checked when: a process run-
ning as a privileged user attempts to execute a new binary
stored in the identified file, a process running as a privi-
leged user attempts to load a shared library stored in the
identified file, a process attempts to load a new kernel
module contained in the identified file, a script interpreter
stored on a trusted partition attempts to load and execute
the script contained in the identified file, or combinations
of these. These situations are provided as examples and
are not limiting. Examples of a process running as a priv-
ileged user in this context include, but are not limited to:
[0024] 1) An executing process associated with an ac-
count that has elevated privileges, such as a privileged
user or an account with a group ID indicating an ability
to execute with privileges. Examples of such processes
are processes with a UID equal to 0 on POSIX based
operating systems.
[0025] 2) A file or process that is specified to have, for
example, specific Linux capabilities enabled, including
but not limited to CAP_CHOWN,
CAP_DAC_OVERRIDE, CAP_DAC_READ_SEARCH,
CAP_FOWNER, CAP_MAC_ADMIN,
CAP_MAC_OVERRIDE, CAP_MKNOD, CAP_SETGID,
CAP_SETUID, CAP_SYS_ADMIN,
CAP_SYS_MODULE, CAP_SYS_PTRACE, and
CAP_SYS_RAWIO. It is noted that in the following de-
scription capabilities such as these are included in the
term privilege or elevated privilege.
[0026] 3) A process running with any one of the defined
SELinux contexts identified as privileged.
[0027] The above are examples only and are not lim-
iting. In general, a particular device is able to define any
condition, criteria, indications, other dependencies, or
combinations of these in order to restrict the use of data
stored in a particular data storage that is verified accord-
ing to the techniques described herein.
[0028] FIG. 1 illustrates a computing environment 100,
according to an example. The computing environment
100 depicts two electronic devices, a portable electronic
device 102 and a computer 104. In general, these elec-
tronic devices are used by individuals to perform various
functions. These electronic devices are examples of de-
vices that include data storage used to store applications,
user data, system data, other data, or combinations of
these. The illustrated electronic devices are only exam-
ples used to illustrate certain relevant aspects in this de-
scription and are not limiting. In general, a large variety
of any type of suitable electronic device is able to incor-
porate data storage and one or more processors that use
data stored in the data storage to perform restricted op-
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erations within the device. It is to be understood that the
systems and methods described herein are applicable
to any computing device that restricts some operations.
[0029] The depicted electronic devices are shown to
be able to perform electronic communications with each
other and with other devices (not shown) via a commu-
nications network 114. The portable electronic device
102 is in wireless communications with a wireless base
station 110 via a wireless link 112. A wireless base station
110 is depicted for ease of understanding and descrip-
tion, but is understood represent one or more wireless
communications systems. Examples of communications
system using a wireless base station 110 include long
range wireless communications such as cellular commu-
nications systems, wide area wireless network systems,
any other long range wireless communications system,
or combinations of these. The wireless base station 110
is also able to include one or more shorter range wireless
communications systems such as Wi-Fi®, Bluetooth®,
Near Field Communications (NFC), any other short range
system, or combinations of these.
[0030] The wireless base station 110 and the computer
104 are connected to a communications network 114.
Examples of the communications network 114 include,
but are not limited to, the Internet, data communications
networks connecting selected locations, any accessible
network, any data communications network, or combi-
nations of these. The computer 104 in the illustrated ex-
ample is connected to the communications network 114
by a first link 116. The wireless base station 110 in the
illustrated example is connected to the communications
network by a second link 118. The use of a simple link
in this illustration is for ease of understanding and expla-
nation, but it is understood that electronic devices and
wireless nodes, such as the computer 104, wireless base
station 110, other devices, or combinations of these, are
able to be connected to the communications network 114
by any suitable technique. Particular connections to the
communications network is able to be via, for example,
sub-networks that include one or more of wired connec-
tions or wireless connections.
[0031] FIG. 2 illustrates an electronic device block di-
agram 200, according to an example. The electronic de-
vice block diagram 200 includes a processor 202, a pro-
gram memory 230, a volatile memory 222, a first file sys-
tem 204, a second file system 206, a configuration file
208, and a signature authentication processor 220. The
electronic device block diagram 200 is a simplified block
diagram of any suitable electronic device that is able to
execute applications, use data, perform other operations,
or combinations of these, with data store in file storage.
[0032] In the illustrated example, the first file system
204 is a data storage that provides integrity protection.
The first file system 204 includes a signature 210. In var-
ious examples, the signature 210 is able to be stored in
any suitable location. For example, the signature 210 for
a particular file system is able to be stored in that partic-
ular file system itself, in another location, or in combina-

tions of these. In further examples, integrity protection is
able to be provided by any suitable technique which may
or may not include signature data or other data structures.
[0033] The first file system 204 in an example is used
to store executable applications, store configuration da-
ta, store other data, or combinations of these. The exe-
cutable applications, other data, or combinations of
these, that are stored in the first file system 204 are able
to be used to perform or support performing restricted
operations requiring elevated privileges. In various ex-
amples, the first file system is also able to store execut-
able applications, data, or combinations of these, that
are not used in conjunction with any elevated privileges
and for which verification would not necessarily be re-
quired. The integrity protection provided by the first file
system 204 allows applications, data, or combinations of
those, to be reliably identified, such as by access control
labels also stored in the first file system 204, as able to
be used in conjunction with elevated privileges.
[0034] The second file system 206 in this example
does not provide data integrity protection and does not
have a signature. In an example, the second file system
is used to store data by the operation of this electronic
device, such as data accumulated by the device, down-
loaded application, any other data, or combinations of
these.
[0035] The electronic device block diagram 200 in-
cludes a configuration file 208. In an example, configu-
ration file 208 stores configuration data for the electronic
device that includes which file systems are to be mount-
ed, and which file systems are to be mounted by a proc-
ess with the trusted file system option specified. In some
examples, the configuration file is able to include partic-
ular allowed access types that are to be specified when
mounting a file system as a trusted file system, as is
described in further detail below. The contents of the con-
figuration file 208 and the use of those contents is de-
scribed in further detail below.
[0036] The signature authentication processor 220 is
used, for example, to verify signatures file systems that
are attempted to be mounted as a trusted file system.
The signature authentication processor 220 performs de-
fined processing to, for example, verify the signature
based on a public key of the originator of the data, de-
termining that one or more hash values stored in the sig-
nature 210 of the first file system 204 matches hash val-
ues for the data currently stored in that file system, other
operations, or combinations of these.
[0037] The volatile memory 222 in an example stores
a trustable file system database 224. The trustable file
system database 224, as is described below, includes
data indicating successful verification of integrity protec-
tion for particular file systems. In an example, as de-
scribed below, file system integrity is set up and verified
for a particular file system when the file system is first
encountered while the processor 202 is operating, such
as during start up, system booting, when a device storing
the file system is first connected or accessed by the proc-
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essor 202 such as via an iSCSI or other connection, at
other times, or during combinations of these. The trust-
able file system database 224 in an example has an entry
identifying each file system for which integrity protection
has been verified. In an example, the trustable file system
database 224 is stored in volatile memory and this data
is not retained during one or more events such as the
device shutting down, rebooting, other events, or com-
binations of these. In an example, access to the volatile
memory 222 storing the trustable file system database
224 is restricted to privileged operations associated with
verifying integrity protection of storage devices and
mounting trusted file systems.
[0038] The illustrated program memory 230 depicts
software components used in the implementation of the
below described processing examples. The program
memory 230 is able to be any suitable program storage.
The depicted program memory 230 stores data that de-
fine executable applications that include an integrity pro-
tection setup process 231, a file system mounting proc-
ess 232 and a data access control process 234. In various
examples, the program memory is able to store data de-
fining any other programs that are executed by the proc-
essor 202.
[0039] The integrity protection setup process 231 is a
process that in one example operates prior to mounting
of a file system and verifies the integrity protection of a
file system. In one example, the integrity protection setup
process 231 sets the value for a file system in the trust-
able file system database 224 based on verification of
the integrity protection of that file system. The file system
mounting process 232 is a process that mounts a spec-
ified file system. In an example, the file system mounting
process 232 supports specifying a trusted file system op-
tion, as is described in detail below, which causes the
contents of the trustable file system database 224 to be
examined prior to mounting the file system and condi-
tioning the mounting of the file system based on that data.
[0040] The program memory further depicts a data ac-
cess control process 234. The data access control proc-
ess 234 in an example receives commands to access
data in a file system. In some examples, the data access
control process 234 receives commands to access in-
tegrity protected data, such as is described above as
being stored on file system A 204. In an example, access
to data on a file system for which integrity protection has
been verified is conditioned on verifying that the file sys-
tem was mounted with a command specifying mounting
the file system as a trusted file system. In some exam-
ples, accessing data by a process executing with elevat-
ed privileges causes the data access control process 234
to verify that the file system storing requested data was
mounted by a command specifying that the file system
is mounted as a trusted file system. In some examples,
the data access control process 234 is able to receive,
along with a request to access data, a specification that
the data is integrity protected data and that the integrity
protection for that data is to be verified. Accessing data

for which integrity protection is to be verified in some
examples causes the data access control process 234
to verify that the requested data is stored on a file system
that was mounted with a mounting command that spec-
ified the file system to be mounted as a trusted file system.
As described above, a file system mounting command
that specifies mounting the file system as a trusted file
system conditions the mounting on the contents of the
trustable file system database 224 for that file system,
which reflects the verification of integrity protection for
that file system. Based on verifying that the file system
storing the requested data was mounted with a mounting
command specifying that the file system is to be mounted
as a trusted file system, the data access control process
234 either accesses the data or avoids access of the
data, as is described in further detail below.
[0041] FIG. 3 illustrates a file system list 300, according
to an example. The file system list 300 is an example of
data stored within the configuration file 208 described
above. In various examples, the configuration file 208 is
able to store other types of information concerning the
configuration of a particular device. The file system list
300 in an example specifies which file systems are able
to be mounted by a device. In some examples, file sys-
tems listed in the file system list 300 are mounted at spe-
cific times, such as when a device first powers up, boot,
reboots, when other events occur, or upon combinations
of these events. In an example, some or all of the file
systems listed in the file system list 300 are able to be
automatically mounted when a device first starts or re-
boots. In some examples, commands to mount a partic-
ular file system while a device is operating examine the
file system list 300 to determine options for mounting the
particular file system.
[0042] The file system list 300 in the illustrated example
is able to specify for each listed file system whether the
trusted file system option is to be specified when that
particular file system is to be mounted. The file system
list 300 further depicts specifications of allowed access
types for which particular file systems may be mounted.
In an example, an indication that the trusted file system
option is to be specified when a particular file system is
to be mounted causes the mounting process to examine
the contents of the trustable file system database 224
and to condition the mounting of the file system based
on the contents of the examine the contents of the trust-
able file system database 224. File systems listed in the
file system list 300 that are not specified to be mounted
with the trusted file system option are generally able to
be mounted normally. In an example, the mounting proc-
ess does no checking of the contents of the trustable file
system database 224 for file system that are mounted
without the trusted file system option specified, and there-
fore labels or other indicia associated with files on those
file systems should not be relied upon to grant access
to, or allow the use of those files to support, execution at
elevated privilege or capability levels. In some examples,
processes operating with elevated privileges or capabil-
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ities are not allowed to access data stored on file systems
that were mounted without the trusted file system option
specified.
[0043] The file system list 300 has a number of rows
with one row specifying information about a particular file
system. The file system list 300 has a first row 310, which
specifies information about "File System A," a second
row 312, which specifies information about "File System
B," and a second row 314, which specifies information
about "File System C." The illustrated file system list 300
includes two columns, a file system name column 302,
and a trusted file system option column 304. Each row
of the file system name column 302 includes an identifi-
cation of the file system associated with that row. The
illustrated example indicates "File System A," File Sys-
tem B," and "File System C," respectively for ease of un-
derstanding and explanation. In various examples, the
file system names are able to be any suitable identifier
understood by a processor to identify the file system.
[0044] The trusted file system option column 304 of
the illustrated file system list 300 has a respective entry
to indicate if the file system in that row is to be mounted
by a process with the trusted file system option specified.
In the illustrated example, the trusted file system option
column 304 further specifies allowed access types that
are to be specified in the trusted file system option. In
the illustrated example, the first row 310 specifies "file
system A" 320 as the file system name, and the value of
"all" 322 in the trusted file system option column 304. The
value of "all" 322 in the file system option column 304
indicates that the trusted file system option is to be spec-
ified by the mounting command, and that all access types
are to be allowed. The second row 312 specifies "file
system B" 330 as the file system name, and the value of
"none" 332 in the trusted file system option column 304.
The value of "none" 332 in the file system option column
304 in this example indicates that the trusted file system
option is not to be specified by the mounting command.
The third row 316 specifies "file system C" 340 as the file
system name, and the value of a "list of allowed opera-
tions" 342 specified in the trusted file system option col-
umn 304. The "list of allowed operations" 342 in some
examples is a list of allowed access types that are allowed
for the particular mounted file system, such as allowing
data on the file system to be used as kernel modules, as
scripts to be executed with elevated privileges, any other
access type, or combinations of these. The "list of allowed
operations" 342 in the file system option column 304 in-
dicates that the trusted file system option is to be spec-
ified by the mounting command, and that the listed ac-
cess types are to be allowed. In an example, accessing
data by processes executing with elevated privileges will
proceed for "file system A" and "file system C" if they are
successfully mounted because those file systems are
specified to be mounted with the trusted file system op-
tion. Accessing data stored on "file system B" by process-
ing executing with elevated privileges in one example will
be denied because it was not mounted with the trusted

file system option.
[0045] The illustrated file system list 300 has a trusted
file option column 304 that specifies allowed access
types to be permitted for data on the file system. In further
examples, the trusted file system option column 304 is
able to specify Boolean values such as true/false, yes/no,
or other similar entries. Specifying a Boolean value of
"true" or its equivalent in one example is similar to spec-
ifying "all" and allows the data on the file system to be
used for any purpose subject to other operating system
constraints. Specifying a Boolean value of "false" or its
equivalent causes the file mounting command to not
specify the trusted file system option.
[0046] The illustrated file system list 300 depicts a
trusted file system option column 304, in some examples
a file system list is able to allow a number of mounting
options to be specified for the file system associated with
that line. In some examples, options such as an option
"ro" specifying the file system is to be mounted as read-
only, the option "rw" specifying that the file system is to
be mounted as read/write, other options that specify cer-
tain operating characteristics for the file system, or com-
binations of these. In these examples, the available list
of options is also able to include an option such as "trust-
ed" that specifies the trusted file system option is to be
specified when the file system is mounted.
[0047] FIG. 4. Illustrates a file system integrity protec-
tion setup process 400, according to one example. The
file system integrity protection set up process 400 is an
example of an integrity protection setup process 231, de-
scribed above. A processor 202 executing the file system
integrity protection setup process 400 is an example of
an integrity protection verification processor.
[0048] The file system integrity protection setup proc-
ess 400 in an example is executed when a file system is
first encountered after a processor starts operating, such
as during a device start up process, a booting process,
when a file system is first encountered such as when a
device is connected to an already operating processor,
first connected via an iSCSI connection during execution,
at other times, or at combinations of these. The file sys-
tem integrity protection set up process 400 in an example
is executed after the processor starts execution and the
data stored by the file system integrity protection set up
process 400 is not retained after one or more events that
include, but are not limited to, the processor stops or
shuts down, the device resets or otherwise stops oper-
ating, other events, or combinations of these.
[0049] In general, the file system integrity protection
set up process 400 is able to be executed at any time.
Not executing the file system integrity protection set up
process 400 prior to a request to mount a file system with
the trusted file system option specified in some examples
will cause the mount request to be denied. In general,
the file system integrity protection set up process 400 is
executed prior to mount requests for a file system that
specifies the trusted file system option.
[0050] The file system integrity protection set up proc-
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ess 400 begins by setting up, at 402, file system integrity
layer, at 402. In an example, the file system integrity layer
is set up by a system, such as dm-verity, that verifies
stored hash values with hash values of data currently
stored in the file system, as is described above. In some
examples, file system integrity is able to be provided by
any technique, such as by the operation of the file system
itself, by other processing, or combinations of these.
[0051] A determination is then made, at 404, if the in-
tegrity protection on the file system is successfully veri-
fied. If the integrity protection is successfully verified, that
file system is marked, at 408, as trustable. In an example,
the particular file system is marked as trustable by placing
an entry into the trustable file system database 224 de-
scribed above. If the integrity protection is not success-
fully verified, the file system is not marked as trustable,
at 406. In an example, a particular file system is not
marked as trustable by merely not placing an entry for
that particular file system into the trustable file system
database 224. In further examples, not marking the par-
ticular file system as trustable is able to include storing
other indicators associated with the particular file system
to reflect that the integrity protection of that particular file
system was not successfully verified. The file system in-
tegrity protection set up process 400 then ends.
[0052] FIG. 5. Illustrates a file system mounting proc-
ess 500, according to one example. The file system
mounting process 500 is an example of a file system
mounting process, such as is defined by the file system
mounting process 232 described above, that is able to
have an option specified that the file system is to be
mounted as a "trusted" file system. A processor 202 ex-
ecuting the file system mounting process 500 is an ex-
ample of a file mounting processor. The file system
mounting processing 500 determines if the trusted file
system mounting option was specified, determines if the
specified file system has been marked as a trustable file
system, and proceeds with the mounting process or re-
jects the mounting request based on determination that
the file system was marked as a trustable file system.
[0053] The file system mounting process 500 begins
by executing, at 502, a command to mount a particular
file system. In various examples, a file system mounting
command is able to be executed based upon an auto-
matic configuration specifying mounting of a file system
upon start up or reboot of a device, based on receiving
a command to mount the file system while the device is
operating, based on any event, or based on combinations
of these.
[0054] The file system mounting process 500 deter-
mines, at 504, if the trusted file system option is specified
for the file system to be mounted. The trusted file system
option is able to be specified in any suitable manner. For
example, a file system mounting command is able to be
executed with a command option specifying that the file
system is to be mounted as a trusted file system. In var-
ious examples, the option specifying that the file system
is to be mounted as a trusted file system is able to be

specified as a Boolean value, or the option is able to
specify one or more types of allowed accesses that are
to be allowed for the mounted file system.
[0055] If it is determined, at 504, that the trusted file
system option is not specified, the file system mounting
process 500 proceeds with the file system mounting pro-
cedure, at 508. In this example, the file system is not
mounted as a trusted file system because the option to
do so was not specified. The file system mounting pro-
cedure 508 in an example is a conventional file system
mounting procedure that is subject to various conditions
and privileges. The file system mounting process 500
then ends.
[0056] Returning to determining, at 504, if the trusted
file system option is specified, a determination is made,
at 506, as to whether the specified file system is marked
as a trustable file system. In an example, this determi-
nation is based on determining that the specified file sys-
tem has an indication in the trustable file system database
224. If the file system is not determined to be marked as
a trustable file system, the file system mounting process
500 in one example rejects the file system mounting re-
quest, at 510. In other examples, the other actions are
able to be taken, such as mounting the specified file sys-
tem as though the trusted file system option was not spec-
ified.
[0057] Returning to determining, at 506, if it is deter-
mined that the specified file system is marked as a trust-
able file system, such as by having an entry in the trust-
able file system database 224 described above, the file
system mounting process 500 in one example mounts
the file system, at 508. In an example, the mount options
used to mount the file system are stored and can be later
examined to determine if the file system was mounted
with the trusted file system option specified. The file sys-
tem mounting process 500 then ends.
[0058] FIG. 6 illustrates a data access process 600,
according to an example. The data access process 600
is an example of a process, such as the data access
control process 234 described above, that is able to be
performed by any process, including processes with or
without elevated privileges, to ensure that data to be ac-
cessed by a process with elevated privileges is stored in
a file system that was mounted with the trusted file system
option. A processor 202 executing the data access proc-
ess 600 is an example of a data access control processor.
In one example, a similar process is able to be made
available to any process via a user space Application
Program Interface (API) which conditions accessing the
data based on whether the file system was mounted as
a trusted file system.
[0059] The data access process 600 in an example is
executed whenever a request is received to access data.
In addition to retrieving data stored on the file system,
further examples of accessing such data include, but are
not limited to, executing a process, application, execut-
able procedure, any processing, or combinations of
these, at elevated privileges levels, with certain capabil-
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ities, with an ability relative to any restrictions, or combi-
nations of these. The data access process 600 in an ex-
ample verifies that the requested data, which in an ex-
ample is able to define a process, other executable ob-
ject, or data, is stored on a file system that was mounted
with a mounting command that specified the trusted file
system option. As discussed above, a file system that
was successfully mounted with a command specifying
the trusted file system option has had its integrity protec-
tion verified. This verifying of the integrity protection for
the file system storing the requested data enhances the
trust that that the data, and therefore the application or
other data, has not been modified.
[0060] The data access process 600 begins by receiv-
ing, at 602, a request to access data, such as to execute
or load the data, from a file system. Requests to access
data are able to be in any form. In some examples, any
process is able to request access data by using a special
Application Program Interface (API) that performs the be-
low described verifications.
[0061] The data access process 600 proceeds to de-
termine, at 604, if the process requesting to execute or
load the data is executing with elevated privileges. If the
process in not executing with elevated privileges, the ac-
cess is permitted, at 608. In some examples, accessing
data is able to also be conditioned upon other restrictions,
such as operating system privileges and access rights,
other conditions, or combinations of these.
[0062] If it is determined that the process requesting
access to the data is operating with elevated privileges,
a determination is made, at 606, as to whether the file
system on which the requested data is stored was mount-
ed with a command that specified the file system to be
mounted as a trusted file system. Whether or not a file
system was mounted by a command specifying that the
file system is to be mounted as a trusted file system is
able to be determined by any suitable technique. For ex-
ample, the operating system is able to store the options
used to mount a particular file system, and those stored
options are able to be examined to determine if the file
system was mounted with the trusted file system option.
[0063] If it is determined, at 606, that the file system
was mounted with the trusted file system option, access
to the requested data is permitted, at 608. In some ex-
amples, access to the requested data is conditioned upon
other restrictions, such as operating system privileges
and access rights, other conditions, or combinations of
these.
[0064] If it is determined, however, at 606 that the file
system storing the requested data was not mounted with
the trusted file system option, the data access process
600 denies the access, at 610. In various examples, de-
nying the access to the requested data is able to include,
but is not limited to, not accessing the data at all, access-
ing the data but providing a notification to the requesting
process that the integrity protection of that data has not
been verified, returning an indication that the data is no
longer trusted because its integrity protection cannot be

verified, performing other operations other than would be
performed if the integrity protection were verified, or com-
binations of these. After proceeding with permitting the
access, or after denying the access, the data access
process 600 then ends.
[0065] As described above, the mounting option to
specify mounting the file system as a trusted file system
is also able to include specifications of at least one al-
lowed access type that are authorized for that file system.
In further examples, the command to mount the file sys-
tem is able to specify multiple allowed access types. In
such examples, the determination, at 606, as to whether
the file system is mounted as a trusted file system is also
able to determine a requested access type correspond-
ing to the requested access, and if the file system was
mounted with an option specifying that the file system is
to be mounted as a trusted file system with an allowed
access type corresponding to the requested access type
for this data. If the file system was mounted as a trusted
file system and the requested access type was specified
when the file system was mounted as a trusted file sys-
tem, the access is permitted, at 608. If the file system
was not mounted as a trusted file system, or if the file
system was mounted as a trusted file system but where
the requested access type does not correspond to an
allowed access type specified when the file system was
mounted, the access is denied, at 608.
[0066] FIG. 7 is a block diagram of an electronic device
and associated components 700 in which the systems
and methods disclosed herein may be implemented. In
various examples, the electronic device 752 is able to be
an example of the above described portable electronic
device 102, which is an example of a wireless two-way
communication device with voice, text chat, and data
communication capabilities. Such electronic devices
communicate with a wireless voice, text chat, or data
network 750 using a suitable wireless communications
protocol. Wireless voice communications are performed
using either an analog or digital wireless communication
channel. Data communications allow the electronic de-
vice 752 to communicate with other computer systems
via the Internet. Examples of electronic devices that are
able to incorporate the above described systems and
methods include, for example, a data messaging device,
a two-way pager, a cellular telephone with text and data
messaging capabilities, a wireless Internet appliance or
a data communication device that may or may not include
telephony capabilities.
[0067] The illustrated electronic device 752 is an ex-
ample electronic device that includes two-way wireless
communications functions. Such electronic devices in-
corporate communication subsystem elements such as
a wireless transmitter 710, a wireless receiver 712, and
associated components such as one or more antenna
elements 714 and 716. A digital signal processor (DSP)
708 performs processing to extract data from received
wireless signals and to generate signals to be transmit-
ted. The particular design of the communication subsys-
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tem is dependent upon the communication network and
associated wireless communications protocols with
which the device is intended to operate.
[0068] The electronic device 752 includes a microproc-
essor 702 that controls the overall operation of the elec-
tronic device 752. The microprocessor 702 interacts with
the above described communications subsystem ele-
ments and also interacts with other device subsystems.
In various examples, the electronic device 752 is able to
include one or more of various components such as a
data storage 706, random access memory (RAM) 704,
auxiliary input/output (I/O) device 738, data port 728, dis-
play 734, keyboard 736, earpiece 732, audio sound re-
production system 770, microphone 730, a short-range
communications subsystem 720, a power subsystem
722, other subsystems, or combinations of these.
[0069] One or more power storage or supply elements,
such as a battery 724, are connected to a power subsys-
tem 722 to provide power to the circuits of the electronic
device 752. The power subsystem 722 includes power
distribution circuitry for providing power to the electronic
device 752 and also contains battery charging circuitry
to manage recharging the battery 724 (or circuitry to re-
plenish power to another power storage element). The
power subsystem 722 receives electrical power from ex-
ternal power supply 754. The power subsystem 722 is
able to be connected to the external power supply 754
through a dedicated external power connector (not
shown) or through power connections within the data port
728. The power subsystem 722 includes a battery mon-
itoring circuit that is operable to provide a status of one
or more battery status indicators, such as remaining ca-
pacity, temperature, voltage, electrical current consump-
tion, and the like, to various components of the electronic
device 752.
[0070] The data port 728 is able to support data com-
munications between the electronic device 752 and other
devices through various modes of data communications,
such as high speed data transfers over an optical com-
munications circuits. Data port 728 is able to support
communications with, for example, an external computer
or other device. In some examples, the data port 728 is
able to include electrical power connections to provide
externally provided electrical power to the electronic de-
vice 752, deliver electrical power from the electronic de-
vice 752 to other externally connected devices, or both.
Data port 728 of, for example, an electronic accessory
is able to provide power to an electronic circuit, such as
microprocessor 702, and support exchanging data be-
tween the microprocessor 702 and a remote electronic
device that is connected through the data port 728.
[0071] Data communication through data port 728 en-
ables a user to set preferences through the external de-
vice or through a software application and extends the
capabilities of the device by enabling information or soft-
ware exchange through direct connections between the
electronic device 752 and external data sources rather
than via a wireless data communication network. In ad-

dition to data communication, the data port 728 provides
power to the power subsystem 722 to charge the battery
724 or to supply power to the electronic circuits, such as
microprocessor 702, of the electronic device 752.
[0072] Operating system software used by the micro-
processor 702 is stored in data storage 706. Examples
of data storage 706 are able to include, for example, flash
memory, magnetic based storage devices, other volatile
or non-volatile data store elements, or the like. The data
storage 706 is an example is able to include the above
described program memory 230. The data storage 706
in an example is able to include file systems, such as file
system A 204 discussed above, that provide integrity pro-
tection. Some examples are able to use data storage 706
that includes a battery backed-up RAM or other non-vol-
atile storage data elements to store operating systems,
other executable programs, or both. The operating sys-
tem software, device application software, or parts there-
of, are able to be temporarily loaded into volatile data
storage such as RAM 704. Data received via wireless
communication signals or through wired communications
are also able to be stored to RAM 704. The microproc-
essor 702 in some examples includes a component, such
as is able to be defined in data storage 706 in one ex-
ample, that include the processes described above that
are stored in the program memory 230.
[0073] The microprocessor 702, in addition to its op-
erating system functions, is able to execute software ap-
plications on the electronic device 752. A set of applica-
tions that control basic device operations, including at
least data and voice communication applications, is able
to be installed on the electronic device 752 during man-
ufacture. In an example, programs and other data used
to support the processes described above are able to be
installed in the memory of the electronic device 752. Fur-
ther examples of applications that are able to be loaded
onto the device may be a personal information manager
(PIM) application having the ability to organize and man-
age data items relating to the device user, such as, but
not limited to, e-mail, calendar events, voice mails, ap-
pointments, and task items.
[0074] Further applications may also be loaded onto
the electronic device 752 through, for example, the wire-
less network 750, an auxiliary I/O device 738, Data port
728, short-range communications subsystem 720, or any
combination of these interfaces. Such applications are
then able to be installed by a user in the RAM 704 or a
non-volatile store for execution by the microprocessor
702.
[0075] In a data communication mode, a received sig-
nal such as a text message or web page download is
processed by the communication subsystem, including
wireless receiver 712 and wireless transmitter 710, and
communicated data is provided the microprocessor 702,
which is able to further process the received data. In
some examples, the electronic device 752 includes a dis-
play, output ports, or combinations of these. In such ex-
amples, the received data is able to be processed for
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output to the display 734, or alternatively, to an auxiliary
I/O device 738 or the Data port 728. In examples of the
electronic device 752 that include a keyboard 736 or other
similar input facilities, a user of the electronic device 752
may also compose data items, such as e-mail messages,
using the keyboard 736, which is able to include a com-
plete alphanumeric keyboard or a telephone-type key-
pad, in conjunction with the display 734 and possibly an
auxiliary I/O device 738. Such composed items are then
able to be transmitted over a communication network
through the communication subsystem.
[0076] For voice communications, overall operation of
the electronic device 752 is substantially similar, except
that received signals are generally provided to an ear-
piece 732 and signals for transmission are generally pro-
duced by a microphone 730. Alternative voice or audio
I/O subsystems, such as a voice message recording sub-
system, may also be implemented on the electronic de-
vice 752. Although voice or audio signal output is gener-
ally accomplished primarily through the earpiece 732, in
examples of electronic devices 752 that include a display
734, the display 734 may also be used to provide an
indication of the identity of a calling party, the duration of
a voice call, or other voice call related information, for
example.
[0077] Depending on conditions or statuses of the elec-
tronic device 752, one or more particular functions asso-
ciated with a subsystem circuit may be disabled, or an
entire subsystem circuit may be disabled. For example,
if the battery temperature is low, then voice functions may
be disabled, but data communications, such as e-mail,
may still be enabled over the communication subsystem.
[0078] A short-range communications subsystem 720
provides for data communication between the electronic
device 752 and different systems or devices, which need
not necessarily be similar devices. For example, the
short-range communications subsystem 720 includes an
infrared device and associated circuits and components
or a Radio Frequency based communication module
such as one supporting Bluetooth® communications, to
provide for communication with similarly-enabled sys-
tems and devices, including the data file transfer com-
munications described above. The short-range commu-
nications subsystem is also able to include one or more
of components to support communications over wireless
links such as Wi-Fi®, Near Field Communications (NFC),
any other short range link, or combinations of these
[0079] A media reader 760 is able to be connected to
an auxiliary I/O device 738 to allow, for example, loading
computer readable program code of a computer program
product into the electronic device 752 for storage into
flash memory 706. One example of a media reader 760
is an optical drive such as a CD/DVD drive, which may
be used to store data to and read data from a computer
readable medium or storage product such as computer
readable storage media 762. Examples of suitable com-
puter readable storage media include optical storage me-
dia such as a CD or DVD, magnetic media, or any other

suitable data storage device. Media reader 760 is alter-
natively able to be connected to the electronic device
through the Data port 728 or computer readable program
code is alternatively able to be provided to the electronic
device 752 through the wireless network 750.

Information Processing System

[0080] The present subject matter can be realized in
hardware, software, or a combination of hardware and
software. A system can be realized in a centralized fash-
ion in one computer system, or in a distributed fashion
where different elements are spread across several in-
terconnected computer systems. Any kind of computer
system - or other apparatus adapted for carrying out the
methods described herein - is suitable. A typical combi-
nation of hardware and software could be a general pur-
pose computer system with a computer program that,
when being loaded and executed, controls the computer
system such that it carries out the methods described
herein.
[0081] The present subject matter can also be embed-
ded in a computer program product, which comprises all
the features enabling the implementation of the methods
described herein, and which - when loaded in a computer
system - is able to carry out these methods. Computer
program in the present context means any expression,
in any language, code or notation, of a set of instructions
intended to cause a system having an information
processing capability to perform a particular function ei-
ther directly or after either or both of the following a) con-
version to another language, code or, notation; and b)
reproduction in a different material form.
[0082] Each computer system may include, inter alia,
one or more computers and at least a computer readable
medium allowing a computer to read data, instructions,
messages or message packets, and other computer
readable information from the computer readable medi-
um. The computer readable medium may include non-
transitory computer readable storage medium embody-
ing non-volatile memory, such as read-only memory
(ROM), flash memory, disk drive memory, CD-ROM, and
other permanent storage. Additionally, a computer me-
dium may include volatile storage such as RAM, buffers,
cache memory, and network circuits. Furthermore, the
computer readable medium may comprise computer
readable information in a transitory state medium such
as a network link and/or a network interface, including a
wired network or a wireless network, that allow a com-
puter to read such computer readable information.

Non-Limiting Examples

[0083] Although specific embodiments of the subject
matter have been disclosed, those having ordinary skill
in the art will understand that changes can be made to
the specific embodiments without departing from the spir-
it and scope of the disclosed subject matter. The scope
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of the disclosure is not to be restricted, therefore, to the
specific embodiments, and it is intended that the append-
ed claims cover any and all such applications, modifica-
tions, and embodiments within the scope of the present
disclosure.

Claims

1. A method, comprising:

receiving a command on a processor to mount
a specified file system (502), the command
specifying mounting the specified file system as
a trusted file system (504); and
determining, based on the receiving, that the
specified file system is marked as a trustable file
system (506), the specified file system being
marked as a trustable file system based on ver-
ifying integrity protection for the specified file
system (404,408); and
mounting, based on receiving the command and
based on determining that the specified file sys-
tem is marked as a trustable file system (508),
the specified file system as a trusted file system.

2. The method of claim 1, further comprising:

receiving a command to access data on the
specified file system (602);
determining, based on receiving the command,
that the mounting of the specified file system
specified mounting as a trusted file system
(606);
accessing the data based on determining that
the mounting specified mounting as a trusted
file system (608); and
avoiding access of the data based on determin-
ing that the mounting did not specify mounting
as a trusted file system (610).

3. The method of claim 2, where the command to ac-
cess data comprises a command to execute a proc-
ess with an elevated privilege, where the process is
defined by the data (602, 604).

4. The method of any of claim 2, or 3, where the com-
mand to access data comprises a command to re-
trieve the data (602, 604).

5. The method of any of claim 2, 3, or 4, wherein the
command to mount the specified file system further
specifies at least one allowed access type from with-
in a plurality of access types, each allowed access
type within the plurality of access types indicating an
access type authorized for data on the specified file
system, and wherein the method further comprises:

determining a requested access type corre-
sponding to the command to access the data,
and
wherein accessing the data is further based on
the requested access type corresponding to at
least one of the allowed access types.

6. The method of claim 5, wherein the command to
mount the specified file system specifies a plurality
of allowed access types, and
wherein accessing the data is further based on the
requested access type corresponding to an allowed
access type within the plurality of allowed access
types.

7. The method of any preceding claim, further compris-
ing maintaining a set of trustable file system indica-
tors (224) comprising a respective trustable file sys-
tem indicator that is associated with each respective
file system for which integrity protection has been
verified, the respective trustable file system indicator
reflecting the marking of its associated file system
as a trustable file system.

8. The method of claim 7, wherein the set of trustable
file system indicators is stored in volatile memory
(222).

9. The method of any preceding claim, further compris-
ing:

determining, from among a plurality of file sys-
tems (204, 206), the specified file system as a
file system to mount as a trusted file system; and
initiating, based on determining the specified file
system, the command to mount the specified file
system as a trusted file system.

10. The method of claim 9, further comprising storing
configuration data (208, 300) for a plurality of file
systems, the plurality of file systems comprising the
specified file system, and
wherein the determining the specified file system is
based on the configuration data.

11. A device (200), comprising:

a processor (202);
a memory (222, 230) coupled to the processor;
a data storage (204, 206), coupled to the proc-
essor, the data storage comprising at least one
file system; and
a file system mounting processor (232) coupled
to the processor and memory, and a data access
control processor (234), coupled to the proces-
sor and memory, the file system mounting proc-
essor and data access control processor, when
operating, being configured to carry out the
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method of any preceding claim.

12. A computer program which when executed on a
computing device is configured to carry out the meth-
od of any one of claims 1 to 10.
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