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PATH

(57) Techniques are described for enhancements to
Protocol Independent Multicast (PIM) to support multi-
cast only fast re-route (MoFRR) over a remote loop free
alternate (RLFA) backup path in a network. This disclo-
sure describes a modified PIM control message having
a new PIM message type and an additional field to indi-
cate an address of a RLFA network device in the RLFA
backup path. According to techniques of this disclosure,
network devices along the RLFA backup path are con-
figured to forward the modified PIM control message to-
ward the RLFA network device instead of toward a source
of a requested multicast group. When the RLFA network
device receives the modified PIM control message, the
RLFA network device is configured to forward a conven-
tional PIM control message towards the source of the
requested multicast group. In this way, PIM can be used
to provide MoFRR over a RLFA backup path.
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Description

TECHNICAL FIELD

[0001] The invention relates to computer networks
and, more particularly, to distribution of multicast traffic
over computer networks.

BACKGROUND

[0002] A computer network is a collection of intercon-
nected computing devices that exchange data and share
resources. In a packet-based network the computing de-
vices communicate data by dividing the data into small
blocks called packets. Certain devices within the net-
work, such as routers and switches, maintain routing
and/or forwarding information that describe paths
through the network. In this way, the packets may be
individually transmitted across the network from a source
device to a destination device. The destination device
extracts the data from the packets and assembles the
data into its original form. Dividing the data into packets
enables the source device to resend only those individual
packets that may be lost during transmission.
[0003] Examples of computer networks include enter-
prise networks, branch networks, service provider net-
works, home networks, virtual private networks (VPNs),
local area network (LANs), virtual LANs (VLANs) and the
like. In any case, the computer networks may enable re-
motely located sources and receivers to share data. In
some cases, the computer network may be configured
to support multicast traffic, such as Internet Protocol Tel-
evision (IPTV), desktop conferences, corporate broad-
casts, music and video web casts, and other forms of
multimedia content. For example, the computer network
may utilize protocol independent multicast (PIM) as a
multicast routing protocol to build distribution trees
through the computer network for the transmission of
multicast traffic from sources to receivers or subscriber
devices for particular multicast groups. PIM may operate
in several different modes, including Dense Mode (DM),
Sparse Mode (SM) in Source-Specific Multicast (SSM)
mode or Any Source Multicast (ASM) mode, and Bidirec-
tional (BIDIR) mode.

SUMMARY

[0004] The invention is defined in the appended claims.
[0005] In general, this disclosure describes enhance-
ments to Protocol Independent Multicast (PIM) to support
multicast only fast re-route (MoFRR) over a remote loop
free alternate (RLFA) backup path in a network. A net-
work device configured with MoFRR calculates both a
primary path and a backup path in a network to provide
resilience, and performs a switchover to the backup path
in the case of a failure in the primary path. In some cases,
the backup path may be a RLFA backup path that directs
traffic to a remote node (i.e., a node that is not a direct

neighbor of the network device) to avoid unicast traffic
looping in the backup path. If PIM is used to signal the
RLFA backup path, however, multicast join looping may
occur in the backup path and, in some cases, the backup
path may not be established.
[0006] This disclosure describes a modified PIM con-
trol message having a new PIM message type and an
additional field to indicate an address of a RLFA network
device. According to techniques of this disclosure, net-
work devices along the RLFA backup path are configured
to forward the modified PIM control message toward the
RLFA network device instead of toward a source of a
requested multicast group. When the RLFA network de-
vice receives the modified PIM control message, the RL-
FA network device is configured to forward a convention-
al PIM control message towards the source of the re-
quested multicast group. In this way, PIM can be used
to support MoFRR over a RLFA backup path.
[0007] In one example, this disclosure is directed to a
method comprising receiving, by a network device con-
figured with multicast only fast re-route (MoFRR), a join
request initiated by one or more receivers for a multicast
group; sending, by the network device, a first protocol
independent multicast (PIM) control message including
the join request to a first upstream network device along
a primary path toward a source of the multicast group;
sending, by the network device, a second PIM control
message including the join request to a second upstream
network device along a remote loop-free alternate (RL-
FA) backup path toward a RLFA network device, the sec-
ond PIM control message further including a different PIM
message type than the first PIM control message and an
address of the RLFA network device; receiving, by the
network device from the source of the multicast group,
multicast data packets for the multicast group on at least
one of the primary path or the RLFA backup path; and
forwarding, by the network device toward the one or more
receivers, the multicast data packets for the multicast
group.
[0008] In another example, this disclosure is directed
to a network device comprising a routing engine config-
ured to receive a join request for a multicast group from
one or more receivers, send a first protocol independent
multicast (PIM) control message including the join re-
quest to a first upstream network device along a primary
path toward a source of the multicast group, and, wherein
the network device is configured with multicast only fast
re-route (MoFRR), send a second PIM control message
including the join request to a second upstream network
device along a remote loop-free alternate (RLFA) backup
path toward a RLFA network device, the second PIM
control message further including a different PIM mes-
sage type than the first PIM control message and an ad-
dress of the RLFA network device. The network device
also comprises a forwarding engine configured to re-
ceive, from the source of the multicast group, multicast
data packets for the multicast group on at least one of
the primary path or the RLFA backup path, and forward
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the multicast data packets for the multicast group toward
the one or more receivers.
[0009] In a further example, this disclosure is directed
to a method comprising receiving, by a network device
from a downstream neighbor network device, a first pro-
tocol independent multicast (PIM) control message in-
cluding a join request for a multicast group, a first PIM
message type, and an address of a remote loop-free al-
ternate (RLFA) network device in a RLFA backup path;
based on the network device not being the RLFA network
device identified in the first PIM control message, gen-
erating, by the network device, a second PIM control
message including the join request, the first PIM mes-
sage type, and the address of the RLFA network device,
and sending the second PIM control message along the
RLFA backup path toward the RLFA network device;
based on the network device being the RLFA network
device identified in the first PIM control message, gen-
erating, by the network device, a third PIM control mes-
sage including the join request and a second PIM mes-
sage type that is different than the first PIM message
type, and sending the third PIM control message along
the RLFA backup path toward a source of the multicast
group; receiving, by the network device from the source
of the multicast group, multicast data packets for the mul-
ticast group on the RLFA backup path; and forwarding,
by the network device, the multicast data packets for the
multicast group to the downstream neighbor network de-
vice along the RLFA backup path.
[0010] In an additional example, this disclosure is di-
rected to a network device comprising a routing engine
configured to receive, from a downstream neighbor net-
work device, a first protocol independent multicast (PIM)
control message including a join request for a multicast
group, a first PIM message type, and an address of a
remote loop-free alternate (RLFA) network device in a
RLFA backup path, based on the network device not be-
ing the RLFA network device identified in the first PIM
control message, generate a second PIM control mes-
sage including the join request, the first PIM message
type, and the address of the RLFA network device, and
send the second PIM control message along the RLFA
backup path toward the RLFA network device, and based
on the network device being the RLFA network device
identified in the first PIM control message, generate a
third PIM control message including the join request and
a second PIM message type that is different than the first
PIM message type, and send the third PIM control mes-
sage along the RLFA backup path toward a source of
the multicast group. The network device also comprises
a forwarding engine configured to receive, from the
source of the multicast group, multicast data packets for
the multicast group on the RLFA backup path, and for-
ward the multicast data packets for the multicast group
to the downstream neighbor network device along the
RLFA backup path.
[0011] The details of one or more examples of the in-
vention are set forth in the accompanying drawings and

the description below. Other features, objects, and ad-
vantages of the invention will be apparent from the de-
scription and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0012] Embodiments of the disclosure will now be de-
scribed with reference to the accompanying drawings,
throughout which like parts may be referred to by like
references, and in which:

FIG. 1 is a block diagram illustrating an example
computer network including a network device con-
figured to transmit multicast traffic between a source
and a receiver.
FIG. 2 is a block diagram illustrating several network
devices from FIG. 1 configured to perform multicast
only fast re-route (MoFRR) over a remote loop-free
alternate (RLFA) backup path, in accordance with
techniques of this disclosure.
FIG. 3 is a block diagram illustrating an example rout-
er including a MoFRR unit and a RLFA unit.
FIG. 4 is a conceptual diagram illustrating an exam-
ple message format of a modified protocol independ-
ent multicast (PIM) control message sent by a net-
work device to perform MoFRR over a RLFA backup
path.
FIG. 5 is a flowchart illustrating an example operation
of a network device performing MoFRR over a RLFA
backup path.
FIG. 6 is a flowchart illustrating an example operation
of a network device along a RLFA backup path.

DETAILED DESCRIPTION

[0013] FIG. 1 is a block diagram illustrating an example
computer network 10 including network devices config-
ured to transmit multicast traffic between a source 16 and
a receiver 18. Network 10 may comprise a private net-
work or a public network, such as the Internet. For ex-
ample, network 10 may be an enterprise network, a cam-
pus network, a service provider network, a home net-
work, a local area network (LAN), a virtual local area net-
work (VLAN), virtual private network (VPN), or another
autonomous system. In any of these examples, remotely
located source 16 and receiver 18 may share data via
network 10. In an example of network 10 as an enterprise
network, each of source 16 and receiver 18 may comprise
one or more servers or employee computer terminals
located in different regions of a single office location, or
may comprise a remote office location of a corporation.
[0014] In the illustrated example, network 10 compris-
es an Internet Protocol (IP) network including network
devices that use a Protocol Independent Multicast (PIM)
protocol to route multicast traffic through network 10 be-
tween source 16 and receiver 18 for particular multicast
groups. The PIM protocol may operate in several different
modes, including Dense Mode (DM), Sparse Mode (SM)
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in Source-Specific Multicast (SSM) mode or Any Source
Multicast (ASM) mode, and Bidirectional (BIDIR) mode.
Additional information regarding PIM protocols may be
found in Adams, A., et al., "Protocol Independent Multi-
cast Version 2-Dense Mode Specification," RFC 3973,
2005; Fenner, B., et al., "Protocol Independent Multicast-
Sparse Mode (PIM-SM): Protocol Specification (Re-
vised)," RFC 4601, 2006; Holbrook, H. and B. Cain,
"Source-Specific Multicast for IP," IETF RFC 4607, 2006;
and Handley, M., et al., "Bidirectional Protocol Independ-
ent Multicast (BIDIRPIM)," IETF RFC 5015, 2007, the
entire contents of each of which are incorporated by ref-
erence herein.
[0015] Network 10 includes a plurality of network de-
vices, including a first hop router (FHR) 12 connected to
source 16, a last hop router (LHR) 13 connected to re-
ceiver 18, routers 20A-20H ("routers 20"), and a router
designated as a rendezvous point (RP) 22. In a typical
network topology that utilizes the PIM protocol, additional
network devices may be included to the left of RP 22
such that RP 22 is generally centrally located within net-
work 10. For purposes of illustration, these additional net-
work devices are not shown in FIG. 1.
[0016] Each of source 16 and receiver 18 may be in-
cluded in a remote site (not shown) that may be a local
area network (LAN) or a wide area network (WAN) com-
prising a plurality of subscriber devices, such as desktop
computers, laptops, workstations, PDAs, wireless devic-
es, network-ready appliances, file servers, print servers
or other devices. The remote sites may be configured to
support multicast traffic, such as Internet Protocol Tele-
vision (IPTV), desktop conferences, corporate broad-
casts, music and video web casts, and other forms of
multimedia content.
[0017] In the example illustrated in FIG. 1, source 16
may provide traffic for one or more multicast groups, and
receiver 18 may request or subscribe to traffic from one
or more multicast groups. In other examples, network
devices within network 10 may be connected to more
than one source and/or more than one receiver. Accord-
ing to the PIM protocol, RP 22 learns and stores source
addresses for a certain range of multicast groups provid-
ed by source 16 and/or other sources in network 10. Oth-
er RPs in network 10, not shown in FIG. 1, may be as-
sociated with different ranges of multicast groups provid-
ed by source 16 and/or the other sources. In this way,
each of FHR 12, LHR 13, and routers 20 does not need
to learn and store the source addresses for every multi-
cast group offered in network 10, but only needs to learn
the addresses of RP 22 and the other RPs associated
with different ranges of multicast groups. In the illustrated
example of FIG. 1, RP 22 knows the address of source
16, but FHR 12, LHR 13 and routers 20 may only know
the address of RP 22.
[0018] As an example, when receiver 18 is interested
in receiving multicast traffic for a given multicast group,
receiver 18 may send a request to join the multicast group
to LHR 14 in network 10. Upon receiving the request from

receiver 18, LHR 14 initiates establishment of a multicast
distribution tree for the given multicast group. If LHR 14
is aware of the source of the multicast group, e.g., source
16, LHR 14 may initiate establishment of a source tree
toward source 16 using a (S,G) PIM control message
that includes a join request for the source (S) and the
multicast group (G). If LHR 14 is not aware of the source
of the multicast group, LHR 14 may first initiate estab-
lishment of a shared tree toward RP 22 by using a (*,G)
PIM control message that includes a join request for any
source (*) and the multicast group (G). Once LHR 14
learns the source of the multicast group, LHR 14 may
subsequently initiate establishment of a source tree di-
rectly toward source 16, which may be a shortest path
tree (SPT), and may tear down the shared tree toward
RP 22.
[0019] Regardless of which type of multicast distribu-
tion tree is established in network 10 for receiver 18 to
receive multicast traffic from source 16, it may be desir-
able for one or more of the network devices of the mul-
ticast distribution tree to support multicast only fast re-
route (MoFRR) to provide protection for one or more links
or nodes along a primary path of the multicast distribution
tree. The example of FIG. 1 illustrates a source tree es-
tablished between LHR 14 and FHR 12 in network 10 in
which the source tree includes a primary path 24 and a
backup path 26. Primary path 24 includes a direct link
between R1 20A and its upstream neighbor R2 20B, and
backup path 26 includes a multi-hop path to R2 20B that
includes R3 20C and R4 20D. Backup path 26, therefore,
provides protection for the direct link between R1 20A
and R2 20B along primary path 24.
[0020] In FIG. 1, the dashed arrows indicate PIM con-
trol messages (i.e., PIM join messages and/or PIM prune
messages) sent towards source 16 over the multicast
distribution tree, and the solid arrows indicate multicast
traffic being forwarded over the multicast distribution tree
towards receiver 18. In the illustrated example, R1 20A
may be configured with MoFRR such that R1 20A calcu-
lates primary path 24 toward source 16, and also calcu-
lates backup path 26 toward source 16. For example,
when R1 20A receives a PIM control message from LHR
14, R1 20A selects R2 20B as its primary next hop to-
wards source 16 and sends a PIM control message to
R2 20B along primary path 24. In accordance with
MoFRR, R1 20A also selects R3 20C as its backup next
hop towards source 16 and sends a PIM control message
to R3 20C along backup path 26.
[0021] Upon establishment of the two paths, R1 20A
may receive multicast data packets from source 16 over
both primary path 24 and backup path 26. R1 20A may
be configured to forward the multicast data packets re-
ceived over primary path 24, and to perform a switchover
to backup path 26 in the case of a failure in primary path
24. Additional information regarding MoFRR may be
found in Karan, A., et al., "Multicast only Fast Re-Route,"
draft-ietf-rtgwg-mofrr-04, IETF Internet-Draft, Network
Working Group, May 14, 2014 (hereinafter referred to as
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"draft-karan,"), the contents of which are incorporated
herein by reference.
[0022] In some cases, R1 20A may establish backup
path 26 as a loop-free alternates (LFA) backup path in
which direct neighbor R3 20C is a LFA network device
capable of forwarding traffic along backup path 26 with-
out looping back to R1 20A. In this case, when R3 20C,
a LFA network device, receives the PIM control message
from R1 20A, R3 20C selects R4 20D as its best next
hop towards source 16 and sends a PIM control message
to R4 20D along LFA backup path 26. R4 20D may then
operate similar to R3 20C to select R2 20B as its best
next hop towards source 16 and send a PIM control mes-
sage to R2 20B to complete the establishment of backup
path 26. Additional information regarding LFA for unicast
traffic may be found in Atlas, A., et al., "Basic Specifica-
tion for IP Fast Reroute: Loop-Free Alternates," RFC
5286, September 2008, the entire contents of which are
incorporated by reference herein.
[0023] In other cases, R1 20A may establish backup
path 26 as a remote loop-free alternates (RLFA) backup
path in which direct neighbor R3 20C is not a LFA network
device but remote network device R4 20D is a RLFA
network device capable of forwarding traffic along back-
up path 26 without looping back to R1 20A. In this case,
for purposes of forwarding data plane traffic, RLFA back-
up path 26 may include a label switching path (LSP) or
other tunneling mechanism established between R1 20A
and R4 20D that traverses R3 20C. Additional information
regarding RLFA for unicast traffic may be found in Bryant,
S., et al., "Remote Loop-Free Alternate (LFA) Fast Re-
route (FRR)," RFC 7490, April 2015, the entire contents
of which are incorporated by reference herein.
[0024] RFC 7490 includes the following definitions to
explain how R4 20D may be identified as the RLFA net-
work device (also referred to as a PQ node). A P-space
of a router, e.g., R1 20A, with respect to a protected link
(e.g., the direct link between R1 20A and R2 20B) is a
set of routers reachable from R1 20A using shortest
paths, without any of those paths transiting that protected
link. In the example of FIG. 1, R3 20C and R4 20D are
within the P-space of R1 20A. A Q-space of a router, e.g.,
R2 20B, with respect to a protected link (e.g., the direct
link between R1 20A and R2 20B) is a set of routers from
which R2 20B can be reached without any path transiting
the protected link. In the example of FIG. 1, R4 20D is
within the Q-space of R2 20B, but R3 20C is not within
the Q-space of R2 20B because the best path from R3
20C to R2 20B is over the protected link. The nodes in
the intersection of the P-space and the Q-Space are re-
ferred to as PQ nodes and can be selected a tunnel end-
points for a RLFA backup path in MoFRR.
[0025] Issues may arise, however, when attempting to
setup RLFA backup path 26 using a multicast control
plane protocol, such as PIM. These issues may arise due
to the control plane being unaware of data plane traffic
tunneling, or due to differences between a unicast view
and a multicast view of network topology. For example,

when R3 20C, as a non-LFA network device, receives
the PIM control message from R1 20A, R3 20C will select
R1 20A as its best next hop towards source 16 and send
a PIM control message back to R1 20A. In this case,
multicast control message looping occurs in backup path
26 such that the backup path is not established and
MoFRR protection is not available for the direct link of
primary path 24.
[0026] The techniques described in this disclosure pro-
vide enhancements to PIM to support MoFRR over a
RLFA backup path. According to the disclosed tech-
niques, R1 20A may be configured to use a modified PIM
control message to establish RLFA backup path 26. As
described in more detail below, the modified PIM control
message includes a new PIM message type and an ad-
ditional field to indicate an address of a RLFA network
device, e.g., R4 20D. According to the techniques of this
disclosure, network devices, e.g., R3 20C, along RLFA
backup path 26 are configured to forward the modified
PIM control message toward RLFA network device R4
20D instead of toward source 16. When RLFA network
device R4 20D receives the modified PIM control mes-
sage, RLFA network device R4 20D is configured to for-
ward a conventional PIM control message towards
source 16. In this way, PIM can be used to support
MoFRR over a RLFA backup path.
[0027] FIG. 2 is a block diagram illustrating several net-
work devices from FIG. 1 configured to perform MoFRR
over a RLFA backup path, in accordance with techniques
of this disclosure. The example of FIG. 2 illustrates a
multicast distribution tree between LHR 14 connected to
a receiver, such as receiver 18 from FIG. 1, and FHR 12
connected to a source, such as source 16 from FIG. 1.
Within the multicast distribution tree, R1 20A is config-
ured with MoFRR such that R1 20A calculates primary
path 24 toward the source and also calculates backup
path 26 towards the source.
[0028] In this example, R3 20C is not a LFA network
device, and backup path 26 is a RLFA backup path that
includes a RLFA network device R4 20D (also referred
to as a PQ node) that is capable of forwarding traffic along
backup path 26 without looping back to R1 20A. Primary
path 24 includes a direct link between R1 20A and its
upstream neighbor R2 20B. RLFA backup path 26 in-
cludes a LSP or other tunneling mechanism between R1
20A and RLFA network device R4 20D that traverses R3
20C and a direct link between R4 20D and R2 20B.
[0029] In accordance with the techniques of this dis-
closure, R1 20A is configured to use a modified PIM con-
trol message to establish RLFA backup path 26. The
modified PIM control message includes a new PIM mes-
sage type and an additional field to indicate an address
of RLFA network device R4 20D, but is otherwise similar
to a conventional PIM control message. The modified
PIM control message may be used by a network device,
e.g., R1 20A, in which MoFRR is configured and its back-
up path towards a source is a RLFA backup path, e.g.,
RLFA backup path 26.
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[0030] The purpose of the modified PIM control mes-
sage is to create multicast states in the network devices
along RLFA backup path 26, e.g., R3 20C and R4 20D.
When R3 20C along RLFA backup path 26 receives the
modified PIM control message, R3 20C forwards a mod-
ified PIM control message toward RLFA network device
R4 20D identified in the modified PIM control message
rather than toward the source. If the network device along
RLFA backup path 26 that receives the modified PIM
control message is the PQ node, e.g., R4 20D, identified
in the modified PIM control message, then R4 20D for-
wards a conventional PIM control message toward the
source identified in the modified PIM control message.
[0031] In FIG. 2, the dashed arrows indicate PIM con-
trol messages sent toward the source to establish prima-
ry path 24 and RLFA backup path 26, and the solid arrows
indicate multicast traffic being forwarded downstream
over primary path 24 and RLFA backup path 26 of the
multicast distribution tree. R1 20A receives a PIM control
message from its downstream neighbor LHR 14 that in-
cludes a join request for the source (S) and the multicast
group (G). R1 20A sends a PIM control message to up-
stream neighbor R2 20B along primary path 24 toward
the source (S) of the multicast group (G). The PIM control
message includes a PIM message type that indicates a
conventional PIM control message, the join request for
the source (S) and multicast group (G), and an address
of upstream neighbor R2 20B.
[0032] According to the disclosed techniques, R1 20A,
configured with MoFRR and RLFA, calculates RLFA
backup path 26 towards the source, and sends a modified
PIM control message to upstream neighbor R3 20C along
RLFA backup path 26 toward RLFA network device R4
20D (PQ). The modified PIM control message includes
a different PIM message type that indicates the modified
PIM control message, the join request for the source (S)
and multicast group (G), an address of upstream neigh-
bor R3 20C, and the address of RLFA network device
R4 20D (PQ).
[0033] Upon sending the conventional PIM control
message to R2 20B along primary path 24, R1 20A cre-
ates a primary multicast state entry for the multicast group
that includes a primary upstream interface to R2 20B
along primary path 24 toward the source of the multicast
group, and a primary downstream interface to LHR 14
toward the interested receiver of the multicast group. In
addition, upon sending the modified PIM control mes-
sage to R3 20C along RLFA backup path 26, R1 20A
creates a backup multicast state entry for the multicast
group that includes a backup upstream interface to R3
20C along RLFA backup path 26 toward RLFA network
device R4 20D, and a backup downstream interface to
LHR 14 toward the interested receiver.
[0034] Upon receiving the modified PIM control mes-
sage from R1 20A, R3 20C determines that it is not RLFA
network device R4 20D indicated in the received modified
PIM control message. R3 20C then sends another mod-
ified PIM control message toward RLFA network device

R4 20D indicated in the received modified PIM control
message. The modified PIM control message sent by R3
20C includes the PIM message type that indicates the
modified PIM control message, the join request for the
source (S) and multicast group (G), an address of up-
stream neighbor R4 20D, and the address of RLFA net-
work device R4 20D (PQ). In addition, R3 20C creates a
multicast state entry for the multicast group that includes
an upstream interface to RLFA network device R4 20D
and a downstream interface to downstream neighbor R1
20A.
[0035] Upon receiving the modified PIM control mes-
sage from R3 20C, R4 20D determines that it is RLFA
network device R4 20D indicated in the received modified
PIM control message. R4 20D then sends a PIM control
message to upstream neighbor R2 20B toward the
source indicated in the received modified PIM control
message. The PIM control message sent by R4 20D in-
cludes the PIM message type that indicates the conven-
tional PIM control message, the join request for the
source (S) and multicast group (G), and the address of
upstream neighbor R2 20B. In addition, R4 20D creates
a multicast state entry for the multicast group that in-
cludes an upstream interface to upstream neighbor R2
20B and a downstream interface to downstream neighbor
R3 20C.
[0036] Once multicast states are created on all the net-
work devices in primary path 24 and RLFA backup path
26, the two paths may operate in a live-live or active-
active implementation and both begin pulling traffic for
the requested multicast group from the source. For ex-
ample, R4 20D may receive multicast data packets for
the requested multicast group from R2 20B on the up-
stream interface of its multicast state entry for the multi-
cast group. R4 20D then forwards the multicast data
packets to downstream neighbor R3 20C along RLFA
backup path 26 according to the downstream interface
of its multicast state entry for the multicast group. R3 20C
similarly receives the multicast data packets from R4 20D
on the upstream interface of its multicast state entry, and
forwards the multicast data packets to downstream
neighbor R1 20A along RLFA backup path 26 according
to the downstream interface of its multicast state entry.
[0037] When R1 20A receives the multicast traffic for
the requested multicast group on both primary path 24
and RLFA backup path 26, R1 20A only forwards the
multicast data packets received on one of the paths. For
example, if no failure is detected in primary path 24, R1
20A forwards the multicast data packets received from
R2 20B over primary path 24 to LHR 14 according to the
primary multicast state entry for the multicast group. If a
failure is detected in primary path 24, R1 20A performs
a switchover to forward the multicast data packets re-
ceived from R3 20C over RLFA backup path 26 to LHR
14 according to the backup multicast state entry for the
multicast group.
[0038] FIG. 3 is a block diagram illustrating an example
network device 50 including a MoFRR unit 74 and a RLFA
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unit 76. In one example, network device 50 may operate
as a network device configured to initiate establishment
of a primary path and a RLFA backup path toward a
source device of a multicast group to provide MoFRR
over the RLFA backup path. In this example, network
device may operate as a LHR connected to one or more
receivers or any router upstream from the LHR and down-
stream from a FHR connected to a source. For example,
router 50 may operate substantially similar to R1 20A
from FIGS. 1 and 2. In another example, network device
50 may operate as any network device along the RLFA
backup path configured to propagate PIM control mes-
sages to establish the RLFA backup path. In this exam-
ple, network device 50 may operate as any router along
the RLFA backup that is upstream from the LHR and
downstream from the FHR. For example, router 50 may
operate substantially similar to R3 20C or R4 20D from
FIGS. 1 and 2.
[0039] In the illustrated example of FIG. 3, network de-
vice 50 includes interface cards 60A-60N ("IFCs 60") that
receive multicast control and data packets via incoming
links and send multicast packets via outbound links. IFCs
60 are typically coupled to the incoming links and the
outbound links via a number of interface ports. Network
device 50 also includes a control unit 54 that determines
routes of received packets and forwards the packets ac-
cordingly via IFCs 60.
[0040] Control unit 54 includes a routing engine 56 and
a forwarding engine 58. Routing engine 56 operates as
the control plane for router 50 and includes an operating
system (not shown) that may provide a multi-tasking op-
erating environment for execution of a number of con-
current processes. For example, routing engine 56 pro-
vides an operating environment for various protocols 66
that perform routing functions for network device 50. In
the illustrated example of FIG. 3, routing engine 56 in-
cludes a border gateway protocol (BGP) 70 and an inte-
rior gateway protocol (IGP) 72 as unicast routing proto-
cols used to exchange routing information with other net-
work devices in a network in order to discover the network
topology and update routing information 62. In some ex-
amples, IGP 72 may be a link-state routing protocol such
as open shortest path first (OSPF) or intermediate sys-
tem-intermedia system (IS-IS). In addition, routing en-
gine 56 includes PIM 68 as a multicast routing protocol
used to build multicast distribution trees with the other
network devices in the network using routing information
62 and PIM state information 64.
[0041] Routing information 62 may describe the topol-
ogy of the network in which network device 50 resides,
and may also describe various routes within the network
and the appropriate next hops for each route, i.e., the
neighboring network devices along each of the routes.
Routing information 62 may include a list of incoming
interfaces (IIFs) and a list of outgoing interfaces (OIFs)
that indicate which of IFCs 60 are connected to the neigh-
boring network devices in each route. For example, a
given route may comprise a multicast route for multicast

traffic of a given multicast group. In that example, the list
of IIFs included in routing information 62 may include a
list of upstream interfaces for all upstream neighbor net-
work devices that have state for the given multicast
group, and the list of OIFs included in routing information
62 may include a list of downstream interfaces for all
downstream neighbor network devices that have state
for the given multicast group.
[0042] PIM state information 64 may describe a current
status of interfaces for the neighboring network devices
in the multicast distribution trees established using PIM
68. For example, PIM state information 64 may include
multicast state (e.g., PIM join state and PIM prune state)
for each different multicast group within a range for a
given multicast distribution tree. More specifically, for
each multicast group, PIM state information 64 may in-
clude upstream and downstream interfaces toward
neighboring network devices that belong to the respec-
tive multicast group.
[0043] Routing engine 56 analyzes routing information
62 and PIM state information 64 to generate forwarding
information 78 installed in forwarding engine 58. For-
warding engine 58 provides data plane functionality for
network device 50. Although not shown in FIG. 3, for-
warding engine 58 may comprise a central processing
unit (CPU), memory and one or more programmable
packet-forwarding application-specific integrated circuits
(ASICs). Forwarding information 78 associates network
destinations with specific next hops and corresponding
ports of IFCs 60.
[0044] According to the techniques of this disclosure,
routing engine 56 of network device 50 is configured to
perform MoFRR over a RLFA backup path using PIM 68,
MoFRR unit 74, and RLFA unit 76. More specifically, the
disclosed techniques include enhancement to PIM 68 to
support MoFRR over a RLFA backup path. MoFRR unit
74 may control the MoFRR mechanisms performed by
network device 50. For example, MoFRR unit 74 may
calculate a shortest path toward a source of a requested
multicast group as a primary path, and calculate an al-
ternative path toward the source of the requested multi-
cast group as a backup path. RLFA unit 76 may control
the RLFA mechanisms performed by network device 50.
For example, RLFA unit 76 may identify a RLFA network
device in the network that is capable of forwarding traffic
toward the source of the requested multicast group with-
out looping back to network device 50. In this way, RLFA
unit 76 may enable MoFRR unit 74 to calculate a RLFA
backup path.
[0045] To enable multicast protocol signaling of the cal-
culated RLFA backup path, MoFRR unit 74 uses the en-
hancements to PIM 68 to generate modified PIM control
messages having a new PIM message type and an ad-
ditional field to indicate an address of the RLFA network
device of the RLFA backup path. For example, when net-
work device 50 comprises a network device along the
RLFA backup path, MoFRR unit 74 may generate the
modified PIM control message to be sent toward the RL-
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FA network device instead of toward the source of the
requested multicast group. When network device 50
comprises the RLFA network device of the RLFA backup
path, MoFRR unit 74 may generate a conventional PIM
control message to be sent toward the source of the re-
quested multicast group.
[0046] MoFRR unit 74 may be configured to update
PIM state information 64 to include multicast state entries
for the RLFA backup path. MoFRR unit 74 may also be
configured to update routing information 62 to identify
one of IFCs 60 as an upstream interface of the multicast
state entry for the RLFA backup path, and to identify an-
other one of IFCs 60 as a downstream interface of the
multicast state entry for the RLFA backup path.
[0047] Routing engine 56 may then program a multi-
cast route for the RLFA backup path with the identified
interfaces into forwarding information 78 in forwarding
engine 56. Once the primary path and the RLFA backup
path are established, multicast traffic will flow over both
the paths in a live-live or active-active implementation.
Upon receiving the multicast traffic over the RLFA backup
path, forwarding engine 58 of network device 50 forwards
the multicast traffic according to the multicast route for
the RLFA backup path programmed into forwarding in-
formation 78.
[0048] The architecture of router 50 illustrated in FIG.
3 is shown for exemplary purposes only and should not
be limited to this architecture. In other examples, network
device 50 may be configured in a variety of ways. In one
example, some of the functionally of control unit 54 may
be distributed within IFCs 60. Control unit 54 may be
implemented solely in software, or hardware, or may be
implemented as a combination of software, hardware, or
firmware. For example, control unit 54 may include one
or more processors which execute software instructions.
In that case, the various software modules of control unit
54 may comprise executable instructions stored on a
computer-readable medium, such as computer memory
or hard disk.
[0049] FIG. 4 is a conceptual diagram illustrating an
example message format of a modified protocol inde-
pendent multicast (PIM) control message sent by a net-
work to perform MoFRR over a RLFA backup path. The
packet format of the modified PIM control message illus-
trated in FIG. 4 is merely one example format. In other
examples, different packet formats may be used for the
modified PIM control message used to perform MoFRR
over a RLFA backup path.
[0050] In general, the modified PIM control message
may be used by a network device to signal a RLFA back-
up path toward a source of a requested multicast group
to provide MoFRR with respect to a primary path toward
the source. The illustrated format includes a new PIM
message type in type field 80 to indicate that the message
is the modified PIM control message for signaling a RLFA
backup path. In addition, the illustrated format includes
a PQ node address field 82 that indicates an address of
a RLFA network device in the RLFA backup path. In some

examples, the address of the RLFA network device may
comprise an IP address. The addition of PQ node ad-
dress field 82 in the illustrated format enables network
devices along the RLFA backup path to send the modified
PIM control messages toward the RLFA network device
instead of toward the source, and, therefore, avoid mul-
ticast join looping in the RLFA backup path.
[0051] As illustrated in FIG. 4, the modified PIM control
message format may include an upstream neighbor ad-
dress of an upstream neighbor network device (i.e., the
next hop toward the source of the requested multicast
group). The modified PIM control message format may
also include addresses for the multicast groups to be
joined or pruned (i.e., Multicast Group Address 1 ... Mul-
ticast Group Address m in the illustrated format), and, for
each of the multicast groups, individual address for each
source to be joined (i.e., Joined Source Address 1 ...
Joined Source Address n in the illustrated format) or
pruned (i.e., Pruned Source Address 1 ... Pruned Source
Address n in the illustrated format).
[0052] FIG. 5 is a flowchart illustrating an example op-
eration of a router performing MoFRR over a RLFA back-
up path. The example operation of FIG. 5 is described
with respect to network device 50 from FIG. 3 when op-
erating as either a LHR connected to one or more receiv-
ers or any router upstream from the LHR and downstream
from a FHR connected to a source. In other examples,
the operation of FIG. 5 may also be performed by R1 20A
from FIGS. 1 and 2.
[0053] When a receiver connected to a network, such
as receiver 18 from FIG. 1, is interested in receiving mul-
ticast traffic for a multicast group, the receiver will initiate
a join request for a multicast group that includes such
multicast traffic. Network device 50, operating as a LHR
in the network or another router in the network upstream
from the LHR, receives the join request for the multicast
group from the receiver (90). Upon receiving the join re-
quest, routing engine 56 of network device 50 calculates
a primary path toward a source of the multicast group
(92). Network device 50 then sends a first PIM control
message including the join request to a first upstream
network device along the primary path (94). In addition
to the join request, the first PIM control message may
include a first PIM message type and a first upstream
neighbor address of the first upstream neighbor network
device. For example, the primary path, e.g., primary path
24 from FIGS. 1 and 2, may include a direct link between
network device 50 and the first upstream neighbor net-
work device, e.g., R2 20B, toward the source of the mul-
ticast group.
[0054] In accordance with the techniques of this dis-
closure, network device 50 is configured with MoFRR
capabilities and RLFA capabilities. Network device 50,
therefore, uses MoFRR unit 74 and RLFA unit 76 in rout-
ing engine 56 to calculate a backup path toward the
source of the multicast group for MoFRR with respect to
the primary path where the backup path is a RLFA backup
path (96). Network device 50 then sends a second PIM
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control message to a second upstream neighbor network
device along the RLFA backup path toward a RLFA net-
work device (98). The second PIM control message in-
cludes the join request, a second PIM message type that
is different than the first PIM message type, a second
upstream neighbor address of the second upstream
neighbor network device, and an address of the RLFA
network device.
[0055] For example, the RLFA backup path, e.g., RLFA
backup path 26 from FIGS. 1 and 2, may include a LSP
between network device 50 and the RLFA network de-
vice, e.g., PQ node 20D, that traverses the second up-
stream neighbor network device, e.g., R3 20C, and the
direct link between the RLFA network device and the first
upstream network device, e.g., R2 20B. The RLFA net-
work device, e.g., PQ node 20D, is not a direct neighbor
of network device 50, and the second upstream neighbor
network device, e.g., R3 20C, is not a LFA network device
with respect to the primary path. The second PIM control
message includes a second PIM message type that is
different than the first PIM message type and the address
of the RLFA network device.
[0056] After calculating the primary path and the RLFA
backup path, routing engine 56 of network device 50 may
update PIM state information 64 to include multicast
(S,G) state for each of the paths. For example, routing
engine 56 create a primary multicast state entry for the
multicast group in PIM state information 64 having a pri-
mary upstream interface to the first upstream neighbor
network device along the primary path toward the source
and primary downstream interfaces toward the one or
more receivers. In addition, routing engine 56 may create
a backup multicast state entry for the multicast group in
PIM state information 64 having a backup upstream in-
terface to the second upstream neighbor network device
along the RLFA backup path toward the RLFA network
device and backup downstream interfaces toward the
one or more receivers.
[0057] Based on routing information 62 and PIM state
information 64, routing engine 56 may program a multi-
cast route for the multicast group into forwarding infor-
mation 78 in forwarding engine 56 including both the pri-
mary path and the RLFA backup path. More specifically,
to program the multicast route into forwarding information
64, routing engine 56 may select the primary upstream
interface of the primary multicast state entry as a first
incoming interface (IIF) of one of IFCs 60 of network de-
vice 50 for the primary path. Routing engine 56 may also
select the backup upstream interface of the backup mul-
ticast state entry as a second IIF of one of IFCs 60 of
network device 50 for the RLFA backup path.
[0058] Upon establishment of the primary path and the
RLFA backup path toward the source of the multicast
group, network device 50 receives multicast data packets
for the multicast group on at least one of the primary path
or the RLFA backup path (100). Both the primary path
and the RLFA backup path are active paths such that the
multicast data packets are sent from the source device

along both paths to network device 50.
[0059] If a failure has not been detected in the primary
path (NO branch of 102), forwarding engine 58 of network
device 50 forwards the multicast data packets received
on the primary path toward the interested receivers (104).
In this case, forwarding engine 58 forwards the multicast
data packets received on the primary path according to
the primary multicast state entry in PIM state information
64 that was used to program the multicast route for the
multicast group in forwarding information 78. For exam-
ple, in accordance with the programmed multicast route
in forwarding information 78, forwarding engine 56 for-
wards the multicast data packets for the multicast group
received over the primary path, and drops the multicast
data packets for the multicast group received over the
RLFA backup path. In this way, forwarding engine 56 will
only forward one set of the multicast data packets for the
multicast group to the receiver.
[0060] Upon detecting a failure in the primary path
(YES branch of 102), forwarding engine 58 of network
device 50 instead forwards the multicast data packets
received on the RLFA backup path toward the interested
receivers (106). In this case, forwarding engine 58 for-
wards the multicast data packets received on the RLFA
backup path according to the backup multicast state entry
in PIM state information 64 that was used to program the
multicast route for the multicast group in forwarding in-
formation 78. For example, forwarding engine 58 will per-
form MoFRR by switching from the failed primary path
to the RLFA backup path, and forward the multicast data
packets for the multicast group to the receivers according
to the updated multicast route in forwarding information
78.
[0061] FIG. 6 is a flowchart illustrating an example op-
eration of a router along a RLFA backup path. The ex-
ample operation of FIG. 6 is described with respect to
network device 50 from FIG. 3 when operating as any
router along a RLFA backup path that is upstream from
a LHR connected to one or more receivers and down-
stream from a FHR connected to a source. In other ex-
amples, the operation of FIG. 6 may also be performed
by R3 20C or R4 20D from FIGS. 1 and 2.
[0062] Network device 50 receives a first PIM control
message from a downstream neighbor network device
where the first PIM control messages includes a join re-
quest for a multicast group, a first PIM message type,
and an address of a RLFA network device in the RLFA
backup path (110). For example, the RLFA backup path,
e.g., RLFA backup path 26 from FIGS. 1 and 2, may
include a LSP between the downstream neighbor net-
work device, e.g., R1 20A, and the RLFA network device,
e.g., PQ node 20D, that traverses one or more interme-
diate network devices, e.g., R3 20C, and a direct link
between the RLFA network device and an upstream
neighbor network device, e.g., R2 20B, toward the source
of the multicast group.
[0063] In the case that network device 50 is not the
RLFA network device identified in the first PIM control
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message (NO branch of 112), network device 50 gener-
ates a second PIM control message including the join
request, the first PIM message type, and the address of
the RLFA network device (114). Network device 50 then
sends the second PIM control message along the RLFA
backup path toward the RLFA network device (116). In
this case, network device 50 is not a LFA network device
with respect to the primary path toward the source of the
multicast group.
[0064] Routing engine 56 of network device 50 may
also update PIM state information 64 to include multicast
(S,G) state for the RLFA backup path. For example, rout-
ing engine 56 may create a multicast state entry for the
multicast group in PIM state information 64 having an
upstream interface toward the RLFA network device
identified in the first PIM control message and a down-
stream interface toward the downstream neighbor net-
work device. Based on routing information 62 and PIM
state information 64, routing engine 56 may program a
multicast route for the multicast group into forwarding
information 78 in forwarding engine 56 including the RL-
FA backup path. More specifically, to program the mul-
ticast route into forwarding information 64, routing engine
56 may select the upstream interface of the multicast
state entry as an incoming interface (IIF) of one of IFCs
60 of network device 50 for the RLFA backup path, and
select the downstream interface of the multicast state
entry as an outgoing interface (OIF) of one of IFCs 60 of
network device 50 for the RLFA backup path.
[0065] In the case that network device 50 is the RLFA
network device, e.g., PQ node 20D, identified in the first
PIM control message (YES branch of 112), network de-
vice 50 generates a third PIM control message including
the join request and a second PIM message type that is
different than the first PIM message type (118). Network
device 50 then sends the third PIM control message to-
ward the source of the multicast group (120).
[0066] Routing engine 56 of network device 50 may
also update PIM state information 64 to include multicast
(S,G) state for the RLFA backup path. For example, rout-
ing engine 56 may create a multicast state entry for the
multicast group in PIM state information 64 having an
upstream interface toward the source of the multicast
group and a downstream interface toward the down-
stream neighbor network device. Based on routing infor-
mation 62 and PIM state information 64, routing engine
56 may program a multicast route for the multicast group
into forwarding information 78 in forwarding engine 56
including the RLFA backup path. More specifically, to
program the multicast route into forwarding information
64, routing engine 56 may select the upstream interface
of the multicast state entry as an incoming interface (IIF)
of one of IFCs 60 of network device 50 for the RLFA
backup path, and select the downstream interface of the
multicast state entry as an outgoing interface (OIF) of
one of IFCs 60 of network device 50 for the RLFA backup
path.
[0067] In either of the cases described above, upon

establishment of the RLFA backup path toward the
source of the multicast group, network device 50 receives
multicast data packets for the multicast group on the RL-
FA backup path (122). Forwarding engine 58 of network
device 50 then forwards the multicast data packets for
the multicast group to the downstream neighbor network
device along the RLFA backup path (124). For example,
forwarding engine 58 forwards the multicast data packets
received on the RLFA backup path according to the mul-
ticast state entry in PIM state information 64 that was
used to program the multicast route for the multicast
group in forwarding information 78.
[0068] Thus, from one perspective, there have now
been described techniques for enhancements to Proto-
col Independent Multicast (PIM) to support multicast only
fast re-route (MoFRR) over a remote loop free alternate
(RLFA) backup path in a network. This disclosure in-
cludes a description of a modified PIM control message
having a new PIM message type and an additional field
to indicate an address of a RLFA network device in the
RLFA backup path. According to techniques of this dis-
closure, network devices along the RLFA backup path
can be configured to forward the modified PIM control
message toward the RLFA network device instead of to-
ward a source of a requested multicast group. When the
RLFA network device receives the modified PIM control
message, the RLFA network device can be configured
to forward a conventional PIM control message towards
the source of the requested multicast group. In this way,
PIM can be used to provide MoFRR over a RLFA backup
path
[0069] Various examples of the invention have been
described. These and other examples are within the
scope of the following claims.

Claims

1. A method comprising:

receiving, by a network device configured with
multicast only fast re-route (MoFRR), a join re-
quest initiated by one or more receivers for a
multicast group;
sending, by the network device, a first protocol
independent multicast (PIM) control message
including the join request to a first upstream net-
work device along a primary path toward a
source of the multicast group;
sending, by the network device, a second PIM
control message including the join request to a
second upstream network device along a re-
mote loop-free alternate (RLFA) backup path to-
ward a RLFA network device, the second PIM
control message further including a different
PIM message type than the first PIM control
message and an address of the RLFA network
device;
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receiving, by the network device from the source
of the multicast group, multicast data packets
for the multicast group on at least one of the
primary path or the RLFA backup path; and
forwarding, by the network device toward the
one or more receivers, the multicast data pack-
ets for the multicast group.

2. The method of claim 1, wherein the RLFA network
device is not a direct neighbor of the network device,
and wherein the second upstream neighbor network
device is not a loop-free alternate (LFA) network de-
vice.

3. The method of any of claims 1-2, wherein the primary
path comprises a direct link between the network
device and the first upstream neighbor network de-
vice, and wherein the RLFA backup path comprises
a label switching path (LSP) between the network
device and the RLFA network device that traverses
the second upstream neighbor network device and
a direct link between the RLFA network device and
the first upstream network device.

4. The method of any of claims 1-3,
wherein the first PIM control message includes a first
PIM message type and a first upstream neighbor ad-
dress of the first upstream neighbor network device;
and
wherein the second PIM control message includes
a second PIM message type that is different than the
first PIM message type, a second upstream neighbor
address of the second upstream neighbor network
device, and the address of the RLFA network device.

5. The method of any of claims 1-4, further comprising:

creating, by the network device, a primary mul-
ticast state entry for the multicast group having
a primary upstream interface to the first up-
stream neighbor network device along the pri-
mary path toward the source of the multicast
group, and primary downstream interfaces to-
ward the one or more receivers; and
creating, by the network device, a backup mul-
ticast state entry for the multicast group having
a backup upstream interface to the second up-
stream neighbor network device along the RLFA
backup path toward the RLFA network device,
and backup downstream interfaces toward the
one or more receivers.

6. The method of claim 5, wherein forwarding the mul-
ticast data packets for the multicast group compris-
es:

forwarding the multicast data packets received
on the primary path according to the primary

multicast state entry; and
upon detecting a failure in the primary path, for-
warding the multicast data packets received on
the RLFA backup path according to the backup
multicast state entry.

7. A network device comprising:

a routing engine configured to:

receive a join request for a multicast group
from one or more receivers,
send a first protocol independent multicast
(PIM) control message including the join re-
quest to a first upstream network device
along a primary path toward a source of the
multicast group, and
wherein the network device is configured
with multicast only fast re-route (MoFRR),
send a second PIM control message includ-
ing the join request to a second upstream
network device along a remote loop-free al-
ternate (RLFA) backup path toward a RLFA
network device, the second PIM control
message further including a different PIM
message type than the first PIM control
message and an address of the RLFA net-
work device; and

a forwarding engine configured to:

receive, from the source of the multicast
group, multicast data packets for the multi-
cast group on at least one of the primary
path or the RLFA backup path, and
forward the multicast data packets for the
multicast group toward the one or more re-
ceivers.

8. The network device of claim 7, wherein the routing
engine and the forwarding engine are configured to
perform the method of any of claims 1-6.

9. A method comprising:

receiving, by a network device from a down-
stream neighbor network device, a first protocol
independent multicast (PIM) control message
including a join request for a multicast group, a
first PIM message type, and an address of a
remote loop-free alternate (RLFA) network de-
vice in a RLFA backup path;
based on the network device not being the RLFA
network device identified in the first PIM control
message, generating, by the network device, a
second PIM control message including the join
request, the first PIM message type, and the ad-
dress of the RLFA network device, and sending
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the second PIM control message along the RL-
FA backup path toward the RLFA network de-
vice;
based on the network device being the RLFA
network device identified in the first PIM control
message, generating, by the network device, a
third PIM control message including the join re-
quest and a second PIM message type that is
different than the first PIM message type, and
sending the third PIM control message along the
RLFA backup path toward a source of the mul-
ticast group;
receiving, by the network device from the source
of the multicast group, multicast data packets
for the multicast group on the RLFA backup
path; and
forwarding, by the network device, the multicast
data packets for the multicast group to the down-
stream neighbor network device along the RLFA
backup path.

10. The method of claim 9, wherein, based on the net-
work device not being the RLFA network device iden-
tified in the first PIM control message, the network
device is not a loop-free alternate (LFA) network de-
vice toward the source of the multicast group.

11. The method of any of claims 9-10, wherein the RLFA
backup path comprises a label switching path (LSP)
between the downstream neighbor network device
and the RLFA network device that traverses one or
more intermediate network devices and a direct link
between the RLFA network device and an upstream
neighbor network device toward the source of the
multicast group.

12. The method of any of claims 9-11, further compris-
ing, based on the network device not being the RLFA
network device identified in the first PIM control mes-
sage, creating, by the network device, a multicast
state entry for the multicast group having an up-
stream interface toward the RLFA network device
and a downstream interface toward the downstream
neighbor network device.

13. The method of any of claims 9-12, further compris-
ing, based on the network device being the RLFA
network device identified in the first PIM control mes-
sage, creating, by the network device, a multicast
state entry for the multicast group having an up-
stream interface toward the source of the multicast
group and a downstream interface toward the down-
stream neighbor network device.

14. A network device comprising:

a routing engine configured to:

receive, from a downstream neighbor net-
work device, a first protocol independent
multicast (PIM) control message including
a join request for a multicast group, a first
PIM message type, and an address of a re-
mote loop-free alternate (RLFA) network
device in a RLFA backup path,
based on the network device not being the
RLFA network device identified in the first
PIM control message, generate a second
PIM control message including the join re-
quest, the first PIM message type, and the
address of the RLFA network device, and
send the second PIM control message
along the RLFA backup path toward the RL-
FA network device, and
based on the network device being the RL-
FA network device identified in the first PIM
control message, generate a third PIM con-
trol message including the join request and
a second PIM message type that is different
than the first PIM message type, and send
the third PIM control message along the RL-
FA backup path toward a source of the mul-
ticast group; and

a forwarding engine configured to:

receive, from the source of the multicast
group, multicast data packets for the multi-
cast group on the RLFA backup path, and
forward the multicast data packets for the
multicast group to the downstream neighbor
network device along the RLFA backup
path.

15. The network device of claim 14, wherein the routing
engine and the forwarding engine are configured to
perform the method of any of claims 9-13.
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