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(54) EMBEDDING OF CONTEXT INFORMATION IN NETWORKING PACKETS

(57) The disclosure relates in one aspect to a net-
working device (100) for forwarding network packets
(131, 132, 133) over a network by segment routing. The
device (100) comprises a routing module configured to
forward a network packet according to a segment list
(111-114) incorporated into the network packet (131),

and a logging module for adding context information to
the network packet. The logging module is further con-
figured to construct one or more information segments
(115) comprising the context information and to insert
the one or more information segments (115) into the seg-
ment list.
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Description

Technical Field

[0001] The present invention generally relates to seg-
ment routing and more particular to the insertion and
transportation of context information within networking
packets along a segment routed network.
[0002] Context information is information about the
networking packet which is not essential for the trans-
portation of the networking packet between endpoints
but that can be used to facilitate the transportation of the
packet or to identify the packet. An example of context
information is the Quality of Service label to differentiate
between different types of data flow or a data flow iden-
tification to differentiate between different data flows in
a network.

Background

[0003] Segment routing is a form of source routing, i.e.,
the routing path of a networking packet is determined by
a source or edge node in the network and the routing
nodes along the path forward the networking packet ac-
cording to routing path as determined by the source or
edge node. The routing path is defined by a list of seg-
ments that are embedded as a segment list in the net-
working packets. Segment routing can be performed in
an IPv6 network by IPv6 segments that are incorporated
in the IPv6 header or by using the Multiprotocol Label
Switching protocol.
[0004] Different solutions exist to incorporate context
information into a network packet that is forwarded along
a segment routed network.
[0005] The network service header (NSH header) may
be used to add context information to a packet by a net-
working node. This technology is being actively stand-
ardized by the IETF with draft-ietf-sfc-nsh-10 as the latest
draft. Networking nodes can then inspect the NSH head-
er and make smart decisions based upon the derived
context information thereby linking the service plane with
the data-plane.
[0006] Another solution is by using the DiffServ proto-
col which provides a 6-bit differentiated services code
point (DSCP) in the 8-bit differentiated services field (DS
field) in the IP header for packet classification purposes.
This solution offers less bits for the storage of context
information but for some applications a single or dual bit
may be sufficient. An example of such use-case is de-
scribed in draft-chen-ippm-coloring-based-ipfpm-frame-
work by the IETF under the title "IP Flow Performance
Measurement Framework".
[0007] A third solution is by using context separation,
i.e., a combination of Route-Targets and OSI Layer 2-3
virtual private networks (VPNs) as described in draft-ietf-
bess-service-chaining-02 by the IETF titled "Service
Chaining using Virtual Networks with BGP VPNs". This
allows splitting out packets that have the same context

into different context based routing planes.

Summary

[0008] Although several solutions for embedding con-
text information exist, they still exhibit several drawbacks.
A problem with NSH is that it is difficult to deploy to ex-
isting hardware supported appliances, i.e. routers,
switches, etc., because such an update does not fit easily
or not at all on the currently used hardware architectures.
[0009] A problem with the DiffServ protocol is that it is
only applicable on IP network packets but not on L2- or
MPLS-based network packets. Moreover, the limited
amount of available bits reduces the possibilities and flex-
ibility offered by this solution.
[0010] A problem with context separation is that it
quickly results in a non-manageable solution because
the flow state and thus the context information is man-
aged by the network and not retained within the packet
itself.
[0011] It is an object of the present disclosure to solve
the above problems and to provide a solution for incor-
porating context information in data flows that are routed
by segment routing along a network
[0012] This object is achieved, according to a first as-
pect, by a networking device for forwarding network pack-
ets over a network by segment routing; the networking
device comprising:

- a routing module configured to forward a network
packet according to a segment list incorporated into
the network packet; and

- a logging module for adding context information to
the network packet;
and wherein the logging module is further configured
to:

- construct one or more information segments com-
prising the context information; and

- insert the one or more information segments into the
segment list.

[0013] The networking device may thus relate to any
device that incorporates a routing or forwarding function
such as for example an edge router, a router, a gateway,
a switch and a customer premises equipment (CPE). The
routing function is performed by the routing module
based on segment routing. In segment routing, a routing
path is inserted by a source node. The routing path is
defined by a list of routing instructions, called segments,
that are to be executed or followed by the network devices
in the networking path. Typically, a segment defines a
specific route to which the packet must be sent or a net-
working path which must be followed by a certain router.
The logging module may inserts context information into
the segment list by encoding the context information into
one or more additional segments which are than inserted
into the segment list. The inserted segments with context
information can be identified as such or will be skipped
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by other network devices and, therefore, the context in-
formation will travel along the network. The segment list
may for example relate to MPLS labels or IPv6 segments.
The information segments may then be removed by the
last segment routing node on the path, or by a node pro-
grammed to remove the one or more information seg-
ments.
[0014] A novel type of segment, the information seg-
ment, is thus defined which can be used by any device
along the routed path to insert context information into
the packet. This approach offers several advantages.
First of all, an existing hardware based networking node,
i.e., a router node using hardware implemented packet
processing, can easily be adapted to support the logging
of context information based on information segments.
This is possible because no new fields are defined such
as is the case with NSH. Second, the solution is not lim-
ited to IPv6 packets as segment routing can be used on
a wide diversity of Layer 2 or 3 protocols by the use of
MPLS. Moreover, segment lists are not limited in size,
so in principle there is no constraint in the amount of bits
needed to embed the context information. It just suffices
to add information segments when further bits are need-
ed to encode the context information. Another advantage
is that information segments make it more easy to define
flow based routing conditions into the segment list.
Therefore, routers do not need to maintain a flow-based
forwarding state behaviour but can just use the context
information in the segment list in order to derive the flow
state information.
[0015] The routing module may process the segment
list according to the following steps:

- identify a segment from the segment list as a next
routing segment; and

- drop the next routing segment from the segment list;
and

- forward the network packet according to the next
routing segment.

[0016] This way, the next router will find its next seg-
ment at the top or beginning of the segment list. Alterna-
tively, a list pointer may be used wherein no segments
are dropped from the segment list, but a pointer to the
next segment in the list is maintained.
[0017] According to an embodiment, the routing mod-
ule is further configured to:

- identify one or more segments from the segment list
as information segments comprising context infor-
mation; and

- skip the one or more segments and proceed to a
next segment in the segment list.

[0018] The routing module thus processes information
segments different than routings segments because the
information segment are skipped. This allows to preserve
the context information in the information segments. So

even if the routing module drops the routing segments,
the information segments will remain in the packet along
the complete routed path. The advantage of this is that
context information from previous networking nodes is
preserved throughout the full routed path and does not
become obsolete or dropped when a networking node
has processed or used it.
[0019] Preferably, the first segment of the information
segments comprises a first segment identifier identifying
the following information segments as segments com-
prising the context information.
[0020] In other words, the first information segment of
a sequence of information segments that the networking
node will process does not necessarily comprise the con-
text information but is used to define a range of following
segments used for storing context information.
[0021] This has the advantage that only one segment
value or identifier must be preserved for identifying con-
text information while all other values may be used for
other purposes such as routing. When the routing module
identifies this one segment, it can just discard the follow-
ing segments. This way, the following information seg-
ments may even comprise values that are preserved for
the identification of routing segments. Another advan-
tage is that unnecessary processing of information seg-
ments is avoided because the routing module will just
skip all information segments instead of first reading all
the values.
[0022] Alternatively or complementary, an information
segment of the one or more information segments com-
prises a segment identifier selected from a set or range
of segment identifiers indicative for logging of context
information.
[0023] In other words, a value of an information seg-
ment carries a fixed meaning. This has the advantage
that context information may be incorporated by a single
segment. Different types or values of context information
may then be defined by a predefined set of information
segment or segment identifiers. Every networking device
then treats the segments according to this predefined set.
[0024] The logging module may then be further con-
figured to:

- receive from a mapping controller a mapping table
comprising the set of segment identifiers.

[0025] In other words, the predefined set of information
segments is distributed by a mapping controller, i.e., a
networking device that provides the predefined set to all
networking devices in the network. The predefined set
may then be defined locally, i.e., the set is applicable to
a local network, e.g., between edge routers, or the set
may be defined globally, i.e., all networking device use
the same mapping. This has the advantage that the log-
ging of context information may be controlled by a cen-
tralized entity thereby controlling the logging from the
service plane while transporting the context information
over the data plane.

3 4 
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[0026] According to an embodiment the context infor-
mation comprises a packet colour defining a block of con-
secutive network packets to which the network packet
belongs.
[0027] This way the solution as provided in draft-chen-
ippm-coloring-based-ipfpm-framework-06 by the IETF ti-
tled "IP Flow Performance Measurement Framework"
can be extended to other protocols than IPv4 or IPv6.
[0028] According to a second aspect, the disclosure
relates to a networking device for forwarding network
packets over a network by segment routing; the network-
ing device comprising a routing module configured to:

- retrieve a segment list from a network packet; and
- perform the forwarding according to the segments

in the segment list while skipping a segment when
it is identified (303) as an information segment based
one or more segment identifiers.

[0029] According to a third aspect, the disclosure re-
lates to a networking device for forwarding network pack-
ets over a network by segment routing; wherein the net-
working device is configured to:

- retrieve a segment list from a network packet; and
- identify segments form the segment list as informa-

tion segments related to context information of the
network packet; and

- drop the information segments from the segment list.

[0030] According to a fourth aspect, the disclosure re-
lates to a method for adding context information to a net-
work packet at a forwarding networking device compris-
ing:

- constructing one or more information segments
comprising the context information; and

- insert the one or more information segments into a
segment list incorporated in the network packet; and

- forwarding the network packet over the network ac-
cording to the segment list.

[0031] According to a fifth aspect, the disclosure re-
lates to a computer program product comprising a com-
puter-executable instructions for performing the method
according to the fourth aspect when the program is run
on a computer.
[0032] According to a sixth aspect, the disclosure re-
lates to a computer readable storage medium comprising
the computer program product according to the fifth as-
pect.
[0033] According to a seventh aspect, the disclosure
relates to a data processing system programmed for car-
rying out the method according to the fourth aspect.

Brief Description of the Drawings

[0034]

Fig. 1 illustrates a networking packet that is forward-
ed along a networking path by different routers ac-
cording to an embodiment of the invention; and

Fig. 2A, 2B and 2C illustrate a networking devices
according to different embodiments of the invention;
and

Fig. 3 illustrates steps performed by a networking
device according to an embodiment of the invention;
and

Fig. 4 illustrates a segment list comprising informa-
tion segments according to an embodiment of the
invention; and

Fig. 5 illustrates a segment list comprising informa-
tion segments according to an embodiment of the
invention; and

Fig. 6 illustrates steps performed by a networking
device according to an embodiment of the invention.

Fig. 7 illustrates a suitable computing system for per-
forming methods according to embodiments of the
invention.

Detailed Description of Embodiment(s)

[0035] The present invention relates to segment rout-
ing and more particular to the insertion and transportation
of context information within networking packets along a
segment routed network. Context information is informa-
tion about the networking packet which is not essential
for the transportation or routing of the networking packet
between endpoints but that can be used to facilitate the
transportation of the packet or to identify the packet. An
example of context information is the Quality of Service
label to differentiate between different types of data flow
or a data flow identification to differentiate between dif-
ferent data flows in a network. Such context information
may be inserted into a network packet along the network-
ing path when travelling between endpoints. This inser-
tion may be performed by forwarding networking devices
found along the networking path, e.g., by switches,
(edge) routers, access points, gateways...
[0036] Segment routing is a form of source routing, i.e.,
the routing path of a networking packet is determined by
a source or edge node in the network and the routing
nodes along the path forward the networking packet ac-
cording to routing path as determined by the source or
edge node. The routing path is defined by a list of seg-
ments that are embedded as a segment list in the net-
working packets. Segment routing can be performed in
an IPv6 network by IPv6 segments that are incorporated
in the IPv6 header or by using the Multiprotocol Label
Switching protocol (MPLS). The embodiment below may
conform to the segment routing as proposed in draft-ietf-
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spring-segment-routing-10 by the IETF titled "Segment
Routing Architecture".
[0037] Fig. 2A, 2B and 2C illustrate such a forwarding
networking devices 100,101 and 102 according to em-
bodiments of the invention. Fig. 1 illustrates an example
where devices 100, 101 and 102 are used for routing a
packet 131 along a communication network by segment
routing and will be used as an illustration of aspects of
the invention. Devices 100, 101 and 102 comprise a rout-
ing module 201 and, optionally, a logging module 202
and telemetry module 203. Fig. 3 illustrates steps per-
formed by these modules 201, 202 and 203 according
to an embodiment of the invention.
[0038] The routing module of device 100 is configured
to receive, in a first step 300, a networking packet 131
over one or more networking interfaces. The routing mod-
ule is configured to perform segment routing. The net-
working packet 131 comprises a segment list further
comprising segments 111-114. In a next step 301, the
routing module 201 of device 100 retrieves this segment
list from networking packet 131. Then, from the segment
list, the routing module 201 takes the next segment from
the segment list, e.g., segment 111 as shown in Fig. 1.
The next segment may for example be the first segment
at the beginning of the segment list. Alternatively, the
segment list may comprise a segment pointer pointing
to the next segment in the segment list. In a next step
303, routing module 201 of device 100 checks whether
the retrieved segment is a routing segment or an infor-
mation segment related to context information.
[0039] Fig. 4 illustrates an example of a segment list
431 according to an embodiment comprising both routing
segments 421, 422, 426 and information segments 423,
424, 425. When routing module 201 retrieves the first
information segment 423 in the segment list 431 under
step 302, it identifies segment 423 as an information seg-
ment because segment 423 comprises a dedicated value
or identification number. Segment 423 further comprises
a value indicating the number of segments following seg-
ment 423 that are also information segments. When rout-
ing module 201 has identified segment as an information
segment in step 303, it then proceeds to step 304 and
skips all the following information segments 424, 425 in
the segment list 431 as indicated in information segment
423.
[0040] Fig. 5 illustrates another example of a segment
list 531 according to an embodiment comprising both
routing segments 521, 522, 526 and information seg-
ments 523, 524 and 525. When routing module 201 re-
trieves the first information segment 523 from the seg-
ment list 531 under step 502, it identifies segment 523
as an information segment because segment 523 com-
prises a value or identification number from a predefined
set or range of information values. If the value appears
in this predefined set or range, the segment 523 is iden-
tified as an information segment under step 303. Then,
this segment is skipped under step 304 by the routing
module and the routing module proceeds to step 302

where the next segment 524 is retrieved from the seg-
ment list 531. The routing module will then perform steps
302, 303 and 304 another two times in order to skip the
information segments 524 and 525 until routing segment
526 is retrieved.
[0041] Returning now back to the example from Fig.
1, segment 111 is an information segment and segments
112, 113 and 114 are all routing segments. Routing mod-
ule 201 of device 100 will thus skip information segment
111 and proceed to segment 112 which is a routing seg-
ment. When the segment is identified as a routing seg-
ment, the routing module 201 drops the segment 112
from the segment list in step 305 such that the next device
101 in the routing path does not encounter segment 112,
but the next routing segment 113.
[0042] In the example of Fig. 1, routing device 100 also
comprises a logging module 202 for inserting context in-
formation into routed packets. If there is context informa-
tion that is to be added to the network packet, the logging
module 202 performs steps 306 and 307, otherwise it
directly proceeds to step 308. In step 306, the logging
module embeds the context information into information
segments. This may for example be done by information
segments 423, 424 425 of Fig. 4 or by information seg-
ments 523, 524, 525 of Fig. 5. Returning to the example
of Fig. 1, logging module 202 of device 100 inserts infor-
mation segment 115 into the segment list. When the con-
text information is inserted into the segment list, the rout-
ing module performs step 308 wherein the retrieved rout-
ing segment 112 is used to route packet 131 as packet
132 to the next networking device 101 along networking
path 121.
[0043] Information segments are segments that are
not used as routing instructions for following routers, but
for carrying context information about contexts, services
and actions exposed to the network packet. This context
information may then be used to aid in service treatment
when it travels through the network. Preferably, the in-
formation segments are inserted by the logging module
202 at the end of the segment list. This way, routing nodes
will not perform unnecessary processing by skipping in-
formation segments.
[0044] Packet 132 then arrives at routing device 101
which only comprises a routing module 201 and no log-
ging module 202 or telemetry module 203. In other words,
device 101 cannot retrieve context information from in-
formation segments nor insert context information into
information segments and thus into the segment list. After
reception of the packet 132 and segment list under steps
300 and 301, device 101 first skips the first information
segment 111 under steps 302, 303 and 304 and then
retrieves and drops the next routing segment 113 under
steps 302, 303 and 305. As device 101 does not comprise
a logging module 202, steps 306 and 307 are not per-
formed and, thus, routing module 201 routes packet 132
as packet 133 to the next routing device 102 along net-
working path 122.
[0045] In the example of Fig. 1, device 102 comprises
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a routing module 201 and telemetry module 203. By rout-
ing module 201, the packet 133 is routed further along
the network as illustrated according to the above embod-
iments. By telemetry module 203, the device 102 re-
trieves the context information as embedded in informa-
tion segments 111 and 115 from the segment list. This
process is illustrated by the steps 601 to 604 of Fig. 6.
In the first step 601, the telemetry module obtains the
segment list from packet 133. Then, under step 602, the
telemetry module 203 retrieves the information segments
111 and 115 from the segment list, for example in a similar
fashion as under step 303. Then, in the next step 603,
telemetry module 203 retrieves the context information
from the information segments 111 and 115. Optionally,
telemetry module 203 may proceed further to step 604
and drop the information segments 111 and 115 from the
segment list.
[0046] It should be understood that any routing device
supporting information segments may remove informa-
tion segments from the segment list as needed by the
service or function performed. Advantageously, a routing
device at the of the segment route will remove all infor-
mation segments left in the segment list.
[0047] As outlined above, information segments may
be identified by a unique identifier or a range of unique
identifiers, further referred to as information identifiers.
These information identifiers may be pre-programmed
into routing devices 100-102. However, this does not al-
low a lot of flexibility. Therefore, the information identifiers
may be retrieved from a mapping server 140. This map-
ping server 140 may then provide a single information
identifier or a range of such information identifiers. The
information identifiers may further be globally unique, i.e.,
applicable to any routing device, or only locally unique,
i.e., only applicable to a subset of routing devices, for
example within a certain network or between edge rout-
ers.
[0048] Information segments can be used for different
purposes by network devices that comprise a telemetry
module 203 for extracting the context information from
the information segments.
[0049] Information segments may be used for perform-
ing measurements on networking packets in order to
identify black holes or de-synchronisations between the
control- and data-plane. For example, colour information
may be inserted as context information in packets ac-
cording to the PNPM framework as proposed in draft-
ietf-ippm-alt-mark-02 by the IETF under the title "Alter-
nate Marking method for passive performance monitor-
ing". Routing devices using the colour information for per-
formance monitoring may then remove the information
segments at the end of the route.
[0050] The information segment may be used as re-
placement for the dedicated Entropy Label as proposed
by the IETF RFC 6790 thereby reducing the size of the
segment list.
[0051] The information segments may be used for
tracking activities on the network path, e.g., for informa-

tion about policies that were applied or about services
that were applied (firewall, IDS). More specifically, when
a certain policy or service was applied by a previous rout-
ing device and this information was added in an informa-
tion segment, a following routing device may use this
information in order to avoid performing the same service
or policy a second time.
[0052] Fig. 7 shows the computing system 700 accord-
ing to an embodiment of the invention. Computing system
700 is suitable for performing the steps according to the
above embodiments. Computing system 700 may also
be incorporated in or used as a routing device 100, 101,
102. Computing system 700 may in general be formed
as a suitable general purpose computer and comprise a
bus 710, a processor 702, a local memory 704, one or
more optional input interfaces 714, one or more optional
output interfaces 716, a communication interface 712, a
storage element interface 706 and one or more storage
elements 708. Bus 710 may comprise one or more con-
ductors that permit communication among the compo-
nents of the computing system 700. Processor 702 may
include any type of conventional processor or microproc-
essor that interprets and executes programming instruc-
tions. Local memory 704 may include a random access
memory (RAM) or another type of dynamic storage de-
vice that stores information and instructions for execution
by processor 702 and/or a read only memory (ROM) or
another type of static storage device that stores static
information and instructions for use by processor 702.
Input interface 714 may comprise one or more conven-
tional mechanisms that permit an operator to input infor-
mation to the computing device 700, such as a keyboard
720, a mouse 730, a pen, voice recognition and/or bio-
metric mechanisms, etc. Output interface 716 may com-
prise one or more conventional mechanisms that output
information to the operator, such as a display 740, etc.
Communication interface 712 may comprise any trans-
ceiver-like mechanism such as for example one or more
Ethernet interfaces that enables computing system 700
to communicate with other devices and/or systems, for
example with other routing devices 100, 101, 102 or map-
ping server 140. The communication interface 712 of
computing system 700 may be connected to such anoth-
er computing system by means of a local area network
(LAN) or a wide area network (WAN) such as for example
the internet. Storage element interface 706 may com-
prise a storage interface such as for example a Serial
Advanced Technology Attachment (SATA) interface or
a Small Computer System Interface (SCSI) for connect-
ing bus 710 to one or more storage elements 708, such
as one or more local disks, for example SATA disk drives,
and control the reading and writing of data to and/or from
these storage elements 708. Although the storage ele-
ments 708 above is described as a local disk, in general
any other suitable computer-readable media such as a
removable magnetic disk, optical storage media such as
a CD or DVD, -ROM disk, solid state drives, flash memory
cards, ... could be used. The system 700 described
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above can also run as a virtual machine above the phys-
ical hardware.
[0053] Although the present invention has been illus-
trated by reference to specific embodiments, it will be
apparent to those skilled in the art that the invention is
not limited to the details of the foregoing illustrative em-
bodiments, and that the present invention may be em-
bodied with various changes and modifications without
departing from the scope thereof. The present embodi-
ments are therefore to be considered in all respects as
illustrative and not restrictive, the scope of the invention
being indicated by the appended claims rather than by
the foregoing description, and all changes which come
within the scope of the claims are therefore intended to
be embraced therein.
[0054] It will furthermore be understood by the reader
of this patent application that the words "comprising" or
"comprise" do not exclude other elements or steps, that
the words "a" or "an" do not exclude a plurality, and that
a single element, such as a computer system, a proces-
sor, or another integrated unit may fulfil the functions of
several means recited in the claims. Any reference signs
in the claims shall not be construed as limiting the re-
spective claims concerned. The terms "first", "second",
third", "a", "b", "c", and the like, when used in the descrip-
tion or in the claims are introduced to distinguish between
similar elements or steps and are not necessarily de-
scribing a sequential or chronological order. Similarly,
the terms "top", "bottom", "over", "under", and the like
are introduced for descriptive purposes and not neces-
sarily to denote relative positions. It is to be understood
that the terms so used are interchangeable under appro-
priate circumstances and embodiments of the invention
are capable of operating according to the present inven-
tion in other sequences, or in orientations different from
the one(s) described or illustrated above.

Claims

1. Networking device (100) for forwarding network
packets (131,132, 133) over a network by segment
routing; the networking device comprising:

- a routing module (201) configured to forward
(307) a network packet according to a segment
list (111-114, 431, 531) incorporated into the
network packet (131); and
- a logging module (202) for adding (306) context
information to the network packet;

and wherein the logging module is further configured
to:

- construct (306) one or more information seg-
ments (423-425, 523-525, 115) comprising the
context information; and
- insert (307) the one or more information seg-

ments into the segment list.

2. Networking device (100) according to claim 1 where-
in the routing module is further configured to:

- identify (303) a segment from the segment list
as a next routing segment; and
- drop (305) the next routing segment from the
segment list; and
- forward (308) the network packet according to
the next routing segment.

3. Networking device (100) according to claim 1 where-
in the routing module is further configured to:

- identify (303) one or more segments (423-425,
523-525) from the segment list as information
segments comprising context information; and
- skip (304) the one or more segments and pro-
ceed to a next segment (426, 526) in the seg-
ment list.

4. Networking device (100) according to claim 1 where-
in the first segment of the information segments com-
prises a first segment identifier (423) identifying the
following information segments (424-425) as seg-
ments comprising the context information.

5. Networking device according to claim 3 wherein an
information segment of the one or more information
segments comprises a segment identifier (523-525)
selected from a set of segment identifiers indicative
for logging of context information.

6. Networking device according to claim 5 wherein the
logging module is further configured to:

- receive from a mapping controller (140) a map-
ping table comprising the set of segment iden-
tifiers.

7. Networking device according to claim 1 wherein the
segment list comprises MPLS labels or IPv6 seg-
ments.

8. Networking device (100) according to claim 1 where-
in the context information comprises a packet colour
defining a block of consecutive network packets to
which the network packet belongs.

9. A networking device (101) for forwarding network
packets over a network by segment routing; the net-
working device comprising a routing module (201)
configured to

- retrieve (301) a segment list from a network
packet; and
- perform (308) the forwarding according to the
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segments in the segment list while skipping
(304) a segment when it is identified (303) as an
information segment based one or more seg-
ment identifiers.

10. A networking device (102) for forwarding network
packets over a network by segment routing; wherein
the networking device is configured to:

- retrieve (601) a segment list (111, 114, 115)
from a network packet (133); and
- identify (602) segments form the segment list
as information segments (111, 115) related to
context information of the network packet; and
- drop (604) the information segments from the
segment list.

11. A method for adding context information to a network
packet (131) at a forwarding networking device (100)
comprising:

- constructing (306) one or more information
segments comprising the context information;
and
- insert (307) the one or more information seg-
ments into a segment list (111-115) incorporat-
ed in the network packet; and
- forwarding (308) the network packet (132) over
the network according to the segment list.

12. A computer program product comprising a compu-
ter-executable instructions for performing the meth-
od according to claim 11 when the program is run
on a computer.

13. A computer readable storage medium comprising
the computer program product according to claim 12.

14. A data processing system (700) programmed for car-
rying out the method according to claim 11.
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