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(57) The invention concerns a method for generating
a cryptogram in a user device (32) and verifying the cryp-
togram in a payment server (33), the cryptogram being
in the form of a dynamic Card Verification Value (dCVV)
generated in the user device (32) by a generation algo-
rithm from an authentication key and a diversification val-
ue, the diversification value having been synchronized
previously between the user device (32) and the payment
server (33) through a telecommunication network distinct
from a payment network, so that the user device (32) and
the payment server (33) store in their respective memo-
ries the same diversification value, the method compris-
ing:
a- Displaying the dCVV generated in the user device(16)
on the screen of the user device (32);

b- Copying the dCVV, together with payment credentials
into a payment form of a merchant server (38);
c- Sending from the merchant server (38) through the
payment network an authorisation request to the pay-
ment server (33), the authorisation request comprising
the payment credentials and the dCVV;
d- Verifying at the payment server (33), by a verification
algorithm, that the received dynamic CVV (dCVV) corre-
sponds to a dynamic CVV generated from the diversifi-
cation value stored in its memory, and:
- if the verification is positive, sending a positive author-
ization message to a bank server (39);
- if the verification is negative, sending a negative author-
ization message to the bank server (39).
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Description

TECHNICAL FIELD

[0001] The present invention relates to a method for
generating, in a user device, and verifying, in a payment
server, a dynamic Card Verification Value (dCVV). In par-
ticular but not exclusively, the invention is applicable to
on-line payment transactions and to tokenisation/deto-
kenization of Primary Account Numbers.

BACKGROUND OF THE INVENTION

[0002] In the payment card ecosystem, a payment
server is an authorisation server used for authorizing or
not payments originating from a merchant payment ter-
minal or from a merchant website or mobile application
(for e-commerce).
[0003] Typically, as illustrated in figure 1, for proximity
payments at a merchant payment terminal 10, an EMV
card 11 generates an EMV cryptogram based on trans-
action details such as the amount, from payment creden-
tials such as the card Primary Account Number (PAN),
from an unpredictable number (UN) and from an Appli-
cation Transaction Counter (ATC). An authentication key
securely stored in the EMV card 11 is also used in the
calculation of this EMV cryptogram. Transaction details,
UN and ATC all contribute to making the EMV cryptogram
unique and unpredictable.
[0004] The payment terminal 10 then sends an author-
isation request to an authorisation server through a pay-
ment network 13. The payment network 13 may be that
of an international card scheme or a domestic card
scheme or a private network of the card issuer or a com-
bination of them. The authorisation request message
comprises the transaction details, payment credentials,
ATC, UN and the EMV cryptogram.
[0005] The authorisation server 12 uses its own ver-
sion of the authentication key to verify the EMV crypto-
gram based on the information received in the authori-
sation request message.
[0006] Similarly, as illustrated in figure 2, when the
proximity payment is initiated from a mobile device 20
and not an EMV card, the payment credentials, stored in
the mobile device 20, will often comprise a token, i.e. a
surrogate value of the Primary Account Number, as de-
fined by the EMVCo specifications. In this case, the pay-
ment server used to verify the cryptogram is a Transac-
tion Manager 21 which is part of a Tokenisation platform
22. A positive cryptogram verification, combined with oth-
er verifications, by the Transaction Manager 21 will lead
to the detokenization of the token back to its original PAN.
The Transaction Manager 21 then forwards an authori-
sation request that includes the PAN to the authorisation
server 12.
[0007] In e-commerce, a vast majority of payments are
conducted by the user entering manually payment cre-
dentials in the payment form of the merchant. In this sit-

uation, there is no automatic communication between
merchant and consumer payment device and an EMV
cryptogram is not used.
[0008] However, the Card Security Code (also called
Card Verification Value - CVV) field is available in the
payment form and could be used to manually enter a 3-
digit cryptogram. The difficulty resides in making this
cryptogram unique and unpredictable using information
that is transmitted to the payment server in spite of the
lack of automatic communication between merchant and
consumer payment device.
[0009] The invention proposes a solution to this prob-
lem.
[0010] More precisely, the invention proposes a meth-
od for generating a cryptogram in a user device and ver-
ifying the cryptogram in a payment server, the crypto-
gram being in the form of a dynamic Card Verification
Value (dCVV) generated in the user device by a gener-
ation algorithm from an authentication key and a diver-
sification value, the diversification value having been syn-
chronized previously between the user device and the
payment server through a telecommunication network
distinct from a payment network, so that the user device
and the payment server store in their respective memo-
ries the same diversification value, the method compris-
ing:

a- Displaying the dCVV generated in the user device
on the screen of the user device;
b- Copying the dCVV, together with payment cre-
dentials into a payment form of a merchant server;
c- Sending from the merchant server through the
payment network an authorisation request to the
payment server, the authorisation request compris-
ing the payment credentials and the dCVV;
d- Verifying at the payment server, by a verification
algorithm, that the received dynamic CVV (dCVV)
corresponds to a dynamic CVV generated from the
diversification value stored in its memory, and:

- if the verification is positive, sending a positive
authorization message to a bank server;

- if the verification is negative, sending a negative
authorization message to the bank server.

[0011] Preferably, the diversification value is generat-
ed in the user device and sent to the payment server
through the telecommunication network.
[0012] Alternatively, the diversification value is gener-
ated in the payment server and sent to the user device
through the telecommunication network.
[0013] In another embodiment, the diversification val-
ue is generated in a provisioning server and sent to the
user device and to the payment server through the tele-
communications network. The payment credentials pref-
erably comprise a token and its associated expiry date,
the token being a surrogate value of a Primary Account
Number.
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[0014] In another embodiment, the payment creden-
tials comprise a Primary Account Number and its asso-
ciated expiry date.
[0015] The diversification value can comprise an Ap-
plication Transaction Counter (ATC). Preferably, the pay-
ment server verifies the dCVV as part of required verifi-
cations to detokenize the token back to the Primary Ac-
count Number (PAN) and sends the PAN in an authori-
zation message to the bank server.
[0016] The authentication key can be a dynamic au-
thentication key (LUK) generated from the transaction
counter value.
[0017] In one embodiment, the dCVV is generated up-
on identification of the user and his approval of the usage
of his payment credentials.
[0018] The invention also concerns a user device com-
prising a dCVV generation algorithm for generating and
displaying a dynamic CVV (dCVV) in the user device
thanks to a diversification value stored in its memory and
previously shared with a payment server for synchroni-
zation purposes through a telecommunication network
distinct from a payment network.
[0019] The invention also concerns a payment server
comprising a dCVV verification algorithm for verifying a
dynamic CVV (dCVV) received in an authorisation re-
quest message sent by a merchant server, the dCVV
having been generated by a user device, the verification
being achieved thanks to a diversification value synchro-
nized previously between the user device and the pay-
ment server through a telecommunication network dis-
tinct from a payment network.
[0020] The method according to the invention will be
better understood by reading the following description of
a preferred embodiment of the invention in regard of the
figures that represent:

- Fig. 1 and 2 proximity payment systems using EMV
cryptograms;

- Fig. 3 a system in which the method of the present
invention is implemented;

- Fig. 4 and 5 an example of user device and of dis-
played information.

[0021] Fig. 1 and 2 have been previously described in
regard of the state of the art.
[0022] Fig. 3 represents a system in which the method
of the present invention is implemented.
[0023] The system comprises essentially two different
networks:

- A telecommunication network 30a or 30b;
- A payment network 31.

[0024] These two networks are distinct: The telecom-
munication network 30a or 30b is used for synchroniza-
tion purposes: A same diversification value DV has to be
stored in a user device 32 and in a payment server 33.
The user device 32 is for example a smartphone.

[0025] This can be done for example by generating in
the user device 32 this diversification value and sending
it to the payment server 33 through the telecommunica-
tion network 30a.
[0026] An alternative consists in generating this diver-
sification value in the payment server 33 and sending it
to the user device 32 through the telecommunication net-
work 30a.
[0027] Another alternative consists in generating this
diversification value in a provisioning server 34 and send-
ing it to the user device 32 and to the payment server 33
through the telecommunications network 30b.
[0028] The diversification value can be a random
number or an incremental of a previously used diversifi-
cation value.
[0029] The result of this first step is that the user device
32 and the payment server 33 store in their respective
memories the same diversification value.
[0030] After having provisioned the user device 32 and
the payment server 33 with the same diversification val-
ue, and when the user of the device 32 wishes to make
a transaction with a merchant’s server, a dCVV genera-
tion algorithm 35 generates a dCVV from at least an au-
thentication key 36 and the diversification value.
[0031] The authentication key is for example a key that
has been diversified from a master key, the master key
being present at the level of the payment server 33.
[0032] The user may, as a pre-requisite to dCVV gen-
eration, identify himself, for example on the user device
32, for example by entering a passcode 321 or for exam-
ple by placing a finger on a fingerprint scanner 322 as
shown in figure 4.
[0033] After generation of the dCVV, it is displayed
(325) on the screen 320 of the user device 32. The pay-
ment credentials 323, 324 may also be displayed on the
screen 320 as shown in figure 5.
[0034] The user has then to enter manually the dCVV
and payment credentials into a payment form 37 of a
merchant’s server 38.
[0035] The merchant’s server 38 then sends through
the payment network 31 an authorisation request to the
payment server 33, the authorisation request comprising
the payment credentials and the dCVV.
[0036] By receiving the authorisation request, the pay-
ment server 33 verifies that the received dCVV corre-
sponds to a dynamic CVV generated from the diversifi-
cation value stored in its memory, and:

- if the verification is positive, sends a positive author-
ization message to a bank server 39;

- if the verification is negative, sending a negative au-
thorization message to the bank server 39.

[0037] The invention permits to use a standardized
payment form of the merchant for transmitting a dCVV
without having to add a field in the authorization request
message for transmitting a diversification value. The
standardized format ISO 8583 can be used.
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[0038] The payment credentials comprise in a pre-
ferred embodiment a token and its associated expiry
date, the token being a surrogate value of a Primary Ac-
count Number. In this case, the payment server 33 ver-
ifies the dCVV as part of required verifications to deto-
kenize the token back to the Primary Account Number
(PAN) and sends the PAN in an authorization message
to the bank server 39.
[0039] The payment credentials can also comprise the
name of the user and other data.
[0040] In another embodiment, the payment creden-
tials comprise a Primary Account Number and its asso-
ciated expiry date. No detokenization is done in this em-
bodiment.
[0041] The diversification value can comprise (or con-
sist in) an Application Transaction Counter (ATC), known
in the state in the art.
[0042] The authentication key can be static or dynamic.
When it is dynamic, it can be a dynamic authentication
key (LUK) generated from the transaction counter value
ATC.
[0043] The invention also concerns a user device 32
comprising a dCVV generation algorithm for generating
and displaying a dCVV in the user device 32 thanks to a
diversification value stored in its memory and previously
shared with a payment server 33 for synchronization pur-
poses through a telecommunication network distinct from
a payment network.
[0044] Finally, the invention concerns a payment serv-
er 33 comprising a dCVV verification algorithm for veri-
fying a dCVV received in an authorisation request mes-
sage sent by a merchant server 38, the dCVV having
been generated by a user device 32, the verification being
achieved thanks to a diversification value synchronized
previously between the user device 32 and the payment
server 33 through a telecommunication network distinct
from a payment network.

Claims

1. Method for generating a cryptogram in a user device
(32) and verifying said cryptogram in a payment serv-
er (33), said cryptogram being in the form of a dy-
namic Card Verification Value (dCVV) generated in
said user device (32) by a generation algorithm from
an authentication key and a diversification value,
said diversification value having been synchronized
previously between said user device (32) and said
payment server (33) through a telecommunication
network distinct from a payment network, so that said
user device (32) and said payment server (33) store
in their respective memories the same diversification
value, said method comprising:

a- Displaying the dCVV generated in said user
device(16) on the screen of said user device
(32);

b- Copying said dCVV, together with payment
credentials into a payment form of a merchant
server (38);
c- Sending from said merchant server (38)
through said payment network an authorisation
request to said payment server (33), said au-
thorisation request comprising said payment
credentials and said dCVV;
d- Verifying at said payment server (33), by a
verification algorithm, that the received dynamic
CVV (dCVV) corresponds to a dynamic CVV
generated from the diversification value stored
in its memory, and:

- if said verification is positive, sending a
positive authorization message to a bank
server (39);
- if said verification is negative, sending a
negative authorization message to said
bank server (39).

2. Method according to claim 1, wherein said diversifi-
cation value is generated in said user device (32)
and sent to said payment server (33) through said
telecommunication network.

3. Method according to claim 1, wherein said diversifi-
cation value is generated in said payment server (33)
and sent to said user device (32) through said tele-
communication network.

4. Method according to claim 1, wherein said diversifi-
cation value is generated in a provisioning server
(34) and sent to said user device and to said payment
server through said telecommunications network.

5. Method according to claim 1, wherein said payment
credentials comprise a token and its associated ex-
piry date, said token being a surrogate value of a
Primary Account Number.

6. Method according to claim 1, wherein said payment
credentials comprise a Primary Account Number
and its associated expiry date.

7. Method according to claim 1, wherein said diversifi-
cation value comprises an Application Transaction
Counter (ATC).

8. Method according to claim 5, wherein said payment
server verifies said dCVV as part of required verifi-
cations to detokenize the token back to the Primary
Account Number (PAN) and sends said PAN in an
authorization message to said bank server (39).

9. Method according to claims 1 and 7, wherein said
authentication key is a dynamic authentication key
(LUK) generated from said transaction counter val-
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ue.

10. User device (32) comprising a dCVV generation al-
gorithm for generating and displaying a dynamic
CVV (dCVV) in said user device (32) thanks to a
diversification value stored in its memory and previ-
ously shared with a payment server (33) for synchro-
nization purposes through a telecommunication net-
work distinct from a payment network.

11. Payment server (33) comprising a dCVV verification
algorithm for verifying a dynamic CVV (dCVV) re-
ceived in an authorisation request message sent by
a merchant server (38), said dCVV having been gen-
erated by a user device (32) according to claim 10,
said verification being achieved thanks to a diversi-
fication value synchronized previously between said
user device (32) and said payment server (33)
through a telecommunication network distinct from
a payment network.
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