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(57) A management device installed in a vehicle in-
cludes a master key storing part configured to share the
master key that is used to generate an initial key held by
an ECU together with an identifier of the ECU; a commu-
nication part configured to communicate with the ECU;
a key generation part configured to generate the initial

key of the ECU by use of the master key stored on the
master key storing part and the identifier of the ECU re-
ceived from the ECU via the communication part; and an
initial key storing part configured to store the initial key
of the ECU that is generated by the key generation part
in connection with the identifier of the ECU.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a management
device, a management system, a key generation device,
a key generation system, a key management system, a
vehicle, a management method, a key generation meth-
od, and a computer program.
[0002] The present application claims the benefit of pri-
ority on Japanese Patent Application No. 2015-155376
filed on August 5, 2015 and Japanese Patent Application
No. 2015-239428 filed on December 8, 2015, the subject
matters of which are hereby incorporated herein by ref-
erence.

BACKGROUND ART

[0003] Recently, automobiles equipped with ECUs
(Electronic Control Units) have been designed to achieve
engine control functions using ECUs. The ECU is a type
of computer for achieving desired functions according to
computer programs. Normally, computer programs for
the ECUs already installed in automobiles are updated
in ordinal auto-repair shops on inspection or periodic in-
spection of automobiles.
[0004] Conventionally, computer programs for the EC-
Us are updated such that an operator connects a diag-
nosis terminal dedicated to maintenance to a diagnosis
port, referring to as an OBD (On-Board Diagnostics) port
for each automobile, so as to install updating programs
and change settings of data via the diagnosis terminal.
For example, Non-Patent Literatures 1, 2 disclose tech-
nics regarding the security of on-vehicle control systems.

CITATION LIST

NON-PATENT LITERATURE

[0005]

Non-Patent Literature 1: C. Miller, C. Valasek, "Ad-
ventures in Automobile Networks and Control Units",
DEF CON 21, August 2013
Non-Patent Literature 2: Hiroaki Takada, Tsutomu
Matsumoto, "Suggestion Regarding Information Se-
curity Enhancement of On-Vehicle Embedded Sys-
tem", September 2013, Internet <URL: https://www.
ipa.go.jp/files/000034668.pdf>
Non-Patent Literature 3: Trusted Computing Group,
Internet <URL: http://www.trustedcomputinggroup.
org/>

SUMMARY OF INVENTION

TECHNICAL PROBLEM

[0006] The aforementioned Non-Patent Literatures 1,

2 fail to disclose any means for improving the security of
on-vehicle control systems. For this reason, it is prefer-
able to improve the reliability of data applications for com-
puter programs installed in on-vehicle computers such
as ECUs installed in automobiles or vehicles.
[0007] For example, it is possible to improve the pro-
tection quality of on-vehicle computer system by way of
mutual authentication with counterpart devices for ex-
changing data using keys held by ECUs after the ECUs
are activated. In addition, it is possible to verify the cor-
rectness of data being exchanged between the ECUs by
use of keys held by the ECUs. Moreover, it is possible
to inspect computer programs or data used for the ECUs
such that computer programs or data used for the ECUs
having attached electronic signatures are delivered to a
management device for each automobile, and then elec-
tronic signatures attached to the delivered data are
checked using keys held by the management device.
Herein, it is a problem about the safety of keys as to how
to realize management and updating of keys held by au-
tomobiles.
[0008] The present invention is made in consideration
of the aforementioned circumstances, and therefore the
present invention aims to provide a management device,
a management system, a key generation device, a key
generation system, a key management system, a vehi-
cle, a management method, a key generation method,
and a computer program, which can be contributed to
management and updating of keys held by automobiles
or vehicles.

SOLUTION TO PROBLEM

[0009]

(1) According to one aspect of the present invention,
a management device installed in a vehicle includes
a master key storing part configured to share the
master key that is used to generate the initial key
held by an on-board computer mounted on the ve-
hicle together with an identifier of the on-board com-
puter; a communication part configured to commu-
nicate with the on-board computer; a key generation
part configured to generate the initial key of the on-
board computer by use of the master key stored on
the master key storing part and the identifier of the
on-board computer received from the on-board com-
puter via the communication part; and an initial key
storing part configured to store the initial key of the
on-board computer that is generated by the key gen-
eration part in connection with the identifier of the
on-board computer.
(2) According to one aspect of the present invention,
a management system includes a management de-
vice installed in a vehicle and a management server
equipment configured to communicate with the man-
agement device through a wireless communication
network. The management server equipment in-
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cludes a storage medium configured to share the
master key that is used to generate an initial key held
by an on-board computer mounted on the vehicle
together with an identifier of the on-board computer;
a key generation part configured to generate the in-
itial key of the on-board computer by use of the mas-
ter key stored on the storage medium and an iden-
tifier of the on-board computer that is received via
the management device; and a communication part
configured to transmit the initial key of the on-board
computer that is generated by the key generation
part together with the identifier of the on-board com-
puter. The management device includes a wireless
communication part configured to transmit the iden-
tifier of the on-board computer to the management
server equipment through the wireless communica-
tion network and to receive a pair of the initial key of
the on-board computer and the identifier of the on-
board computer from the management server equip-
ment through the wireless communication network;
and a key storage medium configured to store a pair
of the initial key of the on-board computer and the
identifier of the on-board computer, which are re-
ceived from the management server equipment via
the wireless communication part.
(3) According to one aspect of the present invention,
a management device installed in a vehicle includes
a wireless communication part configured to transmit
an identifier of an on-board computer, which is used
to generate an initial key held by the on-board com-
puter mounted on the vehicle together with a master
key, to a management server equipment sharing the
master key and to receive a pair of the initial key of
the on-board computer and the identifier of the on-
board computer from the management server equip-
ment through a wireless communication network;
and a key storage medium configured to store a pair
of the initial key of the on-board computer and the
identifier of the on-board computer, which are re-
ceived from the management server equipment with
the wireless communication part.
(4) According to one aspect of the present invention,
a key generation device installed in a vehicle in-
cludes a key storage medium configured to share a
plurality of master keys that are used to generate an
initial key held by an on-board computer mounted
on the vehicle together with an identifier of the on-
board computer, and therefore the initial key of the
on-board computer is generated using a plurality of
master keys stored on the key storage medium and
the identifier of the on-board computer supplied from
the on-board computer.
(5) According to one aspect of the present invention,
a key management system includes a key genera-
tion device of (4); and a key storage medium config-
ured to store an initial key of an on-board computer
generated by the key generation device in connec-
tion with an identifier of the on-board computer.

(6) According to one aspect of the present invention,
a key generation system installed in a vehicle in-
cludes a first value generating device and an initial
key generating device. The first value generating de-
vice includes a first key storing part configured to
share the first master key within first and second
master keys which are used to generate an initial
key held by an on-board computer mounted on the
vehicle together with an identifier of the on-board
computer, and therefore the first value generating
device generates a first value used to generate the
initial key of the on-board computer by use of the
first master key stored on the first key storing part
and the identifier of the on-board computer supplied
from the on-board computer. The initial key gener-
ating device includes a second key storing part con-
figured to share the second master key within first
and second master keys that are used to generate
the initial key held by the on-board computer together
with the identifier of the on-board computer, and
therefore the initial key generating device generates
the initial key of the on-board computer by use of the
second master key stored on the second key storing
part and the first value supplied from the first value
generating device.
(7) In the key generation system of (6) according to
one aspect of the invention, the first value generating
device and the initial key generating device can be
configured of secure elements having different spec-
ifications.
(8) In the key generation system of (7) according to
one aspect of the invention, the first value generating
device and the initial key generating device can be
configured of secure elements having different spec-
ifications in term of tamper resistance.
(9) According to one aspect of the present invention,
a key management system includes a key genera-
tion system according to any one of (6) through (8);
and a key storage medium configured to store an
initial key of an on-board computer generated by the
key generation system in connection with an identi-
fier of the on-board computer.
(10) A vehicle according to one aspect of the present
invention includes a management device according
to any one of (1) through (3).
(11) A vehicle according to one aspect of the present
invention includes a key generation device of (4) or
a key generation system of (6).
(12) According to one aspect of the present inven-
tion, a management method implemented by a man-
agement device installed in a vehicle includes a mas-
ter key storing step for sharing a master key which
is used to generate an initial key held by an on-board
computer mounted on the vehicle together with an
identifier of the on-board computer; a communica-
tion step for receiving the identifier of the on-board
computer from the on-board computer; a key gener-
ation step for generating the initial key of the on-
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board computer by use of the maser key stored in
the master key storing step and the identifier of the
on-board computer received from the on-board com-
puter in the communication step; and an initial key
storing step for storing the initial key of the on-board
computer generated in the key generation step in
connection with the identifier of the on-board com-
puter.
(13) According to one aspect of the present inven-
tion, a management method is implemented by a
management system including a management de-
vice installed in a vehicle and a management server
equipment configured to communicate with the man-
agement device through a wireless communication
network. The management method includes a stor-
ing step for sharing a master key which is used to
generate an initial key held by an on-board computer
mounted on the vehicle together with an identifier of
the on-board computer; a key generation step for
generating the initial key of the on-board computer
by use of the master key stored in the key storing
step and the identifier of the on-board computer re-
ceived from the management device; a communica-
tion step for transmitting to the management device
the initial key of the on-board computer generated
in the key generation step together with the identifier
of the on-board computer; a transmission step for
transmitting the identifier of the on-board computer
to the management server equipment through the
wireless communication network; a reception step
for receiving from the management server equip-
ment through the wireless communication network
a pair of the initial key of the on-board computer and
the identifier of the on-board computer; and a key
storing step for storing a pair of the initial key of the
on-board computer received from the management
server equipment in the reception step and the iden-
tifier of the on-board computer.
(14) According to one aspect of the present inven-
tion, a key generation method implemented by a key
generation device installed in a vehicle includes a
master key storing step for sharing a plurality of mas-
ter keys that are used to generate an initial key held
by an on-board computer mounted on the vehicle
together with an identifier of the on-board computer;
and a key generation step for generating the identi-
fier of the on-board computer by use of a plurality of
master keys stored in the master key storing step
and the identifier of the on-board computer supplied
from the on-board computer.
(15) According to one aspect of the present inven-
tion, a key generation method is implemented by a
first value generating device and an initial key gen-
erating device installed in a vehicle. The key gener-
ation method includes a first master key storing step
for sharing a first master key within first and second
master keys that are used to generate an initial key
held by an on-board computer mounted on the ve-

hicle together with an identifier of the on-board com-
puter; a first value generating step for generating a
first value which is used to generate the initial key of
the on-board computer by use of the first master key
stored in the first master key storing step and the
identifier of the on-board computer supplied from the
on-board computer; a second master key storing
step for sharing the second master key within the
first and second master keys which are used to gen-
erate the initial key of the on-board computer togeth-
er with the identifier of the on-board computer; and
an initial key generating step for generating the initial
key of the on-board computer by use of the second
master key stored in the second master key storing
step and the first value supplied from the first value
generating device.
(16) According one aspect of the present invention,
a computer program causes a computer of a man-
agement device installed in a vehicle to implement
a master key storing step for sharing a master key
which is used to generate an initial key held by an
on-board computer mounted on the vehicle together
with an identifier of the on-board computer; a com-
munication step for receiving the identifier of the on-
board computer from the on-board computer; a key
generation step for generating the initial key of the
on-board computer by use of the maser key stored
in the master key storing step and the identifier of
the on-board computer received from the on-board
computer in the communication step; and an initial
key storing step for storing the initial key of the on-
board computer generated in the key generation step
in connection with the identifier of the on-board com-
puter.
(17) According to one aspect of the present inven-
tion, a computer program causes a computer of a
management server equipment configured to com-
municate with a management device installed in a
vehicle through a wireless communication network
to implement a storing step for sharing a master key
which is used to generate an initial key held by an
on-board computer mounted on the vehicle together
with an identifier of the on-board computer; a key
generation step for generating the initial key of the
on-board computer by use of the master key stored
in the key storing step and the identifier of the on-
board computer received from the management de-
vice; and
a communication step for transmitting to the man-
agement device the initial key of the on-board com-
puter generated in the key generation step together
with the identifier of the on-board computer.
(18) According to one aspect of the present inven-
tion, a computer program causes a computer of a
management device installed in a vehicle to imple-
ment a transmission step for transmitting the identi-
fier of the on-board computer, which is used to gen-
erate an initial key held by an on-board computer
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mounted on the vehicle together with a master key,
to a management server equipment sharing the mas-
ter key through a wireless communication network;
a reception step for receiving from the management
server equipment through the wireless communica-
tion network a pair of the initial key of the on-board
computer and the identifier of the on-board compu-
ter; and a key storing step for storing a pair of the
initial key of the on-board computer received from
the management server equipment in the reception
step and the identifier of the on-board computer.
(19) According to one aspect of the present inven-
tion, a computer program causes a computer of a
key generation device installed in a vehicle to imple-
ment a master key storing step for sharing a plurality
of master keys that are used to generate an initial
key held by an on-board computer mounted on the
vehicle together with an identifier of the on-board
computer; and a key generation step for generating
the identifier of the on-board computer by use of a
plurality of master keys stored in the master key stor-
ing step and the identifier of the on-board computer
supplied from the on-board computer.
(20) According to one aspect of the present inven-
tion, a computer program causes a computer of a
first value generating device installed in a vehicle to
implement a first master key storing step for sharing
a first master key within first and second master keys
that are used to generate an initial key held by an
on-board computer mounted on the vehicle together
with an identifier of the on-board computer; and a
first value generating step for generating a first value
which is used to generate the initial key of the on-
board computer by use of the first master key stored
in the first master key storing step and the identifier
of the on-board computer supplied from the on-board
computer. The computer program causes a compu-
ter of an initial key generating device installed in the
vehicle to implement a second master key storing
step for sharing the second master key within the
first and second master keys which are used to gen-
erate the initial key of the on-board computer togeth-
er with the identifier of the on-board computer; and
an initial key generating step for generating the initial
key of the on-board computer by use of the second
master key stored in the second master key storing
step and the first value supplied from the first value
generating device.

ADVANTAGEOUS EFFECTS OF INVENTION

[0010] According to the present invention, it is possible
to obtain an effect of contributing to management and
updating of keys held by automobiles or vehicles.

BRIEF DESCRIPTION OF DRAWINGS

[0011]

Fig. 1 is a block diagram of an automobile according
to the first embodiment.
Fig. 2 is a block diagram of a management device
according to the first embodiment.
Fig. 3 is a block diagram of a key storage media
according to the first embodiment.
Fig. 4 shows a management method according to
the first embodiment.
Fig. 5 shows a management method according to
the first embodiment.
Fig. 6 is a block diagram of a management system
according to the second embodiment.
Fig. 7 is a block diagram of a management device
according to the second embodiment.
Fig. 8 is a block diagram of management server
equipment according to the second embodiment.
Fig. 9 shows a management method according to
the second embodiment.
Fig. 10 is a block diagram of an automobile according
to the third embodiment.
Fig. 11 is a block diagram of a management system
according to the fourth embodiment.
Fig. 12 shows a management method according to
the fifth embodiment.
Fig. 13 is a block diagram of an automobile according
to the sixth embodiment.
Fig. 14 shows a management method according to
the sixth embodiment.
Fig. 15 is a sequence diagram showing a method of
sharing an ECU-initial key (Example 1) according to
the sixth embodiment.
Fig. 16 is a sequence diagram showing a method of
sharing an ECU-initial key (Example 2) according to
the sixth embodiment.
Fig. 17 is a sequence diagram showing a method of
sharing an ECU-initial key (Example 3) according to
the sixth embodiment.
Fig. 18 is a block diagram showing a variation of the
automobile according to the sixth embodiment.

DESCRIPTION OF EMBODIMENTS

[0012] Hereinafter, the present invention will be de-
scribed by way of embodiments with reference to the
drawings. In this connection, the following embodiments
mainly refer to an automobile as an example of a vehicle.

[First Embodiment]

[0013] Fig. 1 is a block diagram of an automobile 1
according to the first embodiment. In Fig. 1, the automo-
bile 1 includes a management device 10 and ECUs 50.
The management deice 10 is connected to an on-board
control network 40. As the on-board control network 40,
for example, it is possible to use a CAN (Controller Area
Network). The CAN is known as a type of communication
network installed in a vehicle. The present embodiment
uses a CAN as the on-board control network 40. Various
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types of the ECUs can be connected to the on-board
control network 40. The ECU 50 is an on-board computer
installed in the automobile 1. For example, the ECUs 50
are classified into drive ECUs, vehicle ECUs, and safety-
control ECUs. The management device 10 exchanges
data with the ECUs 50 through the on-board control net-
work 40. Each ECU 50 exchanges data with another ECU
50 through the on-board control network 40. The man-
agement device 10 includes a secure element 20.
[0014] Fig. 2 is a block diagram of the management
device 10 according to the first embodiment. In Fig. 2,
the management device 10 includes a controller 11, a
CAN interface 12, and the secure element 20. Those
parts are configured to exchange data therewith. The se-
cure element 20 includes a key generation part 21, a key
storage media 22, a verification part 23, and an encryp-
tion processor 24.
[0015] The controller 11 has a function to control the
management device 10. The CAN interface 12 is a com-
munication part configured to communicate with the EC-
Us 50. The CAN interface 12 is connected to the on-
board control network 40, and therefore it is used to ex-
change data with the ECUs 50. The secure element 20
has tamper resistance.
[0016] In the secure element 20, the key generation
part 21 generates keys. The key storage media 22 stores
keys. The verification part 23 verifies data and counter-
part devices to exchange data by use of keys. The en-
cryption processor 24 encrypts data or decrypts encrypt-
ed data by use of keys.
[0017] Fig. 3 is a block diagram showing an example
of the configuration of the key storage media 22 shown
in Fig. 2. In Fig. 3, the key storage media 22 includes a
master key storing part 31 and an ECU initial key storing
part 32.
[0018] The master key storing part 31 stores a master
key MASTER_KEY. The master key MASTER_KEY is
safely written into the secure element 20 of the manage-
ment device 10 in the manufacturing process of the man-
agement device 10. The ECU initial key storing part 32
stores an ECU-initial key in connection with an ECU-iden-
tifier.
[0019] Hereinafter, a management method for an
ECU-initial key will be described in accordance with the
first embodiment.

[Stage for writing ECU-initial keys into ECUs]

[0020] The stage for writing ECU-initial keys into the
ECUs 50 will be described with reference to Fig. 4. Fig.
4 is a schematic diagram illustrating the management
method according to the first embodiment.
[0021] In Fig. 4, an initial key writing device 301 is plac-
es in a room 300 of a manufacturing factory for ECUs
50. The room 300 is a room providing information secu-
rity. The initial key writing device 301 has the master key
MASTER_KEY. The master key MASTER_KEY is set to
the initial key writing device 301 in advance. The setting

of the master key MASTER_KEY to the initial key writing
device 301 is carried out safely. The master key
MASTER_KEY set to the initial key writing device 301 is
identical to the master key MASTER_KEY to be stored
on the key storage media 22 of the secure element 20
installed in the management device 10 of the automobile
1. The master key MASTER_KEY is managed safely.
[0022] The initial key writing device 301 is equipped
with an ECU-connecting interface for exchanging data
with the ECUs 50. The initial key writing device 301 ex-
changes data with the ECUs 50 connected to the ECU-
connecting interface. In this connection, the initial key
writing device 301 is equipped with three ECU-connect-
ing interfaces that allow three ECUs 50 to be connected
thereto at the same time.
[0023] Fig. 4 shows three ECUs 50 as the ECUs 50 to
be installed in the automobile 1. The three ECUs 50 will
be referred to as ECU_A_50, ECU_B_50, and
ECU_C_50 respectively. The following descriptions are
made with respect to ECU_A_50, ECU_B_50, and
ECU_C_50.
[0024] The initial key writing device 301 can be con-
currently connected to ECU_A_50, ECU_B_50, and
ECU_C_50 via the ECU-connecting interfaces.

(Step S1)

[0025] Each of the ECU_A_50, the ECU_B_50, and
the ECU_C_50 may transmit its own ECU-identifier to
the initial key writing device 301. Specifically, the
ECU_A_50 transmits an ECU-identifier ECU_ID_A to the
initial key writing device 301. The ECU_B_50 transmits
an ECU-identifier ECU_ID_B to the initial key writing de-
vice 301. The ECU_C_50 transmits an ECU-identifier
ECU_ID_C to the initial key writing device 301.
[0026] As an ECU-identifier, for example, it is possible
to use an identifier embedded in semiconductor integrat-
ed circuitry such as LSI, i.e. the hardware configuring the
ECU 50, in manufacture. For example, it is possible to
use an identifier embedded in microcomputer LSI of the
ECU 50 as an ECU-identifier.

(Step S2)

[0027] The initial key writing device 301 generates an
ECU-initial key using the master key MASTER_KEY and
an ECU-identifier. Specifically, the initial key writing de-
vice 301 generates an ECU-initial key Key_A using the
master key MASTER_KEY and the ECU-identifier
ECU_ID_A for the ECU_A_50. In addition, the initial key
writing device 301 generates an ECU-initial key Key_B
using the master key MASTER_KEY and the ECU-iden-
tifier ECU_ID_B for the ECU_B_50. The initial key writing
device 301 generates an ECU-initial key Key_C using
the master key MASTER_KEY and the ECU-identifier
ECU_ID_C for the ECU_C_50.
[0028] Now, the method of generating an ECU-initial
key with be described according to Example 1 and Ex-
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ample 2.

(Method of generating an ECU-initial key according to 
Example 1)

[0029] According to Example 1, the method of gener-
ating an ECU-initial key uses a hash function. For exam-
ple, it is possible to calculate a hash value using an input
value representing the concatenated data of the master
key MASTER_KEY and an ECU-identifier, thus using the
calculated hash value as an ECU-initial key.

(Method of generating an ECU-initial key according to 
Example 2)

[0030] According to Example 2, the method of gener-
ating an ECU-initial key uses an exclusive-OR operation.
For example, it is possible to carry out an exclusive-OR
operation using the master key MASTER_KEY and an
ECU-identifier, thus using the operation result of "master
key MASTER_KEY xor ECU-identifier" as an ECU-initial
key. Herein, the expression "A xor B" represents an ex-
clusive-OR operation using A and B.

(Step S3)

[0031] The initial key writing device 301 writes an ECU-
initial key, which is generated above, into the correspond-
ing ECU 50. Specifically, the initial key writing device 301
writes the ECU-initial key Key_A into the ECU_A_50. In
addition, the initial key writing device 301 writes the ECU-
initial key Key_B into the ECU_B_50. The initial key writ-
ing device 301 writes the ECU-initial key Key_C into the
ECU_C_50.
[0032] All the ECU_A_50, the ECU_B_50, and the
ECU_C_50 already written their ECU-initial keys thereon
are installed in the automobile 1.

(Stage for sharing ECU-initial keys with management de-
vice)

[0033] Next, the stage for sharing ECU-initial keys with
the management device 10 will be described with refer-
ence to Fig. 5. Fig. 5 is a schematic diagram showing the
management method according to the first embodiment.
In Fig. 5, the ECU_A_50, the ECU_B_50, and the
ECU_C_50 which have been already written their ECU-
initial keys thereon by the initial key writing device 301
as shown in Fig. 4 are installed in the automobile 1. The
ECU_A_50 possesses the ECU-identifier ECU_ID_A
and the ECU-initial key Key_A. The ECU_B_50 possess-
es the ECU-identifier ECU_ID_B and the ECU-initial key
Key_B. The ECU_C_50 possesses the ECU-identifier
ECU_ID_C and the ECU-initial key Key_C. The key stor-
age media 22 of the secure element 20 of the manage-
ment device 10 installed in the automobile 1 stores the
master key MASTER_KEY. This master key
MASTER_KEY is identical to the master key

MASTER_KEY held by the initial key writing device 301.

(Step S101)

[0034] Upon being powered at first after installation in
the automobile 1, the ECU_A_50, the ECU_B_50, and
the ECU_C_50 are activated to transmit their ECU-iden-
tifiers to the management device 10 through the on-board
control network 40. Specifically, the ECU_A_50 trans-
mits the ECU-identifier ECU_ID_A to the management
device 10. The ECU_B_50 transmits the ECU-identifier
ECU_ID_B to the management device 10. The
ECU_C_50 transmits the ECU-identifier ECU_ID_C to
the management device 10.
[0035] The management device 10 receives the ECU-
identifiers ECU_ID_A, ECU_ID_B, and ECU_ID_C from
the ECU_A_50, the ECU_B_50, and the ECU_C_50
through the on-board control network 40. The ECU-iden-
tifiers ECU_ID_A, ECU_ID_B, and ECU_ID_C received
by the management device 10 are transferred to the se-
cure element 20.

(Step S102)

[0036] In the secure element 20 of the management
device 10, the key generation part 21 retrieves the master
key MASTER_KEY from the key storage media 22 and
thereby generate an ECU-initial key using the master key
MASTER_KEY and an ECU-identifier. Specifically, the
key generation part 21 generates the ECU-initial key
Key_A using the master key MASTER_KEY and the
ECU-identifier ECU_ID_A of the ECU_A_50. The key
generation part 21 generates the ECU-initial key Key_B
using the master key MASTER_KEY and the ECU-iden-
tifier ECU_ID_B of the ECU_B_50. The key generation
part 21 generates the ECU-initial key Key_C using the
master key MASTER_KEY and the ECU-identifier
ECU_ID_C of the ECU_C_50. The method of generating
an ECU-initial key with the key generation part 21 is iden-
tical to the method of generating an ECU-initial key with
the initial key writing device 301 as shown in Fig. 4.
[0037] In the secure element 20 of the management
device 10, the key storage media 22 stores ECU-initial
keys generated by the key generation part 21 on the ECU
initial key storing part 32 in connection with the ECU-
identifiers. Specifically, the key storage media 22 stores
the ECU-initial key Key_A of the ECU_A_50 on the ECU
initial key storing part 32 in connection with the ECU-
identifier ECU_ID_A of the ECU_A_50. The key storage
media 22 stores the ECU-initial key Key_B of the
ECU_B_50 on the ECU initial key storing part 32 in con-
nection with the ECU-identifier ECU_ID_B of the
ECU_B_50. The key storage media 22 stores the ECU-
initial key Key_C of the ECU_C_50 on the ECU initial key
storing part 32 in connection with the ECU-identifier
ECU_ID_C of the ECU_C_50. Thus, the secure element
20 of the management device 10 shares the ECU-initial
keys Key_A, Key_B, and Key_C with the ECU_A_50, the
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ECU_B_50, and the ECU_C_50.
[0038] As described above, the first embodiment gen-
erates an ECU-initial key for each ECU 50 by use of the
master key MASTER_KEY and the ECU-identifier for
each ECU 50. Thus, it is possible to set different ECU-
initial keys with respect to the ECUs 50. For this reason,
even when an ECU-initial key for a certain ECU 50 is
leaked to the outside, it is possible to prevent a negative
impact on the other ECU 50.
[0039] IN addition, the ECU 50 installed in the automo-
bile 1 transmits its ECU-identifier to the management de-
vice 10 installed in the automobile 1, and then the man-
agement device 10 generates an ECU-initial key using
the received ECU-identifier and the master key
MASTER_KEY.
[0040] Thus, it is possible for the management device
10 to share different ECU-initial keys with respect to the
ECUs 50. For example, the ECU-initial key shared be-
tween the management device 10 and the ECU 50 can
be used between the management device 10 and the
ECU 50 for the purpose of encryption and decryption in
exchanging each type of key, for the purpose of encryp-
tion and decryption in exchanging data, and for the pur-
pose of authentication of each communicating partner.
[0041] In this connection, it is possible to allow for ex-
istence of multiple master keys MASTER_KEY. When
multiple manufacturing companies will produce multiple
sets of ECUs 50, for example, manufacturing companies
may have different master keys MASTER_KEY. The fol-
lowing description refers to this situation. The initial key
writing device 301 shown in Fig. 4 has the master key
MASTER_KEY for its own manufacturing company.
Thus, the ECU-initial key to be written into the ECU 50
by the initial key writing device 301 is generated using
the ECU-identifier of the ECU 50 and the master key
MASTER_KEY for the manufacturing company of the
ECU 50. In addition, the key storage media 22 of the
secure element 20 of the management device 10 in-
stalled in the automobile 1 stores the master key
MASTER_KEY for each manufacturing company. In the
secure element 20 of the management device 10, the
key generation part 21 retrieves the master key
MASTER_KEY regarding the manufacturing company,
corresponding to the ECU-identifier received from the
ECU 50, from the key storage media 22. Herein, the ECU-
identifier of the ECU 50 is configured to identify the man-
ufacturing company of the ECU 50. For example, the
ECU-identifier of the ECU 50 includes an identification
of the manufacturing company of the ECU 50. The key
generation part 21 generates the ECU-initial key by use
of the ECU-identifier and the master key MASTER_KEY
of the manufacturing company corresponding to the
ECU-identifier received from the ECU 50. The ECU-initial
key generated by the key generation part 21 is stored on
the ECU initial key storing part 32 in connection with the
ECU-identifier.
[0042] It is possible to achieve the function of the man-
agement device 10 by use of the ECU 50 installed in the

automobile 1. Herein, the ECU 50 having the function of
the management device 10 should include the secure
element 20.

[Second Embodiment]

[0043] Fig. 6 is a block diagram showing the manage-
ment system of the second embodiment. In Fig. 6, the
parts equivalent to the foregoing parts shown in Fig. 1
will be denoted using the same reference signs; hence,
their descriptions will be omitted here. In Fig. 6, the man-
agement system includes a management device 10a and
management server equipment 80. The management
device 10a is installed in the automobile 1. The manage-
ment device 10a is connected to a wireless communica-
tion network 2 through a wireless communication 3. The
management server equipment 80 is connected to the
wireless communication network 2 through a communi-
cation line 4 of a common carrier who handles the wire-
less communication network 2. For example, the man-
agement server equipment 80 is provided by the common
carrier of the wireless communication network 2. The
management device 10a communicates with the man-
agement server equipment 80 through the wireless com-
munication network 2.
[0044] To utilize the wireless communication network
2, it is necessary to provide a SIM (Subscriber Identity
Module) or an eSIM (Embedded Subscriber Identity Mod-
ule), which contains subscriber information for the wire-
less communication network 2. The management device
10a includes a SIM_20a. The SIM_20a represents a SIM
that contains subscriber information for the wireless com-
munication network 2. By using the SIM_20a, the man-
agement device 10a may access the wireless communi-
cation network 2. The management device 10a is con-
nected to the wireless communication network 2 through
the wireless communication 3 which is established using
the SIM_20a. Herein, the SIM_20a represents a secure
element.
[0045] In this connection, it is possible to establish a
dedicated line passing through the wireless communica-
tion network 2 between the management device 10a and
the management server equipment 80, and therefore it
is possible to send or receive data by the management
device 10a and the management server equipment 80
through the dedicated line.
[0046] In the automobile 1, the management device
10a is connected to the on-board control network 40. The
present embodiment uses a CAN for the on-board control
network 40. Various types of ECUs 50 are connected to
the on-board control network 40. The management de-
vice 10a may exchange data with the ECUs 50 through
the on-board control network 40.
[0047] Fig. 7 is a block diagram of the management
device 10a according to the second embodiment. In Fig.
7, the parts equivalent to the foregoing parts shown in
Fig. 2 will be denoted using the same reference signs;
hence, their descriptions will be omitted here. In Fig. 7,
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the management device 10a includes the controller 11,
the CAN interface 12, a wireless communication part 13,
and the SIM_20a. Those parts are configured to ex-
change data therebetween. The SIM_20a includes the
key generation part 21, the key storage media 22, the
verification part 23, and the encryption processor 24.
[0048] The SIM_20a is a secure element having
tamper resistance. As the secure element, it is possible
to substitute an eSIM for the SIM_20a. Each of the SIM
and the eSIM is a type of computer, which achieves de-
sired functions according to computer programs.
[0049] The wireless communication part 13 are con-
figured to receive or send data by wireless communica-
tion. The SIM_20a is a SIM having written subscriber
information for the wireless communication network 2.
Therefore, the wireless communication part 13 using the
SIM_20a is connected to the wireless communication
network 2 through the wireless communication 3.
[0050] In the second embodiment, the management
device 10a does not have the master key MASTER_KEY.
In the management device 10a shown in Fig. 7, the key
storage media 22 of the SIM_20a includes only the ECU
initial key storing part 32 within the constituent parts of
the key storage media 22 shown in Fig. 3. Therefore, in
the management device 10a shown in Fig. 7, the key
storage media 22 of the SIM_20a does not include the
master key storing part 31. The ECU initial key storing
part 32 stores ECU-initial keys in connection with ECU-
identifiers.
[0051] Fig. 8 is a block diagram of the management
server equipment 80 according to the second embodi-
ment. In Fig. 8, the management server equipment 80
includes a communication part 81, a storage media 82,
a management part 83, and a key generation part 84.
[0052] Those parts are configured to exchange data
therebetween. The communication part 81 send or re-
ceives data through the communication line 4. The com-
munication part 81 is connected to the wireless commu-
nication network 2 through the communication line 4. The
communication part 81 communicates with the manage-
ment device 10a through the wireless communication
network 2. The storage media 82 stores data such as the
master key MASTER_KEY. The management part 83
manages the operation of the automobile 1. The key gen-
eration part 84 generates keys.
[0053] Hereinafter, the method of managing an ECU-
initial key will be described according to the second em-
bodiment.

[Stage for writing ECU-initial keys into ECUs]

[0054] The stage for writing ECU-initial keys into the
ECUs 50 is identical to the foregoing stage according to
the first embodiment described with reference to Fig. 4.
In the second embodiment, however, the storage media
82 of the management server equipment 80 stores the
same master key MASTER_KEY as the foregoing master
key held by the initial key writing device 301. In this con-

nection, the management device 10a installed in the au-
tomobile 1 does not have the master key MASTER_KEY.

[Stage for sharing ECU-initial keys with management de-
vice]

[0055] The stage for sharing ECU-initial keys with the
management device 10a will be described with reference
to Fig. 9. Fig. 9 shows the management method accord-
ing to the second embodiment. In Fig. 9, the ECU_A_50,
the ECU_B_50, and the ECU_C_50, which have written
the ECU-initial keys by the initial key writing device 301
as shown in Fig. 4, are installed in the automobile 1.
[0056] The ECU_A_50 has the ECU-identifier
ECU_ID_A and the ECU-initial key Key_A. The
ECU_B_50 has the ECU-identifier ECU_ID_B and the
ECU-initial key Key_B. The ECU_C_50 has the ECU-
identifier ECU_ID_C and the ECU-initial key Key_C. The
management device 10a is installed in the automobile 1.
The management server equipment 80 stores the master
key MASTER_KEY. This master key MASTER_KEY is
identical to the master key MASTER_KEY owned by the
initial key writing device 301.

(Step S201)

[0057] Upon being powered at first after installation of
the automobile 1, the ECU_A_50, the ECU_B_50, and
the ECU_C_50 transmit their ECU-identifiers to the man-
agement server equipment 80 via the management de-
vice 10a. Specifically, the ECU_A_50 transmits the ECU-
identifier ECU_ID_A to the management device 10a
through the on-board control network 40. The manage-
ment device 10a transmits the ECU-identifier
ECU_ID_A, which is received from the ECU_A_50
through the on-board control network 40, to the manage-
ment server equipment 80 through the wireless commu-
nication network 2. Similarly, the ECU_B_50 transmits
the ECU-identifier ECU_ID_B to the management server
equipment 80 via the management device 10a. Similarly,
the ECU_C_50 transmits the ECU-identifier ECU_ID_C
to the management server equipment 80 via the man-
agement device 10a.
[0058] The management server equipment 80 re-
ceives the ECU-identifiers, i.e. ECU_ID_A, ECU_ID_B,
and ECU_ID_C, from the ECU_A_50, the ECU_B_50,
and the ECU_C_50 through the wireless communication
network 2.

(Step S202)

[0059] The key generation part 84 of the management
server equipment 80 generates ECU-initial keys using
ECU-identifiers received from the management device
10a of the automobile 1 and the master key
MASTER_KEY stored on the storage media 82. Specif-
ically, the key generation part 84 generates the ECU-
initial key Key_A for the ECU_A_50 by use of the master
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key MASTER_KEY and the ECU-identifier ECU_ID_A of
the ECU_A_50. The key generation part 84 generates
the ECU-initial key Key_B for the ECU_B_50 by use of
the master key MASTER_KEY and the ECU-identifier
ECU_ID_B of the ECU_B_50. The key generation part
84 generates the ECU-initial key Key_C for the
ECU_C_50 by use of the master key MASTER_KEY and
the ECU-identifier ECU_ID_C of the ECU_C_50. The
method of generating an ECU-initial key with the key gen-
eration part 84 is identical to the foregoing method of
generating an ECU-initial key with the initial key writing
device 301 as shown in Fig. 4.

(Step S203)

[0060] The management server equipment 80 trans-
mits the ECU-identifier and the ECU-initial key, which is
generated using the master key MASTER_KEY and the
ECU-identifier, to the management device 10a of the au-
tomobile 1 through the wireless communication network
2. Specifically, the management server equipment 80
transmits a pair of the ECU-identifier ECU_ID_A and the
ECU-initial key Key_A to the management device 10a of
the automobile 1 through the wireless communication
network 2. The management server equipment 80 trans-
mits a pair of the ECU-identifier ECU_ID_B and the ECU-
initial key Key_B to the management device 10a of the
automobile 1 through the wireless communication net-
work 2. The management server equipment 80 transmits
a pair of the ECU-identifier ECU_ID_C and the ECU-
initial key Key_C to the management device 10a of the
automobile 1 through the wireless communication net-
work 2.
[0061] The management device 10a of the automobile
1 receives from the management server equipment 80
through the wireless communication network 2 a pair of
the ECU-identifier ECU_ID_A and the ECU-initial key
Key_A, a pair of the ECU-identifier ECU_ID_B and the
ECU-initial key Key_B, a pair of the ECU-identifier
ECU_ID_C and the ECU-initial key Key_C.

(Step S204)

[0062] In the SIM_20a of the management device 10a,
the key storage media 22 stores pairs of ECU-identifiers
and ECU-initial keys received from the management
server equipment 80 on the ECU initial key storing part
32. Specifically, the key storage media 22 stores on the
ECU initial key storing part 32 the ECU-initial key Key_A
paired with the ECU-identifier ECU_ID_A received from
the management server equipment 80 in connection with
the ECU-identifier ECU_ID_A of the ECU_A_50 received
from the management server equipment 80. It stores on
the ECU initial key storing part 32 the ECU-initial key
Key_B paired with the ECU-identifier ECU_ID_B re-
ceived from the management server equipment 80 in
connection with the ECU-identifier ECU_ID_B of the
ECU_B_50 received from the management server equip-

ment 80. It stores on the ECU initial key storing part 32
the ECU-initial key Key_C paired with the ECU-identifier
ECU_ID_C received from the management server equip-
ment 80 in connection with the ECU-identifier ECU_ID_C
of the ECU_C_50 received from the management server
equipment 80. Thus, the SIM_20a of the management
device 10a shares the ECU-initial keys, i.e. Key_A,
Key_B, and Key_C, with the ECU_A_50, the ECU_B_50,
and the ECU_C_50.
[0063] As described above, the second embodiment
is designed to generate ECU-initial keys using ECU-iden-
tifiers for the ECUs 50 and the master key
MASTER_KEY. Thus, it is possible to set different ECU-
initial keys with respect to the ECUs 50. For this reason,
even when an ECU-initial key for a certain ECU 50 is
leaked to the outside, it is possible to prevent a negative
impact on the other ECU 50.
[0064] In addition, the ECU-identifier for the ECU 50
installed in the automobile 1 is transmitted to the man-
agement server equipment 80 from the management de-
vice 10a installed in the automobile 1, and therefore the
management server equipment 80 generates an ECU-
initial key using its own master key MASTER_KEY and
the ECU-identifier received from the management device
10a, thus transmitting the ECU-initial key to the manage-
ment device 10a. Thus, the management device 10a and
the ECUs 50 can share different ECU-initial keys, which
are provided for the ECUs 50. For example, the ECU-
initial keys shared between the management device 10a
and the ECUs 50 can be used between the management
device 10a and the ECUs 50 for the purpose of encryption
and decryption in exchanging various types of keys, for
the purpose of encryption and decryption in exchanging
data, and for the purpose of authentication of each com-
munication partner.
[0065] In this connection, it is possible to provide mul-
tiple master keys MASTER_KEY. When multiple manu-
facturing companies produce ECUs 50, for example,
those manufacturing companies may have different mas-
ter keys MASTER_KEY. The following description refers
to this situation. The initial key writing device 301 shown
in Fig. 4 has the master key MASTER_KEY for its own
manufacturing company. That is, the ECU-initial key to
be written into the ECU 50 by the initial key writing device
301 is generated using the master key MASTER_KEY
for the manufacturing company producing the ECU 50
and the ECU-identifier for the ECU 50. In addition, the
management server equipment 80 stores the master key
MASTER_KEY for each manufacturing company. The
management server equipment 80 generates an ECU-
initial key by use of the ECU-identifier and the master
key MASTER_KEY owned by the manufacturing com-
pany corresponding to the ECU-identifier received from
the management device 10a of the automobile 1. The
ECU-identifier of the ECU 50 is configured to identify the
manufacturing company of the ECU 50. For example,
the ECU-identifier of the ECU 50 includes an identifica-
tion of the manufacturing company producing the ECU
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50. The ECU-initial key generated by the management
server equipment 80 is transmitted to the management
device 10a in connection with the ECU-identifier. In the
SIM_20a of the management device 10a, the key storage
media 22 stores a pair of the ECU-identifier and the ECU-
initial key received from the management server equip-
ment 80 on the ECU initial key storing part 32.
[0066] In addition, the ECU 50 installed in the automo-
bile 1 may achieve the function of the management de-
vice 10a. The ECU 50 realizing the function of the man-
agement device 10a includes the wireless communica-
tion part 13 and the SIM_20a.
[0067] According to the second embodiment as de-
scribed above, the automobile 1 wirelessly communi-
cates with the management server equipment 80 in the
stage for sharing ECU-initial keys with the management
device. In contrast, the first embodiment is designed such
that the automobile 1 may inherently implement the stage
for sharing ECU-initial keys with the management device.
For this reason, the aforementioned first embodiment is
applicable to any environments incapacitating wireless
communications.

[Third Embodiment]

[0068] Fig. 10 is a block diagram of the automobile 1
according to the third embodiment. In Fig. 10, the parts
equivalent to the foregoing parts shown in Fig. 1 will be
denoted using reference signs; hence, their descriptions
will be omitted here. Compared with the automobile 1
shown in Fig. 1, the automobile 1 shown in Fig. 10 further
includes a gateway 100, an infotainment device 110, and
a communication device 120. The communication device
120 includes an SIM_121. The SIM_121 is an SIM having
written subscriber information for the wireless communi-
cation network 2. Therefore, the communication device
120 can access the wireless communication network 2
by use of the SIM_121. The communication device 120
is connected to the wireless communication network 2
through a wireless communication 161 which is estab-
lished using the SIM_121. The wireless communication
network 2 is connected to the Internet 150 through a com-
munication line 162. Server equipment 140 is connected
to the Internet 150 through a communication line 163.
The communication device 120 communicates with the
server equipment 140 connected to the Internet 150
through the wireless communication network 2.
[0069] The infotainment device 110 of the automobile
1 receives or sends data with the server equipment 140
via the communication device 120. The infotainment de-
vice 110 is connected to an external device 130 so as to
exchange data with the external device 130. As the ex-
ternal device 130, for example, it is possible to mention
mobile communication terminals, audio-visual devices,
and the like.
[0070] In the automobile 1, the gateway 100 is con-
nected to the on-board control network 40. The infotain-
ment device 110 receives or sends data with the man-

agement device 10 and the ECUs 50 connected to the
on-board control network 40 via the gateway 100. The
gateway 100 monitors reception/transmission of data be-
tween the infotainment device 110 and the ECUs 50 as
well as reception/transmission of data between the man-
agement device 10 and the infotainment device 110.
[0071] In this connection, the ECU 50 installed in the
automobile 1 may achieve the function of the manage-
ment device 10. The ECU 50 realizing the function of the
management device 10 includes the secure element 20.

[Fourth Embodiment]

[0072] The fourth embodiment exemplifies a combina-
tion of the second embodiment and the third embodi-
ment. Fig. 11 is a block diagram of a management system
according to the fourth embodiment. In Fig. 11, the parts
equivalent to the foregoing parts shown in Figs. 6 and 10
will be denoted using the same reference signs; hence,
their descriptions will be omitted here.
[0073] In Fig. 11, the communication device 120 is con-
nected to the wireless communication network 2 through
a wireless communication 161. The communication de-
vice 120 communicates with the management server
equipment 80 through the wireless communication net-
work 2. The management device 10a receives or sends
data with the communication device 120 through the
gateway 100. The management device 10a receives or
sends data with the management server equipment 80
via the communication device 120. The gateway 100
monitors reception/transmission of data between the
communication device 120 and the management device
10a.
[0074] In the fourth embodiment, the management de-
vice 10a communicates with the management server
equipment 80 via the communication device 120. For this
reason, the management device 10a shown in Fig. 11
does not need to install the wireless communication part
13 shown in Fig. 7. When the management device 10a
shown in Fig. 11 does not include the wireless commu-
nication part 13, it is unnecessary to provide a SIM as
the secure element 20a. The secure element 20a shown
in Fig. 11 includes the constituent elements 21-24 of the
SIM_20a shown in Fig. 7.
[0075] In this connection, the ECU 50 installed in the
automobile 1 may achieve the function of the manage-
ment device 10a. The ECU 50 realizing the function of
the management device 10a should include the secure
element 20a.
[0076] According to the fourth embodiment, the auto-
mobile 80 wirelessly communicates with the manage-
ment server equipment 80 in the stage for sharing ECU-
initial keys with the management device. In the third em-
bodiment, however, the automobile 1 may inherently im-
plement the stage for sharing ECU-initial keys with the
management device. For this reason, the third embodi-
ment may be applicable to any environments incapaci-
tating wireless communications.
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[Fifth Embodiment]

[0077] Fig. 12 is a schematic diagram showing the
management method according to the fifth embodiment.
The master key MASTER_KEY is shared between mul-
tiple devices. In the first embodiment, for example, the
master key MASTER_KEY is shared between the initial
key writing device 301 and the management device 10
of the automobile 1.
[0078] In the second embodiment, the master key
MASTER_KEY is shared between the initial key writing
device 301 and the management server equipment 80.
The fifth embodiment aims to safely share the master
key MASTER_KEY among multiple devices.
[0079] The master key MASTER_KEY includes multi-
ple elements. In an example of Fig. 12, the master key
MASTER_KEY is produced by an exclusive-OR opera-
tion "Key_x xor Key_y xor Key_z" using three elements,
i.e. Key_x, Key_y, and Key_z.
[0080] Fig. 12 shows the example for writing the master
key MASTER_KEY into the initial key writing device 301.
Hereinafter, the management method of the fifth embod-
iment will be described with reference to Fig. 12.

(Step S301)

[0081] Three elements of the master key
MASTER_KEY, i.e. Key_x, Key_y, and Key_z, are each
delivered from their delivery sources to the manager of
the initial key writing device 301 corresponding to a de-
livery destination through different delivery routes. For
example, the element Key_x is mailed to the delivery
destination; the element Key_y is delivered to the delivery
destination by another delivery company different from
the mail service; and the element Key_z is brought to the
delivery destination by some representative of its delivery
source.

(Step S302)

[0082] Upon receiving three elements Key_x, Key_y,
and Key_z being delivered in different manners, the man-
ager of the initial key writing device 301 separately inputs
those elements into the initial key writing device 301.

(Step S303)

[0083] The initial key writing device 301 executes an
exclusive-OR operation using three elements Key_x,
Key_y, and Key_z separately input thereto. The initial
key writing device 301 generates the master key
MASTER_KEY resulting from an exclusive-OR operation
"Key_x xor Key_y xor Key_z".
[0084] The master key MASTER_KEY is shared by
multiple devices, which are configured to share the mas-
ter key MASTER_KEY, according to the procedure of
Fig. 12. Thus, it is possible to safely share the master
key MASTER_KEY among multiple devices.

[0085] When the master key MASTER_KEY is leaked
to the outside, it is possible to assure safety by rewriting
the master key MASTER_KEY held by multiple devices.
In the first embodiment, for example, it is possible to re-
write the master key MASTER_KEY held by the secure
element 20 of the management device 10 installed in the
automobile 1 shown in Fig. 1 by exchanging the man-
agement device 10 with a new management device. In
the third embodiment, for example, it is possible to rewrite
the master key MASTER_KEY held by the secure ele-
ment 20 of the management device 10 installed in the
automobile 1 shown in Fig. 10 via the communication
device 120 through the wireless communication network
2. In the second and fourth embodiments, it is possible
to rewrite the master key MASTER_KEY held by the man-
agement server equipment 80 shown in Figs. 6 and 11
according to the procedure shown in Fig. 12.
[0086] When the master key MASTER_KEY is leaked
to the outside, it is preferable to update ECU-initial keys
in addition to rewriting the master key MASTER_KEY
held by multiple devices. The method of updating ECU-
initial keys will be described below.
[0087] In the first and third embodiments, the key gen-
eration part 21 of the secure element 20 of the manage-
ment device 10 installed in the automobile 1 shown in
Figs. 1 and 10 generates new ECU-initial keys for the
ECUs 50 by use of the new master key MASTER_KEY
and ECU-identifiers of the ECUs 50. Herein, new ECU-
initial keys are each encrypted using exchange keys and
then safely transferred to the ECUs 50 from the manage-
ment device 10. The management device 10 transfers
exchange keys to the ECUs 50 that have been already
authenticated. The ECUs 50 decrypt the new ECU-initial
keys, which are encrypted and received from the man-
agement device 10, by use of the exchange keys, and
therefore the ECUs 50 update their original ECU-initial
keys with new ECU-initial keys resulting from decryption.
[0088] In this connection, the unauthenticated ECU 50
should be recollected and then updated its ECU-initial
key by the initial key writing device 301. As the unauthen-
ticated ECU 50, for example, it is possible to mention
another ECU 50 that has not been installed in the auto-
mobile 1 yet. The initial key writing device 301 generates
a new ECU-initial key for the recollected ECU 50 by use
of the new master key MASTER_KEY and the ECU-iden-
tifier for the recollected ECU 50. The initial key writing
device 301 generates and writes the new ECU-initial key
into the recollected ECU 50 so as to update its ECU-initial
key with the new ECU-initial key.
[0089] In the second and fourth embodiments, the
management server equipment 80 shown in Figs. 6 and
11 generates new ECU-initial keys for the ECUs 50 by
use of the new master key MASTER_KEY and the ECU-
identifiers for the ECUs 50. The new ECU-initial keys for
the ECUs 50, together with the ECU-identifiers for the
ECUs 50, are transmitted from the management server
equipment 80 to the management device 10a through
the wireless communication network 2. The manage-
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ment device 10a holds pairs of the new ECU-initial keys
and the ECU-identifiers received from the management
server equipment 80. In addition, the management de-
vice 10a encrypts the new ECU-initial keys, which are
received from the management server equipment 80 to-
gether with the ECU-identifiers, by use of exchange keys
so as to transmit the encrypted new ECU-initial keys to
the ECUs 50 identified by the ECU-identifiers received
from the management server equipment 80. Herein, the
management device 10a transfers the exchange keys to
the already-authenticated ECUs 50 for the purpose of
exchanging keys. The ECUs 50 decrypt the encrypted
new ECU-initial keys received from the management de-
vice 10a by use of the exchange keys so as to update
their original ECU-initial keys held by themselves with
the new ECU-initial keys resulting from decryption. As
described above, the unauthenticated ECU 50 should be
recollected and then updated in terms of its ECU-initial
key by the initial key writing device 301.
[0090] Heretofore, the present invention has been de-
scribed in detail by way of the foregoing embodiments
with reference to the drawings; however, the concrete
configurations should not be limited to the foregoing em-
bodiments; hence, the present invention may embrace
any changes in design without departing from the es-
sence of the invention.
[0091] For example, the foregoing embodiments refer
to a SIM or an eSIM as an example of the secure element;
but this is not a restriction. As the secure element, for
example, it is possible to use encryption processing chips
having tamper resistance. As encryption processing
chips having tamper resistance, for example, it is possi-
ble to mention well-known chips called HSM (Hardware
Security Module), TPM (Trusted Platform Module), SHE
(Secure Hardware Extension), and the like. For example,
Non-Patent Literature 3 refers to TPM. For example, it is
possible to use HSM, TPM, or SHE for the secure ele-
ment 20 of the management device 10. Alternatively, it
is possible to use a SIM or an eSIM for the secure element
20 of the management device 10. In addition, it is possible
to use HSM, TPM, or SHE for the secure element 20a of
the management device 10a according to the fourth em-
bodiment shown in Fig. 11.
[0092] Another embodiment of the present invention
will be described below.

[Sixth Embodiment]

[0093] Fig. 13 is a block diagram of an automobile 1001
according to the sixth embodiment. In Fig. 13, the auto-
mobile 1001 includes a first ECU 1010 and a plurality of
second ECUs 1020. The first ECU 1010 and the second
ECUs 1020 are on-board computers installed in the au-
tomobile 1001. Among the ECUs installed in the auto-
mobile 1001, the first ECU 1010 has the function of a
gateway. Among the ECUs installed in the automobile
1001, the second ECUs 1020 have the function for con-
trolling an engine or the like. As the second ECU 1020,

for example, it is possible to mention an ECU having the
function for controlling an engine, an ECU having the
function for controlling a handle, and an ECU having the
function for controlling a brake.
[0094] The first ECU 1010 and the second ECUs 1020
are connected to a CAN (Controller Area Network) 1030
installed in the automobile 1001. The CAN is a commu-
nication network. The CAN is known as one type of com-
munication networks installed in a vehicle.
[0095] The first ECU 1010 exchanges data with the
second ECUs 1020 through the CAN 1030. Each of the
second ECUs 1020 exchanges data with the other sec-
ond ECU 1020.
[0096] As the communication network installed in a ve-
hicle, it is possible to use another type of communication
network other than the CAN to be installed in the auto-
mobile 1001; hence, it is possible to exchange data be-
tween the first ECU 1010 and the second ECU 1020 and
to exchange data between the second ECUs 1020
through another type of communication network other
than the CAN. For example, it is possible to install a LIN
(Local Interconnect Network) in the automobile 1001. In
addition, it is possible to install both the CAN and the LIN
in the automobile 1001. Moreover, it is possible to provide
a second ECU 1020 connectible to the LIN in the auto-
mobile 1001.
[0097] The first ECU 1010 may be connected to both
the CAN and the LIN. In addition, the first ECU 1010 may
exchange data with the second ECU 1020 connected to
the CAN through the CAN while the first ECU 1010 may
exchange data with the second ECU 1020 connected to
the LIN through the LIN. Alternatively, it is possible for
the second ECUs 1020 to exchange data through the LIN.
[0098] The automobile 1001 is equipped with a diag-
nosis port 1060. As the diagnosis port 1060, for example,
it is possible to use an OBD port. Herein, a diagnosis
terminal 1065 is connectible to the diagnosis port 1060.
The diagnosis port 1060 is connected to the first ECU
1010. The first ECU 1010 exchanges data with the diag-
nosis terminal 1065 connected to the diagnosis port 1060
through the diagnosis port 1060.
[0099] The automobile 1001 is equipped with an info-
tainment device 1040. As the infotainment device 1040,
for example, it possible to mention various types of de-
vices having a navigation function, a position information
service function, a multimedia playback function for mu-
sic and moving pictures, an audio communication func-
tion, a data communication function, an Internet connect-
ing function, and the like. The infotainment device 1040
is connected to the first ECU 1010. The first ECU 1010
transmits the information input from the infotainment de-
vice 1040 to the second ECUs 1020.
[0100] The automobile 1001 is equipped with a TCU
(Tele-Communication Unit) 1050. The TCU 1050 is a
communication device. The TCU 1050 is equipped with
a communication module 1051. The communication
module 1051 carries out wireless communication using
a wireless communication network. The communication
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module 1051 is equipped with a SIM (Subscriber Identity
Module) 1052. The SIM 1052 is a SIM having written the
information for accessing a wireless communication net-
work. The communication module 1051 uses the SIM
1052 to access the wireless communication network,
thus implementing wireless communication.
[0101] The SIM 1052 is equipped with a key storage
media 1053 for storing keys. As the SIM 1052, it is pos-
sible to use an eSIM (Embedded Subscriber Identity
Module). Herein, both the SIM and the eSIM have tamper
resistance. The SIM and the eSIM are examples of se-
cure elements. The secure element has tamper resist-
ance. Each of the SIM and the eSIM is one type of com-
puter that achieves desired functions according to com-
puter programs.
[0102] The TCU 1050 is connected to the first ECU
1010. The first ECU 1010 exchanges data with the com-
munication module 1051 of the TCU 1050.
[0103] In the configuration of Fig. 13, the first ECU 1010
is directly connected to the TCU 1050 so that the first
ECU 1010 can exchange data with the communication
module 1051; but this is not a restriction. For example,
it is possible to connect the TCU 1050 to the infotainment
device 1040 so that the first ECU 1010 can exchange
data with the communication module 1051 of the TCU
1050 via the infotainment device 1040. Alternatively, it is
possible to connect the TCU 1050, instead of the diag-
nosis terminal 1065, to the diagnosis port 1060 so that
the first ECU 1010 can exchange data with the commu-
nication module 1051 of the TCU 1050 connected to the
diagnosis port 1060 through the diagnosis port 1060. In
addition, the first ECU 1010 may be equipped with the
communication module 1051 including the SIM 1052.
The automobile 1001 does not need to include the TCU
1050 when the first ECU 1010 is equipped with the com-
munication module 1051 including the SIM 1052.
[0104] The first ECU 1010 includes a main arithmetic
unit 1011 and an HSM (Hardware Security Module) 1012.
The main arithmetic unit 1011 executes computer pro-
grams to achieve the function of the first ECU 1010. The
HSM 1012 has an encryption processing function. The
HSM 1012 has tamper resistance. The HSM 1012 in-
cludes a key storage media 1013 for storing keys. The
main arithmetic unit 1011 uses the HSM 1012.
[0105] The second ECU 1020 includes a main arith-
metic unit 1021 and an SHE (Secure Hardware Exten-
sion) 1022. The main arithmetic unit 1021 executes com-
puter programs to achieve the function of the second
ECU 1020. The SHE 1022 has an encryption processing
function. The SHE 1022 has tamper resistance. The SHE
1022 includes a key storage media 1023 for storing keys.
The main arithmetic unit 1021 uses the SHE 1022.
[0106] An on-board computer system 1002 installed in
the automobile 1001 is configured such that the first ECU
1010 and a plurality of second ECUs 1020 are connected
together through the CAN 1030. The first ECU 1010 has
a gateway function to monitor communication between
the inside and the outside of the on-board computer sys-

tem 1002. In this connection, the on-board computer sys-
tem 1002 may further include the SIM 1052 of the com-
munication module 1051.
[0107] Next, the management method of the present
embodiment will be described below.

[Stage for writing ECU-initial keys into ECUs]

[0108] The stage for writing ECU-initial keys into ECUs
will be described according to the present embodiment
with reference to Fig. 14. Fig. 14 is a schematic diagram
showing the management method according to the sixth
embodiment. The sixth embodiment uses a plurality of
master keys for generating ECU-initial keys.
[0109] In Fig. 14, a writing device 301-1 is set up in a
room 300-1 of a first manufacturing factory. A writing de-
vice 301-2 is set up in a room 300-2 of a second manu-
facturing factory. Information security is provided for both
the rooms 300-1 and 300-2. For example, the first man-
ufacturing factory serves as an ECU manufacturer for
producing ECUs. For example, the second manufactur-
ing factory serves as a manufacturer of OEM (Original
Equipment Manufacturing) supply destination, which
may attach ECUs supplied by an ECU manufacturer to
automobiles as its own ECUs having company’s brands.
[0110] The writing device 301-1 has a first master key
MASTER_KEY1. The first master key MASTER_KEY1
is set to the writing device 301-1 in advance. It is possible
to safely set the first master key MASTER_KEY1 to the
writing device 301-1. The writing device 301-2 has a sec-
ond master key MASTER_KEY2. The second master key
MASTER_KEY2 is set to the writing device 301-2 in ad-
vance. It is possible to safely set the second master key
MASTER_KEY2 to the writing device 301-2.
[0111] Both the writing devices 301-1 and 301-2 have
an ECU-connecting interface to exchange data with EC-
Us. That is, the writing devices 301-1 and 301-2 ex-
change data with ECUs each connected to the ECU-con-
necting interface.
[0112] Fig. 14 shows a single ECU as the ECU mount-
ed on the automobile 1001. This single ECU will be re-
ferred to as ECU_D. The ECU_D may stand for the first
ECU 1010 or the second ECU 1020.

(Step S501)

[0113] The ECU_D is connected to the writing device
301-1 in the room 300-1 of the first manufacturing factory.
The ECU_D transmits its own ECU-identifier, i.e.
ECU_ID_D, to the writing device 301-1.
[0114] As the ECU-identifier, for example, it is possible
to use an identifier embedded in semiconductor integrat-
ed circuitry such as LSI, serving as hardware configuring
each ECU, in manufacturing. For example, it is possible
to use an ECU-identifier as an identifier embedded in LSI
of a microcomputer of ECU.
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(Step S502)

[0115] The writing device 301-1 generates a first value
using the ECU-identifier and the first master key
MASTER_KEY1. Specifically, the writing device 301-1
generates a first value for the ECU_D by use of the ECU-
identifier of the ECU_D, i.e. ECU_ID_D, and the first mas-
ter key MASTER_KEY1. As the first value, it is possible
to calculate a digest regarding the ECU-identifier and the
first master key MASTER_KEY1. As a digest calculating
method, for example, it is possible to use a hash function
or an exclusive-OR operation. Herein, the hash function
is used for a method of calculating the first value. Spe-
cifically, the writing device 301-1 inputs the ECU-identi-
fier of the ECU_D, i.e. ECU_ID_D, and the first master
key MASTER_KEY1 to the hash function so as to calcu-
late a hash value, i.e. hash(ECU_ID_D,
MASTER_KEY1), as the first value of the ECU_D.

(Step S503)

[0116] The writing device 301-1 writes the first value
into the ECU. Specifically, the writing device 301-1 writes
the first value, i.e. hash(ECU_ID_D, MASTER_KEY1),
into the ECU_D. The ECU_D having written the first value
hash(ECU_ID_D, MASTER_KEY1) will be transferred to
the second manufacturing factory.

(Step S504)

[0117] In the room 300-2 of the second manufacturing
factory, the ECU_D is connected to the writing device
301-2. The ECU_D sends its own first value
hash(ECU_ID_D, MASTER_KEY1) to the writing device
301-2.

(Step S505)

[0118] The writing device 301-2 generates an ECU-
initial key using the first value and the second master key
MASTER_KEY2. Specifically, the writing device 301-2
generates an ECU-initial key for the ECU_D by use of
the first value of the ECU_D, i.e. hash(ECU_ID_D,
MASTER_KEY1), and the second master key
MASTER_KEY2. As the ECU-initial key, it is possible to
calculate a digest regarding the first value and the second
master key MASTER_KEY2. As a digest calculating
method, for example, it is possible to use a hash function
or an exclusive-OR operation. Herein, the hash function
is used as the method of calculating an ECU-initial key.
Specifically, the writing device 301-2 inputs the first value
of the ECU_D, i.e. hash(ECU_ID_D, MASTER_KEY1),
and the second master key MASTER_KEY2 to the hash
function so as to calculate a hash value
hash(hash(ECU_ID_D, MASTER_KEY1),
MASTER_KEY2) as an ECU-initial key Key_D for the
ECU_D.

(Step S506)

[0119] The writing device 301-2 writes the ECU-initial
key into the ECU. Specifically, the writing device 301-2
writes the ECU-initial key Key_D into the ECU_D. The
ECU_D having written the ECU-initial key Key_D will be
mounted on the automobile 1001.
[0120] According to the present embodiment, it is pos-
sible to generate an ECU-initial key using an ECU-iden-
tifier for each ECU and a plurality of master keys. Thus,
it is possible to improve safety for an ECU-initial key. This
effect will be described below.
[0121] For example, it is possible to assume the situ-
ation that an ECU manufacturer for producing ECUs may
hold the first master key MASTER_KEY1 while a manu-
facturer of OEM supply destination, which attaches ECUs
supplied by the ECU manufacturer to automobiles as its
own ECUs having company’s brands, may hold the sec-
ond master key MASTER_KEY2. In this situation, each
of the ECU manufacturer and the manufacturer of OEM
supply destination may generate an ECU-initial key using
an ECU-identifier and its own single master key so as to
write the ECU-initial key into the ECU. This incurs a pos-
sibility that the ECU-initial key written into each ECU may
be leaked in a manufacturer when its single master key
is leaked. As a result, when the first master key
MASTER_KEY1 of an ECU manufacturer is leaked to
the outside, there occurs a possibility that all the manu-
facturers of OEM supply destinations using ECUs having
written ECU-initial keys by the ECU manufacturer should
bear the burden of replacing the ECUs. When the second
master key MASTER_KEY2 of a manufacturer of OEM
supply destination is leaked to the outside, there occurs
a possibility to bear the burden of replacing ECUs in all
type of vehicles mounting ECUs having written ECU-in-
itial keys by the manufacturer of OEM supply destination.
[0122] In the present embodiment, however, a plurality
of master keys are used to generate ECU-initial keys;
hence, it is possible to prevent leakage of ECU-initial
keys unless all the master keys are leaked to the outside.
In the situation that an ECU manufacturer holds the first
master key MASTER_KEY1 while a manufacturer of
OEM supply destination holds the second master key
MASTER_KEY2, the present embodiment may use both
the master keys MASTER_KEY1 and MASTER_KEY2
to generate an ECU-initial key, and therefore it is possible
to prevent leakage of an ECU-initial key even when one
of the master keys is leaked to the outside. Upon deter-
mining leakage of one master key among two master
keys MASTER_KEY1 and MASTER_KEY2, it is possible
to update the leaked master key with a new master key
before the other master key is leaked to the outside;
hence, it is possible to prevent leakage of an ECU-initial
key beforehand. Even when both the master keys
MASTER_KEY1 and MASTER_KEY2 are leaked to the
outside, it is possible to reduce a negative impact due to
the leakage to an ECU-initial key to only the ECUs as-
cribed to a combination of the ECU manufacturer and
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the manufacturer of OEM supply destination. As a result,
it is possible to alleviate the burden of replacing ECUs in
the ECU manufacturer and the manufacturer of OEM
supply destination.

[Stage for sharing ECU-initial keys]

[0123] Next, the stage for sharing ECU-initial keys will
be described according to the present embodiment with
reference to various examples as the method of sharing
ECU-initial keys.

[Method of sharing ECU-initial keys according to Exam-
ple 1]

[0124] The method of sharing ECU-initial keys accord-
ing to Example 1 will be described with reference to Fig.
15. Fig. 15 is a sequence diagram showing the method
of sharing ECU-initial keys (Example 1) according to the
sixth embodiment. In Fig. 15, the automobile 1001 is
equipped with the first ECU 1010 having written an ECU-
initial key Key_H by the writing device 301-2 shown in
Fig. 14 and the second ECU 1020 having written an ECU-
initial key Key_S by the writing device 301-2. The first
ECU 1010 has an ECU-identifier ECU_ID_H. In the first
ECU 1010, the key storage media 1013 of the HSM 1012
stores the ECU-initial key Key_H. The second ECU 1020
has an ECU-identifier ECU_ID_S. In the second ECU
1020, the key storage media 1023 of the SHE 1022 stores
the ECU-initial key Key_S.
[0125] In the automobile 1001, the key storage media
1053 of the SIM 1052 installed in the communication
module 1051 of the TCU 1050 stores the first master key
MASTER_KEY1 and the second master key
MASTER_KEY2. The first master key MASTER_KEY1
and the second master key MASTER_KEY2 have been
safely stored on the SIM 1052 in manufacturing. The first
master key MASTER_KEY1 stored on the key storage
media 1053 of the SIM 1052 is identical to the first master
key MASTER_KEY1 owned by the writing device 301-1
shown in Fig. 14. The second master key
MASTER_KEY2 stored on the key storage media 1053
of the SIM 1052 is identical to the second master key
MASTER_KEY2 owned by the writing device 301-2
shown in Fig. 14. That is, the key storage media 1053 of
the SIM 1052 stores the same master keys as the first
master key MASTER_KEY1 and the second master key
MASTER_KEY2 that are used to generate the ECU-initial
key Key_H for the first ECU 1010 and the initial key Key_S
for the second ECU 1020.
[0126] The following description is made in the precon-
dition that the first ECU 1010 exchanges data with the
SIM 1052 of the communication module 1051 inside the
TCU 1050.

(Step S601)

[0127] The first ECU 1010 supplies its own ECU-iden-

tifier ECU_ID_H to the SIM 1052. For example, the timing
of supplying the ECU-identifier would be the first power-
on timing after the first ECU 1010 is mounted on the au-
tomobile 1001.

(Step S602)

[0128] The SIM 1052 generates the ECU-initial key
Key_H for the first ECU 1010 by use of the ECU-identifier
ECU_ID_H supplied from the first ECU 1010 as well as
the first master key MASTER_KEY1 and the second
master key MASTER_KEY2 stored on the key storage
media 1053. The method of generating ECU-initial keys
with the SIM 1052 is identical to the method of generating
ECU-initial keys with the writing devices 301-1 and 301-2
shown in Fig. 14. The key storage media 1053 stores the
initial key of Key_H for the first ECU 1010 in connection
with the ECU-identifier ECU_ID_H for the first ECU 1010.
This makes it possible for the SIM 1052 and the first ECU
1010 to share the ECU-initial key Key_H. For example,
the shared ECU-initial key Key_H is used for the purpose
of encrypting data to be exchanged between the SIM
1052 and the HSM 1012 of the first ECU 1010.

(Step S603)

[0129] The second ECU 1020 supplies its own ECU-
identifier ECU_ID_S to the SIM 1052 by means of the
first ECU 1010. For example, the timing of supplying the
ECU-identifier would be the first power-on time after the
second ECU 1020 is mounted on the automobile 1001.

(Step S604)

[0130] The SIM 1052 generates the ECU-initial key
Key_S for the second ECU 1020 by use of the ECU-
identifier ECU_ID_S supplied from the second ECU 1020
as well as the first master key MASTER_KEY1 and the
second master key MASTER_KEY2 stored on the key
storage media 1053. The method of generating ECU-
initial keys with the SIM 1052 is identical to the method
of generating ECU-initial keys with the writing devices
301-1 and 301-2 shown in Fig. 14.

(Step S605)

[0131] The SIM 1052 encrypts the ECU-initial key
Key_S by use of the ECU-initial key Key_H for the first
ECU 1010 stored on the key storage media 1053, thus
generating the encrypted data Key_H(Key_S). The SIM
1052 transmits the encrypted data Key_H(Key_S) to the
first ECU 1010. At this time, the SIM 1052 may transmits
a pair of the encrypted data Key_H(Key_S) and the ECU-
identifier ECU_ID_S for the second ECU 1020 to the first
ECU 1010.
[0132] The first ECU 1010 supplies the encrypted data
Key_H(Key_S) received from the SIM 1052 to the HSM
1012. The HSM 1012 decrypts the encrypted data
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Key_H(Key_S) by use of the ECU-initial key Key_H
stored on the key storage media 1013.
[0133] Due to the decryption, it is possible to produce
the ECU-initial key Key_S for the second ECU 1020. The
key storage media 1013 of the HSM 1012 stores the
ECU-initial key Key_S for the second ECU 1020 in con-
nection with the ECU-identifier ECU_ID_S for the second
ECU 1020. This makes it possible for the first ECU 1010
and the second ECU 1020 to share the same ECU-initial
key Key_S. For example, the shared ECU-initial key
Key_S is used for the purpose of encrypting data to be
exchanged between the HSM 1012 of the first ECU 1010
and the SHE 1022 of the second ECU 1020.
[0134] In the first ECU 1010, it is possible to store the
ECU-identifier ECU_ID_S for the second ECU 1020,
which is correlated to the ECU-initial key Key_S for the
second ECU 1020, at the time of transferring the ECU-
identifier ECU_ID_S for the second ECU 1020 in step
S603. Alternatively, it is possible to use the ECU-identifier
ECU_ID_S included in a pair of the encrypted data
Key_H(Key_S) and the ECU-identifier ECU_ID_S for the
second ECU 1020, which are received from the SIM
1052.
[0135] In the method of sharing ECU-initial keys ac-
cording to Example 1, the SIM 1052 may exemplify a key
generation device. In addition, the SIM 1052 and the HSM
1012 may exemplify a key management system.
[0136] In the method of sharing ECU-initial keys ac-
cording to Example 1, the SIM 1052 having the first mas-
ter key MASTER_KEY1 and the second master key
MASTER_KEY2 is configured to generate an ECU-initial
key using the first and second master keys
MASTER_KEY1 and MASTER_KEY2; but this is not a
restriction. It is possible for the key storage media 1013
of the HSM 1012 of the first ECU 1010 to store the first
master key MASTER_KEY1 and the second master key
MASTER_KEY2, and therefore the HSM 1012 may gen-
erate an ECU-initial key using the first and second master
keys MASTER_KEY1 and MASTER_KEY2. In this case,
the HSM 1012 may exemplify a key generation device.
In addition, the HSM 1012 may exemplify a key manage-
ment system.

[Method of sharing ECU-initial keys according to Exam-
ple 2]

[0137] The method of sharing ECU-initial keys accord-
ing to Example 2 will be described with reference to Fig.
16. Fig. 16 is a sequence diagram showing the method
of sharing ECU-initial keys (Example 2) according to the
sixth embodiment.
[0138] In the method of sharing ECU-initial keys ac-
cording to Example 1, both the first master key
MASTER_KEY1 and the second master key
MASTER_KEY2 are held by the same SIM 1052 (i.e. a
secure element). In the method of sharing ECU-initial
keys according to Example 2, however, the first master
key MASTER_KEY1 and the second master key

MASTER_KEY2 are separately held by secure elements
having different specifications. Specifically, as shown in
Fig. 16, the HSM 1012 of the first ECU 1010 stores the
first master key MASTER_KEY1 on the key storage me-
dia 1013 while the SIM 1052 of the communication mod-
ule 1051 stores the second master key MASTER_KEY2
on the key storage media 1053. The first master key
MASTER_KEY1 is safely stored on the HSM 1012 in
manufacture. The second master key MASTER_KEY2
is safely stored on the SIM 1052 in manufacture.
[0139] For other points other than the above point of
distributed management of master keys, the SIM 1052
of the communication module 1051, the HSM 1012 of
the first ECU 1010, and the SHE 1022 of the second ECU
1020 are all configured to implement the same method
of sharing ECU-initial keys as shown in Fig. 15. Herein-
after, the method of sharing ECU-initial keys according
to Example 2 will be described with reference to Fig. 16.

(Step S611)

[0140] The second ECU 1020 transmits its own ECU-
identifier ECU_ID_S to the first ECU 1010. The timing of
transmitting the ECU-identifier would be the first power-
on time after the second ECU 1020 is mounted on the
automobile 1001.

(Step S612)

[0141] The first ECU 1010 supplies the ECU-identifier
ECU_ID_S received from the second ECU 1020 to the
HSM 1012. The HSM 1012 generates a first value using
the ECU-identifier ECU_ID_S and the first master key
MASTER_KEY1 stored on the key storage media 1013.
The method of generating a first value with the HSM 1012
is identical to the foregoing method of generating a first
value with the writing device 301-1 as shown in Fig. 14.

(Step S613)

[0142] The first ECU 1010 transmits the first value gen-
erated by the HSM 1012 to the SIM 1052. At this time,
the first ECU 1010 may transmit a pair of the first value
and the ECU-identifier ECU_ID_S for the second ECU
1020 to the SIM 1052.

(Step S614)

[0143] The SIM 1052 generates the ECU-initial key
Key_S for the second ECU 1020 by use of the first value
received from the first ECU 1010 and the second master
key MASTER_KEY2 stored on the key storage media
1053. The method of generating ECU-initial keys with
the SIM 1052 is identical to the foregoing method of gen-
erating ECU-initial keys with the writing device 301-2 as
shown in Fig. 14.
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(Step S615)

[0144] The SIM 1052 transmits the ECU-initial key
Key_S to the first ECU 1010. At this time, the SIM 1052
may transmits a pair of the ECU-initial key Key_S and
the ECU-identifier ECU_ID_S for the second ECU 1020
to the first ECU 1010.
[0145] The first ECU 1010 supplies to the HSM 1012
the ECU-initial key Key_S for the second ECU 1020,
which is received from the SIM 1052. The key storage
media 1013 of the HSM 1012 stores the ECU-initial key
Key_S for the second ECU 1020 in connection with the
ECU-identifier ECU_ID_S for the second ECU 1020. This
makes it possible for the first ECU 1010 and the second
ECU 1020 to share the same ECU-initial key Key_S. For
example, the shared ECU-initial key Key_S is used for
the purpose of encrypting data to be exchanged between
the HSM 1012 of the first ECU 1010 and the SHE 1022
of the second ECU 1020.
[0146] In the first ECU 1010, it is possible to store the
ECU-identifier ECU_ID_S received from the second
ECU 1020 in step S611 in connection with the ECU-initial
key Key_S for the second ECU 1020. Alternatively, it is
possible to use the ECU-identifier ECU_ID_S included
in a pair of the ECU-initial key Key_S and the ECU-iden-
tifier ECU_ID_S for the second ECU 1020, which are
received from the SIM 1052 in step S615.
[0147] In the method of sharing ECU-initial keys ac-
cording to Example 2, the HSM 1012 may exemplify a
first value generating device. In addition, the SIM 1052
may exemplify an initial key generating device. The HSM
1012 and the SIM 1052 may exemplify a key manage-
ment system.
[0148] In the method of sharing ECU-initial keys ac-
cording to Example 2, the HSM 1012 may refuse to ac-
cept the same ECU-identifier ECU_ID_S as the foregoing
ECU-identifier ECU_ID_S, which has been already re-
ceived for the purpose of generating a first value. For
example, it is possible for the HSM 1012 to prevent further
accepting the same ECU-identifier ECU_ID_S as the
foregoing ECU-identifier ECU_ID_S correlated to the in-
itial key of Key_S stored on the key storage media 1013.
Thus, even when an attacker may acquire the ECU-iden-
tifier ECU_ID_S, it is impossible for him/her to wrongfully
regenerate a first value by use of the HSM 1012; hence,
it is possible to prevent anyone from wrongfully acquiring
the first value. In addition, the SIM 1052 may prevent
further accepting the same first value as the foregoing
first value which has been already used for the purpose
of generating the ECU-initial key Key_S. Thus, even
when an attacker may acquire the first value, it is impos-
sible for him/her to wrongfully regenerate the ECU-initial
key by use of the SIM 1052; hence, it is possible to pre-
vent anyone from wrongfully acquiring the ECU-initial key
Key_S.

[Method of sharing ECU-initial keys according to Exam-
ple 3]

[0149] The method of sharing ECU-initial keys accord-
ing to Example 3 will be described with reference to Fig.
17. Fig. 17 is a sequence diagram showing the method
of sharing ECU-initial keys (Example 3) according to the
sixth embodiment.
[0150] In the method of sharing ECU-initial keys ac-
cording to Example 3 similar to the foregoing method of
sharing ECU-initial keys according to Example 2, the first
master key MASTER_KEY1 and the second master key
MASTER_KEY2 are separately held by secure elements
having different specifications. Specifically, as shown in
Fig. 17, the SIM 1052 of the communication module 1051
stores the first master key MASTER_KEY1 on the key
storage media 1053 while the HSM 1012 of the first ECU
1010 stores the second master key MASTER_KEY2 on
the key storage media 1013. The first master key
MASTER_KEY1 is safely stored on the SIM 1052 in man-
ufacture. The second master key MASTER_KEY2 is
safely stored on the HSM 1012 in manufacture. For the
other points other than the point of distributed manage-
ment of master keys, the SIM 1052 of the communication
module 1051, the HSM 1012 of the first ECU 1010, and
the SHE 1022 of the second ECU 1020 are all configured
to implement the method of sharing ECU-initial keys ac-
cording to Example 1 as shown in Fig. 15. Hereinafter,
the method of sharing ECU-initial keys according to Ex-
ample 3 will be described with reference to Fig. 17.

(Step S621)

[0151] The second ECU 1020 supplies its own ECU-
identifier ECU_ID_S to the SIM 1052 via the first ECU
1010. The timing of supplying the ECU-identifier would
be the first power-on time after the second ECU 1020 is
mounted on the automobile 1001.

(Step S622)

[0152] The SIM 1052 generates a first value using the
ECU-identifier ECU_ID_S given by the second ECU
1020 and the first master key MASTER_KEY1 stored on
the key storage media 1053. The method of generating
a first value with the ISM 1052 is identical to the foregoing
method of generating a first value with the writing device
301-1 shown in Fig. 14.

(Step S623)

[0153] The SIM 1052 transmits the first value to the
first ECU 1010. At this time, the SIM 1052 may transmit
a pair of the first value and the ECU-identifier ECU_ID_S
for the second ECU 1020 to the first ECU 1010.

33 34 



EP 3 334 085 A1

19

5

10

15

20

25

30

35

40

45

50

55

(Step S624)

[0154] The first ECU 1010 supplies the first value re-
ceived from the SIM 1052 to the HSM 1012. The HSM
1012 generates the ECU-initial key Key_S for the second
ECU 1020 by use of the first value and the second master
key MASTER_KEY2 stored on the key storage media
1013. The method of generating ECU-initial keys with
the HSM 1012 is identical to the foregoing method of
generating ECU-initial keys with the writing device 301-2
shown in Fig. 14.
[0155] The key storage media 1013 of the HSM 1012
stores the ECU-initial key Key_S for the second ECU
1020 in connection with the ECU-identifier ECU_ID_S
for the second ECU 1020. This makes it possible for the
first ECU 1010 and the second ECU 1020 to share the
same ECU-initial key Key_S. For example, the shared
ECU-initial key is used for the purpose of encrypting data
to be exchanged between the HSM 1012 of the first ECU
1010 and the SHE 1022 of the second ECU 1020.
[0156] In the first ECU 1010, it is possible to store the
ECU-identifier ECU_ID_S for the second ECU 1020
when being transferred in step S621 as the ECU-identi-
fier ECU_ID_S correlated to the ECU-initial key Key_S
for the second ECU 1020. Alternatively, it is possible to
use the ECU-identifier ECU_ID_S included in a pair of
the first value and the ECU-identifier ECU_ID_S for the
second ECU 1020, which is received from the SIM 1052
in step S623.
[0157] In the method of haring ECU-initial keys accord-
ing to Example 3, the SIM 1052 may exemplify a first
value generating device. In addition, the HSM 1012 may
exemplify an initial key generating device. The SIM 1052
ad the HSM 1012 may exemplify a key management sys-
tem.
[0158] In the method of sharing ECU-initial keys ac-
cording to Example 3, the SIM 1052 may refuse to further
accept the same ECU-identifier ECU_ID_S as the fore-
going ECU-identifier ECU_ID_S which has been re-
ceived for the purpose of generating a first value. Thus,
even when an attacker may acquire the ECU-identifier
ECU_ID_S, it is impossible for him/her to wrongfully re-
generate the first value by use of the SIM 1052; hence,
it is possible to prevent wrongfully acquiring the first val-
ue.
[0159] The HSM 1012 may refuse to accept the same
ECU-identifier ECU_ID_S as the foregoing ECU-identi-
fier ECU_ID_S, which has been already received to be
supplied to the SIM 1052. For example, the HSM 1012
may refuse to accept the same ECU-identifier ECU_ID_S
as the ECU-identifier ECU_ID_S correlated to the ECU-
initial key Key_S stored on the key storage media 1013.
Thus, even when an attacker may acquire the ECU-iden-
tifier ECU_ID_S, it is possible for him/her to wrongfully
regenerate the first value by supplying the ECU-identifier
ECU_ID_S to the SIM 1052 via the HSM 1012; hence, it
is possible to prevent wrongfully acquiring the first value.
[0160] The HSM 1012 may refuse to accept the same

first value as the first value which has been already used
to generate the initial value of ECU Key_S. Thus, even
when an attacker may acquire the first value, it is impos-
sible to wrongfully the ECU-initial key Key_S by use of
the HSM 1012; hence, it is possible to prevent wrongfully
acquiring the ECU-initial key Key_S.
[0161] In the methods of sharing ECU-initial keys ac-
cording to Example 2 and Example 3, the first master key
MASTER_KEY1 and the second master key
MASTER_KEY2 are separately held by different secure
elements on the automobile 1001. Compared to the sit-
uation that both the first and second master keys
MASTER_KEY1 and MASTER_KEY2 are concurrently
held by the same secure element, it is possible to improve
safety of saving master keys since the first and second
master keys MASTER_KEY1 and MASTER_KEY2 are
held in a dispersive manner.
[0162] In the methods of sharing ECU-initial keys ac-
cording to Example 2 and Example 3, the first master key
MASTER_KEY1 and the second master key
MASTER_KEY2 are separately held by secure elements
having different specifications on the automobile 1001.
Compared to the situation that the first and second mas-
ter keys MASTER_KEY1 and MASTER_KEY2 are sep-
arately held by secure elements having the same spec-
ification, it is possible to improve safety of saving master
keys. This effect will be discussed below.
[0163] In the situation that the first and second master
keys MASTER_KEY1 and MASTER_KEY2 are sepa-
rately held by different secure elements having the same
specification, it is likely for someone to successfully an-
alyze one secure element so that one master key, e.g.
the first master key MASTER_KEY1, will be leaked to
the outside. Using the same analysis method, it is likely
for someone to successfully analyze another secure el-
ement having the same specification so that another
master key, e.g. the second master key MASTER_KEY2,
will be leaked to the outside.
[0164] In contrast, the first master key MASTER_KEY1
and the second master key MASTER_KEY2 are sepa-
rately held by secure elements having different specifi-
cations in the methods of sharing ECU-initial keys ac-
cording to Example 2 and Example 3. Thus, even when
someone may successfully analyze one secure element
having one specification so that one master key, e.g. the
first master key MASTER_KEY1, will be leaked to the
outside, the same analysis method may fail to analyze
another secure element having another specification;
hence, it is possible to prevent another master key, e.g.
the second master key MASTER_KEY2, from being
leaked to the outside. Thus, it is possible to further im-
prove the safety of saving ECU-initial keys.
[0165] In the method of sharing ECU-initial keys ac-
cording to Example 2 shown in Fig. 16 and the method
of sharing ECU-initial keys according to Example 3
shown in Fig. 17, the SIM and the HSM are used as the
secure elements for separately saving the first and sec-
ond mater keys MASTER_KEY1 and MASTER_KEY2.
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Herein, the SIM and the HSM have different specifica-
tions. Specifically, the SIM and the HSM are ascribed to
different technological specifications in terms of tamper
resistance. As the technology for tamper resistance, for
example, it is possible to mention a hardware technology
for information protection. As the technology for informa-
tion protection, for example, it is possible to mention a
technology of deleting information inside each secure el-
ement by implementing a physical or electrical analysis
method for each secure element, a technology of de-
stroying the internal circuitry of each secure element, or
a technology of suspending the operation of each secure
element. As the hardware technology for information pro-
tection, it is possible to mention a technology of making
it difficult to analyze each secure element by measuring
electromagnetic waves leaked from each secure ele-
ment.
[0166] In the present embodiment, a plurality of secure
elements having different specifications are used to dis-
persively save a plurality of master keys. As a plurality
of secure elements for dispersively saving a plurality of
master keys, it is possible to use a plurality of secure
elements having different specifications in terms of
tamper resistance. As secure elements, it is possible to
mention SIM, eSIM serving as one type of SIM, HSM,
TPM, and SHE.

[First variation of sixth embodiment]

[0167] The sixth embodiment is designed such that the
automobile 1001 generates ECU-initial keys therein.
Similar to the second embodiment, however, it is possible
to generate ECU-initial keys by management server
equipment outside an automobile.
[0168] The management server equipment outside an
automobile may save a plurality of master keys. The au-
tomobile wirelessly transmits an ECU-identifier for each
ECU mounted thereon to the management server equip-
ment. The management server equipment generates an
ECU-initial key using the ECU-identifier for each ECU
and a plurality of master keys saved therein, thus wire-
lessly transmitting the ECU-initial key to the automobile.

[Second variation of sixth embodiment]

[0169] It is possible to dispersively save a plurality of
master keys in a secure element inside an automobile,
e.g. an SIM, and management server equipment outside
an automobile. One of the SIM and the management
server equipment may generate a first value using its
own master key and an ECU-identifier for each ECU
mounted on an automobile, thus wirelessly transmitting
the first value to the other of the SIM and the management
server equipment. The other of the SIM and the manage-
ment server equipment is generates an ECU-initial key
for each ECU by use of its own master key and the first
value. When the management server equipment stands
for the other of the SIM and the management server

equipment, the management server equipment wireless-
ly transmits the ECU-initial key to the automobile.

[Third variation of sixth embodiment]

[0170] Fig. 18 is a block diagram showing a variation
of the automobile 1001 according to the sixth embodi-
ment. In Fig. 18, the parts equivalent to those of Fig. 13
will be denoted using the same reference signs; hence,
their descriptions will be omitted here. In the variation
shown in Fig. 18, a maintenance tool 1200 is connectible
to the diagnosis port 1060. The first ECU 1010 connected
to the diagnosis port 1060 may exchange data with the
maintenance tool 1200 through the diagnosis port 1060.
The maintenance tool 1200 may have the function of the
conventional diagnosis terminal connected to the OBD
port.
[0171] The maintenance tool 1200 includes a control
module 1201. The control module 1201 includes an IC
(Integrated Circuit) chip 1202. The IC chip 1202 has a
key storage media 1203 for storing keys. The IC chip
1202 has tamper resistance. The IC chip 1202 is an ex-
ample of a secure element. The IC chip 1202 is one type
of computer, which achieve desired functions according
to computer programs.
[0172] In the variation shown in Fig. 18, the IC chip
1202 may correspond to the SIM 1052 shown in Fig. 13
while the key storage media 1203 may correspond to the
key storage media 1053 shown in Fig. 13. In the variation
shown in Fig. 18, the IC chip 1202 is substituted for the
SIM 1052 while the key storage media 1023 is substituted
for the key storage media 1053 in the method of sharing
ECU-initial keys according to Example 1 shown in Fig.
15, in the method of sharing ECU-initial keys according
to Example 2 shown in Fig. 16, and in the method of
sharing ECU-initial keys according to Example 3 shown
in Fig. 17.
[0173] The foregoing embodiments refer to an auto-
mobile as an example of a vehicle; but they are applicable
to other types of vehicles other than automobiles such
as motorcycles having engines and railway vehicles.
[0174] It is possible to store on computer-readable
storage media computer the programs for achieving var-
ious steps of the management method executed by the
management device 10 or 10a or the computer programs
for achieving various steps executed by the foregoing
devices, and therefore those programs stored on storage
media may be loaded into computer systems and then
executed by computer systems. Herein, the term "com-
puter system" may embrace OS and hardware such as
peripheral devices.
[0175] In addition, the term "computer-readable stor-
age media" may refer to flexible disks, magneto-optical
disks, ROM, rewritable nonvolatile memory such as flash
memory, portable media such as DVD (Digital Versatile
Disk), and storage devices such as hard disks embedded
in computer systems.
[0176] Moreover, the term "computer-readable stor-
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age media" may embrace any measures for temporarily
holding programs such as nonvolatile memory (e.g.
DRAM (Dynamic Random Access Memory)) inside com-
puter systems serving as servers and clients, to which
programs are transmitted through networks like the In-
ternet or communication lines like telephone lines.
[0177] The foregoing programs may be transmitted
from computer systems having stored programs on stor-
age devices to other computer systems by way of trans-
mission media or by way of transmission waves propa-
gating through transmission media. Herein, the term
"transmission media" for transmitting programs refers to
any media having functions to transmit information such
as networks (communication networks) like the Internet
and communication lines like telephone lines.
[0178] The foregoing programs may achieve part of
the foregoing functions.
[0179] In addition, the foregoing programs may be dif-
ferential files (or differential programs) which can be com-
bined with pre-installed programs of computer systems
so as to achieve the foregoing functions.

REFERENCE SIGNS LIST

[0180]

1, 1001: automobile
2: wireless communication network
3: wireless communication
4: communication line
10, 10a: management device
11: controller
12: CAN interface
13: wireless communication part
20: secure element
20a, 1052: SIM (secure element)
21: key generation part
22, 1013, 1023, 1053, 1203: key storage media
23: verification part
24: encryption processor
31: master key storing part
32: ECU initial key storing part
80: management server equipment
1002: on-board computer system
1010: first ECU
1011, 1021: main arithmetic unit
1012: HSM
1020: second ECU
1022: SHE
1030: CAN
1040: infotainment device
1050: TCU
1051: communication module
1060: diagnosis port
1200: maintenance tool
1201: control module
1202: IC chip

Claims

1. A management device installed in a vehicle, com-
prising:

a master key storing part configured to share a
master key that is used to generate an initial key
held by an on-board computer mounted on the
vehicle together with an identifier of the on-board
computer;
a communication part configured to communi-
cate with the on-board computer;
a key generation part configured to generate the
initial key of the on-board computer by use of
the master key stored on the master key storing
part and the identifier of the on-board computer
received from the on-board computer via the
communication part; and
an initial key storing part configured to store the
initial key of the on-board computer that is gen-
erated by the key generation part in connection
with the identifier of the on-board computer.

2. A management system comprising a management
device installed in a vehicle and a management serv-
er equipment configured to communicate with the
management device through a wireless communi-
cation network,
wherein the management server equipment includes
a storage medium configured to share a master key
that is used to generate an initial key held by an on-
board computer mounted on the vehicle together
with an identifier of the on-board computer,
a key generation part configured to generate the in-
itial key of the on-board computer by use of the mas-
ter key stored on the storage medium and an iden-
tifier of the on-board computer that is received via
the management device, and
a communication part configured to transmit the in-
itial key of the on-board computer that is generated
by the key generation part together with the identifier
of the on-board computer, and
wherein the management device includes a wireless
communication part configured to transmit the iden-
tifier of the on-board computer to the management
server equipment through the wireless communica-
tion network and to receive a pair of the initial key of
the on-board computer and the identifier of the on-
board computer from the management server equip-
ment through the wireless communication network,
and
a key storage medium configured to store a pair of
the initial key of the on-board computer and the iden-
tifier of the on-board computer, which are received
from the management server equipment via the wire-
less communication part.

3. A management device installed in a vehicle, com-
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prising:

a wireless communication part configured to
transmit an identifier of an on-board computer,
which is used to generate an initial key held by
the on-board computer mounted on the vehicle
together with a master key, to a management
server equipment sharing the master key and to
receive a pair of the initial key of the on-board
computer and the identifier of the on-board com-
puter from the management server equipment
through a wireless communication network; and
a key storage medium configured to store a pair
of the initial key of the on-board computer and
the identifier of the on-board computer, which
are received from the management server
equipment with the wireless communication
part.

4. A key generation device installed in a vehicle, com-
prising:

a key storage medium configured to share a plu-
rality of master keys that are used to generate
an initial key held by an on-board computer
mounted on the vehicle together with an identi-
fier of the on-board computer,
wherein the initial key of the on-board computer
is generated using the plurality of master keys
stored on the key storage medium and the iden-
tifier of the on-board computer supplied from the
on-board computer.

5. A key management system comprising:

a key generation device according to claim 4;
and
a key storage medium configured to store an
initial key of an on-board computer generated
by the key generation device in connection with
an identifier of the on-board computer.

6. A key generation system installed in a vehicle com-
prising a first value generating device and an initial
key generating device,
wherein the first value generating device includes a
first key storing part configured to share a first master
key within first and second master keys which are
used to generate an initial key held by an on-board
computer mounted on the vehicle together with an
identifier of the on-board computer, and wherein the
first value generating device generates a first value
used to generate the initial key of the on-board com-
puter by use of the first master key stored on the first
key storing part and the identifier of the on-board
computer supplied from the on-board computer, and
wherein the initial key generating device includes a
second key storing part configured to share the sec-

ond master key within first and second master keys
that are used to generate the initial key held by the
on-board computer together with the identifier of the
on-board computer, and wherein the initial key gen-
erating device generates the initial key of the on-
board computer by use of the second master key
stored on the second key storing part and the first
value supplied from the first value generating device.

7. The key generation system according to claim 6,
wherein the first value generating device and the in-
itial key generating device are configured of secure
elements having different specifications.

8. The key generation system according to claim 7,
wherein the first value generating device and the in-
itial key generating device are configured of secure
elements having different specifications in term of
tamper resistance.

9. A key management system comprising:

a key generation system according to any one
of claims 6 to 8; and
a key storage medium configured to store an
initial key of an on-board computer generated
by the key generation system in connection with
an identifier of the on-board computer.

10. A vehicle comprising a management device accord-
ing to any one of claims 1 or 3.

11. A vehicle comprising a key generation device ac-
cording to claim 4 or a key generation system ac-
cording to claim 6.

12. A management method comprising:

a master key storing step that a management
device installed in a vehicle shares a master key
which is used to generate an initial key held by
an on-board computer mounted on the vehicle
together with an identifier of the on-board com-
puter;
a communication step that the management de-
vice receives the identifier of the on-board com-
puter from the on-board computer;
a key generation step that the management de-
vice generates the initial key of the on-board
computer by use of the maser key stored in the
master key storing step and the identifier of the
on-board computer received from the on-board
computer in the communication step; and
an initial key storing step that the management
device stores the initial key of the on-board com-
puter generated in the key generation step in
connection with the identifier of the on-board
computer.

41 42 



EP 3 334 085 A1

23

5

10

15

20

25

30

35

40

45

50

55

13. A management method adapted to a management
system including a management device installed in
a vehicle and a management server equipment con-
figured to communicate with the management de-
vice through a wireless communication network, the
management method comprising:

a storing step that the management server
equipment shares a master key which is used
to generate an initial key held by an on-board
computer mounted on the vehicle together with
an identifier of the on-board computer;
a key generation step that the management
server equipment generates the initial key of the
on-board computer by use of the master key
stored in the key storing step and the identifier
of the on-board computer received from the
management device;
a communication step that the management
server equipment transmits to the management
device the initial key of the on-board computer
generated in the key generation step together
with the identifier of the on-board computer;
a transmission step that the management de-
vice transmits the identifier of the on-board com-
puter to the management server equipment
through the wireless communication network;
a reception step that the management device
receives from the management server equip-
ment through the wireless communication net-
work a pair of the initial key of the on-board com-
puter and the identifier of the on-board compu-
ter; and
a key storing step that the management device
stores a pair of the initial key of the on-board
computer received from the management server
equipment in the reception step and the identifier
of the on-board computer.

14. A key generation method comprising:

a master key storing step that a key generation
device installed in a vehicle shares a plurality of
master keys that are used to generate an initial
key held by an on-board computer mounted on
the vehicle together with an identifier of the on-
board computer; and
a key generation step that the key generation
device generates the identifier of the on-board
computer by use of the plurality of master keys
stored in the master key storing step and the
identifier of the on-board computer supplied
from the on-board computer.

15. A key generation method comprising:

a first master key storing step that a first value
generating device installed in a vehicle shares

a first master key within first and second master
keys that are used to generate an initial key held
by an on-board computer mounted on the vehi-
cle together with an identifier of the on-board
computer;
a first value generating step that the first value
generating device generates a first value which
is used to generate the initial key of the on-board
computer by use of the first master key stored
in the first master key storing step and the iden-
tifier of the on-board computer supplied from the
on-board computer;
a second master key storing step that an initial
key generating device installed in the vehicle
shares the second master key within the first
and second master keys which are used to gen-
erate the initial key of the on-board computer
together with the identifier of the on-board com-
puter; and
an initial key generating step that the initial key
generating device generates the initial key of the
on-board computer by use of the second master
key stored in the second master key storing step
and the first value supplied from the first value
generating device.

16. A computer program causing a computer of a man-
agement device installed in a vehicle to implement:

a master key storing step for sharing a master
key which is used to generate an initial key held
by an on-board computer mounted on the vehi-
cle together with an identifier of the on-board
computer;
a communication step for receiving the identifier
of the on-board computer from the on-board
computer;
a key generation step for generating the initial
key of the on-board computer by use of the ma-
ser key stored in the master key storing step and
the identifier of the on-board computer received
from the on-board computer in the communica-
tion step; and
an initial key storing step for storing the initial
key of the on-board computer generated in the
key generation step in connection with the iden-
tifier of the on-board computer.

17. A computer program causing a computer of a man-
agement server equipment configured to communi-
cate with a management device installed in a vehicle
through a wireless communication network to imple-
ment:

a storing step for sharing a master key which is
used to generate an initial key held by an on-
board computer mounted on the vehicle togeth-
er with an identifier of the on-board computer;
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a key generation step for generating the initial
key of the on-board computer by use of the mas-
ter key stored in the key storing step and the
identifier of the on-board computer received
from the management device; and
a communication step for transmitting to the
management device the initial key of the on-
board computer generated in the key generation
step together with the identifier of the on-board
computer.

18. A computer program causing a computer of a man-
agement device installed in a vehicle to implement:

a transmission step for transmitting an identifier
of an on-board computer, which is used to gen-
erate an initial key held by the on-board compu-
ter mounted on the vehicle together with a mas-
ter key, to a management server equipment
sharing the master key through a wireless com-
munication network;
a reception step for receiving from the manage-
ment server equipment through the wireless
communication network a pair of the initial key
of the on-board computer and the identifier of
the on-board computer; and
a key storing step for storing a pair of the initial
key of the on-board computer received from the
management server equipment in the reception
step and the identifier of the on-board computer.

19. A computer program causing a computer of a key
generation device installed in a vehicle to implement:

a master key storing step for sharing a plurality
of master keys that are used to generate an initial
key held by an on-board computer mounted on
the vehicle together with an identifier of the on-
board computer; and
a key generation step for generating the identi-
fier of the on-board computer by use of the plu-
rality of master keys stored in the master key
storing step and the identifier of the on-board
computer supplied from the on-board computer.

20. A computer program causing a computer of a first
value generating device installed in a vehicle to im-
plement
a first master key storing step for sharing a first mas-
ter key within first and second master keys that are
used to generate an initial key held by an on-board
computer mounted on the vehicle together with an
identifier of the on-board computer, and
a first value generating step for generating a first
value which is used to generate the initial key of the
on-board computer by use of the first master key
stored in the first master key storing step and the
identifier of the on-board computer supplied from the

on-board computer,
wherein the computer program causing a computer
of an initial key generating device installed in the
vehicle to implement
a second master key storing step for sharing the sec-
ond master key within the first and second master
keys which are used to generate the initial key of the
on-board computer together with the identifier of the
on-board computer, and
an initial key generating step for generating the initial
key of the on-board computer by use of the second
master key stored in the second master key storing
step and the first value supplied from the first value
generating device.
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