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(54) GATEWAY DEVICE AND COMPUTING DEVICE

(57) A gateway device is connected to a high-level
network which uses a predetermined communication
protocol and two or more low-level networks which use
a communication protocol different from the predeter-
mined communication protocol of the high-level network,
high-level data that is transmitted and received to and
from the high-level network is configured by a header
and a payload, the gateway device includes a plurality
of communication ports that are connected to the respec-
tive low-level networks and receive low-level data that is
transmitted and received to and from the low-level net-
works; a storage unit that stores each of the plurality of
communication ports and a source identifier in associa-
tion with each other; and a control unit that generates
high-level data and transmits the high-level data to the
high-level network, in which the payload of the high-level
data that is generated by the control unit includes at least
a part of the low-level data that is received by the com-
munication ports, and in which the header of the high-lev-
el data that is generated by the control unit includes the
source identifier which is associated with the communi-

cation ports.
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Description

Technical Field

[0001] The present invention relates to a gateway de-
vice and a computing device.

Background Art

[0002] In a large number of electronic control units in-
stalled in a vehicle, a network to be connected is deter-
mined based on characteristics of an apparatus, required
communication speed, and the like. A gateway device is
used for communication between different networks.
[0003] PTL 1 discloses a communication gateway de-
vice that can reduce a delay of transmission and recep-
tion of packet data regardless of a difference in speed or
the like of the packet data of each network.

Citation List

Patent Literature

[0004] PTL 1: JP-A-2009-71688

Summary of Invention

Technical Problem

[0005] In the invention described in PTL 1, it is impos-
sible to easily determine from which network data is trans-
mitted. Solution to Problem
[0006] According to a first aspect of the invention, in a
gateway device that is connected to a high-level network
which uses a predetermined communication protocol
and two or more low-level networks which use a commu-
nication protocol different from the predetermined com-
munication protocol of the high-level network, high-level
data that is transmitted and received to and from the high-
level network is configured by a header and a payload,
the gateway device includes a plurality of communication
ports that are connected to the respective low-level net-
works and receive low-level data that is transmitted and
received to and from the low-level networks; a storage
unit that stores each of the plurality of communication
ports and a source identifier in association with each oth-
er; and a control unit that generates high-level data and
transmits the high-level data to the high-level network, in
which the payload of the high-level data that is generated
by the control unit includes at least a part of the low-level
data that is received by the communication ports, and in
which the header of the high-level data that is generated
by the control unit includes the source identifier which is
associated with each of the communication ports.
[0007] According to a second aspect of the invention,
a computing device, that belongs to the high-level net-
work which is connected to the gateway device according
to the first aspect, includes a computing device reception

unit that receives the high-level data from the gateway
device; and a received data processing determination
unit that determines processing of the payload which is
received, based on the source identifier which is included
in the header configuring the high-level data that is re-
ceived.

Advantageous Effects of Invention

[0008] According to the invention, it is possible to easily
determine from which network data is transmitted.

Brief Description of Drawings

[0009]

[Fig. 1] Fig. 1 is a diagram illustrating configurations
of a gateway device 1 and a plurality of networks
connected to the gateway device 1.
[Fig. 2] Fig. 2 is a diagram illustrating an example of
a destination table 8.
[Fig. 3] Fig. 3 is a diagram illustrating an example of
a transmission source table 9.
[Fig. 4] Fig. 4 is a diagram illustrating a configuration
of ECUs 11 to 13.
[Fig. 5] Fig. 5 is a flowchart illustrating an operation
of a data transfer program.
[Fig. 6] Fig. 6 is a transition diagram illustrating an
operation example of data transfer.
[Fig. 7] Fig. 7 is a diagram illustrating an example of
a destination table 8a according to a second embod-
iment.
[Fig. 8] Fig. 8 is a diagram illustrating a processing
flow of time synchronization performed between the
gateway device 1 and the ECUs 11 to 13 according
to a third embodiment.
[Fig. 9] Fig. 9 is a diagram illustrating an example of
a processing ratio table 801 according to a fourth
embodiment.
[Fig. 10] Fig. 10 is a diagram illustrating an example
of a transmission source table 9a according to a fifth
embodiment.
[Fig. 11] Fig. 11 is a diagram illustrating a configu-
ration of the ECUs 11 to 13 according to the fifth
embodiment.
[Fig. 12] Fig. 12 is a diagram illustrating an example
of a transmission source table 9a according to a sixth
embodiment.

Description of Embodiments

(First Embodiment)

[0010] Hereinafter, a first embodiment of the gateway
device will be described with reference to Figs. 1 to 6.
[0011] The gateway device is mounted in a vehicle,
and connects a plurality of heterogeneous networks ex-
isting inside the vehicle to each other, that is, networks
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which use different communication protocols to each oth-
er.
[0012] Fig. 1 is a diagram illustrating configurations of
a gateway device 1 and a plurality of networks connected
to the gateway device 1.

(Configuration of Network)

[0013] The network connected to the gateway device
1 is divided into a first network 100 on the left side of the
figure and a second network 200 on the right side of the
figure. Apparatuses belonging to the first network 100
are, for example, a camera that captures a state of the
outside of a vehicle, a laser scanner that measures a
distance to an obstacle, a device that collectively controls
information on in-vehicle devices, and the like, and han-
dle a large amount of information. The apparatuses be-
longing to the second network 200 are, for example, a
power window module and a wiper module, and handle
a relatively small amount of information.
[0014] The first network 100 uses IEEE 802.3 as a first
layer and a second layer of an OSI reference model, an
Internet protocol as a third layer, TCP and UDP as a
fourth layer. In other words, the first network 100 is an
IP network which uses the Internet protocol. The first net-
work 100 includes an ECU 11 that is an electronic control
unit (hereinafter, referred to as an ECU), an ECU 12, and
an ECU 13. IP addresses are respectively set for the
ECUs 11 to 13 belonging to the first network 100 which
is an IP network, the IP address of the ECU 11 is
"192.168.1.1", the IP address of the ECU 12 is
"192.168.1.2", and the IPaddress of the ECU 13 is
"192.168.1.3". Hereinafter, data transmitted and re-
ceived in the first network 100 is also referred to as an
"IP packet" or "high-level data".
[0015] The second network 200 is configured by a
CAN1 network 201, a CAN2 network 202, a LIN network
203, a FlexRay network 204, and a MOST network 205.
In both the CAN1 network 201 and the CAN2 network
202, a controller area network (CAN) is used as a com-
munication protocol. In the LIN network 203, local inter-
connect network (LIN) is used as a communication pro-
tocol. In the FlexRay network 204, FlexRay is used as a
communication protocol. In the MOST network 205, a
media oriented systems transport (MOST) is used as a
communication protocol. Hereinafter, each of the CAN1
network 201, the CAN2 network 202, the LIN network
203, the FlexRay network 204, and the MOST network
205 is also referred to as a "low-level network". Herein-
after, data transmitted and received in the low-level net-
work is also referred to as "low-level data". The networks
that configure the second network 200, that is, all the
low-level networks are non-IP networks that do not use
the Internet protocol as a third layer of the OSI reference
model.
[0016] The CAN1 network 201 is configured by an ECU
21, an ECU 22, an ECU 23, and a CAN1 controller 3 to
be described below. The CAN2 network 202 is configured

by an ECU 31, an ECU 32, an ECU 33, and a CAN2
controller 4 to be described below. The LIN network 203
is configured by an ECU 41, an ECU 42, an ECU 43, and
a LIN controller 5 to be described below. The FlexRay
network 204 is configured by an ECU 51, an ECU 52, an
ECU 53, and a FlexRay controller 6 to be described be-
low. The MOST network 205 is configured by an ECU
61, an ECU 62, an ECU 63, and a MOST controller 7 to
be described below.
[0017] The first network 100 and the second network
200 may include devices other than the devices de-
scribed above.

(Gateway device)

[0018] The gateway device 1 includes a control unit 2,
a storage unit 2a, a CAN1 controller 3, a CAN2 controller
4, a LIN controller 5, a FlexRay controller 6, and a MOST
controller 7. Hereinafter, the CAN1 controller 3, the CAN2
controller 4, the LIN controller 5, the FlexRay controller
6, and the MOST controller 7 are collectively referred to
as controllers 3 to 7.
[0019] The control unit 2 includes a CPU, a RAM, and
a ROM that stores a program to be described below. The
CPU develops a program stored in the ROM in the RAM
and executes the program. The control unit 2 is connect-
ed to the storage unit 2a and the controllers 3 to 7 via
signal lines. The control unit 2 is connected to a first net-
work 100 to be described below via a communication
port (not illustrated). Data that the controllers 3 to 7 re-
ceive from the second network 200 is input to the control
unit 2. If the data received from the controllers 3 to 7
meets conditions to be described below, the control unit
2 transmits the data to the first network 100. Hereinafter,
processing of transmitting data that the control unit 2 re-
ceives from the controllers 3 to 7 to the first network 100
will be referred to as "transfer". This transfer processing
will be described below in detail.
[0020] The storage unit 2a is a nonvolatile memory,
and the storage unit 2a stores a destination table 8 indi-
cating a destination of data to be transferred from the
second network 200 to the first network 100, and a trans-
mission source table 9 indicating an identifier in the first
network 100 of the controllers 3 to 7. The destination
table 8 and the transmission source table 9 will be de-
scribed below in detail. Each of the controllers 3 to 7
includes a physical connection port to be connected to
the second network 200 and a microcomputer performing
calculation necessary for transmitting and receiving data.
[0021] The CAN1 controller 3 is one of apparatuses
configuring the CAN1 network 201 and transmits and re-
ceives data to and from other apparatuses configuring
the CAN1 network 201. The CAN1 controller 3 can be
regarded as a communication port connecting the gate-
way device 1 to the CAN1 network 201.
[0022] The CAN2 controller 4 is one of the apparatuses
configuring the CAN2 network 202, and transmits and
receives data to and from other apparatuses configuring
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the CAN2 network 202. The CAN2 controller 4 can be
regarded as a communication port connecting the gate-
way device 1 to the CAN2 network 202.
[0023] The LIN controller 5 is one of apparatuses con-
figuring the LIN network 203, and transmits and receives
data to and from other apparatuses configuring the LIN
network 203. The LIN controller 5 can be regarded as a
communication port connecting the gateway device 1 to
the LIN network 203.
[0024] The FlexRay controller 6 is one of apparatuses
configuring the FlexRay network 204, and transmits and
receives data to and from other apparatuses configuring
the FlexRay network 204. The FlexRay controller 6 can
be regarded as a communication port connecting the
gateway device 1 to the FlexRay network 204.
[0025] The MOST controller 7 is one of apparatuses
configuring the MOST network 205, and transmits and
receives data to and from other apparatuses configuring
the MOST network 205. The MOST controller 7 can be
regarded as a communication port connecting the gate-
way device 1 to the MOST network 205.

(IP address)

[0026] "192.168.1.100" is set to the control unit 2 as
an IP address in order to communicate with the first net-
work 100.
[0027] "192.168.0.1", "192.168.0.2", "192.168.0.3",
"192.168.0.4", and "192.168.0.5" are respectively asso-
ciated with the CAN1 controller 3, the CAN2 controller 4,
the LIN controller 5, the FlexRay controller 6, and the
MOST controller 7 by the transmission source table 9,
as IP addresses which are identifiers of the IP networks.
[0028] The IP addresses associated with the control-
lers 3 to 7 are used to indicate the respective controllers
and the second network 200 to which the controllers be-
long, and the controllers 3 to 7 do not perform commu-
nication by using the IP addresses. That is, the IP ad-
dresses are virtual.

(Structure of Data Which is Transmitted and Received)

[0029] Since the first network 100 and the second net-
work 200 have different communication protocols, struc-
tures of data which is transmitted and received also differ
from each other. However, data transmitted and received
by using any of the communication protocols is also con-
figured by a "header" necessary for controlling commu-
nication and a "payload" which does not contribute to
control of communication. For example, the "header" in-
cludes information indicating a transmission destination
of data, information indicating a classification of data, and
information for detecting an error of transmission and re-
ception.
[0030] Both the high-level data and the low-level data
described above are configured by a header and a pay-
load.
[0031] The controllers 3 to 7 divide data received from

the second network 200 into a header portion and a pay-
load portion, and transmit the divided data to the control
unit 2.
[0032] Hereinafter, the data which is transmitted and
received to and from the first network 100, that is, a head-
er of an IP packet is referred to as an IP header, and a
payload of the IP packet is referred to as an IP payload.
Hereinafter, a header of data transmitted and received
to and from the CAN1 network 201 and CAN2 network
202 is referred to as a CAN header, and a payload of the
same data is referred to as a CAN payload.

(Destination table)

[0033] The destination table 8 is a table referred to by
the control unit 2 for determining whether or not data
received by the controllers 3 to 7 is transferred and for
determining a transmission destination at the time of
transfer.
[0034] Fig. 2 is a diagram illustrating an example of the
destination table 8. The destination table 8 is configured
by three items of a communication port, a destination
identifier, and a transmission destination IP address. The
"communication port" indicates communication ports for
the second network 200 of the gateway device 1, that is,
the communication ports are the controllers 3 to 7. The
"destination identifier" is a character string included in
headers of data received from the second network 200.
The "transmission destination IP address" is a transmis-
sion destination of data which is transferred and is an IP
address indicating any one of apparatuses belonging to
the first network 100.
[0035] If receiving data from the controllers 3 to 7, the
control unit 2 specifies a controller that transmits the data,
and determines whether or not a destination identifier
corresponding to the controller is included in a header of
the data. In a case where the destination identifier is in-
cluded in the header, the control unit 2 transmits the data
to a transmission destination IP address associated with
the destination identifier thereof. In a case where the des-
tination identifier is not included in the header, the control
unit 2 discards the data.
[0036] For example, if "A1" is included in a header of
data received from the CAN1 controller 3 by the control
unit 2, the control unit 2 transmits the data to
"192.168.1.1" of the first network 100. In the same man-
ner, if "A2" is included in the header of the data received
from the CAN1 controller 3, the control unit 2 transmits
the data to "192.168.1.2" of the first network 100.
[0037] However, as described above, the destination
identifier is distinguished for each communication port.
In other words, a namespace of the destination identifier
differs for each communication port. For example, in a
case where none of destination identifiers "B1", "B2", and
"B3" associated with the CAN2 controller 4 is included in
a header of data received from the CAN2 network 202
by the CAN2 controller 4, the data is discarded.
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(Transmission Source table)

[0038] The transmission source table 9 is a table re-
ferred to by the control unit 2 so as to determine a trans-
mission source IP address stored in a header, in the data
transferred from the second network 200 to the first net-
work 100.
[0039] Fig. 3 is a diagram illustrating an example of the
transmission source table 9. The transmission source
table 9 is configured by a communication port and a trans-
mission source IP address. The "communication port"
indicates communication ports for the second network
200 of the gateway device 1, that is, the communication
ports are the controllers 3 to 7. The "transmission source
IP address" indicates IP addresses stored in regions in-
dicating the transmission source IP addresses of head-
ers, in the data transferred to the first network 100.
[0040] When data received from the second network
200 by the controllers 3 to 7 is transferred to the first
network 100, the control unit 2 specifies a controller that
transmits the data to the control unit 2. The control unit
2 refers to the transmission source table 9 and specifies
an IP address associated with the specified controller.
The control unit 2 stores the IP address in a region indi-
cating the transmission source IP address in a header of
the data transferred, and transmits the IP address to the
first network 100. For example, in a case where the data
received by the CAN1 controller 3 is transferred,
"192.168.0.1" is stored in a transmission source IP ad-
dress storage region in a header of the data.

(Configuration of ECU)

[0041] A configuration of the ECUs 11 to 13 belonging
to the first network 100 will be described.
[0042] Fig. 4 is a diagram illustrating the configuration
of the ECUs 11 to 13.
[0043] The ECUs 11 to 13 include an ECU control unit
151, an ECU communication unit 152, and an ECU stor-
age unit 153. The ECU control unit 151 includes a CPU,
a RAM, and a ROM. The ECU communication unit 152
communicates with other ECUs belonging to the first net-
work 100 and the gateway device 1. The ECU storage
unit 153 is a nonvolatile memory, and stores the received
data processing program 154 and the transmission
source table 9. The CPU of the ECU control unit 151
develops the received data processing program 154 in
the RAM to execute.
[0044] If the ECU communication unit 152 receives an
IP packet from the gateway device 1, the ECU control
unit 151 extracts a transmission source IP address in-
cluded in a header of the IP packet. The ECU control unit
151 inputs the IP address and the received IP packet to
the received data processing program 154. In other
words, the transmission source IP address is input to the
received data processing program 154 as an argument.
[0045] The received data processing program 154
processes data transferred from the second network 200

by the gateway device 1. The data transferred from the
second network 200 is data generated by any one of the
ECUs 21 to 63. The received data processing program
154 determines which network transmits the received da-
ta, based on the transmission source IP address given
as an argument. Specifically, it is determined which of
the CAN1 network 201, the CAN2 network 202, the LIN
network 203, the FlexRay network 204, and the MOST
network 205 transmits the IP packet. The received data
processing program 154 determines processing of a pay-
load of the IP packet received based on a transmission
source network of the determined data. The received da-
ta processing program 154 refers to the transmission
source table 9 as necessary, and specifies a name of a
communication port and a name of a transmission source
network which are associated with the transmission
source IP address input as an argument.

(Flowchart of Data Transfer)

[0046] If receiving data from the controllers 3 to 7, the
control unit 2 develops a data transfer program stored in
the ROM in the RAM and executes the data transfer pro-
gram. As described above, data received from the con-
trollers 3 to 7 is divided into a header and a payload. In
addition, the control unit 2 can specify which controller
transmits the data.
[0047] Fig. 5 is a flowchart illustrating an operation of
the data transfer program. An execution subject of the
following steps is the CPU of the control unit 2.
[0048] In step S301, a destination identifier corre-
sponding to a communication port that transmits data is
specified with reference to the destination table 8, and
the processing proceeds to step S302. For example, in
a case where the LIN controller 5 transmits data to the
control unit 2, "C1", "C2", and "C3" are specified as des-
tination identifiers.
[0049] In step S302, it is determined whether or not
the destination identifier specified in step S301 is includ-
ed in a header of the received data. Specifically, deter-
mination is made based on data stored in the following
region of a header for each protocol. In a case where the
protocol is CAN, determination is made by using a CAN
ID, in a case where the protocol is FlexRay, determination
is made by using a frame ID, in a case where the protocol
is LIN, determination is made by using ProtectedID, and
in a case where the protocol is MOST, determination is
made by using a combination of TargetAddress and Sor-
ceAddress because a field storing a data type is not in-
cluded in a header part. In a case where it is determined
that a destination identifier is included, the processing
proceeds to step S303, and in a case where it is deter-
mined that the destination identifier is not included, the
processing proceeds to step S307.
[0050] In step S303, a transmission destination IP ad-
dress associated with the destination identifier deter-
mined to be included in the header in step S302 is ac-
quired with reference to the destination table 8. For ex-
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ample, in a case where "C2" is included in the header,
"192.168.1.2" is acquired as the transmission destination
IP address. Next, the processing proceeds to step S304.
[0051] In step S304, the transmission source IP ad-
dress associated with a controller that transmits data is
acquired with reference to the transmission source table
9. For example, in a case where data is received from a
LIN controller, "192.168.0.3" is acquired as the transmis-
sion source IP address . Next, the processing proceeds
to step S305.
[0052] In step S305, an IP packet is generated. In a
header of the IP packet, the IP address acquired in step
S303 is set in a region where the transmission destination
IP address is stored, and the IP address acquired in step
S304 is set in a region where the transmission source IP
address is stored. The header and payload of the re-
ceived data are included in a payload of the IP packet as
they are. In other words, in the present step, the data
received from the second network 200 is encapsulated
into the IP packet. Next, the processing proceeds to step
S306.
[0053] In step S306, the IP packet generated in step
S305 is transmitted to the first network 100. In this state,
the operation of the flowchart illustrated in Fig. 5 ends.
[0054] In step S307 performed in a case where it is
determined that the header of the received data does not
include the destination identifier, the received data is dis-
carded and the operation of the flowchart illustrated in
Fig. 5 ends.

(Operation Example)

[0055] Fig. 6 is a transition diagram illustrating an op-
eration example of data transfer. Fig. 6 illustrates a tran-
sition diagram in a case where the ECU 31 belonging to
the CAN2 network 202 transmits data which is a transfer
target to the first network 100. Here, it is assumed that
the destination table 8 stores the values illustrated in Fig.
2 and the transmission source table 9 stores the values
illustrated in Fig. 3. Hereinafter, the step numbers illus-
trated in Fig. 6 and the step numbers attached to the
flowchart of Fig. 5 will be used together.
[0056] If data having a CANID, which is a part of a CAN
header, of "B1" and a payload of "XYZ" is transmitted
from the ECU 31, the CAN2 controller 4 acquires the data
(S501 of Fig. 6) . The CAN2 controller 4 transmits the
data to the control unit 2 (S502 of Fig. 6).
[0057] The control unit 2 specifies "B1", "B2", and "B3"
as destination identifiers associated with the CAN2 con-
troller 4 (S301 of Fig. 5), and the control unit 2 determines
that "B1" which is one of "B1", "B2", and "B3" is included
in the header (S302 of Fig. 5: YES) and acquires
"192.168.1.1" which is the transmission destination IP
address associated with B1 (S303 of Fig. 5), with refer-
ence to the destination table 8. Subsequently, the control
unit 2 acquires "192.168.0.2" which is a transmission
source IP address associated with the CAN2 controller
4 (S304 of Fig. 5) with reference to the transmission

source table 9. The control unit 2 generates a header of
the IP packet and stores "B1" which is CANID and "XYZ"
which is a CAN payload in the payload of the IP packet
(S305 of Fig. 5), based on the information. The control
unit 2 transmits the generated IP packet to the first net-
work 100 (S306 of Fig. 5), and the packet reaches the
ECU 13 (S503 of Fig. 6).
[0058] If the ECU communication unit 152 receives an
IP packet, the ECU control unit 151 of the ECU 13 extracts
a transmission source IP address from the IP packet.
The ECU control unit 151 reads the received data
processing program 154 into a RAM and executes the
program, and gives the extracted transmission source IP
address to the program as an argument.
[0059] According to the above-described first embod-
iment, the following action effects can be obtained.

(1) The gateway device 1 is connected to a high-
level network which uses a predetermined commu-
nication protocol, that is, the first network 100, and
two or more low-level networks which use commu-
nication protocols different from the high-level net-
work, that is, the CAN1 network 201, the CAN2 net-
work 202, the LIN network 203, the FlexRay network
204, and the MOST network 205. High-level data
transmitted and received to and from the high-level
network, that is, an IP packet is configured by a head-
er and a payload. The gateway device 1 is connected
to the respective low-level networks, and includes a
plurality of communication ports that receive low-lev-
el data transmitted and received to and from the low-
level network, that is, the controllers 3 to 7, the stor-
age unit 2a that stores the transmission source table
9 defining by associating each of the plurality of com-
munication ports with source identifiers, and the con-
trol unit 2 that generates the high-level data and
transmits the data to the high-level network. A pay-
load of the high-level data generated by the control
unit 2 includes the low-level data received by the
communication port. A header of the high-level data
generated by the control unit 2 includes a source
identifier associated with the communication port.
Since the gateway device 1 is configured in this way,
the ECUs 11 to 13 received the high-level data, that
is, the IP packet can easily determine which low-level
network transmits the received high-level data, by
using a source identifier included in the header, that
is, a transmission source IP address.
(2) A communication protocol used by a high-level
network, that is, the first network 100 is an internet
protocol. High-level data is an IP packet. A source
identifier is an IP address associated with a commu-
nication port that receives low-level data. The control
unit 2 stores the IP address associated with the com-
munication port that receives the low-level data in a
transmission source IP address storage region pro-
vided in a header of the IP packet to be generated.
Since the transmission source IP address is a com-
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ponent of the standardized IP header, the ECUs 11
to 13 which receive the IP packet can easily extract
a transmission source IP address. That is, the ECUs
11 to 13 can easily determine a transmission source
network of the received data.
(3) The storage unit 2a further stores the destination
table 8 that defines association between a destina-
tion identifier and a transmission destination IP ad-
dress which are included in low-level data. If receiv-
ing the low-level data from a low-level network, the
control unit 2 specifies the transmission destination
IP address associated with the destination identifier
included in the low-level data, and stores the spec-
ified transmission destination IP address in a trans-
mission destination IP address storage region pro-
vided in a header of an IP packet to be generated.
Accordingly, the gateway device 1 can transfer the
received low-level data to an ECU having a specified
IP address associated with the destination identifier
in the destination table 8.
(4) Low-level data is configured by a low-level header
and a low-level payload. The destination identifier is
included in the low-level header. If receiving the low-
level data from a low-level network, the control unit
2 specifies a transmission destination IP address as-
sociated with the destination identifier included in the
low-level header of the low-level data.
Since the control unit 2 can specify the transmission
destination IP address based on information stored
in the specified region of the low-level header defined
in each protocol, in transfer of the low-level data,
processing is simple and easy. In a case where the
destination identifier is included in the low-level pay-
load, data format of the low-level payload is not de-
fined in the standard, and thereby, the processing is
complicated, but according to the present embodi-
ment, such inconvenience does not occur.
(5) In the destination table 8, an association between
a transmission destination IP address and a desti-
nation identifier is defined for each communication
port, that is, each of the controllers 3 to 7. A trans-
mission destination IP address storage region is set
in a header of an IP packet. The control unit 2 stores
the transmission destination IP address associated
with the destination identifier in the transmission des-
tination IP address storage region, in the communi-
cation port which receives low-level data.
Accordingly, it is unnecessary to match destination
identifiers in individual networks configuring the sec-
ond network 200, and setting is simple. In other
words, it is possible to freely set an association be-
tween the destination identifier and the transmission
destination IP address for each network configuring
the second network 200. That is, since a namespace
of the destination identifier differs for each commu-
nication port, there is no possibility that the destina-
tion identifiers set in each of the low-level networks
collide with each other.

(6) A computing device, that is, the ECUs 11 to 13,
include a computing device reception unit 152 that
receives high-level data, that is, an IP packet from
the gateway device 1, and a received data process-
ing determination unit, that is, an ECU control unit
151 that determines processing of a received pay-
load, based on a source identifier included in a head-
er configuring the received high-level data.
Accordingly, the ECUs 11 to 13 can determine the
processing of the payload by reading a header of the
received IP packet.
(7) The received data processing determination unit
of the ECUs 11 to 13, that is, that is, the ECU control
unit 151 inputs a source identifier to a computer pro-
gram processing the payload, that is, the received
data processing program 154 as a parameter, based
on the source identifier.

[0060] Accordingly, the ECUs 11 to 13 can input infor-
mation indicating a transmission source network of the
payload to the received data processing program 154 as
a parameter, thereby facilitating processing of the pay-
load. The received data processing program 154 can
grasp an outline of the payload, based on information of
the transmission source network of the payload and
grasp details of a low-level payload, based on a low-level
header included in the payload.
[0061] The above-described first embodiment may be
modified as follows.

(Modification Example 1)

[0062] In the above-described first embodiment, the
controllers 3 to 7 divide low-level data into a low-level
header and a low-level payload, and the control unit 2
extracts a destination identifier from the low-level header.
However, role sharing of the control unit 2 and the con-
trollers 3 to 7 is not limited to this. The control unit 2 and
the controllers 3 to 7 configuring the gateway device 1
may collectively perform the role.
[0063] For example, the controllers 3 to 7 may directly
transmit the received low-level data to the control unit 2,
and the control unit 2 may divide the low-level data into
a low-level header and a low-level payload. In addition,
the controllers 3 to 7 that receive the low-level data may
extract destination identifier from the low-level data and
may transmit the extracted destination identifier and low-
level data to the control unit 2.

(Modification Example 2)

[0064] In the above-described first embodiment, an as-
sociation between a transmission destination IP address
and a destination identifier is defined for each communi-
cation port, that is, for each of the controllers 3 to 7, in
the destination table 8. However, the destination table 8
may have the same association between the destination
identifier and the transmission destination IP address
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without distinguishing between the communication ports,
that is, the controllers 3 to 7. For example, even in a case
where a destination identifier "AAA" is received by any
one of the controllers 3 to 7, the destination identifier may
be associated with the same transmission destination IP
address.

(Modification Example 3)

[0065] In the above-described first embodiment, the
control unit 2 stores received low-level data, that is, a
low-level header and a low-level payload in an IP pay-
load. However, the IP payload may not include a low-
level header, and may include at least a part of the pay-
load.

(Modification Example 4)

[0066] In the above-described first embodiment, a des-
tination identifier is stored in a header of low-level data.
However, the destination identifier may be stored in a
payload of the low-level data.

(Modification Example 5)

[0067] In the above-described first embodiment, the
control unit 2 sets an IP address in a transmission des-
tination IP address storage region of an IP header which
is generated, based on a destination identifier included
in the received CAN header. However, the control unit 2
may set a predetermined IP address previously deter-
mined in the transmission destination IP address storage
region of an IP header which is created. The predeter-
mined IP address may be a unicast address indicating
only an IP address assigned to a specified device or may
be a multicast address which is an IP address assigned
to a group to which a plurality of devices belong.
[0068] According to modification example 5, the follow-
ing action effect can be obtained.
[0069]

(1) The control unit 2 stores a predetermined multi-
cast address in a transmission destination IP ad-
dress storage region provided in a header of an IP
packet to be generated.

[0070] Accordingly, the gateway device 1 can transfer
low-level data received from the second network 200 to
a plurality of ECUs specified by the multicast address.

(Modification Example 6)

[0071] In the first embodiment, a destination identifier
and a transmission destination IP address are associated
with each other in the destination table 8. However, the
destination identifier and a transmission destination MAC
address may be associated with each other in the desti-
nation table 8. In this case, for example, the configuration

may be changed as follows.
[0072] In the transmission source table 9, a communi-
cation port and a transmission source MAC address are
defined in association with each other. In the destination
table 8, the destination identifier and the transmission
destination MAC address are defined in association with
each other.
[0073] In a case where a destination identifier associ-
ated with the controller in the destination table 8 is in-
cluded in a header of low-level data received from the
controllers 3 to 7, the control unit 2 specifies the trans-
mission destination MAC address associated with the
destination identifier. Subsequently, the control unit 2
specifies the transmission source MAC address associ-
ated with a controller that transmits the data. Further-
more, the control unit 2 generates the following MAC
frame. That is, in a header of the MAC frame which is
generated, a specified transmission destination MAC ad-
dress is stored in a transmission destination MAC ad-
dress storage region, and a specified transmission
source MAC address is stored in a transmission source
MAC address storage region. The received low-level da-
ta is stored in a payload of the MAC frame which is gen-
erated. The control unit 2 sends the created MAC frame
to the first network 100.
[0074] Furthermore, a virtual LAN (VLAN) assigned to
an ECU connected to a first network may be associated
with a destination identifier.

(Modification 7)

[0075] Configurations of the first network 100 and the
second network 200 are not limited to the configurations
of the first embodiment.
[0076] The second network 200 may be configured by
at least two non-IP networks. For example, the second
network may be configured by six or more non-IP net-
works more than the networks of the first embodiment,
or the second network 200 may be configured only by
the LIN network 203 and the MOST network 205. In ad-
dition, the second network 200 may include a network
which uses a communication protocol other than the
communication protocol described in the first embodi-
ment.
[0077] The first network 100 may be configured by a
TCP/IP network, and the number of configured networks
and the number of connected devices are not limited. For
example, an IP address of the ECU 11 is set to
"192.168.1.1/24", an IP address of the ECU 12 is set to
"192.168.2.2/24", and an IP address of the ECU 13 is set
to "192.168.3.3/24", and thereby, the first network 100
may be configured by three TCP/IP networks. Further-
more, network addresses of virtual IP addresses of the
controllers 3 to 7 may be the same as addresses of the
first network 100.
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(Second Embodiment)

[0078] A second embodiment of the gateway device
will be described with reference to Fig. 7. In the following
description, the same symbols are attached to the same
configuration elements as in the first embodiment, and a
different point will be mainly described. Points not de-
scribed in particular are the same as in the first embod-
iment. The present embodiment is different from the first
embodiment mainly in that priority of an IP packet which
is transferred is defined together in the destination table
8.

(Configuration)

[0079] In the present embodiment, a destination table
8a is stored in the storage unit 2a of the gateway device
1, instead of the destination table 8 according to the first
embodiment.
[0080] The destination table 8a is a table that is referred
to for determining whether or not the control unit 2 trans-
fers data received by the controllers 3 to 7, for determin-
ing a transmission destination at the time of transfer and
priority which is given to an IP packet to be generated.
[0081] Fig. 7 is a diagram illustrating an example of the
destination table 8a. The destination table 8a is config-
ured by four items of a communication port, a destination
identifier, a transmission destination IP address, and a
priority value. The "communication port", the "destination
identifier", and the "transmission destination IP address"
are the same as in the first embodiment. The "priority
value" is a value indicating priority given to an IP packet,
and indicates that the larger the value, the higher priority
is given to transfer processing of the first network 100.
The priority value is, for example, a value stored in the
first three bits in a region indicating a type of service
(TOS) of an IP header, "0" indicates the lowest priority,
and "7" indicates the highest priority.

(Flowchart of Data Transfer)

[0082] In a second embodiment, operations in steps
S303 and S305 are changed from the operation in the
first embodiment.
[0083] In step S303, a transmission destination IP ad-
dress associated with a destination identifier determined
to be included in a header in step S302 and a priority
value are acquired with reference to the destination table
8a. For example, in a case where "A2H" is included in a
CAN header received from the CAN1 controller 3,
"192.168.1.2" is acquired as the transmission destination
IP address, and "7" is acquired as the priority value.
[0084] In step S305, an IP packet is generated. In a
header of the IP packet, the IP address acquired in step
S303 is set in a region where the transmission destination
IP address is stored, the IP address acquired in step S304
is set in a region where the transmission source IP ad-
dress is stored, and the obtained priority value is set in

the first three bits in a region indicating TOS of the IP
header. A header and a payload of the received data are
included in the payload of the IP packet as they are.
[0085] According to the above-described embodiment,
the following action effects are obtained.

(1) In the destination table 8a of the gateway device
1, a transfer priority associated with a destination
identifier is defined. In a header of an IP packet, a
priority storage region for storing priority of transfer
processing of the IP packet in a high-level network
is set. The control unit 2 stores the transfer priority
associated with the destination identifier included in
the received low-level data in the priority storage re-
gion.

[0086] Accordingly, the control unit 2 can set a priority
order of the IP packets transmitted from the control unit
2 to the first network 100 and a priority order of the IP
packets processed in a router (not illustrated) in the first
network 100, based on a destination identifier.

(Modification Example of Second Embodiment)

[0087] In the second embodiment described above,
the priority stored in the destination table 8a is arbitrarily
set. However, information indicating the highest priority
may be set for all the priorities stored in the destination
table 8 a. For example, in a case where the priority is set
to "0" to "7", the priority stored in the destination table 8a
is set to "7" indicating all the highest priorities.
[0088] According to the modification example, the fol-
lowing action effect can be obtained.
[0089]

(1) Information indicating the highest priority is set
for all the priorities stored in the destination table 8a.

[0090] Accordingly, the priority higher than priorities of
other packets, that is, the IP packets received and trans-
mitted from and to, for example, the ECUs 11 to 13 is set
to packets transferred from the second network 200 to
the first network 100 by the gateway device 1. That is, in
the first network 100, the packet transferred by the gate-
way device 1 is more preferentially transmitted to a trans-
mission destination than the other packets.

(Third Embodiment)

[0091] A third embodiment of the gateway device will
be described with reference to Fig. 8. In the following
description, the same symbols are attached to the same
configuration elements as in the first embodiment, and a
different point will be mainly described. Points not de-
scribed in particular are the same as in the first embod-
iment. The present embodiment is different from the first
embodiment mainly in that a time stamp is given to data
transferred by the gateway device.
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(Configuration)

[0092] In the present embodiment, a program stored
in the ROM of the control unit 2 is different. The program
stored in the ROM of the control unit 2 according to the
present embodiment records time and gives a time stamp
which will be described next, in addition to processing
according to the first embodiment.
[0093] In the present embodiment, the ECUs 11 to 13
belonging to the first network 100 transmit a time syn-
chronization packet which will be described below to the
gateway device 1 for each predetermined time.

(Processing Flow of Time Synchronization)

[0094] Fig. 8 is a diagram illustrating a processing flow
of time synchronization performed between the gateway
device 1 and the ECUs 11 to 13. However, in Fig. 7, the
ECU 13 is described as a representative of the ECUs 11
to 13. Hereinafter, description will be made by using the
step numbers in Fig. 8.
[0095] The ECU 13 periodically transmits a time syn-
chronization packet 700 which is an IP packet.
"192.168.1.3" which is an IP address of the ECU 13 as
a transmission source IP address is stored in a header
of the time synchronization packet 700. Clock information
and a sequence number of the ECU 13 are stored in a
payload of the time synchronization packet 700. For ex-
ample, in a case where the time synchronization packet
700 is generated at time TM1 of the ECU 13, the clock
information TM1 of the time synchronization packet 700
and "1" as the sequence number are stored (S710). The
sequence number is counted up every time the time syn-
chronization packet 700 is sent from the ECU 13. By re-
ferring to the sequence number, a transmission error and
the like of the time synchronization packet 700 can be
detected.
[0096] If the gateway device 1 receives the time syn-
chronization packet 700 at the TS1 of the gateway device
1, the control unit 2 of the gateway device 1 records the
following information in the storage unit 2a. That is, the
control unit 2 stores "192.168.1.3" which is a transmission
source IP address of the time synchronization packet,
the clock information "TM1" included in the time synchro-
nization packet, the sequence number "1", and the re-
ception time "TS1" of the gateway device in association
with each other. Every time the gateway device 1 re-
ceives the time synchronization packet 700 from the
same transmission source IP address, the control unit 2
updates the pieces of information recorded in the storage
unit 2a.
[0097] If the gateway device 1 receives low-level data
which includes "B3" that is a destination identifier asso-
ciated with an IP address of the ECU 13 in a header, and
a payload is "XYZ", from the second network 200 at the
time TS2 of the gateway device 1, the gateway device 1
performs the following processing in addition to the items
described in the first embodiment. That is, the IP payload

includes TM1 + (TS2 - TS1) as data generation time, and
a sequence number stored in the storage unit 2a in as-
sociation with an IP address of the ECU 13 as a sequence
number. Thus, a payload of the IP packet generated by
the gateway device 1 includes data generation time in-
formation, a sequence number, a destination identifier,
and a low-level payload. In the present embodiment, the
IP packet is referred to as a transfer packet including time
information 701. The gateway device 1 sends the transfer
packet including time information 701 to the first network
100 (S711).
[0098] Here, in a case where there is a difference in
elapsed clock time between the ECU 13 and the gateway
device 1, for example, in a case where a clock of the ECU
13 proceeds by 1 and in a case where a clock of the
gateway device 1 proceeds by 2, it is assumed that a
value corrected so as to correspond to the clock time of
the ECU 13 is set.
[0099] The ECU 13 which receives the transfer packet
including time information 701 processes a low-level pay-
load included in an IP payload with reference to the data
generation time information included in the transfer pack-
et including time information 701.
[0100] According to the third embodiment, the follow-
ing action effect can be obtained.
[0101]

(1) The gateway device 1 includes a time acquisition
unit that acquires time information of an apparatus
belonging to a high-level network and stores the time
information in the storage unit in association with an
IP address of the apparatus, that is, the control unit
2, and a time stamp generation unit that generates
time stamp, that is, data generation time information,
that is, the control unit 2. If receiving low-level data
from a low-level network, the time stamp generation
unit, that is, the control unit 2 specifies an IP address
of a transmission destination of the low-level data,
based on a destination identifier and a destination
table included in the low-level data, and generates
a time stamp conforming to a transmission destina-
tion apparatus, based on the time when the low-level
data is received and the time information associated
with the transmission destination IP address stored
in the storage unit. The control unit 2 writes the time
stamp in a payload of the IP packet which is gener-
ated.

[0102] The ECU 13 receiving the transfer packet in-
cluding time information 701 can acquire time when data
is generated by referring to the data generation time in-
cluded in the transfer packet including time information
701. By doing so, it is possible for an application of the
ECU 13 to execute processing correction based on the
data generation time, and to perform data processing
with higher accuracy.
[0103] In addition, since the time information of the EC-
Us 11 to 13 and the time information of the gateway de-
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vice 1 are not changed, a problem such as rewinding of
time does not occur. Furthermore, since the gateway de-
vice 1 stores an IP address of the ECU and time infor-
mation of the ECU in the storage unit 2a in association
with each other, the gateway device 1 can individually
manage the time information of a plurality of the ECUs,
and can provide an appropriate time stamp, that is, data
generation time information to the respective ECUs.

(Modification Example 1 of Third Embodiment)

[0104] In the third embodiment described above, the
gateway device 1 acquires time information of the ECUs
11 to 13, and generates the transfer packet including time
information 701 to which the data generation time con-
forming to the time information is included. However, the
gateway device 1 may provide data generation time
based on only the time information of the gateway device
1 without considering the time information of the ECUs
11 to 13, and ECUs 11 to 13 may correct the data gen-
eration time, based on a difference between the time in-
formation of the gateway device 1 and the time informa-
tion of the ECU 11. In this case, a time synchronization
packet is transmitted from the gateway device 1.

(Modification Example 2 of Third Embodiment)

[0105] In the third embodiment described above, the
gateway device 1 stores an IP address of the ECU and
time information of the ECU in the storage unit 2a in as-
sociation with each other. However, the time information
of the ECU may be stored in the storage unit 2a without
associating the time information of the ECU with the IP
address of the ECU. In this case, data generation time
information conforming to the time information of the ECU
is provided only to transfer data which is transmitted to
the specified ECU.

(Modification Example 3 of Third Embodiment)

[0106] Times of the ECUs 11 to 13 may be transferred
to the gateway device 1 by a method different from the
method according to the third embodiment described
above. For example, the times of the ECUs 11 to 13 may
be transferred to the gateway device 1 by using a preci-
sion time protocol (PTP), a generalized precision time
protocol (gPTP), a network time protocol (NTP) or the
like as the existing standardized time synchronization
method. For example, in a case where the NTP is used,
the ECUs 11 to 13 and the gateway device 1 may be
configured as follows.
[0107] In the following example, the ECUs 11 to 13
have the same function, and thus, the ECU 11 will be
described as a representative.
[0108] The ECU 11 has a function of an NTP server,
and the gateway device 1 has a function of an NTP client.
The gateway device 1 includes not only a master clock
used for controlling the gateway device 1 but also a time-

piece for synchronization that is synchronized with each
ECU. That is, the gateway device 1 includes a synchro-
nization timepiece for the ECU 11, a synchronization
timepiece for the ECU 12, and a synchronization time-
piece for the ECU 13. The gateway device 1 accesses
the ECU 11 as an NTP client and synchronizes the syn-
chronization timepiece for the ECU 11 with the timepiece
of the ECU 11. The gateway device 1 provides a time
stamp, that is, data generation time information to the
transfer packet including time information 701 which is
transmitted to the ECU 11, using the synchronization
timepiece for the ECU 11.

(Fourth Embodiment)

[0109] A fourth embodiment of the gateway device ac-
cording to the invention will be described with reference
to Fig. 9. In the following description, the same symbols
are attached to the same configuration elements as in
the first embodiment, and a different point will be mainly
described. Points not described in particular are the same
as in the first embodiment. The present embodiment is
different from the first embodiment mainly in that the gate-
way device sets priority of a transfer work for each net-
work of a transmission source.

(Configuration)

[0110] A processing ratio table 801 is further stored in
the storage unit 2a of the gateway device 1. The process-
ing ratio table 801 represents an upper limit of a process-
ing ratio of data transmitted from the second network by
the gateway device 1.
[0111] The control unit 2 of the gateway device 1 di-
vides the number of pieces of data transferred within a
predetermined time, according to the processing ratio
table 801.
[0112] Fig. 9 is a diagram illustrating an example of the
processing ratio table 801. The processing ratio table
801 is configured by two fields of a "communication port"
and a "processing ratio". The "communication port" is a
field corresponding to the controllers 3 to 7 in the same
manner as in Fig. 2 and the like. The "Processing ratio"
is a field in which a value representing a ratio processed
by the gateway device 1 is stored for data transmitted
from the second network 200.
[0113] The control unit 2 of the gateway device 1 di-
vides the data which is processed within a predetermined
time according to the processing ratio. In the example of
Fig. 9, for example, in a case where 100 pieces of data
per second can be transferred, the CAN1 controller 3
transfers up to 35 pieces of data received from the CAN1
network 201.
[0114] According to the above-described embodiment,
the following action effects can be obtained.

(1) The storage unit 2a stores the processing ratio
table 801 that defines each of a plurality of the com-
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munication ports and a ratio of transfer processing
in association with each other. The control unit 2 per-
forms generation and transmission of high-level data
based on low-level data at the ratio of transfer
processing associated with the communication port
that receives the low-level data.

[0115] Accordingly, data sent from any one network
connected to the second network increases, and
processing of data sent from another network connected
to the second network is not delayed.

(Modification Example 1 of Fourth Embodiment)

[0116] Dividing the amount of data processed by the
gateway device 1 according to the fourth embodiment
described above may be applied only in a case of a spec-
ified condition. The specified condition corresponds to,
for example, the following two cases. In the first case, a
load of a CPU of the gateway device 1 exceeds a preset
value. In the second case, the amount of data flowing
through the network exceeds a specified threshold value
with respect to a predetermined network among the net-
works connected to the second network.

(Modification Example 2 of Fourth Embodiment)

[0117] In the above-described fourth embodiment, ra-
tios of each processing are defined for the network con-
nected to the second network. However, priority may be
given to the networks connected to the second network,
and data transmitted from the networks with higher pri-
ority may be sequentially processed. In this case, data
sent from networks with lower priority may not be proc-
essed for a long time. Accordingly, an upper limit value
or the like for processing data sent from one network at
a time may be set.

(Fifth Embodiment)

[0118] A fourth embodiment of the gateway device ac-
cording to the invention will be described with reference
to Figs. 10 to 11. In the following description, the same
symbols are attached to the same configuration elements
as in the first embodiment, and a different point will be
mainly described. The points not described in particular
are the same as in the first embodiment. The present
embodiment is different from the first embodiment mainly
in that a transfer source network is indicated by using a
transmission destination TCP port of a TCP header.

(Configuration)

[0119] The storage unit 2a of the gateway device 1
includes a transmission source table 9a instead of the
transmission source table 9. In the transmission source
table 9a, an association between a controller which re-
ceives data from the second network 200 and a trans-

mission destination TCP port is defined.
[0120] Fig. 10 is a diagram illustrating an example of
the transmission source table 9a. The transmission
source table 9a is configured by a communication port
and a transmission destination TCP port. The "commu-
nication port" indicates a communication port for the sec-
ond network 200 of the gateway device 1, that is, the
controllers 3 to 7. The "transmission destination TCP
port" is a port number stored in a region indicating a trans-
mission destination TCP port of a TCP header. For ex-
ample, "50001" is designated as a destination TCP port
in a TCP header of data received by the CAN1 controller
3 and transferred to the first network 100.
[0121] Fig. 11 is a diagram illustrating a configuration
of the ECUs 11 to 13.
[0122] In the ECU storage unit 153 of the ECUs 11 to
13, received data processing programs 154a to 154e and
the transmission source table 9a are stored instead of
the received data processing program 154 and the trans-
mission source table 9. The received data processing
programs 154a to 154e perform processing of data trans-
ferred from each of the specified second network 200.
The correspondence is the CAN1 network 201, the CAN2
network 202, the LIN network 203, the FlexRay network
204, and the MOST network 205 in the order of the re-
ceived data processing programs 154a to 154e.

(Operation)

[0123] If the received low-level header includes a des-
tination identifier indicated in the destination table 8, the
control unit 2 specifies a TCP port associated with a com-
munication port which received the data using the trans-
mission source table 9a. The control unit 2 stores the
specified TCP port number in a transmission destination
TCP port storage region in a header of the TCP packet
which is generated and performs transmission. For ex-
ample, "50001" is designated as a destination TCP port
in a TCP header of data received by the CAN1 controller
3 and transferred to the first network 100.
[0124] The ECU control unit 151 of each of the ECUs
11 to 13 makes each of the received data processing
programs 154a to 154e standby at the associated TCP
port with reference to the transmission source table 9a.
For example, since the received data processing pro-
gram 154a corresponds to the CAN1 network 201 as
described above, if the transmission source table 9a is
as illustrated in the example of Fig. 10, the received data
processing program 154a stands by at port 50001.
[0125] If the ECU communication unit 152 of the ECUs
11 to 13 receives a TCP packet from the gateway device
1, the ECU control unit 151 extracts a port number stored
in the transmission destination TCP port storage region
of the received TCP packet. The ECU control unit 151
inputs a payload of the received TCP packet to a program
in a standby state at the extracted port number and to
cause the program to process the payload. For example,
in a case where the extracted port number is 50001, the

21 22 



EP 3 346 644 A1

13

5

10

15

20

25

30

35

40

45

50

55

payload of the received TCP packet is input to the re-
ceived data processing program 154a that is in the stand-
by state at TCP port 50001 and to be processed.
[0126] According to the above-described fifth embod-
iment, the following action effects can be obtained.

(1) A communication protocol used in a high-level
network, that is, the first network 100 is a TCP. A
source identifier is a transmission destination TCP
port number. The control unit 2 of the gateway device
1 stores a port number associated with a communi-
cation port in a storage region of a transmission des-
tination port number provided in a header of high-
level data to be generated.
Accordingly, the ECUs 11 to 13 can easily determine
which low-level network transmits data, that is, a pay-
load of the received TCP packet by using a trans-
mission destination port number included in a header
of the received TCP packet.
(2) A received data processing determination unit,
that is, the ECU control unit 151 of the ECUs 11 to
13 determines a computer program for processing
a payload, based on a source identifier and a trans-
mission source TCP port number.

[0127] Accordingly, data transmitted from the respec-
tive networks configuring the second network 200 can
be processed by individual programs, that is, the received
data processing programs 154a to 154e.

(Modification Example of Fifth Embodiment)

[0128] In the above-described fifth embodiment, a net-
work that transmits the transferred data is described by
using a transmission destination TCP port of a TCP head-
er. However, a method of indicating the network that
transmits the transferred data is not limited to this. A
transfer source network may be indicated by using the
transmission source TCP port number of the TCP header
or a UDP header may be used instead of TCP.
[0129] For example, in a case where the transmission
source TCP port of the TCP header is used, a relationship
between a communication port and a transmission des-
tination TCP port may be defined in the transmission
source table 9a.

(Sixth Embodiment)

[0130] A fifth embodiment of a gateway device accord-
ing to the invention will be described with reference to
Fig. 12. In the following description, the same symbols
are attached to the same configuration elements as in
the first embodiment, and a different point will be mainly
described. Points not described in particular are the same
as in the first embodiment. The present embodiment is
different from the first embodiment mainly in that a trans-
fer source network is indicated by using a transmission
source MAC address of a data frame of a data link layer.

(Configuration)

[0131] The storage unit 2a of the gateway device 1
includes a transmission source table 9b instead of the
transmission source table 9. In the transmission source
table 9b, an association between a controller which re-
ceives data from the second network 200 and a trans-
mission source MAC address is defined. The MAC ad-
dress can also be considered as a virtual MAC address
of the controllers 3 to 7.
[0132] Fig. 12 is a diagram illustrating an example of
the transmission source table 9b. The transmission
source table 9b is configured by a communication port
and a transmission source MAC address. The "commu-
nication port" indicates a communication port for the sec-
ond network 200 of the gateway device 1, that is, the
controllers 3 to 7. The "transmission source MAC ad-
dress" is a port number stored in a region indicating a
transmission destination TCP port of a TCP header. For
example, "02:00:00:00:00:01" is designated as the trans-
mission source MAC address in a data frame received
by the CAN1 controller 3 and transferred to the first net-
work 100.

(Operation)

[0133] If a received low-level header includes a desti-
nation identifier indicated in the destination table 8, the
control unit 2 uses the transmission source table 9b to
specify a MAC address associated with a communication
port that receives the data. The control unit 2 stores the
specified MAC address in a transmission source MAC
address storage region in a header of a data frame which
is generated and transmits the specified MAC address.
For example, "02:00:00:00:00:01" is designated as the
MAC address in the header of the data frame received
by the CAN1 controller 3 and transferred to the first net-
work 100.
[0134] If the ECU communication unit 152 of the ECUs
11 to 13 receives a data frame from the gateway device
1, the ECU control unit 151 extracts the MAC address
stored in the transmission source MAC address storage
region of the received data frame. The ECU control unit
151 reads the received data processing program 154 into
a RAM to be executed, and provides the extracted MAC
address to the program as an argument.
[0135] According to the above-described sixth embod-
iment, the following action effects can be obtained.

(1) A communication protocol used in a high-level
network, that is, the first network 100 is IEEE 802.3.
A source identifier is a MAC address. The control
unit 2 stores the MAC address associated with a
communication port in a transmission source MAC
address storage region provided in a header of high-
level data to be generated.

[0136] Accordingly, the ECUs 11 to 13 that receive the
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data frame can easily determine which low-level network
transmits a payload of the received data frame by using
the MAC address stored in the transmission source MAC
address storage region of the header.
[0137] Each of the embodiments and modification ex-
amples described above may be combined.
[0138] In each of the embodiments and modification
examples described above, the gateway device 1 is
mounted on a vehicle, but may be mounted on a con-
struction machine. For example, the gateway device 1
may be mounted on an automatic driving dump truck for
mining development.
[0139] While various embodiments and modification
examples are described above, the invention is not lim-
ited to the contents. Other embodiments considered with-
in a technical idea of the invention are also included in
the scope of the invention.
[0140] The disclosed contents of the following priority
application is incorporated herein as a quotation.
[0141] Japanese Patent Application No. 2015-173894
(filed on September 3, 2015).

Reference Signs List

[0142]

1 gateway device
2 control unit
3 CAN1 controller
4 CAN2 controller
5 LIN controller
6 FlexRay controller
7 MOST controller
8 destination table
9 transmission source table
100 first network
152 ECU communication unit
152 computing device reception unit
153 ECU storage unit
154 received data processing program
700 time synchronization packet
701 transfer packet including time information
801 processing ratio table

Claims

1. A gateway device that is connected to a high-level
network which uses a predetermined communica-
tion protocol and two or more low-level networks
which use a communication protocol different from
the predetermined communication protocol of the
high-level network,
wherein high-level data that is transmitted and re-
ceived to and from the high-level network is config-
ured by a header and a payload,
wherein the gateway device includes

a plurality of communication ports that are con-
nected to the respective low-level networks and
receive low-level data that is transmitted and re-
ceived from the low-level networks;
a storage unit that stores each of the plurality of
communication ports and a source identifier in
association with each other; and
a control unit that generates high-level data and
transmits the high-level data to the high-level
network,

wherein the payload of the high-level data that is
generated by the control unit includes at least a part
of the low-level data that is received by the commu-
nication ports, and
wherein the header of the high-level data that is gen-
erated by the control unit includes the source iden-
tifier which is associated with the communication
ports.

2. The gateway device according to claim 1,
wherein a communication protocol that is used in the
high-level network is an Internet protocol,
wherein the high-level data is an IP packet,
wherein the source identifier is an IP address that is
associated with the communication port which re-
ceives the low-level data, and
wherein the control unit stores an IP address that is
associated with a communication port which re-
ceives the low-level data in a transmission source
IP address storage region that is provided in a header
of the IP packet to be generated.

3. The gateway device according to claim 2,
wherein the storage unit further stores a destination
table that defines an association between a destina-
tion identifier and a transmission destination IP ad-
dress which are included in the low-level data, and
wherein, if low-level data is received from the low-
level network, the control unit specifies a transmis-
sion destination IP address that is associated with
the destination identifier which is included in the low-
level data, and stores the transmission destination
IP address that is specified in the transmission des-
tination IP address storage region which is provided
in a header of the IP packet to be generated.

4. The gateway device according to claim 3,
wherein the low-level data is configured by a low-
level header and a low-level payload,
wherein the destination identifier is included in the
low-level header, and
wherein, if low-level data is received from the low-
level network, the control unit specifies a transmis-
sion destination IP address that is associated with a
destination identifier which is included in a low-level
header of the low-level data.
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5. The gateway device according to claim 3,
wherein a transfer priority that is associated with the
destination identifier is further defined in the desti-
nation table,
wherein a priority storage region where a priority of
transfer processing of the IP packet of the high-level
network is stored is set in a header of the IP packet,
and
wherein the control unit stores the transfer priority
that is associated with the destination identifier which
is included in the low-level data that is received, in
the priority storage region.

6. The gateway device according to claim 5, wherein
information that indicates a highest priority is set for
all the transfer priorities that are stored in the desti-
nation table.

7. The gateway device according to claim 3, further
comprising:

a time acquisition unit that acquires time infor-
mation of an apparatus belonging to the high-
level network and stores the time information in
the storage unit in association with the IP ad-
dress of the apparatus; and
a time stamp generation unit that generates a
time stamp, wherein, if low-level data is received
from the low-level network, the time stamp gen-
eration unit specifies an IP address of a trans-
mission destination of the low-level data, based
on a destination identifier that is included in the
low-level data and the destination table, and
generates the time stamp conforming to an ap-
paratus of a transmission destination, based on
time when the low-level data is received and
time information that is associated with an IP
address of the transmission destination which
is stored in the storage unit, and,
wherein the control unit writes the time stamp in
a payload of the IP packet to be generated.

8. The gateway device according to claim 3,
wherein an association between the transmission
destination IP address and the destination identifier
is defined for each of the communication ports in the
destination table,
wherein a transmission destination IP address stor-
age region is set in a header of the IP packet, and
wherein the control unit stores the transmission des-
tination IP address that is associated with the desti-
nation identifier in the transmission destination IP
address storage region, in a communication port that
receives the low-level data.

9. The gateway device according to claim 2, wherein
the control unit stores a predetermined multicast ad-
dress in a transmission destination IP address stor-

age region that is provided in a header of the IP pack-
et to be generated.

10. The gateway device according to claim 1,
wherein the storage unit further stores a processing
ratio table that defines each of the plurality of com-
munication ports and a transfer processing ratio in
association with each other, and
wherein the control unit performs generation and
transmission of the high-level data based on the low-
level data at the transfer processing ratio that is as-
sociated with the communication port which receives
the low-level data.

11. The gateway device according to claim 1,
wherein a communication protocol that is used in the
high-level network is a TCP or a UDP,
wherein the source identifier is a port number, and
wherein the control unit stores a port number that is
associated with the communication port in a storage
region of a transmission destination port number or
a transmission source port number which is provided
in a header of high-level data to be generated.

12. The gateway device according to claim 1,
wherein a communication protocol that is used in the
high-level network is IEEE802.3,
wherein the source identifier is a MAC address, and
wherein the control unit stores a MAC address that
is associated with the communication port in a trans-
mission source MAC address storage region which
is provided in a header of high-level data to be gen-
erated.

13. A computing device that belongs to the high-level
network which is connected to the gateway device
according to claim 1, the computing device compris-
ing:

a computing device reception unit that receives
the high-level data from the gateway device; and
a received data processing determination unit
that determines processing of the payload which
is received, based on the source identifier which
is included in the header configuring the high-
level data that is received.

14. The computing device according to claim 13, where-
in the received data processing determination unit
determines a computer program for processing the
payload based on the source identifier, or inputs the
source identifier as a parameter to the computer pro-
gram for processing the payload.
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