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(57) A communication device that operates as a mas-
ter (10) and is included in a multihop communication sys-
tem (100) includes: a first communicator (11) that trans-
mits a hello packet to at least one slave included in the
multihop communication system (100); and a first con-

troller (12) that causes the first communicator (11) to
transmit activation count information that indicates a cu-
mulative activation count of the communication device,
the activation count information being included in the hel-
lo packet.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a multihop com-
munication system, and a communication device and a
communication method that are used in the multihop
communication system.

BACKGROUND ART

[0002] Conventionally, a multihop communication sys-
tem in which a slave communicates with a master via
another slave that serves as a relay station has been
known. Patent Literature (PTL) 1 discloses a method for
creating an encryption key for a multihop communication
network.

Citation List

Patent Literature

[0003] PTL 1: Japanese Unexamined Patent Applica-
tion Publication No. 2007-174083

SUMMARY OF THE INVENTION

TECHNICAL PROBLEM

[0004] In a multihop communication system, a slave
that communicates with a master via another slave that
serves as a relay station (a slave that cannot directly
communicate with a master) cannot be directly informed
of the operating state of the master. For example, in a
system in which an encryption key is updated each time
a master is activated, a slave may attempt to communi-
cate with the master using a pre-update encryption key,
although the encryption key has been updated due to an
activation of a master.
[0005] The present invention provides a multihop com-
munication system in which a slave can be readily in-
formed of the operating state of a master, and a commu-
nication device and a communication method that are
used in the multihop communication system.

SOLUTIONS TO PROBLEM

[0006] A communication device according to an aspect
of the present invention is a communication device that
operates as a master and is included in a multihop com-
munication system, the communication device including:
a communicator that transmits a hello packet to at least
one slave included in the multihop communication sys-
tem; and a controller that causes the communicator to
transmit activation count information that indicates a cu-
mulative activation count of the communication device,
the activation count information being included in the hel-
lo packet.

[0007] A communication device according to an aspect
of the present invention is a communication device that
operates as a slave and is included in a multihop com-
munication system, the communication device including:
a communicator that receives a hello packet that includes
activation count information indicating a cumulative ac-
tivation count of a master included in the multihop com-
munication system; a storage; and a controller that stores
the activation count information included in the received
hello packet into the storage and performs information
processing using the activation count information stored.
[0008] A multihop communication system according to
an aspect of the present invention is a multihop commu-
nication system including: a master; and a slave, the mas-
ter including: a first communicator that transmits a hello
packet to the slave; and a first controller that causes the
first communicator to transmit activation count informa-
tion that indicates a cumulative activation count of the
master, the activation count information being included
in a hello packet, the slave including: a second commu-
nicator that receives the hello packet that includes the
activation count information; a storage; and a second
controller that stores the activation count information in-
cluded in the received hello packet into the storage.
[0009] A communication method according to an as-
pect of the present invention is a communication method
performed by a multihop communication system that in-
cludes a master and a slave, the communication method
\ including: transmitting, by the master, activation count
information that indicates a cumulative activation count
of the master, the activation count information being in-
cluded in a hello packet; receiving, by the slave, the hello
packet that includes the activation count information; and
storing, by the slave, the activation count information in-
cluded in the received hello packet into a storage included
in the slave.
[0010] A program according to an aspect of the present
invention is a program for causing a computer to perform
the communication method.

ADVANTAGEOUS EFFECT OF INVENTION

[0011] According to a multihop communication system
according to the present invention, and a communication
device according to the present invention and a commu-
nication method according to the present invention that
are used in the multihop communication system, a slave
can be readily informed of the operating state of a master.

BRIEF DESCRIPTION OF DRAWINGS

[0012]

FIG. 1 is a block diagram showing a functional con-
figuration of a multihop communication system ac-
cording to an embodiment;
FIG. 2 is a diagram showing an example of a format
of a sub-message;
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FIG. 3 is a diagram showing an example of a format
of attribute information;
FIG. 4 shows an example of attribute information
used as activation count information;
FIG. 5 is a sequence diagram showing Operation
Example 1 of the multihop communication system
according to the embodiment;
FIG. 6 is a flowchart of activation count determination
processing;
FIG. 7 is a flowchart of activation count determination
processing according to a variation;
FIG. 8 is a sequence diagram showing Operation
Example 2 of the multihop communication system
according to the embodiment; and
FIG. 9 is a sequence diagram showing Operation
Example 3 of the multihop communication system
according to the embodiment.

DESCRIPTION OF EXEMPLARY EMBODIMENT

[0013] The following describes embodiments with ref-
erence to the drawings. Note that the embodiments de-
scribed below each shows a general or specific example.
The numerical values, shapes, materials, elements, the
arrangement and connection of the elements, steps, and
the order of the steps, for instance, described in the fol-
lowing embodiments are examples, and thus are not in-
tended to limit the present invention. Therefore, among
the elements in the following embodiments, elements not
recited in any of the independent claims defining the most
generic part of the present inventions are described as
arbitrary elements.
[0014] Note that the drawings are schematic diagrams,
and do not necessarily provide strictly accurate illustra-
tion. Throughout the drawings, the same numeral is given
to substantially the same element, and redundant de-
scription is omitted or simplified.

EMBODIMENT

[Configuration]

[0015] Firstly, the functional configuration of a multihop
communication system according to an embodiment is
to be described. FIG. 1 is a block diagram showing the
functional configuration of the multihop communication
system. Note that although slave 20a, among a plurality
of slaves, is the only slave illustrated in detail in FIG. 1
and mainly described in the following embodiment, other
slaves included in multihop communication system 100
(such as slaves 20b and 20c, for example) have the same
functional configuration as that of slave 20a.
[0016] As shown in FIG. 1, multihop communication
system 100 includes master 10 and a plurality of slaves
that includes slaves 20a, 20b, and 20c. The number of
slaves included in multihop communication system 100
is not particularly limited. A master-slave type communi-
cation network having, for example, a tree topology is

used in multihop communication system 100.
[0017] In the master-slave type communication net-
work, typically, master 10 manages routes (route infor-
mation) to slaves, and each of the slaves manages at
least a route to the master node. In the master-slave type
communication network, typically, master 10 is at one
end of a route for transmitting data and one of the slaves
is at the other end for transmitting data.
[0018] Firstly, the configuration of master 10 is to be
described. Master 10 is an example of a communication
device which operates as a master in multihop commu-
nication system 100, and includes first communicator 11,
first controller 12, and first storage 13. Master 10 obtains
(collects) and manages data from a plurality of slaves in
multihop communication system 100, for example.
[0019] First communicator 11 is a communication in-
terface for communicating with second communicator 21
included in a slave (such as slave 20a). First communi-
cator 11 is specifically a communication module (com-
munication circuit).
[0020] First communicator 11 transmits a hello packet
to at least one of the slaves (such as slave 20a) included
in multihop communication system 100 based on, for ex-
ample, the control of first controller 12.
[0021] A hello packet is a packet (signal) broadcasted
in every predetermined period to notify other communi-
cation devices that a communication device that has
transmitted the hello packet can communicate with the
other communication devices (communication device is
alive). A predetermined period is 10 s (seconds), for ex-
ample. Note that a first hello packet is transmitted, for
example, 100 ms after master 10 is activated.
[0022] A hello packet is broadcasted not only by a com-
munication device that operates as master 10 but also
by a communication device that operates as a slave. A
hello packet includes an identifier of a transmitter com-
munication device, route information indicating a route
from a communication device that operates as master
10 to a transmitter communication device (the number
of hops and an identifier of a communication device
through which the route passes), and others, and is used
for building and changing a communication route.
[0023] Note that in the following description of the em-
bodiment, an identifier of a communication device is used
as an identifier (ID) and an address for communication
of the communication device, however, the ID and the
address of a communication device may be provided
separately. The identifier of a communication device is,
for example, a media access control (MAC) address.
[0024] The communication performed between first
communicator 11 and second communicator 21 may be
wired or wireless in any manner, and thus is not partic-
ularly limited. For example, first communicator 11 and
second communicator 21 communicate with each other
by power line communication (PLC), and may commu-
nicate with each other in a wired manner using a wired
local area network (LAN). Further, first communicator 11
and second communicator 21 may wirelessly communi-
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cate with each other according to telecommunications
standards such as a specific low-power radio, ZigBee
(registered trademark), Bluetooth (registered trade-
mark), Wi-Fi (registered trademark), and others.
[0025] First controller 12 is a control device that con-
trols first communicator 11, and receives data from, for
example, slave 20a via first communicator 11. Further,
first controller 12 causes first communicator 11 to trans-
mit a hello packet that includes activation count informa-
tion, which is to be described later, and an encryption
key, which is to be described later, and others. Although
first controller 12 is, specifically, a processor that runs a
control program stored in first storage 13, first controller
12 may be realized by a microcomputer or a dedicated
circuit, for instance.
[0026] First storage 13 is a storage device that stores
a control program run by first controller 12, and route
information indicating routes from master 10 to a plurality
of slaves included in multihop communication system
100. In the present embodiment, first storage 13 also
stores activation count information and an encryption
key. First storage 13 is realized by, for example, a sem-
iconductor memory.
[0027] The aforementioned activation count informa-
tion indicates a cumulative count of activation of master
10. Specifically, the activation count information indi-
cates, for example, a value (a count value) incremented
by 1 each time master 10 is activated, but may indicate
a value decremented by 1 each time master 10 is acti-
vated. Note that the activation count information may be
any information so long as the information indicates a
cumulative count of activation of master 10.
[0028] The aforementioned encryption key is used for
communication with each of the slaves. Specifically the
encryption key is used for encrypting data in communi-
cation with the slaves. Note that, in the present embod-
iment, one encryption key is created for the plurality of
slaves, and is changed (updated) each time master 10
is activated. Nevertheless, encryption keys may be cre-
ated one for each of the slaves. In this case, an identifier
of a slave and an encryption key of the slave are stored
in first storage 13 in association with each other.
[0029] Next, slave 20a is to be described. Slave 20a
is an example of a communication device which operates
as a slave in multihop communication system 100, and
includes second communicator 21, second controller 22,
and second storage 23.
[0030] Second communicator 21 is a communication
interface for communicating with first communicator 11
and second communicator 21 included in another slave.
Specifically, second communicator 21 is the same type
of a communication module (communication circuit) as
first communicator 11. Second communicator 21 trans-
mits a hello packet based on the control of second con-
troller 22, for example. Further, second communicator
21 receives, from master 10 or another slave, a hello
packet that includes activation count information indicat-
ing a cumulative count of activation of a master included

in a multihop communication system.
[0031] Second controller 22 is a control device that
controls second communicator 21, and causes second
communicator 21 to transmit, for example, data, a hello
packet, and others. Although second controller 22 is, spe-
cifically, a processor that runs a control program stored
in second storage 23, second controller 22 may be real-
ized by a microcomputer or a dedicated circuit, for in-
stance.
[0032] Second storage 23 is a storage device that
stores a control program run by second controller 22, an
adjacent node table, an encryption key and activation
count information that are received by second commu-
nicator 21, and others. Specifically, second storage 23
is realized by, for example, a semiconductor memory or
the like.
[0033] In multihop communication system 100 de-
scribed above, first controller 12 of master 10 causes first
communicator 11 to transmit activation count information
indicating a cumulative count of activation of master 10,
the activation count information being included in a hello
packet.
[0034] In this manner, slave 20a that has received such
a hello packet can be informed of a cumulative count of
activation of master 10. Thus, slave 20a can be readily
informed of the operating state of master 10.
[0035] Further, second controller 22 of slave 20a
stores activation count information included in a hello
packet received by second communicator 21 into second
storage 23.
[0036] In this manner, second controller 22 can deter-
mine whether master 10 is reactivated by comparing first
activation count information included in a hello packet
received after the activation count information is stored
with second activation count information stored in second
storage 23.
[0037] Note that, a cumulative count of activation may
be newly specified as, for example, a sub-message of
master information that is a sub-message to notify infor-
mation regarding master 10 (master). In this case, a sub-
message can be provided with expandability if the type-
length-value (TLV) format is used for attribute information
of the sub-message. FIG. 2 is a diagram showing an ex-
ample of a sub-message format.
[0038] As shown in FIG. 2, a sub-message type is
stored in a field one byte from the head of a sub-message.
For example, "10" is stored as a type corresponding to
the sub-message of master information. In the next one-
byte field, the length of the sub-message (the length from
the sub-message type to sub-message attribute informa-
tion) is stored. Various attribute information is to be stored
following the length of the sub-message. Attribute infor-
mation is variable in length. FIG. 3 is a diagram showing
an example of a format of attribute information.
[0039] As shown in FIG. 3, an attribute information type
is stored in a field one byte from the head of attribute
information. In the next one-byte field, the length of the
attribute information (the length from the attribute infor-
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mation type to an attribute information value) is stored.
A value is to be stored following the length of attribute
information. The value is variable in length.
[0040] As such attribute information, activation count
information may be specified as shown in FIG. 4, for ex-
ample. FIG. 4 shows an example of attribute information
used as activation count information. As shown in FIG.
4, activation count information may be specified as, for
example, attribute information indicating a type "1" and
a value in 2-byte length (from 0 to 65535). The value
indicates a cumulative count of activation and returns to
0 when a cumulative count of activation exceeds 65535.

[Operation Example 1]

[0041] Next, Operation Example 1 of multihop commu-
nication system 100 is to be described. FIG. 5 is a se-
quence diagram showing Operation Example 1 of multi-
hop communication system 100. Note that in Operation
Example 1, slave 20a is a slave capable of communicat-
ing directly with master 10 and slave 20b is a slave ca-
pable of communicating with master 10 by the relay of
slave 20a.
[0042] First, master 10, slave 20a, and slave 20b are
each activated (S11-S13). Here, first controller 12 of
master 10 increments activation count information from
0 to 1, and stores the information into first storage 13. In
the following, activation count information will be also de-
noted as "cnt," and cnt = 1 in step S11.
[0043] Further, first controller 12 of master 10 gener-
ates encryption key A (S14), and stores the key into first
storage 13. Encryption key A is used for communication
between master 10 and a plurality of slaves.
[0044] Next, first controller 12 causes first communi-
cator 11 to broadcast a hello packet that includes the
activation count information (cnt = 1) (S15). The hello
packet includes the identifier of master 10 as information
indicating a transmitter. Second communicator 21 of
slave 20a receives the hello packet that includes the ac-
tivation count information (cnt = 1)(S16).
[0045] Next, second controller 22 of slave 20a per-
forms authentication processing to acquire encryption
key A (S17). In the authentication processing, firstly, sec-
ond communicator 21 of slave 20a transmits an authen-
tication request that includes the identifier of slave 20a
as authentication information to first communicator 11.
When first communicator 11 receives the authentication
request from slave 20a, first controller 12 stores the au-
thentication information of slave 20a into first storage 13.
Then, first controller 12 reads encryption key A from first
storage 13, and causes first communicator 11 to transmit
encryption key A read, designating the identifier (ad-
dress) of slave 20a. In other words, master 10 delivers
encryption key A to slave 20a.
[0046] Next, second controller 22 of slave 20a stores
the activation count information (cnt = 1) included in the
hello packet received by second communicator 21 in step
S16 into second storage 23 (S18). Further, second con-

troller 22 of slave 20a generates a hello packet that in-
cludes the activation count information (cnt =1) included
in the hello packet received in step S16 and the identifier
of slave 20a (the address of a transmitter), and causes
second communicator 21 to broadcast the generated hel-
lo packet (S19). Second communicator 21 of slave 20b
receives the hello packet that includes the activation
count information (cnt = 1) (S20).
[0047] Next, second controller 22 of slave 20b per-
forms authentication processing to acquire encryption
key A, from master 10, that is used for communicating
with master 10 (S21). In the authentication processing,
firstly, second communicator 21 of slave 20b transmits
an authentication request that includes the identifier of
slave 20b as authentication information to second com-
municator 21 of slave 20a. Slave 20a (second commu-
nicator 21) relays the authentication request so that the
authentication request is transmitted to first communica-
tor 11.
[0048] When first communicator 11 receives the au-
thentication request from slave 20b, first controller 12
stores the authentication information of slave 20b into
first storage 13. Then, first controller 12 reads encryption
key A from first storage 13, and causes first communica-
tor 11 to transmit encryption key A read, designating the
identifier (address) of slave 20b. Slave 20a relays en-
cryption key A so that encryption key A is delivered to
slave 20b. In other words, master 10 delivers encryption
key A to slave 20b.
[0049] Note that encryption key A may be used as a
public key, for example. In other words, first controller 12
may encrypts encryption key A by a secret key, and cause
first communicator 11 to transmit encrypted encryption
key A. In this case, the secret key is to be stored in ad-
vance into first storage 13 and into second storage 23 of
each of the slaves.
[0050] Second controller 22 of slave 20b stores the
activation count information (cnt = 1) that is included in
the hello packet received by second communicator 21 in
step S20 into second storage 23 (S22). Further, second
controller 22 of slave 20b generates a hello packet that
includes the activation count information (cnt = 1) includ-
ed in the hello packet received in step S20 and the iden-
tifier of slave 20b (the address of a transmitter), and caus-
es second communicator 21 to broadcast the generated
hello packet (S23).
[0051] After that, master 10 deactivates and then re-
activates (S24). Master 10 may deactivate and reactivate
artificially by a user or may deactivate and reactivate au-
tomatically when the communication state of master 10
in the network is poor, for example.
[0052] In this case, first controller 12 of master 10 in-
crements the activation count information from 1 to 2 and
stores the information into first storage 13. Further, first
controller 12 of master 10 generates encryption key B
that is different from encryption key A, being triggered by
reactivation (S25), and stores generated encryption key
B into first storage 13. Encryption key A is to be deleted.
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As described above, first controller 12 changes the en-
cryption key stored in first storage 13 each time master
10 is activated.
[0053] Further, first controller 12 deletes the authenti-
cation information that has been stored in first storage
13 (the authentication information stored in first storage
13 at the time of the authentication processing for deliv-
ering encryption key A). As such, the safety can be im-
proved by deleting old authentication information.
[0054] Next, first controller 12 causes first communi-
cator 11 to broadcast a hello packet that includes activa-
tion count information (cnt = 2) (S26). The hello packet
includes the identifier of master 10 as the address of the
transmitter. Second communicator 21 of slave 20a re-
ceives the hello packet that includes activation count in-
formation (cnt = 2) (S27).
[0055] When second communicator 21 of slave 20a
receives the hello packet that includes the activation
count information (cnt = 2), second controller 22 of slave
20a performs an activation count determination process-
ing (S28). FIG. 6 is a flowchart of an activation count
determination processing.
[0056] In the activation count determination process-
ing, second controller 22 of slave 20a determines wheth-
er the first activation count information included in the
received hello packet matches the second activation
count information stored in second storage 23 (S41).
Note that the match here means the cumulative count of
activation indicated by the first activation count informa-
tion and the cumulative activation count indicated by the
second activation count substantially match. In this case,
the first activation count information refers to the activa-
tion count information included in the hello packet re-
ceived in step S27 and the second activation count in-
formation refers to the activation count information stored
in second storage 23 in step S18.
[0057] Here, the first activation count information indi-
cates cnt = 1 and does not match the second activation
count information that indicates cnt = 2. Accordingly, the
first activation count information is determined to be dif-
ferent from the second activation count information (NO
in S41), and second controller 22 of slave 20a performs
again the authentication processing (S42). In this man-
ner, as shown in FIG. 5, encryption key B is delivered to
slave 20a (S29).
[0058] Note that, in FIG. 6, if the first activation count
information is determined to match the second activation
count information (YES in S41), an encryption key of
master 10 is unlikely to be changed. Thus, slave 20a
communicates with master 10 using encryption key A
stored in second storage 23.
[0059] After that, second controller 22 of slave 20a
stores the activation count information (cnt = 2) included
in the hello packet received by second communicator 21
in step S27 into second storage 23 (S30). Further, second
controller 22 of slave 20a generates a hello packet that
includes the activation count information (cnt = 2) includ-
ed in the hello packet received in step S27 and the iden-

tifier of slave 20a (the address of a transmitter), and caus-
es second communicator 21 to broadcast the generated
hello packet (S31). Second communicator 21 of slave
20b receives the hello packet that includes the activation
count information (cnt = 2) (S30).
[0060] When second communicator 21 of slave 20b
receives the hello packet that includes activation count
information (cnt = 2), second controller 22 of slave 20b
performs activation count determination processing
(S33). The activation count determination processing is
the same processing described with reference to FIG. 6.
Here, the first activation count information is determined
to be different from the second activation count informa-
tion, and second controller 22 of slave 20b performs
again the authentication processing, thus encryption key
B is delivered to slave 20b (S34). In this manner, slave
20b can transmit data encrypted using encryption key B
to master 10 via slave 20a as a relay station (S35).
[0061] As described above, slave 20a can detect the
reactivation of master 10 by master 10 transmitting acti-
vation count information of master 10 being included in
a hello packet. Further, slave 20b can also detect the
reactivation of master 10 by slave 20a transmitting a hello
packet that includes the activation count information of
master 10. Thus, a plurality of slaves included in multihop
communication system 100 can detect the reactivation
of master 10 at least for each period (for example, 10
seconds) in which a hello packet is transmitted. In other
words, in multihop communication system 100, slaves
20a and 20b are readily informed of the operating state
of master 10.

[Variation of Operation Example 1]

[0062] Note that in Operation Example 1 above, when
the first activation count information and the second ac-
tivation count are determined to be different, authentica-
tion processing is performed again with same master 10,
but when multihop communication system 100 includes
a plurality of masters, authentication processing may be
performed with another master. FIG. 7 is a flowchart of
activation count determination processing as mentioned
above. Note that the following describes a case that slave
20a that has already performed authentication process-
ing with master 10 performs activation count determina-
tion processing using the activation count information of
master 10. Second storage 23 of slave 20a stores route
information indicating a route to a master different from
master 10.
[0063] In activation count determination processing
shown in FIG. 7, second controller 22 of slave 20a de-
termines whether first activation count information includ-
ed in a received hello packet matches second activation
count information stored in second storage 23 (S51).
[0064] When the first activation count information is
determined to match the second activation count infor-
mation (YES in S51), slave 20a communicates with mas-
ter 10 using an encryption key already stored in second
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storage 23.
[0065] On the other hand, when the first activation
count information is determined to be different from the
second activation count information (NO in S51), second
controller 22 of slave 20a performs authentication
processing with another master different from master 10
(S52). Specifically, second communicator 21 of slave 20a
transmits an authentication request that includes the
identifier of slave 20a as authentication information, des-
ignating the identifier of the other master as an address.
In this manner, slave 20a can acquire, from the other
master, an encryption key to be used for communicating
with the other master.
[0066] Through the above activation count determina-
tion processing, slave 20a can join, based on activation
count information, a network of another master where a
communication state is estimated to be better, instead
of the network of master 10 where a communication state
is estimated to be poor due to reactivation.

[Operation Example 2]

[0067] Slaves included in multihop communication
system 100 may select another slave as a relaying sta-
tion, based on activation count information. The following
describes Operation Example 2 of such multihop com-
munication system 100. FIG. 8 is a sequence diagram
showing Operation Example 2 of multihop communica-
tions system 100.
[0068] Note that in following Operation Example 2,
slaves 20a and 20c can communicate directly with mas-
ter 10, and slave 20b can communicate with master 10
by the relay of either slave 20a or 20c, and is to join the
network of master 10 at some later point. Further, in Op-
eration Example 2, descriptions regarding detailed items
described in Operation Example 1 may be omitted.
[0069] Firstly, master 10, slave 20a, and slave 20c are
each activated (S61-S63). Here, first controller 12 of
master 10 increments active count information from 0 to
1, and stores the information into first storage 13. Further,
first controller 12 of master 10 generates encryption key
A (S14), and stores generated encryption key A into first
storage 13.
[0070] Next, first controller 12 causes first communi-
cator 11 to broadcast a hello packet that includes activa-
tion count information (cnt = 1) (S64).
[0071] Second communicator 21 of slave 20a receives
the hello packet that includes the activation count infor-
mation (cnt = 1) (S65), and second controller 22 of slave
20a stores the activation count information (cnt = 1) in-
cluded in the received hello packet into second storage
23 of slave 20a. Similarly, second communicator 21 of
slave 20c receives a hello packet that includes the acti-
vation count information (cnt = 1) (S66), and second con-
troller 22 of slave 20c stores the activation count infor-
mation (cnt = 1) included in the received hello packet into
second storage 23 of slave 20c.
[0072] Then, second controller 22 of slave 20a per-

forms authentication processing to acquire encryption
key A (S67), and causes second communicator 21 of
slave 20a to broadcast a hello packet that includes the
activation count information (cnt = 1) and the identifier of
slave 20a (S68). Here, slave 20b is activated to join the
network of master 10 (S69).
[0073] After that, second controller 22 of slave 20c per-
forms authentication processing to acquire encryption
key A (S70), and causes second communicator 21 of
slave 20c to broadcast a hello packet that includes the
activation count information (cnt = 1) and the identifier of
slave 20c (S71). Second communicator 21 of slave 20b
receives a hello packet transmitted by second commu-
nicator 21 of slave 20c (S72), and the activation count
information (cnt = 1) and the identifier of slave 20c are
stored into second storage 23 of slave 20b, in association
with each other.
[0074] Note that a standby time is provided after the
hello packet is received in step S72. For example, a pe-
riod in which another slave may transmit a hello packet
is considered to be a standby time, and authentication
processing starts after the standby time has elapsed.
[0075] On the other hand, master 10 deactivates and
reactivates (S73). Then, first controller 12 of slave 10
increments the activation count information from 1 to 2,
and stores the activation count information into first stor-
age 13. First controller 12 generates encryption key B,
and stores generated encryption key B into first storage
13.
[0076] Next, first controller 12 causes first communi-
cator 11 to broadcast a hello packet that includes the
activation count information (cnt = 2) (S74).
[0077] Second communicator 21 of slave 20a receives
the hello packet that includes the activation count infor-
mation (cnt = 2) (S75). Second controller 22 of slave 20a
performs authentication processing to acquire encryption
key B (S76), and causes second communicator 21 of
slave 20a to broadcast a hello packet that includes the
activation count information (cnt = 2) and the identifier of
slave 20a (S77). Second communicator 21 of slave 20b
receives the hello packet transmitted by second commu-
nicator 21 of slave 20a (S78), and the activation count
information (cnt = 2) and the identifier of slave 20a are
stored into second storage 23 of slave 20b, in association
with each other.
[0078] On the other hand, second communicator 21 of
slave 20c does not receive the hello packet transmitted
in step S74 due to a poor communication state, for in-
stance.
[0079] In the example as described above, second
controller 22 of slave 20b compares a plurality of activa-
tion count information included in a plurality of hello pack-
ets received. More specifically, second controller 22 of
slave 20b compares a plurality of activation count infor-
mation stored in second storage 23 of slave 20b in as-
sociation with identifiers of transmitter slaves.
[0080] Then, second controller 22 of slave 20b selects,
based on the result of the comparison, slave 20a that

11 12 



EP 3 358 782 A1

8

5

10

15

20

25

30

35

40

45

50

55

has transmitted the activation count information that in-
dicates the highest activation count, as a relaying station
for transmitting data to a master. For example, second
communicator 21 of slave 20b performs authentication
processing with master 10 by transmitting an authenti-
cation request to second communicator 21 of slave 20a
(S79).
[0081] When attempting to connect with master 10 via
slave 20c that has not detected the reactivation of master
10 (that has not received the incremented activation
count information), data (an authentication request, for
example) may not reach master 10. Such a failure can
be prevented if slave 20b selects, as a relay station, slave
20a that has transmitted activation count information in-
dicating the highest cumulative activation count.

[Variation of Operation Example 2]

[0082] Note that there may be a case where second
communicator 21 of slave 20b receives first activation
count information that indicates a cumulative activation
count lower than a cumulative activation count indicated
by second activation count information which is stored in
second storage 23. A slave that has transmitted a hello
packet that includes such activation count information
may not be communicating with master 10 so that if such
a slave is selected as a relay station, data (an authenti-
cation request, for example) may not reach master 10.
[0083] Thus, when slave 20b determines that first ac-
tivation count information indicates a cumulative activa-
tion count lower than a cumulative activation count indi-
cated by second activation count information, may ex-
clude a slave that has transmitted a hello packet that
includes first activation count information from a candi-
date for a relay station when selecting a slave as a relay
station for transmitting data to master 10. In this manner,
a problem that data does not reach master 10 can be
prevented.
[0084] Note that, as described with reference to FIG.
4, activation count information is 2-byte information, and
thus is represented by a value in a range from 0 to 65535.
Activation count information increments for each activa-
tion, and returns to 0 when the activation count informa-
tion exceeds 65535. Thus, for example, a value 9999
before a present value may be invalidated in considera-
tion of active count information being a cyclic value.
[0085] When Y > X, where Y denotes a cumulative ac-
tivation count indicated by activation count information
that has been already received and X denotes a cumu-
lative activation count indicated by activation count infor-
mation that has been newly received, if (Y - X) < 10000
is satisfied, the newly received activation count informa-
tion is invalidated. Further, when Y < X, if (65535 - X) +
Y + 1 < 10000 is satisfied, the newly received activation
count information is invalidated.

[Operation Example 3]

[0086] When multihop communication system 100 in-
cludes a plurality of masters, a slave that does not receive
a hello packet that includes an identifier of a master for
at least a predetermined period may perform authentica-
tion processing with another master. Hereinafter, an ex-
ample of operation of such multihop communication sys-
tem 100 is to be described. FIG. 9 is a sequence diagram
showing Operation Example 3 of multihop communica-
tion system 100.
[0087] Note that in Operation Example 3 below, slave
20a can communicate directly with masters 10 and 10a,
and slave 20b can communicate with masters 10 and
10a by the relay of slave 20a. Masters 10 and 10a and
slaves 20a and 20b are already activated. Further, in
Operation Example 3, descriptions of detailed items de-
scribed in Operation Examples 1 and 2 may be omitted.
[0088] Firstly, first controller 12 of master 10 causes
first communicator 11 of master 10 to broadcast a hello
packet that includes the identifier of master 10 (NETID)
(S81). In the following description, the identifier of a mas-
ter is indicated as a NETID, and the NETID of master 10
is M1.
[0089] Second communicator 21 of slave 20a receives
the hello packet that includes the identifier (NETID = M1)
(S82), and second controller 22 of slave 20a stores the
time when the hello packet is received into second stor-
age 23 of slave 20a.
[0090] Next, second controller 22 of slave 20a per-
forms authentication processing with master 10 (S83).
Second controller 22 of slave 20a further generates a
hello packet that includes the identifier (NETID = M1),
and causes second communicator 21 of slave 20a to
broadcast the generated hello packet (S84). Second
communicator 21 of slave 20b receives the hello packet
that includes the identifier (NETID = M1) (S85), and sec-
ond controller 22 of slave 20b stores the time when the
hello packet is received into second storage 23 of slave
20b.
[0091] Next, second controller 22 of slave 20b per-
forms authentication processing with master 10, via slave
20a as a relay station, to acquire, from master 10, an
encryption key that is used for communicating with mas-
ter 10 (S86).
[0092] After that, when master 10 is deactivated (S87),
master 10 stops transmitting the hello packet that in-
cludes the identifier (NETID = M1).
[0093] Second controller 22 of slave 20a cancels the
authentication when second controller 22 of slave 20a
detects that at least predetermined period T has elapsed
after second communicator 21 of slave 20a has received
the last hello packet that includes the identifier (NETID
= M1) (S88).
[0094] At this time, first controller 12 of master 10a
causes first communicator 11 of master 10a to broadcast
a hello packet that includes an identifier of master 10a
(NETID = M2) (S89). Second communicator 21 of slave
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20a receives the hello packet that includes the identifier
(NETID = M2) (S90), and second controller 22 of slave
20a stores the time at which the hello packet is received
into second storage 23 of slave 20a.
[0095] Next, second controller 22 of slave 20a per-
forms authentication processing with master 10a (S91).
Second controller 22 of slave 20a further generates a
hello packet that includes the identifier (NETID = M2),
and causes second communicator 21 of slave 20a to
broadcast the generated hello packet (S92).
[0096] Here, in the example shown in FIG. 9, second
communicator 21 of slave 20b receives the hello packet
that includes the identifier (NETID = M2) before prede-
termined period T has elapsed after second communi-
cator 21 has received the last hello packet that includes
the identifier (NETID = M1). However, the hello packet
is not a hello packet that includes the identifier of master
10 (NETID = M1).
[0097] Thus, second controller 22 of slave 20b there-
after detects that at least predetermined period T has
elapsed after second communicator 21 of slave 20b has
received the last hello packet that includes the identifier
(NETID = M1). Then, second controller 22 of slave 20b
cancels the authentication (S94), and performs authen-
tication processing with master 10a via slave 20a as a
relay station, based on the identifier (NETID = M2) that
is included in the hello packet received in step S93, to
acquire, from master 10a an encryption key that is used
for communicating with master 10a (S95).
[0098] As described above, when a plurality of slaves
are included in multihop communication system 100, sec-
ond controller 22 of slave 20a further performs first au-
thentication processing to acquire an encryption key from
master 10. If second communicator 21 of slave 20a does
not receive a hello packet that includes the identifier of
master 10 for at least predetermined period T after the
first authentication processing, second controller 22 of
slave 20a performs second authentication processing
with other master 10a to acquire, from other master 10a,
an encryption key that is used for communicating with
other master 10a. Slave 20b is to perform the same op-
eration also.
[0099] Thus, slaves 20a and 20b can restore commu-
nication by joining a network of other master 10a even
after master 10 is deactivated by detecting a hello packet
not being received for at least predetermined period T.

[Conclusion]

[0100] As described above, a communication device
that operates as master 10 and is included in multihop
communication system 100 including: first communicator
11 that transmits a hello packet to at least one slave 20a
included in multihop communication system 100; and first
controller 12 that causes first communicator 11 to trans-
mit activation count information that indicates a cumula-
tive activation count of the communication device, the
activation count information being included in the hello

packet.
[0101] In this manner, slave 20a can acquire the cu-
mulative activation count of master 10 by receiving the
hello packet that is generally used for the purposes of
confirming the existence of the communication device
and notifying route information on a route to the commu-
nication device. Thus, slave 20a can be readily informed
of the operating state of master 10.
[0102] The communication device may further include:
first storage 13 that stores an encryption key that is used
for communicating with slave 20a, and first controller 12
may change the encryption key stored in first storage 13
each time the communication device is activated.
[0103] In this manner, slave 20a can determine wheth-
er the encryption key has been changed by receiving a
hello packet that is generally used for the purpose of no-
tifying route information on a route to the communication
device, for instance.
[0104] First communicator 11 may transmit the encryp-
tion key to slave 20a, and first controller 12 may store,
into first storage 13, authentication information of slave
20a to which the encryption key has been transmitted,
and delete the authentication information stored in first
storage 13 when the communication device is activated.
[0105] Thus, the safety can be improved by deleting
old authentication information.
[0106] A communication device that operates as slave
20a and is included in multihop communication system
100 including: second communicator 21 that receives a
hello packet that includes activation count information
indicating a cumulative activation count of master 10 in-
cluded in multihop communication system 100; second
storage 23; and second controller 22 that stores the ac-
tivation count information included in the received hello
packet into second storage 23, and performs information
processing using the activation count information stored.
[0107] In this manner, slave 20a can acquire the cu-
mulative activation count of master 10 by receiving the
hello packet that is generally used for the purpose of no-
tifying route information on a route to the communication
device, for instance. Thus, slave 20a can be readily in-
formed of the operating state of master 10. Second con-
troller 22 can perform information processing using acti-
vation count information, such as, for example, authen-
tication processing and selecting of a relay station.
[0108] Master 10 may change an encryption key each
time master 10 is activated, the encryption key being
used for communicating with the communication device,
and second storage 23 may further store the encryption
key received by second communicator 21 from master
10. When second communicator 21 receives a hello
packet, second controller 22 may further determine
whether first activation count information included in the
received hello packet matches second activation count
information stored in second storage 23. Second control-
ler 22 may communicate with master 10 using the en-
cryption key stored in second storage 23 when second
controller 22 determines that the first activation count in-
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formation matches the second activation count informa-
tion.
[0109] In this manner, slave 20a can continue the com-
munication with master 10 using the encryption key
stored in second storage 23 when master 10 is not reac-
tivated.
[0110] Second controller 22 may perform authentica-
tion processing to acquire an encryption key, from master
10, when second controller 22 determines that the first
activation count information is different from the second
activation count information, the encryption key being
used for communicating with master 10.
[0111] In this manner, slave 20a can acquire a
changed encryption key when master 10 is reactivated.
[0112] Multihop communication system 100 may fur-
ther include another master different from master 10.
Second controller 22 may further perform first authenti-
cation processing to acquire an encryption key from mas-
ter 10, and when second communicator 21 receives a
hello packet after the first authentication processing, sec-
ond controller 22 may further determine whether first ac-
tivation count information included in the received hello
packet matches second activation count information
stored in second storage 23. Then, second controller 22
may perform second authentication processing to ac-
quire an encryption key, from the other master, when
second controller 22 determines that the first activation
count information is different from the second activation
count information, the encryption key being used for com-
municating with the other master.
[0113] In this manner, slave 20a can join, based on the
activation count information, a network of the other mas-
ter where a communication state is estimated to be better
instead of the network of master 10 where a communi-
cation state is estimated to be poor due to reactivation.
[0114] Second controller 22 may further generate a
hello packet that includes the activation count information
included in the received hello packet, and causes second
communicator 21 to transmit the generated hello packet.
[0115] In this manner, slave 20b that cannot directly
communicate with master 10 can also acquire the cumu-
lative activation count of master 10 by receiving the hello
packet. Thus, slave 20b can be readily informed of the
operating state of master 10.
[0116] Second communicator 21 of slave 20b may re-
ceive hello packets each of which includes activation
count information of master 10 from other slaves that are
included in multihop communication system 100 and are
different from slave 20b. Second controller 22 of slave
20b may further compare, for each of the hello packets
received, first activation count information included in the
hello packet and second activation count information
stored in second storage 23 of slave 20b. When second
controller 22 of slave 20b determines that the first acti-
vation count information indicates a cumulative activation
count lower than a cumulative activation count indicated
by the second activation count information, in selecting
a slave as a relay station for transmitting data to master

10 from among the other slaves, second controller 22 of
slave 20b may exclude a slave that transmitted the hello
packet that includes the first activation count information
as a candidate for the relay station.
[0117] Slave 20c that has not received updated acti-
vation count information may not be successfully com-
municating with master 10. If slave 20b attempts to con-
nect with master 10 via a slave like 20c, data may not
reach master 10, but the above-mentioned configuration
can prevent a failure of data not reaching master 10.
[0118] Second communicator 21 of slave 20b may re-
ceive hello packets each of which includes activation
count information of master 10 from other slaves that are
included in multihop communication system 100 and are
different from slave 20b. Second controller 22 of slave
20b may further compare the activation count information
included in each of the received hello packets. Second
controller 22 of slave 20b may select, based on a result
of comparing the activation count information, a slave
that transmitted activation count information indicating a
highest cumulative activation count as a relay station for
transmitting data to master 10.
[0119] In this manner, a failure that data does not reach
master 10 can be prevented.
[0120] Multihop communication system 100 further in-
cludes another master 10a, different from master 10, and
second controller 22 of slave 20a may further perform
first authentication processing to acquire an encryption
key from master 10. Then, second controller 22 of slave
20a may perform second authentication processing to
acquire an encryption key, from other master 10a, when
second communicator 21 of slave 20a does not receive
a hello packet that includes an identifier of master 10 for
at least predetermined period T after the first authentica-
tion processing, the encryption key being used for com-
municating with other master 10a.
[0121] Thus, slave 20a can join a network of other mas-
ter 10a to restore communication even after master 10
is deactivated, by detecting that a hello packet has not
been received for at least predetermined period T.
[0122] Multihop communication system 100 includes
master 10 and slave 20a. Master 10 including: first com-
municator 11 that transmits a hello packet to slave 20a;
and first controller 12 that causes first communicator 11
to transmit activation count information that indicates a
cumulative activation count of master 10, the activation
count information being included in a hello packet. Slave
20a including: second communicator 21 that receives the
hello packet that includes the activation count informa-
tion; second storage 23; and second controller 22 that
stores the activation count information included in the
received hello packet into second storage 23.
[0123] In this manner, slave 20a can acquire the cu-
mulative activation count of master 10 by receiving the
hello packet. Thus, slave 20a can be readily informed of
the operating state of master 10.
[0124] A communication method is performed by mul-
tihop communication system 100 that includes master

17 18 



EP 3 358 782 A1

11

5

10

15

20

25

30

35

40

45

50

55

10 and slave 20a. Master 10 transmits activation count
information that indicates a cumulative activation count
of master 10, the activation count information being in-
cluded in a hello packet. Slave 20a receives the hello
packet that includes the activation count information, and
stores the activation count information included in the
received hello packet into second storage 23 included in
slave 20a.
[0125] In this manner, slave 20a can acquire the cu-
mulative activation count of master 10 by receiving the
hello packet. Thus, slave 20a can be readily informed of
the operating state of master 10.

OTHER EMBODIMENTS

[0126] The above has described the multihop commu-
nication system according to the embodiments, yet the
present invention is not limited to the above embodi-
ments.
[0127] Specific aspects of the communication devices
that operate as masters and the communication devices
that operate as slaves which are described in the above
embodiments are not particularly limited. For example,
air-conditioning equipment, smart meters, and lighting
apparatuses may be used as the communication devic-
es. In addition, the masters and the slaves do not need
to be the same kind of communication terminals, thus
when the slaves are smart meters, the masters may be
concentrators (servers) that manage data acquired from
the slaves.
[0128] Note that, in the above embodiments, each of
the elements may be configured of a dedicated hardware
or realized by running a software program suitable for
the element. The elements may each be realized by a
program executor such as a central processing unit
(CPU) or a processor reading and running a software
program stored in a recording medium, such as a hard
disk or a semiconductor memory.
[0129] The elements may be circuits. The circuits may
be configured as one circuit as a whole or each as a
separate circuit. The circuits may be general-purpose cir-
cuits or dedicated circuits.
[0130] In the above embodiments, processing that is
performed by a specific processor may be performed by
another processor. In addition, the order of processes
may be changed, and the processes may be performed
in parallel.
[0131] Note that, a general or a specific aspect of the
present invention may be realized by a system, a method,
an integrated circuit, a computer program, or a computer
readable recording medium such as a CD-ROM, and also
by an arbitrary combination of systems, methods, inte-
grated circuits, computer programs, and recording me-
dia. For example, the present invention may be realized
as a multihop communication system or as a communi-
cation method run by a master or a slave that is included
in the multihop communication system, and may also be
realized as a program that causes a computer to perform

the communication method.
[0132] The foregoing has described the multihop com-
munication system and the communication devices and
methods that are used in the multihop communication
system according to one or more aspects based on the
embodiments, yet the present invention is not limited to
such embodiments. Without departing from the scope of
the present invention, various modifications which may
be conceived by a person skilled in the art, and embod-
iments achieved by combining elements in different em-
bodiments may be encompassed within the range of the
one or more aspects.

REFERENCE MARKS IN THE DRAWINGS

[0133]

10, 10a master
11 first communicator (communicator)
12 first controller (controller)
13 first storage (storage)
20a, 20b, 20c slave
21 second communicator (communicator)
22 second controller (controller)
23 second storage (storage)
100 multihop communication system

Claims

1. A communication device that operates as a master
and is included in a multihop communication system,
the communication device comprising:

a communicator that transmits a hello packet to
at least one slave included in the multihop com-
munication system; and
a controller that causes the communicator to
transmit activation count information that indi-
cates a cumulative activation count of the com-
munication device, the activation count informa-
tion being included in the hello packet.

2. The communication device according to claim 1, fur-
ther comprising:

a storage that stores an encryption key that is
used for communicating with the at least one
slave, wherein
the controller changes the encryption key stored
in the storage each time the communication de-
vice is activated.

3. The communication device according to claim 2,
wherein
the communicator transmits the encryption key to
the at least one slave, and
the controller stores, into the storage, authentication
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information of the at least one slave to which the
encryption key has been transmitted, and
deletes the authentication information stored in the
storage when the communication device is activat-
ed.

4. A communication device that operates as a slave
and is included in a multihop communication system,
the communication device comprising:

a communicator that receives a hello packet that
includes activation count information indicating
a cumulative activation count of a master includ-
ed in the multihop communication system;
a storage; and
a controller that stores the activation count in-
formation included in the received hello packet
into the storage, and performs information
processing using the activation count informa-
tion stored.

5. The communication device according to claim 4,
wherein
the master changes an encryption key each time the
master is activated, the encryption key being used
for communicating with the communication device,
the storage further stores the encryption key re-
ceived by the communicator from the master,
when the communicator receives a hello packet, the
controller further determines whether first activation
count information included in the received hello
packet matches second activation count information
stored in the storage, and
the controller further communicates with the master
using the encryption key stored in the storage when
the controller determines that the first activation
count information matches the second activation
count information.

6. The communication device according to claim 5,
wherein
the controller performs authentication processing to
acquire an encryption key, from the master, when
the controller determines that the first activation
count information is different from the second acti-
vation count information, the encryption key being
used for communicating with the master.

7. The communication device according to claim 4,
wherein
the multihop communication system further includes
another master different from the master,
the controller further performs first authentication
processing to acquire an encryption key from the
master,
when the communicator receives a hello packet after
the first authentication processing, the controller fur-
ther determines whether first activation count infor-

mation included in the received hello packet matches
second activation count information stored in the
storage, and
the controller further performs second authentication
processing to acquire an encryption key, from the
other master, when the controller determines that
the first activation count information is different from
the second activation count information, the encryp-
tion key being used for communicating with the other
master.

8. The communication device according to claim 4,
wherein
the controller further generates a hello packet that
includes the activation count information included in
the received hello packet, and causes the commu-
nicator to transmit the generated hello packet.

9. The communication device according to claim 4,
wherein
the communicator receives hello packets each of
which includes activation count information of the
master from other slaves that are included in the mul-
tihop communication system and are different from
the communication device, and
the controller further compares, for each of the hello
packets received, first activation count information
included in the hello packet and second activation
count information stored in the storage, and
when the controller determines that the first activa-
tion count information indicates a cumulative activa-
tion count lower than a cumulative activation count
indicated by the second activation count information,
in selecting a slave as a relay station for transmitting
data to the master from among the other slaves, the
controller further excludes a slave that transmitted
the hello packet that includes the first activation
count information as a candidate for the relay station.

10. The communication device according to claim 4,
wherein
the communicator receives hello packets each of
which includes activation count information of the
master from other slaves that are included in the mul-
tihop communication system and are different from
the communication device, and
the controller further compares the activation count
information included in each of the received hello
packets, and
selects, based on a result of comparing the activation
count information, a slave that transmitted activation
count information indicating a highest cumulative ac-
tivation count as a relay station for transmitting data
to the master.

11. The communication device according to claim 4,
wherein
the multihop communication system further includes
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another master different from the master, and
the controller further performs first authentication
processing to acquire an encryption key from the
master, and
performs second authentication processing to ac-
quire an encryption key, from the other master, when
the communicator does not receive a hello packet
that includes an identifier of the master for at least a
predetermined period after the first authentication
processing, the encryption key being used for com-
municating with the other master.

12. A multihop communication system comprising:

a master; and a slave,
the master including:

a first communicator that transmits a hello
packet to the slave; and
a first controller that causes the first com-
municator to transmit activation count infor-
mation that indicates a cumulative activa-
tion count of the master, the activation count
information being included in a hello packet,

the slave including:

a second communicator that receives the
hello packet that includes the activation
count information;
a storage; and
a second controller that stores the activation
count information included in the received
hello packet into the storage.

13. A communication method performed by a multihop
communication system that includes a master and
a slave, the communication method comprising:

transmitting, by the master, activation count in-
formation that indicates a cumulative activation
count of the master, the activation count infor-
mation being included in a hello packet;
receiving, by the slave, the hello packet that in-
cludes the activation count information; and
storing, by the slave, the activation count infor-
mation included in the received hello packet into
a storage included in the slave.

14. A program for causing a computer to perform the
communication method according to claim 13.
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