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(54) IN-VEHICLE CONTROL DEVICE

(57) Provided is an in-vehicle control device which
allows the giving and receiving of data via inter-core com-
munication at the timing of a user, as well as being ca-
pable of minimizing processing load while satisfying safe-
ty requirements of different (lowest to highest) functional
safety levels (ASIL) in the inter-core communication of a
multicore microcomputer. The data communication be-

tween a plurality of cores (2, 3) is performed by a writing
means for writing the data of a core register (11) into a
region (8) of a shared memory (7) of the cores, where
safety levels are set, using a hardware function (DMA or
the like) . The cores (2, 3) have different functional safety
levels.
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Description

Technical Field

[0001] The present invention relates to an in-vehicle
control device.

Background Art

[0002] In recent years, technical and functional re-
quirements in in-vehicle control (function) are advanced
and complicated. Functional safety (ISO26262) has been
formulated in the automobile industry, and it is essential
to deal with the functional safety also in in-vehicle control
devices. Automotive safety integrity levels (ASIL) show-
ing standards to be protected according to functions are
set for the functional safety, and processing according
to the ASIL is required for a function to be implemented
(the ASIL are defined in five stages from quality manage-
ment (QM) of a lowest safety level to the ASIL D of a
highest safety level) . For that reason, in recent years,
since microcomputers need to correspond to not only the
functions but also the ASIL, the number of processing to
be executed further increases.
[0003] Under such circumstances, in order to deal with
the continuously increasing number of processing, a mi-
crocomputer having a core (an execution unit of the
processing) has been changed to a multicore microproc-
essor (having a plurality of cores), such that throughput
of the microcomputer is improved and processing load
is dispersed, and accordingly, the microcomputers gets
high functionality.
[0004] However, since each core in the multicore mi-
crocomputer executes operation (processing) individu-
ally, when it is necessary to share information (data), the
information (data) executed in each core needs to be put
together in one core. In order to put the information to-
gether in the core, it is necessary to perform communi-
cation between the cores (hereinafter, inter-core com-
munication). However, depending on a way of use (con-
trol method) of the inter-core communication, throughput
may be lower than that of a conventional single-core mi-
crocomputer.
[0005] For example, even when communication is to
be performed in one core, in a case where another core
is in processing, the communication may not be per-
formed and processing may be delayed.
[0006] As a result, the delay of the processing in an-
other core may lead to delay in whole processing, and
the throughput may be lowered.
[0007] In addition, in order to satisfy the safety levels,
it is necessary to ensure soundness of information (data)
to be handled.
[0008] As described above, even when the multicore
microcomputer satisfies the ASIL and the processing is
distributed to a plurality of cores, the throughput may vary
largely depending on how the inter-core communication
is controlled. Therefore, how to implement the ASIL and

the inter-core communication has been a major technical
problem.

Citation List

Patent Literature

[0009]

PTL 1: JP 2014-193690 A
PTL 2: JP 2012-128788 A

Summary of Invention

Technical Problem

[0010] Under such circumstances, PTL 1 describes a
technology in a case where multiple types of processing
of different ASIL levels coexist in a microcomputer (one
core).
[0011] For example, PTL 1 provides a technology for
securing safety by monitoring access of each region by
using a partitioning technology in order to mix software
of quality management (QM) level (no safety requirement
matters) and software of ASIL D level (highest safety
requirement level) in the microcomputer.
[0012] However, in the technology of PTL 1, a situation
in which a plurality of cores in the multicore microcom-
puter operates independently and the communication
between the cores are not taken into consideration.
Therefore, in this technology, there is a problem of in-
crease in the processing load of the microcomputer at
the time of inter-core communication (decrease in
processing efficiency).
[0013] In addition, PTL 2 describes a technology of the
inter-core communication in the multicore microcomput-
er.
[0014] However, the technology of PTL 2 does not pro-
vide a technology in a case where functional safety levels
(ASIL) are satisfied. Therefore, there is a problem of se-
curing safety during the inter-core communication such
as from a low ASIL level to a high ASIL level.
[0015] In addition, there is AUTOSAR OS as an OS
for in-vehicle control.
[0016] In this AUTOSAR OS, an inter-OS-application
communicator (IOC) is provided as a function of the inter-
core communication between cores having different AS-
IL levels.
[0017] However, since this function is controlled by the
OS installed in each core, there has been a problem that
processing load increases or inter-core communication
cannot be made at the timing assumed by the user, for
example, a start of the inter-core communication
processing is delayed when overhead of processing time
due to processing by the OS is occurred or processing
under execution of the OS is delayed.
[0018] Accordingly, an object of the present invention
is to provide a technology which allows giving and re-
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ceiving of data via inter-core communication at the timing
of a user, as well as minimizing processing load while
satisfying safety requirements of different (lowest to high-
est) functional safety levels (ASIL) in the inter-core com-
munication of a multicore microcomputer.

Solution to Problem

[0019] The above object can be achieved by the inven-
tion described in the claims.

Advantageous Effects of Invention

[0020] According to the present invention, in inter-core
communication of a multicore microcomputer, process-
ing load can be minimized while satisfying safety require-
ments of different (lowest to highest) functional safety
levels (ASIL), and at the same time, giving and receiving
of the data can be performed via the inter-core commu-
nication at the timing of a user.

Brief Description of Drawings

[0021]

[FIG. 1] FIG. 1 is a core configuration diagram of a
multicore microcomputer according to the present
embodiment.
[FIG. 2] FIG. 2 is a configuration diagram of inter-
core communication with different ASIL levels ac-
cording to the present embodiment.
[FIG. 3] FIG. 3 is a configuration diagram of a
processing example of inter-core communication in
a case where the present embodiment is used.
[FIG. 4] FIG. 4 is a processing flow diagram of inter-
core communication in which the present embodi-
ment is used.

Description of Embodiments

[0022] Hereinafter, an embodiment of the present in-
vention will be described with reference to the drawings.
[0023] Note that, in the following embodiment, QM is
treated as "no safety requirement" and ASIL is treated
as "safety requirement is present".

First Embodiment

[0024] A configuration of a multicore micro control unit
(MCU) 1 according to the present embodiment will be
described with reference to FIG. 1.
[0025] FIG. 1 illustrates the configuration of the multi-
core MCU 1. The multicore MCU 1 is equipped with a
first core 2 that executes processing with a safety level
of ASIL and a second core 3 that executes processing
with a safety level of QM. An internal memory 4 includes
a first core internal memory 5, a second core internal
memory 6, and a shared memory 7 which can be com-

monly used by each core.
[0026] Note that the two cores are provided in the
present embodiment, but two or more cores may be pro-
vided. In addition, although the safety level of each core
is ASIL or QM, multiple types of processing of different
safety levels may be defined in processing within the
core.
[0027] Note that, in the present embodiment, each of
a ROM and a RAM will be described as a memory without
differentiating each other.
[0028] Next, a data management method between the
cores (the different safety levels) will be described with
reference to FIG. 2. The shared memory 7 is used for
giving and receiving of the data between the cores. How-
ever, when the shared memory is used as it is, pieces of
data of different safety levels are mixedly handled. Ac-
cordingly, there is a possibility that the safety requirement
is not satisfied.
[0029] Therefore, in the shared memory, a memory re-
gion corresponding to the safety level of each core is
prepared. An ASIL region 8 for ASIL processing and a
QM region 9 for QM processing are defined. However,
since the QM processing can access the ASIL region 8
only by defining the region, access restriction is set for
the defined memory region using a function of a memory
protection unit (MPU) 10.
[0030] In this manner, by setting the access restriction
by the MPU 10, the safety requirement of each memory
region can be satisfied.
[0031] Although the data management method be-
tween the cores has been described using the internal
memory in the multicore MCU 1 in the present embodi-
ment, the present invention is not limited to the use of
the internal memory. In addition, the shared memory is
used for giving and receiving of data between the cores,
but the present invention is not limited to the use of the
shared memory, and a storage medium such as an ex-
ternal memory dedicated to each core may be provided.
[0032] Next, with reference to FIG. 3, a method of giv-
ing and receiving data from a core of a low safety level
to a core of a high safety level (the QM to the ASIL in the
present embodiment) will be described.
[0033] Note that the data handled in the present em-
bodiment is not data created by software processing.
Register values of AD conversion, CAN communication
and the like and a value not created in the software
processing stored in a communication buffer (second
core processing register/communication buffer 11) are
handled as data.
[0034] In a case where data to be processed by the
second core 3 is transmitted to the first core 2, the data
is normally copied to the QM region 9 of the shared mem-
ory 7 in the software processing. However, in the present
technology, the data of the second core 3 is directly cop-
ied to the ASIL region 8 of the shared memory 7 by using
a communication (transfer) function of hardware such as
direct memory access (DMA) in step S1. With this con-
figuration, the data can be copied safely to the memory
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region with a high safety level without using software hav-
ing a core with a lower safety level of the transfer desti-
nation.
[0035] In the present embodiment, data is transferred
by using the DMA, but any means may be used as long
as it is a means capable of transferring data directly from
a region such as a register and a buffer, that is, a method
capable of transferring data without passing through user
software.
[0036] Thereafter, the first core 2 can access the ASIL
region 8, which is a memory region managed by the first
core 2 itself in step S2, to acquire data.
[0037] Next, a processing flow in a case where the
processing is executed with the configuration of FIG. 3
will be described with reference to FIG. 4.
[0038] In step S3, processing such as the AD conver-
sion and the CAN communication in the second core 3
is executed, and in step S4, values of results (processing)
of AD conversion, CAN communication and the like are
stored in the register and the communication buffer.
[0039] The values stored in the register and the com-
munication buffer are transferred using DMA transfer of
step S5, and in step S6, the values are directly stored
(written) in the ASIL region in a shared memory region
in the internal memory. In step S6, the values stored in
the ASIL region in the shared memory region in the in-
ternal memory are read into the first core 2 in step S7.
In step S8, the values read in S7 are stored in the internal
memory used in the execution of the processing in the
first core 2, in step S9, the processing in the first core 2
is executed, and the processing is terminated.
[0040] In a case where giving and receiving of the data
are performed between the cores by processing on the
software of the transfer destination with a low safety level
without using this technology, the core with a high safety
level needs to check and/or monitor safety of the data
given and received with the low safety level. Therefore,
processing load may increase or the giving and receiving
of the data may not be performed at an arbitrary timing.
[0041] As described above, when a data transfer
source performs the giving and receiving of the data be-
tween the core with the lower safety level than the safety
level of the transfer destination security level and the core
of the high safety level, the data is copied to a data region
of the core with the high safety level using a hardware
function without using software having the core with the
low safety level. With this configuration, safe and high-
speed giving and receiving of the data can be achieved.
[0042] In addition, since the data is not transferred via
the software processing, the giving and receiving of the
data can be performed without being affected by an OS
or the like.
[0043] Note that the configuration of the multicore MCU
1 of FIG. 1 described in the present embodiment is merely
an example, and does not limit the number of cores,
memory configuration, functions, and the like.
[0044] In addition, the configurations and processing
contents illustrated in FIGS. 2, 3 and 4 are merely exam-

ples of processing, and as long as contents of the present
embodiment such as a data transfer means and a storage
location can be satisfied, a means and a configuration
are not limited.

Reference Signs List

[0045]

1 multicore MCU
2 first core
3 second core
4 internal memory
5 first core internal memory
6 second core internal memory
7 shared memory
8 ASIL region
9 QM region
10 MPU
11 second core processing register/communication

buffer

Claims

1. An in-vehicle control device, wherein
data communication between a plurality of cores is
performed by a writing means for writing data of a
core register into a region of a shared memory of the
cores, where safety levels are set, using a hardware
function, and
the cores have different functional safety levels.

2. The in-vehicle control device according to claim 1,
wherein
a first core is assigned with an ASIL function, and
a second core is assigned with a QM function.

3. The in-vehicle control device according to claim 2,
wherein
the writing means writes data from the second core
to an ASIL region of the shared memory using the
hardware function when communicating from the
second core to the first core.

4. The in-vehicle control device according to any of
claims 1 to 3, wherein
the hardware function is direct memory access.
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