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(54) METHODS AND SYSTEMS FOR IOT ENABLED PAYMENTS

(57) The present disclosure relates to methods and
systems for placing and processing a payment transac-
tion for an order for one or more products. A method of
processing a payment transaction for an order for one or
more products is provided. The method comprises: re-
ceiving an authorization request message comprising: a
token PAN associated with a payment account and with
an electronic device configured to detect the presence
of the one or more products. It is determined that the
payment transaction should be processed according to
a delayed clearing protocol. A clearing presentment file
comprising at least one clearing presentment message
is received. The payment transaction is processed ac-
cording to a delayed clearing protocol by determining
whether the network server has received a receipt mes-
sage from the electronic device and, if not, returning an
error message to the first financial intuition indicating that
the clearing presentment message has been rejected.
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Description

[0001] The present disclosure relates to methods and
systems for placing and processing a payment transac-
tion for an order for one or more products. In particular,
an aspect relates to a method and system for placing and
processing orders for a product in which the processing
of the payment is delayed until the product has been suc-
cessfully received.

BACKGROUND

[0002] The field of payment card transaction process-
ing is well equipped to deal with successful transactions
in which all parties involved fulfil their respective obliga-
tions. In such examples, a merchant is provided by his
financial institution (the acquiring institution) with rapid
authorization to provide a customer with goods, with the
transfer of money between accounts being arranged and
conducted between the financial institutions during the
following days.
[0003] A far more complicated situation occurs when
a transaction is authorized by a financial institution, yet
transfer of goods from a merchant to a customer is not
successfully completed, such as when an order made at
an online merchant does not arrive as expected. Due to
the independent processes for the transfer of goods be-
tween a merchant and a customer and the payment
processing between financial institutions, the failure of
goods to be successfully delivered does not necessarily
prevent the completion of the payment for the goods. In
order to prevent a payment in such circumstances, the
cardholder or the financial institution of the card holder
(the issuing institution) is required to intervene to prevent
or reverse the payment. This can require significant hu-
man involvement, especially so during arbitration proc-
esses and dispute settlements. Furthermore, the require-
ment to exchange data relating to two unnecessary trans-
actions (the incorrect transaction and the further trans-
action to reverse the incorrect transaction) places an un-
necessary burden on the communication and processing
systems of both the issuing and acquiring institutions, as
well as the payment network provider that acts as an
intermediary between the two institutions.
[0004] There is a need, therefore, for a payment sys-
tem that does not require the intervention of a card holder
or financial institution to reverse the payment when an
order is not successfully completed.

SUMMARY OF INVENTION

[0005] According to a first aspect, there is provided a
method of processing a payment transaction for an order
for one or more products, the method comprising: receiv-
ing, at a network server, from a server of a first financial
institution, an authorization request message for author-
ization of the payment transaction, the authorization re-
quest comprising: a token primary account number,

"PAN", associated with a payment account at a second
financial institution and with an electronic device config-
ured to detect the presence of the one or more products;
determining, based on the token PAN, that the payment
transaction should be processed according to a delayed
clearing protocol by: accessing a database comprising a
plurality of token PANs associated with the delayed clear-
ing protocol, and determining that the token PAN is one
of the plurality of token PANs in the database; receiving,
at the network server, from a server of the first financial
institution, a clearing presentment file comprising at least
one clearing presentment message, the clearing pre-
sentment message comprising details of the payment
transaction; and processing the payment transaction ac-
cording to a delayed clearing protocol by: determining
whether the network server has received a receipt mes-
sage from the electronic device indicating that the sensor
of the electronic device has detected the presence of the
one or more products; and upon determining that the
network server has not received the message indicating
that the sensor of the electronic device has detected the
presence of the one or more products, returning an error
message to the first financial intuition indicating that the
clearing presentment message has been rejected.
[0006] The above method allows for completion of a
payment to be delayed until receipt of a physical product
has been detected at a storage device. The use of a
single technical system that can perform ordering, stor-
age and payment processes allows previously distinct
aspects of a payment transaction for an order to be com-
bined on a technical level. This removes the burdensome
computing processing previously required to reverse in-
correctly processed payments.
[0007] Preferably, the method further comprises: re-
ceiving, at the network server, a message from the elec-
tronic device indicating that the sensor of the electronic
device has detected the presence of the one or more
products; and sending the clearing presentment mes-
sage to a server of the second financial institution.
[0008] Preferably, the method further comprises: re-
ceiving, at the network server, a receipt message from
the electronic device indicating that the sensor of the
electronic device has detected the presence of the one
or more products; sending a confirmation message, from
the network server, to the server of the first financial in-
stitution, requesting that the payment transaction be in-
cluded in a further clearing presentment message, re-
ceiving, at the network server, from the server of the first
financial institution, a further clearing presentment file
comprising the clearing presentment message, wherein
the further clearing presentment message comprises de-
tails of the payment transaction; and sending the clearing
presentment file to a server of the second financial insti-
tution for settlement.
[0009] According to a second aspect, a system is pro-
vided comprising a communication node, memory having
a database stored thereron, and a processor configured
to perform the steps the first aspect.
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[0010] According to a third aspect, there is provided a
method of initiating and completing a payment transac-
tion for an order for one or more products using an elec-
tronic device comprising a sensor configured to detect
the presence of the one or more products, the method
comprising: sending, using an internet communication
node of the electronic device, to a merchant server, pay-
ment details comprising a token primary account number,
"PAN", for authorization of the payment transaction,
wherein the token PAN is pre-configured to be processed
at a network server according to a delayed clearing pro-
tocol, in which the network server delays the completion
of the payment transaction until the network server has
received the confirmation message indicating that the
one or more products has been detected by the sensor;
detecting, using the sensor, the presence of the one or
more products, wherein detecting the presence of the
one or more products comprises: obtaining data meas-
urements from the sensor of the electronic device; and
determining that the data measurements correspond to
product characteristic data stored on the electronic de-
vice, wherein the product characteristic data indicates an
expected value of the data measurement corresponding
to the one or more products, sending, using an internet
communication node of the electronic device, to a net-
work server, a receipt message indicating that the one
or more products has been detected by the sensor and
that the payment transaction is to be completed.
[0011] Preferably, the method further comprises:
sending, from the electronic device, to the network serv-
er, a token PAN provisioning request comprising: a fund-
ing PAN, a device identifier identifying the electronic de-
vice, and an indication that payments made using the
token PAN should be processed according to the delayed
payment protocol in which the network server delays the
completion of the payment transaction until it has re-
ceived the confirmation message indicating that the one
or more products has been detected by the sensor; and
receiving, from the network server, the token PAN.
[0012] Preferably, the method further comprises: re-
ceiving, at the electronic device, from the merchant serv-
er, product characteristic data characterizing the one or
more products, thereby allowing the one or more prod-
ucts to be identified by comparison with data measure-
ments from the sensor.
[0013] Preferably, the product characteristic data com-
prises one or more of: weight data corresponding to a
weight of the one or more products, volume data corre-
sponding to a volume of the one or more products,
number data corresponding to a number of constituent
parts of the one or more products, bar-code data corre-
sponding to a bar-code on the one or more products, QR-
code data corresponding to a QR-code tag on the one
or more products, or RFID data corresponding to an RFID
tag on the one or more products.
[0014] Preferably, the method further comprises initi-
ating, from the electronic device, by communicating with
the merchant server, the order for the one or more prod-

ucts, wherein the order is initiated based on a pre-deter-
mined criteria, wherein the pre-determined criteria is one
of: a pre-determined time having elapsed since a previ-
ous order; the current time and date being equal to a pre-
determined time and date; or the removal of an item being
detected by the sensor of the electronic device.
[0015] According to a fourth aspect, there is provided
a method of initiating and delaying a payment transaction
for an order for a first product using an electronic device
comprising a sensor configured to detect the presence
of the first product, the method comprising: sending, us-
ing an internet communication node of the electronic de-
vice, to a merchant server, payment details comprising
a token primary account number, PAN, for authorization
of the payment transaction, wherein the token PAN is
pre-configured to be processed at a network server ac-
cording to a delayed clearing protocol, in which the net-
work server delays the completion of the payment trans-
action until it has received the confirmation message in-
dicating that the first product has been detected by the
sensor; detecting, using the sensor, the presence of a
second product, wherein detecting the presence of the
second product comprises: obtaining data measure-
ments from the sensor of the electronic device; and de-
termining that the data measurements do not correspond
to product characteristic data stored on the electronic
device, wherein the product characteristic data indicates
an expected value of the data measurement correspond-
ing to the first product, sending, using an internet com-
munication node of the electronic device, to the merchant
server, a non-receipt message indicating that the second
product has been detected by the sensor, rather than the
first product.
[0016] According to a fifth aspect, an electronic device
is provided comprising a sensor and an internet commu-
nication node, the electronic device being configured to
execute the method of the third or fourth aspect.
[0017] Preferably, the device is a smart storage device,
comprising a storage compartment suitable for storing
the product.
[0018] Preferably, the smart storage device is a smart
fridge and the storage compartment is a refrigerated
compartment; or the smart storage device is a vehicle
and the storage compartment is a fuel container.
[0019] Preferably, the sensor is one or more of one or
more of a QR-code reader, a bar-code reader, scales, a
camera, a photo-electric cell, and an RFID reader.

BRIEF DESCRIPTION OF THE FIGURES

[0020] Aspects of the present invention will now be de-
scribed by way of example with reference to the accom-
panying figures. In the figures:

Figure 1 is a schematic representation of entities in-
volved in a payment transaction.

Figure 2 is a schematic representation of a smart
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storage device suitable for use in examples of the
present disclosure.

Figure 3 is a schematic representation of a smart
storage device, a payment processing system and
two financial institutions in an example of the present
disclosure.

Figure 4 is a schematic representation of a tokeni-
zation process according to an example of the
present disclosure.

Figure 5 is a flow diagram of a method according to
the present disclosure.

DETAILED DESCRIPTION

[0021] The following description is presented to enable
any person skilled in the art to make and use the system,
and is provided in the context of a particular application.
Various modifications to the disclosed embodiments will
be readily apparent to those skilled in the art.
[0022] The following disclosure provides systems and
methods in which the means for placing an order, pro-
viding payment for the order, processing the payment
and receiving the order are integrated in a single technical
system that forms part of the Internet of Things.
[0023] Specifically, the system provides for methods
of placing orders and processing payments for the orders
wherein completion of the payment is delayed until re-
ceipt of a physical product has been detected by the sys-
tem. The use of a single technical system that can per-
form the above processes allows previously distinct as-
pects of a payment transaction for an order to be related
to one another on a technical level, rather than legally or
in accordance with custom. This is advantageous over
previously known methods of processing payments for
orders because it removes the need for human interpre-
tation of events and the relationships between entities.
It also removes the burdensome computing processing
previously required to reverse incorrectly processed pay-
ments.
[0024] An example of a system that can advantageous-
ly combine the above processes is a server of a payment
network provider that is able to communicate with an in-
ternet enabled smart storage device, such as a smart
refrigerator, that is configured to make payments. By way
of background, relevant details of known payment
processing systems and smart storage devices are ex-
plained below. The specification will go on to describe
how these are combined in an integrated system.
[0025] While the disclosure below refers to examples
comprising specific smart storage systems, such as
smart refrigerators, it will be understood by the skilled
person that a smart storage device can refer to any in-
ternet enabled device that is capable of storage that the
methods of the disclosure can modified for use different
smart storage devices. Thus, an internet enabled auto-

mobile may function as smart storage for fuel and an
internet enabled crate may function as a more generic
smart storage device.
[0026] Figure 1 depicts an operating model of the par-
ties involved when a payment device 102 is used to per-
form a transaction over a four-party payment system. In
the context of the present disclosure, the payment device
102 is an electronic device, such as a smart storage de-
vice, that is able to securely communicate with the server
of an online merchant 103 to provide payment details
that correspond to or can be mapped onto the details of
a payment card.
[0027] The merchant 103 typically has a contract with
a financial institution to accept payments from payment
cards or payment devices 102 that are able to commu-
nicate payment details corresponding to the details of a
payment card. That financial institution (i.e. the mer-
chant’s bank) is the acquiring institution 104. The issuing
institution 105 (i.e. the customer’s bank) is the financial
institution that has issued a payment card to a particular
customer. The acquiring institution 104 and the issuing
institution 105 are linked by the payment processing sys-
tem 101. Together, the merchant 103, the acquiring in-
stitution 104, the payment processing system 101, and
the issuing institution 105 form a payment processing
network 101.
[0028] In the exemplary operating model of Figure 1,
the payment device 102 provides payment details to a
merchant 103 for the payment of an order.
[0029] The merchant 103 then generates and commu-
nicates an authorization request to the acquiring institu-
tion 104. The acquiring institution 104 forwards the re-
quest on to the payment processing system 101, which
determines which issuing institution 105 is associated
with the payment details. In some examples the payment
details comprise a primary account number (PAN) (or
"funding PAN") that identifies a payment account at the
issuing institution. In other examples, the payment details
may comprise a token PAN, which the payment process-
ing system is able to map onto a real PAN in order to
identify the payment account at the issuing institution (as
discussed below). The payment processing system 101
then forwards the authorization request on to the issuing
institution 105 for transaction approval.
[0030] The term "token PAN" as used herein encom-
passes a PAN tokenised using a tokenisation system,
such as Mastercard’s MDES platform, a virtual card
number (VCN) or a controlled payment number (CPN).
[0031] The issuing institution 105 then checks certain
criteria, such as account status, and approves the au-
thorization request if those checks return satisfactory re-
sults. This approval is then forwarded on to the acquiring
institution 104 via the payment processing system 101.
The acquiring institution 104 transmits the approval on
to the merchant 103.
[0032] Several times each day the acquiring institution
104 produces a data file comprising records of the trans-
actions that have been authorized and completed by the
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various merchants with which it is associated. These files
are then presented to the payment processing system
101 as clearing presentment messages. The clearing
presentment messages are modified as determined by
the payment processing system 101, for example to de-
duct relevant fees, and then forwarded to the relevant
issuing institutions 105. The receiving institutions then
perform a settlement of the transactions indicated in the
clearing presentments, in which funds are transferred to
the acquiring institutions 104.
[0033] In the above described process, the authoriza-
tion requests and authorization responses typically take
the form of a message sent in accordance with a known
messaging standard. The authorization messages will
typically comprise a plurality of fields, including a pay-
ment amount and a payment account identifier (such as
a PAN or token PAN). In the present disclosure, the ISO
8583 standard is used as an example of such a messag-
ing standard, though it will be understood by the skilled
person that other standards and variations thereof may
be used.
[0034] In the above described process, the clearing
presentments are sent and processed in accordance with
a known messaging standard. The clearing present-
ments typically comprise a plurality of fields, including
the payment account identifier. In the present disclosure,
the clearing presentment messages take the form of In-
tegrated Product Messages (IPM), as used in the Mas-
terCard Global Clearing Management System (GCMS),
though it will be understood by the skilled person that
other standards and variations thereof may be used.
[0035] Figure 2 shows a schematic diagram of a smart
appliance system 200 that is suitable for accessing an
online merchant 103. The smart appliance system 200
generally combines a primary function with computing
and communication capabilities; for example, one suita-
ble smart appliance is a smart refrigerator, which com-
bines the physical capability of providing refrigerated
storage 275 with computing and communication capa-
bilities.
[0036] Another example of a smart storage device is
an automobile which uses its fuel tank as a smart storage
device, while also having computing and communication
capabilities. The smart appliance system 200 comprises
memory 210 hosting an engine 220 that implements func-
tionality of the smart appliance 200, a central processing
unit (CPU) 230, input/output devices 240, such as a key-
board or speakers, including a display 250 (e.g. a touch
screen display). The smart appliance 200 further com-
prises a communications node, which may be a wireless
or wired controller 290 for facilitating and controlling a
wireless or wired connection of the smart appliance 200
with a communications network 260, and may further in-
clude a smart data storage 270 for maintaining electron-
ically stored details relating to the primary function of the
smart appliance, such as details of the contents of a smart
refrigerator, and optionally additional informational data
(such as one or more operating characteristics of the

device; for instance, the operating temperature of a smart
refrigerator).
[0037] The smart data storage 270 can, for example,
be in the form of a database. It can be internal to the
smart appliance 200 or external, for example, employed
on a server located in the user’s dwelling, or remote to
the user’s dwelling. Smart data can be gathered for stor-
age in the smart data storage 270 through one or more
sensors 280 incorporated in the smart appliance 200.
For instance the sensors could include RFID tag readers
for detecting and recognizing items placed into a physical
storage section 175 of a smart refrigerator for storage.
Other examples of suitable sensors include QR-code
readers, bar-code readers, weight measurement scales,
camera, and photo-electric cells.
[0038] Figure 3 shows a schematic example of part of
a system that may be used to perform a method in ac-
cordance with the present disclosure. The system com-
prises a smart storage device 200 and a payment
processing system 101 that is in communication with an
acquiring institution 104 and an issuing institution 105.
The payment processing system 101 comprises at least
one communications node 110 that is configured to com-
municate with the smart storage device 200 via a com-
munications node 290 of the smart storage device 200.
The same communications node 110 or further commu-
nications nodes 110 are also configured to communicate
with the acquiring institution 104 and the issuing institu-
tion 105. The payment processing system 101 comprises
one or more processors 107 configured to operate the
communications nodes 110.
[0039] In order to initiate an order, the smart storage
device 200 accesses an online store of an online mer-
chant 103 via a web browser or app. Communications
between the online merchant 103 and the smart storage
device are sent and received using the communication
node 290 of the smart storage device 200.
[0040] Items for purchase from the online merchant
103 are selected, either by a user or automatically by the
smart storage device 200, and the smart storage device
200 provides payment details either to the online mer-
chant 103 or a payment gateway associated with the on-
line merchant 103.
[0041] In some examples a user instructs the smart
storage device to initiate the order through a user inter-
face, such a touchscreen interface. In other examples
the orders are placed at the merchant 103 automatically;
the automatic ordering process may be triggered accord-
ing to a pre-determined criteria, such as the elapse of a
given time (e.g. weekly orders) or a sensor of the device
detecting that supplies of a product has been depleted
of have run out completely.
[0042] In some examples, the above described step of
placing an order and providing payment details are not
performed at the smart storage device 200 and are, in-
stead, performed at a separate computing device.
[0043] The payment details include a token PAN that
acts as a proxy for the user’s payment card. The token
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PAN may be mapped onto the real PAN of the user by
the payment network system during processing of the
payment in order to identify the correct payment account
belonging to the user. As well as indicating the payment
account that the transaction is linked to, a given token
PAN may also be set up to provide further information
about the transaction for the payment processing system
101. For example, the payment processing system may
be aware that a certain token PAN is only permitted to
be used in transactions fulfilling certain conditions (such
as a maximum transaction amount or payments to a
specified merchant) and will block transactions that do
not fulfil those conditions. In the present disclosure to-
kens PANs are used to indicate to the payment network
provider that the payment is being made by a payment
device that forms part of an integrated payment and stor-
age system and that the payment should be treated in
accordance with the methods described in this disclo-
sure; specifically, the token PAN indicates to the payment
processing system 101 that the clearing presentment for
the transaction should be rejected until the receipt of the
order is detected by the by smart storage device 200.
[0044] Further details regarding the process of provi-
sioning token PANs associated with smart storage de-
vices are discussed with reference to Figure 4 below.
[0045] After providing payment details to the merchant
103, an authorization message is generated and proc-
essed as described with reference to Fig 1. Upon receipt
of a successful authorization message from its acquiring
institution, the merchant 103 confirms to the smart stor-
age device 200 that the order has been placed. In some
examples, the merchant 200 also provides the smart stor-
age device with data characterizing the items that have
been ordered. Examples of characterizing data include
RFID-tag data corresponding to an RFID-tag attached to
one or more of the items; volume data corresponding to
the volume of the item (such as a volume of petroleum),
weight data corresponding to the weight of one or more
products, number data corresponding to a number of
constituent parts of the items, bar-code data correspond-
ing to a bar-code attached to one of the items, QR-code
data corresponding to a QR-code tag attached to one of
the items. For example, when ordering a fluid, the mer-
chant may specify a volume and a weight of the ordered
fluid. In some examples, the smart storage device 200
is configured to detect or measure only certain types
characterizing data (for example, RFID data or weight
data) and will request data of that type from the merchant
103.
[0046] The merchant 103 will provide a list of success-
ful authorizations that have been made (including the au-
thorization for the order) to its acquiring institution at a
later point. This may be done, for example, at the end of
the day of the authorization. At a still later point (the next
day, for example), the acquiring institution will provide
the payment processing system 101 with a clearing pre-
sentment file comprising a plurality of clearing present-
ment messages corresponding to authorizations re-

ceived from its associated merchants.
[0047] For standard clearing presentment messages,
the payment processing system 101 will perform a
number of checks and either reject clearing presentment,
or send them on to the issuing institution 104 in a modified
form. Other clearing presentment messages, in contrast,
are determined to be associated with a value added serv-
ice (VAS) that specifies that the clearing presentment
processing is modified with respect to standard transac-
tions and processed, instead, according to a delayed
clearing protocol.
[0048] In order to determine whether the presentment
messages are to be processed according to the delayed
clearing protocol, the payment processing system 101
has access to a database comprising a plurality of token
PANs associated with the delayed clearing protocol. The
payment processing system 101 then determines that
the transaction is to be processed according to the de-
layed clearing protocol by checking the database to de-
termine whether the token PAN used in the payment is
associated with the delayed clearing protocol. In some
examples, the payment processing system 101 deter-
mines this upon receiving the authorization message (by,
for example, using the Authorization DE63 field of the
ISO 8585 standard). In other examples, the payment
processing system 101 determines this upon receiving
the clearing presentment message (by, for example, us-
ing the Presentment DE63 field of the IPM).
[0049] Upon receiving a clearing presentment mes-
sage that is determined to be processed according to a
delayed clearing protocol scheme, the clearing message
presentment then determines whether a message has
been received from the smart storage device 200 indi-
cating that the product has been received. If such a mes-
sage has been received from the smart storage device
200, the clearing presentment is processed as normal.
If no such message has been received, the clearing pre-
sentment is rejected (that is, an error message is returned
to the acquiring institution indicating that the clearing pre-
sentment will not be processed).
[0050] The process for determining whether a mes-
sage has been received indicating that the product has
been received by the smart storage device 200 may be
performed in accordance with one of the two schemes
outlined below.
[0051] According to the first scheme, the payment
processing system 101 determines that the payment
should be processed in accordance with the delayed
clearing protocol when the authorization message is re-
ceived. At this point, a record corresponding to the au-
thorization is created in a delay database. When a clear-
ing presentment message is received, the database is
checked to determine whether a record for the corre-
sponding authorization exists; if such a record does exist,
the clearing presentment is rejected. When a product re-
ceipt message is received from the mobile electronic de-
vice confirming fulfilment of the order, the record asso-
ciated with the relevant transaction is then removed from
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the delay database. A subsequent clearing presentment
message will then be allowed, as checking the delay da-
tabase for the corresponding authorization will no longer
return a match.
[0052] According to the second scheme, the payment
processing system 101 may determine that that the pay-
ment should be processed in accordance with the de-
layed clearing protocol when the clearing presentment
message is received. According to this protocol, upon
receiving the clearing presentment message the pay-
ment processing system 101 calls the smart storage de-
vice 200 for confirmation that the product has been re-
ceived. Processing of the clearing presentment is only
continued if such confirmation is received from the smart
storage device 200 and is otherwise rejected.
[0053] The smart storage device 200 is provided with
at least one sensor configured to detect or measure data
corresponding to the characterizing data provided by the
merchant 103. In some examples, the smart storage de-
vice 200 is further configured to generate and send a
receipt message to the payment processing system 101
upon receipt of the items ordered. In other examples, the
smart storage device confirms or denies receipt of the
items in response to a call from the payment processing
system 101. Receipt of the items ordered is detected by
comparing data measured by its at least one sensor with
the characterizing data provided by the merchant 103.
For example, the merchant may have provided data char-
acterizing an RFID-tag on the ordered item; upon detect-
ing using an RFID-reader an RFID-tag corresponding
with the characterizing data, the smart storage device
200 will send a message to the payment processing 101
confirming receipt of the order.
[0054] Figure 4 shows a schematic representation of
token PAN provisioning according to some examples of
the present disclosure.
[0055] On initiating an order, the smart storage device
200 sends a token PAN provisioning request 402 to the
payment processing system 101.
[0056] The token PAN provisioning request 402 com-
prises a PAN associated with a payment card (the ’fund-
ing PAN’). The token PAN provisioning message 402 in-
dicates to the payment processing system 101 that the
generated token PAN should be associated with a pay-
ment card 403 by the payment processing system 101.
The payment processing system 101 creates a record
404 in a token database 405 linking the token PAN with
the payment card.
[0057] The smart storage device 200 also provides an
indication 406 to the payment processing system 101
that transactions made using the token PAN should be
processed according to the delayed clearing protocol.
The indication may comprise data that is sent separately
from the token PAN 401. Alternatively, the token PAN
401 may be generated in a form that is understood to be
associated with the delayed clearing protocol. For exam-
ple, token PAN’s in which the first four digits lie within the
range 5550-5559, say, may be reserved for use in de-

layed clearing protocol transactions.
[0058] Thus, when the payment processing system
101 receives an authorisation request or clearing pre-
sentment having the token PAN, the payment processing
system 101 is able to map the token PAN onto a payment
card 403 (which was identified to the payment processing
system 101 on generation of the token PAN) and is able
to determine that the authorisation request or clearing
presentment message belongs to a category of transac-
tions to be processed according to the delayed clearing
protocol.
[0059] In response to the token PAN provisioning re-
quest, the payment processing system 101 returns a
message comprising a token PAN 401, which may be a
series of numbers formatted in accordance with the PAN
field of an authorization message in accordance with a
messaging standard.
[0060] In some examples, a token PAN 401 is used to
make payment in relation to several different orders. In
one such example, the token PAN 401 may be generated
on placing a first order. Subsequent orders using the
same token PAN 401 would not require a step of gener-
ating a new token PAN. In another example, the token
PAN 401 may be generated when the device is first reg-
istered to a user.
[0061] Figure 5 shows a flow diagram illustrating steps
in a method of the present disclosure performed by a
network server of the payment processing network 101.
[0062] In step 501, the network server receives an au-
thorization request message from the acquiring institu-
tion 104 for authorization of a payment transaction. The
authorization request comprises: a token primary ac-
count number, PAN, associated with a payment account
at a second financial institution and with an electronic
device configured to detect the presence of the one or
more products.
[0063] In step 502, the network server determines,
based on the token PAN, that the payment transaction
should be processed according to a delayed clearing pro-
tocol. To do this, the network server accesses a database
comprising a plurality of token PANs associated with the
delayed clearing protocol and determines that the token
PAN is one of the plurality of token PANs in the database.
[0064] In step 503, the network server receives a clear-
ing presentment file comprising at least one clearing pre-
sentment message from a server of the first financial in-
stitution. The clearing presentment message comprises
details of a transaction to be processed for payment from
the second financial institution to the first financial insti-
tution.
[0065] The network server then proceeds to process
the payment transaction according to a delayed clearing
protocol.
[0066] In step 504, the network server determines
whether the network server has received a receipt mes-
sage from the electronic device indicating that the sensor
of the electronic device has detected the presence of the
one or more products.
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[0067] In step 505, upon determining that the network
server has not received the message indicating that the
sensor of the electronic device has detected the pres-
ence of the one or more products, the network server
returns an error message to the first financial intuition
indicating that the clearing presentment message has
been rejected.
[0068] An example illustrating a transaction processed
in accordance with the present disclosure is as follows.
[0069] A smart refrigerator places an order for milk at
the online store of a local supermarket. When placing the
order, a token PAN associated with the delayed clearing
protocol is generated and provided to the payment portal
of the local supermarket. On confirmation of the author-
ization of the purchase, the order is accepted by the su-
permarket and a RFID code and weight corresponding
to the milk are provided to the smart refrigerator.
[0070] Subsequently, the acquiring institution associ-
ated with the merchant submits a clearing presentment
file to the payment processing network 101 including a
presentment message for the order of milk.
[0071] On receiving the payment presentment mes-
sage, the payment network provider checks whether con-
firmation of the arrival of the order of milk has been re-
ceived. If confirmation has not been received, the pay-
ment processing network rejects the payment present-
ment message and sends an error message to the ac-
quiring institution.
[0072] A day later, the order of milk is received and the
carton of milk is placed into the physical storage section
of the smart refrigerator. An RDIF-reader in the smart
refrigerator detects an RFID-tag on the milk carton cor-
responding to the RFID-code provided by the supermar-
ket, and a weight sensor in the smart refrigerator detects
the addition of an object to the physical storage section
having a weight corresponding to the weight provided by
the supermarket. The smart refrigerator therefore con-
siders itself to have detected the carton of milk.
[0073] On detection of the carton of milk, the smart
refrigerator sends a confirmation message to the pay-
ment processing network confirming receipt of the order.
[0074] A further clearing presentment file is sent by the
acquiring institution, the further clearing presentment file
including the previously rejected clearing presentment
message for the order of milk.
[0075] On determining that the message confirming re-
ceipt of the order has been received from the smart re-
frigerator, the payment processing network proceeds to
process the clearing presentment message according to
a standard procedure, such as that described with refer-
ence to Figure 1.
[0076] Other embodiments will be apparent to those
skilled in the art from consideration of the specification
and practice of the embodiments disclosed herein. It is
intended that the specification and examples be consid-
ered as exemplary only.
[0077] In addition, where this application has listed the
steps of a method or procedure in a specific order, it could

be possible, or even expedient in certain circumstances,
to change the order in which some steps are performed,
and it is intended that the particular steps of the method
or procedure claims set forth herein not be construed as
being order-specific unless such order specificity is ex-
pressly stated in the claim. That is, the operations/steps
may be performed in any order, unless otherwise spec-
ified, and embodiments may include additional or fewer
operations/steps than those disclosed herein. It is further
contemplated that executing or performing a particular
operation/step before, contemporaneously with, or after
another operation is in accordance with the described
embodiments.
[0078] The methods described herein may be encoded
as executable instructions embodied in a computer read-
able medium, including, without limitation, non-transitory
computer-readable storage, a storage device, and/or a
memory device. Such instructions, when executed by a
processor (or one or more computers, processors, and/or
other devices) cause the processor (the one or more
computers, processors, and/or other devices) to perform
at least a portion of the methods described herein. A com-
puter-readable storage medium includes, but is not lim-
ited to, volatile memory, non-volatile memory, magnetic
and optical storage devices such as disk drives, magnetic
tape, CDs (compact discs), DVDs (digital versatile discs),
or other media that are capable of storing code and/or
data.
[0079] The methods and processes can also be par-
tially or fully embodied in hardware modules or appara-
tuses or firmware, so that when the hardware modules
or apparatuses are activated, they perform the associat-
ed methods and processes. The methods and processes
can be embodied using a combination of code, data, and
hardware modules or apparatuses.
[0080] Examples of processing systems, environ-
ments, and/or configurations that may be suitable for use
with the embodiments described herein include, but are
not limited to, embedded computer devices, personal
computers, server computers (specific or cloud (virtual)
servers), hand-held or laptop devices, multiprocessor
systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, mobile tele-
phones, network PCs, minicomputers, mainframe com-
puters, distributed computing environments that include
any of the above systems or devices, and the like. Hard-
ware modules or apparatuses described in this disclo-
sure include, but are not limited to, application-specific
integrated circuits (ASICs), field-programmable gate ar-
rays (FPGAs), dedicated or shared processors, and/or
other hardware modules or apparatuses.
[0081] Receivers and transmitters as described herein
may be standalone or may be comprised in transceivers.
User input devices can include, without limitation, micro-
phones, buttons, keypads, touchscreens, touchpads,
trackballs, joysticks and mice. User output devices can
include, without limitation, speakers, graphical user in-
terfaces, indicator lights and refreshable braille displays.
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User interface devices can comprise one or more user
input devices, one or more user output devices, or both.

Claims

1. Method of processing a payment transaction for an
order for one or more products, the method compris-
ing:

receiving, at a network server, from a server of
a first financial institution, an authorization re-
quest message for authorization of the payment
transaction, the authorization request compris-
ing:

a token primary account number, "PAN",
associated with a payment account at a sec-
ond financial institution and with an elec-
tronic device configured to detect the pres-
ence of the one or more products;

determining, based on the token PAN, that the
payment transaction should be processed ac-
cording to a delayed clearing protocol by:

accessing a database comprising a plurality
of token PANs associated with the delayed
clearing protocol, and
determining that the token PAN is one of
the plurality of token PANs in the database;

receiving, at the network server, from a server
of the first financial institution, a clearing pre-
sentment file comprising at least one clearing
presentment message, the clearing present-
ment message comprising details of the pay-
ment transaction; and
processing the payment transaction according
to a delayed clearing protocol by:

determining whether the network server has
received a receipt message from the elec-
tronic device indicating that the sensor of
the electronic device has detected the pres-
ence of the one or more products; and
upon determining that the network server
has not received the message indicating
that the sensor of the electronic device has
detected the presence of the one or more
products, returning an error message to the
first financial intuition indicating that the
clearing presentment message has been
rejected.

2. The method of claim 1, further comprising:

receiving, at the network server, a message from

the electronic device indicating that the sensor
of the electronic device has detected the pres-
ence of the one or more products; and
sending the clearing presentment message to a
server of the second financial institution.

3. The method of claim 1, further comprising:

receiving, at the network server, a receipt mes-
sage from the electronic device indicating that
the sensor of the electronic device has detected
the presence of the one or more products;
sending a confirmation message, from the net-
work server, to the server of the first financial
institution, requesting that the payment transac-
tion be included in a further clearing present-
ment message,
receiving, at the network server, from the server
of the first financial institution, a further clearing
presentment file comprising the clearing pre-
sentment message, wherein the further clearing
presentment message comprises details of the
payment transaction; and
sending the clearing presentment file to a server
of the second financial institution for settlement.

4. A system comprising at least one communication
node, memory having a database stored thereron,
and a processor configured to perform the steps of
any preceding claim.

5. A method of initiating and completing a payment
transaction for an order for one or more products
using an electronic device comprising a sensor con-
figured to detect the presence of the one or more
products, the method comprising:

sending, using an internet communication node
of the electronic device, to a merchant server,
payment details comprising a token primary ac-
count number, "PAN", for authorization of the
payment transaction, wherein the token PAN is
pre-configured to be processed at a network
server according to a delayed clearing protocol,
in which the network server delays the comple-
tion of the payment transaction until the network
server has received the confirmation message
indicating that the one or more products has
been detected by the sensor;
detecting, using the sensor, the presence of the
one or more products, wherein detecting the
presence of the one or more products compris-
es:

obtaining data measurements from the sen-
sor of the electronic device; and
determining that the data measurements
correspond to product characteristic data
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stored on the electronic device, wherein the
product characteristic data indicates an ex-
pected value of the data measurement cor-
responding to the one or more products,

sending, using an internet communication node
of the electronic device, to a network server, a
receipt message indicating that the one or more
products has been detected by the sensor and
that the payment transaction is to be completed.

6. The method of claim 5, further comprising:

sending, from the electronic device, to the net-
work server, a token PAN provisioning request
comprising: a funding PAN, a device identifier
identifying the electronic device, and an indica-
tion that payments made using the token PAN
should be processed according to the delayed
payment protocol in which the network server
delays the completion of the payment transac-
tion until it has received the confirmation mes-
sage indicating that the one or more products
has been detected by the sensor; and
receiving, from the network server, the token
PAN.

7. The method of claim 5 or claim 6, further comprising:

receiving, at the electronic device, from the mer-
chant server, product characteristic data char-
acterizing the one or more products, thereby al-
lowing the one or more products to be identified
by comparison with data measurements from
the sensor.

8. The method of any of claims 5 to 7, wherein the prod-
uct characteristic data comprises one or more of:
weight data corresponding to a weight of the one or
more products, volume data corresponding to a vol-
ume of the one or more products, number data cor-
responding to a number of constituent parts of the
one or more products, bar-code data corresponding
to a bar-code on the one or more products, QR-code
data corresponding to a QR-code tag on the one or
more products, or RFID data corresponding to an
RFID tag on the one or more products.

9. The method of any of claims 5 to 8, further comprising
initiating, from the electronic device, by communi-
cating with the merchant server, the order for the one
or more products, wherein the order is initiated based
on a pre-determined criteria, wherein the pre-deter-
mined criteria is one of:

a pre-determined time having elapsed since a
previous order;
the current time and date being equal to a pre-

determined time and date; or

the removal of an item being detected by
the sensor of the electronic device.

10. A method of initiating and delaying a payment trans-
action for an order for a first product using an elec-
tronic device comprising a sensor configured to de-
tect the presence of the first product, the method
comprising:

sending, using an internet communication node
of the electronic device, to a merchant server,
payment details comprising a token primary ac-
count number, PAN, for authorization of the pay-
ment transaction, wherein the token PAN is pre-
configured to be processed at a network server
according to a delayed clearing protocol, in
which the network server delays the completion
of the payment transaction until it has received
the confirmation message indicating that the first
product has been detected by the sensor;
detecting, using the sensor, the presence of a
second product, wherein detecting the presence
of the second product comprises:

obtaining data measurements from the sen-
sor of the electronic device; and
determining that the data measurements do
not correspond to product characteristic da-
ta stored on the electronic device, wherein
the product characteristic data indicates an
expected value of the data measurement
corresponding to the first product,

sending, using an internet communication node
of the electronic device, to the merchant server,
a non-receipt message indicating that the sec-
ond product has been detected by the sensor,
rather than the first product.

11. An electronic device comprising a sensor and an in-
ternet communication node, the electronic device
being configured to execute the method of any of
claims 5 to 10.

12. The electronic device of claim 11, wherein the device
is a smart storage device, comprising a storage com-
partment suitable for storing the product.

13. The electronic device of claim 12, wherein:

the smart storage device is a smart fridge and
the storage compartment is a refrigerated com-
partment; or
the smart storage device is a vehicle and the
storage compartment is a fuel container.
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14. The electronic device of any of claims 11 to 13,
wherein the sensor is one or more of one or more of
a QR-code reader, a bar-code reader, scales, a cam-
era, a photo-electric cell, and an RFID reader.
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