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(54) INDUSTRIAL DEVICE FAULT MANAGEMENT IN A COMMUNICATIONS SYSTEM

(57) A computerized method for drive fault manage-
ment comprises receiving, in a computing apparatus, at
least drive fault log data and drive status data from the
drive via a local connection network. Based on the re-
ceived data, the computing apparatus executes fault trac-
ing step(s) related to the drive, comprising outputting a
drive-related inquiry to a user and receiving a user re-
sponse to the drive-related inquiry, causing the running
of operational tests on the drive, requesting and receiving

further drive-related information from the drive via the
local connection network, requesting/receiving further
drive-related information from a remote apparatus via a
communications network, generating and outputting a
drive-related checklist to the user in respect of the fault,
generating and outputting a drive-related question to the
user regarding the fault, and/or generating and outputting
a suggestion for a corrective action to the user regarding
the fault.
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Description

FIELD OF THE INVENTION

[0001] The invention relates to a communications sys-
tem, and particularly to performing fault management re-
garding an industrial automation device.

BACKGROUND

[0002] The following background description art may
include insights, discoveries, understandings or disclo-
sures, or associations together with disclosures not
known to the relevant art prior to the present invention
but provided by the present disclosure. Some such con-
tributions disclosed herein may be specifically pointed
out below, whereas other such contributions encom-
passed by the present disclosure the invention will be
apparent from their context.
[0003] Frequency converters are used to change fre-
quency and magnitude of electricity supplied to a load.
Frequency converters are being used, for example, in
alternating current (AC) motor drives. In exemplary op-
eration, a frequency converter receives AC current from
an electrical power supply and converts the frequency of
the received AC current to another frequency after which
the AC current is supplied to an AC electric motor. Also
further parameters, for example, a voltage level of the
received AC current may be changed. The AC motors
are used in various applications including, for example,
fans and pumps. In many applications the use of frequen-
cy converters may provide significant energy savings
compared to supplying electrical power having a constant
frequency.

SUMMARY

[0004] The following presents a simplified summary of
features disclosed herein to provide a basic understand-
ing of some exemplary aspects of the invention. This
summary is not an extensive overview of the invention.
It is not intended to identify key/critical elements of the
invention or to delineate the scope of the invention. Its
sole purpose is to present some concepts disclosed here-
in in a simplified form as a prelude to a more detailed
description.
[0005] According to an aspect, there is provided the
subject matter of the independent claims. Embodiments
are defined in the dependent claims.
[0006] One or more examples of implementations are
set forth in more detail in the accompanying drawings
and the description below. Other features will be appar-
ent from the description and drawings, and from the
claims.
[0007] Some embodiments provide a method, system,
apparatus and a computer program product for fault man-
agement of an automated power conversion device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] In the following the invention will be described
in greater detail by means of preferred embodiments with
reference to the attached drawings, in which

Figure 1 illustrates a wireless communication system
to which embodiments of the invention may be ap-
plied;
Figure 2 is a signalling diagram of a procedure for
device fault management according to an embodi-
ment of the invention;
Figure 3 illustrates a process for device fault man-
agement according to an embodiment of the inven-
tion;
Figure 4 is a block diagram illustrating an exemplary
apparatus.

DETAILED DESCRIPTION OF THE INVENTION

[0009] The following embodiments are exemplary. Al-
though the specification may refer to "an", "one", or
"some" embodiment(s) in several locations, this does not
necessarily mean that each such reference is to the same
embodiment(s), or that the feature only applies to a single
embodiment. Single features of different embodiments
may also be combined to provide other embodiments.
Furthermore, words "comprising" and "including" should
be understood as not limiting the described embodiments
to consist of only those features that have been men-
tioned and such embodiments may contain also fea-
tures/structures that have not been specifically men-
tioned.
[0010] Figure 1 illustrates a wireless communication
scenario to which embodiments of the invention may be
applied. Referring to Figure 1, an example of a radio sys-
tem to which embodiments of the invention may be ap-
plied, is based on LTE network elements. However, an
embodiment is not limited to the LTE radio communica-
tions systems but may also be implemented in other radio
communications systems, such as 3G, 4G, 5G, LTE-A,
UMTS (universal mobile telecommunications system),
EDGE, WCDMA, Bluetooth network, WLAN or any other
mobile or wireless network. In an embodiment, the pre-
sented solution may be applied between user equipment
belonging to different but compatible systems such as
LTE and UMTS.
[0011] A general architecture of a communication sys-
tem is illustrated in Figure 1. Figure 1 illustrates a sim-
plified system architecture only showing some elements
and functional entities, all being logical units whose im-
plementation may differ from what is shown. The con-
nections shown in Figure 1 are logical connections; the
actual physical connections may be different. It is appar-
ent to a person skilled in the art that the systems also
comprise other functions and structures. It should be ap-
preciated that the functions, structures, elements, and
protocols used in or for wireless communication are ir-
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relevant to the actual invention. Therefore, they need not
be discussed in more detail here.
[0012] Figure 1 illustrates a communication system ac-
cording to an embodiment. Figure 1 illustrates an exem-
plary communications system in which a computing ap-
paratus such as a user terminal 105 is able to connect
to a network node (network element NE) such as a cloud
server 109 and to an automated power conversion device
such as a drive 101. The user terminal 105 may be a
local terminal device (local device) UE1 located on-site
at a close proximity of the drive 101. The local terminal
device 105 may comprise a user equipment UE1 such
as a smartphone, mobile phone, tablet computer or lap-
top computer. A connection 106 of the local terminal de-
vice 105 to the network node 109 may be provided by a
cellular, wireless or wired link. A connection 104 of the
local terminal device 105 to the drive 101 may be provid-
ed e.g. by a Bluetooth, WLAN, NFC (near field commu-
nication), or inductive connection (such as an inductive
connection according to an inductive power standard (Qi)
by the Wireless Power Consortium). It is also possible
that the connection 104 of the local terminal device 105
to the drive 101 is a wired connection implemented e.g.
by means of a universal serial bus (USB).
[0013] The network node 109 may be a remote com-
puting apparatus comprising or being connected to a re-
mote terminal device UE2 112, server NE 109 or data-
base DB 111 located at a service center, for facilitating
service and maintenance of the drive 101. The remote
apparatus(es) may facilitate different ways of how to
communicate with the drive 101 via the local terminal
device 105. The remote device 109, 111, 112 may com-
prise e.g. a server, database, desktop computer, laptop
computer, tablet computer, smartphone, mobile phone,
etc. Any suitable technology that makes it possible to
store drive data, drive fault data and drive fault debugging
data into a service center database 111 may be utilized.
For example, a cloud service (cloud computing) may be
used via the internet to store drive data, fault data and
drive fault debugging data into the service center data-
base 111. The local and remote apparatuses may be
capable of communicating with each other via the con-
nection 106, 110, 113, 114 by utilizing the cloud service
e.g. via the internet. It is also possible that the remote
terminal device UE2 112, server NE 109 and/or database
DB 111 are located on-site near the device 101. The ac-
tual physical location of the cloud service/cloud server is
not relevant to the embodiment, but instead the remote
terminal device UE2 112, server NE 109 and/or database
DB 111 may be located in any convenient location.
[0014] Let us now describe embodiments of the inven-
tion with reference to Figure 2. Figure 2 is a signalling
diagram illustrating a computerized method for drive fault
management in network node a communications system.
The network node 105, 109, 111, 112 may be a terminal
device, user equipment, host computer, server compu-
ter, base station, access node or any other network ele-
ment. For example, the server computer or the host com-

puter may generate a virtual network through which the
host computer communicates with the terminal device.
[0015] Referring to Figure 2, the drive 101 is configured
to store (block 201) data related to various internal vari-
ables and key performance indicators (KPI) about the
condition/status of the frequency converter or the drive
system (e.g. power-on time, motor running hours, fan
running hours, estimation of the DC (direct current) link
capacitor lifetime, load current histogram, temperature
(ambient temperature, insulated gate bipolar transistor
(IGBT) temperature, control board temperature, etc.),
frequency, DC link voltage, current(s), status words, in-
ternal control references, etc.). This data in combination
with drive identification data may be referred to as drive
status data (which may be stored e.g. in an internal mem-
ory of the drive). The drive may detect (block 202) an
operational fault in the drive and/or in the device (such
as a fan, pump) the drive is controlling. The fault or error
may also occur in (and/or be detected by) a drive option
module such as a fieldbus adapter. The adapter may
include its own fault logging system from which the fault
data may be transferred to the drive and added to data
blocks. The fault data may also originate from a control
system such as PLC, and/or the fault data may be col-
lected by the control system. When the fault is detected,
the drive is configured to record information on the fault
(also referred to as fault log data herein) such as a fault
code and possibly other device-recordable data. The
drive status data and the fault log data are transmitted
(block 203) to the user apparatus 105 via a local com-
munications connection 104 (such as Bluetooth, mobile,
wireless, wired, NFC, inductive connection). The drive
status data and/or fault log data may be transmitted 203
to the user apparatus 105 automatically when the fault
is detected in the drive 101. Alternatively the fault log
data and/or the drive status data may be transmitted 203
from the drive 101 to the user apparatus 105 in response
to the user apparatus 105 requesting it.
[0016] In block 204, the drive status data and the fault
log data are received in the user apparatus 105. Based
on at least the received fault log data and device status
data, the user apparatus 105 is configured to execute
(block 205) one or more fault tracing steps related to the
drive 101, in order to try to solve the fault situation. The
executing 205 of at least one of the fault tracing steps
may comprise, for example, outputting a drive related
inquiry to a user and receiving a user response to the
drive related inquiry, causing the running of one or more
operational tests on the drive 101, requesting and receiv-
ing further drive related information from the drive 101
via the local connection network 104, requesting and re-
ceiving further drive related information from the remote
apparatus 109 via the communications network 106, gen-
erating and outputting a drive related checklist to the user
in respect of the fault, generating and outputting a drive
related question to the user in respect of the fault, and/or
generating and outputting a suggestion for a corrective
action to the user in respect of the fault (instead of or in
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addition to the drive, these steps may relate to the device
the drive is controlling)..
[0017] The user apparatus 105 may output (block 206)
a request (via an appropriate user interface in the user
apparatus) to the user, requesting the user to indicate to
the user apparatus 105 whether or not the fault was cor-
rected. If the user indicates (block 206, via an appropriate
user interface (e.g. keyboard, touch display, microphone)
in the user apparatus 105) to the user apparatus 105 that
the drive fault was not corrected, the user apparatus 105
may execute 205 at least one other or updated fault trac-
ing steps related to the drive to try to solve the fault sit-
uation. Alternatively/in addition, the user apparatus 105
may cause (block 207) transmission of the fault log data,
the device status data, information on the executed fault
tracing step(s), and other debugging data (such as user-
entered debugging data) related to the drive to a remote
apparatus 109 (such as a cloud server), for further anal-
ysis of the fault. Despite of whether or not the fault was
corrected, the user apparatus may cause (block 207)
transmission of the fault log data, the device status data,
the information on the executed fault tracing step(s), and
the other debugging data to the remote apparatus 109
to be stored 208 in a memory/database 111. At least part
of that information may also be stored 206 in an internal
memory/database of the user apparatus.
[0018] Thus the computing apparatus 105 may interact
with at least one of the user, the drive 101 and the remote
apparatus 109, 111 to obtain more information on at least
the fault and/or the drive 101, and utilize the obtained
information when generating/selecting/executing the
fault tracing steps.
[0019] The fault tracing step executed in the computing
apparatus 105 may be selected based on information
obtained from one or more earlier device fault tracing
steps. This enables providing a self-learning system
where the fault tracing steps may be dynamically cus-
tomized for the drive 101 and the operational fault of the
drive 101. This enables performing efficient drive self-
diagnosis and drive self-diagnosis information sharing in
the communications system.
[0020] The method may comprise causing storing, in
a memory (e.g. database 111), associated information
on one or more of the suggestion for the corrective action,
whether or not the fault was corrected, the fault tracing
step, the fault log data, the device status data, the further
device related information, the device related inquiry and
the user response, the operational test, a result of the
operational test, the device related checklist, the device
related question, user-entered information, other debug-
ging data; the further fault analysis, and a result of the
further fault analysis.. The computing apparatus 105 may
utilize the stored information later as source information
when generating and executing a subsequent fault trac-
ing step related to the same or different drive 101 (and
possibly same fault or same type of fault).
[0021] The computing apparatus 105 may also output
a request to the user, and may detect a user input indi-

cating whether or not the updated fault tracing step en-
ables the drive fault to be corrected.
[0022] Despite of whether or not the drive fault was
corrected, the computing apparatus 105 causes 207
transmission of the drive data, fault data, and information
on the executed fault tracing step(s) and other debugging
data to the remote apparatus 109. These may then be
stored 208 in the remote apparatus 109 and/or database
111.
[0023] In block 208, a further drive fault analysis may
be performed in the remote apparatus 109 based on in-
formation received from the user apparatus 105 and
based on earlier fault, drive, fault tracing and/or debug-
ging related information stored in the remote apparatus
109 and/or database 111. In item 209, the remote appa-
ratus 109 may cause transmission of information on the
result of the further fault analysis to the user apparatus
105. In item 210, the user apparatus 105 may receive
the information on the result of the further fault analysis,
and output said information to the user. This output in-
formation may further help the user to try to solve the
issue with the drive 101. Based on the information re-
ceived in step 210, one or more further fault tracing steps
205 may also be performed in the user apparatus 105 if
needed/desired.
[0024] The message 207 may comprise a request for
performing a further fault analysis. If needed, the further
fault analysis may also be conducted by the user of the
remote user apparatus 112, based on information re-
ceived 208 from the user apparatus 105 and based on
earlier fault, drive, fault tracing and/or debugging related
information stored in the remote apparatus 109 and/or
database 111. In that case the remote user apparatus
112 may cause transmission of information on the result
of the further fault analysis directly to the local user ap-
paratus 105 via the connection 114 or otherwise.
[0025] Thus, it is possible to store data in a drive 101.
The drive 101 is configured to record selected key pa-
rameters and status information, e.g. hours operated and
temperature cycles, related to the drive 101. If needed
(e.g. a fault appeared in the drive 101), it is possible to
establish a communications connection 104 between the
drive 101 and a local computing apparatus 105. The local
computing apparatus 105 may be a user terminal 105,
such as a mobile phone 105, smart phone 105, laptop
computer 105, or tablet 105. The data that is stored in
the drive 101 may be downloaded/transmitted from the
drive 101 to the computing apparatus 105. By analysing
the downloaded data in the computing apparatus 105,
the computing apparatus 105 is able to automatically
generate a series of debugging/troubleshooting proce-
dures (also referred to as a fault tracing steps) based on
the current condition of the drive 101. The generated fault
tracing steps enable the computing apparatus 105 to in-
teract with the user, the drive 101, a cloud computing
apparatus 109 and/or a database 111, to check, test
and/or adjust various issues in relation to the drive 101.
These steps may include the computing apparatus 105
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outputting a series of questions and receiving a user re-
sponse to them (e.g. questions about drive applications
such as a crane application, working environments, con-
nected other systems such as PLC, observations of pre-
vious amoralities), the computing apparatus 105 output-
ting simple recommendations on tests to be initialized by
the user (such as recommendations on changing param-
eters), and trials to find out if the recommendations work.
Relevant data (drive parameters, performance, user re-
sponses to the questions, environment variables, e.g.
location and weather) gathered during this procedure is
recorded in the computing apparatus 105. This may al-
ready solve the situation with the drive 101. However, if
it does not solve the situation with the drive 105, the data
above may be transmitted from the computing apparatus
105 to the (possibly remotely located) cloud computing
apparatus 109 (such as a database server, service server
or cloud server 109) which a drive support team has ac-
cess to, for further analysis. Thus the data from the drive
101 and the recorded self-debugging data may be made
accessible to the drive support team via the cloud server
109. Thereby a support engineer (remote or on-site) is
able to understand the condition of the drive 101 imme-
diately by connecting (by means of UE2 112) to the cloud
server 109, and the user does not need to repeat the
situation. Thus the whole service process may be made
much more effective both for the local user and the drive
support team.
[0026] In an example, the computing apparatus 105
may try to solve an issue that the user is having with the
drive 101, by utilizing a drive-specific and fault-specific
debugging wizard script comprising one or more fault
tracing steps. The computing apparatus 105 requests
data from the drive 101 and from the database 111 (e.g.
a diagnosis database). The data received in the comput-
ing apparatus 105 from the drive 101 comprises e.g. key
parameter values and fault logger data which are re-
quested or automatically transmitted from the drive 101
to the computing apparatus 105 using a wireless con-
nection 104 between the drive 101 and the computing
apparatus 105. The diagnosis database may be a sub-
set of a comprehensive database 111 located in or con-
nected to the cloud server 109. In addition, installation
information on the drive 101 may be requested from the
database 111 (e.g. from a drive installation database
which may be a sub-set of the comprehensive database
111), or, alternatively, it may be queried from the user by
the computing apparatus 101. Based on this information,
the computing apparatus 105 tries to solve the issue by
outputting queries to the user, by performing tests, and/or
by outputting solution proposals. This series of steps is
intelligently selected in the computing apparatus 105
based on information obtained from previous steps. Be-
tween the steps, the computing apparatus 105 may re-
quest more data from the cloud server 109 or from the
drive 101, if needed. Moreover, the computing apparatus
105 may be configured to cause the drive 101 to perform
the tests. The computing apparatus 105 records the

steps and the data obtained when performing the steps,
and transmits the recorded data to the database 111.
The data obtained/transmitted may be later used for solv-
ing a subsequent issue with a drive.
[0027] In another example, the process starts in the
same way as described above. However, after a few
steps the user and/or the computing apparatus 105 may
conclude 205 that the issue with the drive 101 is not solv-
able by means of the debugging wizard script. At that
point, the computing device may output 206 (e.g. on a
display) information indicating to the user, for example,
that assistance from a support engineer is required (e.g.
when the algorithm is not (anymore) confident about the
possible cause of the situation or when it knows that this
situation requires help from a support line), and/or the
user may decide that the problem was not fixed. There-
fore the computing apparatus 105 may comprise a user
interface by means of which the user may insert 206 ad-
ditional information on the drive fault in a form of text,
pictures and/or videos to further elaborate the issue. The
computing apparatus 105 is configured to cause trans-
mission 207 of the user-inserted information, the drive
data, the additional information, and/or information on
the recorded solving procedure to the cloud server 109.
The support engineer may then try to solve the drive fault
issue based on the information received 208 in the cloud
server 109 and/or contact the user of UE1 (the support
engineer may be the user of the remote computing ap-
paratus UE2 112).
[0028] In yet another example, a user (e.g. electrician
Mr Li in Shanghai) receives 204 an overcurrent fault no-
tification (including a specific fault code) in his computing
apparatus 105 from a drive 101 used control a conveyor
belt. The user uses the computing apparatus 105 to con-
nect to the drive 101. In response to the connecting, the
computing apparatus 105 uploads/downloads 204 auto-
matically pieces of data, such as 1) used reference
speed, motor current, etc. from the drive 105, based on
a fault code, 2) relevant information (location, owner) of
the particular drive 105 from the drive install database
111, and/or 3) from the diagnosis database 111 informa-
tion on possible similar issues in similar conditions.
Based on the acquired data the computing apparatus
105 creates 205 a stepwise troubleshooting (debugging)
wizard script for solving the fault and outputs 205 the
script to the user (Mr Li). The user controls the stepwise
troubleshooting wizard script to be run in the computing
apparatus 105. That may include, for example, the com-
puting apparatus 105 outputting 205 interactive instruc-
tions such as instructions to first visually check the cables
and connectors. If they are ok, Mr Li indicates to the com-
puting apparatus 105 that the cables and connectors are
ok, and the computing apparatus 105 registers this. The
second step may be to go through motor parameters. If
they are ok, Mr Li indicates this to the computing device
105, and the computing apparatus 105 registers this. The
next step may be the computing apparatus 105 outputting
interactive instructions to check the drive fans. Mr Li may
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notice that one of the fans is not rotating, and indicate
the observation to the computing apparatus 105, and the
computing apparatus 105 registers this. The computing
apparatus 105 may output 205 a solution proposal to
replace the fan. If the fan replacement enables to fix the
fault, Mr Li may confirm 206 the fixing to the computing
apparatus 105 via the user interface. The computing de-
vice 105 detects 206 Mr Li’s confirmation, and automat-
ically uploads and transmits (block 207) the details about
this fault tracing case from the computing apparatus 105
to the database 111 to be used as possible seed data
for a drive fault diagnosis in the future.
[0029] In yet another example, Mr Li may command
the computing apparatus 105 to generate and run 205
the troubleshooting wizard (as described above). If no
solution is found (i.e. the drive fault does not get fixed),
he confirms 206 to the computing apparatus 105 by
means of the user interface that no solution was found.
In response to detecting 206 the confirmation, the com-
puting apparatus 105 gathers together the recorded in-
formation to form a support package, including source
data as well as the details and results of each trouble-
shooting wizard step, and transmits 207 the data to the
database 111. The computing apparatus 105 may also
request 206 Mr Li to take photo of the drive 101 with the
computing device 105, wherein the computing apparatus
105 may attach 207 the photo to the support package to
be transmitted to the database 111. The computing ap-
paratus 105 outputs 206 an inquiry requesting Mr Li to
indicate whether he wants to create a support case. In
response to recognizing a positive indication from Mr Li,
the computing apparatus 105 creates the support case,
and transmits 207 a support request to the cloud server
109. A remote user (e.g. Mr Nieminen in the drive support
team in Helsinki) receives an indication on the support
request in Mr Nieminen’s terminal apparatus (remote
computing apparatus) 112. Upon accepting the case, the
support package is forwarded to the remote computing
apparatus 112, including the information gathered during
the earlier process. Mr Nieminen may contact Mr Li and
they are able to co-operate (e.g. via a network connection
114 between Mr Li’s user apparatus 105 and Mr Niem-
inen’s terminal apparatus 112, or otherwise) to solve the
issue with the drive 101. When the issue is solved, Mr Li
and/or the user apparatus 105 complement the support
package data with additional information accumulated
when the issue was solved with Mr Li. This data is then
transmitted to and stored to the database 111.
[0030] An embodiment also discloses a communica-
tions system for performing said method.
[0031] Figure 3 illustrates an exemplary process for
drive fault management between a computing device 105
and network element of a cellular communication system,
e.g. a network element 109.
[0032] Referring to Figure 3, the computing device,
such as user apparatus 105, receives (block 301) the
drive status data and the fault log data. Based on at least
the received fault log data and device status data, the

user apparatus 105 is configured to execute (block 302)
one or more fault tracing steps related to the drive 101,
in order to try to solve the fault situation. The executing
302 of at least one of the fault tracing steps may comprise,
for example, outputting a drive related inquiry to a user
and receiving a user response to the drive related inquiry,
causing the running of one or more operational tests on
the drive 101, requesting and receiving further drive re-
lated information from the drive 101 via the local connec-
tion network 104, requesting and receiving further drive
related information from the remote apparatus 109 via
the communications network 106, generating and out-
putting a drive related checklist to the user in respect of
the fault, generating and outputting a drive related ques-
tion to the user in respect of the fault, and/or generating
and outputting a suggestion for a corrective action to the
user in respect of the fault (instead of or in addition to the
drive, these steps may relate to the device the drive is
controlling).
[0033] The user apparatus 105 may output (block 303)
a request (via an appropriate user interface in the user
apparatus) to the user, requesting the user to indicate to
the user apparatus 105 whether or not the fault was cor-
rected. If a user indication (block 303, via an appropriate
user interface (e.g. keyboard, touch display, micro-
phone)) is detected (block 304) in the user apparatus 105
that the drive fault was not corrected, the user apparatus
105 may execute 302 at least one other or updated fault
tracing steps related to the drive to try to solve the fault
situation. Alternatively/in addition, the user apparatus
105 may cause (block 306) transmission of the fault log
data, the device status data, information on the executed
fault tracing step(s), and other debugging data (such as
user-entered debugging data) related to the drive to a
remote apparatus 109 (such as a cloud server), for further
analysis of the fault. Despite of whether or not the fault
was corrected 304, the user apparatus may cause (block
305) transmission of the fault log data, the device status
data, the information on the executed fault tracing
step(s), and the other debugging data to the remote ap-
paratus 109 to be stored in a memory/database 111. At
least part of that information may also be stored in an
internal memory/database of the user apparatus 105.
[0034] Thus the computing apparatus 105 may interact
302 with at least one of the user, the drive 101 and the
remote apparatus 109, 111 to obtain more information
on at least the fault and/or the drive 101, and utilize the
obtained information when generating/selecting/execut-
ing 302 the fault tracing steps.
[0035] The fault tracing step executed in the computing
apparatus 105 may be selected based on information
obtained from one or more earlier device fault tracing
steps. This enables providing a self-learning system
where the fault tracing steps may be dynamically cus-
tomized for the drive 101 and the operational fault of the
drive 101. This enables performing efficient drive self-
diagnosis and drive self-diagnosis information sharing in
the communications system. Despite of whether or not
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the drive fault was corrected, the computing apparatus
105 causes 305 transmission of the drive data, fault data,
and information on the executed fault tracing step(s) and
other debugging data to the remote apparatus 109. In
item 307, the user apparatus 105 may receive the infor-
mation on the result of the further fault analysis performed
in the remote apparatus 109, and output said information
to the user. This output information may further help the
user to try to solve the issue with the drive 101. Based
on the information received in step 307, one or more fur-
ther fault tracing steps 302 may also be performed in the
user apparatus 105 if needed/desired. The message 306
may comprise a request for performing a further fault
analysis.
[0036] An embodiment provides an apparatus com-
prising at least one processor and at least one memory
including a computer program code, wherein the at least
one memory and the computer program code are con-
figured, with the at least one processor, to cause the ap-
paratus to carry out the procedures of the above-de-
scribed user terminal or network node (user apparatus
105). The at least one processor, the at least one mem-
ory, and the computer program code may thus be con-
sidered as an embodiment of means for executing the
above-described procedures of the user terminal or net-
work node. Figure 4 illustrates a block diagram of a struc-
ture of such an apparatus. The apparatus may be com-
prised in the user terminal or in the network node, e.g.
the apparatus may form a chipset or a circuitry in the user
terminal or network node. In some embodiments, the ap-
paratus is the user terminal or the network node. The
apparatus comprises a processing circuitry 10 compris-
ing the at least one processor. The processing circuitry
10 may comprise a communication controller 16 config-
ured to receive the drive status data and the fault log
data. The communication controller 16 may further be
configured to, based on at least the received fault log
data and device status data, to execute one or more fault
tracing steps related to the drive, in order to try to solve
the fault situation. The executing of at least one of the
fault tracing steps may comprise, for example, outputting
a drive related inquiry to a user and receiving a user re-
sponse to the drive related inquiry, causing the running
of one or more operational tests on the drive, requesting
and receiving further drive related information from the
drive via the local connection network 104, requesting
and receiving further drive related information from the
remote apparatus 109 via the communications network
106, generating and outputting a drive related checklist
to the user in respect of the fault, generating and output-
ting a drive related question to the user in respect of the
fault, and/or generating and outputting a suggestion for
a corrective action to the user in respect of the fault (in-
stead of or in addition to the drive, these steps may relate
to the device the drive is controlling).
[0037] The processing circuitry 10 may further com-
prise an output generator 18 configured to output a re-
quest (via an appropriate user interface, not shown in

Fig. 4) to the user, requesting the user to indicate whether
or not the fault was corrected. The communication con-
troller 16 is configured to detect a user indication (via an
appropriate user interface (e.g. keyboard, touch display,
microphone), not shown in Fig. 4) whether or not the drive
fault was corrected. The communication controller 16 is
configured to execute at least one other or updated fault
tracing steps related to the drive to try to solve the fault
situation, if required. Alternatively/in addition, a control
message generator 14 may be configured to cause trans-
mission of the fault log data, the device status data, in-
formation on the executed fault tracing step(s), and other
debugging data (such as user-entered debugging data)
related to the drive to a remote apparatus (such as a
cloud server), for further analysis of the fault. Despite of
whether or not the fault was corrected, the control mes-
sage generator 14 may be configured to cause transmis-
sion of the fault log data, the device status data, the in-
formation on the executed fault tracing step(s), and the
other debugging data to the remote apparatus 109 to be
stored in a memory/database. At least part of that infor-
mation may also be stored in an internal memory/data-
base 26 of the apparatus 105.
[0038] The processing circuitry 10 may comprise the
circuitries 14, 16, 18 as sub-circuitries, or they may be
considered as computer program modules executed by
the same physical processing circuitry. The memory 20
may store one or more computer program products 24
comprising program instructions that specify the opera-
tion of the circuitries 14,16,18. The memory 20 may fur-
ther store a database 26 comprising definitions for down-
link control channel signalling, for example. The appara-
tus may further comprise a radio interface 22 providing
the apparatus with radio communication capability with
the network elements. The radio interface may comprise
a radio communication circuitry enabling wireless com-
munications and comprise a radio frequency signal
processing circuitry and a baseband signal processing
circuitry. The baseband signal processing circuitry may
be configured to carry out the functions of a transmitter
and/or a receiver. In some embodiments, the radio inter-
face may be connected to a remote radio head compris-
ing at least an antenna and, in some embodiments, radio
frequency signal processing in a remote location with re-
spect to the base station. In such embodiments, the radio
interface may carry out only some of radio frequency sig-
nal processing or no radio frequency signal processing
at all. The connection between the radio interface and
the remote radio head may be an analogue connection
or a digital connection. In some embodiments, the radio
interface may comprise a fixed communication circuitry
enabling wired communications.
[0039] As used in this application, the term ’circuitry’
refers to all of the following: (a) hardware-only circuit im-
plementations such as implementations in only analog
and/or digital circuitry; (b) combinations of circuits and
software and/or firmware, such as (as applicable): (i) a
combination of processor(s) or processor cores; or (ii)
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portions of processor(s)/software including digital signal
processor(s), software, and at least one memory that
work together to cause an apparatus to perform specific
functions; and (c) circuits, such as a microprocessor(s)
or a portion of a microprocessor(s), that require software
or firmware for operation, even if the software or firmware
is not physically present.
[0040] This definition of ’circuitry’ applies to all uses of
this term in this application. As a further example, as used
in this application, the term "circuitry" would also cover
an implementation of merely a processor (or multiple
processors) or portion of a processor, e.g. one core of a
multi-core processor, and its (or their) accompanying
software and/or firmware. The term "circuitry" would also
cover, for example and if applicable to the particular el-
ement, a baseband integrated circuit, an application-spe-
cific integrated circuit (ASIC), and/or a field-programma-
ble grid array (FPGA) circuit for the apparatus according
to an embodiment of the invention.
[0041] The processes or methods described above in
connection with Figures 1 to 4 may also be carried out
in the form of one or more computer process defined by
one or more computer programs. The computer program
shall be considered to encompass also a module of a
computer programs, e.g. the above-described processes
may be carried out as a program module of a larger al-
gorithm or a computer process. The computer pro-
gram(s) may be in source code form, object code form,
or in some intermediate form, and it may be stored in a
carrier, which may be any entity or device capable of
carrying the program. Such carriers include transitory
and/or non-transitory computer media, e.g. a record me-
dium, computer memory, read-only memory, electrical
carrier signal, telecommunications signal, and software
distribution package. Depending on the processing pow-
er needed, the computer program may be executed in a
single electronic digital processing unit or it may be dis-
tributed amongst a number of processing units.
[0042] The present invention is applicable to cellular
or mobile communication systems defined above but also
to other suitable communication systems. The protocols
used, the specifications of cellular communication sys-
tems, their network elements, and terminal devices de-
velop rapidly. Such development may require extra
changes to the described embodiments. Therefore, all
words and expressions should be interpreted broadly and
they are intended to illustrate, not to restrict, the embod-
iment.
[0043] In addition to a drive/frequency converter, an
embodiment may also be applicable to other automated
power conversion devices such as AC/DC modules,
DC/AC modules, DC/DC modules, programmable logic
controllers (PLC), switches, motion controllers, motion
drives, servo motors, soft starters, robotics, cars, heavy
equipment, and/or any other devices used for industrial
automation.
[0044] It will be obvious to a person skilled in the art
that, as the technology advances, the inventive concept

can be implemented in various ways. The invention and
its embodiments are not limited to the examples de-
scribed above but may vary within the scope of the
claims.

Claims

1. A computerized method for fault management of an
automated power conversion device, the method
comprising
receiving, in a computing apparatus, at least device
fault log data and device status data from the auto-
mated power conversion device via a local connec-
tion network;
based on at least the received data, executing, in
the computing apparatus, one or more fault tracing
steps related to the device,
wherein a fault tracing step comprises at least one of

- outputting a device related inquiry to a user
and receiving a user response to the device re-
lated inquiry,
- causing the running of one or more operational
tests on the device,
- requesting and receiving further device related
information from the device via the local connec-
tion network,
- requesting and receiving further device related
information from a remote apparatus via a com-
munications network,
- generating and outputting a device related
checklist to the user in respect of the fault,
- generating and outputting a device related
question to the user in respect of the fault, and
- generating and outputting a suggestion for a
corrective action to the user in respect of the
fault.

2. A method according to claim 1, wherein the method
comprises detecting, in the computing apparatus, a
user input indicating that the fault was not corrected,
wherein the method further comprises
causing, in the computing apparatus, transmission
of the fault log data, the device status data, informa-
tion on an executed fault tracing step, and optionally
other debugging data regarding the device, to the
remote apparatus, for further analysis of the fault.

3. A method according to claim 1 or 2, wherein the
method comprises requesting, in the computing ap-
paratus, the user to indicate to the computing appa-
ratus if the fault was corrected.

4. A method according to any one of the preceding
claims, wherein a fault tracing step to be executed
is selected in the computing apparatus based on in-
formation obtained from one or more previously ex-
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ecuted fault tracing steps.

5. A method according to any one of the preceding
claims, wherein a fault tracing step to be executed
is selected in the computing apparatus based on in-
formation stored in at least one of the computing ap-
paratus, the remote apparatus, and the device.

6. A method according to any one of the preceding
claims, wherein a fault tracing step to be executed
is selected in the computing apparatus based on us-
er-entered information.

7. A method according to any of the preceding claims,
wherein the fault tracing step to be executed is dy-
namically customized for at least one of
the device, and
the operational fault of the device.

8. A method according to any of the preceding claims,
wherein the method comprises causing storing, in a
memory, associated information on one or more of
the suggestion for the corrective action;
whether or not the fault was corrected;
the fault tracing step,
the fault log data,
the device status data,
the further device related information,
the device related inquiry and the user response,
the operational test,
a result of the operational test,
the device related checklist,
the device related question,
user-entered information,
other debugging data;
a further fault analysis, and
a result of the further fault analysis.

9. A method according to claim 8, wherein the method
comprises in the computing apparatus
retrieving the stored associated information from the
memory; and
utilizing the retrieved information as source informa-
tion when executing a subsequent fault tracing step
related to the same or different device.

10. A method according to claim 2 or 8, wherein the other
debugging data comprises user-entered debugging
data.

11. A method according to any of the preceding claims,
wherein
the fault log data comprises a fault code recorded in
the device when the fault occurred; and
the device status data comprises device identifica-
tion information, and internal variables and key per-
formance indicators on the condition of the device.

12. A method according to any of the preceding claims,
wherein the computing apparatus comprises a mo-
bile device and the automated power conversion de-
vice comprises a drive.

13. An apparatus comprising
at least one processor; and
at least one memory including a computer program
code, wherein the at least one memory and the com-
puter program code are configured, with the at least
one processor, to cause the apparatus to perform
any of the method steps of claims 1 to 12.

14. A computer program product embodied on a distri-
bution medium readable by a computer and com-
prising program instructions which, when loaded into
an apparatus, execute the method according to any
preceding claim 1 to 12.

15. A system comprising a drive and a local connection
network, wherein the system further comprises the
apparatus of claim 13.
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