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(54) A METHOD FOR RECOGNISING THE COMMUNICATION PROTOCOL OF DATA PACKETS 
TRAVELLING OVER A COMMUNICATION BUS

(57) A method for recognising a communication pro-
tocol of data packets (M1, M2) travelling over a commu-
nication bus (20).

The method comprises a CRC check procedure
(PCRC1, PCRC2) for processing a data packet (M1, M2)
travelling over said communication bus (20), said CRC
check procedure comprising:
- calculating a first checksum string (CKS1) by process-
ing the payload portion (S1) of said data packet, accord-

ing to a first CRC-generation engine associated to said
first communication protocol (PR1);
- calculating a second checksum string (CKS2) by
processing the payload portion (S1) of said data packet,
according to a second CRC-generation engine associat-
ed to said second communication protocol (PR2);
- comparing with said first and second checksum strings
(CKS1, CKS2) with the CRC portion (S2) of said data
packet.
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Description

[0001] The present invention relates to a method for
recognising a communication protocol of data packets
travelling over a communication bus.
[0002] The method, according to the invention, is par-
ticularly suitable for implementation in a photovoltaic
plant.
[0003] The method, according to the invention, may
however be implemented in any plant (e.g. in an electric
vehicle charging plant or in an electric power distribution
plant), in which a number of field devices, which are con-
figured to operate as slave devices, are put in commu-
nication through a communication bus with a remote
computerised device, which is configured to operate as
a master device.
[0004] As is known, many photovoltaic plants are pro-
vided with remote communication capabilities for a re-
mote monitoring or management of their performances.
[0005] Photovoltaic plants of this type normally com-
prise a number of field devices communicating with a
remote device through a dedicated communication bus.
[0006] Said field devices may include, for example,
electronic controllers on-board the photovoltaic inverters
and other electronic devices (such as sensors, protection
devices, meters, actuators, weather stations, and so on)
equipped with signal processing resources (e.g. a micro-
processor) to perform their functionalities.
[0007] Said remote device may comprise, for example,
a data logger, a gateway, a remote controller, a computer
server, and so on.
[0008] As is known, many existing photovoltaic plants
employ proprietary communication protocols for imple-
menting the above-described remote communication ca-
pabilities. An example of said proprietary communication
protocols is represented by the Aurora™ communication
protocol.
[0009] On the other hand, in the market, there is an
increasingly strong interest for employing open commu-
nication protocols for implementing the above-described
remote communication capabilities. An example of said
open communication protocols is represented by the
Modbus™ communication protocol.
[0010] Typically, said proprietary and open communi-
cation protocols are characterised by a different structure
and time synchronization of the data packets to be ex-
changed over a communication bus.
[0011] As an example, a very important differentiating
feature may consist in that a proprietary communication
protocol provides for data packets having a fixed length
whereas an open communication protocol provides for
data packets having a variable length.
[0012] As a consequence of the above, protocol con-
flicts may arise when (e.g. for retrofitting purposes) an
existing photovoltaic plant, which includes field devices
employing a proprietary communication protocol, is
equipped with new field devices normally employing an
open communication protocol or is linked with a remote

device normally employing an open communication pro-
tocol.
[0013] In these cases, there is often the need for set-
up sessions to properly configure the field devices of the
photovoltaic plant in order to ensure their correct opera-
tion.
[0014] Such set-up sessions may be quite time-con-
suming as a photovoltaic plant may include a huge
number of field devices (e.g. in the order of hundreds or
thousands) to be configured. In addition, these set-up
sessions often require a manual intervention on the user
interface of the field devices to be configured by an op-
erator.
[0015] Due to the intrinsic complexity of said set-up
sessions, errors in configuring the field devices may fre-
quently occur. Unfortunately, such configuration errors
are generally quite difficult to check out and prevent as
they typically emerge only when the field devices start
operating. Thus, specific maintenance interventions are
often needed to correct said configuration errors with
consequent increase of the operative costs of the pho-
tovoltaic plant.
[0016] As it can be easily understood from the above,
in the market it is quite felt the need for solutions that
allow solving or mitigating the technical problems evi-
denced above.
[0017] In order to respond to this need, the present
invention provides a method for recognising a commu-
nication protocol, according to the following claim 1 and
the related dependent claims. In a further aspect, the
present invention relates to a computer program, accord-
ing to the following claim 12.
[0018] In a further aspect, the present invention relates
to a field device for a plant, according to the following
claim 13 and the related dependent claims.
[0019] In yet a further aspect, the present invention
relates to a plant, according to the following claim 15.
[0020] In a general definition, the method, according
to the invention, provides for processing data packets
travelling over a communication bus, which are transmit-
ted according to a first communication protocol or ac-
cording to a second communication protocol and include
at least a payload portion and a CRC portion.
[0021] The method, according to the invention, com-
prises at least a CRC check procedure for processing
data packets travelling over said communication bus.
[0022] Said CRC check procedure comprises:

- calculating a first checksum string by processing the
payload portion of a data packet, according to a first
CRC-generation engine associated to said first com-
munication protocol;

- calculating a second checksum string by processing
the payload portion of said data packet, according
to a second CRC-generation engine associated to
said second communication protocol;

- comparing with said first and second checksum
strings with the CRC portion of said data packet.
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[0023] Preferably, said first communication protocol is
an Aurora™ communication protocol or a related legacy
protocol.
[0024] Preferably, said second communication proto-
col is a Modbus™ communication protocol or a related
legacy protocol.
[0025] Further characteristics and advantages of the
present invention shall emerge more clearly from the de-
scription of preferred but not exclusive embodiments il-
lustrated purely by way of example and without limitation
in the attached drawings, in which:

Figure 1 schematically illustrates a plant including
one or more field devices, according to the invention;
Figures 2-3 schematically illustrate the method, ac-
cording to the invention.

[0026] With reference to the mentioned figures, the
present invention relates to a method 1 for recognising
a communication protocol of data packets travelling over
a communication bus 20.
[0027] The communication bus 20 is a serial commu-
nication bus adapted to link a master device 101 with one
or more slave devices 102 (figure 1).
[0028] Data packets travelling over the communication
bus 20 may be transmitted by the master device 101 (TX
data packets) or by the slave devices 102 (RX data pack-
ets).
[0029] Data packets travelling over the communication
bus 20 may be transmitted by the master device 101 or
by the slave devices 102 according to a first master-slave
communication protocol PR1 or according to a second
master-slave communication protocol PR2. Preferably,
the first communication protocol PR1 is an Aurora™ com-
munication protocol or a related legacy protocol.
[0030] Preferably, the second communication protocol
PR2 is a Modbus™ communication protocol or a related
legacy protocol.
[0031] In general, data packets travelling over the com-
munication bus 20 (according to one of the communica-
tion protocols PR1, PR2) include one or more CRC (Cy-
clic Redundancy Check) bytes. Said data packets thus
include a payload portion S1 and a CRC portion S2 (figure
2). As an example, a data packet according to the Auro-
ra™ communication protocol includes a payload portion
having a fixed number of bytes (e.g. 6 bytes in RX data
packet and 8 bytes in TX data packet) and a CRC portion
including the last two bytes of said data packet.
[0032] As a further example, a data packet according
to the Modbus™ communication protocol includes a pay-
load portion having a variable number of bytes (from 0
to 252) and a CRC portion including the last two bytes
of said data packet.
[0033] According to the invention, data packets travel-
ling over the communication bus 20, which are provided
according to the first communication protocol PR1, have
a first structure including specific features in accordance
with the communication protocol PR1.

[0034] One of said specific features consists in that
data packets provided according to the communication
protocol PR1 have fixed lengths, when they are trans-
mitted by the master device 101 or by the slave devices
10.
[0035] Thus, TX data packets and RX data packets,
when transmitted according to the first communication
protocol PR1, have respectively a fixed TX length value
TXL and a fixed RX length value RXL, which are char-
acteristic of the first communication protocol PR1. Pref-
erably, according to the communication protocol PR1,
the fixed TX length value TXL of the TX data packets and
the fixed RX length value RXL of the RX data packets
could be equal or different.
[0036] In figure 2, examples of data packets transmit-
ted according to the Aurora™ communication protocol
are shown. A TX data packet transmitted by the master
device 101 has a fixed TX length value TXL=10 (bytes)
whereas a RX data packet transmitted by the slave de-
vices 102 have a fixed RX length value RXL=8 (bytes).
[0037] Another of said specific features consists in that
TX data packets provided according to the communica-
tion protocol PR1 include at least a predefined byte (e.g.
the second byte b1, normally referred to as "function
byte") having a numeric value B comprised in a prede-
fined first set of values T1 characteristic of the commu-
nication protocol PR1.
[0038] As an example, TX data packets transmitted by
the master device 101, according to the Aurora™ com-
munication protocol, have the second byte b1 with a nu-
meric value equal or higher than 50 (T1 = {50 ... 255}).
[0039] Another of said specific features consists in that
data packets (TX or RX) provided according to the com-
munication protocol PR1 are separated by a variable time
delay, when they are transmitted by the master device
101 or by the slave devices 102.
[0040] Thus, a time interval having a variable time de-
lay value TD separates subsequent data packets trans-
mitted by the master device 101 or by the slave devices
102 according to the first communication protocol PR1.
[0041] According to the invention, data packets travel-
ling over the communication bus 20, which are provided
according to the second communication protocol PR2,
have a second structure, which is different from the struc-
ture foreseen by the communication protocol PR1, and
include specific features in accordance with the commu-
nication protocol PR2.
[0042] One of said specific features consists in that
data packets provided according to the communication
protocol PR2 have a variable length, when they are trans-
mitted by the master device 101 or by the slave devices
102.
[0043] Thus, TX data packets or RX data packets,
when transmitted according to the second communica-
tion protocol PR2, have TX length values TXL and RX
length values RXL that may vary each time.
[0044] In figure 2, an example of a data packet trans-
mitted according to the Modbus™ communication proto-
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col are shown. TX data packets transmitted by the master
device 101 and RX data packets (in particular the payload
portion S1 of said data packets) have a variable length
L, which is typically higher than 4 bytes.
[0045] Another of said specific features consists in that
data packets (TX or RX) provided according to the com-
munication protocol PR2 include at least a predefined
byte (e.g. the second byte b1) having a numeric value B
comprised in a predefined second set of values T2 char-
acteristic of the communication protocol PR2 and com-
pletely different than the above-mentioned first prede-
fined set of values T1 characteristic of the communication
protocol PR1.
[0046] As an example, data packets (TX or RX) trans-
mitted by the master device 101, according to the Mod-
bus™ communication protocol, have the second byte b1
with a numeric value lower than 50 (T2 = {0 ... 49}).
[0047] Preferably, the above-mentioned first and sec-
ond set of values T1, T2 characteristic of the communi-
cation protocols PR1, PR2 have no values in common
(in other words, the intersection between said sets of
values is void).
[0048] Another of said specific features consists in that
data packets (TX or RX) provided according to the com-
munication protocol PR2 are separated by a minimum
time delay, when they are transmitted by the master de-
vice 101 or by the slave devices 102.
[0049] Thus, subsequent data packets are separated
by a time interval longer or equal to a characteristic min-
imum time delay value TDmin, when they are transmitted
by the master device 101 or by the slave devices 102
according to the second communication protocol PR2.
The method 1, according to the invention, is particularly
suitable for being implemented by a slave device 102.
[0050] In fact, the method 1 allows a slave device 102
to recognise whether the data packets travelling over the
communication bus 20 are transmitted (by the master
device 101 or by further slave devices 102) according to
the first communication protocol PR1 or according to the
second communication protocol PR2 with an extremely
low probability of error (typically lower than 0.1%) by suit-
ably processing at most few data packets travelling over
the communication bus 2.
[0051] In this way, a slave device 102, for example a
slave device just installed and connected to the commu-
nication bus 20, can immediately recognise the commu-
nication protocol used in the communication bus 20 and
dynamically select the more appropriate communication
protocol to communicate with other devices, in particular
with the master device 101.
[0052] As an example, a slave device 102 can recog-
nise the communication protocol used in the communi-
cation bus 20 and switch from the communication proto-
col Aurora™ to the communication protocol Modbus™,
or vice-versa, for operation, according to the communi-
cation protocol used in said communication bus.
[0053] On the other hand, a slave device 102 connect-
ed to the communication 20 can immediately recognise

whether the master device 101 has changed the com-
munication protocol used to communicate over the com-
munication channel 20 and dynamically change its com-
munication protocol accordingly.
[0054] As an example, a slave device 102 can recog-
nise whether a new communication protocol is used by
the master device 101 and switch from the communica-
tion protocol Aurora™ to the communication protocol
Modbus™, or vice-versa, for operation, according to said
new communication protocol.
[0055] The method 1, according to the invention, is now
described in details.
[0056] An important characteristic of the method 1 con-
sists in that it comprises at least a CRC check procedure
for processing a data packet travelling over the commu-
nication bus 20.
[0057] Said CRC check procedure comprises the fol-
lowing steps:

- calculating a first checksum string CKS1 by process-
ing the payload portion S1 of a data packet, accord-
ing to a first CRC-generation engine associated to
the communication protocol PR1;

- calculating a second checksum string CKS2 by
processing the payload portion S1 of said data pack-
et, according to a second CRC-generation engine
associated to the communication protocol PR2;

- comparing the first and second checksum strings
CKS1, CKS2 with the CRC portion S2 of said data
packet.

[0058] The above-mentioned CRC check procedure
provides for processing the payload portion S1 of a data
packet according to different CRC algorithms associated
to the first and second communication protocols PR1 and
PR2 and provides for comparing the results so obtained
with the actual content of the CRC portion S2 of the said
data packet.
[0059] The first and second CRC-generation engines
may conveniently include CRC calculation algorithms
characteristic of the first and second communication pro-
tocols PR1, PR2 respectively.
[0060] In general, these algorithms are based on a so-
called cyclic redundancy check polynomial generator
that provides an amplification error of any bit different in
the message in a way to reduce the probability of mis-
takes in which a wrong message is considered as valid.
[0061] As an example, the first CRC-generation engine
may comprise CRC-CCITT-X25 algorithms based on the
generator polynomial x16+x12+x5+1, if the communica-
tion protocol PR1 is an Aurora™ communication proto-
col.
[0062] As a further example, the second CRC-gener-
ation engine may comprise CRC-16 algorithms based on
the generator polynomial x16+x15+x2+1, if the communi-
cation protocol PR2 is a Modbus™ communication pro-
tocol.
[0063] The above-mentioned CRC check procedure
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allows recognising the communication protocol, accord-
ing to which a data packet is transmitted (by the master
device 101 or by the slave devices 102) if the CRC portion
S2 of sad data packet is equal to only one of the calcu-
lated checksum strings CKS1, CKS2.
[0064] If the CRC portion S2 of said data packet is
equal to the calculated checksum string CKS1 and dif-
ferent from the calculated checksum string CKS2, the
communication protocol of said data packet is the com-
munication protocol PR1.
[0065] If the CRC portion S2 of said data packet is
equal to the calculated checksum string CKS2 and dif-
ferent from the calculated checksum string CKS1, the
communication protocol of said data packet is the com-
munication protocol PR2.
[0066] Conveniently, the method 1 provides for com-
bining the above CRC check procedure with one or more
further check procedures to process a first data packet
M1 and, if necessary, a subsequent second data packet
M2 travelling over the communication bus 20.
[0067] In principle, the data packets M1, M2 may be
TX data packets (i.e. transmitted by the master device
101) or RX data packets (i.e. transmitted by a slave de-
vice 102) and it may have been transmitted according to
the protocol PR1 or according to the protocol PR2.
[0068] According to an embodiment of the invention,
the method 1 comprises the step 11 of receiving a first
data packet M1 travelling over the communication bus
20.
[0069] According to said embodiment of the invention,
the method 1 then comprises at least one of the following
steps:

- a step 12 of checking the structure of the received
data packet M1;

- a step 13 of executing a first CRC check procedure
PCRC1 to process the received data packet M1.

[0070] In general, the above-mentioned steps 12-13
to process the received data packet M1 can be scrambled
according to the needs to fit technical requirements linked
to a specific implementation of the method of the inven-
tion.
[0071] However, the above-mentioned steps 12-13 to
process the received data packet M1 are preferably ex-
ecuted according to a specific logic order that has proven
to improve the efficiency in the recognition process of the
communication protocol according to which the data
packet M1 is transmitted.
[0072] The method 1 thus preferably comprises the fol-
lowing steps (figure 3):

- the step 12 of checking the structure of the received
data packet M1;

- the step 13 of executing a first CRC check procedure
PCRC1 to process the received data packet M1, if
it is not possible to recognise the communication pro-
tocol used to provide the data packets travelling over

the communication channel 20 by checking the
structure of the data packet M1.

[0073] Conveniently, if it is possible to recognise the
communication protocol used to provide the data packets
travelling over the communication channel 20 by check-
ing the structure of the data packet M1, the method 1 is
terminated before the step 13 of executing the first CRC
check procedure PCRC1 to process the received data
packet M1.
[0074] Preferably, the above-mentioned step 12 of
checking the structure of the received data packet M1
comprises a first length check procedure PL1 that pro-
vides for executing a check of the length of the data pack-
et M1.
[0075] Preferably, the length check procedure PL1
comprises the following steps:

- acquiring a length value L1 indicative of the length
of the data packet M1, e.g. by counting the bytes of
said data packet;

- comparing the length value L1 of the data packet M1
with the fixed TX length value TXL and the fixed RX
length value RXL characteristic of the first commu-
nication protocol PR1.

[0076] Preferably, in addition or in alternative to the
length check procedure PL1, the above-mentioned step
12 of checking the structure of the received data packet
M1 comprises a first byte check procedure PB1 compris-
ing the following steps:

- acquiring at least a numeric value of at least a pre-
defined byte of the data packet M1;

- comparing the acquired at least a numeric value with
first and second sets of values T1, T2, which are
characteristic of the communication protocols PR1,
PR2, respectively.

[0077] In general, the byte check procedure PB1 may
provide for checking the numeric values in one or more
predefined byte positions of the data packet M1.
[0078] Preferably, however, the byte check procedure
PB1 provides for executing a check of a numeric value
included in the second byte b1 of the data packet M1.
[0079] Preferably, the byte check procedure PB1 com-
prises the following steps:

- acquiring a numeric value B included in the second
byte b1 of the data packet M1;

- comparing the acquired numeric value B with the
first set of values T1 characteristic of the first com-
munication protocols PR1 and with the second set
of values T2 characteristic of the second communi-
cation protocols PR2.

[0080] In general, the above-mentioned length check
procedure PL1 and byte check procedure PB1 to process
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the received data packet M1 can be scrambled according
to the needs to fit technical requirements linked to a spe-
cific implementation of the method of the invention. How-
ever, the above-mentioned check procedures PL1, PB1
are preferably executed according to a specific logic or-
der that has proven to improve the efficiency in the rec-
ognition process of the communication protocol accord-
ing to which the data packet M1 is transmitted.
[0081] The step 12 of checking the structure of the re-
ceived data packet M1 thus preferably comprises:

- executing the length check procedure PL1;
- executing the byte check procedure PB1, if it is not

possible to recognise the communication protocol
used to provide the data packets travelling over the
communication channel 20 by means of the length
check procedure PL1.

[0082] Conveniently, if it is possible to recognise the
communication protocol used to provide the data packets
travelling over the communication channel 20 by means
of the length check procedure PL2, the method 1 is ter-
minated before the execution of the byte check procedure
PB2.
[0083] The length check procedure PL1 allows recog-
nising that the data packet M1 is transmitted (by the mas-
ter device 101 or by the slave devices 102) according to
the communication protocol PR2 if the length value L1
is different from both the fixed length values TXL and
RXL, as such a condition allows excluding the commu-
nication protocol PR1.
[0084] As an example, if the length value L1 is different
from 8 or 10 bytes, the data packet M1 cannot be trans-
mitted according to the Aurora™ communication protocol
and it is certainly a data packet transmitted according to
the Modbus™ communication protocol.
[0085] Instead, the length check procedure PL1 does
not allow recognising the communication protocol of the
data packet M1 if the length value L1 is equal to the fixed
length value TXL or is equal to the fixed length value
RXL, as these alternative conditions do not allow exclud-
ing one of the communication protocols PR1, PR2.
[0086] In fact, a data packet M1 having length L1=TXL
may be a TX data packet transmitted by the master de-
vice 101 according to the communication protocol PR1
or a generic data packet transmitted according to the
communication protocol PR2.
[0087] On the other hand, a data packet M1 having
length L1=RXL may be a RX data packet transmitted by
a slave device 102, according to the communication pro-
tocol PR1, or a generic data packet transmitted according
to the communication protocol PR2.
[0088] As an example, if the length value L1 is equal
to 8 or 10 bytes, the data packet M1 may be equally
transmitted according to the Aurora™ communication
protocol or according to the Modbus™ communication
protocol.
[0089] The byte check procedure PB1 allows recog-

nising the communication protocol of the data packet M1
if the data packet M1 has a length L1=TXL.
[0090] In this case, in fact, the data packet M1 is cer-
tainly a TX data packet transmitted by the master device
101 according to the communication protocol PR1 or a
TX or RX data packet transmitted according to the com-
munication protocol PR2.
[0091] Therefore, the data packet M1 (having length
L1=TXL) is a TX data packet transmitted according to
the communication protocol PR1 if the acquired numeric
value B of the second byte b1 is included in the set of
values T1 and is not included in the set of values T2
whereas it is a TX or RX data packet transmitted accord-
ing to the communication protocol PR2 if the acquired
numeric value B of the second byte b1 is included in the
set of values T2 and is not included in the set of values T1.
[0092] As an example, a data packet M1 having a
length value L1=10 bytes and a numeric value B=55 in
the second byte b1, is a TX data packet transmitted ac-
cording to the Aurora™ communication protocol.
[0093] As a further example, a data packet M1 having
a length value L1=10 bytes and a numeric value B=45 in
the second byte b1, is a TX or RX data packet transmitted
according to the Modbus™ communication protocol.
[0094] Instead, if the data packet M1 has a length
L1=RXL, the byte check procedure PB1 does not allow
recognising the communication protocol of the data pack-
et M1.
[0095] In fact, this condition does not allow excluding
one of the communication protocols PR1, PR2 even if
the data packet M1 is processed by means of the byte
check procedure PB1.
[0096] In view of the above, it is evident that, in general,
the step 12 of checking the structure of the data packet
M1 does not allow to recognise the communication pro-
tocol used to provide the data packets travelling over the
communication channel 20 if the data packet M1 has a
length L1=RXL.
[0097] In this case, the step 13 of executing the first
CRC check procedure PCRC1 to process the received
data packet M1 needs to be executed. Otherwise, the
method 1 is conveniently terminated as explained above.
[0098] Preferably, the first CRC check procedure
PCRC1 for processing the payload portion S1 of the data
packet M1 according to different CRC algorithms asso-
ciated to the first and second communication protocols
PR1 and PR2 and provides for comparing the results so
obtained with the actual content of the CRC portion S2
of the data packet M1.
[0099] According to the invention, the CRC check pro-
cedure PCRC1 comprises the following steps;

- calculating a first checksum string CKS1 by process-
ing the payload portion S 1 of the first data packet
M1, according to a first CRC-generation engine as-
sociated to the first communication protocol PR1;

- calculating a second checksum string CKS2 by
processing the payload portion S1 of the first data
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packet M1, according to a second CRC-generation
engine associated to the second master-slave com-
munication protocol PR2;

- comparing with the first and second checksum
strings CKS1, CKS2 with the CRC portion S2 of the
first data packet M1.

[0100] As explained above, the first and second CRC-
generation engines conveniently include CRC calcula-
tion algorithms characteristic of the first and second com-
munication protocols PR1, PR2 respectively.
[0101] The CRC check procedure PCRC1 allows rec-
ognising the communication protocol, according to which
the data packet M1 is transmitted (by the master device
101 or by the slave devices 102) if the CRC portion S2
of the data packet M1 is equal to only one of the calculated
checksum strings CKS1, CKS2.
[0102] If the CRC portion S2 of the data packet M1 is
equal to the calculated checksum string CKS1 and dif-
ferent from the calculated checksum string CKS2, the
communication protocol of the data packet M1 is the com-
munication protocol PR1.
[0103] If the CRC portion S2 of the data packet M1 is
equal to the calculated checksum string CKS2 and dif-
ferent from the calculated checksum string CKS1, the
communication protocol of the data packet M1 is the com-
munication protocol PR2.
[0104] In general, the CRC check procedure PCRC1
allows recognising the communication protocol of the da-
ta packet M1 with a high probability of success, typically
estimated in the order of 99,97%.
[0105] If it is possible to recognise the communication
protocol used to provide the data packets travelling over
the communication channel 20 by means of the above-
described steps 12 and 13, the method 1 is conveniently
terminated.
[0106] However, due to the huge amount of data pack-
ets travelling over the communication channel 20, it may
occur that the above describe processing of the CRC
portion S2 of the data packet M1 provides identical check-
sum strings CSK1, CSK2, thereby making it impossible
to recognise the communication protocol used to transmit
the data packet M1.
[0107] Preferably, the method 1 provide some addi-
tional steps 14, 15, 16, 17 if it is not possible to recognise
the communication protocol used to provide the data
packets travelling over the communication channel 20
by means of the above-described steps 12 and 13.
[0108] Preferably, in this case, the method 1 comprises
a step 14 of receiving a second data packet M2 travelling
over the communication bus 20.
[0109] In principle, also the data packet M2 may be a
TX data packet (i.e. transmitted by the master device
101) or a RX data packet (i.e. transmitted by a slave
device 102) and it may have been transmitted according
to the protocol PR1 or according to the protocol PR2.
[0110] Preferably, the method 1 comprises a step 15
of executing a time delay check procedure PTD to proc-

ess the data packets M1, M2.
[0111] The time delay check procedure PTD provides
for analysing the time relationship between the data
packets M1, M2 and it comprises at least a check of a
time delay between the data packets M1, M2.
[0112] Preferably, the time delay check procedure
PTD comprises the following steps:

- acquiring a time delay value TD between the data
packets M1, M2;

- comparing the acquired time delay value TD with a
minimum time delay value TDMIN, which is charac-
teristic of the second protocol PR2.

[0113] The time delay check procedure PTD allows
recognising that the data packets M1, M2 are transmitted
(by the master device 101 or by the slave devices 102)
according to the communication protocol PR1 if the time
delay value TD is lower than the minimum time delay
value TDMIN, as such a condition allows excluding the
communication protocol PR2.
[0114] As an example, if the time delay value TD < 3,5
char, the data packets M1, M2 cannot be transmitted
according to the Modbus™ communication protocol and
they are certainly data packets transmitted according to
the Aurora™ communication protocol.
[0115] Instead, the time delay check procedure PTD
does not allow recognising the communication protocol
of the data packets M1, M2 if the time delay value TD is
higher than the minimum time delay value TDMIN, as such
a condition does not allow excluding one of the commu-
nication protocols PR1, PR2.
[0116] In fact, if they are separated by a time delay TD
higher than the minimum time delay characteristic of the
second communication protocol, the data packets M1,
M2 may have been transmitted according to the first com-
munication protocols PR1 or PR2, indifferently.
[0117] As an example, if the time delay value TD > 3,5
char, the data packet M1, M2 may be equally transmitted
according to the Aurora™ communication protocol or ac-
cording to the Modbus™ communication protocol.
[0118] If it is possible to recognise the communication
protocol used to provide the data packets travelling over
the communication channel 20 by means of the above-
described time delay check procedure PTD, the method
1 is conveniently terminated.
[0119] If it is not possible to recognise the communi-
cation protocol used to provide the data packets travelling
over the communication channel 20 by means of the
above-described time delay check procedure PTD, the
method 1 provides for processing the second data packet
M2 according to a sequence of steps similar to the one
described for processing the data packet M1.
[0120] Preferably, the method 1 then comprises at
least one of the following steps:

- a step 16 of checking the structure of the received
data packet M2;
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- a step 17 of executing a second CRC check proce-
dure PCRC2 to process the received data packet
M2.

[0121] In general, the above-mentioned steps 16-17
to process the received data packet M2 can be scrambled
according to the needs to fit technical requirements linked
to a specific implementation of the method of the inven-
tion.
[0122] However, the above-mentioned steps 16-17 to
process the received data packet M2 are preferably ex-
ecuted according to a specific logic order that has proven
to improve the efficiency in the recognition process of the
communication protocol according to which the data
packet M1 is transmitted.
[0123] The method 1 thus preferably comprises the fol-
lowing steps (figure 3):

- the step 16 of checking the structure of the received
data packet M1;

- the step 17 of executing a second CRC check pro-
cedure PCRC2 to process the received data packet
M2, if it is not possible to recognise the communica-
tion protocol used to provide the data packets trav-
elling over the communication channel 20 by check-
ing the structure of the data packet M2.

[0124] Conveniently, if it is possible to recognise the
communication protocol used to provide the data packets
travelling over the communication channel 20 by check-
ing the structure of the data packet M2, the method 1 is
terminated before the step 17 of executing a first CRC
check procedure PCRC2 to process the received data
packet M2.
[0125] Preferably, the above-mentioned step 16 of
checking the structure of the received data packet M2
comprises a second length check procedure PL2 that
provides for executing a check of the length of the data
packet M2.
[0126] Preferably, the length check procedure PL2
comprises the following steps:

- acquiring a length value L2 indicative of the length
of the data packet M2, e.g. by counting the bytes of
said data packet;

- comparing the length value L2 of the data packet M2
with the fixed TX length value TXL and the fixed RX
length value RXL characteristic of the first commu-
nication protocol PR1.

[0127] Preferably, in addition or in alternative to the
length check procedure PL2, the above-mentioned step
16 of checking the structure of the received data packet
M2 comprises a second byte check procedure PB2 com-
prising the following steps:

- acquiring at least a numeric value of at least a pre-
defined byte of the data packet M2;

- comparing the acquired at least a numeric value with
first and second sets of values T1, T2, which are
characteristic of the communication protocols PR1,
PR2, respectively.

[0128] In general, the byte check procedure PB2 may
provide for checking the numeric values in one or more
predefined byte positions of the data packet M2.
[0129] Preferably, however, the byte check procedure
PB2 provides for executing a check of a numeric value
included in the second byte b1 of the data packet M2.
[0130] Preferably, the byte check procedure PB2 com-
prises the following steps:

- acquiring a numeric value B included in the second
byte b1 of the data packet M2;

- comparing the acquired numeric value B with the
first set of values T1 characteristic of the first com-
munication protocols PR1 and with the second set
of values T2 characteristic of the second communi-
cation protocols PR2.

[0131] In general, the above-mentioned length check
procedure PL2 and byte check procedure PB2 to process
the received data packet M2 can be scrambled according
to the needs to fit technical requirements linked to a spe-
cific implementation of the method of the invention. How-
ever, the above-mentioned check procedures PL2, PB2
are preferably executed according to a specific logic or-
der that has proven to improve the efficiency in the rec-
ognition process of the communication protocol accord-
ing to which the data packet M2 is transmitted.
[0132] The step 16 of checking the structure of the re-
ceived data packet M2 thus preferably comprises:

- executing the length check procedure PL2;
- executing the byte check procedure PB2, if it is not

possible to recognise the communication protocol
used to provide the data packets travelling over the
communication channel 20 by means of the length
check procedure PL2.

[0133] Conveniently, if it is possible to recognise the
communication protocol used to provide the data packets
travelling over the communication channel 20 by means
of the length check procedure PL2, the method 1 is ter-
minated before the execution of the byte check procedure
PB2.
[0134] The length check procedure PL2 allows recog-
nising that the data packet M2 is transmitted (by the mas-
ter device 101 or by the slave devices 102) according to
the communication protocol PR2 if the length value L2
is different from both the fixed length values TXL and
RXL, as such a condition allows excluding the commu-
nication protocol PR1.
[0135] As an example, if the length value L2 is different
from 8 or 10 bytes, the data packet M1 cannot be trans-
mitted according to the Aurora™ communication protocol
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and it is certainly a data packet transmitted according to
the Modbus™ communication protocol.
[0136] Instead, the length check procedure PL2 does
not allow recognising the communication protocol of the
data packet M2 if the length value L2 is equal to the fixed
length value TXL or is equal to the fixed length value
RXL, as these alternative conditions do not allow exclud-
ing one of the communication protocols PR1, PR2.
[0137] In fact, a data packet M2 having length L2=TXL
may be a TX data packet transmitted by the master de-
vice 101 according to the communication protocol PR1
or a generic data packet transmitted according to the
communication protocol PR2.
[0138] On the other hand, a data packet M2 having
length L2=RXL may be a RX data packet transmitted by
a slave device 102, according to the communication pro-
tocol PR1, or a generic data packet transmitted according
to the communication protocol PR2.
[0139] As an example, if the length value L1 is equal
to 8 or 10 bytes, the data packet M2 may be equally
transmitted according to the Aurora™ communication
protocol or according to the Modbus™ communication
protocol.
[0140] The byte check procedure PB1 allows recog-
nising the communication protocol of the data packet M2
if the data packet M1 has a length L2=TXL.
[0141] In this case, in fact, the data packet M2 is cer-
tainly a TX data packet transmitted by the master device
101 according to the communication protocol PR1 or a
TX or RX data packet transmitted according to the com-
munication protocol PR2.
[0142] Therefore, the data packet M2 (having length
L1=TXL) is a TX data packet transmitted according to
the communication protocol PR1 if the acquired numeric
value B of the second byte b1 is included in the set of
values T1 and is not included in the set of values T2
whereas it is a TX or RX data packet transmitted accord-
ing to the communication protocol PR2 if the acquired
numeric value B of the second byte b1 is included in the
set of values T2 and is not included in the set of values T1.
[0143] As an example, a data packet M2 having a
length value L1=10 bytes and a numeric value B=55 in
the second byte b1, is a TX data packet transmitted ac-
cording to the Aurora™ communication protocol.
[0144] As a further example, a data packet M2 having
a length value L1=10 bytes and a numeric value B=45 in
the second byte b1, is a TX or RX data packet transmitted
according to the Modbus™ communication protocol.
[0145] Instead, if the data packet M2 has a length
L1=RXL, the byte check procedure PB2 does not allow
recognising the communication protocol of the data pack-
et M2. In fact, this condition does not allow excluding one
of the communication protocols PR1, PR2 even if the
data packet M2 is processed by means of the byte check
procedure PB1.
[0146] In view of the above, it is evident that, in general,
the step 16 of checking the structure of the data packet
M2 does not allow to recognise the communication pro-

tocol used to provide the data packets travelling over the
communication channel 20 if the data packet M1 has a
length L1=RXL.
[0147] In this case, the step 17 of executing the second
CRC check procedure PCRC2 to process the received
data packet M2 needs to be executed. Otherwise, the
method 1 is conveniently terminated as explained above.
[0148] Preferably, the second CRC check procedure
PCRC2 for processing the payload portion S1 of the data
packet M2 according to different CRC algorithms asso-
ciated to the first and second communication protocols
PR1 and PR2 and provides for comparing the results so
obtained with the actual content of the CRC portion S2
of the data packet M2.
[0149] According to the invention, the CRC check pro-
cedure PCRC2 comprises the following steps;

- calculating a first checksum string CKS1 by process-
ing the payload portion S 1 of the first data packet
M2, according to a first CRC-generation engine as-
sociated to the first communication protocol PR1;

- calculating a second checksum string CKS2 by
processing the payload portion S1 of the first data
packet M2, according to a second CRC-generation
engine associated to the second master-slave com-
munication protocol PR2;

- comparing with the first and second checksum
strings CKS1, CKS2 with the CRC portion S2 of the
first data packet M2.

[0150] As explained above, the first and second CRC-
generation engines conveniently include CRC calcula-
tion algorithms characteristic of the first and second com-
munication protocols PR1, PR2 respectively.
[0151] The CRC check procedure PCRC2 allows rec-
ognising the communication protocol, according to which
the data packet M2 is transmitted (by the master device
101 or by the slave devices 102) if the CRC portion S2
of the data packet M2 is equal to only one of the calculated
checksum strings CKS1, CKS2.
[0152] If the CRC portion S2 of the data packet M2 is
equal to the calculated checksum string CKS 1 and dif-
ferent from the calculated checksum string CKS2, the
communication protocol of the data packet M2 is the com-
munication protocol PR1.
[0153] If the CRC portion S2 of the data packet M2 is
equal to the calculated checksum string CKS2 and dif-
ferent from the calculated checksum string CKS1, the
communication protocol of the data packet M2 is the com-
munication protocol PR2.
[0154] In general, the CRC check procedure PCRC2
allows recognising the communication protocol of the da-
ta packet M2 with a high probability of success, typically
estimated in the order of 99,97%.
[0155] However, at this point of its overall execution,
the method 1 allows recognising the communication pro-
tocol of the data packets M1 or M2 with a very high prob-
ability of success.
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[0156] For this reason, the method 1 is preferably ter-
minated after the execution of the above-described CRC
check procedure PCRC2.
[0157] In case of need, the method 1 may however be
repeated for further data packets M3, M4, ...and so on,
which may not be necessarily received subsequently to
the data packets M1, M2. The method 1 may thus be
repeated at subsequent time instants or at time instants
separated by a given time interval, according to the
needs.
[0158] The method 1, according to the invention, is par-
ticularly suitable for being implemented by signal
processing resources 102A (e.g. including a microproc-
essor) capable of storing and executing software instruc-
tions to carry out said method.
[0159] In a further aspect, the present invention thus
relates to a computer program stored or storable in a
storage medium, which comprises software instructions
to execute the method 1, according to the invention.
[0160] Preferably, the signal processing resources
102A for implementing the method 1, according to the
invention, are included in one or more slave devices 102
operatively associated with the communication channel
20.
[0161] The method 1, according to the invention, can
be implemented in a generic industrial plant having one
or more slave devices in communication with a master
device through a communication channel.
[0162] The method 1, according to the invention, is par-
ticularly suitable for implementation in a photovoltaic
plant 100 comprising one or more field devices 102 op-
eratively coupled to a remote computerised device 101
through a communication bus 20.
[0163] Conveniently, the one or more field devices 102
are configured to operate as slave devices whereas the
remote computerised device 101 is configured to operate
as a master device. Preferably, the field devices 102 of
the photovoltaic plant 100 comprise the electronic con-
trollers on-board the photovoltaic inverter of said photo-
voltaic plant.
[0164] However, the field devices 102 of the photo-
voltaic plant 100 could include other electronic devices,
such as sensors, protection devices, meters, actuators,
weather stations, and so on. The remote computerised
device 101 may comprise, for example, a data logger, a
gateway, a remote controller, a computer server, and so
on.
[0165] Preferably, the field devices 102 are configured
to execute the method 1, according to the invention.
[0166] To this aim, the field devices 102 may conven-
iently comprise signal processing resources 102A (e.g.
including a microprocessor) capable of storing and exe-
cuting software instructions to carry out the method 1
according to the invention.
[0167] The method 1, according to the invention, is also
suitable for implementation in an electric vehicle (EV)
charger plant 100 comprising one or more field devices
102 operatively coupled to a remote computerised device

101 through a communication bus 20.
[0168] Conveniently, the one or more field devices 102
are configured to operate as slave devices whereas the
remote computerised device 101 is configured to operate
as a master device. Preferably, the field devices 102 of
the EV charger plant 100 comprise the electronic con-
trollers on-board the EV charger stations of said EV
charger plant.
[0169] However, the field devices 102 of the EV charg-
er plant 100 could include other electronic devices, such
as sensors, protection devices, and so on.
[0170] The remote computerised device 101 may com-
prise, for example, a supervising controller, a computer
server, and so on.
[0171] Preferably, the field devices 102 are configured
to execute the method 1, according to the invention.
[0172] To this aim, the field devices 102 may conven-
iently comprise signal processing resources 102A (e.g.
including a microprocessor) capable of storing and exe-
cuting software instructions to carry out the method 1
according to the invention.
[0173] The method 1, according to the present inven-
tion, is quite effective in solving or mitigating the above-
evidenced drawbacks of the state of the art.
[0174] The method 1, according to the invention, al-
lows a slave device 102 (e.g. a field device of a photo-
voltaic plant or EV charger plant) to automatically recog-
nise the communication protocol used in the communi-
cation bus 20 and dynamically select the more appropri-
ate communication protocol to communicate with other
devices, in particular with the master device 101 (e.g. a
data logger collecting data from the photovoltaic plant or
a supervising controller collecting data from the EV
charger plant).
[0175] On the other hand, the implementation of the
method 1 by the slave devices 102 allows the master
device 101 to carry out suitable scouting procedures to
facilitate the recognition of the protocol used in the com-
munication bus 20 by the slave device.
[0176] Such scouting procedures may, for example,
include the transmission at predefined time intervals of
suitable sequences of predefined messages to all the
addresses available for the slave devices 102 in order to
ensure an automatic tuning of the communication proto-
col used by said slave devices, particularly by possible
newly installed slave devices.
[0177] The method 1, according to the present inven-
tion, is quite effective in improving the management of a
network of slave devices communicating with a master
device with a consequent reduction of the overall oper-
ative costs.
[0178] The method 1, according to the present inven-
tion, allows automatically solving possible protocol com-
munication conflicts without the need of carrying out time
consuming and expensive set-up sessions to properly
configure the slave devices 102, according to the needs.
The method 1, according to the invention, is particularly
adapted for being digitally implemented by computer re-
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sources that can be installed on board the slave devices
102.
[0179] The method 1, according to the invention, is
thus of relatively easy and cost-effective practical imple-
mentation.

Claims

1. A method for recognising a communication protocol
of data packets (M1, M2) travelling over a commu-
nication bus (20), said data packets being provided
according to a first communication protocol (PR1) or
according to a second communication protocol
(PR2) and including at least a payload portion (S1)
and a CRC portion (S2), characterised in that it
comprises a CRC check procedure (PCRC1,
PCRC2) for processing a data packet (M1, M2) trav-
elling over said communication bus (20), said CRC
check procedure comprising:

- calculating a first checksum string (CKS1) by
processing the payload portion (S1) of said data
packet, according to a first CRC-generation en-
gine associated to said first communication pro-
tocol (PR1);
- calculating a second checksum string (CKS2)
by processing the payload portion (S1) of said
data packet, according to a second CRC-gen-
eration engine associated to said second com-
munication protocol (PR2);
- comparing with said first and second checksum
strings (CKS1, CKS2) with the CRC portion (S2)
of said data packet.

2. A method, according to claim 1, characterised in
that it comprises the following steps:

- receiving (11) a first data packet (M1) travelling
over said communication bus;
- executing at least one of the following steps:

- checking (12) the structure of said first data
packet (M1);
- executing (13) a first CRC check proce-
dure (PCRC1) comprising:

- calculating a first checksum string
(CKS1) by processing the payload por-
tion (S1) of said first data packet (M1),
according to a first CRC-generation en-
gine associated to said first communi-
cation protocol (PR1);
- calculating a second checksum string
(CKS2) by processing the payload por-
tion (S1) of said first data packet (M1),
according to a second CRC-generation
engine associated to said second com-

munication protocol (PR2);
- comparing with said first and second
checksum strings (CKS1, CKS2) with
the CRC portion (S2) of said first data
packet (M1).

3. Method, according to claim 2, characterised in that
said step of checking the structure of said first data
packet (M1) comprises a first length check procedure
(PL1) comprising the following steps:

- acquiring a length value (L1) indicative of the
length of said first data packet (M1);
- comparing the acquired length value (L1) with
a fixed TX length value (TXL) and a fixed RX
length value (RXL) characteristic of said first
communication protocol (PR1).

4. Method, according to one or more of the claims from
2 to 3, characterised in that said step of checking
the structure of said first data packet (M1) comprises
a first byte check procedure (PB 1) comprising the
following steps:

- acquiring at least a numeric value (B) of at least
a predefined byte (b1) of said first data packet
(M1);
- comparing the acquired at least a numeric val-
ue (B) with first and second sets of values (T1,
T2) characteristic of said first and second com-
munication protocols (PR1, PR2).

5. Method, according to one or more of the previous
claims, characterised in that it comprises the fol-
lowing steps:

- receiving (14) a second data packet (M2) trav-
elling over said communication bus, said second
data packet being subsequent to said first data
packet (M1);
- executing (15) a time delay check procedure
(PTD) comprising the following steps:

- acquiring a time delay value (TD) between
said first and second data packets (M1, M2);
- comparing said time delay value (TD) with
a minimum time delay value (TDMIN) char-
acteristic of said second protocol (PR2).

6. Method, according to claim 5, characterised in that
it comprises the step of checking (16) the structure
of said second data packet (M2).

7. Method, according to claim 6, characterised in that
said step of checking the structure of said second
data packet (M2) includes a second length check
procedure (PL2) comprising the following steps:
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- acquiring a length value (L2) indicative of the
length of said second data packet (M2);
- comparing the acquired length value (L2) with
a fixed TX length value (TXL) and a fixed RX
length value (RXL) characteristic of said first
communication protocol (PR1).

8. Method, according to one or more of the claims from
6 to 7, characterised in that said step of checking
the structure of said second data packet (M2) in-
cludes a second byte check procedure (PB2) com-
prising the following steps:

- acquiring at least a numeric value (B) of at least
a predefined byte (b1) of said second data pack-
et (M2);
- comparing the acquired at least a numeric val-
ue (B) with first and second sets of values (T1,
T2) characteristic of said first and second com-
munication protocols (PR1, PR2).

9. Method, according to one or more of the claims from
5 to 8, characterised in that it comprises the step
of executing (17) a second CRC check procedure
(PCRC2) comprising:

- calculating a first checksum string (CKS1) by
processing at least the payload portion (S1) of
said second data packet (M2), according to a
first CRC-generation engine associated to said
first communication protocol (PR1);
- calculating a second checksum string (CKS2)
by processing at least the payload portion (S1)
of said second data packet (M2), according to a
second CRC-generation engine associated to
said second communication protocol (PR2);
- comparing with said first and second checksum
strings (CKS1, CKS2) with the CRC portion (S2)
of said second data packet (M2).

10. Method, according to one or more of the previous
claims, characterized in that said first communica-
tion protocol (PR1) is an Aurora™ communication
protocol or a related legacy protocol.

11. Method, according to one or more of the previous
claims, characterized in that said second commu-
nication protocol (PR2) is a Modbus™ communica-
tion protocol or a related legacy protocol.

12. A computer program stored or storable in a storage
medium characterised in that it comprises software
instructions to execute a method (1), according to
one or more of the previous claims.

13. A field device (102) for a plant (100), said field device
being operatively coupleable with a remote compu-
terised device (101) through a communication bus

(20), said field device (102) being configured to op-
erate as a slave device, said remote computerised
device (101) being configured to operate as a master
device, characterised in that it is configured to ex-
ecute a method (1), according to one or more of the
claims from 1 to 11.

14. A field device, according to claim 13, characterised
in that it is a controller for a photovoltaic inverter or
a controller for an electric vehicle charger station.

15. A plant (100) comprising one or more field devices
(102) operatively coupled with a remote computer-
ised device (101) through a communication bus (20),
said one or more field devices (102) being configured
to operate as slave devices, said remote computer-
ised device (101) being configured to operate as a
master device, characterised in that said one or
more field devices (102) are configured to execute
a method (1), according to one or more of the claims
from 1 to 11.

16. A plant, according to claim 15, characterised in that
it is a photovoltaic plant or an electric vehicle charger
plant.
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