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(54) CONGESTION/OVERLOAD CONTROL METHOD AND APPARATUS

(57) Embodiments of the present invention provide
a congestion/overload control method and apparatus.
The method includes: learning, by a gateway device, in-
formation about network access time of a User Equip-
ment (UE) or UE group; and rejecting or discarding, by
the gateway device, session management request mes-
sages of the UE or UEs in the UE group beyond the net-
work access time of the UE or UE group; or discarding,
by the gateway device, data of the UE or the UEs in the

UE group beyond the network access time of the UE or
UE group. Embodiments of the present invention can per-
form congestion/overload control differentially on the UE
or UEs in the group, implement congestion/overload con-
trol on the gateway device, avoid congestion/overload
caused by a large number of UEs on the gateway device,
and improve the efficiency of congestion/overload con-
trol.
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Description

FIELD OF THE INVENTION

[0001] The present invention relates to the field of com-
munication technologies, and in particular, to a conges-
tion/overload control method and apparatus.

BACKGROUND OF THE INVENTION

[0002] In Machine Type Communications (Machine
Type Communications, MTC) applications with a large
number of User Equipments (User Equipments, UEs),
multiple UEs (UEs of MTC applications) may constitute
a whole, which is hereinafter referred to as a group or a
UE group, so that network operators or MTC users may
manage and control the group as a whole. When a large
number of such UEs access the network, a mobility man-
agement element may be congested/overloaded, and
therefore congestion/overload control is performed. The
mobility management element may select one or several
gateway devices for a group of UEs, that is, different UEs
in the same group may be connected to one or several
gateway devices through different mobility management
elements. Therefore, the mobility management element
may converge connectivity requests of the UEs in the
group in the network to one or several gateway devices.
Even if the mobility management element is not congest-
ed/overloaded, the gateway device may be congest-
ed/overloaded under the impact of a large amount of sig-
naling.
[0003] In the process of implementing the present in-
vention, the inventor finds at least the following problems
in the prior art:
[0004] The mobility management element can perform
congestion/overload control to control the access of the
UE according to only its own state information, but cannot
learn whether the gateway device is in the congest-
ed/overloaded state. Therefore, the mobility manage-
ment element cannot perform congestion/overload con-
trol; as a result, the connectivity requests initiated by the
subsequent UEs impact the gateway device, and the con-
gestion/overload of the gateway device may get more
serious. Consequently, the gateway device cannot work
normally.
[0005] Further, if the mobility management element is
in the congested/overloaded state, the mobility manage-
ment element notifies an access network element to per-
form congestion/overload control, and the access net-
work element does not differentiate UEs when perform-
ing congestion/overload control. In Machine to Machine
(Machine to Machine, M2M) applications, because a lot
of MTC users exist, service features of M2M applications
of different MTC users are different. Therefore, the M2M
applications of some specific MTC users cause network
congestion/overload, for example, UEs of some MTC us-
ers initiate an access or detach procedure to the network
frequently, resulting in network congestion or overload.

Even if the network device can perform congestion/over-
load control on the gateway device, the network device
cannot differentiate and control the UEs that cause con-
gestion/overload of the gateway device, thereby reduc-
ing the efficiency of congestion/overload control.

SUMMARY OF THE INVENTION

[0006] Embodiments of the present invention provide
a congestion/overload control method and apparatus,
which can implement congestion/overload control on a
gateway device, avoid congestion/overload caused by a
large number of UEs on the gateway device, and improve
the efficiency of congestion/overload control.
[0007] An embodiment of the present invention pro-
vides a congestion/overload control method, including:

learning, by a gateway device, information about net-
work access time of a UE or UE group; and
rejecting or discarding, by the gateway device, ses-
sion management request messages of the UE or
UEs in the UE group beyond the network access
time of the UE or UE group; or
discarding, by the gateway device, data of the UE or
the UEs in the UE group beyond the network access
time of the UE or UE group.

[0008] An embodiment of the present invention pro-
vides another congestion/overload control method, in-
cluding:

learning, by a gateway device, information about a
congestion/overload control parameter or policy of
a UE group; and
if the congestion/overload control parameter or pol-
icy of the UE group is reached or exceeded,
rejecting or discarding, by the gateway device, ses-
sion management request messages of UEs in the
UE group, or
discarding, by the gateway device, data of the UEs
in the UE group, or
deleting, by the gateway device, bearers or PDP con-
texts of the UEs in the UE group, or
discarding, by the gateway device, data that exceeds
the congestion/overload control parameter or policy
of the UE group, or
charging, by the gateway device, for the data that
exceeds the congestion/overload control parameter
or policy of the UE group.

[0009] An embodiment of the present invention pro-
vides still another congestion/overload control method,
including:

receiving an indication message sent by a gateway
device, where the indication message indicates that
the gateway device is congested/overloaded or that
an application server is failed/congested/overload-
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ed/unreachable/misbehaving; and
selecting other gateway devices for UEs that access
the gateway device; or
rejecting or discarding access request messages of
UEs served by the gateway device or the application
server; or
detaching UEs on the gateway device or the appli-
cation server; or
deleting bearers of the UEs on the gateway device
or the application server.

[0010] An embodiment of the present invention pro-
vides a gateway device, including:

a learning module, adapted to learn information
about network access time of a UE or UE group; and
a controlling module, adapted to: beyond the network
access time of the UE or UE group, reject or discard
session management request messages of the UE
or UEs in the UE group, or discard data of the UE or
the UEs in the UE group.

[0011] An embodiment of the present invention pro-
vides another gateway device, including:

a learning module, adapted to learn information
about a congestion/overload control parameter or
policy of a UE group; and
a controlling module, adapted to: if the conges-
tion/overload control parameter or policy of the UE
group is reached or exceeded, reject or discard ses-
sion management request messages of UEs in the
UE group, or discard data of the UEs in the UE group,
or delete bearers or PDP contexts of the UEs in the
UE group, or discard data that exceeds the conges-
tion/overload control parameter or policy of the UE
group, or charge for the data that exceeds the con-
gestion/overload control parameter or policy of the
UE group.

[0012] An embodiment of the present invention pro-
vides still another gateway device, including a sending
module adapted to send an indication message to a mo-
bility management element, where the indication mes-
sage indicates that the gateway device is congest-
ed/overloaded or that an application server is failed/con-
gested/overloaded/unreachable/misbehaving, so that
the mobility management element selects other gateway
devices for UEs that access the gateway device, or re-
jects or discards access request messages of UEs
served by the gateway device or the application server,
or detaches UEs on the gateway device or the application
server, or deletes bearers of the UEs on the gateway
device or the application server.
[0013] An embodiment of the present invention pro-
vides a mobility management element, including:

a receiving module, adapted to receive an indication

message sent by a gateway device, where the indi-
cation message indicates that the gateway device is
congested/overloaded or that an application server
is failed/congested/overloaded/unreachable/misbe-
having; and
a controlling module, adapted to: select other gate-
way devices for UEs that access the gateway device;
or reject or discard access request messages of UEs
served by the gateway device or the application serv-
er; or detach UEs on the gateway device or the ap-
plication server; or delete bearers of the UEs on the
gateway device or the application server.

[0014] As seen from the above technical solutions, by
using the congestion/overload control method in the em-
bodiments of the present invention, when the gateway
device is congested/overloaded, the gateway device
may perform congestion/overload control differentially on
a UE or UEs in a UE group according to the learned
information about the network access time of the UE or
UE group or according to the learned information about
the congestion/overload control parameter or policy of
the UE group, so that congestion/overload control can
be performed on the gateway device, congestion/over-
load caused by a large number of UEs on the gateway
device is avoided, and the efficiency of congestion/over-
load control is improved.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] To describe the technical solutions in the em-
bodiments of the present invention or in the prior art more
clearly, the following outlines the accompanying draw-
ings required in the description of the embodiments or
the prior art. Apparently, the accompanying drawings il-
lustrate only some exemplary embodiments of the
present invention, and persons of ordinary skill in the art
can derive other drawings from the accompanying draw-
ings without creative efforts.

FIG. 1 is a schematic flowchart of a congestion/over-
load control method according to a first embodiment
of the present invention;
FIG. 2 is a schematic flowchart of a congestion/over-
load control method according to a second embod-
iment of the present invention;
FIG. 3 is a schematic flowchart of another conges-
tion/overload control method according to a third em-
bodiment of the present invention;
FIG. 4 is a schematic flowchart of another conges-
tion/overload control method according to a fourth
embodiment of the present invention;
FIG. 5 is a schematic flowchart of still another con-
gestion/overload control method according to a fifth
embodiment of the present invention;
FIG. 6 is a schematic flowchart of still another con-
gestion/overload control method according to a sixth
embodiment of the present invention;
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FIG. 7 is a schematic structural diagram of a gateway
device according to a seventh embodiment of the
present invention;
FIG. 8 is a schematic structural diagram of another
gateway device according to an eighth embodiment
of the present invention;
FIG. 9 is a schematic structural diagram of still an-
other gateway device according to a ninth embodi-
ment of the present invention;
FIG. 10 is a schematic structural diagram of still an-
other gateway device according to a tenth embodi-
ment of the present invention; and
FIG. 11 is a schematic structural diagram of a mo-
bility management element according to an eleventh
embodiment of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0016] The technical solutions provided in the embod-
iments of the present invention are hereinafter described
clearly and completely with reference to the accompany-
ing drawings. Apparently, the embodiments are only ex-
emplary embodiments of the present invention and the
present invention is not limited to such embodiments.
Other embodiments that persons skilled in the art obtain
based on the embodiments of the present invention also
fall within the scope of the present invention.
[0017] FIG. 1 is a schematic flowchart of a conges-
tion/overload control method according to a first embod-
iment of the present invention. The UE in this embodi-
ment is a time controlled UE, and specifically, the UE can
only initiate a service within the defined (subscribed or
configured) time. As shown in FIG. 1, the conges-
tion/overload control method in this embodiment may in-
clude the following steps:

Step 101: A gateway device learns information about
network access time of a UE or UE group (such as
authorized/allowed/access grant time periods).
Step 102: The gateway device rejects or discards
session management request messages of the UE
or UEs in the UE group beyond the network access
time of the UE or UE group; or

the gateway device discards data of the UE or the UEs
in the UE group beyond the network access time of the
UE or UE group.
[0018] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded, the gateway device may
perform congestion/overload control differentially on the
UE or UEs in the UE group according to the learned in-
formation about the network access time of the UE or UE
group, so that congestion/overload control can be per-
formed on the gateway device, congestion/overload
caused by a large number of UEs on the gateway device
is avoided, and the efficiency of congestion/overload con-
trol is improved.

[0019] In step 101 of this embodiment, the gateway
device may learn the information about the network ac-
cess time of the UE or UE group in the following modes:

A. Learn the information about the network access
time of the UE or UE group from a mobility manage-
ment element.
Specifically, after learning the information about the
network access time of the UE or UE group, the mo-
bility management element may send the time infor-
mation to the gateway device through a session
management message, for example, Create PDP
Context Request message, or Create Session Re-
quest message. The mobility management element
may learn the time information in the following
modes:

a. Learn the information about the network ac-
cess time of the UE or UE group from a sub-
scription profile repository.
After receiving an access request message sent
by the UE, the mobility management element
may learn subscription data of the UE or UE
group from the subscription profile repository
such as a Home Location Register (Home Lo-
cation Register, HLR) or a Home Subscriber
Server (Home Subscriber Server, HSS), where
the subscription data includes the information
about the network access time of the UE or in-
formation about the network access time of the
UE group. The specific mode may be: the mo-
bility management element sends an Update
Location Request message to the subscription
profile repository; after receiving the Update Lo-
cation Request message, the subscription pro-
file repository returns the information about the
network access time of the UE or UE group in
the subscription data to the mobility manage-
ment element through an Update Location Ack
message.
The access request message may be an Attach
Request message, a Routing Area Update Re-
quest message, a Tracking Area Update Re-
quest message, a Service Request message, a
Packet Data Network (PDN) Connectivity Re-
quest message, or an Activate PDP Context Re-
quest message.
b. Learn the information about the network ac-
cess time of the UE or UE group from UE con-
texts.
Specifically, if UE contexts are stored on the mo-
bility management element, the mobility man-
agement element may also learn the information
about the network access time of the UE or UE
group from the UE contexts.
c. Learn the information about the network ac-
cess time of the UE or UE group from configu-
ration information.
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The mobility management element may config-
ure the information about the network access
time of the UE or UE group according to an ID
of the UE group (referred to as a group ID), and
learn information about the network access time
of the UE or UE group from the configuration
information. The group ID is used to identify a
group, and the group may be a UE group, a Ma-
chine to Machine (Machine to Machine, M2M)
MTC user, an M2M application subscriber (an
MTC subscriber or an MTC server), or other
groups consisting of multiple devices, which is
not limited in this embodiment. The group ID
above may be a UE group ID, or an ID shared
by multiple UEs in a group, for example, an In-
ternational Mobile Subscriber Identification
Number (International Mobile Subscriber Iden-
tification Number, IMSI), a Mobile Station Inter-
national Integrated Services Digital Network
Number (Mobile Station International Integrated
Services Digital Network Number, MSISDN), or
an International Mobile Equipment Identity (In-
ternational Mobile Equipment Identity, IMEI), or
may also be an IMSI segment or an MSISDN
segment, or may also be other IDs that can in-
dicate a group, for example, an Access Point
Name (Access Point Name, APN). This embod-
iment does not limit the form of the group ID.

B. Learn the information about the network access
time of the UE or UE group from configuration infor-
mation.
The gateway device may configure the information
about the network access time of the UE or UE group
according to an ID of the UE group (referred to as a
group ID), and learn the information about the net-
work access time of the UE or UE group from the
configuration information. Specifically, the gateway
device may learn the UE ID or UE group ID through
a session management message sent by the mobility
management element, for example, Create PDP
Context Request message, or Create Session Re-
quest message, and learn the information about the
network access time of the UE or UE group from the
configuration information according to the UE ID or
UE group ID.
C. Learn the information about the network access
time of the UE or UE group from a database.

[0020] Specifically, the gateway device may learn the
UE ID or UE group ID through a session management
message sent by the mobility management element, for
example, Create PDP Context Request message, or Cre-
ate Session Request message, and query a database
such as an Authentication, Authorization and Accounting
(Authentication, Authorization and Accounting, AAA)
server for the information about the network access time
of the UE or UE group according to the UE ID or UE group

ID.
[0021] In step 102 of this embodiment, the gateway
device in the congested/overloaded state may perform
congestion/overload control in the following modes ac-
cording to the learned information about the network ac-
cess time of the UE or UE group:

A. Beyond the network access time of the UE, reject
or discard the session management request mes-
sage of the UE.
Specifically, when the gateway device is in the con-
gested/overloaded state, if beyond the network ac-
cess time of the UE (for example, beyond the time
range identified by the information about the network
access time of the UE), the gateway device receives
a session management request message sent by
the mobility management element for the UE, for ex-
ample, Create PDP Context Request message, Cre-
ate Session Request message, or Modify Bearer Re-
quest message, the gateway device rejects or dis-
cards the session management request message.
Optionally, the gateway device may accept or reject
or discard the session management request mes-
sage according to indication information indicating
whether to allow accepting the session management
request of the UE beyond the network access time
of the UE. For example, if the indication information
indicates that the session management request of
the UE is not allowed to be accepted beyond the
network access time of the UE, the gateway device
rejects or discards the session management request
message of the UE beyond the network access time
of the UE.
The indication information indicating whether to al-
low accepting the session management request of
the UE beyond the network access time of the UE
may be configured on the gateway device. For ex-
ample, after receiving the session management re-
quest message sent by the mobility management
element, the gateway device queries the configura-
tion information according to the UE ID in the session
management request message, and learns the indi-
cation information indicating whether to allow ac-
cepting the session management request of the UE
beyond the network access time of the UE. Alterna-
tively, the indication information indicating whether
to allow accepting the session management request
of the UE beyond the network access time of the UE
may be defined in the subscription data. For exam-
ple, the mobility management element learns from
the subscription data the indication information indi-
cating whether to allow accepting the session man-
agement request of the UE beyond the network ac-
cess time of the UE, and then sends the indication
information indicating whether to allow accepting the
session management request of the UE beyond the
network access time of the UE to the gateway device
through a session management request message.
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Optionally, the gateway device may also carry time
indication information (called first time indication in-
formation) (back-off time) (for example, duration or
time point) and/or a cause value in a session man-
agement reject message returned to the mobility
management element. After receiving the first time
indication information and/or cause value, the mo-
bility management element may perform the follow-
ing processing:

1. The mobility management element sends the
first time indication information and/or cause val-
ue to the UE (for example, the mobility manage-
ment element sends the first time indication in-
formation and/or cause value to the UE through
an access request reject message). Or
2. The mobility management element generates
time indication information (called second time
indication information) and/or cause value infor-
mation according to the received first time indi-
cation information and/or cause value, and
sends the generated second time indication in-
formation and/or cause value information to the
UE. For example, after learning the first time in-
dication information sent by the gateway device,
the mobility management element receives an
access request sent by the UE, subtracts the
time point of receiving the access request sent
by the UE from the first time indication informa-
tion, and uses the obtained result as the value
of the second time indication information. Or
3. The mobility management element performs
access control (for example, rejects or discards
the access request message of the UE) accord-
ing to the first time indication information and/or
cause value. Specifically, the first time indication
information may be used to instruct the mobility
management element to reject or discard the
access request message of the UE within the
time range indicated by the first time indication
information (for example, before the first time
indication information expires); or the first time
indication information may be used to instruct
the mobility management element to accept the
access request message of the UE beyond the
time range indicated by the first time indication
information (for example, after the first time in-
dication information expires); the cause value
may be used to notify the mobility management
element that the gateway device is in the con-
gested/overloaded state. Or
4. The mobility management element performs
access control according to the first time indica-
tion information and/or cause value (described
in 3), and sends the first time indication informa-
tion and/or cause value to the UE (for example,
the mobility management element sends the
first time indication information and/or cause val-

ue to the UE through an access request reject
message).
In addition, after receiving the session reject re-
quest message of the gateway device, the mo-
bility management element may generate (pro-
vide) the second time indication information
and/or cause value information, and send the
second time indication information and/or cause
value information to the UE (for example, the
mobility management element sends the sec-
ond time indication information and/or cause
value information to the UE through an access
request reject message). For example, the mo-
bility management element generates second
time indication information and/or cause value
information according to configuration informa-
tion (the value of the second time indication in-
formation configured on the mobility manage-
ment element).
The second time indication information sent by
the mobility management element to the UE is
used to instruct the UE not to initiate an access
request frequently or immediately. Specifically,
the second time indication information may be
used to instruct the UE not to send an access
request message within the time range indicated
by the second time indication information (for
example, before the second time indication in-
formation expires); or the second time indication
information may also be used to instruct the UE
to send an access request message beyond the
time range indicated by the second time indica-
tion information (for example, after the second
time indication information expires); the cause
value information may be further used to instruct
the UE not to send an access request message
frequently or immediately. According to the sec-
ond time indication information and/or cause
value information sent by the mobility manage-
ment element to the UE, the UE will not initiate
an access request frequently or immediately,
which reduces the frequent and repeated sign-
aling impact caused by a large number of UEs
on the network, and avoids network congestion
or overload caused by the impact of a large
amount of signaling.

B. Beyond the network access time of the UE group,
reject or discard the session management request
message of UEs in the UE group.
Specifically, when the gateway device is in the con-
gested/overloaded state, if beyond the network ac-
cess time of the UEs in the UE group (for example,
beyond the time range identified by the information
about the network access time of the UE group), the
gateway device receives the session management
request message sent by the mobility management
element for the UEs in the UE group, for example,

9 10 
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Create PDP Context Request message, Create Ses-
sion Request message, or Modify Bearer Request
message, the gateway device rejects or discards the
session management request message. Optionally,
the gateway device may accept or reject or discard
the session management request message accord-
ing to the indication information indicating whether
to allow accepting the session management request
of the UEs in the UE group beyond the network ac-
cess time of the UE group. For example, if the indi-
cation information indicates that the session man-
agement request of the UEs in the UE group is not
allowed to be accepted beyond the network access
time of the UE group, the gateway device rejects or
discards the session management request message
of the UEs in the UE group beyond the network ac-
cess time of the UE group.
The indication information indicating whether to al-
low accepting the session management request of
the UEs in the UE group beyond the network access
time of the UE group may be configured on the gate-
way device. For example, after receiving the session
management request message sent by the mobility
management element, the gateway device queries
the configuration information according to the UE ID
or UE group ID in the session management request
message, and learns the indication information indi-
cating whether to allow accepting the session man-
agement request of the UEs in the UE group beyond
the network access time of the UE group. Alterna-
tively, the indication information indicating whether
to allow accepting the session management request
of the UEs in the UE group beyond the network ac-
cess time of the UE group may be defined in the
subscription data. For example, the mobility man-
agement element learns from the subscription data
the indication information indicating whether to allow
accepting the session management request of the
UEs in the UE group beyond the network access
time of the UE group, and then sends the indication
information indicating whether to allow accepting the
session management request of the UEs in the UE
group beyond the network access time of the UE
group to the gateway device through a session man-
agement request message.
Further, the gateway device may reject or discard,
according to a percentage, the session management
request message sent by the mobility management
element for the UEs in the UE group. When the gate-
way device is in the congested/overloaded state, if
the gateway device receives the session manage-
ment request message sent by the mobility manage-
ment element for the UEs in the UE group beyond
the network access time of the UEs in the UE group,
the gateway device rejects or discards the session
management request message according to the per-
centage.
Optionally, the gateway device may also carry time

indication information (called first time indication in-
formation) (back-off time) (for example, duration or
time point) and/or a cause value in a session man-
agement reject message returned to the mobility
management element.
After receiving the first time indication information
and/or cause value, the mobility management ele-
ment may perform the following processing:

1. The mobility management element sends the
first time indication information and/or cause val-
ue to the UE (for example, the mobility manage-
ment element sends the first time indication in-
formation and/or cause value to the UE through
an access request reject message). Or
2. The mobility management element generates
time indication information (called second time
indication information) and/or cause value infor-
mation according to the received first time indi-
cation information and/or cause value, and
sends the generated second time indication in-
formation and/or cause value information to the
UE. For example, after learning the first time in-
dication information sent by the gateway device,
the mobility management element receives an
access request sent by the UE, subtracts the
time point of receiving the access request sent
by the UE from the first time indication informa-
tion, and uses the obtained result as the value
of the second time indication information. Or
3. The mobility management element performs
access control (for example, rejects or discards
the access request message of the UE) accord-
ing to the first time indication information and/or
cause value. Specifically, the first time indication
information may be used to instruct the mobility
management element to reject or discard the
access request message of the UEs in the UE
group within the time range indicated by the first
time indication information (for example, before
the first time indication information expires); or
the first time indication information may be used
to instruct the mobility management element to
accept the access request message of the UEs
in the UE group beyond the time range indicated
by the first time indication information (for exam-
ple, after the first time indication information ex-
pires). Or
4. The mobility management element performs
access control according to the first time indica-
tion information and/or cause value (described
in 3), and sends the first time indication informa-
tion and/or cause value to the UE (for example,
the mobility management element sends the
first time indication information and/or cause val-
ue to the UE through an access request reject
message).
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In addition, after receiving the session reject request
message of the gateway device, the mobility man-
agement element may generate (provide) the sec-
ond time indication information and/or cause value
information, and send the second time indication in-
formation and/or cause value information to the UE
(for example, the mobility management element
sends the second time indication information and/or
cause value information to the UE through an access
request reject message). For example, the mobility
management element generates second time indi-
cation information and/or cause value information
according to configuration information (the value of
the second time indication information configured on
the mobility management element).
The second time indication information sent by the
mobility management element to the UE is used to
instruct the UE not to initiate an access request fre-
quently or immediately. Specifically, the second time
indication information may be used to instruct the
UEs in the UE group not to send access request
messages within the time range indicated by the sec-
ond time indication information (for example, before
the second time indication information expires); or
the second time indication information may also be
used to instruct the UEs in the UE group to send
access request messages beyond the time range
indicated by the second time indication information
(for example, after the second time indication infor-
mation expires); the cause value information may be
further used to instruct the UEs in the UE group not
to send access request messages frequently or im-
mediately. According to the second time indication
information and/or cause value information sent by
the mobility management element to the UE, the UE
will not initiate an access request frequently or im-
mediately, which reduces the frequent and repeated
signaling impact caused by a large number of UEs
on the network, and avoids network congestion or
overload caused by the impact of a large amount of
signaling.
C. Discard data of the UE or the UEs in the UE group
beyond the network access time of the UE or UE
group.

[0022] Specifically, when the gateway device is in the
congested/overloaded state, if beyond the network ac-
cess time of the UE or UEs in the UE group (for example,
beyond the time range identified by the information about
the network access time of the UE or UE group), the
gateway device receives data of the UE or UEs in the
UE group, the gateway device discards the data. For ex-
ample, beyond the network access time of the UE or UEs
in the UE group, the gateway device may set the bearer
gate status of the UE or UEs in the UE group to closed;
when the gateway device receives the data of the UE or
UEs in the UE group, the gateway device may discard
the data. Optionally, the gateway device may accept or

discard the data of the UE or UEs in the UE group ac-
cording to indication information indicating whether to al-
low accepting the data of the UE or UEs in the UE group
beyond the network access time of the UE or UE group.
For example, if the indication information indicates that
the data of the UE or UEs in the UE group is not allowed
to be accepted beyond the network access time of the
UE or UE group, the gateway device discards the data
of the UE or UEs in the UE group beyond the network
access time of the UE or UE group.
[0023] The indication information indicating whether to
allow accepting the data of the UE or UEs in the UE group
beyond the network access time of the UE or UE group
may be configured on the gateway device. For example,
after receiving the session management request mes-
sage sent by the mobility management element, the gate-
way device queries the configuration information accord-
ing to the UE ID or UE group ID in the session manage-
ment request message, and learns the indication infor-
mation indicating whether to allow accepting the data of
the UE or UEs in the UE group beyond the network ac-
cess time of the UE or UE group. Or the indication infor-
mation indicating whether to allow accepting the data of
the UE or UEs in the UE group beyond the network ac-
cess time of the UE or UE group may be defined in the
subscription data. For example, the mobility manage-
ment element learns from the subscription data the indi-
cation information indicating whether to allow accepting
the data of the UE or UEs in the UE group beyond the
network access time of the UE or UE group, and then
sends the indication information indicating whether to al-
low accepting the data of the UE or UEs in the UE group
beyond the network access time of the UE or UE group
to the gateway device through a session management
request message.
[0024] The congestion/overload control method in this
embodiment may be applied in multiple radio access net-
works, for example, the Evolved UMTS (Universal Mobile
Telecommunication System, UMTS) Territorial Radio
Access Network (Evolved UMTS Territorial Radio Ac-
cess Network, E-UTRAN), UMTS Territorial Radio Ac-
cess Network (UMTS Territorial Radio Access Network,
UTRAN), GSM (Global System for Mobile Communica-
tions) or EDGE (Enhanced Data rate for GSM Evolution,
EDGE) Radio Access Network (GSM/EDGE Radio Ac-
cess Network, GERAN), and non 3rd Generation Partner
Project (3rd Generation Partner Project, 3GPP) network.
[0025] The mobility management element may be a
Mobility Management Entity (Mobility Management En-
tity, MME) in the E-UTRAN, or a Serving GPRS (General
Packet Radio Service, GPRS) Supporting Node (Serving
GPRS Supporting Node, SGSN) in the UTRAN/GERAN.
[0026] The gateway device may be a network element
such as a Serving Gateway (Serving Gateway, S-GW),
a Packet Data Network Gateway (Packet Data Network
Gateway, P-GW), or a Gateway GPRS (General Packet
Radio Service, GPRS) Supporting Node (Gateway
GPRS Supporting Node, GGSN).
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[0027] Similarly, the mobility management element in
this embodiment may also perform congestion/overload
control differentially on UEs in the group in a similar way,
which is not further described here. When the mobility
management element is congested/overloaded, the mo-
bility management element may perform conges-
tion/overload control differentially on a UE or UEs in a
UE group according to the learned information about the
network access time of the UE or UE group, so that con-
gestion/overload control can be performed on the mobil-
ity management element, congestion/overload caused
by a large number of UEs on the gateway device is avoid-
ed, and the efficiency of congestion/overload control is
improved.
[0028] FIG. 2 is a schematic flowchart of a conges-
tion/overload control method according to a second em-
bodiment of the present invention. This embodiment is a
specific instance of the first embodiment. As shown in
FIG. 2, the congestion/overload control method in this
embodiment may include the following steps:

Step 201: A UE sends an access request message
to a mobility management element.

[0029] The access request message may be an Attach
Request message, a Routing Area Update Request mes-
sage, a Tracking Area Update Request message, a Serv-
ice Request message, a PDN Connectivity Request mes-
sage, or an Activate PDP Context Request message.
[0030] Step 202: The mobility management element
receives the access request message, and if the access
request message is an Attach Request message, a Rout-
ing Area Update Request message, or a Tracking Area
Update Request message, sends an Update Location
Request message to a subscription profile repository.
[0031] Step 203: The subscription profile repository re-
ceives the Update Location Request message, and re-
turns an Update Location Ack message to the mobility
management element, where the Update Location Ack
message may carry information about the network ac-
cess time of the UE or UE group.
[0032] Step 204: The mobility management element
receives the Update Location Ack message, and sends
a session management request message to the gateway
device, where the session management request mes-
sage may carry information about the network access
time of the UE or UE group.
[0033] The information about the network access time
of the UE or UE group carried in the session management
request message may be learned by the mobility man-
agement element from the subscription profile repository
or UE contexts, or may be configured by the mobility man-
agement element itself.
[0034] The session management request message
may be a Create PDP Context Request message, a Cre-
ate Session Request message, or a Modify Bearer Re-
quest message.
[0035] If the gateway device is a PGW, the mobility

management element may send the session manage-
ment message to the PGW through the SGW.
[0036] Step 205: The gateway device receives the ses-
sion management request message, and returns a ses-
sion management request response message to the mo-
bility management element. The gateway device per-
forms congestion/overload control according to the infor-
mation about the network access time of the UE or UE
group, where the information about the network access
time of the UE or UE group according to which the gate-
way device performs congestion/overload control may
be learned from the mobility management element or
configured by the gateway device itself.
[0037] The session management request response
message may be a Create PDP Context Response/Re-
ject message, a Create Session Response/Reject mes-
sage, or a Modify Bearer Response/Reject message.
[0038] In this step, the method for the gateway device
to perform congestion/overload control is described in
the first embodiment, and not further described here.
[0039] Optionally, the gateway device may carry first
time indication information (back-off time) (for example,
duration or time point) and/or a cause value in a session
management request response message. The first time
indication information and/or cause value is described in
the first embodiment, and not further described here.
[0040] Step 206: The mobility management element
receives the session management request response
message, and returns an access request response mes-
sage to the UE or UEs in the UE group.
[0041] The access request response message may be
an Attach Accept/Reject message, a Routing Area Up-
date Accept/Reject message, a Tracking Area Update
Accept/Reject message, a Service Request Accept/Re-
ject message, a PDN Connectivity Accept/Reject mes-
sage, or an Active PDP Context Accept/Reject message.
[0042] Optionally, the mobility management element
may carry second time indication information (back-off
time) (for example, duration or time point) and/or cause
value information in the access request response mes-
sage. The second time indication information and/or
cause value information is described in the first embod-
iment, and not further described here.
[0043] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded, the gateway device may
perform congestion/overload control differentially on the
UE or UEs in the UE group according to the learned in-
formation about the network access time of the UE or UE
group, so that congestion/overload control can be per-
formed on the gateway device, congestion/overload
caused by a large number of UEs on the gateway device
is avoided, and the efficiency of congestion/overload con-
trol is improved.
[0044] FIG. 3 is a schematic flowchart of another con-
gestion/overload control method according to a third em-
bodiment of the present invention. As shown in FIG. 3,
the congestion/overload control method in this embodi-
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ment may include the following steps:

Step 301: A gateway device learns information about
a congestion/overload control parameter or policy of
a UE group.
Step 302: If the congestion/overload control param-
eter or policy of the UE group is reached or exceed-
ed,

the gateway device rejects or discards session manage-
ment request messages of UEs in the UE group, or
discards data of the UEs in the UE group, or
deletes bearers or PDP contexts of the UEs in the UE
group, or
discards data that exceeds the congestion/overload con-
trol parameter or policy of the UE group, or
charges for the data that exceeds the congestion/over-
load control parameter or policy of the UE group.
[0045] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded, the gateway device may
perform congestion/overload control differentially on the
UEs in the UE group according to the learned information
about the congestion/overload control parameter or pol-
icy of the UE group, so that congestion/overload control
can be performed on the gateway device, conges-
tion/overload caused by a large number of UEs on the
gateway device is avoided, and the efficiency of conges-
tion/overload control is improved.
[0046] The information about the congestion/overload
control parameter or policy of the UE group learned by
the gateway device may include at least one of the fol-
lowing parameters or policies:

maximum number of bearers or PDP contexts of the
UE group;
maximum access rate of the UE group;
Aggregate Maximum Bit Rate (AMBR) of bearers of
the UE group;
AMBR of Non Guaranteed Bit Rate (GBR) bearers
of the UE group;
AMBR of bearers of the UE group in the same APN;
and
AMBR of non-GBR bearers of the UE group in the
same APN.

[0047] In step 301 of this embodiment, the gateway
device may learn the information about the conges-
tion/overload control parameter or policy of the UE group
in the following modes:

A. Learn the information about the congestion/over-
load control parameter or policy of the UE group from
a mobility management element.
Specifically, after learning the information about the
congestion/overload control parameter or policy of
the UE group, the mobility management element
may send the information about the congestion/over-

load control parameter or policy to the gateway de-
vice through a session management message, for
example, Create PDP Context Request message,
or Create Session Request message. The mobility
management element may learn the information
about the congestion/overload control parameter or
policy in the following modes:

a. Learn the information about the conges-
tion/overload control parameter or policy of the
UE group from a subscription profile repository.
After receiving an access request message that
is sent by the UE and carries a UE ID or UE
group ID, the mobility management element
may learn subscription data of the UE group
from the subscription profile repository such as
a Home Location Register (Home Location Reg-
ister, HLR) or a Home Subscriber Server (Home
Subscriber Server, HSS) according to the UE ID
or UE group ID, where the subscription data in-
cludes the information about the conges-
tion/overload control parameter or policy of the
UE group. The specific mode may be: the mo-
bility management element sends an Update
Location Request message to the subscription
profile repository; after receiving the Update Lo-
cation Request message, the subscription pro-
file repository returns the information about the
congestion/overload control parameter or policy
of the UE group in the subscription data to the
mobility management element through an Up-
date Location Ack message.
The access request message may be an Attach
Request message, a Routing Area Update Re-
quest message, a Tracking Area Update Re-
quest message, a Service Request message, a
PDN Connectivity Request message, or an Ac-
tivate PDP Context Request message.
b. Learn the information about the conges-
tion/overload control parameter or policy of the
UE group from UE contexts.
Specifically, if UE contexts are stored on the mo-
bility management element, the mobility man-
agement element may also learn the information
about the congestion/overload control parame-
ter or policy of the UE group from the UE con-
texts.
c. Learn the information about the conges-
tion/overload control parameter or policy of the
UE group from configuration information.
The mobility management element may config-
ure the information about the congestion/over-
load control parameter or policy of the UE group
according to an ID of the UE group (referred to
as a group ID), and learn the information about
the congestion/overload control parameter or
policy of the UE group from the configuration
information. The group ID is used to identify a
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group, and the group may be a UE group, a Ma-
chine to Machine (Machine to Machine, M2M)
MTC user, an M2M application subscriber (an
MTC subscriber or an MTC server), or other
groups consisting of multiple devices, which is
not limited in this embodiment. The group ID
above may be a UE group ID, or an ID shared
by multiple UEs in a group, for example, an In-
ternational Mobile Subscriber Identification
Number (International Mobile Subscriber Iden-
tification Number, IMSI), a Mobile Station Inter-
national Integrated Services Digital Network
Number (Mobile Station International Integrated
Services Digital Network Number, MSISDN), or
an International Mobile Equipment Identity (In-
ternational Mobile Equipment Identity, IMEI), or
may also be an IMSI segment or an MSISDN
segment, or may also be other IDs that can in-
dicate a group, for example, an Access Point
Name (Access Point Name, APN). This embod-
iment does not limit the form of the group ID.

B. Learn the information about the congestion/over-
load control parameter or policy of the UE group from
configuration information.
The gateway device may configure the information
about the congestion/overload control parameter or
policy of the UE group according to an ID of the UE
group (referred to as a group ID), and learn the in-
formation about the congestion/overload control pa-
rameter or policy of the UE group from the configu-
ration information. Specifically, the gateway device
may learn the UE ID or UE group ID through a ses-
sion management message sent by the mobility
management element, for example, Create PDP
Context Request message, or Create Session Re-
quest message, and learn the information about the
congestion/overload control parameter or policy of
the UE group from the configuration information ac-
cording to the UE ID or UE group ID.
C. Learn the information about the congestion/over-
load control parameter or policy of the UE group from
a database.

[0048] The gateway device may learn the UE ID or UE
group ID through a session management message sent
by the mobility management element, for example, Cre-
ate PDP Context Request message, or Create Session
Request message, and query a database such as an
Authentication, Authorization and Accounting (Authenti-
cation, Authorization and Accounting, AAA) server for
the information about the congestion/overload control
parameter or policy of the UE group according to the UE
ID or UE group ID.
[0049] In step 302 of this embodiment, if the number
of bearers or PDP contexts of the UE group reaches or
exceeds the maximum number of bearers or PDP con-
texts of the UE group, the gateway device may perform

congestion/overload control in the following modes:

A. Reject or discard session management request
messages of UEs in the UE group.
Specifically, when the gateway device is in the con-
gested/overloaded state, if the gateway device re-
ceives the session management request message
sent by the mobility management element for the
UEs in the UE group, for example, Create PDP Con-
text Request message, Create Session Request
message, or Modify Bearer Request message, the
gateway device rejects or discards the session man-
agement request message. Optionally, the gateway
device may accept or reject or discard the session
management request message according to indica-
tion information indicating whether the number of
bearers or PDP contexts of the UE group is allowed
to reach or exceed the maximum number of bearers
or PDP contexts of the UE group. For example, if the
indication information indicates that the number of
bearers or PDP contexts of the UE group is not al-
lowed to reach or exceed the maximum number of
bearers or PDP contexts of the UE group, the gate-
way device rejects or discards the session manage-
ment request message of the UEs in the group.
The indication information indicating whether the
number of bearers or PDP contexts of the UE group
is allowed to reach or exceed the maximum number
of bearers or PDP contexts of the UE group may be
configured on the gateway device. For example, af-
ter receiving the session management request mes-
sage sent by the mobility management element, the
gateway device queries the configuration informa-
tion according to the UE ID or UE group ID in the
session management request message, and learns
the indication information indicating whether the
number of bearers or PDP contexts of the UE group
is allowed to reach or exceed the maximum number
of bearers or PDP contexts of the UE group. Or the
indication information indicating whether the number
of bearers or PDP contexts of the UE group is al-
lowed to reach or exceed the maximum number of
bearers or PDP contexts of the UE group may be
defined in the subscription data. For example, the
mobility management element learns from the sub-
scription data the indication information indicating
whether the number of bearers or PDP contexts of
the UE group is allowed to reach or exceed the max-
imum number of bearers or PDP contexts of the UE
group, and then sends the indication information in-
dicating whether the number of bearers or PDP con-
texts of the UE group is allowed to reach or exceed
the maximum number of bearers or PDP contexts of
the UE group to the gateway device through a ses-
sion management request message.
Further, the gateway device may reject or discard,
according to a percentage, the session management
request message sent by the mobility management
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element for the UEs in the UE group. If the number
of bearers or PDP contexts of the UE group reaches
or exceeds the maximum number of bearers or PDP
contexts of the UE group, the gateway device re-
ceives the session management request message
sent by the mobility management element for the
UEs in the UE group, and rejects or discards the
session management request message according
to the percentage.
Optionally, the gateway device may also carry time
indication information (called first time indication in-
formation) (back-off time) (for example, duration or
time point) and/or a cause value in a session man-
agement reject message returned to the mobility
management element.
After receiving the first time indication information
and/or cause value, the mobility management ele-
ment may perform the following processing:

1. The mobility management element sends the
first time indication information and/or cause val-
ue to the UE (for example, the mobility manage-
ment element sends the first time indication in-
formation and/or cause value to the UE through
an access request reject message). Or
2. The mobility management element generates
time indication information (called second time
indication information) and/or cause value infor-
mation according to the received first time indi-
cation information and/or cause value, and
sends the generated second time indication in-
formation and/or cause value information to the
UE. For example, after learning the first time in-
dication information sent by the gateway device,
the mobility management element receives an
access request sent by the UE, subtracts the
time point of receiving the access request sent
by the UE from the first time indication informa-
tion, and uses the obtained result as the value
of the second time indication information. Or
3. The mobility management element performs
access control (for example, rejects or discards
the access request message of the UE) accord-
ing to the first time indication information and/or
cause value. Specifically, the first time indication
information may be used to instruct the mobility
management element to reject or discard the
access request message of the UEs in the UE
group within the time range indicated by the first
time indication information (for example, before
the first time indication information expires); or
the first time indication information may be used
to instruct the mobility management element to
accept the access request message of the UEs
in the UE group beyond the time range indicated
by the first time indication information (for exam-
ple, after the first time indication information ex-
pires); the cause value may be used to notify

the mobility management element that the gate-
way device is in the congested/overloaded
state. Or
4. The mobility management element performs
access control according to the first time indica-
tion information and/or cause value (described
in 3), and sends the first time indication informa-
tion and/or cause value to the UE (for example,
the mobility management element sends the
first time indication information and/or cause val-
ue to the UE through an access request reject
message).
In addition, after receiving the session reject re-
quest message of the gateway device, the mo-
bility management element may generate (pro-
vide) the second time indication information
and/or cause value information, and send the
second time indication information and/or cause
value information to the UE (for example, the
mobility management element sends the sec-
ond time indication information and/or cause
value information to the UE through an access
request reject message). For example, the mo-
bility management element generates second
time indication information and/or cause value
information according to configuration informa-
tion (the value of the second time indication in-
formation configured on the mobility manage-
ment element).
The second time indication information sent by
the mobility management element to the UE is
used to instruct the UE not to initiate an access
request frequently or immediately. Specifically,
the second time indication information may be
used to instruct the UEs in the UE group not to
send access request messages within the time
range indicated by the second time indication
information (for example, before the second
time indication information expires); or the sec-
ond time indication information may also be
used to instruct the UEs in the UE group to send
access request messages beyond the time
range indicated by the second time indication
information (for example, after the second time
indication information expires); the cause value
information may be further used to instruct the
UEs in the UE group not to send access request
messages frequently or immediately. According
to the second time indication information and/or
cause value information sent by the mobility
management element to the UE, the UE will not
initiate an access request frequently or immedi-
ately, which reduces the frequent and repeated
signaling impact caused by a large number of
UEs on the network, and avoids network con-
gestion or overload caused by the impact of a
large amount of signaling.
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B. Discard data of the UEs in the UE group.
Specifically, when the gateway device is in the con-
gested/overloaded state, if the gateway device re-
ceives the data of the UEs in the UE group, the gate-
way device discards the data. For example, the gate-
way device may set the bearer gate status of the
UEs in the UE group to closed; when the gateway
device receives the data of the UEs in the UE group,
the gateway device may discard the data. Optionally,
the gateway device may discard the data of the UEs
in the UE group according to the indication informa-
tion indicating whether the number of bearers or PDP
contexts of the UE group is allowed to reach or ex-
ceed the maximum number of bearers or PDP con-
texts of the UE group. For example, if the indication
information indicates that the number of bearers or
PDP contexts of the UE group is not allowed to reach
or exceed the maximum number of bearers or PDP
contexts of the UE group, the gateway device dis-
cards the data of the UEs in the UE group. The meth-
od for the gateway device to learn the indication in-
formation indicating whether the number of bearers
or PDP contexts of the UE group is allowed to reach
or exceed the maximum number of bearers or PDP
contexts of the UE group is described in A.
C. Delete bearers or PDP contexts of the UEs in the
UE group.

[0050] Specifically, the gateway device may initiate a
bearer deletion procedure to delete the bearers or PDP
contexts of the UEs in the UE group. Optionally, the gate-
way device may discard the data of the UEs in the UE
group according to the indication information indicating
whether the number of bearers or PDP contexts of the
UE group is allowed to reach or exceed the maximum
number of bearers or PDP contexts of the UE group. For
example, if the indication information indicates that the
number of bearers or PDP contexts of the UE group is
not allowed to reach or exceed the maximum number of
bearers or PDP contexts of the UE group, the gateway
device deletes the bearers or PDP contexts of the UEs
in the UE group. The method for the gateway device to
learn the indication information indicating whether the
number of bearers or PDP contexts of the UE group is
allowed to reach or exceed the maximum number of bear-
ers or PDP contexts of the UE group is described in A.
[0051] In step 302 of this embodiment, if the access
rate of the UE group (rate of sending access requests by
the UEs in the UE group, for example, the rate of sending
Attach Requests, PDN Connectivity Requests, or Acti-
vate PDP Context Requests by the UEs in the UE group)
reaches or exceeds the maximum access rate of the UE
group (the maximum rate of sending access requests by
the UEs in the UE group, for example, the maximum rate
of sending Attach Requests, PDN Connectivity Re-
quests, or Activate PDP Context Requests by the UEs
in the UE group), the gateway device may perform con-
gestion/overload control in the following modes:

A. Reject or discard session management request
messages of the UEs in the UE group.
Specifically, when the gateway device is in the con-
gested/overloaded state, if the gateway device re-
ceives the session management request message
sent by the mobility management element for the
UEs in the UE group, for example, Create PDP Con-
text Request message, Create Session Request
message, or Modify Bearer Request message, the
gateway device rejects or discards the session man-
agement request message. Optionally, the gateway
device may accept or reject or discard the session
management request message according to indica-
tion information indicating whether the access rate
of the UE group is allowed to reach or exceed the
maximum access rate of the UE group. For example,
if the indication information indicates whether the ac-
cess rate of the UE group is allowed to reach or ex-
ceed the maximum access rate of the UE group, the
gateway device rejects or discards the session man-
agement request message of the UEs in the UE
group.
The indication information indicating whether the ac-
cess rate of the UE group is allowed to reach or ex-
ceed the maximum access rate of the UE group may
be configured on the gateway device. For example,
after receiving the session management request
message sent by the mobility management element,
the gateway device queries the configuration infor-
mation according to the UE ID or UE group ID in the
session management request message, and learns
the indication information indicating whether the ac-
cess rate of the UE group is allowed to reach or ex-
ceed the maximum access rate of the UE group. Or
the indication information indicating whether the ac-
cess rate of the UE group is allowed to reach or ex-
ceed the maximum access rate of the UE group may
be defined in the subscription data. For example, the
mobility management element learns from the sub-
scription data the indication information indicating
whether the access rate of the UE group is allowed
to reach or exceed the maximum access rate of the
UE group, and then sends the indication information
indicating whether the access rate of the UE group
is allowed to reach or exceed the maximum access
rate of the UE group to the gateway device through
a session management request message.
Further, the gateway device may reject or discard,
according to a percentage, the session management
request message sent by the mobility management
element for the UEs in the UE group. If the access
rate of the UE group reaches or exceeds the maxi-
mum access rate of the UE group, the gateway de-
vice receives the session management request mes-
sage sent by the mobility management element for
the UEs in the UE group, and rejects or discards the
session management request message according
to the percentage.
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Optionally, the gateway device may also carry time
indication information (called first time indication in-
formation) (back-off time) (for example, duration or
time point) and/or a cause value in a session man-
agement reject message returned to the mobility
management element.
After receiving the first time indication information
and/or cause value, the mobility management ele-
ment may perform the following processing:

1. The mobility management element sends the
first time indication information and/or cause val-
ue to the UE (for example, the mobility manage-
ment element sends the first time indication in-
formation and/or cause value to the UE through
an access request reject message). Or
2. The mobility management element generates
time indication information (called second time
indication information) and/or cause value infor-
mation according to the received first time indi-
cation information and/or cause value, and
sends the generated second time indication in-
formation and/or cause value information to the
UE. For example, after learning the first time in-
dication information sent by the gateway device,
the mobility management element receives an
access request sent by the UE, subtracts the
time point of receiving the access request sent
by the UE from the first time indication informa-
tion, and uses the obtained result as the value
of the second time indication information. Or
3. The mobility management element performs
access control (for example, rejects or discards
the access request message of the UE) accord-
ing to the first time indication information and/or
cause value. Specifically, the first time indication
information may be used to instruct the mobility
management element to reject or discard the
access request message of the UEs in the UE
group within the time range indicated by the first
time indication information (for example, before
the first time indication information expires); or
the first time indication information may be used
to instruct the mobility management element to
accept the access request message of the UEs
in the UE group beyond the time range indicated
by the first time indication information (for exam-
ple, after the first time indication information ex-
pires); the cause value may be used to notify
the mobility management element that the gate-
way device is in the congested/overloaded
state. Or
4. The mobility management element performs
access control according to the first time indica-
tion information and/or cause value (described
in 3), and sends the first time indication informa-
tion and/or cause value to the UE (for example,
the mobility management element sends the

first time indication information and/or cause val-
ue information to the UE through an access re-
quest reject message).
In addition, after receiving the session reject re-
quest message of the gateway device, the mo-
bility management element may generate (pro-
vide) the second time indication information
and/or cause value information, and send the
second time indication information and/or cause
value information to the UE (for example, the
mobility management element sends the sec-
ond time indication information and/or cause
value information to the UE through an access
request reject message). For example, the mo-
bility management element generates second
time indication information and/or cause value
information according to configuration informa-
tion (the value of the second time indication in-
formation configured on the mobility manage-
ment element).
The second time indication information sent by
the mobility management element to the UE is
used to instruct the UE not to initiate an access
request frequently or immediately. Specifically,
the second time indication information may be
used to instruct the UEs in the UE group not to
send access request messages within the time
range indicated by the second time indication
information (for example, before the second
time indication information expires); or the sec-
ond time indication information may also be
used to instruct the UEs in the UE group to send
access request messages beyond the time
range indicated by the second time indication
information (for example, after the second time
indication information expires); the cause value
information may be further used to instruct the
UEs in the UE group not to send access request
messages frequently or immediately. According
to the second time indication information and/or
cause value information sent by the mobility
management element to the UE, the UE will not
initiate an access request frequently or immedi-
ately, which reduces the frequent and repeated
signaling impact caused by a large number of
UEs on the network, and avoids network con-
gestion or overload caused by the impact of a
large amount of signaling.

B. Discard data of the UEs in the UE group.

[0052] Specifically, when the gateway device is in the
congested/overloaded state, if the gateway device re-
ceives the data of the UEs in the UE group, the gateway
device discards the data. For example, the gateway de-
vice may set the bearer gate status of the UEs in the UE
group to closed; when the gateway device receives the
data of the UEs in the UE group, the gateway device may
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discard the data.
[0053] In step 302 of this embodiment, the gateway
device limits the total bandwidth (aggregate bit rate) of
bearers of the UE group according to the AMBR of bear-
ers of the UE group, or limits the total bandwidth of non-
GBR bearers of the UE group according to the AMBR of
non-GBR bearers of the UE group, or limits the total band-
width of bearers of the UE group in the same APN ac-
cording to the AMBR of bearers of the UE group in the
same APN, or limits the total bandwidth (aggregate bit
rate) of non-GBR bearers of the UE group in the same
APN according to the AMBR of non-GBR bearers of the
UE group in the same APN (Group-APN-AMBR). If the
total bandwidth (bit rate) of bearers of the UE group
reaches or exceeds the AMBR of the bearers of the UE
group, or if the total bandwidth of non-GBR bearers of
the UE group reaches or exceeds the AMBR of non-GBR
bearers of the UE group, or if the total bandwidth of bear-
ers of the UE group in the same APN reaches or exceeds
the AMBR of bearers of the UE group in the same APN,
or if the total bandwidth of non-GBR bearers of the UE
group in the same APN reaches or exceeds the AMBR
of non-GBR bearers of the UE group in the same APN,
the gateway device may perform congestion/overload
control in the following modes:

A. Discard the data that exceeds the AMBR; or
B. Charge for the data that exceeds the AMBR.

[0054] The congestion/overload control method in this
embodiment may be applied in multiple radio access net-
works, for example, the Evolved UMTS (Universal Mobile
Telecommunication System, UMTS) Territorial Radio
Access Network (Evolved UMTS Territorial Radio Ac-
cess Network, E-UTRAN), UMTS Territorial Radio Ac-
cess Network (UMTS Territorial Radio Access Network,
UTRAN), GSM (Global System for Mobile Communica-
tions) or EDGE (Enhanced Data rate for GSM Evolution,
EDGE) Radio Access Network (GSM/EDGE Radio Ac-
cess Network, GERAN), and non 3rd Generation Partner
Project (3rd Generation Partner Project, 3GPP) network.
[0055] The mobility management element may be a
Mobility Management Entity (Mobility Management En-
tity, MME) in the E-UTRAN, or a Serving GPRS (General
Packet Radio Service, GPRS) Supporting Node (Serving
GPRS Supporting Node, SGSN) in the UTRAN/GERAN.
[0056] The gateway device may be a network element
such as a Serving Gateway (Serving Gateway, S-GW),
a Packet Data Network Gateway (Packet Data Network
Gateway, P-GW), or a Gateway GPRS (General Packet
Radio Service, GPRS) Supporting Node (Gateway
GPRS Supporting Node, GGSN).
[0057] Similarly, the mobility management element in
this embodiment may also perform congestion/overload
control differentially on UEs in the group in a similar way;
the only difference is: the information about the conges-
tion/overload control parameter or policy of the UE group
learned by the mobility management element may at

least include the maximum number of bearers or PDP
contexts of the UE group and/or the maximum access
rate of the UE group, which is not further described here.
When the mobility management element is congest-
ed/overloaded, the mobility management element may
perform congestion/overload control differentially on UEs
in a UE group according to the learned information about
the congestion/overload control parameter or policy of
the UE group, so that congestion/overload control can
be performed on the mobility management element, con-
gestion/overload caused by a large number of UEs on
the gateway device is avoided, and the efficiency of con-
gestion/overload control is improved.
[0058] FIG. 4 is a schematic flowchart of another con-
gestion/overload control method according to a fourth
embodiment of the present invention. This embodiment
is a specific instance of the third embodiment. As shown
in FIG. 4, the congestion/overload control method in this
embodiment may include the following steps:

Step 401: A UE sends an access request message
to a mobility management element.

[0059] The access request message may be an Attach
Request message, a Routing Area Update Request mes-
sage, a Tracking Area Update Request message, a Serv-
ice Request message, a PDN Connectivity Request mes-
sage, or an Activate PDP Context Request message.
[0060] Step 402: The mobility management element
receives the access request message, and if the access
request message is an Attach Request message, a Rout-
ing Area Update Request message, or a Tracking Area
Update Request message, sends an Update Location
Request message to a subscription profile repository.
[0061] Step 403: The subscription profile repository re-
ceives the Update Location Request message, and re-
turns an Update Location Ack message to the mobility
management element, where the Update Location Ack
message may carry the information about the conges-
tion/overload control parameter or policy of the UE group.
[0062] Step 404: The mobility management element
receives the Update Location Ack message, and sends
a session management request message to the gateway
device, where the session management request mes-
sage may carry the information about the conges-
tion/overload control parameter or policy of the UE group.
[0063] The information about the congestion/overload
control parameter or policy of the UE group carried in the
session management request message may be learned
by the mobility management element from the subscrip-
tion profile repository or UE contexts, or may be config-
ured by the mobility management element itself.
[0064] The session management request message
may be a Create PDP Context Request message, a Cre-
ate Session Request message, or a Modify Bearer Re-
quest message.
[0065] If the gateway device is a PGW, the mobility
management element may send the session manage-

27 28 



EP 3 334 215 A1

16

5

10

15

20

25

30

35

40

45

50

55

ment message to the PGW through an SGW.
[0066] Step 405: The gateway device receives the ses-
sion management request message, and returns a ses-
sion management request response message to the mo-
bility management element. The gateway device per-
forms congestion/overload control according to the infor-
mation about the congestion/overload control parameter
or policy of the UE group, where the information about
the congestion/overload control parameter or policy of
the UE group according to which the gateway device per-
forms congestion/overload control may be learned from
the mobility management element or configured by the
gateway device itself.
[0067] The session management request response
message may be a Create PDP Context Response/Re-
ject message, a Create Session Response/Reject mes-
sage, or a Modify Bearer Response/Reject message.
[0068] In this step, the method for the gateway device
to perform congestion/overload control is described in
the third embodiment, and not further described here.
[0069] Optionally, the gateway device may carry first
time indication information (back-off time) (for example,
duration or time point) and/or a cause value in a session
management request response message. The first time
indication information and/or cause value is described in
the third embodiment, and not further described here.
[0070] Step 406: The mobility management element
receives the session management request response
message, and returns an access request response mes-
sage to the UE or UEs in the UE group.
[0071] The access request response message may be
an Attach Accept/Reject message, a Routing Area Up-
date Accept/Reject message, a Tracking Area Update
Accept/Reject message, a Service Request Accept/Re-
ject message, a PDN Connectivity Accept/Reject mes-
sage, or an Active PDP Context Accept/Reject message.
[0072] Optionally, the mobility management element
may carry second time indication information (back-off
time) (for example, duration or time point) and/or cause
value information in the access request response mes-
sage. The second time indication information and/or
cause value information is described in the first embod-
iment, and not further described here.
[0073] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded, the gateway device may
perform congestion/overload control differentially on the
UEs in the UE group according to the learned information
about the congestion/overload control parameter or pol-
icy of the UE group, so that congestion/overload control
can be performed on the gateway device, conges-
tion/overload caused by a large number of UEs on the
gateway device is avoided, and the efficiency of conges-
tion/overload control is improved.
[0074] FIG. 5 is a schematic flowchart of still another
congestion/overload control method according to a fifth
embodiment of the present invention. As shown in FIG.
5, the congestion/overload control method in this embod-

iment may include the following steps:

Step 501: Receive an indication message sent by a
gateway device, where the indication message indi-
cates that the gateway device is congested/over-
loaded or that an application server is failed/congest-
ed/overloaded/unreachable/misbehaving.
Step 502: Select other gateway devices for UEs that
access the gateway device; or
reject or discard access request messages of UEs
served by the gateway device or the application serv-
er; or
detach UEs on the gateway device or the application
server; or
delete bearers of the UEs on the gateway device or
the application server.

[0075] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded or the application server is
failed/congested/overloaded/unreachable/misbehav-
ing, the mobility management element may perform con-
gestion/overload control according to the indication mes-
sage sent by the gateway device, so that conges-
tion/overload control can be performed on the gateway
device, and congestion/overload caused by a large
number of UEs on the gateway device is avoided.
[0076] In step 501 of this embodiment, when the gate-
way device is in the congested/overloaded state or the
application server (MTC server) is in the failed/congest-
ed/overloaded/unreachable/misbehaving state, the
gateway device sends an indication message to the mo-
bility management element, notifying the mobility man-
agement element that the gateway device is congest-
ed/overloaded or that the application server is failed/con-
gested/overloaded/unreachable/misbehaving, and the
mobility management element performs conges-
tion/overload control. Optionally, the indication message
may carry the group ID of the group. For example, the
group ID may identify the group that causes conges-
tion/overload of the gateway device, the group served by
the failed/congested/overloaded/unreachable/misbe-
having application server or congested/overloaded gate-
way device, or the group that causes the application serv-
er to be failed/congested/overloaded/unreachable/mis-
behaving. The group ID is used to identify a group, and
the group may be a UE group, a Machine to Machine
(Machine to Machine, M2M) MTC user, an M2M appli-
cation subscriber (an MTC subscriber or an MTC server),
or other groups consisting of multiple devices, which is
not limited in this embodiment. The group ID above may
be a UE group ID, or an ID shared by multiple UEs in a
group, for example, an International Mobile Subscriber
Identification Number (International Mobile Subscriber
Identification Number, IMSI), a Mobile Station Interna-
tional Integrated Services Digital Network Number (Mo-
bile Station International Integrated Services Digital Net-
work Number, MSISDN), or an International Mobile
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Equipment Identity (International Mobile Equipment
Identity, IMEI), or may also be an IMSI segment or an
MSISDN segment, or may also be other IDs that can
indicate a group, for example, an Access Point Name
(Access Point Name, APN). This embodiment does not
limit the form of the group ID.
[0077] Optionally, the indication message may carry
parameter information, where the parameter information
includes first time indication information and/or a cause
value.
[0078] Optionally, the gateway device may also per-
form congestion/overload control. The gateway device
may discard the data of UEs in the following group: the
group that causes congestion/overload of the gateway
device, the group served by the failed/congested/over-
loaded/unreachable/misbehaving application server or
congested/overloaded gateway device, or the group that
causes the application server to be failed/congest-
ed/overloaded/unreachable/misbehaving. For example,
the gateway device may set the bearer gate status of the
UEs in the UE group to closed; when the gateway device
receives the data of the UEs in the UE group, the gateway
device may discard the data. The gateway device may
delete the bearers of UEs in the following group: the
group that causes congestion/overload of the gateway
device, the group served by the failed/congested/over-
loaded/unreachable/misbehaving application server or
congested/overloaded gateway device, or the group that
causes the application server to be failed/congest-
ed/overloaded/unreachable/misbehaving. For example,
the gateway device initiates a bearer deletion procedure
to delete the bearers of the UEs in the group.
[0079] In step 502 of this embodiment, the mobility
management element learns that the gateway device is
in the congested/overloaded state or that the application
server is in the failed/congested/overloaded/unreacha-
ble/misbehaving state according to the learned indication
message sent by the gateway device, and may perform
congestion/overload control in the following modes:

A. Select other gateway devices for UEs that access
the gateway device.
Specifically, after receiving the access request mes-
sage sent by the UE, the mobility management ele-
ment may select other gateway devices for the UE.
For example, the mobility management element
learns a gateway device list for the UE according to
the APN, and selects other gateway devices from
the gateway device list. If the indication message
sent by the gateway device in step 501 carries the
group ID of the group, the mobility management el-
ement may select other gateway devices for the UEs
in the group. Specifically, after receiving the access
request messages that are sent by the UEs in the
group and carry the UE ID or group ID, the mobility
management element may select other gateway de-
vices for the UEs. For example, the mobility man-
agement element learns a gateway device list for the

UEs in the group according to the APN, and selects
other gateway devices from the gateway device list.
The access request message may be an Attach Re-
quest message, a Routing Area Update Request
message, a Tracking Area Update Request mes-
sage, a Service Request message, a PDN Connec-
tivity Request message, or an Activate PDP Context
Request message.
B. Reject or discard access request messages of
UEs served by the gateway device or the application
server.
Specifically, the mobility management element re-
ceives the access request message sent by a UE
served by the gateway device or the application serv-
er, and rejects or discards the access request. For
example, the UE carries an APN in the access re-
quest; if the APN targets the gateway device or ap-
plication server, the mobility management element
rejects or discards the access request of the UE. If
the indication message sent by the gateway device
in step 501 carries the group ID of the group, the
mobility management element receives the access
request message sent by the UEs in the group, and
the mobility management element rejects or dis-
cards the access request message. For example,
when the access request message carries a UE ID
or group ID, if the UE ID belongs to (or is included
in) the group ID in the indication message (namely,
the UE belongs to the group identified by the group
ID in the indication message), or if the group ID is
the same as the group ID in the indication message,
the mobility management element rejects or dis-
cards the access request message of the UE.
Further, if the indication message received by the
mobility management element carries time indica-
tion information (called first time indication informa-
tion) and/or a cause value, the mobility management
element may perform the following processing after
receiving the first time indication information and/or
cause value:

1. The mobility management element sends the
first time indication information and/or cause val-
ue to the UE (for example, the mobility manage-
ment element sends the first time indication in-
formation and/or cause value to the UE through
an access request reject message). Or
2. The mobility management element generates
time indication information (called second time
indication information) and/or cause value infor-
mation according to the received first time indi-
cation information and/or cause value, and
sends the generated second time indication in-
formation and/or cause value information to the
UE. For example, after learning the first time in-
dication information sent by the gateway device,
the mobility management element receives an
access request sent by the UE, subtracts the
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time point of receiving the access request sent
by the UE from the first time indication informa-
tion, and uses the obtained result as the value
of the second time indication information. Or
3. The mobility management element performs
access control (for example, rejects or discards
the access request message of the UE) accord-
ing to the first time indication information and/or
cause value. Specifically, the mobility manage-
ment element may reject or discard the access
request message of the UE within the time range
indicated by the first time indication information
(for example, before the first time indication in-
formation expires); or the mobility management
element may also accept the access request
message of the UE beyond the time range indi-
cated by the first time indication information (for
example, after the first time indication informa-
tion expires); or according to the cause value,
the mobility management element may also
learn that the gateway device is in the congest-
ed/overloaded state or that the application serv-
er is in the failed/congested/overloaded/un-
reachable/misbehaving state. Or
4. The mobility management element performs
access control according to the first time indica-
tion information and/or cause value (described
in 3), and sends the first time indication informa-
tion and/or cause value to the UE (for example,
the mobility management element sends the
first time indication information and/or cause val-
ue to the UE through an access request reject
message).

In addition, after receiving the session reject request
message of the gateway device, the mobility man-
agement element may generate (provide) the sec-
ond time indication information and/or cause value
information, and send the second time indication in-
formation and/or cause value information to the UE
(for example, the mobility management element
sends the second time indication information and/or
cause value information to the UE through an access
request reject message). For example, the mobility
management element generates second time indi-
cation information and/or cause value information
according to configuration information (the value of
the second time indication information configured on
the mobility management element).
The second time indication information sent by the
mobility management element to the UE is used to
instruct the UE not to initiate an access request fre-
quently or immediately. Specifically, the second time
indication information may be used to instruct the
UE not to send an access request message within
the time range indicated by the second time indica-
tion information (for example, before the second time
indication information expires); or the second time

indication information is used to instruct the UE to
send an access request message beyond the time
range indicated by the second time indication infor-
mation (for example, after the second time indication
information expires); the cause value information is
used to instruct the UE not to send an access request
message frequently or immediately. According to the
second time indication information and/or cause val-
ue information sent by the mobility management el-
ement to the UE, the UE will not initiate an access
request frequently or immediately, which reduces
the frequent and repeated signaling impact caused
by a large number of UEs on the network, and avoids
network congestion or overload caused by the im-
pact of a large amount of signaling.
C. Detach UEs on the gateway device or the appli-
cation server.
The mobility management element may initiate a de-
tach procedure for the UE. For example, the mobility
management element learns the UE to be detached
according to the information about the gateway de-
vice in the UE context (for example, the address of
the gateway device) or information about the appli-
cation server (or information about the gateway de-
vice or application server corresponding to the UE
context, for example, an APN), and initiates a detach
procedure for the UE. If the indication message sent
by the gateway device in step 501 carries the group
ID of the group, the mobility management element
learns the UEs to be detached in the group according
to the group ID carried in the indication message,
and initiates a detach procedure for the UEs in the
group.
D. Delete bearers of the UEs on the gateway device
or the application server.

[0080] The mobility management element may initiate
a bearer deletion procedure for the UE. For example, the
mobility management element learns the UE whose
bearers need to be deleted according to the information
about the gateway device in the UE context (for example,
the address of the gateway device) or information about
the application server (or information about the gateway
device or application server corresponding to the gate-
way device, for example, an APN), and initiates a bearer
deletion procedure for the UE. If the indication message
sent by the gateway device in step 501 carries the group
ID of the group, the mobility management element learns
the UEs whose bearers need to be deleted in the group
according to the group ID carried in the received indica-
tion message, and initiates a bearer deletion procedure
for the UEs in the group.
[0081] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded or the application server is
failed/congested/overloaded/unreachable/misbehav-
ing, the mobility management element may perform con-
gestion/overload control differentially on a UE or UEs in
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a group according to the indication message sent by the
gateway device or the carried group ID or parameter in-
formation; further, the mobility management element
may perform access control on the UE or UEs in the
group within a duration according to the parameter infor-
mation in the indication message, and the second time
indication information and/or cause value sent by the mo-
bility management element to the UE instructs the UE
not to send an access request frequently or immediately,
which reduces the frequent and repeated signaling im-
pact caused by a large number of UEs on the network,
and avoids network congestion or overload caused by
the impact of a large amount of signaling. Under the con-
trol of the mobility management element, conges-
tion/overload control can be implemented on the gateway
device, the congestion/overload caused by a large
number of UEs on the gateway device is avoided, and
the efficiency of congestion/overload control is improved.
[0082] The congestion/overload control method in this
embodiment may be applied in multiple radio access net-
works, for example, the Evolved UMTS (Universal Mobile
Telecommunication System, UMTS) Territorial Radio
Access Network (Evolved UMTS Territorial Radio Ac-
cess Network, E-UTRAN), UMTS Territorial Radio Ac-
cess Network (UMTS Territorial Radio Access Network,
UTRAN), GSM (Global System for Mobile Communica-
tions) or EDGE (Enhanced Data rate for GSM Evolution,
EDGE) Radio Access Network (GSM/EDGE Radio Ac-
cess Network, GERAN), and non 3rd Generation Partner
Project (3rd Generation Partner Project, 3GPP) network.
[0083] The mobility management element may be a
Mobility Management Entity (Mobility Management En-
tity, MME) in the E-UTRAN, or a Serving GPRS (General
Packet Radio Service, GPRS) Supporting Node (Serving
GPRS Supporting Node, SGSN) in the UTRAN/GERAN.
[0084] The gateway device may be a network element
such as a Serving Gateway (Serving Gateway, S-GW),
a Packet Data Network Gateway (Packet Data Network
Gateway, P-GW), or a Gateway GPRS (General Packet
Radio Service, GPRS) Supporting Node (Gateway
GPRS Supporting Node, GGSN).
[0085] FIG. 6 is a schematic flowchart of still another
congestion/overload control method according to a sixth
embodiment of the present invention. This embodiment
is a specific instance of the fifth embodiment. As shown
in FIG. 6, the congestion/overload control method in this
embodiment may include the following steps:

Step 601: A gateway device sends an indication
message to a mobility management element, where
the indication message is used to instruct the mobility
management element to perform congestion/over-
load control.

[0086] Specifically, when the gateway device is in the
congested/overloaded state, or the gateway device
learns that the application server is in the failed/congest-
ed/overloaded/unreachable/misbehaving state, the

gateway device sends an indication message to the mo-
bility management element, instructing the mobility man-
agement element to perform congestion/overload control
(for example, reject or discard the access request of the
UE).
[0087] Optionally, the indication message may carry
the group ID of the group, for example IDs such as an
APN, IMSI segment, or MSISDN segment. The group ID
may identify the group that causes congestion/overload
of the gateway device, the group served by the failed/con-
gested/overloaded/unreachable/misbehaving applica-
tion server or congested/overloaded gateway device, or
the group that causes the application server to be
failed/congested/overloaded/unreachable/misbehav-
ing.
[0088] Optionally, the indication message may also
carry first time indication information and/or a cause val-
ue.
[0089] The first time indication information and/or
cause value is described in the fifth embodiment, and not
further described here.
[0090] Step 602: The mobility management element
receives the indication message and returns an indica-
tion Ack message to the gateway device.
[0091] This step is optional.
[0092] Step 603: A UE sends an access request mes-
sage to the mobility management element.
[0093] Step 604: The mobility management element
rejects or discards the access request message.
[0094] Specifically, the mobility management element
receives the access request message sent by the UE
served by the gateway device or the application server,
and rejects or discards the access request. For example,
the UE carries an APN in the access request; if the APN
targets the gateway device or application server, the mo-
bility management element rejects or discards the access
request of the UE. If the indication message sent by the
gateway device in step 601 carries the group ID of the
group, and if the access request message comes from
the UE in the group, the mobility management element
rejects or discards the access request message. For ex-
ample, if the UE ID carried in the access request message
belongs to (or is included in) the group ID in the indication
message (namely, the UE belongs to the group identified
by the group ID in the indication message), or if the group
ID carried in the access request message is the same
as the group ID in the indication message, the mobility
management element rejects or discards the access re-
quest message. Further, the mobility management ele-
ment may carry second time indication information and/or
cause value information in an access request reject mes-
sage sent by the UE in the group.
[0095] The second time indication information and/or
cause value in this step is described in the fifth embodi-
ment, and not further described here.
[0096] By using the congestion/overload control meth-
od provided in this embodiment, when the gateway de-
vice is congested/overloaded or the application server is
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failed/congested/overloaded/unreachable/misbehav-
ing, the mobility management element may perform con-
gestion/overload control differentially on a UE or UEs in
a UE group according to the indication message sent by
the gateway device, so that congestion/overload control
can be performed on the gateway device, conges-
tion/overload caused by a large number of UEs on the
gateway device is avoided, and the efficiency of conges-
tion/overload control is improved.
[0097] It should be noted that, for ease of description,
the foregoing embodiments of the present invention are
all described as a series of actions. Persons skilled in
the art understand that the present invention is not limited
to the sequence of actions described herein and that ac-
cording to the present invention, some steps may be per-
formed in other sequence or at the same time. In addition,
it is understandable to persons skilled in the art that the
embodiments in the specification are exemplary embod-
iments and that actions and modules involved in these
embodiments are not mandatory for the present inven-
tion.
[0098] In the foregoing embodiments of the present
invention, each embodiment has its emphasis. What is
not detailed in one embodiment of the present invention
is detailed in the related description of another embodi-
ment.
[0099] FIG. 7 is a schematic structural diagram of a
gateway device according to a seventh embodiment of
the present invention. As shown in FIG. 7, the gateway
device in this embodiment may include a learning module
71 and a controlling module 72. The learning module 71
learns information about the network access time of a
UE or UE group, and the controlling module 72 rejects
or discards session management request messages of
the UE or UEs in the UE group or discards data of the
UE or UEs in the UE group beyond the network access
time of the UE or UE group.
[0100] Both the method in the first embodiment and
the function of the gateway device in the second embod-
iment may be implemented by the gateway device pro-
vided in this embodiment.
[0101] With the congestion/overload gateway device
provided in this embodiment, when the gateway device
is congested/overloaded, the controlling module may
perform congestion/overload control differentially on the
UE or UEs in the group according to the learned infor-
mation about the network access time of the UE or UE
group, so that congestion/overload control can be per-
formed on the gateway device, congestion/overload
caused by a large number of UEs on the gateway device
is avoided, and the efficiency of congestion/overload con-
trol is improved.
[0102] Further, specifically, the learning module 71 in
this embodiment may learn information about the net-
work access time of the UE or UE group from a mobility
management element through a session management
message, where the information about the network ac-
cess time of the UE or UE group is learned by the mobility

management element from configuration information; or
learn information about the network access time of the
UE or UE group from a mobility management element
through a session management message, where the in-
formation about the network access time of the UE or UE
group is learned by the mobility management element
from a subscription profile repository; or learn information
about the network access time of the UE or UE group
from a mobility management element through a session
management message, where the information about the
network access time of the UE or UE group is learned
by the mobility management element from UE contexts;
or learn information about the network access time of the
UE or UE group from configuration information of the
gateway device; or learn information about the network
access time of the UE or UE group from a database.
[0103] Further, if the controlling module 72 in this em-
bodiment rejects the session management request mes-
sage of the UE or UEs in the UE group, the controlling
module 72 may send a session management reject mes-
sage to the mobility management element, where the
session management reject message carries time indi-
cation information (called first time indication information)
and/or a cause value, where:

the first time indication information is used to instruct
the mobility management element to reject or discard
the access request message of the UE or UEs in the
UE group within the time range indicated by the first
time indication information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request message of the UE or UEs in the UE
group beyond the time range indicated by the first
time indication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in the
congested/overloaded state.

[0104] FIG. 8 is a schematic structural diagram of an-
other gateway device according to an eighth embodiment
of the present invention. As shown in FIG. 8, the gateway
device in this embodiment may include a learning module
81 and a controlling module 82. The learning module 81
learns information about a congestion/overload control
parameter or policy of a UE group, and when the con-
gestion/overload control parameter or policy of the UE
group is reached or exceeded, the controlling module 82
rejects or discards the session management request
message of UEs in the UE group, or discards data of the
UEs in the UE group, or deletes bearers or PDP contexts
of the UEs in the UE group, or discards the data that
exceeds the congestion/overload control parameter or
policy of the UE group, or charges for the data that ex-
ceeds the congestion/overload control parameter or pol-
icy of the UE group.
[0105] Both the method in the third embodiment and
the function of the gateway device in the fourth embod-
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iment may be implemented by the gateway device pro-
vided in this embodiment.
[0106] With the gateway device provided in this em-
bodiment, when the gateway device is congested/over-
loaded, the controlling module may perform conges-
tion/overload control differentially on the UEs in the group
according to the information about the congestion/over-
load control parameter or policy of the UE group learned
by the learning module, so that congestion/overload con-
trol can be performed on the gateway device, conges-
tion/overload caused by a large number of UEs on the
gateway device is avoided, and the efficiency of conges-
tion/overload control is improved.
[0107] Further, specifically, the learning module 81 in
this embodiment may learn the information about the
congestion/overload control parameter or policy of the
UE group from a mobility management element through
a session management message, where the information
about the congestion/overload control parameter or pol-
icy of the UE group is learned by the mobility manage-
ment element from configuration information; or learn the
information about the congestion/overload control pa-
rameter or policy of the UE group from a mobility man-
agement element through a session management mes-
sage, where the information about the congestion/over-
load control parameter or policy of the UE group is
learned by the mobility management element from a sub-
scription profile repository; or learn the information about
the congestion/overload control parameter or policy of
the UE group from a mobility management element
through a session management message, where the in-
formation about the congestion/overload control param-
eter or policy of the UE group is learned by the mobility
management element from UE contexts; or learn the in-
formation about the congestion/overload control param-
eter or policy of the UE group from configuration infor-
mation of the gateway device; or learn the information
about the congestion/overload control parameter or pol-
icy of the UE group from a database.
[0108] The information about the congestion/overload
control parameter or policy of the UE group in this em-
bodiment includes at least one of the following parame-
ters or policies:

maximum number of bearers or PDP contexts of the
UE group;
maximum access rate of the UE group;
AMBR of bearers of the UE group;
AMBR of non-GBR bearers of the UE group;
AMBR of bearers of the UE group in the same APN;
and
AMBR of non-GBR bearers of the UE group in the
same APN.

[0109] Further, if the number of bearers or PDP con-
texts of the UE group reaches or exceeds the maximum
number of bearers or PDP contexts of the UE group, the
controlling module 82 in this embodiment may reject or

discard the session management request message of
the UEs in the UE group, or discard the data of the UEs
in the UE group, or delete the bearers or PDP contexts
of the UEs in the UE group. For detailed description, see
the related description in the third embodiment.
[0110] Further, if the access rate of the UE group
reaches or exceeds the maximum access rate of the UE
group, the controlling module 82 in this embodiment may
reject or discard the session management request mes-
sage of the UEs in the UE group, or discard the data of
the UEs in the UE group. For detailed description, see
the related description in the third embodiment.
[0111] Further, if the total bandwidth of bearers of the
UE group reaches or exceeds the AMBR of the bearers
of the UE group, or if the total bandwidth of non-GBR
bearers of the UE group reaches or exceeds the AMBR
of non-GBR bearers of the UE group, or if the total band-
width of bearers of the UE group in the same APN reach-
es or exceeds the AMBR of bearers of the UE group in
the same APN, or if the total bandwidth of non-GBR bear-
ers of the UE group in the same APN reaches or exceeds
the AMBR of non-GBR bearers of the UE group in the
same APN, the controlling module 82 in this embodiment
may discard the data that exceeds the AMBR or charge
for the data that exceeds the AMBR.
[0112] Further, if the controlling module 82 in this em-
bodiment rejects the session management request mes-
sage of the UEs in the UE group, the controlling module
82 may send a session management reject message to
the mobility management element, where the session
management reject message carries time indication in-
formation (called first time indication information) and/or
a cause value, where:

the first time indication information is used to instruct
the mobility management element to reject or discard
the access request message of the UEs in the UE
group within the time range indicated by the first time
indication information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request message of the UEs in the UE group
beyond the time range indicated by the first time in-
dication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in the
congested/overloaded state.

[0113] FIG. 9 is a schematic structural diagram of still
another gateway device according to a ninth embodiment
of the present invention. As shown in FIG. 9, the gateway
device in this embodiment may include a sending module
91 adapted to send an indication message to a mobility
management element, where the indication message in-
dicates that the gateway device is congested/overloaded
or that an application server is failed/congested/over-
loaded/unreachable/misbehaving, so that the mobility
management element
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selects other gateway devices for UEs that access the
gateway device; or
rejects or discards access request messages of UEs
served by the gateway device or the application server; or
detaches UEs on the gateway device or the application
server; or
deletes bearers of the UEs on the gateway device or the
application server.
[0114] Both the method in the fifth embodiment and
the function of the gateway device in the sixth embodi-
ment may be implemented by the gateway device pro-
vided in this embodiment.
[0115] With the gateway device provided in this em-
bodiment, when the gateway device is congested/over-
loaded or the application server is failed/congested/over-
loaded/unreachable/misbehaving, the gateway device
may send an indication message to a mobility manage-
ment element, so that the mobility management element
performs congestion/overload control according to the
indication message sent by the gateway device. In this
way, congestion/overload control can be performed on
the gateway device, and congestion/overload caused by
a large number of UEs on the gateway device is avoided.
[0116] FIG. 10 is a schematic structural diagram of still
another gateway device according to a tenth embodiment
of the present invention. As shown in FIG. 10, compared
with the ninth embodiment, the gateway device in this
embodiment may further include a first controlling module
1001 and a second controlling module 1002. The first
controlling module 1001 may discard the data of UEs in
the following group: the group that causes conges-
tion/overload of the gateway device, the group served by
the failed/congested/overloaded/unreachable/misbe-
having application server or congested/overloaded gate-
way device, or the group that causes the application serv-
er to be failed/congested/overloaded/unreachable/mis-
behaving; the second controlling module 1002 may de-
lete the bearers of UEs in the following group: the group
that causes congestion/overload of the gateway device,
the group served by the failed/congested/overloaded/un-
reachable/misbehaving application server or congest-
ed/overloaded gateway device, or the group that causes
the application server to be failed/congested/overload-
ed/unreachable/misbehaving.
[0117] With the gateway device provided in this em-
bodiment, when the gateway device is congested/over-
loaded or the application server is failed/congested/over-
loaded/unreachable/misbehaving, the gateway device
may send an indication message to a mobility manage-
ment element, so that the mobility management element
performs congestion/overload control; or the gateway
device may perform congestion/overload control by itself.
In this way, congestion/overload control is further per-
formed on the gateway device, and congestion/overload
caused by a large number of UEs on the gateway device
is avoided.
[0118] FIG. 11 is a schematic structural diagram of a
mobility management element according to an eleventh

embodiment of the present invention; as shown in FIG.
11, the mobility management element includes a receiv-
ing module 1101 and a controlling module 1102. The
receiving module 1101 receives an indication message
sent by a gateway device, where the indication message
indicates that the gateway device is congested/overload-
ed or that an application server is failed/congested/over-
loaded/unreachable/misbehaving. The controlling mod-
ule 1102 selects other gateway devices for UEs that ac-
cess the gateway device; or rejects or discards access
request messages of UEs served by the gateway device
or the application server; or detaches UEs on the gateway
device or the application server; or deletes bearers of the
UEs on the gateway device or the application server.
[0119] Both the method in the fifth embodiment and
the function of the mobility management element in the
sixth embodiment may be implemented by the mobility
management element provided in this embodiment.
[0120] With the mobility management element provid-
ed in this embodiment, when the gateway device is con-
gested/overloaded or the application server is failed/con-
gested/overloaded/unreachable/misbehaving, the mo-
bility management element may perform conges-
tion/overload control according to the indication message
sent by the gateway device, so that congestion/overload
control can be performed on the gateway device, and
congestion/overload caused by a large number of UEs
on the gateway device is avoided.
[0121] Further, if the controlling module 1102 in this
embodiment rejects the access request messages of
UEs served by the gateway device or the application
server, the controlling module 1102 may send an access
request reject message to the UEs, where the access
request reject message may carry time indication infor-
mation (called second time indication information),
where:

the second time indication information is used to in-
struct the UEs in the group not to send access re-
quest messages within the time range indicated by
the second time indication information; or
the second time indication information is used to in-
struct the UEs in the group to send access request
messages beyond the time range indicated by the
second time indication information.

[0122] It should be noted that the congestion/overload
described in the embodiments of the present invention
refers to congestion or overload.
[0123] Further embodiments of the present invention
are provided in the following. It should be noted that the
numbering used in the following section does not neces-
sarily need to comply with the numbering used in the
previous sections.
[0124] Embodiment 1. A congestion/overload control
method, comprising:

learning, by a gateway device, information about net-
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work access time of a User Equipment (UE) or UE
group; and
rejecting or discarding, by the gateway device, ses-
sion management request messages of the UE or
UEs in the UE group beyond the network access
time of the UE or UE group;
or
discarding, by the gateway device, data of the UE or
the UEs in the UE group beyond the network access
time of the UE or UE group.

[0125] Embodiment 2. The method according to em-
bodiment 1, wherein the learning, by the gateway device,
the information about the network access time of the UE
or UE group, comprises:

learning, by a mobility management element, the in-
formation about the network access time of the UE
or UE group from configuration information, and no-
tifying the gateway device of the information about
the network access time of the UE or UE group
through a session management message; or
learning, by the mobility management element, the
information about the network access time of the UE
or UE group from a subscription profile repository,
and notifying the gateway device of the information
about the network access time of the UE or UE group
through a session management message; or
learning, by the mobility management element, the
information about the network access time of the UE
or UE group from UE contexts, and notifying the gate-
way device of the information about the network ac-
cess time of the UE or UE group through a session
management message; or
learning, by the gateway device, the information
about the network access time of the UE or UE group
from configuration information of the gateway de-
vice; or
learning, by the gateway device, the information
about the network access time of the UE or UE group
from a database.

[0126] Embodiment 3. The method according to em-
bodiment 2, wherein:

the configuration information of the gateway device
is information about the network access time of the
UE group configured on the gateway device accord-
ing to a group ID of the UE group; and
the learning, by the gateway device, the information
about the network access time of the UE or UE group
from the configuration information of the gateway de-
vice,
comprises:

receiving, by the gateway device, a session
management request of the UE, wherein the
session management request message carries

the group ID of the UE group; and
querying, by the gateway device according to
the group ID, the information about the network
access time of the UE group configured on the
gateway device.

[0127] Embodiment 4. The method according to em-
bodiment 1, wherein the rejecting the session manage-
ment request messages of the UE or the UEs in the UE
group is: sending a session management reject message
carrying first time indication information and/or a cause
value to a mobility management element, wherein:

the first time indication information is used to instruct
the mobility management element to reject or discard
access request messages of the UE or the UEs in
the UE group within a time range indicated by the
first time indication information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request messages of the UE or the UEs in the
UE group beyond the time range indicated by the
first time indication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in a con-
gested/overloaded state.

[0128] Embodiment 5. The method according to em-
bodiment 1 or 4, wherein:

the rejecting the session management request mes-
sages of the UE or the UEs in the UE group is: send-
ing a session management reject message to a mo-
bility management element; and
the method further comprises: after receiving the
session management reject message, sending, by
the mobility management element, second time in-
dication information to the UEs, wherein:

the second time indication information is used
to instruct the UEs in the group not to send ac-
cess request messages within a time range in-
dicated by the second time indication informa-
tion; or
the second time indication information is used
to instruct the UEs in the group to send access
request messages beyond the time range indi-
cated by the second time indication information.

[0129] Embodiment 6. The method according to em-
bodiment 5, wherein the second time indication informa-
tion is:

the first time indication information in the session
management reject message sent by the gateway
device; or
generated by the mobility management element ac-
cording to the first time indication information in the
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session management reject message sent by the
gateway device; or generated by the mobility man-
agement element according to configured second
time indication information.

[0130] Embodiment 7. The method according to em-
bodiment 6, wherein the generating, by the mobility man-
agement element, according to the first time indication
information in the session management reject message
sent by the gateway device, comprises:

subtracting, by the mobility management element, a
time point of receiving the access request sent by
the UE from the first time indication information sent
by the gateway device, and using an obtained result
as a value of the second time indication information.

[0131] Embodiment 8. The method according to em-
bodiment 1, wherein the rejecting or discarding the ses-
sion management request messages of the UE or the
UEs in the UE group comprises: rejecting or discarding
the session management request messages of the UE
or the UEs in the UE group according to indication infor-
mation, wherein the indication information is used to in-
dicate whether to allow accepting the session manage-
ment requests of the UE or the UEs in the UE group
beyond the network access time of the UE or UE group;
wherein:

the indication information is configured on the gate-
way device; or
a mobility management element learns the indication
information from subscription data, and notifies the
gateway device of the indication information through
a session management message.

[0132] Embodiment 9. The method according to em-
bodiment 1, wherein the discarding the data of the UE or
the UEs in the UE group comprises: discarding the data
of the UE or the UEs in the UE group according to indi-
cation information, wherein the indication information is
used to indicate whether to allow accepting the data of
the UE or the UEs in the UE group beyond the network
access time of the UE or UE group; wherein:

the indication information is configured on the gate-
way device; or
a mobility management element learns the indication
information from subscription data, and notifies the
gateway device of the indication information through
a session management message.

[0133] Embodiment 10. A congestion/overload control
method, comprising:

learning, by a gateway device, information about a
congestion/overload control parameter or policy of
a User Equipment (UE) group; and

if the congestion/overload control parameter or pol-
icy of the UE group is reached or exceeded,
rejecting or discarding, by the gateway device, ses-
sion management request messages of UEs in the
UE group, or
discarding, by the gateway device, data of the UEs
in the UE group, or
deleting, by the gateway device, bearers or Packet
Data Protocol (PDP) contexts of the UEs in the UE
group, or
discarding, by the gateway device, data that exceeds
the congestion/overload control parameter or policy
of the UE group, or
charging, by the gateway device, for the data that
exceeds the congestion/overload control parameter
or policy of the UE group.

[0134] Embodiment 11. The method according to em-
bodiment 10, wherein the information about the conges-
tion/overload control parameter or policy of the UE group
comprises at least one of the following:

maximum number of bearers or PDP contexts of the
UE group;
maximum access rate of the UE group;
Aggregate Maximum Bit Rate (AMBR) of bearers of
the UE group;
AMBR of Non Guaranteed Bit Rate (GBR) bearers
of the UE group;
AMBR of bearers of the UE group in a same Access
Point Name (APN); and
AMBR of non-GBR bearers of the UE group in the
same APN.

[0135] Embodiment 12. The method according to em-
bodiment 10, wherein the learning, by the gateway de-
vice, the information about the congestion/overload con-
trol parameter or policy of the UE group, comprises:

learning, by a mobility management element, the in-
formation about the congestion/overload control pa-
rameter or policy of the UE group from configuration
information, and notifying the gateway device of the
information about the congestion/overload control
parameter or policy of the UE group through a ses-
sion management message; or
learning, by the mobility management element, the
information about the congestion/overload control
parameter or policy of the UE group from a subscrip-
tion profile repository, and notifying the gateway de-
vice of the information about the congestion/over-
load control parameter or policy of the UE group
through a session management message; or
learning, by the mobility management element, the
information about the congestion/overload control
parameter or policy of the UE group from UE con-
texts, and notifying the gateway device of the infor-
mation about the congestion/overload control pa-
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rameter or policy of the UE group through a session
management message; or learning, by the gateway
device, the information about the congestion/over-
load control parameter or policy of the UE group from
configuration information of the gateway device; or
learning, by the gateway device, the information
about the congestion/overload control parameter or
policy of the UE group from a database.

[0136] Embodiment 13. The method according to em-
bodiment 12, wherein:

the configuration information of the gateway device
is information about the congestion/overload control
parameter or policy of the UE group configured ac-
cording to a group ID of the UE group; and
the learning, by the gateway device, the information
about the congestion/overload control parameter or
policy of the UE group from the configuration infor-
mation of the gateway device comprises:

receiving, by the gateway device, a session
management request of the UE, wherein the
session management request message carries
the group ID of the UE group; and
querying, by the gateway device according to
the group ID of the UE group, the information
about the congestion/overload control parame-
ter or policy of the UE group configured on the
gateway device.

[0137] Embodiment 14. The method according to em-
bodiment 11, wherein:

if the number of the bearers or PDP contexts of the
UE group reaches or exceeds the maximum number
of the bearers or PDP contexts of the UE group,
the session management request messages of the
UEs in the UE group are rejected or discarded, or
the data of the UEs in the UE group is discarded, or
the bearers or PDP contexts of the UEs in the UE
group are deleted;
if the access rate of the UE group reaches or exceeds
the maximum access rate of the UE group,
the session management request messages of the
UEs in the UE group are rejected or discarded, or
the data of the UEs in the UE group is discarded; and
if total bandwidth of the bearers of the UE group
reaches or exceeds the AMBR of the bearers of the
UE group, or if total bandwidth of the non-GBR bear-
ers of the UE group reaches or exceeds the AMBR
of the non-GBR bearers of the UE group, or if total
bandwidth of the bearers of the UE group in the same
APN reaches or exceeds the AMBR of the bearers
of the UE group in the same APN, or if total bandwidth
of the non-GBR bearers of the UE group in the same
APN reaches or exceeds the AMBR of the non-GBR
bearers of the UE group in the same APN,

data that exceeds the AMBR is discarded, or
charging is performed for the data that exceeds the
AMBR.

[0138] Embodiment 15. The method according to em-
bodiment 10, wherein the rejecting the session manage-
ment request messages of the UE or the UEs in the UE
group is: sending a session management reject message
carrying first time indication information and/or a cause
value to a mobility management element, wherein:

the first time indication information is used to instruct
the mobility management element to reject or discard
access request messages of the UEs in the UE group
within a time range indicated by the first time indica-
tion information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request messages of the UEs in the UE group
beyond the time range indicated by the first time in-
dication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in a con-
gested/overloaded state.

[0139] Embodiment 16. The method according to em-
bodiment 10 or 15, wherein:

the rejecting the session management request mes-
sages of the UEs in the UE group is: sending a ses-
sion management reject message to the mobility
management element; and the method further com-
prises: after receiving the session management re-
ject message, sending, by the mobility management
element, second time indication information to the
UEs, wherein:

the second time indication information is used
to instruct the UEs in the group not to send ac-
cess request messages within a time range in-
dicated by the second time indication informa-
tion; or
the second time indication information is used
to instruct the UEs in the group to send access
request messages beyond the time range indi-
cated by the second time indication information.

[0140] Embodiment 17. The method according to em-
bodiment 16, wherein the second time indication infor-
mation is:

the first time indication information in the session
management reject message sent by the gateway
device; or
generated by the mobility management element ac-
cording to the first time indication information in the
session management reject message sent by the
gateway device; or generated by the mobility man-
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agement element according to configured second
time indication information.

[0141] Embodiment 18. The method according to em-
bodiment 17, wherein the generating, by the mobility
management element, according to the first time indica-
tion information in the session management reject mes-
sage sent by the gateway device, comprises:

subtracting, by the mobility management element, a
time point of receiving the access request sent by
the UE from the first time indication information sent
by the gateway device, and using an obtained result
as a value of the second time indication information.

[0142] Embodiment 19. The method according to em-
bodiment 14, wherein the rejecting or discarding the ses-
sion management request messages of the UEs in the
UE group comprises: rejecting or discarding the session
management request messages of the UE or the UEs in
the UE group according to indication information, wherein
the indication information is used to indicate whether the
number of the bearers or PDP contexts of the UE group
is allowed to reach or exceed the maximum number of
the bearers or PDP contexts of the UE group or whether
the access rate of the UE group is allowed to reach or
exceed the maximum access rate of the UE group;
wherein
the indication information is configured on the gateway
device; or
a mobility management element learns the indication in-
formation from subscription data, and notifies the gate-
way device of the indication information through a ses-
sion management message.
[0143] Embodiment 20. The method according to em-
bodiment 14, wherein the discarding the data of the UE
or the UEs in the UE group comprises: discarding the
data of the UE or the UEs in the UE group according to
indication information, wherein the indication information
is used to indicate whether the number of the bearers or
PDP contexts of the UE group is allowed to reach or
exceed the maximum number of the bearers or PDP con-
texts of the UE group or whether the access rate of the
UE group is allowed to reach or exceed the maximum
access rate of the UE group; wherein
the indication information is configured on the gateway
device; or
a mobility management element learns the indication in-
formation from subscription data, and notifies the gate-
way device of the indication information through a ses-
sion management message.
[0144] Embodiment 21. The method according to em-
bodiment 14, wherein the deleting the bearers or PDP
contexts of the UEs in the UE group comprises: deleting
the bearers or PDP contexts of the UEs in the UE group
according to indication information, wherein the indica-
tion information is used to indicate whether the number
of the bearers or PDP contexts of the UE group is allowed

to reach or exceed the maximum number of the bearers
or PDP contexts of the UE group; wherein
the indication information is configured on the gateway
device; or
a mobility management element learns the indication in-
formation from subscription data, and notifies the gate-
way device of the indication information through a ses-
sion management message.
[0145] Embodiment 22. A congestion/overload control
method, comprising:

receiving an indication message sent by a gateway
device, wherein the indication message indicates
that the gateway device is congested/overloaded or
that an application server is failed/congested/over-
loaded/unreachable/misbehaving; and
selecting other gateway devices for User Equip-
ments (UEs) that access the gateway device; or
rejecting or discarding access request messages of
UEs served by the gateway device or the application
server; or
detaching UEs on the gateway device or the appli-
cation server; or
deleting bearers of the UEs on the gateway device
or the application server.

[0146] Embodiment 23. The method according to em-
bodiment 22, wherein:

the indication message carries a group ID of a group,
wherein the group ID is used to identify a group that
causes congestion/overload of the gateway device,
a group served by the failed/congested/overload-
ed/unreachable/misbehaving application server or
congested/overloaded gateway device, or a group
that causes the application server to be failed/con-
gested/overloaded/unreachable/misbehaving; and
the selecting other gateway devices for the UEs that
access the gateway device comprises: selecting, by
a mobility management element, other gateway de-
vices for the UEs in the group; or
the rejecting or discarding the access request mes-
sages of the UEs served by the gateway device or
the application server comprises: rejecting or dis-
carding the access request messages of the UEs in
the group; or
the detaching the UEs on the gateway device or the
application server comprises: detaching the UEs in
the group; or
the deleting the bearers of the UEs on the gateway
device or the application server comprises: detach-
ing the bearers of the UEs in the group.

[0147] Embodiment 24. The method according to em-
bodiment 22, wherein the indication message carries pa-
rameter information comprising first time indication infor-
mation and/or a cause value, wherein:
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the first time indication information is used to instruct
a mobility management element to reject or discard
access request messages of a UE or the UEs in the
group within a time range indicated by the first time
indication information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request messages of the UE or the UEs in the
group beyond the time range indicated by the first
time indication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in a con-
gested/overloaded state or that the application serv-
er is in a failed/congested/overloaded/unreacha-
ble/misbehaving state.

[0148] Embodiment 25. The method according to em-
bodiment 22 or 24, wherein: the rejecting the access re-
quest messages of the UEs served by the gateway device
or the application server is: sending an access request
reject message to the UEs, and the method further com-
prises: carrying, by the access request reject message,
second time indication information and/or cause value
information, wherein:

the second time indication information is used to in-
struct the UEs not to send access request messages
within a time range indicated by the second time in-
dication information; or
the second time indication information is used to in-
struct the UEs to send access request messages
beyond the time range indicated by the second time
indication information.

[0149] Embodiment 26. The method according to em-
bodiment 25, wherein the second time indication infor-
mation is:

the first time indication information in a session man-
agement reject message sent by the gateway de-
vice; or
generated by the mobility management element ac-
cording to the first time indication information in the
session management reject message sent by the
gateway device; or
generated by the mobility management element ac-
cording to configured second time indication infor-
mation.

[0150] Embodiment 27. The method according to em-
bodiment 26, wherein the generating, by the mobility
management element, according to the first time indica-
tion information in the session management reject mes-
sage sent by the gateway device, comprises:

subtracting, by the mobility management element, a
time point of receiving the access request sent by
the UE from the first time indication information sent

by the gateway device, and using an obtained result
as a value of the second time indication information.

[0151] Embodiment 28. A gateway device, comprising:

a learning module, adapted to learn information
about network access time of a User Equipment (UE)
or UE group; and
a controlling module, adapted to: beyond the network
access time of the UE or UE group, reject or discard
session management request messages of the UE
or UEs in the UE group, or discard data of the UE or
the UEs in the UE group.

[0152] Embodiment 29. The gateway device according
to embodiment 28, wherein the learning module is adapt-
ed to:

learn the information about the network access time
of the UE or UE group from a mobility management
element through a session management message,
wherein the information about the network access
time of the UE or UE group is learned by the mobility
management element from configuration informa-
tion; or
learn the information about the network access time
of the UE or UE group from the mobility management
element through a session management message,
wherein the information about the network access
time of the UE or UE group is learned by the mobility
management element from a subscription profile re-
pository; or
learn the information about the network access time
of the UE or UE group from the mobility management
element through a session management message,
wherein the information about the network access
time of the UE or UE group is learned by the mobility
management element from UE contexts; or
learn the information about the network access time
of the UE or UE group from configuration information
of the gateway device; or
learn the information about the network access time
of the UE or UE group from a database.

[0153] Embodiment 30. The gateway device according
to embodiment 28, wherein the controlling module is fur-
ther adapted to send a session management reject mes-
sage carrying first time indication information and/or a
cause value to a mobility management element, wherein:

the first time indication information is used to instruct
the mobility management element to reject or discard
access request messages of the UE or the UEs in
the UE group within a time range indicated by the
first time indication information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request messages of the UE or the UEs in the
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UE group beyond the time range indicated by the
first time indication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in a con-
gested/overloaded state.

[0154] Embodiment 31. A gateway device, comprising:

a learning module, adapted to learn information
about a congestion/overload control parameter or
policy of a User Equipment (UE) group; and
a controlling module, adapted to: if the conges-
tion/overload control parameter or policy of the UE
group is reached or exceeded, reject or discard ses-
sion management request messages of UEs in the
UE group, or discard data of the UEs in the UE group,
or delete bearers or Packet Data Protocol (PDP) con-
texts of the UEs in the UE group, or discard data that
exceeds the congestion/overload control parameter
or policy of the UE group, or charge for the data that
exceeds the congestion/overload control parameter
or policy of the UE group.

[0155] Embodiment 32. The gateway device according
to embodiment 31, wherein the learning module is adapt-
ed to:

learn the information about the congestion/overload
control parameter or policy of the UE group from a
mobility management element through a session
management message, wherein the information
about the congestion/overload control parameter or
policy of the UE group is learned by the mobility man-
agement element from configuration information; or
learn the information about the congestion/overload
control parameter or policy of the UE group from the
mobility management element through a session
management message, wherein the information
about the congestion/overload control parameter or
policy of the UE group is learned by the mobility man-
agement element from a subscription profile repos-
itory; or
learn the information about the congestion/overload
control parameter or policy of the UE group from the
mobility management element through a session
management message, wherein the information
about the congestion/overload control parameter or
policy of the UE group is learned by the mobility man-
agement element from UE contexts; or
learn the information about the congestion/overload
control parameter or policy of the UE group from con-
figuration information of the gateway device; or
learn the information about the congestion/overload
control parameter or policy of the UE group from a
database.

[0156] Embodiment 33. The method according to em-
bodiment 31, wherein the information about the conges-

tion/overload control parameter or policy of the UE group
comprises at least one of the following:

maximum number of bearers or PDP contexts of the
UE group;
maximum access rate of the UE group;
Aggregate Maximum Bit Rate (AMBR) of bearers of
the UE group;
AMBR of Non Guaranteed Bit Rate (GBR) bearers
of the UE group;
AMBR of bearers of the UE group in a same Access
Point Name (APN); and
AMBR of non-GBR bearers of the UE group in the
same APN.

[0157] Embodiment 34. The gateway device according
to embodiment 33, wherein:

if the number of the bearers or PDP contexts of the
UE group reaches or exceeds the maximum number
of the bearers or PDP contexts of the UE group, the
controlling module is adapted to:

reject or discard the session management re-
quest messages of the UEs in the UE group, or
discard the data of the UEs in the UE group, or
delete the bearers or PDP contexts of the UEs
in the UE group;
if the access rate of the UE group reaches or
exceeds the maximum access rate of the UE
group, the controlling module is adapted to:

reject or discard the session management
request messages of the UEs in the UE
group, or
discard the data of the UEs in the UE group;
and
if total bandwidth of the bearers of the UE
group reaches or exceeds the AMBR of the
bearers of the UE group, or if total band-
width of the non-GBR bearers of the UE
group reaches or exceeds the AMBR of the
non-GBR bearers of the UE group, or if total
bandwidth of the bearers of the UE group
in the same APN reaches or exceeds the
AMBR of the bearers of the UE group in the
same APN, or if total bandwidth of the non-
GBR bearers of the UE group in the same
APN reaches or exceeds the AMBR of the
non-GBR bearers of the UE group in the
same APN, the controlling module is adapt-
ed to
discard data that exceeds the AMBR, or
charge for the data that exceeds the AMBR.

[0158] Embodiment 35. The gateway device according
to embodiment 31, wherein the controlling module is fur-
ther adapted to send a session management reject mes-
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sage carrying first time indication information and/or a
cause value to a mobility management element, wherein:

the first time indication information is used to instruct
the mobility management element to reject or discard
access request messages of the UEs in the UE group
within a time range indicated by the first time indica-
tion information; or
the first time indication information is used to instruct
the mobility management element to accept the ac-
cess request messages of the UEs in the UE group
beyond the time range indicated by the first time in-
dication information; or
the cause value is used to notify the mobility man-
agement element that the gateway device is in a con-
gested/overloaded state.

[0159] Embodiment 36. A mobility management ele-
ment, comprising:

a receiving module, adapted to receive an indication
message sent by a gateway device, wherein the in-
dication message indicates that the gateway device
is congested/overloaded or that an application serv-
er is failed/congested/overloaded/unreachable/mis-
behaving; and
a controlling module, adapted to: select other gate-
way devices for User Equipments (UEs) that access
the gateway device; or reject or discard access re-
quest messages of UEs served by the gateway de-
vice or the application server; or detach UEs on the
gateway device or the application server; or delete
bearers of the UEs on the gateway device or the
application server.

[0160] Embodiment 37. The mobility management el-
ement according to embodiment 36, wherein the control-
ling module is further adapted to send an access request
reject message carrying second time indication informa-
tion to the UEs in the group, wherein:

the second time indication information is used to in-
struct the UEs served by the gateway device or the
application server not to send access request mes-
sages within a time range indicated by the second
time indication information; or
the second time indication information is used to in-
struct the UEs served by the gateway device or the
application server to send access request messages
beyond the time range indicated by the second time
indication information.

[0161] It should be noted that the embodiments of the
present invention may be applied not only in the M2M
communication system but also in other communication
systems, for example, a Human to Human (H2H) com-
munication system, which is not limited by the embodi-
ments of the present invention.

[0162] It is understandable to persons skilled in the art
that all or part of the steps of the methods in the foregoing
embodiments can be implemented by relevant hardware
instructed by a program. The program may be stored in
a computer readable storage medium. When the pro-
gram runs, the steps of the methods in the foregoing em-
bodiments are executed, and the storage medium may
be any medium that can store program codes, such as
a Read Only Memory (ROM), a Random Access Memory
(RAM), a magnetic disk and a Compact Disk-Read Only
Memory (CD-ROM).
[0163] Finally, it should be noted that the embodiments
of the present invention are intended for describing the
technical solutions of the present invention other than
limiting the present invention. Although the present in-
vention is described in detail with reference to the fore-
going embodiments, persons of ordinary skill in the art
should understand that modification and substitutions
can be made to the technical solutions of the present
invention or some technical features thereof without de-
parting from the spirit and scope of the present invention.

Claims

1. A congestion/overload control method, comprising:

learning, by a gateway device, information about
a congestion/overload control parameter or pol-
icy of a User Equipment (UE) group; and
if the congestion/overload control parameter or
policy of the UE group is reached or exceeded,
rejecting or discarding, by the gateway device,
session management request messages of UEs
in the UE group, wherein the rejecting the ses-
sion management request messages of the UE
or the UEs in the UE group is: sending a session
management reject message carrying first time
indication information to a mobility management
element.

2. The method according to claim 1, wherein the infor-
mation about the congestion/overload control pa-
rameter or policy of the UE group comprises at least
one of the following:

maximum number of bearers or PDP contexts
of the UE group;
maximum access rate of the UE group;
Aggregate Maximum Bit Rate (AMBR) of bear-
ers of the UE group;
AMBR of Non Guaranteed Bit Rate (GBR) bear-
ers of the UE group;
AMBR of bearers of the UE group in a same
Access Point Name (APN); and
AMBR of non-GBR bearers of the UE group in
the same APN.
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3. The method according to claim 1, wherein the learn-
ing, by the gateway device, the information about
the congestion/overload control parameter or policy
of the UE group, comprises:

learning, by a mobility management element,
the information about the congestion/overload
control parameter or policy of the UE group from
configuration information, and notifying the
gateway device of the information about the con-
gestion/overload control parameter or policy of
the UE group through a session management
message; or
learning, by the mobility management element,
the information about the congestion/overload
control parameter or policy of the UE group from
a subscription profile repository, and notifying
the gateway device of the information about the
congestion/overload control parameter or policy
of the UE group through a session management
message; or
learning, by the mobility management element,
the information about the congestion/overload
control parameter or policy of the UE group from
UE contexts, and notifying the gateway device
of the information about the congestion/over-
load control parameter or policy of the UE group
through a session management message; or
learning, by the gateway device, the information
about the congestion/overload control parame-
ter or policy of the UE group from configuration
information of the gateway device; or
learning, by the gateway device, the information
about the congestion/overload control parame-
ter or policy of the UE group from a database.

4. The method according to claim 3, wherein:

the configuration information of the gateway de-
vice is information about the congestion/over-
load control parameter or policy of the UE group
configured according to a group ID of the UE
group; and
the learning, by the gateway device, the infor-
mation about the congestion/overload control
parameter or policy of the UE group from the
configuration information of the gateway device
comprises:

receiving, by the gateway device, a session
management request of the UE, wherein
the session management request message
carries the group ID of the UE group; and
querying, by the gateway device according
to the group ID of the UE group, the infor-
mation about the congestion/overload con-
trol parameter or policy of the UE group con-
figured on the gateway device.

5. The method according to claim 2, wherein:

if the number of the bearers or PDP contexts of
the UE group reaches or exceeds the maximum
number of the bearers or PDP contexts of the
UE group,
the session management request messages of
the UEs in the UE group are rejected or discard-
ed, or
if the access rate of the UE group reaches or
exceeds the maximum access rate of the UE
group,
the session management request messages of
the UEs in the UE group are rejected or discard-
ed,

6. The method according to claim 1, wherein:

the first time indication information is used to
instruct the mobility management element to re-
ject or discard access request messages of the
UEs in the UE group within a time range indicat-
ed by the first time indication information; or
the first time indication information is used to
instruct the mobility management element to ac-
cept the access request messages of the UEs
in the UE group beyond the time range indicated
by the first time indication information.

7. The method according to claim 5, wherein the reject-
ing or discarding the session management request
messages of the UEs in the UE group comprises:
rejecting or discarding the session management re-
quest messages of the UE or the UEs in the UE group
according to indication information, wherein the in-
dication information is used to indicate whether the
number of the bearers or PDP contexts of the UE
group is allowed to reach or exceed the maximum
number of the bearers or PDP contexts of the UE
group or whether the access rate of the UE group is
allowed to reach or exceed the maximum access
rate of the UE group; wherein
the indication information is configured on the gate-
way device; or
a mobility management element learns the indication
information from subscription data, and notifies the
gateway device of the indication information through
a session management message.

8. A congestion/overload control method, comprising:

receiving an indication message sent by a gate-
way device, wherein the indication message in-
dicates that the gateway device is congest-
ed/overloaded or that an application server is
failed/congested/overloaded/unreachable/mis-
behaving; and wherein the indication message
carries parameter information comprising first
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time indication information,
selecting other gateway devices for User Equip-
ments (UEs) that access the gateway device; or
rejecting or discarding access request messag-
es of UEs served by the gateway device or the
application server; or
detaching UEs on the gateway device or the ap-
plication server; or
deleting bearers of the UEs on the gateway de-
vice or the application server.

9. The method according to claim 8, wherein:

the first time indication information is used to
instruct a mobility management element to re-
ject or discard access request messages of a
UE or the UEs in the group within a time range
indicated by the first time indication information;
or
the first time indication information is used to
instruct the mobility management element to ac-
cept the access request messages of the UE or
the UEs in the group beyond the time range in-
dicated by the first time indication information.

10. A gateway device, comprising:

a learning module, adapted to learn information
about a congestion/overload control parameter
or policy of a User Equipment (UE) group; and
a controlling module, adapted to: if the conges-
tion/overload control parameter or policy of the
UE group is reached or exceeded, reject or dis-
card session management request messages
of UEs in the UE group, or discard data of the
UEs in the UE group, wherein the controlling
module is further adapted to send a session
management reject message carrying first time
indication information.

11. The gateway device according to claim 10, wherein
the learning module is adapted to:

learn the information about the congestion/over-
load control parameter or policy of the UE group
from a mobility management element through a
session management message, wherein the in-
formation about the congestion/overload control
parameter or policy of the UE group is learned
by the mobility management element from con-
figuration information; or
learn the information about the congestion/over-
load control parameter or policy of the UE group
from the mobility management element through
a session management message, wherein the
information about the congestion/overload con-
trol parameter or policy of the UE group is
learned by the mobility management element

from a subscription profile repository; or
learn the information about the congestion/over-
load control parameter or policy of the UE group
from the mobility management element through
a session management message, wherein the
information about the congestion/overload con-
trol parameter or policy of the UE group is
learned by the mobility management element
from UE contexts; or
learn the information about the congestion/over-
load control parameter or policy of the UE group
from configuration information of the gateway
device; or
learn the information about the congestion/over-
load control parameter or policy of the UE group
from a database.

12. The method according to claim 10, wherein the in-
formation about the congestion/overload control pa-
rameter or policy of the UE group comprises at least
one of the following:

maximum number of bearers or PDP contexts
of the UE group;
maximum access rate of the UE group;
Aggregate Maximum Bit Rate (AMBR) of bear-
ers of the UE group;
AMBR of Non Guaranteed Bit Rate (GBR) bear-
ers of the UE group;
AMBR of bearers of the UE group in a same
Access Point Name (APN); and
AMBR of non-GBR bearers of the UE group in
the same APN.

13. The gateway device according to claim 12, wherein:

if the number of the bearers or PDP contexts of
the UE group reaches or exceeds the maximum
number of the bearers or PDP contexts of the
UE group, the controlling module is adapted to:

reject or discard the session management
request messages of the UEs in the UE
group, or
if the access rate of the UE group reaches
or exceeds the maximum access rate of the
UE group, the controlling module is adapted
to:

reject or discard the session manage-
ment request messages of the UEs in
the UE group, or

14. The gateway device according to claim 10, wherein:

the first time indication information is used to
instruct the mobility management element to re-
ject or discard access request messages of the
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UEs in the UE group within a time range indicat-
ed by the first time indication information; or
the first time indication information is used to
instruct the mobility management element to ac-
cept the access request messages of the UEs
in the UE group beyond the time range indicated
by the first time indication information.

15. A mobility management element, comprising:

a receiving module, adapted to receive an indi-
cation message sent by a gateway device,
wherein the indication message indicates that
the gateway device is congested/overloaded or
that an application server is failed/congest-
ed/overloaded/unreachable/misbehaving and
the indication message carries parameter infor-
mation comprising first time indication informa-
tion; and
a controlling module, adapted to: select other
gateway devices for User Equipments (UEs)
that access the gateway device; or reject or dis-
card access request messages of UEs served
by the gateway device or the application server;
or detach UEs on the gateway device or the ap-
plication server; or delete bearers of the UEs on
the gateway device or the application server.

61 62 



EP 3 334 215 A1

33



EP 3 334 215 A1

34



EP 3 334 215 A1

35



EP 3 334 215 A1

36



EP 3 334 215 A1

37



EP 3 334 215 A1

38

5

10

15

20

25

30

35

40

45

50

55



EP 3 334 215 A1

39

5

10

15

20

25

30

35

40

45

50

55



EP 3 334 215 A1

40

5

10

15

20

25

30

35

40

45

50

55



EP 3 334 215 A1

41

5

10

15

20

25

30

35

40

45

50

55


	bibliography
	abstract
	description
	claims
	drawings
	search report

