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(54) SYSTEM AND METHODS TO EVALUATE OR IMPROVE OWN SHIP SENSOR DATA IN 
CONNECTED VEHICLES

(57) Systems and methods for monitoring integrity of
the data from sensors onboard a vehicle using informa-
tion provided by another vehicle are provided. In one em-
bodiment, a system on a first vehicle includes one or
more onboard sensors configured to obtain data regard-
ing the first vehicle. The system further includes at least
one processor coupled to a memory, wherein the at least
one processor is configured to: receive information re-

garding the first vehicle from a second vehicle, wherein
the received information is obtained using at least one
respective sensor from the second vehicle; and monitor
integrity of the data from the one or more onboard sen-
sors using the received information from the second ve-
hicle prior to detecting a potential fault in the one or more
onboard sensors from resources onboard the first vehi-
cle.
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Description

BACKGROUND

[0001] Aircraft include a variety of onboard sensors
that provide data to the flight computers and other on-
board systems. Onboard system errors and system fail-
ures on an aircraft can be catastrophic. A failure to
promptly recognize and respond to erroneous sensor da-
ta indications can result in a loss of control of the aircraft,
reversion to flight control laws that provide less flight en-
velope protection than a normal law/mode of operation,
disconnection of autopilot functionality of the aircraft, or
the like. Pilots may not become aware of a problem with
erroneous sensor data until the aircraft has adopted an
unusual pitch attitude, which makes recovery and further
control of the situation more challenging, especially if the
aircraft has entered a stall.
[0002] Aircraft currently include safety mechanisms to
monitor and/or correct the data obtained from an onboard
sensor by comparing it to data obtained from multiple
other onboard sensors of the aircraft. However, such sys-
tems have not been completely effective in preventing
dangerous situations from occurring. For example, there
have been numerous incidents where a flight crew has
lost control of an aircraft after an improper response to
erroneous airspeed conditions caused by icing on pitot
probes or other onboard sensors. Some of these inci-
dents have been recovered from, but others have result-
ed in loss of the aircraft and all occupants.
[0003] For the reasons stated above and for other rea-
sons stated below which will become apparent to those
skilled in the art upon reading and understanding the
specification, there is a need in the art for improved meth-
ods of detecting erroneous sensor data from sensors on-
board a vehicle.

SUMMARY

[0004] The embodiments of the present disclosure pro-
vide systems and methods for monitoring integrity of the
data from sensors onboard a vehicle using information
provided by another vehicle and will be understood by
reading and studying the following specification.
[0005] In one embodiment, a system on a first vehicle
includes one or more onboard sensors configured to ob-
tain data regarding the first vehicle. The system further
includes at least one processor coupled to a memory,
wherein the at least one processor is configured to: re-
ceive information regarding the first vehicle from a sec-
ond vehicle, wherein the received information is obtained
using at least one respective sensor from the second
vehicle; and monitor integrity of the data from the one or
more onboard sensors using the received information
from the second vehicle prior to detecting a potential fault
in the one or more onboard sensors from resources on-
board the first vehicle.

DRAWINGS

[0006] Understanding that the drawings depict only ex-
emplary embodiments and are not therefore to be con-
sidered limiting in scope, the exemplary embodiments
will be described with additional specificity and detail
through the use of the accompanying drawings, in which:

Figure 1 is a block diagram of an example system
according to one embodiment of the present disclo-
sure;

Figure 2 is block diagram of an example vehicle ac-
cording to one embodiment of the present disclo-
sure;

Figure 3 is a flow chart of an example method of
operation for a data aggregation system according
to one embodiment of the present disclosure; and

Figures 4A-4B illustrate example views of vehicles
during operation according to one embodiment of
the present invention;

Figure 5 is a flow chart of an example method of
evaluating sensor data according to one embodi-
ment of the present disclosure;

Figure 6 is a flow chart of an example method of
monitoring integrity of onboard sensor data of a ve-
hicle using information from another vehicle accord-
ing to one embodiment of the present disclosure; and

Figure 7 is a flow chart of an example method of
operating of a vehicle according to one embodiment
of the present disclosure.

[0007] In accordance with common practice, the vari-
ous described features are not drawn to scale but are
drawn to emphasize specific features relevant to the ex-
emplary embodiments.

DETAILED DESCRIPTION

[0008] In the following detailed description, reference
is made to the accompanying drawings that form a part
hereof, and in which is shown by way of illustration spe-
cific illustrative embodiments. However, it is to be under-
stood that other embodiments may be utilized and that
logical, mechanical, and electrical changes may be
made. Furthermore, the method presented in the drawing
figures and the specification is not to be construed as
limiting the order in which the individual steps may be
performed. The following detailed description is, there-
fore, not to be taken in a limiting sense.
[0009] The embodiments described below include sys-
tems and methods for monitoring integrity of the data
from sensors onboard a vehicle using information pro-
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vided by another vehicle. In some embodiments, a vehi-
cle receives data from one or more onboard sensors and
also receives information from another vehicle about one
or more operating conditions of the vehicle. The vehicle
monitors the integrity of data from the one or more on-
board sensors using the information received from the
other vehicles. In exemplary embodiments, the vehicle
determines whether a difference between the data ob-
tained from its own onboard sensors and the information
from the other vehicle exceeds a threshold and adjusts
operation based on the determination.
[0010] In exemplary embodiments, the vehicle is con-
figured to monitor the integrity of the data from its onboard
sensors with the information provided by the other vehi-
cles prior to detecting a potential fault in the data from
the one or more onboard sensors. Earlier notification of
an integrity problem with the data from the one or more
onboard sensors increases the awareness of the pilots
of the vehicle regarding faulty data provided by an on-
board sensor due to icing or other hazardous operating
conditions. This increased awareness may prevent a loss
of control of the vehicle or a fatal accident that would
occur using common fault detection techniques.
[0011] Figure 1 illustrates a block diagram of a system
100 according to one embodiment of the present disclo-
sure. In exemplary embodiments, the system 100 in-
cludes vehicles 102, a data aggregation system 110, and
one or more communication satellites 106. While the ve-
hicles 102 in Figure 1 are depicted as aircraft, it should
be understood that this is for illustration purposes and
the vehicle can also be other types of vehicles. In exem-
plary embodiments, the vehicles 102 can be an aircraft,
ground-based vehicle, marine vehicle, or the like. This
definition of vehicle applies to all embodiments described
in the specification. Further, while four vehicles are
shown in Figure 1, it should be understood that this is for
illustration purposes and that any desired amount of two
or more vehicles may be used to implement the evalua-
tion and improvement of sensor data.
[0012] The system 100 will be described from the per-
spective of the first vehicle 102-1. The first vehicle 102-1
is the vehicle of interest and is also referred to herein as
the "own ship." In the example shown in Figure 1, there
are three additional vehicles 102-2, 102-3, 102-4 within
close proximity to the own ship 102-1. It should be un-
derstood that in some embodiments, each of the vehicles
102 shown in Figure 1 can include the features to enable
the respective vehicle to evaluate or improve its own sen-
sor data. Further, in some embodiments, surrounding ve-
hicles or another external system can evaluate the sen-
sor data of the own ship.
[0013] Figure 2 is a block diagram of an example ve-
hicle 102 according to one embodiment of the present
disclosure. The vehicle 102 includes one or more on-
board sensors 112, at least one transceiver 114 coupled
to an antenna 116, at least one processor 118 coupled
to a memory 120, and an alert indicator 127.
[0014] In exemplary embodiments, the one or more

onboard sensors 112 include one or more sensors con-
figured to provide data 126 regarding the vehicle 102
itself. This type of data is referred to herein as "own ship
data." The one or more sensors 112 configured to provide
own ship data 126 can include a static port, a pitot probe,
a pitot-static probe, an angle of attack vane, Global Nav-
igation Satellite System (GNSS) sensor, or the like. The
own ship data 126 is used to determine one or more
operating conditions (e.g. speed, altitude) of the vehicle
itself. For example, data from a pitot probe is used to
determine airspeed of an aircraft.
[0015] In exemplary embodiments, the one or more
onboard sensors 112 of the vehicle 102 may further in-
clude one or more systems configured to provide infor-
mation regarding other vehicles in the vicinity of the ve-
hicle. In exemplary embodiments, such systems may in-
clude an Enhanced Ground Proximity Warning System
(EGPWS), a millimeter wave radar, an ADS-B IN and
OUT, a radar system, a Light Detection and Ranging
(LIDAR) system, an Enhanced Vision System (EVS), or
a Traffic Collision Avoidance System (TCAS), or the like.
These systems enable the vehicle to obtain information
about other vehicles, such as position, speed, altitude,
or the like.
[0016] The at least one transceiver 114 is coupled to
at least one antenna 116 and incorporates electronics
and other components to establish bidirectional commu-
nication with other vehicles or the data aggregation sys-
tem. In exemplary embodiments, the at least one trans-
ceiver 114 is configured to communicate directly with oth-
er vehicles, using very high frequency (VHF) radio broad-
casts, satellite communications (SATCOM), Aircraft
Communications Addressing and Reporting System
(ACARS) datalinks, or the like. The at least one trans-
ceiver 114 may also obtain information from the other
vehicles 102 via the data aggregation system 110. In
exemplary embodiments, the other vehicles 102 transmit
the information regarding the first vehicle 102-1 to the
data aggregation system 110, which is then relayed to
the vehicle via VHF radio signals, SATCOM, ACARS da-
talinks, or the like.
[0017] The data aggregation system 110 aggregates
and processes one or more types of information provided
by the vehicles 102. In one embodiment, the data aggre-
gation system 110 is a ground-based system that in-
cludes one or more ground stations. In other embodi-
ments, the data aggregation system 110 can be imple-
mented on a system in space or using a distributed ar-
chitecture onboard the vehicles 102. In exemplary em-
bodiments, the information provided by the vehicles 102
can include, but is not limited to, information regarding
one or more operating parameters of other vehicles 102.
For example, the one or more operating parameters can
include position, speed, altitude, and the like. In exem-
plary embodiments, the received information from the
one or more second vehicles can have various levels of
processing applied to it prior to being sent by the one or
more second vehicles. For example, the received infor-
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mation can include raw data from a sensor, data from a
sensor that has been enhanced using software or anoth-
er system, processed information, or the like.
[0018] In some embodiments, the data aggregation
system 110 comprises at least one transceiver 128 cou-
pled to at least one antenna 129 and incorporates elec-
tronics and other components to establish bidirectional
wireless data communication links 105 with systems
aboard the vehicles 102. Such communication links 105
may include, but are not limited to, ACARS datalinks,
VHF radio broadcasts, and/or SATCOM. It should be ap-
preciated that in some implementations, the transceiver
128 may be located at the same physical ground facility
as the data aggregation system 110 or instead located
at some remote distance from each other and connected
by a communication link. The data aggregation system
110 also includes at least one processor 130 coupled to
a memory 132, which may be used for storing information
125 collected from, and shared with, the plurality of ve-
hicles 102. The at least one processor 130 includes or
functions with software programs, firmware, or other
computer readable instructions 134 for carrying out var-
ious methods, process tasks, calculations, and controls
functions related to storing and communicating informa-
tion regarding one or more operating parameters of ve-
hicles.
[0019] Figure 3 is a flow chart illustrating an example
method 300 of operation of the data aggregation system.
The functions, structures, and other description of ele-
ments for such embodiments described above may apply
to like named elements of method 300 and vice versa.
In exemplary embodiments, the method 300 is performed
by the first vehicle 102-1 discussed above with reference
to Figures 1-2.
[0020] The method begins with receiving information
125 regarding the first vehicle 102-1 from one or more
second vehicles 102-2, 102-3, 102-4 (block 302). In ex-
emplary embodiments, the data aggregation system 110
receives information 125 regarding a plurality of vehicles
102. For example, the data aggregation 110 may receive
information regarding each vehicle in a fleet of vehicles
102. Such information is provided by surrounding (sec-
ond) vehicles 102 as is discussed herein in further detail.
[0021] The method proceeds with storing the informa-
tion 125 regarding the first vehicle 102-1 from one or
more second vehicles 102-2, 102-3, 102-4 in memory
132 (block 304). In exemplary embodiments, the infor-
mation 125 regarding the first vehicle 102-1 is times-
tamped. In some embodiments, the information 125 re-
garding the first vehicle 102-1 is associated with an iden-
tification of the second vehicle 102-2, 102-3, 102-4 that
sent the information 125. In exemplary embodiments, the
data aggregation system 110 stores the information 125
regarding the first vehicle 102-1 in a database or other
data structure.
[0022] The method proceeds with communicating the
stored information 125 to the first vehicle 102-1 (block
306). In exemplary embodiments, the data aggregation

system 110 communicates the information 125 to the first
vehicle 102-1 using VHF radio signals, SATCOM,
ACARS datalinks, or the like. In some embodiments, the
data aggregation system 110 is onboard the first vehicle
102-1 and provides the stored information 125 to the at
least one processor 118 of the first vehicle 102-1 via a
wired or wireless communication medium.
[0023] The at least one processor 118 of the first ve-
hicle 102-1 is configured to evaluate or improve the own
ship sensor data 126 using the information 125 provided
by the second vehicles 102-2, 102-3, 102-4 according to
the methods discussed herein.
[0024] Figures 4A-4B illustrate example views of vehi-
cles during operation according to one embodiment of
the present invention. In particular, Figures 3A-3B are
top and side views, respectively, of the same vehicles
during operation. While four vehicles 102 are shown in
Figures 4A-4B, it should be understood that this is for
illustration purposes and that any amount of two or more
vehicles could be included. The functions, structures, and
other description of elements for such embodiments de-
scribed above may apply to like named elements in Fig-
ures 4A-4B and vice versa.
[0025] The first vehicle 102-1 is within a coverage zone
or field of view 402 of the one or more sensors of some
of the surrounding vehicles but not all of the surrounding
vehicles. In particular, the first vehicle 102-1 is within the
field of view of the one or more sensors of vehicles 102-2,
102-3 but not within the field of view of the sensors of
vehicle 102-4. Therefore, only vehicles 102-2, 102-3 are
capable of providing information to the first vehicle 102-1
regarding the operation of the first vehicle. In exemplary
embodiments, the vehicles 102-2, 102-3 are configured
to communicate information regarding the first vehicle
102-1 directly to the first vehicle 102-1 and/or indirectly
through the data aggregation system 110.
[0026] The first vehicle 102-1 obtains the information
gathered by the other vehicles and uses the information
to monitor the integrity of the own ship data provided by
the one or more onboard sensors on the first vehicle. In
exemplary embodiments, the first vehicle 102-1 is con-
figured to compare the own ship data to the information
provided by the other vehicles prior to detecting a poten-
tial fault in the own ship data from the one or more on-
board sensors. In exemplary embodiments, the one or
more onboard sensors used to obtain the own ship data
are different than the respective sensors of the other ve-
hicles used to obtain the information provided to the own
ship. For example, the first vehicle 102-1 can compare
its own ship speed information provided by a pitot probe
to the information regarding speed of the first vehicle
102-1 obtained by the other vehicles 102-2, 102-3 using
a radar system or another type of system discussed
above.
[0027] In exemplary embodiments, the at least one
processor of the first vehicle 102-1 is configured to de-
termine whether or not the difference between the own
ship data and the received information from the other
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vehicles exceeds a threshold. If the difference between
the own ship data and the information received from the
other vehicles exceeds a threshold, a warning or alert
can be issued (for example, using the alert indicator 127)
to the crew piloting the vehicle indicating that the own
ship data provided by the onboard sensors may be faulty.
An alert can also be communicated to the one or more
second vehicles 102-2, 102-3, 102-4 or other surround
vehicles. In embodiments where the first vehicle is an
aircraft, an alert may also be issued to air traffic control,
airlines operations, or other entities that manage flight
operations. In some embodiments, if the difference be-
tween the own ship data and the information received
from the other vehicles exceeds a threshold, then the
first vehicle 102-1 is configured to operate using the in-
formation provided by the other vehicles instead of using
the own ship data provided by the one or more onboard
sensors.
[0028] In exemplary embodiments, the threshold can
correspond to a numerical value, a percentage, or the
like. The threshold may be determined, for example, dur-
ing testing of the system or based on operational require-
ments for the vehicle. In some embodiments, the thresh-
old may correspond to an acceptable range of error for
an operational parameter where the vehicle is able to
maintain operation without an increased risk of safety
concern. For example, the threshold may correspond to
an error in an airspeed calculation where an aircraft is
still able to maintain operation without having to adjust
altitude or operation at a rate that increases the likelihood
of an accident.
[0029] In exemplary embodiments, the at least one
processor of the first vehicle 102-1 is configured to eval-
uate the quality or integrity of the information received
from the other vehicles. In exemplary embodiments, the
quality or integrity of the information is related to a posi-
tion of the second vehicle 102-2, 102-3, 102-4 with re-
spect to the first vehicle 102-1, a coverage of the first
vehicle by a sensor of the second vehicle, or a difference
between the received information and the data obtained
from the one or more onboard sensors of the first vehicle.
The at least one processor of the first vehicle 102-1 may
also be configured to compare the information received
from multiple vehicles to determine if information from
one of the other vehicles is faulty or inaccurate. As part
of the quality or integrity determination, the at least one
processor can also be configured to rank the information
received from the other vehicles from highest quality to
lowest quality. For example, if one of the other vehicles
is closer in proximity to the first vehicle 102-1 than an-
other, the information from the closer vehicle can be
ranked higher because the information is likely to be more
accurate and have less error.
[0030] In exemplary embodiments, the at least one
processor of the first vehicle 102-1 is configured to com-
bine the information provided by other vehicles. In some
embodiments, the at least one processor averages the
information provided by multiple vehicles. In some em-

bodiments, the at least one processor is configured to
weight respective information from the other vehicles
based on the quality or integrity determination discussed
above. For example, the at least one processor can be
configured to apply greater weight to information from
vehicle 102-2 that is deemed to have a higher quality
than information from other vehicles 102-3, 102-4.
[0031] Although having the own ship monitor the integ-
rity of its own ship sensor data using the methods de-
scribed herein may be sufficient, enabling additional ve-
hicles to make similar evaluation of the own ship data for
the first vehicle can provide another level of safety
through redundancy. Therefore, in some embodiments,
one or more of the second vehicles 102-2, 102-3, 102-4
are also configured to monitor the integrity of the data
from the one or more onboard sensors 112 of the first
vehicle 102-1 ("own ship data") in a manner similar to
that described above with respect to the first vehicle
102-1. In such embodiments, the one or more second
vehicles 102-2, 102-3, 102-4 receive the data from the
one or more onboard sensors 112 of the first vehicle
102-1 and the information provided by other vehicles re-
garding the first vehicle 102-1, including the information
it provides itself, if applicable. The one or more second
vehicles 102-2, 102-3, 102-4 are configured to compare
the own ship data to the information provided by the other
vehicles prior to detecting a potential fault in the own ship
data from the one or more onboard sensors.
[0032] In exemplary embodiments, the at least one
processor of the one or more second vehicles 102-2,
102-3, 102-4 is configured to determine whether or not
the difference between the own ship data for the first
vehicle 102-1 and the provided information from the sec-
ond vehicles exceeds a threshold. If the difference be-
tween the own ship data and the information received
from the other vehicles exceeds a threshold, a warning
or alert can be issued from the one or more second ve-
hicles 102-2, 102-3, 102-4 to the first vehicle and/or other
surrounding vehicles indicating that the own ship data
provided by the onboard sensors may be faulty. In em-
bodiments where the first vehicle is an aircraft, an alert
may also be issued to air traffic control, airlines opera-
tions, or other entities that manage flight operations. In
exemplary embodiments, the threshold used by the one
or more second vehicles 102-2, 102-3, 102-4 corre-
sponds to the threshold used by the first vehicle 102-1.
[0033] In exemplary embodiments, the at least one
processor of the one or more second vehicles 102-2,
102-3, 102-4 is configured to evaluate the quality or in-
tegrity of the information received from the other vehicles
as described above. As part of the quality or integrity
determination, the at least one processor can also be
configured to rank the information received from the other
vehicles from highest quality to lowest quality as de-
scribed above. In exemplary embodiments, the at least
one processor of the one or more second vehicles 102-2,
102-3, 102-4 is also configured to combine the informa-
tion provided by other vehicles and/or weight respective
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information from the other vehicles based on the quality
or integrity determination as discussed above.
[0034] Processing and/or communication resources
may be limited for vehicles during operation or further
redundancy may be desired. Therefore, in some embod-
iments, an external system (such as, for example, the
data aggregation system 110) is configured to monitor
the integrity of the data from the one or more onboard
sensors 112 of the first vehicle 102-1 ("own ship data")
in a manner similar to that described above with respect
to the one or more second vehicles 102-2, 102-3, 102-4.
In such embodiments, the different system receives the
data from the one or more onboard sensors 112 of the
first vehicle 102-1 and the information provided by the
one or more second vehicles 102-2, 102-3, 102-4. The
different system is configured to compare the own ship
data from the first vehicle 102-1 to the information pro-
vided by the other vehicles prior to detecting a potential
fault in the own ship data from the one or more onboard
sensors.
[0035] In exemplary embodiments, at least one proc-
essor of the external system is configured to determine
whether or not the difference between the own ship data
and the provided information from the one or more sec-
ond vehicles exceeds a threshold. If the difference be-
tween the own ship data and the information received
from the one or more second vehicles 102-2, 102-3,
102-4 exceeds a threshold, a warning or alert can be
issued from the external system to the first vehicle 102-1,
the second vehicles, and/or other surround vehicles in-
dicating that the own ship data provided by the onboard
sensors of the first vehicle may be faulty. In exemplary
embodiments, the threshold used by the external system
corresponds to the threshold used by the first vehicle
102-1 discussed above.
[0036] In exemplary embodiments, the at least one
processor of the external system is configured to evalu-
ate the quality or integrity of the information received from
the other vehicles as described above. As part of the
quality or integrity determination, the at least one proc-
essor can also be configured to rank the information re-
ceived from the second vehicles from highest quality to
lowest quality as discussed above. In exemplary embod-
iments, the at least one processor of the external system
is also configured to combine the information provided
by other vehicles and/or weight respective information
from the other vehicles based on the quality or integrity
determination as discussed above.
[0037] Figure 5 is a flow chart illustrating an example
method 500 of evaluating sensor data of a vehicle using
information from another vehicle. The functions, struc-
tures, and other description of elements for such embod-
iments described above may apply to like named ele-
ments of method 500 and vice versa. In exemplary em-
bodiments, the method 500 is performed by the first ve-
hicle 102-1 discussed above with reference to Figures
1-4B. In some embodiments, the method 500 is per-
formed by the one or more second vehicles 102-2, 102-3,

102-4 or by an external system discussed above with
reference to Figures 1-4B.
[0038] The method begins with receiving data from one
or more sensors onboard the first vehicle (block 502). In
exemplary embodiments, the one or more sensors con-
figured to provide own ship data can include a static port,
a pitot probe, a pitot-static probe, an angle of attack vane,
Global Navigation Satellite System (GNSS) sensor, or
the like.
[0039] The method proceeds with receiving informa-
tion regarding the first vehicle from one or more second
vehicles (block 504). In exemplary embodiments, the re-
ceived information from each of the one or more second
vehicles is obtained using at least one respective sensor
of the respective one or more second vehicles. The at
least one respective sensor may include such systems
as an Enhanced Ground Proximity Warning System (EG-
PWS), a millimeter wave radar, an ADS-B IN and OUT,
a radar system, a Light Detection and Ranging (LIDAR)
system, an Enhanced Vision System (EVS), or a Traffic
Collision Avoidance System (TCAS), or the like. In ex-
emplary embodiments, the received information from the
one or more second vehicles can have various levels of
processing applied to it prior to being sent by the one or
more second vehicles. For example, the received infor-
mation can include raw data from a sensor, data from a
sensor that has been enhanced using software or anoth-
er system, processed information, or the like.
[0040] The method proceeds with monitoring integrity
of the data from the one or more sensors onboard the
first vehicle using the received information from the one
or more second vehicles prior to detecting a potential
fault in the one or more onboard sensors based on data
generated onboard the first vehicle (block 506).
[0041] Figure 6 is a flow chart illustrating an example
method 600 of monitoring integrity of onboard sensor da-
ta of a vehicle using information from another vehicle.
The functions, structures, and other description of ele-
ments for such embodiments described above may apply
to like named elements of method 600 and vice versa.
In exemplary embodiments, the method 600 is performed
by the first vehicle 102-1 discussed above with reference
to Figures 1-5. In some embodiments, the method 600
is performed by the one or more second vehicles 102-2,
102-3, 102-4 or by an external system discussed above
with reference to Figures 1-5.
[0042] In exemplary embodiments, the first vehicle,
one or more second vehicles, or external system receives
information from a plurality of second vehicles. In such
embodiments, the method optionally begins with com-
paring and/or ranking the information from the second
vehicles (block 602). In exemplary embodiments, the in-
formation received from multiple second vehicles is com-
pared to determine if information from one of the second
vehicles is faulty or inaccurate. In exemplary embodi-
ments, the information from the second vehicles is
ranked based on the quality or integrity of the information
from the second vehicles. In exemplary embodiments,
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the quality or integrity of the information is related to a
position of the second vehicle with respect to the first
vehicle or a coverage of the first vehicle by a sensor of
the second vehicle. For example, if one of the second
vehicles is closer to the first vehicle than another second
vehicle and/or if the systems on the second vehicle cov-
ers more of the first vehicle, the information from the sec-
ond vehicle that is closer to and/or covering more of the
first vehicle can be ranked higher because the informa-
tion is likely to be more accurate and have less error.
[0043] In embodiments with a plurality of second vehi-
cles providing information, the method optionally pro-
ceeds with combining the received information from the
second vehicles (block 604). In some embodiments, the
received information is combined by averaging the infor-
mation provided by the plurality of second vehicles. In
other embodiments, respective weights are applied to
the information from the plurality of second vehicles
based on the quality, integrity, or ranking determination
discussed above.
[0044] The method proceeds with determining a differ-
ence between data from the one or more onboard sen-
sors of the first vehicle and the received information from
the one or more second vehicles (block 606). In exem-
plary embodiments where the information from the one
or more second vehicles is combined, the difference is
between the data from the one or more onboard sensors
of the first vehicle and the combined information from the
second vehicles. In exemplary embodiments where the
information from the one or more second vehicles is not
combined, the difference is determined individually for
the respective information provided from respective sec-
ond vehicles.
[0045] The method proceeds with determining whether
the difference exceeds a threshold (block 608). If the dif-
ference does not exceed a threshold, the method pro-
ceeds with the first vehicle operating using data from the
one or more onboard sensors of the first vehicle (block
610). In other words, the first vehicle operates in a normal
fashion using data obtained by the one or more onboard
sensors of the first vehicle. In embodiments where meth-
od 600 is performed by the one or more second vehicles
or the external system, the method can also include pro-
viding an indication that the own ship data for the first
vehicle is valid. The method proceeds from step 610 back
to optional steps 602-604 or step 606 if the optional steps
are not performed. Method 600 is performed throughout
the entire operation of the first vehicle.
[0046] If the difference does exceed a threshold, the
method proceeds with outputting an alert (block 612). In
exemplary embodiments, the alert is displayed to the pilot
of the first vehicle using an alert indicator, which may be
included in a graphical user interface or other display
device. In some embodiments, outputting an alert also
includes outputting an alert message outside of the first
vehicle. For example, an alert message could be com-
municated to the one or more second vehicles, air traffic
controllers, airline operator, or the like.

[0047] In some embodiments, the method optionally
proceeds with operating the first vehicle using informa-
tion received from the one or more second vehicles (block
614). In exemplary embodiments, where the first vehicle
is operating using information received from the one or
more second vehicles, the information from the one or
more second vehicles is time stamped to enable the first
vehicle to adequately implement operation based on the
information from the second vehicles. In particular, the
at least one processor of the first vehicle can execute an
alternative operational mode that accounts for the added
delay due to the time it takes the one or more second
vehicles to communicate the information to the first ve-
hicle.
[0048] In exemplary embodiments, the first vehicle re-
ceives information from only one second vehicle. The
one or more onboard sensors of the first vehicle can be
less reliable or more prone to faults than the systems of
the second vehicle that obtain the information regarding
the first vehicle. Thus, in some embodiments, the first
vehicle assumes that the information from the second
vehicle is more accurate than the data from the one or
more onboard sensors. In other embodiments where the
first vehicle receives information from multiple second
vehicles, the first vehicle compares the information re-
ceived from the multiple second vehicles and determines
whether the multiple second vehicles are providing con-
sistent information. If so, then the first vehicle can assume
that the information provided by the multiple second ve-
hicles is accurate.
[0049] Figure 7 is a flow chart illustrating an example
method 700 of operation for a second vehicle. The func-
tions, structures, and other description of elements for
such embodiments described above may apply to like
named elements of method 700 and vice versa. In ex-
emplary embodiments, the method 700 is performed by
the second vehicles 102-2, 102-3, 102-4 discussed
above with reference to Figures 1-6.
[0050] The method begins with obtaining information
regarding the first vehicle using one or more systems
onboard the second vehicle (block 702). In exemplary
embodiments, such systems may include an Enhanced
Ground Proximity Warning System (EGPWS), a millim-
eter wave radar, an ADS-B IN and OUT, a radar system,
a Light Detection and Ranging (LIDAR) system, an En-
hanced Vision System (EVS), or a Traffic Collision Avoid-
ance System (TCAS), or the like. These systems enable
the second vehicle to obtain information about other ve-
hicles, such as position, speed, altitude, or the like. In
exemplary embodiments, step 702 includes performing
various levels of processing applied on the information.
For example, the information can include raw data from
a sensor, data from a sensor that has been enhanced
using software or another system, processed informa-
tion, or the like.
[0051] The method optionally proceeds with times-
tamping the information regarding the first vehicle (704).
In exemplary embodiments, the information regarding
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the first vehicle is timestamped using a clock that is syn-
chronized for the first vehicle and the one or more second
vehicles. The information from the one or more second
vehicles can be time stamped to enable the first vehicle
to adequately implement operation based on the infor-
mation from the second vehicles.
[0052] The method proceeds with sending the infor-
mation to the data aggregation system (block 706). In
exemplary embodiments, the second vehicle sends the
information as part of an ADS-B message. In exemplary
embodiments, the second vehicle communicates with
the data aggregation system via SATCOM, VHF radio
broadcasts, ACARS datalinks, or the like. In some em-
bodiments, where the data aggregation system has a
distributed architecture on the vehicles, the second ve-
hicle provides the information directly to the data aggre-
gation system via a wired or wireless communication me-
dium on the second vehicle.
[0053] The method optionally proceeds with sending
the information directly to the first vehicle (block 708). In
exemplary embodiments, the second vehicle sends the
information directly to the first vehicle if the two vehicles
are within a threshold distance from one another. For
example, the threshold distance may correspond to a
maximum operational range for VHF communications
between two vehicles that satisfies a desired quality. In
other embodiments, the second vehicle uses SATCOM
to send the information directly to the first vehicle.
[0054] The above described system and methods are
particularly beneficial to vehicles operating where com-
munications with ground stations are not available or
where ground stations cannot measure information re-
garding the vehicles using sensors positioned on the
ground. For example, for an aircraft or marine vehicle
making a trans-oceanic journey, a ground station may
not be available to provide additional information regard-
ing the vehicles location, speed, altitude, etc. By receiv-
ing information obtained by other vehicles within proxim-
ity of the first vehicle, the first vehicle is able to monitor
the integrity of the own ship data provided by its one or
more onboard sensors throughout its operation. Using
the above systems and methods, the vehicle is able to
determine errors in data provided by one or more onboard
sensors prior to a potential fault condition being detected
using resources only on the first vehicle. Earlier notifica-
tion of an integrity problem with the data from the one or
more onboard sensors increases the awareness of the
pilots of the vehicle regarding faulty data provided by an
onboard sensor due to icing or other hazardous operating
conditions. This increased awareness may prevent a loss
of control of the vehicle or a fatal accident that would
occur using common fault detection techniques.
[0055] In various alternative embodiments, system el-
ements, method steps, or examples described through-
out this disclosure (such as the at least one processor,
for example) may be implemented on one or more com-
puter systems, field programmable gate array (FPGA),
application specific integrated circuit (ASIC) or similar

devices comprising hardware executing code to realize
those elements, processes, or examples, said code
stored on a non-transient data storage device. Therefore
other embodiments of the present disclosure may include
such hardware as well as elements comprising program
instructions resident on computer readable media which
when implemented by such computer systems, enable
them to implement the embodiments described herein.
As used herein, the term "computer readable media" re-
fers to tangible memory storage devices having non-tran-
sient physical forms. Such non-transient physical forms
may include computer memory devices, such as but not
limited to punch cards, magnetic disk or tape, any optical
data storage system, flash read only memory (ROM),
non-volatile ROM, programmable ROM (PROM), erasa-
ble-programmable ROM (E-PROM), random access
memory (RAM), or any other form of permanent, semi-
permanent, or temporary memory storage system or de-
vice having a physical, tangible form. Program instruc-
tions include, but are not limited to computer-executable
instructions executed by computer system processors
and hardware description languages such as Very High
Speed Integrated Circuit (VHSIC) Hardware Description
Language (VHDL).

Example Embodiments

[0056] Example 1 includes a system on a first vehicle,
comprising: one or more onboard sensors configured to
obtain data regarding the first vehicle; and at least one
processor coupled to a memory, wherein the at least one
processor is configured to: receive information regarding
the first vehicle from a second vehicle, wherein the re-
ceived information is obtained using at least one respec-
tive sensor from the second vehicle; and monitor integrity
of the data from the one or more onboard sensors using
the received information from the second vehicle prior to
detecting a potential fault in the one or more onboard
sensors from resources onboard the first vehicle.
[0057] Example 2 includes the system of Example 1,
wherein monitor integrity of the data from the one or more
onboard sensors using the received information from the
second vehicle includes determining whether a differ-
ence between the data from the one or more onboard
sensors and the received information from the second
vehicle exceeds a threshold; and when the difference
exceeds the threshold, the processor is further config-
ured to at least one of: output an alert; or operate the first
vehicle using the received information from the second
vehicle instead of the data from the one or more onboard
sensors, wherein the received information from the sec-
ond vehicles is timestamped.
[0058] Example 3 includes the systems of any of Ex-
amples 1-2, wherein the first vehicle is configured to pro-
vide the data from the one or more onboard sensors to
the second vehicle, wherein the second vehicle is con-
figured to: determine whether a difference between the
data from the one or more onboard sensors and the in-
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formation obtained using at least one respective sensor
from the second vehicle exceeds a threshold; and when
the difference exceeds the threshold, output an alert to
at least one of: the first vehicle; air traffic control; airline
operations; or one or more other surrounding vehicles.
[0059] Example 4 includes the system of any of Exam-
ples 1-3, wherein the first vehicle is configured to provide
the data from the one or more onboard sensors to an
external system, wherein the second vehicle is config-
ured to provide the information obtained using at least
one respective sensor from the second vehicle to the
external system, wherein the external system is config-
ured to: determine whether a difference between the data
from the one or more onboard sensors and the informa-
tion obtained using at least one respective sensor from
the second vehicle exceeds a threshold; and when the
difference exceeds the threshold, output an alert to at
least one of: the first vehicle; the second vehicle; air traffic
control; airline operations; or one or more other surround-
ing vehicles.
[0060] Example 5 includes the system of any of Exam-
ples 1-4, wherein the processor is further configured to
evaluate the quality or integrity of the received informa-
tion from the second vehicle based on at least one of: a
position of the second vehicle with respect to the first
vehicle; an amount of coverage of the first vehicle by the
at least one respective sensor from the second vehicle;
or a difference between the information received and the
data obtained from the one or more onboard sensors.
[0061] Example 6 includes the system of any of Exam-
ples 1-5, wherein the at least one sensor from the second
vehicle includes at least one of: a Global Navigation Sat-
ellite System (GNSS) sensor; an Enhanced Ground
Proximity Warning System (EGPWS); a millimeter wave
radar; ADS-B IN and OUT; a radar system; a Light De-
tection and Ranging (LIDAR) system; an Enhanced Vi-
sion System (EVS); or a Traffic Collision Avoidance Sys-
tem (TCAS).
[0062] Example 7 includes the system of any of Exam-
ples 1-6, wherein the one or more onboard sensors con-
figured to obtain data regarding the first vehicle are a
different type of sensor than the at least one sensor from
the second vehicle.
[0063] Example 8 includes a method of evaluating sen-
sor data of a first vehicle, comprising: receiving data from
one or more sensors onboard the first vehicle; receiving
information regarding the first vehicle from one or more
second vehicles, wherein the received information from
each of the one or more second vehicles is obtained using
at least one respective sensor of the respective one or
more second vehicles; and monitoring integrity of the da-
ta from the one or more sensors onboard the first vehicle
using the received information from the one or more sec-
ond vehicles prior to detecting a potential fault in the one
or more onboard sensors from resources onboard the
first vehicle.
[0064] Example 9 includes the method of Example 8,
wherein monitoring integrity of the data from the one or

more onboard sensors using the received information
from the one or more second vehicles includes determin-
ing whether a difference between the data obtained from
the one or more onboard sensors and the received infor-
mation from the one or more second vehicles exceeds a
threshold; and when the difference exceeds the thresh-
old, the method further comprising: outputting an alert;
or operating the first vehicle using the received informa-
tion from the one or more second vehicles instead of the
data from the one or more onboard sensors, wherein the
received information from the one or more second vehi-
cles is timestamped.
[0065] Example 10 includes the method of Example 9,
wherein monitoring integrity of the data from the one or
more onboard sensors using the received information
from the one or more second vehicles is performed by
at least one of: the first vehicle; the one or more second
vehicles; or an external system in communication with
the first vehicle and the one or more second vehicles.
[0066] Example 11 includes the method of any of Ex-
amples 9-10, wherein the one or more second vehicles
includes a plurality of second vehicles, the method further
comprising: evaluating the quality or integrity of the in-
formation received from each respective second vehicle
of the plurality of second vehicles based on at least one
of: a position of the respective second vehicle with re-
spect to the first vehicle; an amount of coverage of the
first vehicle by the at least one respective sensor from
the respective second vehicle; a difference between the
respective information received and the data obtained
from the one or more onboard sensors; or a difference
between the respective information and the information
obtained from other respective second vehicles.
[0067] Example 12 includes the method of Example
11, further comprising combining received information
from the plurality of second vehicles; wherein monitoring
integrity of the data from the one or more onboard sen-
sors using the received information from the plurality of
vehicles includes determining whether a difference be-
tween the data obtained from the one or more onboard
sensors and the combined received information from the
plurality of second vehicles exceeds a threshold.
[0068] Example 13 includes the method of Example
12, wherein combining received information from weight-
ing the received information from each of the two or more
vehicles based on the quality or integrity of the respective
received information from the two or more vehicles.
[0069] Example 14 includes a system on a first vehicle,
comprising: one or more onboard sensors configured to
obtain data regarding the first vehicle; and at least one
processor coupled to a memory, wherein the at least one
processor is configured to: receive information regarding
the first vehicle from a plurality of second vehicles, where-
in the information received from each respective second
vehicle of the plurality of second vehicles is obtained us-
ing at least one respective sensor from the respective
second vehicle; and monitor integrity of the data from the
one or more onboard sensors using the received infor-
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mation from the plurality of second vehicles prior to de-
tecting a potential fault in the one or more onboard sen-
sors from resources onboard the first vehicle.
[0070] Example 15 includes the system of Example
14, wherein monitor integrity of the data from the one or
more onboard sensors using the received information
from the plurality of second vehicles includes determining
whether a difference between the data obtained from the
one or more onboard sensors and the received informa-
tion from the plurality of second vehicles exceeds a
threshold; and when the difference exceeds the thresh-
old, the processor is further configured to at least one of:
output an alert; or operate the first vehicle using the re-
ceived information from the plurality of second vehicles
instead of the data from the one or more onboard sen-
sors, wherein the received information from the one or
more second vehicles is timestamped.
[0071] Example 16 includes the system of Example
15, wherein the at least one processor is further config-
ured to: evaluate the quality or integrity of the information
received from each respective second vehicle of the plu-
rality of second vehicles based on at least one of: a po-
sition of the respective second vehicle with respect to the
first vehicle; an amount of coverage of the first vehicle
by the at least one respective sensor from the respective
second vehicle; a difference between the respective in-
formation received and the data obtained from the one
or more onboard sensors; or a difference between the
respective information and the information obtained from
other respective second vehicles.
[0072] Example 17 includes the system of Example
16, wherein the at least one processor is further config-
ured to determine the position of the respective second
vehicle with respect to the first vehicle using measure-
ments from the one or more onboard sensors.
[0073] Example 18 includes the system of any of Ex-
amples 16-17, wherein the at least one processor is fur-
ther configured to combine received information from the
plurality of second vehicles, wherein monitor integrity of
the data from the one or more onboard sensors using
the received information from the plurality of second ve-
hicles includes determining whether a difference be-
tween the data obtained from the one or more onboard
sensors and the combined received information from the
plurality of second vehicles exceeds a threshold.
[0074] Example 19 includes the system of any of Ex-
amples 15-18, wherein the at least one processor is fur-
ther configured to rank the information received from the
plurality of second vehicles based on the quality or integ-
rity of the information received from each respective ve-
hicle of the plurality of second vehicles.
[0075] Example 20 includes the system of any of Ex-
amples 14-19, wherein the first vehicle is configured to
provide the data from the one or more onboard sensors
to at least one of the plurality of second vehicles, wherein
the at least one of the plurality of second vehicles is con-
figured to: determine whether a difference between the
data from the one or more onboard sensors and the in-

formation obtained using at least one respective sensor
from the second vehicle exceeds a threshold; and when
the difference exceeds the threshold, output an alert to
at least one of: the first vehicle; air traffic control; airline
operations; or one or more surrounding vehicles.
[0076] Although specific embodiments have been il-
lustrated and described herein, it will be appreciated by
those of ordinary skill in the art that any arrangement,
which is calculated to achieve the same purpose, may
be substituted for the specific embodiments shown.
Therefore, it is manifestly intended that this invention be
limited only by the claims and the equivalents thereof.

Claims

1. A system on a first vehicle, comprising:

one or more onboard sensors configured to ob-
tain data regarding the first vehicle; and
at least one processor coupled to a memory,
wherein the at least one processor is configured
to:

receive information regarding the first vehi-
cle from a second vehicle, wherein the re-
ceived information is obtained using at least
one respective sensor from the second ve-
hicle; and
monitor integrity of the data from the one or
more onboard sensors using the received
information from the second vehicle prior to
detecting a potential fault in the one or more
onboard sensors from resources onboard
the first vehicle.

2. The system of claim 1, wherein monitor integrity of
the data from the one or more onboard sensors using
the received information from the second vehicle in-
cludes determining whether a difference between
the data from the one or more onboard sensors and
the received information from the second vehicle ex-
ceeds a threshold; and
when the difference exceeds the threshold, the proc-
essor is further configured to at least one of:

output an alert; or
operate the first vehicle using the received in-
formation from the second vehicle instead of the
data from the one or more onboard sensors,
wherein the received information from the sec-
ond vehicles is timestamped.

3. The system of claim 1, wherein the first vehicle is
configured to provide the data from the one or more
onboard sensors to the second vehicle, wherein the
second vehicle is configured to:
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determine whether a difference between the da-
ta from the one or more onboard sensors and
the information obtained using at least one re-
spective sensor from the second vehicle ex-
ceeds a threshold; and
when the difference exceeds the threshold, out-
put an alert to at least one of: the first vehicle;
air traffic control; airline operations; or one or
more other surrounding vehicles.

4. The system of claim 1, wherein the first vehicle is
configured to provide the data from the one or more
onboard sensors to an external system, wherein the
second vehicle is configured to provide the informa-
tion obtained using at least one respective sensor
from the second vehicle to the external system,
wherein the external system is configured to:

determine whether a difference between the da-
ta from the one or more onboard sensors and
the information obtained using at least one re-
spective sensor from the second vehicle ex-
ceeds a threshold; and
when the difference exceeds the threshold, out-
put an alert to at least one of: the first vehicle;
the second vehicle; air traffic control; airline op-
erations; or one or more other surrounding ve-
hicles.

5. The system of claim 1, wherein the processor is fur-
ther configured to evaluate the quality or integrity of
the received information from the second vehicle
based on at least one of:

a position of the second vehicle with respect to
the first vehicle;
an amount of coverage of the first vehicle by the
at least one respective sensor from the second
vehicle; or
a difference between the information received
and the data obtained from the one or more on-
board sensors.

6. A method of evaluating sensor data of a first vehicle,
comprising:

receiving data from one or more sensors on-
board the first vehicle;
receiving information regarding the first vehicle
from one or more second vehicles, wherein the
received information from each of the one or
more second vehicles is obtained using at least
one respective sensor of the respective one or
more second vehicles; and
monitoring integrity of the data from the one or
more sensors onboard the first vehicle using the
received information from the one or more sec-
ond vehicles prior to detecting a potential fault

in the one or more onboard sensors from re-
sources onboard the first vehicle.

7. The method of claim 6, wherein monitoring integrity
of the data from the one or more onboard sensors
using the received information from the one or more
second vehicles includes determining whether a dif-
ference between the data obtained from the one or
more onboard sensors and the received information
from the one or more second vehicles exceeds a
threshold; and
when the difference exceeds the threshold, the
method further comprising:

outputting an alert; or
operating the first vehicle using the received in-
formation from the one or more second vehicles
instead of the data from the one or more onboard
sensors, wherein the received information from
the one or more second vehicles is times-
tamped.

8. The method of claim 6, wherein monitoring integrity
of the data from the one or more onboard sensors
using the received information from the one or more
second vehicles is performed by at least one of:

the first vehicle;
the one or more second vehicles; or
an external system in communication with the
first vehicle and the one or more second vehi-
cles.

9. The method of claim 7, wherein the one or more sec-
ond vehicles includes a plurality of second vehicles,
the method further comprising:

evaluating the quality or integrity of the informa-
tion received from each respective second ve-
hicle of the plurality of second vehicles based
on at least one of:

a position of the respective second vehicle
with respect to the first vehicle;
an amount of coverage of the first vehicle
by the at least one respective sensor from
the respective second vehicle;
a difference between the respective infor-
mation received and the data obtained from
the one or more onboard sensors; or
a difference between the respective infor-
mation and the information obtained from
other respective second vehicles.

10. The method of claim 9, further comprising combining
received information from the plurality of second ve-
hicles;
wherein monitoring integrity of the data from the one
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or more onboard sensors using the received infor-
mation from the plurality of vehicles includes deter-
mining whether a difference between the data ob-
tained from the one or more onboard sensors and
the combined received information from the plurality
of second vehicles exceeds a threshold.
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