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(54) COMMUNICATION APPARATUS, CONTROL METHOD THEREOF, AND STORAGE MEDIUM

(57) A first communication apparatus that functions
as a providing apparatus that provides an encryption key
or as a receiving apparatus that receives an encryption
key provided by a providing apparatus, and that performs
a key sharing process for sharing an encryption key with
another apparatus, confirms whether or not the first com-
munication apparatus functioned as the providing appa-
ratus in the key sharing process performed among a plu-
rality of apparatuses present on a network in which the
first communication apparatus is joining; compares iden-
tification information of a second communication appa-
ratus that has newly joined the network with identification
information of the first communication apparatus; and de-
termines whether or not the first communication appara-
tus is to function as a providing apparatus in the key shar-
ing process performed between the first and the second
communication apparatuses based on the result of the
confirmation and the comparison.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a communica-
tion apparatus, a control method thereof, and a storage
medium.

BACKGROUND ART

[0002] Communication data is conventionally encrypt-
ed in order to prevent the data from being intercepted,
tampered with, and so on. Ensuring a secure communi-
cation path is particularly important in wireless commu-
nication, where data can easily be intercepted.
[0003] For example, in the infrastructure mode for wire-
less LAN, the communication terminal and access point
are provided with a standard specification known as WEP
(Wired Equivalent Privacy). With WEP, an encryption key
is set in the communication terminal and access point in
advance, and security is ensured by using that encryption
key each time communication is undertaken. However,
in such a scheme, the encryption key is constantly fixed,
and the strength of the encryption algorithms employed
in WEP is low. For these reasons, it has been pointed
out that there are many situations where WEP cannot
ensure security.
[0004] To solve this problem, a standard specification
known as WPA (Wi-Fi Protected Access) has been de-
veloped. WPA increases security not only by improving
the strength of the encryption algorithms, but also by gen-
erating a new encryption key for each session in which
a communication terminal joins a network.
[0005] In infrastructure mode, data is sent to other
communication terminals via an access point, and thus
the only direct communication that is performed is per-
formed with the access point. It is therefore only neces-
sary to ensure the security of communication with the
access point. However, in ad-hoc mode, there is no ac-
cess point, and thus communication is carried out directly
with the partner with which one wishes to communicate.
In other words, in order for terminals to carry out encrypt-
ed communication with other terminals, it is necessary
for the each terminal to either hold encryption keys for
each of the other terminals or to utilize an encryption key
that is common across the entire network.
[0006] In the case where each terminal holds an en-
cryption key for each of the other terminals, it becomes
more complicated and difficult to manage the encryption
keys as the number of terminals increases.
[0007] However, utilizing an encryption key that is com-
mon across the entire network reduces the load of each
terminal with respect to key management.
[0008] For example, Japanese Patent Laid-Open No.
2006-332895 discusses a method for using encryption
keys in ad-hoc mode.
[0009] However, when using a common encryption
key, there is a problem that it is difficult to distribute the

same encryption key to new terminals that have newly
joined the network.
[0010] The WPA scheme for wireless LANs uses a
"group key" as an encryption key shared by multiple ter-
minals. By implementing a four-way handshake and a
group key handshake, the group key is sent from the
terminal that initiated the four-way handshake to the part-
ner terminal. However, the terminal that initiates the four-
way handshake is not set when in ad-hoc mode.
[0011] Furthermore, in ad-hoc mode, there is no
scheme for intensively managing the terminals that are
present on a network. The terminals already joining the
network thus do not know which terminals do not hold
the group key. For this reason, it is difficult for the termi-
nals already joining the network to discover which termi-
nals do not hold the group key and initiate a four-way
handshake.
[0012] Finally, when a terminal that has newly joined
the network initiates a four-way handshake, the new ter-
minal ends up distributing the group key, and thus the
group key that has been used on the network thus far
cannot be distributed to the new terminal.

DISCLOSURE OF INVENTION

[0013] It is an object of the present invention to enable
an encryption key to be shared with communication ap-
paratuses that have newly joined a network even in an
environment such as an ad-hoc mode.
[0014] According to one aspect of the present inven-
tion, a first communication apparatus that functions as a
providing apparatus that provides an encryption key or
as a receiving apparatus that receives an encryption key
provided by a providing apparatus, and that performs a
key sharing process for sharing an encryption key with
another apparatus, includes: confirmation means for
confirming whether or not the first communication appa-
ratus functioned as the providing apparatus in the key
sharing process performed among a plurality of appara-
tuses present on a network in which the first communi-
cation apparatus is joining; comparing means for com-
paring identification information of a second communi-
cation apparatus that has newly joined the network with
identification information of the first communication ap-
paratus; and determination means for determining
whether or not the first communication apparatus is to
function as a providing apparatus in the key sharing proc-
ess performed between the first communication appara-
tus and the second communication apparatus based on
the result of the confirmation performed by the confirma-
tion means and the result of the comparison performed
by the comparing means.
[0015] According to another aspect of the present in-
vention, a control method for a first communication ap-
paratus that functions as a providing apparatus that pro-
vides an encryption key or as a receiving apparatus that
receives an encryption key provided by a providing ap-
paratus, and that performs a key sharing process for
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sharing an encryption key with another apparatus, in-
cludes the steps of: confirming whether or not the first
communication apparatus functioned as the providing
apparatus in the key sharing process performed among
a plurality of apparatuses present on a network in which
the first communication apparatus is joining; comparing
identification information of a second communication ap-
paratus that has newly joined the network with identifi-
cation information of the first communication apparatus;
and determining whether or not the first communication
apparatus is to function as a providing apparatus in the
key sharing process performed between the first com-
munication apparatus and the second communication
apparatus based on the result of the confirmation per-
formed in the step of confirming and the result of the
comparison performed in the step of comparing.
[0016] According to the present invention, it is possible
for an encryption key to be shared with communication
apparatuses that have newly joined a network even in
an environment such as an ad-hoc mode.
[0017] Further features of the present invention will be-
come apparent from the following description of an ex-
emplary embodiment (with reference to the attached
drawings).

BRIEF DESCRIPTION OF DRAWINGS

[0018] The accompanying drawings, which are incor-
porated in and constitute a part of the specification, illus-
trate embodiments of the invention and, together with the
description, serve to explain the principles of the inven-
tion.

FIG. 1 is a block diagram illustrating a terminal.
FIG. 2 is a diagram illustrating a configuration in
which three terminals form an ad-hoc network.
FIG. 3 is a software function block diagram illustrat-
ing the inside of a terminal.
FIG. 4 is a sequence diagram (1) illustrating opera-
tions performed by terminals A, B, and C.
FIG. 5 is a sequence diagram (2) illustrating opera-
tions performed by terminals A, B, and C.
FIG. 6 is a sequence diagram (3) illustrating opera-
tions performed by terminals A, B, and C.
FIG. 7 is a sequence diagram (4) illustrating opera-
tions performed by terminals A, B, and C.
FIG. 8 is a flowchart illustrating operations performed
by a preexisting terminal A or a preexisting terminal
B.
FIG. 9 is a flowchart illustrating operations performed
by a new terminal C.
FIG. 10 is a flowchart illustrating operations per-
formed by a terminal that is a previous authenticator.

BEST MODE FOR CARRYING OUT THE INVENTION

[0019] Preferred embodiments of the present invention
shall now be described in detail in accordance with the

accompanying drawings.
[0020] Hereinafter, a communication apparatus ac-
cording to the present invention shall be described in
details with reference to the drawings. Although the fol-
lowing describes an example that uses a wireless LAN
system compliant with the IEEE 802.11 series, the
present invention can be applied to other communication
schemes as well.
[0021] First, a hardware configuration used in a pre-
ferred embodiment of the invention shall be described.
[0022] FIG. 1 is a block diagram illustrating an example
of the configuration of a communication apparatus ac-
cording to the present embodiment. 101 indicates the
overall communication apparatus. 102 is a control unit
that controls the overall apparatus by executing a control
program stored in a storage unit 103. The control unit
102 also performs sequence control for exchanging en-
cryption keys with other communication apparatuses.
103 is a storage unit that stores the control program ex-
ecuted by the control unit 102 as well as various infor-
mation such as communication parameters. The various
operations illustrated in the operation flowcharts and se-
quence charts mentioned later are carried out by the con-
trol unit 102 executing the control program stored in the
storage unit 103. 104 is a wireless unit for performing
wireless communication. 105 is a display unit that dis-
plays various items, and has functionality rendering it ca-
pable of outputting visually-recognizable information us-
ing an LCD, LEDs, or the like, or performing audio output
using a speaker or the like. 107 is an antenna control
unit, and 108 is an antenna.
[0023] FIG. 3 is a block diagram illustrating an example
of the configuration of software function blocks executed
by the communication apparatus according to the
present embodiment.

301 indicates the overall terminal. 302 is a packet
receiving unit that receives packets for various types
of communication. 303 is a packet sending unit that
sends packets for various types of communication.
304 is a search signal sending unit that controls the
sending of a device search signal, such as a probe
request. The sending of probe requests, discussed
later, is carried out by the search signal sending unit
304. Furthermore, the sending of probe responses,
which are response signals for received probe re-
quests, is also carried out by the search signal send-
ing unit 304.
305 is a search signal receiving unit that controls the
receiving of a device search signal, such as a probe
request, from another terminal. The receiving of
probe requests, discussed later, is carried out by the
search signal receiving unit 305. The receiving of
probe responses is also carried out by the search
signal receiving unit 305. Note that various informa-
tion of the device that sent the probe response (self
information) is added to each probe response.
306 is a key exchange control unit that performs con-
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trol of processing sequences for exchanging session
keys and group keys with other communication ap-
paratuses. The key exchange control unit 306 per-
forms the various messaging processes used in four-
way handshakes and group key handshakes carried
out in the WPA key exchange processing exempli-
fied in the present embodiment.

[0024] The four-way handshake and group key hand-
shake of WPA (Wi-Fi Protected Access) shall be de-
scribed briefly hereinafter. In the present embodiment,
the four-way handshake and the group key handshake
are described as processes for exchanging encryption
keys. However, it is also possible to describe these as
sharing processes for sharing encryption keys, where
one communication apparatus provides an encryption
key or information regarding an encryption key to a part-
ner communication apparatus.
[0025] The four-way handshake and group key hand-
shake are executed between an authenticating device
(an authenticator) and the authenticated device (a sup-
plicant). Note that the following discusses the authenti-
cating device (authenticator) as being the device that per-
forms authentication and the authenticated device (sup-
plicant) as being the device that is authenticated.
[0026] In a four-way handshake, the authenticator and
supplicant share a shared key in advance (a pre-shared
key), and this pre-shared key is used when generating a
session key.
[0027] First, the authenticator generates a random
number (a first random number), and sends a message
1 that includes the generated first random number to the
supplicant.
[0028] Having received the message 1, the supplicant
also generates a random number (a second random
number) itself. The supplicant then generates a session
key from the second random number it generated itself,
the first random number received from the authenticator,
and the pre-shared key.
[0029] Having generated the session key, the suppli-
cant sends a message 2 that includes the second random
number and its own encryption/authentication support in-
formation (WPAIE or RSNIE) to the authenticator.
[0030] Having received the message 2, the authenti-
cator generates a session key from the first random
number it generated itself, the second random number
received from the supplicant, and the presharing key. At
this stage, the authenticator and the supplicant generate
the same session key if their first random numbers, sec-
ond random numbers, and pre-shared keys are identical.
[0031] Having generated the session key, the authen-
ticator sends a message 3 that includes its own encryp-
tion/authentication support information (WPAIE or
RSNIE) and a session key install instruction to the sup-
plicant.
[0032] The authenticator and the supplicant can install
the session key upon the sending/receiving of the mes-
sage 3.

[0033] Having received the message 3, the supplicant
sends a message 4 to the authenticator, notifying the
authenticator that the message 3 has been received.
[0034] In this manner, the session key, serving as the
encryption key, is exchanged through a four-way hand-
shake, in which the messages 1 through 4 are sent/re-
ceived between the authenticator and the supplicant (in
actuality, random numbers for generating the session key
are exchanged). Through this exchange, the encryption
key can be shared on the network.
[0035] Note that session key can be installed upon the
sending/receiving of the message 4.
[0036] Meanwhile, in the group key handshake, the au-
thenticator encrypts a group key using the session key
exchanged in the four-way handshake. The authenticator
then sends a message 1 that includes the encrypted
group key to the supplicant. The group key is an encryp-
tion key for performing group communication. The group
key is therefore sent in the case where the group key that
is already being shared with another communication ap-
paratus is to be shared with the supplicant as well. The
authenticator generates the group key and sends the
generated group key to the supplicant in the case where
there is no group key that is being shared with another
communication apparatus or the group key that is shared
with another communication apparatus is not to be
shared with the supplicant.
[0037] The supplicant decrypts the group key that is
included in the received message 1 using the session
key, and sends a message 2 to the authenticator, noti-
fying the authenticator that the message 1 has been re-
ceived.
[0038] In this manner, the group key, serving as the
encryption key for group communication, can be shared
through a group key handshake, in which the messages
1 and 2 are sent/received between the authenticator and
the supplicant.
[0039] As described thus far, the authenticator can be
referred to as a providing apparatus that provides an en-
cryption key, whereas the supplicant can be referred to
as a receiving apparatus (receiving device, etc.) that re-
ceives the encryption key provided by the authenticator
(the providing apparatus).
[0040] Note that the four-way handshake and the
group key handshake have been standardized by IEEE
802.11i, and thus the IEEE 802.11i specification should
be referred to for details thereof.

307 is an encryption key retaining unit that retains
the session keys and group keys exchanged by the
key exchange control unit 306. Whether or not a key
exchange has taken place with another communica-
tion apparatus can be determined based on the in-
formation retained in the encryption key retaining unit
307.
308 is a random number generation unit. It is the
random number generation unit 308 that generates
the random number information used when the key
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exchange control unit 306 generates the session key
as described earlier. A random number generated
by the random number generation unit 308 may also
be used when generating the group key.

[0041] Note that all the functional blocks have mutual
relationships whether implemented as software or hard-
ware. Furthermore, the abovementioned functional
blocks are examples; a single functional block may be
made up of multiple functional blocks, and any of the
functional blocks may be further divided into blocks that
perform multiple functions.
[0042] FIG. 2 is a diagram illustrating terminals A22,
B23, and C24, as well as an ad-hoc network 21 created
by the terminals A22 and B23.
[0043] Each terminal is provided with functionality for
wireless LAN communication based on IEEE 802.11,
performs wireless communication through wireless LAN
ad-hoc (hereinafter, simply "ad-hoc") communication,
and has the configuration described earlier with refer-
ence to FIGS. 1 and 3.
[0044] FIG. 2 assumes that the terminal A22 (herein-
after called "terminal A") and the terminal B23 (hereinaf-
ter called "terminal B") have already exchanged encryp-
tion keys. In the present embodiment, the terminal A acts
as the authenticator and the terminal B acts as the sup-
plicant in the encryption key exchange process that has
taken place between the terminals A and B. Furthermore,
in order to unify the encryption key shared between the
terminals, the process for exchanging encryption keys is
assumed to be carried out with the terminal whose MAC
(Media Access Control) address is highest acting as the
authenticator. Note that the size relationship of the MAC
addresses is determined through a comparison based
on lexicographic order.
[0045] Here, consider a situation in which a new com-
munication apparatus, the terminal C24 (hereinafter
called "terminal C") joins the network 21, which has been
established through the exchange of encryption keys.
[0046] In order for the terminal C to join the network
21, the terminal C first sends a probe request through
broadcasting (the terminal to be searched for is not spec-
ified), whereupon one of the terminals that makes up the
network 21, or the terminal A or terminal B, returns a
probe response. Here, in an IEEE 802.11 wireless LAN
ad-hoc network, each terminal sends beacons at ran-
dom. When a probe request has been sent through
broadcasting, it is specified that the terminal that sent a
beacon immediately prior to receiving the probe request
is to return the probe response.
[0047] The processing sequence changes depending
on whether the terminal A or the terminal B returned the
probe response.
[0048] In addition, the processing sequence performed
when the terminal C joins the network 21 also differs de-
pending on the role of the terminal that returned the probe
response with respect to the encryption key exchange
process that was active when the probe request was re-

ceived from the terminal C.
[0049] FIG. 4 is a diagram illustrating a processing se-
quence performed in the case where the terminal C has
received a probe response from the terminal B upon
sending a probe request, when the MAC address size
relationship of the terminals is terminal A > terminal B >
terminal C.
[0050] First, the terminal C sends a probe request
through broadcasting in order to attempt to join the net-
work 21, which has been created by the terminals A and
B (F401).
[0051] Of the terminals A and B, the terminal that has
received the probe request returns a probe response to
the terminal C. Here, the terminal B has sent a beacon
immediately prior to receiving the probe request, and thus
the probe response is returned by the terminal B to the
terminal C (F402).
[0052] Having received the probe response, the termi-
nal C compares the size of its own MAC address to that
of the MAC address of the source of the probe response
(in other words, the MAC address of the terminal B). The
terminal B, which returned the probe response, also com-
pares the size of its own MAC address to that of the MAC
address of the destination of the probe response (in other
words, the MAC address of the terminal C, which is the
source of the probe request) and determines the size
relationship therebetween (F403).
[0053] As a result of this comparison, the terminal B
determines that the MAC addresses of the terminals C
and B are in a size relationship in which terminal C <
terminal B. In addition, the terminal B confirms the role
it itself plays in the encryption key exchange process car-
ried out with the terminal A. As described earlier, terminal
A > terminal B with respect to MAC addresses, and the
terminal B functions as the supplicant; therefore, the ter-
minal B does not play the role of authenticator in its re-
lationship with the terminal C as well. This is because if
the terminal B were to become the authenticator and ex-
ecute the encryption key exchange process with the ter-
minal C, the encryption keys would lose their unification
on the network. Accordingly, the terminal B does not de-
termined the role of the terminal C, and instead has the
terminal A determine this role. As a result, the terminal
B determines not to carry out the encryption key ex-
change process with the terminal C, and sends a key
exchange rejection notification to the terminal C (F404).
[0054] Furthermore, the terminal B sends a new termi-
nal information notification to the terminal A, notifying the
terminal A that the terminal C has joined the network
(F405). The MAC address of the new terminal, or the
terminal C, is included in the new terminal information
notification when that notification is sent.
[0055] Having received the new terminal information
notification, the terminal A compares the MAC address
of the terminal C included in the new terminal information
notification to its own MAC address, and determines that
terminal A > terminal C with respect to MAC addresses.
As a result, it is determined that the terminal A continues
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to function as the authenticator, and the terminal C func-
tions as the supplicant. The terminal A then sends the
message 1 of the four-way handshake to the terminal C
(F406).
[0056] If the terminals A and C are capable of commu-
nication, the four-way handshake is continued, after
which the group key handshake is carried out (F407 to
F411). Note that the terminal A sends the encryption key
(group key) it provided to the terminal B through the en-
cryption key exchange process carried out with the ter-
minal B to the terminal C. This makes it possible to unify
the encryption keys across the entire network.
[0057] The mechanisms of the four-way handshake
and the group key handshake are as described in the
IEEE 802.11i specification, as mentioned earlier, and
thus the details thereof shall be omitted here.
[0058] FIG. 4 illustrates a case where the terminal B
returns a probe response in response to a probe request
sent by the terminal C. Next, a sequence performed when
the terminal A returns a probe response shall be de-
scribed with reference to FIG. 5.
[0059] First, the terminal C sends a probe request
through broadcasting in order to attempt to join the net-
work 21, which has been created by the terminals A and
B (F501).
[0060] Of the terminals A and B, the terminal that has
received the probe request returns a probe response to
the terminal C. Here, the terminal A has sent a beacon
immediately prior to receiving the probe request, and thus
the probe response is returned by the terminal A to the
terminal C (F502).
[0061] Having received the probe response, the termi-
nal C compares the size of its own MAC address to that
of the MAC address of the source of the probe response
(in other words, the MAC address of the terminal A) and
determines the size relationship therebetween. The ter-
minal A, which returned the probe response, also com-
pares the size of its own MAC address to that of the MAC
address of the destination of the probe response (in other
words, the MAC address of the terminal C, which is the
source of the probe request) and determines the size
relationship therebetween (F503).
[0062] As a result of this comparison, the terminal A
determines that the MAC addresses of the terminals C
and A are in a size relationship in which terminal C <
terminal A. In addition, the terminal A confirms the role
it itself plays in the encryption key exchange process car-
ried out with the terminal B. As described earlier, terminal
A > terminal B with respect to MAC addresses, and the
terminal A functions as the authenticator; therefore, it is
determined that the terminal A functions as the authen-
ticator in its relationship with the terminal C as well, and
that the terminal C functions as the supplicant. This is
because the encryption keys can be unified across the
entire network by executing the encryption key exchange
process with the terminal A as the authenticator and the
terminal C as the supplicant.
[0063] The terminal A thus continues to function as the

authenticator, and sends the message 1 for the four-way
handshake to the terminal C (F504).
[0064] If the terminals A and C are capable of commu-
nication, the four-way handshake is continued, after
which the group key handshake is carried out (F505 to
F509). As before, the terminal A sends the encryption
key (group key) it provided to the terminal B through the
encryption key exchange process carried out with the
terminal B to the terminal C. This makes it possible to
unify the encryption keys across the entire network.
[0065] Although FIGS. 4 and 5 illustrate the case where
the relationship between the MAC addresses of the ter-
minals is terminal A > terminal B > terminal C, a case
can also be considered where the relationship is terminal
A > terminal C > terminal B or terminal C > terminal A >
terminal B.
[0066] Next, the case where the size relationship be-
tween the MAC addresses of the terminals is terminal A
> terminal C > terminal B shall be considered.
[0067] As in the aforementioned case where the rela-
tionship is terminal A > terminal B > terminal C, two sit-
uations, where the source of the probe response is either
the terminal A or the terminal B, can be considered.
[0068] The case where the probe response is returned
from the terminal A shall be discussed first. In this case,
the terminal A determines that the size relationship be-
tween the MAC addresses is terminal A > terminal C,
and also plays the role of authenticator in the encryption
key exchange process carried out between the terminal
A and the terminal B. Therefore, it is determined that the
terminal A continues to function as the authenticator, and
the terminal C functions as the supplicant. This results
in the same sequence as that shown in FIG. 5.
[0069] The case where the probe response is returned
from the terminal B shall be discussed next. In this case,
the terminal B determines, at F403 in FIG. 4, that the
MAC addresses of the terminals C and A are in a size
relationship in which terminal C > terminal B. In addition,
the terminal B plays the role of supplicant in the encryp-
tion key exchange process performed between the ter-
minal B and the terminal A. Therefore, the terminal B
does not make the determination as to which role the
terminal C will play, and assumes that the role depends
on the size relationship between the MAC addresses of
the terminal A and the terminal C. The reason for this is
that if at this point in time the terminal B were to determine
that the terminal C is to be the authenticator and execute
the encryption key exchange process with the terminal
C, the encryption keys would not match up across the
entire network.
[0070] Therefore, the terminal B sends a key exchange
rejection notification to the terminal C (F404), and sends
a new terminal information notification to the terminal A
(F405). Having received the new terminal information no-
tification, the terminal A then compares its own MAC ad-
dress to the MAC address of the terminal C, and deter-
mines to perform the key exchange process with the ter-
minal C with the terminal A acting as the authenticator
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and the terminal C acting as the supplicant. This results
in the same sequence as that illustrated earlier in FIG. 4.
[0071] Finally, the case where the size relationship be-
tween the MAC addresses of the terminals is terminal C
> terminal A > terminal B shall be considered.
[0072] In this case, too, two situations, where the
source of the probe response is either the terminal A or
the terminal B, can be considered. First, a sequence per-
formed when the terminal B returns a probe response
shall be described with reference to the sequence chart
in FIG. 6.
[0073] First, the terminal C sends a probe request
through broadcasting in order to attempt to join the net-
work 21, which has been created by the terminals A and
B (F601).
[0074] Of the terminals A and B, the terminal that has
received the probe request returns a probe response to
the terminal C. Here, the terminal B has sent a beacon
immediately prior to receiving the probe request, and thus
the probe response is returned by the terminal B to the
terminal C (F602).
[0075] Having received the probe response, the termi-
nal C compares the size of its own MAC address to that
of the MAC address of the source of the probe response
(in other words, the MAC address of the terminal B) and
determines the size relationship therebetween. The ter-
minal B, which returned the probe response, also com-
pares the size of its own MAC address to that of the MAC
address of the destination of the probe response (in other
words, the MAC address of the terminal C, which is the
source of the probe request) and determines the size
relationship therebetween (F603).
[0076] As a result of this comparison, the terminal B
determines that the MAC addresses of the terminals C
and B are in a size relationship in which terminal C >
terminal B. In addition, the terminal B confirms the role
it itself plays in the encryption key exchange process car-
ried out with the terminal A. As described earlier, terminal
A > terminal B with respect to MAC addresses, and the
terminal B confirms that is functioned as the supplicant.
Therefore, the terminal B does not make the determina-
tion as to which role the terminal C will play, and assumes
that the role depends on the size relationship between
the MAC addresses of the terminal A and the terminal C.
The reason for this is that if at this point in time the terminal
B were to determine that the terminal C is to be the au-
thenticator and execute the encryption key exchange
process with the terminal C, the encryption keys would
not match up across the entire network. Therefore, the
terminal B sends a key exchange rejection notification to
the terminal C (F604), and also send a new terminal in-
formation notification to the terminal A, notifying the ter-
minal A that the terminal C has joined the network (F605).
[0077] Having received the new terminal information
notification, the terminal A compares the MAC address
of the terminal C included in the new terminal information
notification to its own MAC address, and determines that
terminal A < terminal C with respect to MAC addresses.

As a result, it is determined that the terminal A functions
as the supplicant, and the terminal C functions as the
authenticator. The terminal A then sends an EAPOL-
START to the terminal C in order to request the initiation
of the four-way handshake (F606).
[0078] The "EAPOL-START" referred to here is a mes-
sage used to request the initiation of authentication, and
is, in the present embodiment, used as a message for
requesting the initiation of the encryption key exchange
process.
[0079] Having received the EAPOL-START, the termi-
nal C sends the message 1 of the four-way handshake
to the terminal A (F607). If the terminals A and C are
capable of communication, the four-way handshake is
continued, after which the group key handshake is car-
ried out (F608 to F612).
[0080] In order for the role of network authenticator,
which has thus far been played by the terminal A, to be
passed on to the terminal C, the terminal A communicates
information of the supplicant it is aware of (in the present
embodiment, information of the terminal B) to the terminal
C (F613).
[0081] Having been notified of the supplicant, the ter-
minal C performs a new encryption key exchange proc-
ess with the terminal B, which is the supplicant (F614 to
F619). Here, the terminal C sends the encryption key
(group key) it provided to the terminal A through the en-
cryption key exchange process carried out with the ter-
minal A to the terminal B as well. This makes it possible
to unify the encryption keys across the entire network.
[0082] Note that in F613, the terminal A may notify the
terminal B, known by the terminal A to be a supplicant,
that the terminal C is the new authenticator, rather than
communicating the information of the supplicant to the
terminal C. In this case, the supplicant terminal B, which
has received the notification, can perform the encryption
key exchange process with the terminal C by sending
the EAPOL-START to the terminal C.
[0083] In this manner, the encryption key exchange
process is performed with all preexisting terminals even
in the case where the new terminal C is the authenticator,
and thus the encryption keys can be unified across the
entire network.
[0084] Next, a sequence performed when the terminal
A returns a probe response shall be described with ref-
erence to FIG. 7.
[0085] First, the terminal C sends a probe request
through broadcasting in order to attempt to join the net-
work 21, which has been created by the terminals A and
B (F701).
[0086] Of the terminals A and B, the terminal that has
received the probe request returns a probe response to
the terminal C. Here, the terminal A has sent a beacon
immediately prior to receiving the probe request, and thus
the probe response is returned by the terminal A to the
terminal C (F702).
[0087] Having received the probe response, the termi-
nal C compares the size of its own MAC address to that
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of the MAC address of the source of the probe response
(in other words, the MAC address of the terminal A) and
determines the size relationship therebetween. The ter-
minal A, which returned the probe response, also com-
pares the size of its own MAC address to that of the MAC
address of the destination of the probe response (in other
words, the MAC address of the terminal C, which is the
source of the probe request) and determines the size
relationship therebetween (F703).
[0088] As a result of this comparison, the terminal A
determines that the MAC addresses of the terminals C
and A are in a size relationship in which terminal A <
terminal C.
[0089] In addition, the terminal A confirms the role it
itself plays in the encryption key exchange process car-
ried out with the terminal B. As described earlier, terminal
A > terminal B with respect to MAC addresses, and the
terminal A functions as the authenticator; therefore, it is
determined that the terminal A functions as the supplicant
in its relationship with the terminal C, and that the terminal
C functions as the authenticator. The terminal A then
sends an EAPOL-START to the terminal C in order to
request the initiation of the four-way handshake (F704).
[0090] Having received the EAPOL-START, the termi-
nal C sends the message 1 of the four-way handshake
to the terminal A (F705). If the terminals A and C are
capable of communication, the four-way handshake is
continued, after which the group key handshake is car-
ried out (F706 to F710).
[0091] In order for the role of network authenticator,
which has thus far been played by the terminal A, to be
passed on to the terminal C, the terminal A communicates
information of the supplicant it is aware of (in the present
embodiment, information of the terminal B) to the terminal
C (F711).
[0092] Having been notified of the supplicant, the ter-
minal C performs a new encryption key exchange proc-
ess with each supplicant (F712 to F717). Here, the ter-
minal C sends the encryption key (group key) it provided
to the terminal A through the encryption key exchange
process carried out with the terminal A to the terminal B
as well. This makes it possible to unify the encryption
keys across the entire network.
[0093] Note that in F711, the terminal A may notify the
terminal B, known by the terminal A to be a supplicant,
that the terminal C is the new authenticator, rather than
communicating the information of the supplicant to the
terminal C. In this case, the supplicant terminal B, which
has received the notification, can perform the encryption
key exchange process with the terminal C by sending
the EAPOL-START to the terminal C.
[0094] In this manner, the encryption key exchange
process is performed with all preexisting terminals even
in the case where the new terminal C is the authenticator,
and thus the encryption keys can be unified across the
entire network.
[0095] Operational flowcharts for each terminal, used
to implement the processing sequences described thus

far, shall now be described.
[0096] FIG. 8 is a diagram illustrating the operational
flow of a terminal, among terminals present on the pre-
existing network 21 (called "preexisting terminals" here-
inafter), that responds to a probe request from the new
terminal C.
[0097] First, the preexisting terminal (in the present
embodiment, terminal A or terminal B) receives a probe
request from the new terminal C (S801). Among the pre-
existing terminals that received the probe request, the
preexisting terminal that sent a beacon immediately prior
to receiving the probe request sends a probe response
(S802).
[0098] The preexisting terminal that sent the probe re-
sponse then compares its own MAC address with that of
the destination terminal of the probe response, or the
terminal C (S803).
[0099] In the case where the result of the comparison
indicates that the preexisting terminal’s own MAC ad-
dress is greater than the new terminal’s MAC address,
the preexisting terminal confirms the role it played in the
encryption key exchange process performed with anoth-
er preexisting terminal (S804).
[0100] In the case where the preexisting terminal func-
tioned as the supplicant, or in other words, is the preex-
isting terminal B in the present embodiment, the preex-
isting terminal determines not to determine the role of
the new terminal C itself. The preexisting terminal B then
sends a key exchange rejection notification to the new
terminal C (S805), and sends new terminal information
notification to the terminal that was the authenticator
when the preexisting terminal B itself functioned as the
supplicant, or in other words, to the preexisting terminal
A in the present embodiment (S806).
[0101] In S804, in the case where the preexisting ter-
minal functioned as the authenticator, or in other words,
is the preexisting terminal A in the present embodiment,
the preexisting terminal determines that the preexisting
terminal itself is the authenticator and the new terminal
C is the supplicant. The preexisting terminal A then initi-
ates the encryption key exchange process by sending
the message 1 of the four-way handshake to the new
terminal C (S807). Here, the encryption key (group key)
provided to the preexisting terminal B through the en-
cryption key exchange process carried out between the
preexisting terminals A and B is sent to the new terminal
C. Through this, the encryption keys of the terminals on
the network, including the new terminal, can be unified.
[0102] A case where the results of the MAC address
comparison performed in S803 indicate that the MAC
address of the preexisting terminal itself is lower than the
MAC address of the new terminal can also be considered.
In this case, too, the preexisting terminal confirms the
role it itself played in the encryption key exchange proc-
ess carried out with the other preexisting terminal (S808).
[0103] In the case where the terminal itself functioned
as the supplicant, or in other words, is the preexisting
terminal B in the present embodiment, the preexisting
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terminal determines not to determine the role of the new
terminal C itself. The preexisting terminal B then sends
a key exchange rejection notification to the new terminal
C (S809), and sends new terminal information notification
to the terminal that was the authenticator when the pre-
existing terminal B itself functioned as the supplicant, or
in other words, to the preexisting terminal A in the present
embodiment (S810).
[0104] After this, in the case where the results of the
MAC address determination performed by the preexist-
ing terminal A indicate that the new terminal C is the
authenticator, the preexisting terminal B receives the
message 1 of the four-way handshake from the new ter-
minal C (S815). Alternatively, the preexisting terminal B
receives a notification from the preexisting terminal A in-
dicating that the new terminal C has become the new
authenticator (S815).
[0105] Having received the message 1 of the four-way
handshake from the new terminal C, the preexisting ter-
minal B proceeds with the four-way handshake and the
group key handshake with the new terminal C (S816).
[0106] Meanwhile, in the case where the preexisting
terminal B has received a notification from the preexisting
terminal A indicating that the new terminal C has become
the new authenticator, the preexisting terminal B carries
out the encryption key exchange process with the new
terminal C by sending an EAPOL-START to the new ter-
minal C (S816).
[0107] Note that in S816, the preexisting terminal B
receives, from the new terminal C, an encryption key that
is identical to the encryption key (group key) provided to
the preexisting terminal A through the encryption key ex-
change process carried out between the new terminal C
and the preexisting terminal A. This unifies the encryption
keys across the entire network.
[0108] The case where neither message is received in
S815 means that the preexisting terminal A has deter-
mined to continue playing the role of authenticator, and
because there is no need for the preexisting terminal B
to perform the encryption key exchange process, the
processing then ends.
[0109] In the case where the results of the determina-
tion in S808 indicate that the preexisting terminal itself
functioned as the authenticator, or in other words, is the
preexisting terminal A in the present embodiment, it is
determined that the new terminal C is to be the authen-
ticator, and the preexisting terminal itself is to be the sup-
plicant (S811). The preexisting terminal A then sends an
EAPOL-START to the new terminal C (S812), and carries
out the encryption key exchange process with the new
terminal C (S813). After this, in order to unify the encryp-
tion keys across the entire network, the preexisting ter-
minal A forwards information of the supplicants it has
known of thus far, or in other words, information of the
preexisting terminal B in the present embodiment, to the
new terminal C (S814). Note that in S814, the preexisting
terminal A may communicate information of the new ter-
minal C, which is the new authenticator, to the preexisting

terminal B, known by the preexisting terminal A to be a
supplicant terminal thus far.
[0110] Next, an operational flowchart for the terminal
that received the new terminal information notification
provided in S806 or S810 in FIG. 8 (the preexisting ter-
minal A, in the present embodiment) shall be described
with reference to FIG. 10.
[0111] The preexisting terminal A, which functioned as
the authenticator in the encryption key exchange process
performed with the preexisting terminal B, receives a new
terminal information notification from the preexisting ter-
minal B, which functioned as the supplicant (S1001). As
described above, the MAC address of the new terminal
C is included in this new terminal information.
[0112] Upon receiving the new terminal information no-
tification, the preexisting terminal A compares the MAC
address of the new terminal C included in the new termi-
nal information to its own MAC address (S1002).
[0113] If the result of the comparison in S1002 indi-
cates that the MAC address of the terminal itself is great-
er, it is determined that the preexisting terminal A is to
continue functioning as the authenticator and the new
terminal C is to become the supplicant (S1003). The pre-
existing terminal A then initiates the encryption key ex-
change process by sending the message 1 of the four-
way handshake to the new terminal C (S1004). Here, the
same encryption key as the encryption key (group key)
provided to the preexisting terminal B through the en-
cryption key exchange process carried out between the
preexisting terminals A and B is sent to the new terminal
C. This makes it possible to unify the encryption keys
across the entire network.
[0114] However, if the result of the comparison in
S1002 indicates that the MAC address of the terminal
itself is smaller, it is determined that the new terminal C
is to be the authenticator and that the preexisting terminal
A is to function as the supplicant (S1005).
[0115] The preexisting terminal A then sends an
EAPOL-START to the new terminal C (S1006). If the pre-
existing terminal A and the new terminal C are capable
of communication, the four-way handshake and the
group key handshake are then carried out (S1007). After
this, in order to unify the encryption keys across the entire
network, the preexisting terminal A forwards information
of the supplicant it has known of thus far, or the preex-
isting terminal B, to the new terminal C (S1008). Note
that in S1008, the preexisting terminal A may communi-
cate information of the new terminal C, which is the new
authenticator, to the preexisting terminal B, known by the
preexisting terminal A to be a supplicant terminal thus far.
[0116] An operational flowchart for the new terminal C
shall now be described with reference to FIG. 9.
[0117] The new terminal C sends a probe request
through broadcasting (S901), and receives a probe re-
sponse from a preexisting terminal (S902).
[0118] Upon receiving the probe response, the new
terminal C compares its own MAC address with that of
the terminal that is the source of the probe response
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(S903).
[0119] In the case where the result of the comparison
indicates that the new terminal C’s own MAC address is
greater than the MAC address of the terminal that is the
source of the probe response, the new terminal C con-
firms whether or not it is to receive a key exchange re-
jection notification from the terminal that is the source of
the probe response (S904).
[0120] In the case where a key exchange rejection no-
tification has been received, the new terminal C waits to
receive the message 1 of the four-way handshake or an
EAPOL-START from a preexisting terminal aside from
the terminal that is the source of the probe response
(S905). Here, in the case where one of these messages
has been received, the procedure advances to S906
when the BSSID (network identifier) of the terminal that
is the source of the message is identical to the BSSID of
the terminal that is the source of the probe response.
This makes it possible to execute the encryption key ex-
change process after confirming whether or not that pre-
existing terminal belongs to the same network as the ter-
minal that is the source of the probe response.
[0121] Meanwhile, in the case where neither of these
messages has been received, or the case where either
of the messages has been received but the BSSID of the
terminal that is the source of the message is different
from the BSSID of the terminal that is the source of the
probe response, the procedure returns to S901. In the
present embodiment, the preexisting terminal A is the
source of one of the messages.
[0122] In S906, the new terminal C proceeds to carry
out the four-way handshake and the group key hand-
shake, and the encryption key exchange process with
the preexisting terminal A is completed. Note that in the
case where the message 1 of the four-way handshake
has been received in S905, the new terminal C functions
as the supplicant, whereas if an EAPOL-START has
been received, the new terminal C functions as the au-
thenticator.
[0123] After this, when the new terminal C receives an
information notification from the terminal (in the present
embodiment, the preexisting terminal B) that functioned
as the supplicant in the key exchange process performed
with the preexisting terminal (S907), the procedure ad-
vances to S908. The key exchange process is then ini-
tiated by sending the message 1 of the four-way hand-
shake to the preexisting terminal B included in that noti-
fication (S908). Note that the information of the preexist-
ing terminal B is received in S907 in the case where the
new terminal C functioned as the authenticator in the
encryption key exchange process of S906. In this case,
in S908, the new terminal C sends the same encryption
key as the encryption key provided to the preexisting ter-
minal A in the encryption key exchange process per-
formed in S906 to the preexisting terminal B as well.
[0124] In addition, the same key exchange process is
also executed with the preexisting terminal B (S908) in
the case where an EAPOL-START is received from the

terminal (in the present embodiment, the terminal B) that
functioned as the supplicant in the key exchange process
performed with the preexisting terminal in S907.
[0125] Performing such a process makes it possible to
unify the encryption keys across the entire network, even
in the case where the new terminal C is the authenticator.
[0126] In the case where the key exchange rejection
notification is not received in S904, the new terminal C
determines that its own role is that of authenticator
(S909), and executes the encryption key exchange proc-
ess (S910).
[0127] In the case where the results of the MAC ad-
dress comparison performed in S903 indicate that the
MAC address of the new terminal C itself is lower than
the MAC address of the terminal that is the source of the
probe response, the new terminal C determines that its
own role is that of supplicant (S911).
[0128] The new terminal C then waits for the reception
of the message 1 of the four-way handshake from the
preexisting terminal (S912). Here, in the case where the
message 1 of the four-way handshake has been re-
ceived, the procedure advances to S913 when the BSSID
of the terminal that is the source of the message 1 is
identical to the BSSID of the terminal that is the source
of the probe response. This makes it possible to execute
the encryption key exchange process after confirming
whether or not the terminal belongs to the same network
as the terminal that is the source of the probe response.
However, the procedure returns to S901 in the case
where the message 1 of the four-way handshake has not
been received, or in the case where the message 1 has
been received but the BSSID of the terminal that is the
source of the message 1 is different from the BSSID of
the terminal that is the source of the probe response.
[0129] In S913, the new terminal C proceeds to exe-
cute the four-way handshake and the group key hand-
shake with the terminal that is the source of the message
1, and the encryption key exchange process is completed
(S913). Here, the new terminal C receives the same en-
cryption key as the encryption key shared between the
preexisting terminals through the encryption key ex-
change process carried out between the preexisting ter-
minals. This unifies the encryption keys across the entire
network.
[0130] As described thus far, the preexisting terminal
that sends the probe response determines whether or
not to perform the key exchange process with the new
terminal based on the role that preexisting terminal itself
played in the key exchange process carried out between
the preexisting terminals. Furthermore, the preexisting
terminal that determined to perform the key exchange
process with the new terminal determines the roles to be
played in the key exchange process carried out between
itself and the new terminal, and the new terminal operates
in accordance with that determination. In this manner,
the encryption keys can be easily unified across the entire
network through the terminals operating cooperatively
with one another.
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[0131] Note that the MAC address comparison proc-
ess in S903 of FIG. 9 may be omitted. In such a case,
the new terminal C may stand by for reception of the
message 1 of the four-way handshake or the EAPOL-
START from the preexisting terminal for a set amount of
time, and then determine its own role in based on the
message of which it is notified. Here, in the case where
the message of the four-way handshake has been re-
ceived from the preexisting terminal, the new terminal C
may function as the supplicant, whereas if an EAPOL-
START has been received, the new terminal C may func-
tion as the authenticator.
[0132] Furthermore, the sequence charts illustrated in
FIGS. 4 through 7 are merely examples of the present
invention. In other words, it goes without saying that se-
quence charts that differ from those illustrated in FIGS.
4 through 7 are also included in the scope of the present
invention as long as they fulfill the essence of the details
indicated in the determination flowcharts illustrated in
FIGS. 8 through 10.
[0133] Although an embodiment of the present inven-
tion has been described thus far, it should be noted that
this merely describes an example of the present inven-
tion, and the scope of the present invention is not intend-
ed to be limited to the foregoing embodiment. The em-
bodiment may be modified in various ways without de-
parting from the essential spirit of the present invention.
[0134] For example, while the above embodiment de-
scribes using a key exchange message specified by the
WPA standard, the key exchange method is not limited
thereto. Any key exchange method may be used as long
as it enables the fulfillment of the same roles.
[0135] Furthermore, although the size relationship of
MAC addresses is used to determine the roles in the key
exchange process, this determination may be performed
using identification information aside from the MAC ad-
dresses.
[0136] Finally, although the above embodiment de-
scribes a case where the new terminal C joins a network
in which two terminals are already joining, the present
invention can also be applied in a case where three or
more preexisting terminals are already present. For ex-
ample, a case where the encryption key exchange proc-
ess is carried out in order for a new terminal D to join the
network, after the terminal C has joined the network, can
be considered. In this case, the terminal that returns a
probe response in response to the probe request from
the terminal C determines the roles to be played in the
key exchange process carried out between the terminals
A, B, and C in S804 and S808 of FIG. 8. Performing the
subsequent flow of processes based on the results of
that determination makes it possible to unify the encryp-
tion keys across the entire network.
[0137] While the present invention has been described
with reference to exemplary embodiments, it is to be un-
derstood that the invention is not limited to the disclosed
exemplary embodiments. The scope of the following
claims is to be accorded the broadest interpretation so

as to encompass all such modifications and equivalent
structures and functions.
[0138] This application claims the benefit of Japanese
Patent Application No. 2007-314793, filed on December
5, 2007, which is hereby incorporated by reference herein
in its entirety.
This application is a divisional application of European
patent application no. 08858210.1 (the "parent applica-
tion"), also published under no. EP-A-2220810. The orig-
inal claims of the parent application, denoted as subject
matter, are repeated below in the present specification
and form part of the content of this divisional application
as filed.
[0139] Subject matter 1. A first communication appa-
ratus that functions as a providing apparatus that pro-
vides an encryption key or as a receiving apparatus that
receives an encryption key provided by a providing ap-
paratus, and that performs a key sharing process for
sharing an encryption key with another apparatus, the
first communication apparatus comprising:

confirmation means for confirming whether or not
the first communication apparatus functioned as the
providing apparatus in the key sharing process per-
formed among a plurality of apparatuses present on
a network in which the first communication apparatus
is joining;
comparing means for comparing identification infor-
mation of a second communication apparatus that
has newly joined the network with identification in-
formation of the first communication apparatus; and
determination means for determining whether or not
the first communication apparatus is to function as
a providing apparatus in the key sharing process per-
formed between the first communication apparatus
and the second communication apparatus based on
the result of the confirmation performed by the con-
firmation means and the result of the comparison
performed by the comparing means.

[0140] Subject matter 2. The first communication ap-
paratus according to subject matter 1, wherein in the case
where the confirmation means has confirmed that the
first communication apparatus functioned as a providing
apparatus, the determination means determines whether
or not the first communication apparatus is to function as
a providing apparatus based on the result of the compar-
ison performed by the comparing means.
[0141] Subject matter 3. The first communication ap-
paratus according to subject matter 1 or subject matter
2, further comprising first notification means for commu-
nicating information of the second communication appa-
ratus to a third communication apparatus that functioned
as a providing apparatus in the key sharing process per-
formed among a plurality of apparatuses present on the
network in the case where the confirmation means has
confirmed that the first communication apparatus func-
tioned as a receiving apparatus.
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[0142] Subject matter 4. The first communication ap-
paratus according to subject matter 3, wherein the infor-
mation of the second communication apparatus commu-
nicated by the first notification means is communicated
for the third communication apparatus to determine the
role of the second communication apparatus.
[0143] Subject matter 5. The first communication ap-
paratus according to one of subject matters 1 through 4,
further comprising second notification means for com-
municating a key sharing process rejection to the second
communication apparatus in the case where the confir-
mation means has confirmed that the first communication
apparatus functioned as a receiving apparatus.
[0144] Subject matter 6. The first communication ap-
paratus according to one of subject matters 1 through 5,
further comprising receiving means for receiving a search
signal for searching for a network,

wherein the determination performed by the deter-
mination means is performed in the case where the
search signal has been received.

[0145] Subject matter 7. A control method for a first
communication apparatus that functions as a providing
apparatus that provides an encryption key or as a receiv-
ing apparatus that receives an encryption key provided
by a providing apparatus, and that performs a key sharing
process for sharing an encryption key with another ap-
paratus, the method comprising the steps of:

confirming whether or not the first communication
apparatus functioned as the providing apparatus in
the key sharing process performed among a plurality
of apparatuses present on a network in which the
first communication apparatus is joining;
comparing identification information of a second
communication apparatus that has newly joined the
network with identification information of the first
communication apparatus; and
determining whether or not the first communication
apparatus is to function as a providing apparatus in
the key sharing process performed between the first
communication apparatus and the second commu-
nication apparatus based on the result of the confir-
mation performed in the step of confirming and the
result of the comparison performed in the step of
comparing.

[0146] Subject matter 8. A computer-readable storage
medium in which is stored a program for causing a com-
puter to function as the first communication apparatus
according to subject matter 1.

Claims

1. A first communication apparatus (101) that functions
as a providing apparatus that provides an encryption

key or as a receiving apparatus that receives an en-
cryption key provided by a providing apparatus, and
that performs a key sharing process for sharing an
encryption key with another apparatus, the first com-
munication apparatus comprising:

comparing means (102) for comparing informa-
tion about another communication apparatus
with information about the first communication
apparatus;
determination means (102) for determining
whether or not the first communication appara-
tus is to function as a providing apparatus in the
key sharing process based on the result of the
comparison performed by the comparing means
(102); and
sending means for sending, in a case where a
search request is received from a second com-
munication apparatus, information indicating a
third communication apparatus to the second
communication apparatus, wherein the third
communication apparatus is an apparatus to
which the first communication apparatus provid-
ed an encryption key while functioning as the
providing apparatus according to the determi-
nation by the determination means.

2. The first communication apparatus (101) according
to claim 1, wherein the second communication ap-
paratus is an apparatus that has newly joined a net-
work in which the first communication apparatus and
the third communication apparatus are joining.

3. The first communication apparatus (101) according
to claim 1 or claim 2, wherein the sending means
sends the information indicating the third communi-
cation apparatus to the second communication ap-
paratus in the case where the determination means
(102) determines that the first communication appa-
ratus is not to function as the providing apparatus in
the key sharing process with the second communi-
cation apparatus.

4. The first communication apparatus (101) according
to one of claims 1 through 3,
wherein the determination performed by the deter-
mination means (102) is performed in the case where
the search signal has been received.

5. The first communication apparatus (101) according
to one of claims 1 through 4, wherein the information
indicating the third communication apparatus sent
by the sending means is used by the second com-
munication apparatus for performing the key sharing
process with the third communication apparatus.

6. The first communication apparatus (101) according
to one of claims 1 through 5, wherein the key sharing
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process is a four-way handshake.

7. The first communication apparatus (101) according
to one of claims 1 through 6, wherein the sending
means sends the information indicating the third
communication apparatus to the second communi-
cation apparatus by performing communication
compliant with IEEE802.11 standard.

8. The first communication apparatus (101) according
to one of claims 1 through 6, wherein the providing
apparatus serves as an authenticator specified in
the IEEE 802.11i standard.

9. A control method for a first communication apparatus
(101) that functions as a providing apparatus that
provides an encryption key or as a receiving appa-
ratus that receives an encryption key provided by a
providing apparatus, and that performs a key sharing
process for sharing an encryption key with another
apparatus, the method comprising the steps of:

comparing (S803) information with information
about the first communication apparatus;
determining whether or not the first communica-
tion apparatus is to function as a providing ap-
paratus in the key sharing process based on the
result of the comparison performed in the step
of comparing; and
sending (S814), in a case where a search re-
quest is received from a second communication
apparatus, information indicating a third com-
munication apparatus to the second communi-
cation apparatus, wherein the third communica-
tion apparatus is an apparatus to which the first
communication apparatus provided an encryp-
tion key while functioning as the providing ap-
paratus according to the determination in the
step of determining.

10. A computer-readable storage medium in which is
stored a program for causing a computer to function
as the first communication apparatus according to
claim 1.

23 24 



EP 3 346 634 A1

14



EP 3 346 634 A1

15



EP 3 346 634 A1

16



EP 3 346 634 A1

17



EP 3 346 634 A1

18



EP 3 346 634 A1

19



EP 3 346 634 A1

20



EP 3 346 634 A1

21



EP 3 346 634 A1

22



EP 3 346 634 A1

23

5

10

15

20

25

30

35

40

45

50

55



EP 3 346 634 A1

24

5

10

15

20

25

30

35

40

45

50

55



EP 3 346 634 A1

25

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

• JP 2006332895 A [0008]
• JP 2007314793 A [0138]

• EP 08858210 A [0138]
• EP 2220810 A [0138]


	bibliography
	abstract
	description
	claims
	drawings
	search report
	cited references

