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(54) SYSTEMS AND METHODS FOR PROVISIONING A CAMERA WITH A DYNAMIC QR CODE AND 
A BLE CONNECTION

(57) Some methods can include a user device estab-
lishing a Bluetooth connection with a camera, the user
device receiving a camera PIN from the camera via the
Bluetooth connection, the user device generating and
displaying a QR code including the camera PIN and a
device PIN, the user device receiving a message from
the camera via the Bluetooth connection, and the user
device confirming that the message includes the device
PIN. Some methods can include the camera establishing
the Bluetooth connection with the user device, the cam-
era transmitting the camera PIN to the user device via
the Bluetooth connection, the camera capturing an image
of the QR code including the camera PIN and the device
PIN displayed on the user interface, the camera confirm-
ing that the QR code includes the camera PIN, and the
camera transmitting a message including the device PIN
to the user device via the Bluetooth connection.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provi-
sional Patent Application No. 62/454,360 filed February
3, 2017 and titled "Systems and Methods for Provisioning
a Camera With a Dynamic QR Code and BLE." U.S. Ap-
plication No. 62/454,360 is hereby incorporated by ref-
erence.

FIELD

[0002] The present invention relates generally to pro-
visioning cameras. More particularly, the present inven-
tion relates to systems and methods for provisioning a
camera with a dynamic QR code and a Bluetooth low
energy (BLE) connection.

BACKGROUND

[0003] A provisioning process includes bringing an IoT
device online and establishing a secure connection with
a cloud server by, for example, transmitting a home’s
WiFi credentials to the device and registering the device
as belonging to an installing user. Provisioning processes
are known in the art, but known provisioning processes
have usability weaknesses and may be vulnerable to at-
tackers.
[0004] For example, when a known provisioning proc-
ess uses WiFi or BLE with no QR code or other layer of
authentication to provision the device, the device is vul-
nerable to an attacker registering the device who may
not even be physically present in the same room as the
device, but who can connect to the device first. Similarly,
when a known provisioning process uses WiFi or BLE
with no QR code or other layer of authentication to pro-
vision the device, a phone of the installing user is vulner-
able to being tricked into connecting to an attacker’s fake
device and sending WiFi credentials to the attacker’s fake
device.
[0005] Some known provisioning processes use WiFi
with a static QR code printed on the device to provision
the device. However, when these processes are used,
the device may be vulnerable to both the attacker who
physically accesses the device before the installing user
and, thus, knows the static QR code and the attacker
who tricks the phone of the installing user to connect to
the fake device.
[0006] Still other known provisioning processes use
WiFi with a dynamic QR code to provision the device.
However, when these processes are used, the user ex-
perience can be poor because a mobile application being
executed on the phone of the installing user cannot pro-
vide any feedback to the installing user about the failure
or success of the provisioning process during a WiFi con-
nection process.
[0007] Furthermore, when a provisioning process uses

WiFi instead of BLE to provision the device, the user ex-
perience can be poor because, when the phone of the
installing user is connected to an access point of the de-
vice, the phone does not have an Internet connection
during the provisioning process.
[0008] When the device is a camera, provisioning the
camera securely is especially important because the
camera can transmit live video of a consumer’s home.
Therefore, there is a continuing, ongoing need for im-
proved systems and methods.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]

FIG. 1 is a block diagram of a security system in
accordance with disclosed embodiments;
FIG. 2 is a flow diagram of a provisioning process in
accordance with disclosed embodiments;
FIG. 3 is a flow diagram of a security service process
in accordance with disclosed embodiments;
FIG. 4 is a block diagram of a BLE packet in accord-
ance with disclosed embodiments;
FIG. 5 is a block diagram of a plurality of packets for
transmitting a message via a BLE connection in ac-
cordance with disclosed embodiments;
FIG. 6 is a flow diagram of a fragmentation and de-
fragmentation process in accordance with disclosed
embodiments;
FIG. 7 is a flow diagram of a process of a phone and
a camera exchanging ECDH keys via a BLE signal
in accordance with disclosed embodiments; and
FIG. 8 is a flow diagram of a process of a camera
connecting to a Wi-Fi network in accordance with
disclosed embodiments.

DETAILED DESCRIPTION

[0010] While this invention is susceptible of an embod-
iment in many different forms, specific embodiments
thereof will be described herein in detail with the under-
standing that the present disclosure is to be considered
as an exemplification of the principles of the invention. It
is not intended to limit the invention to the specific illus-
trated embodiments.
[0011] Embodiments disclosed herein can include sys-
tems and methods for provisioning a camera with a dy-
namic QR code and a BLE connection. For example, the
dynamic QR code can be displayed on a screen of a
user’s phone and presented to the camera, which can
capture an image of the dynamic QR code displayed.
Indeed, such systems and methods address the usability
and security issues discussed above by providing mutual
authentication that is robust against attackers and pre-
vents eavesdropping attacks, MitM attacks, and other
attacks known in the art.
[0012] In accordance with disclosed embodiments,
systems and methods disclosed herein can use a com-
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bination of the BLE connection and the dynamic QR code
to provision the camera. For example, the user’s phone
can transmit the BLE signal to the camera to connect the
phone to the camera. Then, a mobile application being
executed on the phone can cause the dynamic QR code
to be displayed on the screen of the phone, and the user
can hold the screen of the phone in front of a lens of the
camera so that the camera can capture the image of the
dynamic QR code displayed on the screen of the phone.
As disclosed and described herein, this provisioning
process can authenticate the camera and the phone to
each other and ensure that the camera connected via
the BLE signal is the same one the user is provisioning
and that the phone connected via the BLE signal is the
same one that is displaying the dynamic QR code.
[0013] In some embodiments, the provisioning proc-
ess disclosed and described herein can include the fol-
lowing steps to mutually authenticate the user’s phone
and the camera. First, the user’s phone can connect with
the camera via the BLE signal. Then, the user’s phone
can verify a device certificate of the camera. Next, the
phone and the camera can execute an Elliptic-curve Dif-
fie-Hellman (ECDH) operation via the BLE connection
with an ephemeral camera key establishing a secure BLE
tunnel with a symmetric encryption key. Then, the cam-
era can transmit a randomly generated camera PIN to
the phone via the secure BLE tunnel. Next, the phone
can randomly generate a phone PIN, the phone can en-
crypt the phone PIN and the randomly generated camera
PIN using the symmetric encryption key, and the phone
can generate a QR code containing the encrypted data.
Then, the camera can read the QR code and decrypt the
contents thereof to ensure that the randomly generated
camera PIN in the QR code is the same randomly gen-
erated camera PIN that that camera transmitted to the
phone. Finally, the camera can transmit the phone PIN
to the phone via the secure BLE tunnel, and the phone
can ensure that the phone PIN received from the camera
is the same phone PIN that the phone presented in the
QR code.
[0014] Additionally or alternatively, in some embodi-
ments, the provisioning process disclosed and described
herein can include the following steps. First, the user can
log into the mobile application being executed on the us-
er’s phone, and the mobile application can discover and
connect to the camera via a Bluetooth connection. For
example, the user plugging in the camera can trigger the
camera transmitting an undirected Bluetooth connection
advertisement message, and the camera can cease
transmitting the undirected Bluetooth connection adver-
tisement upon connecting with the mobile application.
Then, the camera and the mobile application can estab-
lish a session key for sharing provisioning data, and the
camera and the phone can authenticate each other with
the QR code. Next, the camera can connect to a WiFi
network based on WiFi credentials shared from the mo-
bile application. For example, after the mobile application
shares provisioning parameters with the camera, the mo-

bile application can provide a WiFi access point and a
password to the camera to connect to the WiFi access
point. In some embodiments, if the mobile application
does not write the provisioning parameters to the camera,
then the mobile application will not accept the WiFi cre-
dentials and will not connect to the WiFi network. In some
embodiments, a SSID of the WiFi access point can be
selected via manual entry of the SSID and the password
or via the camera scanning an SSID list. Then, the cam-
era can connect to a cloud server and begin reporting
based on the WiFi credentials shared from the mobile
application. For example, the mobile application can write
into provisioning services of the camera and issue appli-
cation commands to start connecting to the cloud server.
After successful connection to the cloud server, the cam-
era can start a normal operation process.
[0015] In some embodiments, when more than a 20-
byte APDU is being transferred in a reading/writing re-
quest, a fragmentation/defragmentation approach can
be followed such that the BLE signal as disclosed and
described herein can include a packet that includes a
header with a 1-bit "more bit" number and a 7-bit se-
quence number. The more bit number can indicate
whether there are more read/write packets to complete
the APDU in the reading/writing request such that 0 can
mean there are no more messages, and 1 can mean
there are more messages to be read to assemble the
APDU. The sequence number can include the sequence
number of the APDU as fragmented, and the header can
be followed by a 20 byte payload that includes the APDU
as fragmented. In some embodiments, the BLE signal
can include the header even when there is only one frag-
ment to be transmitted.
[0016] In some embodiments, a minimum encrypted
packet count can be two. Therefore, each BLE signal will
require two BLE packets to be sent: a first packet, fol-
lowed by a time delay, followed by a second packet.
[0017] In some embodiments, the camera and the
phone can use an ECDH key establishment protocol to
establish a shared secret via the BLE signal. The phone
can share its public key with the camera, and each of the
phone and the camera can generate random numbers
to share with each other. The camera can provide its
public certificate to the phone, which can verify a signa-
ture of the camera. In some embodiments, both the
phone and the camera can create the shared secret from
a public/private key pair and per elliptic curve cryptogra-
phy. From the shared secret, a key derivation function
can use the random numbers generated to generate a
session for encryption.
[0018] In some embodiments, systems and methods
disclosed herein can use an AES-128 encryption scheme
with CBC and PKCS#7 padding such that the first 16
bytes of any encrypted payload can be the IV for decryp-
tion of the rest of a fragmented payload. The IV can be
securely and randomly generated on demand by an orig-
inator of the payload, and once a recipient receives the
entire payload and assembles fragments thereof, the first
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16 bytes can be used as the IV for AES decryption of the
remaining bytes. In accordance with the above, the min-
imum packet count can be two. Furthermore, after the
session is created as described above, all writes can be
ignored, but all reads of encrypted fields other than the
phone PIN and a QR verification state can return the
encrypted ASCII string "null" until the QR code is verified.
However, after the camera verifies the QR code, all en-
crypted fields can be accessible.
[0019] As explained above, after the session is started,
each of the camera and the mobile application can gen-
erate a PIN. The mobile application can read the ran-
domly generated camera PIN and create the QR code
containing both the phone PIN and the randomly gener-
ated camera PIN. In some embodiments, the contents
of the QR code can be encrypted using the same encryp-
tion method as disclosed and described in connection
with BLE encrypted packets such that an encrypted body
of the QR code can include the randomly generated cam-
era PIN and the phone PIN with an ASCII space character
therebetween. In some embodiments, the camera can
read and decrypt the QR code the same way that the
camera can decrypt a defragmented BLE message as
disclosed and described herein. If the randomly gener-
ated camera PIN read from the QR code matches the
randomly generated camera PIN generated by the cam-
era, then the camera can consider the phone authenti-
cated and allow the phone to request and send the WiFi
credentials. In some embodiments, the camera can
transmit its QR verification state to the phone to notify
the phone of the camera’s status. In some embodiments,
the camera can return the phone PIN in an appropriate
BLE field only after the camera verifies the QR code, and
thereafter, the phone can compare the phone PIN re-
ceived from the camera with the phone PIN generated
by the phone for verification to ensure connection to the
correct camera.
[0020] In some embodiments, after the WiFi creden-
tials are written to the camera, the camera can attempt
to connect to the WiFi network and notify the phone of a
result of such an attempt. When the connection suc-
ceeds, the camera can transmit its new WiFi connection
state to the phone and transmit an activation provisioning
call to the cloud server. When the provisioning call fails,
the camera can disassociate from the WiFi network and
notify the phone of its new WiFi connection state. How-
ever, when the provisioning call succeeds, the camera
can connect to the cloud server and turn off its BLE con-
nection with the phone.
[0021] In some embodiments, the camera as disclosed
and described herein can include one or more of an LED
and an audio notification device. In some embodiments,
the LED can flash and/or the audio notification device
can emit audible notifications in different combinations
to present visual and/or audio notifications when a BLE
radio of the camera is on, when the BLE radio of the
camera is off, when the phone is connected to the cam-
era, when the QR code has been read, when the WiFi

credentials are written to the camera and the camera
attempts to connect to the WiFi network, when the cam-
era is attempting to provision, when provisioning is suc-
cessful or fails, when the phone disconnects from the
camera, when the camera is disconnected from all
phones, when the camera is provisioned, or when the
camera is offline and disconnected.
[0022] FIG. 1 is a block diagram of a security system
10 in accordance with disclosed embodiments. As seen
in FIG. 1, the security system 10 can include one or more
security sensors 12, 14, 22 that monitor a secured area
16 for threats, and in some embodiments, the security
sensors 12, 14, 22 can include contact, intrusion, cam-
era, motion, fire, smoke, and/or gas detectors. The se-
curity sensors 12, 14, 22 can communicate with a control
panel 18, and the control panel 18 can monitor for acti-
vation of one or more of the security sensors 12, 14, 22.
[0023] In some embodiments, the control panel 18 can
send an alarm message to a central monitoring station
20 upon the activation of one of the security sensors 12,
14, 22, and the central monitoring station 20 may respond
by summoning appropriate help. For example, if the one
of the security sensors 12, 14, 22 detects a fire, then the
central monitoring station 20 may summon a local fire
department. Alternatively, if the one of the security sen-
sors 12, 14, 22 detects an intrusion, then the central mon-
itoring station 20 may summon the police.
[0024] In some embodiments, one of the security sen-
sors 12, 14, 22 can include a security camera 22 that can
capture video and/or detect motion. In some embodi-
ments, the security camera 22 can include an Internet
Protocol (IP) security camera that captures the video and
streams the video captured over the Internet to either an
authorized user or the central monitoring station 20.
[0025] In any embodiment, the security camera 22 can
include control circuitry 32, which can include one or more
programmable processors 32a and executable control
software 32b as would be understood by one of ordinary
skill in the art. The executable control software 32b can
be stored on a transitory or non-transitory computer read-
able medium, including, but not limited to local computer
memory, RAM, optical storage media, magnetic storage
media, and the like. In some embodiments, the control
circuitry 32, the programmable processor(s) 32a, and the
executable control software 32b of the security camera
22 can execute and control some of the methods dis-
closed herein.
[0026] In some embodiments, the security camera 22
can include a Bluetooth transceiver 34 and a WiFi trans-
ceiver 36, and the Bluetooth transceiver 34 can commu-
nicate with a Bluetooth enabled device, such as a user
device 38. In some embodiments, the user device 38 can
include a smart phone, but the user device 38 can addi-
tionally or alternatively include a tablet, a laptop, or any
other Bluetooth-enabled device as would be understood
by one of ordinary skill in the art. The WiFi transceiver
36 can communicate with an access point 40, such as
an Internet router, over a WiFi network (e.g. IEEE 802.11
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protocol), and the access point 40 can broadcast a wire-
less network and connect with devices having authenti-
cated wireless credentials, such as the user device 38,
the control panel 18, and the security camera 22. In some
embodiments, the security camera 22 can access a pro-
visioning server 44 (a cloud server) via the access point
40 during a provisioning process (see FIG. 2).
[0027] In any embodiment, the user device 38 can in-
clude control circuitry 42, which can include one or more
programmable processors 42a and executable control
software 42b as would be understood by one of ordinary
skill in the art. In some embodiments, the control circuitry
42, the programmable processor(s) 42a, and the execut-
able control software 42b of the user device 38 can ex-
ecute and control some of the methods disclosed herein.
In some embodiments, the executable control software
42b of the user device 38 can include a mobile application
("app") specifically designed to assist in provisioning the
security camera 22. Furthermore, although not illustrat-
ed, the user device 38 can also include a Bluetooth trans-
ceiver and a WiFi transceiver, similar to the Bluetooth
transceiver 34 and the WiFi transceiver 36 of the security
camera 22.
[0028] FIG. 2 is a flow diagram of a method 200 for
provisioning a security camera (e.g. the security camera
22) in accordance with disclosed embodiments. As seen
in FIG. 2, the method 200 can include a user interacting
with a user device (e.g. the user device 38) to log into a
mobile application (e.g. the executable control software
42b) as in 202. In some embodiments, the user logging
in to the mobile application can include the mobile appli-
cation sending user credentials to a cloud server and
receiving a response from the cloud server that either
authenticates or denies the user based on authenticity
of the user credentials.
[0029] Furthermore, the method 200 can include the
mobile application and the user device discovering and
finding a camera (e.g. the security camera 22) to provi-
sion via a Bluetooth connection as in 204, the camera
and the mobile application establishing a session key as
in 206, and the camera and the mobile application au-
thenticating each other using a QR code as in 208. For
example, in some embodiments, the mobile application
can generate the QR code, the user can point a screen
of the user device at a lens of the camera, and the camera
can capture an image of the QR code. Furthermore, in
some embodiments, the QR code generated by the user
device can be dynamic in that the QR code can contain
data provided by the camera and data identifying the user
device (see FIG. 3). Further still, in some embodiments,
the data included within the QR code can be encrypted,
and the encrypted data can be decrypted using a sym-
metric encryption key established using an ECDH oper-
ation (see FIG. 7).
[0030] Further still, the method 200 can include the
camera connecting to a WiFi network after receiving WiFi
credentials from the mobile application as in 210. In some
embodiments, the camera can scan for nearby WiFi net-

works and request the WiFi credentials from the mobile
application for a strongest WiFi network detected. Addi-
tionally or alternatively, in some embodiments, the user
can select the WiFi network to which the camera should
connect via the mobile application and provide the WiFi
credentials to the camera via the mobile application. Ad-
ditionally or alternatively, the mobile application can au-
tomatically provide the WiFi credentials for the wireless
network to which the user device is connected.
[0031] Finally, the method 200 can include the camera
connecting to the cloud server via the wireless network
as in 212. For example, in some embodiments, the cam-
era can report to the cloud server and register with the
cloud server. In some embodiments, the mobile applica-
tion can provide a URL for the cloud server and transmit
the URL for the cloud server to the camera. In some em-
bodiments, the URL can be included in the QR code, and
in some embodiments, the URL can be transmitted to
the camera via Bluetooth. In some embodiments, the mo-
bile application can provide the user credentials to the
camera, such as the user credentials entered to log in to
the mobile application as in 202, so that the cloud server
can register the camera with an identified user account.
In some embodiments, the camera can establish a heart-
beat service with the cloud server and transmit MAC ID
information, country codes data, or any other data nec-
essary to register the camera. After registering with the
cloud server, the camera can capture images or video,
stream the images or the video over the Internet, and
detect threats.
[0032] FIG. 3 is a flow diagram of a method 300 for
mutual authentication between a camera and a user de-
vice via a Bluetooth connection using a QR code in ac-
cordance with disclosed embodiments. As seen in FIG.
3, the method 300 can include the camera randomly gen-
erating a camera PIN as in 302, the camera transmitting
the camera PIN to the user device and a mobile applica-
tion executing on the user device via a Bluetooth con-
nection as in 304, the mobile application randomly gen-
erating a device PIN as in 306, and the mobile application
generating and displaying, on a screen of the user device,
the QR code including the camera PIN and the device
PIN as in 308. In some embodiments, data included in
the QR code can be encrypted. Furthermore, the method
300 can include the camera decoding the QR code after
capturing an image of the QR code as in 310, and the
camera confirming that the QR code includes the camera
PIN that the camera transmitted via the Bluetooth con-
nection as in 312. Further still, the method 300 can in-
clude the camera transmitting the device PIN decoded
from the QR code to the user device via the Bluetooth
connection as in 314, and the user device confirming that
the device PIN received from the camera matches the
device PIN generated as in 316. When the device PIN
received from the camera matches the device PIN gen-
erated, the user device can ensure that the camera that
read the QR code is the camera connected to the user
device.

7 8 



EP 3 358 805 A1

6

5

10

15

20

25

30

35

40

45

50

55

[0033] Communication via Bluetooth as disclosed
herein may include transmitting one or more BLE packets
via a Bluetooth connection. In this regard, FIG. 4 is a
block diagram of a BLE packet 400 in accordance with
disclosed embodiments. As seen in FIG. 4, the BLE pack-
et 400 can include a header and a payload 406, wherein
the header can include a more bit 402 and a sequence
number 404. For example, the more bit 402 can include
1 bit and can indicate whether there are any more packets
to be received after the packet 400 to complete a mes-
sage. The sequence number 404 can include, for exam-
ple, 7 bits and can indicate a packet number in the mes-
sage. For example, if the packet 400 is the first packet
of the message, then the sequence number 404 may
equal 1. In some embodiments, the payload 406 can in-
clude, for example, 20 bits and can include a portion or
a fragment of the message.
[0034] FIG. 5 is a block diagram of a plurality of packets
500-506 for transmitting a message 508 via Bluetooth in
accordance with disclosed embodiments. Each of the
plurality of packets 500-506 can have a format similar to
the packet 400 of FIG. 4. For example, as seen in FIG.
5, each of the plurality of packets 500-504 can each in-
clude a respective more bit with a value of 1, thereby
indicating that another one of the plurality of packets
500-506 will follow to complete the message 508. How-
ever, a last of the plurality of packets 506 can include a
more bit with a value of 0, thereby indicating that no more
packets will follow to complete the message 508. Fur-
thermore, each of the plurality of packets 500-506 include
a respective sequence number 1-4 to indicate an order
of a respective one of the plurality of packets 500-506 in
the message 508. Accordingly, a processor (see FIG. 6)
can combine a respective payload of each of the plurality
of packets 500-506 to generate the message 508. That
is, the message 508 can include each of the fragments
stored in the respective payload of each of the plurality
of packets 500-506.
[0035] FIG. 6 is a flow diagram of a fragmentation and
defragmentation method 600 in accordance with dis-
closed embodiments that can be executed by a proces-
sor to generate the message 508 of FIG. 5. As seen, the
method 600 can include receiving a packet, such as one
of the plurality of packets 500-506, and extracting data
in a payload of the packet as in 602. Next, the method
600 can include determining whether a header of the
packet has a value indicating that more packets are to
be received (e.g. does more bit = 0?) as in 604. If the
header indicates more packets are coming (e.g. header
= 1), then the method 600 can include buffering the pay-
load as in 606 and receiving another packet as in 602.
[0036] However, when the header indicates no more
packets are coming (e.g. more bit = 0), the method 600
can include determining whether all packets have been
received as in 608. For example, in some embodiments,
the method 600 can determine that all packets have been
received by determining whether each sequence number
from 1 to N has been received, where N is the sequence

number stored in a last packet (e.g. the packet having
more bit = 0). When all packets have been received, the
method 600 can include defragmenting the message by
ordering the payload of each of the packets using the
sequence number in each of the packets as in 610. How-
ever, when all packets have not been received, the meth-
od 600 can include indicating a read failure as in 612.
[0037] FIG. 7 is a flow diagram of a method 700 for
generating an encryption key in accordance with dis-
closed embodiments. As seen in FIG. 7, the method 700
can include a user device (e.g. user device 38) receiving
a camera public certificate, which can include a camera
public key, and a camera nonce from a camera (e.g. the
security camera 22) as in 702, and the user device en-
suring that the camera is an expected brand or type
based on the camera public certificate as in 704. For
example, the user device can ensure that the camera is
the expected brand or type to assure compatibility with
a mobile application running on the user device by con-
firming that the camera public certificate set by a manu-
facturer of the camera has a particular format that indi-
cates the expected brand or type of the camera. Further-
more, the method 700 can include the user device trans-
mitting a device public key and a device nonce to the
camera as in 706, and the user device generating an
AES encryption key using the camera public key, a phone
private key, the camera nonce, the phone nonce, and a
key derivation function (KDF) as in 708. Similarly, the
camera can generate the AES encryption key using the
camera private key, the phone public key, the camera
nonce, the phone nonce, and the key derivation function
(KDF). Therefore, in some embodiments, the AES en-
cryption key can be used to encrypt and decrypt all com-
munications between the user device and the camera,
such as communications that include the camera PIN
and the device PIN described above or any communica-
tions via Bluetooth. In some embodiments, the camera
nonce and the device nonce can include randomly gen-
erated numbers.
[0038] FIG. 8 is a flow diagram of a method 800 of a
camera joining a wireless network in accordance with
disclosed embodiments. As seen in FIG. 8, the method
800 can include a user device (e.g. user device 38) in-
structing the camera (e.g. the security camera 22) to con-
duct an SSID scan as in 802, the user device reading an
SSID list from the camera after the camera conducts the
SSID scan as in 804, and the user device selecting an
SSID from the SSID list and providing WiFi credentials
for the SSID as in 806. In some embodiments, the user
device can automatically select the SSID and automati-
cally provide the WiFi credentials to the camera, or a user
can select the SSID and enter the WiFi credentials via a
mobile application. Furthermore, in some embodiments,
the method 800 can include the user device instructing
the camera to join the wireless network associated with
the SSID, and in some embodiments, the camera can
confirm joining the wireless network and test the wireless
network by attempting to navigate to a URL associated
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with a provisioning server (e.g. the provisioning server
44).
[0039] Although a few embodiments have been de-
scribed in detail above, other modifications are possible.
For example, the logic flows described above do not re-
quire the particular order described or sequential order
to achieve desirable results. Other steps may be provid-
ed, steps may be eliminated from the described flows,
and other components may be added to or removed from
the described systems. Other embodiments may be with-
in the scope of the invention.
[0040] From the foregoing, it will be observed that nu-
merous variations and modifications may be effected
without departing from the spirit and scope of the inven-
tion. It is to be understood that no limitation with respect
to the specific system or method described herein is in-
tended or should be inferred. It is, of course, intended to
cover all such modifications as fall within the spirit and
scope of the invention.
[0041] Preferred Embodiments of the Present Inven-
tion are as numbered below:

1. A method comprising:

a user device establishing a Bluetooth connec-
tion with a camera;
the user device receiving a camera PIN from the
camera via the Bluetooth connection;
the user device generating and displaying a QR
code including the camera PIN and a device
PIN;
the user device receiving a message from the
camera via the Bluetooth connection; and
the user device confirming that the message in-
cludes the device PIN.

2. The method of 1, further comprising:

the user device transmitting wireless network
credentials for a wireless network to the camera;
and
the user device instructing the camera to join
the wireless network using the wireless network
credentials.

3. The method of 1, further comprising providing a
URL for a provisioning server to the camera.

4. The method of 1 wherein the camera is part of a
security system protecting a secured area.

5. The method of 1 further comprising:

the user device receiving a camera public cer-
tificate, a camera public key, and a camera
nonce from the camera;
the user device transmitting a device public key
and a device nonce to the camera; and

the user device generating an encryption key
using the camera public key, a device private
key, the camera nonce, the device nonce, and
a key derivation function.

6. The method of 5 further comprising the user device
executing an Elliptic-curve Diffie-Hellman (ECDH)
operation via the Bluetooth connection to generate
the encryption key, wherein the device PIN and the
camera PIN are encrypted in the QR code using the
encryption key.

7. The method of 5 further comprising the user device
decrypting the camera PIN using the encryption key
after receiving the camera PIN via the Bluetooth con-
nection.

8. The method of 1 wherein the device PIN is ran-
domly generated.

9. A method comprising:

a camera establishing a Bluetooth connection
with a user device;
the camera transmitting a camera PIN to the us-
er device via the Bluetooth connection;
the camera capturing an image of a QR code
displayed on a screen of the user device, where-
in the QR code includes the camera PIN and a
device PIN;
the camera confirming that the QR code in-
cludes the camera PIN; and
the camera transmitting a message including
the device PIN to the user device via the Blue-
tooth connection.

10. The method of 9, further comprising:

the camera receiving wireless network creden-
tials for a wireless network from the user device;
and
the camera joining the wireless network using
the wireless network credentials.

11. The method of 9, further comprising the camera
receiving a URL for a provisioning server from the
user device.

12. The method of 9 wherein the camera is part of a
security system protecting a secured area.

13. The method of 9 further comprising:

the camera transmitting a camera public certif-
icate, a camera public key, and a camera nonce
to the user device;
the camera receiving a device public key and a
device nonce from the user device; and
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the camera generating an encryption key using
a camera private key, the device public key, the
camera nonce, the device nonce, and a key der-
ivation function.

14. The method of 13 further comprising the camera
executing an Elliptic-curve Diffie-Hellman (ECDH)
operation via the Bluetooth connection to generate
the encryption key.

15. The method of 13 further comprising the camera
decrypting the device PIN and the camera PIN from
the QR code using the encryption key.

16. The method of 9 wherein the camera PIN is ran-
domly generated.

17. A system comprising:

a user device; and
a camera connected to the user device via a
Bluetooth connection;
wherein the camera generates and transmits a
camera PIN to the user device via the Bluetooth
connection,
wherein the user device generates a device PIN,
wherein the user device generates a QR code
including the camera PIN received from the
camera and the device PIN generated by the
user device and displays the QR code on a
screen of the user device,
wherein the camera captures an image of the
QR code and decodes the QR code,
wherein the camera determines whether the QR
code includes the camera PIN transmitted to the
user device,
wherein the camera decodes the device PIN in
the QR code and transmits the device PIN de-
coded from the QR code to the user device via
the Bluetooth connection, and
wherein the user device determines whether the
device PIN received from the camera via the
Bluetooth connection matches the device PIN
generated by the user device.

18. The system of 17, further comprising a wireless
network access point, wherein the user device is
connected to the wireless network access point and
stores wireless network credentials of the wireless
network access point.

19. The system of 18, wherein the user device trans-
mits the wireless network credentials to the camera
via the Bluetooth connection.

20. The system of 18, wherein the camera PIN and
the device PIN included in the QR code are encrypt-
ed.

Claims

1. A method comprising:

a user device establishing a Bluetooth connec-
tion with a camera;
the user device receiving a camera PIN from the
camera via the Bluetooth connection;
the user device generating and displaying a QR
code including the camera PIN and a device
PIN;
the user device receiving a message from the
camera via the Bluetooth connection; and
the user device confirming that the message in-
cludes the device PIN.

2. The method of claim 1, further comprising:

the user device transmitting wireless network
credentials for a wireless network to the camera;
and
the user device instructing the camera to join
the wireless network using the wireless network
credentials.

3. The method of claim 1, further comprising providing
a URL for a provisioning server to the camera.

4. The method of claim 1 wherein the camera is part of
a security system protecting a secured area.

5. The method of claim 1 further comprising:

the user device receiving a camera public cer-
tificate, a camera public key, and a camera
nonce from the camera;
the user device transmitting a device public key
and a device nonce to the camera; and
the user device generating an encryption key
using the camera public key, a device private
key, the camera nonce, the device nonce, and
a key derivation function.

6. The method of claim 5 further comprising the user
device executing an Elliptic-curve Diffie-Hellman
(ECDH) operation via the Bluetooth connection to
generate the encryption key, wherein the device PIN
and the camera PIN are encrypted in the QR code
using the encryption key.

7. The method of claim 5 further comprising the user
device decrypting the camera PIN using the encryp-
tion key after receiving the camera PIN via the Blue-
tooth connection.

8. The method of claim 1 wherein the device PIN is
randomly generated.
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9. A method comprising:

a camera establishing a Bluetooth connection
with a user device;
the camera transmitting a camera PIN to the us-
er device via the Bluetooth connection;
the camera capturing an image of a QR code
displayed on a screen of the user device, where-
in the QR code includes the camera PIN and a
device PIN;
the camera confirming that the QR code in-
cludes the camera PIN; and
the camera transmitting a message including
the device PIN to the user device via the Blue-
tooth connection.

10. The method of claim 9, further comprising:

the camera receiving wireless network creden-
tials for a wireless network from the user device;
and
the camera joining the wireless network using
the wireless network credentials.

11. The method of claim 9, further comprising the cam-
era receiving a URL for a provisioning server from
the user device.

12. The method of claim 9 wherein the camera is part of
a security system protecting a secured area.

13. The method of claim 9 further comprising:

the camera transmitting a camera public certif-
icate, a camera public key, and a camera nonce
to the user device;
the camera receiving a device public key and a
device nonce from the user device; and
the camera generating an encryption key using
a camera private key, the device public key, the
camera nonce, the device nonce, and a key der-
ivation function.

14. The method of claim 13 further comprising the cam-
era executing an Elliptic-curve Diffie-Hellman
(ECDH) operation via the Bluetooth connection to
generate the encryption key.

15. The method of claim 13 further comprising the cam-
era decrypting the device PIN and the camera PIN
from the QR code using the encryption key.
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