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TESTING OF PHYSICAL RANDOM NUMBER GENERATORS
is controlled depending on whether a sequential test for
randomness of a plurality of numbers from a physical
random number generator is marked as failed. This has
the advantage that an online-test for integrity of the plurality of numbers is possible at a high accuracy and low
latency.
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Various examples of the invention generally relate to controlling operation of an automated system. Examples of automated systems include processors for calculation which implement a secure boot process based
on the plurality of numbers; chip cards for authentication;
telecommunication equipment; programmable logic controllers, control devices for railways, etc.. The operation
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Description

SUMMARY

TECHNICAL FIELD

[0009] Therefore, a need exists for advanced techniques of testing for randomness of sequentially generated numbers. Specifically, a need exists for advanced
techniques which overcome or mitigate at least some of
the above-identified restrictions and drawbacks.
[0010] A method includes obtaining a plurality of numbers from a physical RNG. The method also includes
taking at least one observation on the plurality of numbers. The at least one observation is associated with a
test for randomness. The method also includes selectively marking the test as failed, depending on a result of
the at least one observation. The method also includes
controlling an operation of an automated system depending on whether the test is marked as failed. The taking
of the at least one observation includes calculating a value indicative of a Renyi-entropy measure for the plurality
of numbers.
[0011] Obtaining the plurality of numbers may correspond to receiving the plurality of numbers from the physical RNG. Obtaining the numbers may include writing the
plurality of numbers to a memory, i.e., buffering the plurality of numbers. In some examples, it would be possible
that taking the at least one observation commences in
response to obtaining the plurality of numbers, e.g., at a
point in time at which all numbers of the plurality of numbers are available in the memory. In other examples, it
would be possible to commence taking the at least one
observation while obtaining the plurality of numbers. For
the min entropy, the latter scenario may be implemented
in the following way: For each possible value of the numbers, a counter is initialized to 0 and incremented by 1
whenever this value occurs. A variable max, to contain
the maximum value, is initialized to 0. Each time a counter
is incremented, the new value of the counter is compared
to max. If the new value of the incremented counter is
larger than max, max is set to this new value. The observation is derived from the value of max.
[0012] The method may further include the physical
RNG sequentially generating the plurality of numbers.
The plurality of numbers may be generated over a certain
time duration / time period.
[0013] The plurality of numbers may be obtained as a
digital signal. For example, each number may have a
certain length, e.g., 1 bit, 8 bits, 32 bits, etc.. The range
of available values of the numbers correlates with the
length of the numbers.
[0014] The plurality of numbers may be obtained
and/or generated sequentially; hence, the plurality of
numbers may define a sequence of numbers. Each
number of the plurality of numbers may be associated
with a sequence number.
[0015] In some examples, the test may consist of a
single observation. Then, e.g., a single value indicative
of the Renyi-entropy measure may be obtained. In other
examples, the test may comprise a plurality of observations that are taken one after another.

[0001] Various examples of the invention generally relate to testing randomness of numbers generated by a
physical random number generator. Various examples
of the invention specifically relate to testing the randomness in an efficient and accurate manner.
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BACKGROUND
[0002] Random number generators (RNGs) sequentially generate a plurality of numbers. The corresponding
sequence of numbers is expected to be random. A quantitative measure for the statistical quality of the RNG is
required in order to verify whether the RNG works correctly.
[0003] One realization of RNGs are physical random
number generators (physical RNGs. Physical RNGs are
built to generate a plurality of numbers using a physical
process. Physical RNGs are required for many security
applications. Example physical processes that are typically used for physical RNGs include: noise such as thermal noise, oscillation jitter and quantum phenomena.
[0004] RNGs are part of many automated systems and
are often required for secure cryptographic applications.
It essentially depends on the quality of the random numbers generated whether the automated systems work
correctly. Hence, the quality of RNGs, specifically of
physical RNGs, is typically required to be supervised.
For example, the BSI guideline AIS 31 (Bundesamt fur
Sicherheit in der Informationstechnik: "A proposal for:
Functionality classes of random number generators",
version 2.0, 18.9.2011), requires the permanent supervision of physical RNGs.
[0005] However, existing tests for randomness of a plurality of sequentially generated numbers obtained from
an RNG face certain restrictions and drawbacks.
[0006] For example, existing tests for randomness
may require a significant complexity of implementation.
Thus, they may require significant computational resources, e.g., in terms of processing power and/or memory.
[0007] For example, existing tests for randomness
may have a limited accuracy. The uncertainty of a result
of the test may be significant.
[0008] For example, a tradeoff between accuracy and
timeliness of the result of the test cannot be resolved
easily. If the test is to obtain the result at high accuracy,
a large amount of numbers needs to be generated before
applying the test. This takes significant time. Security
breaches due to insufficient quality of the RNG cannot
be detected quickly. Existing tests are either optimized
for accuracy or for timeliness.
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[0016] Selectively marking the test may correspond to:
marking the test as failed or not marking the test as failed.
For example, the test may be marked as failed or marked
as passed.
[0017] By making the subsequent behavior of the automated system - which uses the plurality of numbers depend on the test result an online test for randomness
can be implemented. The online test is typically distinguished from an offline test. Typically, the offline test is
executed as a backend test when producing the physical
RNG. Differently, an online test is used during the intended use of the physical RNG, i.e., when employing a system including, both, the physical RNG and an automated
system relying on the plurality of numbers output by the
physical RNG.
[0018] For example, the operation of the automated
system may use the plurality of numbers. In some examples, the operation of the automated system using the
plurality of numbers may be aborted if the test is marked
as failed. Other measures of controlling the operation are
conceivable.
[0019] It has been found that using the value indicative
of the Renyi-entropy measure provides for a resource
efficient implementation of the test. This helps to reduce
the time required to conduct the test (test time). The result
of the test can be provided with limited computational
resources.
[0020] As a general rule, various Renyi-entropy measures are available. A specific Renyi-entropy measure that
was found to support short test times with limited computational resources is the min-entropy.
[0021] An example of a Renyi-entropy measure includes the min-entropy. The min-entropy is the smallest
of the Renyi-entropies. It provides for a measure of the
unpredictability of a set of outcomes, because it is the
negative logarithm of the probability of the most likely
outcome. A smaller min-entropy corresponds to smaller
randomness.
[0022] Examples of Renyi-entropy measures and minentropy measures are described, e.g., in: Cachin, Christian. Entropy measures and unconditional security in
cryptography. Diss. 1997.
[0023] To determine the value which is indicative of
the min-entropy, it would be possible to select the most
often occurring value of the plurality of numbers and to
determine the count of the selected value as the result
of the at least one observation. Thereby, it is possible to
quantify the min-entropy optimally, to thereby facilitate
taking the right decision when modifying the subsequent
behavior of the automated system.
[0024] In this regard, it would be possible to compare
the result of the at least one observation - e.g., the count
of the most-often occurring value - with a predefined
threshold. As such, the predefined threshold corresponds to an entropy.
[0025] The predefined threshold could be associated
with a test criterion. The test criterion can specify the
targets of the test, e.g., in terms of quality of the physical
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RNG, nominal accuracy of the test, test time required for
the test, etc..
[0026] The predefined threshold could be associated
with a minimum min-entropy that is still acceptable. Thus,
when the count of the most-often occurring value exceeds the predefined threshold, this may correspond to
a min-entropy which is too small to be acceptable. Then,
the test may be marked as failed.
[0027] In some scenarios, it may be sufficient to determine the value such that it is indicative of an upper bound
of the Renyi-entropy measure, e.g., of the min-entropy
measure.
[0028] Specifically, this may include checking if any
occurring value of the plurality of numbers exceeds a
predefined buffer threshold.
[0029] Then, prior to completing the test by processing
all obtained numbers, the test may be aborted. For example, the test may be marked as failed - even prior to
having processed all numbers of the plurality of numbers.
The particular sequence number of the number which
has the value that leads to exceeding the predefined buffer threshold may be a-priori unknown. Hence, the particular count of processed numbers may be a-priori undefined and may be smaller than all available numbers.
In this regard, the test for randomness may be referred
to as a sequential test.
[0030] Details with respect to the sequential test are
described, e.g., in Wald, Abraham. "Sequential tests of
statistical hypotheses." The annals of mathematical statistics 16.2 (1945): 117-186.
[0031] For example, the test may be marked as failed
if the probability of the min-entropy measure being larger
than a given threshold is sufficiently small; thus the given
threshold can be said to correspond to an upper bound.
In other words: if the min-entropy measure, based on the
available observations and at a sufficiently large probability, is smaller than the upper bound, then the test can
be marked as fails.
[0032] Employing such an approximation of the Renyientropy measure by relying on an upper bound has certain advantageous effects. First, the test time can be reduced by pre-maturely aborting the test. Second, the
computational resources required for performing the test,
specifically the memory size, can be reduced. For example, certain memory allocations can be limited in accordance with the buffer threshold. The memory allocations
need not be dimensioned to be able to reflect all possible
entropy measures, but rather can be allocated to reflect
upper bound of the Renyi-entropy measure associated
with the buffer threshold. This facilitates resource-efficient online tests.
[0033] A computer program product or a computer program includes program code that can be executed by
control circuitry. Executing the program code causes the
control circuitry to perform a method. The method includes obtaining a plurality of numbers from a physical
RNG. The method also includes taking at least one observation on the plurality of numbers. The at least one
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observation is associated with a test for randomness.
The method also includes selectively marking the test as
failed, depending on a result of the at least one observation. The method also includes controlling an operation
of an automated system depending on whether the test
is marked as failed. The taking of the at least one observation includes calculating a value indicative of a Renyientropy measure for the plurality of numbers.
[0034] A device includes control circuitry configured to
perform: obtaining a plurality of numbers from a physical
RNG; and taking at least one observation on the plurality
of numbers, the at least one observation being associated with a test for randomness; and depending on a result
of the at least one observation, selectively marking the
test as failed; and - controlling an operation of an automated system depending on whether the test is marked
as failed. Said taking of the at least one observation includes calculating a value indicative of a Renyi-entropy
measure for the plurality of numbers.
[0035] Above, techniques of implementing a test for
randomness have been described, wherein the test relies
on a value indicative of a Renyi-entropy measure. According to certain examples, it would be possible to retake observations of a test for randomness - e.g., a test
relying on a value indicative of a Renyi-entropy measure
- for multiple iterations while obtaining and/or generating
a plurality of numbers. Then, any such iteration / observation may lead to marking the test as failed. Such a test
may again be referred to as a sequential test, because
the particular iteration / observation that leads to marking
the test as failed - if any - is not known a-priori.
[0036] A method includes sequentially obtaining a plurality of numbers from a physical RNG. The method also
includes, while obtaining the plurality of numbers, repeatedly taking observations on the respectively obtained
numbers. The observations are associated with the sequential test for randomness. Then, the method further
includes, for each observation: selectively marking the
sequential test as failed, depending on a result of the
respective observation.
[0037] As a general rule, the method may be applied
as an online test and/or as an offline test.
[0038] The sequential test can help to check whether
the plurality of numbers are obtained and/or generated
in a random manner.
[0039] The sequential test may include a plurality of
iterations. Each iteration may be associated with a respective observation. Each observation of the sequential
test may operate on all or at least some of the numbers
that have been obtained at the time of taking the respective observation. Hence, in other words, a proceeding
observation will operate on a first set of numbers and a
succeeding observation will operate on a second set of
numbers, wherein the second set of numbers fully includes the first set of numbers. Hence, in more generic
terms, the decision basis on which a result of the observations is formed may increase from observation to observation.
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[0040] The count of observations of the sequential test
may not be determined a-priori, i.e., when commencing
to apply the sequential test. I.e., the particular given observation that leads to marking the sequential test as
failed - if any - may not be determined a-priori at the
beginning of the sequential test. In other words, the count
of numbers associated with the given observation that
leads to marking the sequential test as failed may not be
determined a-priori. In still other words, a sequence
number of the iteration which leads to marking the sequential test as failed may not be determined a-priori.
[0041] The number of observations of the sequential
test, in other words, is not predetermined, but is rather a
random quantity. This is because it is possible to selectively mark the sequential test as failed depending on the
result of a given iteration of the sequential test.
[0042] Using a sequential test to test a plurality of numbers obtained from a physical RNG for randomness has
certain advantages. Specifically, it is possible to commence testing early throughout generation and obtaining
of the plurality of numbers. For example, reference techniques of testing a plurality of numbers obtained from a
physical RNG for randomness typically require a comparably large count of numbers to operate on; example
counts may be in the order of A=1.000 or A=10.000. Differently, using a sequential test can help to start testing
for randomness at an earlier stage of obtaining and/or
generating the plurality of numbers. For example, a first,
initial observation of the sequential test may be taken for
a sequence number of, e.g., A=4 or 5 or 10 of the respectively generated numbers. Thus, according to the techniques described herein it is not required to wait for the
generation of the plurality of numbers to complete; rather,
it is already possible to apply the test based on a subset
of the plurality of numbers. This helps to reduce the test
time. This helps to obtain a first measure for the randomness of the plurality of numbers comparably quickly. This
may be particularly helpful where the operation of an automated system uses the plurality of numbers and nonrandom numbers would result in a breach of security - in
an online test scenario.
[0043] Also, backend testing can be shortened, thereby increasing production throughput - in an offline test
scenario.
[0044] In some examples, said sequentially obtaining
of the plurality of numbers and, optionally, the sequential
generation of the plurality of numbers can be aborted
pre-maturely, i.e., prior to obtaining and/or generating
the number of the plurality of numbers having the highest
sequence number.
[0045] Then, in response to marking the sequential test
as failed, it would generally be possible to control the
automated system appropriately. One example includes
aborting the operation of the automated system using
the plurality of numbers. For example, the automated
system may be transitioned into a secure state. This corresponds to an online test scenario.
[0046] Such aborting of the operation of the automated
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system and aborting the obtaining/generating of the plurality of numbers are only two examples of possible countermeasures that can be taken in response to marking
the sequential test as failed. As a general rule, various
countermeasures may be taken, including, e.g.: outputting a warning message, repeating the test, etc.. Countermeasures may vary for an offline test scenario and an
online test scenario.
[0047] The method may include comparing a result of
the respective observation with the respective predefined
threshold, for each observation. Then, the sequential test
may be selectively marked as failed, depending on said
comparing.
[0048] The predefined threshold may be associated
with the test criterion. The choice of the predefined
threshold may specify a strictness of the sequential test.
[0049] As a general rule, the reliability of the sequential
test may tend to increase for an increasing sequence
number of the obtained plurality of numbers. In other
words, the reliability of the sequential test may have a
tendency to increase for a larger count of observations.
[0050] Based on this finding, various options are available to avoid overly strict marking of the sequential test
as failed for early iterations of the sequential test.
[0051] A strategy in this regard may include adjusting
the choice of the predefined threshold over the course
of the sequential test. The predefined threshold may be
adjusted from observation to observation, e.g., for all observations or at least some observations. Hence, the test
criterion of the sequential test may vary across the observations. For example, it would be possible that, for
each observation, the respective predefined threshold
depends on the count of obtained numbers associated
with the respective observations. For example, a large
count (small count) of numbers based on which the respective observation operates may result in a stricter
(less strict) predefined threshold. Thereby, specifically,
the limited accuracy of early iterations can be compensated. By adjusting the test criterion, a balance between
early decision-making on the one hand side and accuracy
of the test on the other hand can be tailored. For example,
the predefined thresholds may be chosen such that the
predefined thresholds associated with the observations
correspond to a nominal fail probability of the sequential
test which does not vary more than 50% across the observations, optionally not more than 20%, further optionally not more than 5%. The nominal fail probability may
be defined as the fail probability of the test for an ideal
RNG. Hence, where an ideal physical RNG outputs random numbers, the test may be falsely marked as failed.
[0052] A still further strategy in this regard may include
commencing to repeatedly take the observations when
the count of respectively obtained numbers exceeds a
lower threshold. Hence, for small sequence numbers, no
observations may be taken, thereby attributing to the limited accuracy of such early observations. Unreliable results are discarded.
[0053] As a general rule, the techniques described
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herein can be implemented with and flexibly applied to
various kinds and types of sequential tests.
[0054] A first example of the sequential test includes
a random walk. For example, a one-dimensional (1-D)
random walk may be used. The random walk may include
a plurality of steps. Each step may correspond to a respective observation. Each step may thus correspond to
a respective iteration of the sequential test. The result of
the respective observation can be a local bias of the random walk. For example, the values of the plurality of numbers may determine the position of the random walk.
Each random number may increment or decrement the
position of the random walk, according to its value. For
example, if the bias of the random walk - i.e., a distance
of the position from the starting point - exceeds a threshold, the sequential test can be marked as failed.
[0055] Sometimes, the bias of the random walk is referred to as skewness.
[0056] A second example of the sequential test includes considering of an entropy of the plurality of numbers. The entropy is generally a measure of the randomness of numbers. Hence, a larger (smaller) entropy corresponds to larger (smaller) randomness. Here, the taking of each observation may include calculating a value
indicative of a Renyi-entropy measure, e.g., the min-entropy measure.
[0057] In this regard, techniques as described above
can be employed. Hence, for calculating the min-entropy,
the following approach can be taken: The taking of each
observation may include selecting from the respectively
obtained numbers the most often occurring number.
Then, the count of occurrences of the selected number
can be determined, as a result of the respective observation. If the most often occurring number occurs too
often, this can be an indication of non-randomness of the
plurality of numbers.
[0058] Again, it would be possible to check if any occurring value of the respectively obtained plurality of
numbers exceeds a respective predefined threshold.
Then, an upper bound of the Renyi-entropy measure may
be determined.
[0059] A computer program product or a computer program includes program code that can be executed by
control circuitry. Executing the program code causes the
control circuitry to perform a method. The method includes sequentially obtaining a plurality of numbers from
a physical RNG. The method also includes repeatedly
taking observations on the respectively obtained numbers while obtaining the plurality of numbers. The observations are associated with a sequential test for randomness. The method also includes, for each observation:
selectively marking the sequential test as failed depending on the result of the respective observation.
[0060] A device includes control circuitry configured to
perform: sequentially obtaining a plurality of numbers
from a physical RNG; while obtaining the plurality of numbers, repeatedly taking observations on the respectively
generated numbers, the observations being associated
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with the sequential test for randomness; and for each
observation, depending on a result of the respective observation, selectively marking the sequential test as
failed.
[0061] It is to be understood that the features mentioned above and those yet to be explained below may
be used not only in the respective combinations indicated, but also in other combinations or in isolation without
departing from the scope of the invention. For illustration,
techniques described above with respect to calculating
a value indicative of a Renyi-entropy measure may be
applied to individual observations of a sequential test as
described above.
BRIEF DESCRIPTION OF THE DRAWINGS

tions of the test according to FIG. 11.

FIG. 2

schematically illustrates a system including a
physical RNG and a device according to various examples.
schematically illustrates a sequential test for
randomness of a plurality of numbers obtained from the physical RNG according to
various examples.

FIG. 3

is a flowchart of a method according to various
examples.

FIG. 4

is a flowchart of a method according to various
examples.

FIG. 5

schematically illustrates a sequential test including a random walk according to various
examples.
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schematically illustrates the sequential test of
FIG. 5 in further detail.

FIG. 8

schematically illustrates the sequential test of
FIG. 5 in further detail.

FIG. 9

schematically illustrates the sequential test of
FIG. 5 in further detail.

FIG. 10

schematically illustrates the sequential test of
FIG. 5 in further detail.

FIG. 11

schematically illustrates a given observation
of a test including calculation of a value indicative of a min-entropy according to various
examples.

FIG. 12

FIG. 14

schematically illustrates multiple observations of the test according to FIG. 11.

DETAILED DESCRIPTION OF EMBODIMENTS

schematically illustrates the sequential test of
FIG. 5 in further detail.

FIG. 7

schematically illustrates multiple observations of the test according to FIG. 11.
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[0063] In the following, embodiments of the invention
will be described in detail with reference to the accompanying drawings. It is to be understood that the following
description of embodiments is not to be taken in a limiting
sense. The scope of the invention is not intended to be
limited by the embodiments described hereinafter or by
the drawings, which are taken to be illustrative only.
[0064] The drawings are to be regarded as being schematic representations and elements illustrated in the
drawings are not necessarily shown to scale. Rather, the
various elements are represented such that their function
and general purpose become apparent to a person
skilled in the art. Any connection or coupling between
functional blocks, devices, components, or other physical
or functional units shown in the drawings or described
herein may also be implemented by an indirect connection or coupling. A coupling between components may
also be established over a wireless connection. Functional blocks may be implemented in hardware, firmware,
software, or a combination thereof.
[0065] Hereinafter, techniques are described for testing the quality of physical RNGs. Techniques are described which facilitate testing a plurality of numbers sequentially obtained from a physical RNG for randomness.
[0066] The techniques described herein may be implemented as an offline test and/or as an online test.
[0067] These techniques help to test the plurality of
numbers at a high statistical accuracy and with the possibility to quickly take a decision as to whether mark the
respective test as failed or passed.
[0068] The techniques help to test the plurality of numbers at a high reliability. A nominal fail probability of the
tests underlying the techniques described herein may be
low.
[0069] Further, these techniques help to implement a
test for randomness requiring limited computational resources. This again facilitates obtaining a test decision
quickly.
[0070] According to examples, the techniques rely on
a test including the calculation of a value indicative of a
Renyi-entropy measure.
[0071] According to examples, the techniques rely on
a sequential test. The sequential test includes a plurality
of observations. Each observation typically operates on
all numbers that have been obtained at the time of taking
the respective observation. Each observation may include calculation of the value indicative of the Renyi-entropy measure. In other examples, each observation may
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include the calculation of a respective position of a random walk defined by the sequential test.
[0072] The particular observation that eventually leads
to marking the sequential test as failed - if any - may not
be known a-priori. If the sequential test is marked as
failed, the quality of the physical RNG may be insufficient
or, more specifically, the plurality of numbers obtained
from the physical RNG may not provide any randomness.
[0073] Such a scenario of non-randomness can result
from damaged physical RNGs, e.g., when not taking the
appropriate measurements on an underlying physical
process. Other scenarios of non-randomness include security breaches including external attacks on the integrity
of an underlying system.
[0074] The techniques described herein may find application in various use cases. For example, a plurality
of numbers having sufficient randomness may be required in the operation of an automated system. For example, cryptographic applications may be implemented
by the automated system based on the plurality of numbers. The security of the cryptographic applications may
be compromised for non-random numbers. Examples of
automated systems include processors for calculation
which implement a secure boot process based on the
plurality of numbers; chip cards for authentication; telecommunication equipment; programmable logic controllers, control devices for railways, etc..
[0075] FIG. 1 illustrates aspects with respect to a system 100. The system 100 includes a physical RNG 101
and a device 110.
[0076] The device 110 includes an interface 113 configured to obtain a plurality of numbers 131 - 133 - forming
a respective sequence 130 - from the physical RNG 101.
The device 110 also includes a processor 111 and a
memory 112. The processor 111 can load program code
from the memory 112 and execute the program code.
Based on executing the program code, the processor
111 can implement techniques with respect to testing the
plurality of numbers 131 - 133 for randomness. The processor 111 can implement a test consisting of a single
observation. The processor 111 could also implement a
sequential test including a plurality of observations.
[0077] The processor 111, the memory 112, and the
interface 113 implement a control circuitry of the device
110.
[0078] For example, the device 110 may be implemented as a microprocessor, a field programmable gate array
(FPGA), or an application-specific integrated circuit
(ASIC).
[0079] The device may be test equipment of a backend
testing facility in production. Then, the device may implement offline-testing functionality.
[0080] In FIG. 1 a scenario is illustrated where the interface 113 can communicate with an automated system
90. The device may be integrated into the automated
system. The device 110 may control an operation of the
automated system. Then the device may implement online-testing functionality.
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[0081] The automated system 90 may operate based
on the plurality of numbers 131 - 133. For example, the
automated system 90 may perform cryptographic functionality based on the plurality of numbers 131 - 133.
[0082] The physical RNG 101 is connected via a signaling line 120 with the device 110. In other examples,
the physical RNG 101 may be internally integrated into
the device 110.
[0083] Non-randomness of the sequence 130 of numbers 131 - 133 may result from malfunctioning of the
physical RNG 101, attacks on the integrity of the system
100, e.g., by tampering with the physical RNG 101 and/or
the signaling line 120.
[0084] FIG. 2 schematically illustrates aspects with respect to the sequential test 140. The sequential test 140
includes observations 141 - 146. The observations 141
- 146 are sequentially taken over the course of time. The
observations 141 - 146 operate on those numbers 131 136 which have been obtained at the time of taking the
respective observation 141 - 146. Hence, the observation
145 operates on all previously obtained numbers 131 135. Likewise, the observation 146 operates on all previously obtained numbers 131 - 136.
[0085] As a general rule, while FIG. 2 illustrates a sequential test 140 including a plurality of observations, according to certain examples a non-sequential test 140
may be implemented which consists of a single observation (not illustrated in FIG. 2).
[0086] FIG. 2 illustrates a result 150 of the observations
141 - 146 as a function of the respective time at which
the observations 141 - 146 are taken. In detail, the observations 141 - 145 have a positive result 151, while the
observation 146 has a negative result 152. The negative
result 152 of the given observation 146 leads to marking
the sequential test 140 as failed. It can be assumed that
the plurality of numbers 131 - 136 of the sequence 132
does not provide sufficient randomness.
[0087] When starting the sequential test 140 with taking the observation 141, it may a-priori not be defined
that the particular observation 146 leads to marking the
sequential test as failed. Hence, in other words, the count
of observations 141 - 145 preceding the given observation 146 which results in marking the sequential test 140
as failed, is not defined a-priori. This also results in the
a-priori undefined test time 159 from commencing the
sequential test 140 until finishing the sequential test 140,
e.g., by marking the sequential test as passed or failed.
[0088] FIG. 3 is a flowchart of a method according to
various examples. For example, the method according
to FIG. 3 may be executed by the device 110 (cf. FIG. 1).
[0089] In block 3011, a plurality of numbers is obtained,
e.g., from a physical RNG. Each number may have a
corresponding value. Each number may be associated
with the respective sequence number. The plurality of
numbers may be obtained in a sequence. The sequence
number may be indicative of the position of the respective
number in the sequence.
[0090] At block 3012, an observation is taken. The ob-
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servation is part of a test for randomness. For example,
as part of the observation, a value indicative of an entropy
measure can be calculated. Various entropy measures
are available including Renyi-entropy measures such as
the min-entropy.
[0091] Then, at block 3013, it is checked whether a
result of the observation fulfils a certain test criterion. For
example, it can be checked whether the Renyi-entropy
measure is above a threshold. If the test criterion is fulfilled, then at block 3014, the test is marked as passed;
otherwise, at block 3015, the test is marked as failed. If
the test is marked as failed, it is possible to abort the
operation of an automated system which uses the plurality of numbers, e.g., for providing cryptographic functionality.
[0092] The test of FIG. 3 may be prematurely aborted.
A shortcut of the test may be implemented. This is illustrated by the dashed branch 3016 in FIG. 3. In detail, it
would be possible to determine whether the value is indicative of an upper bound of the Renyi-entropy measure.
Then, it may not be required to fully quantify the Renyientropy measure; rather, an upper bound may be determined. If the value indicates a Renyi-entropy below the
upper bound, the test may be marked as failed, 3015.
[0093] Such a concept as explained in connection with
FIG. 3 can be extended to be employed in connection
with a sequential test including a plurality of observations.
Such a scenario is illustrated in FIG. 4.
[0094] FIG. 4 is a flowchart of a method according to
various examples. For example, the method according
to FIG. 4 may be executed by the device 110 (cf. FIG. 1).
[0095] In FIG. 4, optional blocks are depicted using
dashed lines.
[0096] At block 3001, a current number of a sequence
of numbers is obtained, e.g., from a physical RNG. The
current number has a certain sequence number which
marks the position of the current number in the sequence.
[0097] At block 3002, it is checked whether the sequence number - i.e., the count of already obtained numbers - exceeds a certain threshold. Block 3002 is optional.
[0098] If the sequence number does not exceed the
threshold, 3001 is really executed and a next number is
obtained. Otherwise, the method commences at block
3003.
[0099] At block 3003, an observation of a sequential
test for randomness is taken. This may involve a calculation. The calculation depends on the particular type of
the sequential test. The observation is taken on any numbers previously obtained by executing block 3001.
Hence, any obtained numbers may be buffered in the
memory and then made subject to taking the observation
at block 3003. Such a calculation of a given iteration of
block 3003 may be based on one or more calculations
of one or more preceding iterations of block 3003.
[0100] At block 3004, the result of the observation of
the current iteration of block 3003 is compared with a
predefined threshold, defining a test criterion. Depending
on the comparison of block 3004, the sequential test is
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selectively marked as failed at block 3005. According to
some examples, the threshold used at block 3004 may
depend on the sequence number of the current number
obtained in the current iteration of block 3001. In other
words, the threshold used in block 3004 may depend on
the count of obtained numbers. The threshold can be
adjusted from iteration to iteration of block 3004 accordingly.
[0101] For example, the threshold associated with the
observations taken in multiple iterations of block 3003
may correspond to a nominal failure probability of the
sequential test - i.e., to a probability of executing block
3005 - which does not vary more than 50% across the
observations, optionally not more than 20%, further optionally not more than 5%, taking into account the different decision basis for different iterations of 3003, 3004,
specifically the varying count of numbers on which the
respective observation operates.
[0102] As illustrated above, when applying a test while
obtaining numbers from a physical RNG during operation, a general tendency is that testing with higher accuracy is possible based on a larger count of numbers; on
the other hand, it is often desired to test the quality of a
physical RNG quickly. According to the techniques described herein, by employing a sequential test including
multiple iterations, significant defects of the physical
RNG can be detected quickly in early iterations, while
less severe defects can be detected at later iterations at
high accuracy. Thus, there may be a tendency to implement coarse testing in a first stage and fine testing in the
subsequent, second stage. This can be achieved by adjusting the test criterion, as described above.
[0103] If the test criterion at 3004 is fulfilled, then, at
3006 it can be checked whether a further number needs
to be obtained by a further iteration of block 3001. If this
is not the case, then the sequential test is marked as
passed in block 3007.
[0104] There are various measures that can be taken
when marking the sequential test as failed in block 3005.
For example, the operation of an automated system using the plurality of numbers may be aborted. In another
scenario, obtaining of the plurality of numbers - i.e., further iterations of 3001 - is aborted. Optionally, the generation of the plurality of numbers may be aborted, as
well. More detailed statistical tests may be applied to the
physical RNG as well, in order to determine its problems
in more details.
[0105] There are various tests for statistical randomness available to be used in the context of the techniques
described herein. Examples include a random walk sequential test. Further examples include a test including
the calculation of a value indicative of an entropy measure, specifically a Renyi-entropy measure such as the
min-entropy.

55

Random walk test
[0106]

8

The stochastic model of some physical RNGs
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suggests that a typical problem affecting the quality is
the bias. The bias is typically defined as the difference
between the factual probability of 1-bits and the ideal
probability of ©. In such scenarios, a high accuracy test
for randomness may be implemented by testing the bias.
[0107] The bias can be tested using a sequential test
implemented by a random walk. Initially, at the first step
of the random walk, the position of the random walk is 0.
Each subsequent number affects the position of the random walk. In the scenario of a 1-bit number, a "1" increments the position and a "0" decrements the position,
each time by a step size of "1". Multi-bit numbers would
also be possible, thereby incrementing/decrementing the
position accordingly.
[0108] FIG. 5 illustrates the position 401 of the random
walk 400 as a function of the iteration of the sequential
test, i.e., as a function of the respective sequence number
402. Each sequence number corresponds to a respective
discrete point in time. The underlying physical RNG had
0 bias.
[0109] The count of 1-bits at a given point in time and
the position 401 correspond to each other and can be
derived from each other.
[0110] An excessive number of 1-bits and, hence, the
respective bias could be detected by the position 401 of
the random walk 400 taking excessively positive values
for the preceding iterations 402. An excessive number
of 0-bits and, hence, the respective bias, could be detected by the position 401 of the random walk 400 taking
excessively negative values for the preceding iterations
402. Both scenarios can be covered by considering the
absolute value of the position 401. This is illustrated in
FIG. 6.
[0111] FIG. 6 illustrates the absolute value 405 of the
position 401 of the random walk 400 according to the
example of FIG. 5.
[0112] An advantage of the representation of the sequence of numbers according to FIG. 6 is that problems
associated with too many 1-bits and too many 0-bits can
be processed together. For this, at a given iteration 402
of the random walk 400, the absolute value 405 of the
position 401 is compared with a threshold. The threshold
may depend on the iteration 402. If the absolute value
405 exceeds the threshold, this may result in marking
the sequential test is failed due to non-randomness. Otherwise, the sequential test can proceed with the next observation.
[0113] This finding is illustrated in further detail with
respect to the subsequent FIGs. which illustrate examples.
[0114] FIG. 7 again illustrates the absolute value 405
of the position 401 of a random walk 400 as a function
of the iteration 402, and furthermore illustrates the respective threshold 410. As illustrated, the threshold 410
that leads to selective marking of the sequential test as
failed depends on the iteration 402.
[0115] The threshold 410 is selected such that for each
iteration 402, an ideal RNG without bias encounters a

5

10

15

20

16

certain nominal fail probability, e.g., 2x10-10. This implies
that for certain small sequence numbers/ early iterations
402, arranged within a certain range 420, the threshold
410 cannot be reached. Hence, it is possible to delay
commencing of the sequential test until the lower threshold 420 has been reached.
[0116] FIG. 8 illustrates random walks 400 for 20 sequences of numbers generated by respective RNGs without bias. As illustrated, none of the respective sequential
tests fail, because the threshold 410 is not reached by
the absolute positions 405 of the random walks 400.
[0117] FIG. 9 illustrates random walks 400 for 20 sequences of numbers generated by respective RNGs having a bias of 10%. Hence, the quality of the RNG is not
ideal. As illustrated, the absolute positions 405 of all random walks 400 reach the threshold 410, the first random
walk 400 at iteration #380 and the last random walk 400
at iteration #1499.
[0118] FIG. 10 generally corresponds to FIG. 9, however, the RNGs have a bias of 25%. Here, the absolute
positions 405 reach the threshold 410 between iterations
#58 and #299. A comparison of FIGs. 8 and 9 illustrates
that more significant problems of the RNGs can be detected faster.

25

Entropy test

30

[0119] A further test that can be used includes calculating an entropy measure. The statistical randomness
of a sequence of A numbers can be tested, wherein each
number can take w different values. i=1...A is the sequence number.
[0120] The Renyi-entropy is given by
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for α>0, α ≠1, and pi denotes the probability of the values
w. The min-entropy is obtained from this equation by
α→∞.
[0121] Then, for each possible value w, a counter zw
can be implemented. All counters are initially set to 0.
[0122] Then, for each i, the counter zw corresponding
to the respective number is incremented by 1. After
processing all numbers, each counter zw indicates how
often the respective value occurred. The counter values
can be used to determine pi.
[0123] After processing all A numbers, the maximum
M of the counter values zw is determined. This corresponds to selecting, from the available numbers, the
most often occurring value. Next, the count of occurrences of the most often occurring value can be determined.
This is related to the result of the entropy measure. The
test can be marked as passed if M<S, where S is a predefined threshold. Otherwise, the test can be marked as
failed (cf. FIG. 3, block 3013).
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[0124] Based on this, the memory 112 and the location
of the counters in the memory 112 are to be dimensioned
such that overflows are avoided. For example, the maximum possible counter value is A (if all numbers take the
same value). However, it would be possible to pre-maturely abort the test. For example, it would be possible
to check if any occurring value of the plurality of numbers
exceeds a predefined buffer threshold B. Then, this can
be used to shortcut the test (cf. FIG. 3: branch 3016) i.e., it is not required to process all numbers A. For example, if one or more occurring values of the plurality of
numbers exceed the predefined buffer threshold, then
the test can be marked as failed. For example, if one or
more values of the plurality of numbers exceed the predefined buffer threshold B, this may be indicative of a
comparably small Renyi-entropy measure. Specifically,
this may be indicative of a comparably small min-entropy
measure. Hence, by using the buffer threshold B, it is
possible to determine an upper bound for the entropy
measure.
[0125] As a general rule, it is possible that B≠S. For
example, B>S is possible. Hence, the entropy corresponding to the predefined threshold S may be greater
than the entropy corresponding to the buffer threshold
B. Such techniques based on a value indicative of the
Renyi-entropy or specifically the min-entropy help to implement a reliable test for randomness with limited computational resources such as processing power and
memory size. It has been found that by calculating a value
indicative of an entropy measure, specifically indicative
of a min-entropy measure and an upper bound thereof,
it is possible to obtain a reliable indication of whether the
plurality of numbers provide for randomness.
[0126] FIG. 11 illustrates an example implementation.
[0127] In FIG. 11, A=70,000 numbers are tested. Each
number is a 10-bit word such that each number can take
1024 different values.
[0128] In FIG. 11, counters are used which can have,
at maximum, a value of 255. If one of the counters has
a value of B=256, the test is marked as failed.
[0129] If the test processes all A=70,000 numbers, it
is then determined, if there is a counter that has a value
which is larger than S=165. In this case the test is marked
as passed; otherwise as failed.
[0130] A test is run for 250x106 data sets of 32 bits
each, out of which only 10 are tested at a fixed position.
There has not been a premature abort of the test due to
overflow of the one of the counters; hence, the test was
executed 3571 times. FIG. 11 illustrates the distribution
of the 3571 maximum counter values. FIG. 11 illustrates
the number of occurrences 501 of a maximum counter
value 502 for the 3571 tests.
[0131] As illustrated, the maximum values all stay significantly below the threshold of S=165. The random
numbers are better than required by the test.
[0132] To avoid excessive memory allocation, the test
may be aborted and marked as failed once any one of
the values 502 has a count that reaches a buffer threshold
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B that may generally be larger than the threshold S.
[0133] If the test is passed, then there is a small probability for a min-entropy that is smaller than a given
threshold. As such, executing a test according to FIG. 11
corresponds to calculating a value which is indicative of
the min-entropy.
[0134] This finding is motivated hereinafter. The test
provides a mathematically provable indication of the statistical quality of the tested numbers: if the test is passed,
then the probability of the min-entropy in the 10 bits to
be smaller than 8 bits is smaller than
8.988006614755198977701016785672527921218143
85746255001507106 *10^-13.
[0135] The line of argumentation is as follows. If the
min-entropy is smaller than 8 bits, then there is a 10 bit
value which occurs at a probability of more than 1/256.
[0136] Based on the binomial distribution, the cumulative probability that an event of probability 1/256 occurs
in A=70,000 repetitions S=165 or less times is
8.988006614755198977701016785672527921218143
85746255001507106 45821073*10^-13. The probability
that a counter has a value larger than 165 is
0.999999999999101199338524480102229898321432
74720. If the probability of the occurrence of a 10-bit pattern is larger than 1/256, then the probability of the falsepositive
test
is
smaller
than
8.988006614755198977701016785672527921218143
85746255001507106 45821073*10^-13.
[0137] A min-entropy of less than 8 bits is therefore
detected with a large probability. Therefore, it can be assumed that a positively-passed test provides a plurality
of numbers with at least 8-bits of min-entropy.
[0138] To obtain a respective sequential test, multiple
observations relying on the value indicative of the Renyientropy or specifically the min-entropy can be taken while
obtaining the numbers (cf. FIG. 4). This is discussed next.
[0139] Again, as already indicated above, a value indicative of the min-entropy of numbers having 10-bit
length is calculated. This is done for each observation of
the sequential test. Each observation operates on a different count of numbers, because the sequential test is
executed while obtaining the numbers. The calculation
described above in connection with FIG. 11 is performed
for each observation. Hence, for each observation, the
count of the most often occurring value of the respective
numbers is determined, possibly with applying the shortcut.
[0140] The test criterion is set such that a min-entropy
of 9.5 bits per 10 bit number is required. The threshold
S is set such that for such a physical RNG, an excessive
occurrence of a 10-bit value at a given number results
with a probability of 10-10 in marking the test as failed.
Generally, the threshold S can thus be set based on the
count of numbers and the desired reliability. Because the
probability of the most often occurring value in case of a
9.5 min-entropy is 2-9,5, there can only be 724 such numbers such that the probability of excessive occurrence of
any value in a given 10-bit number is smaller than
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724x10-10.
[0141] For the first three numbers obtained from the
physical RNG, no observations are taken. The probability
of the first four numbers having the same value is
724*2-4*9.5=2.63x10-9. If the first four numbers have the
same value, the test can be marked as failed (S=4).
[0142] The test is also marked as failed if the first five
or first six numbers include any value which occurs more
than 4-times (S=4).
[0143] Starting from an observation taken on the first
seven numbers, the threshold is incremented to mark the
test as failed if any value occurs more than five times
(S=5). The next increment of the threshold to S=6 occurs
at the sequence number #20, etc.. Thereby, it is possible
to adjust the threshold not for each iteration of the sequential test, but rather for a subset of all iterations.
[0144] Next, examples of sequential tests relying on
values indicative of the min-entropy are described.
A=70,000 numbers are generated, each number having
a 10-bit value. The numbers were generated with a given
min-entropy.
[0145] From the discussion above, it follows that for a
min-entropy of 0 bits, i.e., all numbers having the same
value, the test is marked as failed at iteration #4.
[0146] FIG. 12 illustrates the number of observations
required to mark the sequential test as aborted. FIG. 12
plots a distribution of the count of observations (601) required to mark the sequential test as aborted for 1,000
sets 602 of A=70,000 numbers each. In FIG. 12, the minentropy of the numbers was set to E=1. As illustrated in
FIG. 12, the sequential test was marked as failed not
earlier than after #5 observations and not later than after
#31 observation. On average, #11.764 observations
were required until marking the test as failed.
[0147] FIG. 13 generally corresponds to FIG. 12, but
for a min-entropy of E=8. As illustrated, the sequential
test was marked as failed not earlier than after #2407
observations and not later than after #27110 observations. On average, #12660 observations were required.
[0148] FIG. 14 generally corresponds to FIG. 12 and
FIG. 13, but for a min-entropy of E=8,7. Here, the test
was marked as failed not earlier than after #13683 observations. The arrow in FIG. 14 indicates sets of
A=70,000 numbers each in which the test was not
marked as failed at all, i.e., was marked as passed.
[0149] Summarizing, the following examples have
been described:

-

wherein said taking of the at least one observation
(141-146) comprises:
10

-

-

calculating a value indicative of a Renyi-entropy
measure for the plurality of numbers (131-136).

Example 2. The method of example 1,
wherein the Renyi-entropy measure comprises
a min-entropy measure.

15

Example 3. The method of examples 1 or 2,
wherein said taking of the at least one observation (141-146) comprises:

20

25

selecting the most often occurring value of
the plurality of numbers (131-136),
determining the count of the selected value
as the result (150, 151, 152) of the at least
one observation (141-146).

Example 4. The method of any one of the preceding
examples, further comprising:
30

-

comparing the result (150, 151, 152) of the at
least one observation (141-146) with a predefined threshold,
wherein the test is selectively marked as
failed depending on said comparing.

35

40

Example 5. The method of any one of the preceding
examples,
wherein said controlling of the operation of the automated system comprises aborting the operation of
the automated system (90) using the plurality of numbers (131-136) in response to marking the test as
failed.

45

Example 6. The method of any one of the preceding
examples,

50

obtaining a plurality of numbers (131-136) from
a physical random number generator (101),
taking at least one observation (141-146) on the
plurality of numbers (131-136), the at least one
observation (141-146) being associated with a
test for randomness,
depending on a result (150, 151, 152) of the at
least one observation (141-146), selectively

marking the test as failed, and
controlling an operation of an automated system
depending on whether the test is marked as
failed,

5

Example 1. A method, comprising:
-

20

wherein said taking of the at least one observation (141-146) comprises:
-

checking if any occurring value of the plurality of numbers (131-136) exceeds a respective predefined buffer threshold.

55

Example 7. The method of example 3, and of examples 4 or 5, and of example 6,

11
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Example 13. The method of example 12,

wherein the entropy corresponding to the predefined threshold is greater than the entropy corresponding to the predefined buffer threshold.
Example 8. The method of any one of the preceding
examples,

10

Example 9. A device (110) comprising control circuitry (111, 112, 113) configured to perform:

-

-

-

obtaining a plurality of numbers (131-136) from
a physical random number generator (101),
taking at least one observation (141-146) on the
plurality of numbers (131-136), the at least one
observation (141-146) being associated with a
test for randomness,
depending on a result (150, 151, 152) of the at
least one observation (141-146), selectively
marking the test as failed, and
controlling an operation of an automated system
depending on whether the test is marked as
failed,

calculating a value indicative of a Renyi-entropy
measure for the plurality of numbers (131-136).

15

for each observation (141-146): comparing the
result (150, 151, 152) of the respective observation (141-146) with a respective predefined
threshold,

wherein the sequential test (140) is selectively
marked as failed depending on said comparing.
20

25

Example 15. The method of example 14,
wherein, for each observation (141-146), the respective predefined threshold depends on the
count of obtained numbers (131-136) associated with the respective observation (141-146).
Example 16. The method of examples 14 or 15,

30

Example 10. The device (110) of example 9,
wherein the control circuitry (111, 112, 113) is
configured to perform the method of any one of
examples 1- 8.

Example 14. The method of examples 12 or 13, further comprising:
-

wherein said taking of the at least one observation
(141-146) comprises:
-

wherein a given observation (141-146) results
in marking the sequential test (140) as failed,
wherein the count of observations (141-146)
preceding the given observation (141-146) is not
defined a-priori.

5

wherein the value is indicative of an upper bound
of the Renyi-entropy measure.

-

22

35

wherein the predefined thresholds associated
with the observations (141-146) correspond to
a nominal fail probability of the sequential test
(140) which does not vary more than 50 %
across the observations (141-146), optionally
not more than 20 %, further optionally not more
than 5 %.
Example 17. The method of any one of examples 12
- 15,

Example 11. A system (100), comprising:
40

-

the device (110) of examples 9 or 10, and
the physical random number generator (101).

Example 12. A method, comprising:
45

-

-

-

sequentially obtaining a plurality of numbers
(131-136) from a physical random number generator (101),
while obtaining the plurality of numbers
(131-136): repeatedly taking observations
(141-146) on the respectively obtained numbers
(131-136), the observations (141-146) being associated with a sequential test (140) for randomness, and
for each observation (141-146): depending on
a result (150, 151, 152) of the respective observation (141-146), selectively marking the sequential test (140) as failed.

wherein the sequential test (140) comprises a
random walk (400) having a plurality of steps,
each step corresponding to a respective observation (141-146), the result (150, 151, 152) of
the respective observation (141-146) being a local bias of the random walk.
Example 18. The method of any one of examples 12
- 17,

50

wherein said taking of each observation
(141-146) comprises:
-

calculating a value indicative of a Renyi-entropy measure.

55

Example 19. The method of example 18,
wherein the Renyi-entropy measure comprises

12

23

EP 3 525 086 A1
-

a min-entropy measure.
Example 20. The method of any one of examples 12
- 19,

24
the device (110) of example 24, and
the physical random number generator (101).

Example 26. The device (110) of example 24,
5

wherein the control circuitry (111, 112, 113) is
configured to perform the method of any one of
examples 12 - 23.

wherein said taking each observation (141-146)
comprises:
-

-

selecting, from the respectively obtained
numbers (131-136), the most often occurring value of the obtained numbers
(131-136),
determining the count of the selected value
as the result (150, 151, 152) of the respective observation (141-146).

10

15

[0150] Although the invention has been shown and described with respect to certain preferred embodiments,
equivalents and modifications will occur to others skilled
in the art upon the reading and understanding of the specification. The present invention includes all such equivalents and modifications and is limited only by the scope
of the appended claims.

Example 21. The method of any one of examples 12
- 20, further comprising:
Claims
-

commencing to repeatedly take the observations (141-146) when the count of the respectively obtained number exceeds a threshold
(420).

20

Example 22. The method of any one of examples 12
- 21, further comprising:

25

-

controlling an operation of an automated system
(90) using the plurality of numbers (131-136) depending on whether the sequential test (140) is
marked as failed.

1.

- sequentially obtaining a plurality of numbers
(131-136) from a physical random number generator (101),
- while obtaining the plurality of numbers
(131-136): repeatedly taking observations
(141-146) on the respectively obtained numbers
(131-136), the observations (141-146) being associated with a sequential test (140) for randomness, and
- for each observation (141-146): depending on
a result (150, 151, 152) of the respective observation (141-146), selectively marking the sequential test (140) as failed.

30

Example 23. The method of any one of examples 12
- 22, further comprising:
35

-

in response to marking the sequential test (140)
as failed, aborting said obtaining of the plurality
of numbers (131-136).

Example 24. A device (110) comprising control circuitry (111, 112, 113) configured to perform:
-

-

-

sequentially obtaining a plurality of numbers
(131-136) from a physical random number generator (101),
while obtaining the plurality of numbers
(131-136): repeatedly taking observations
(141-146) on the respectively generated numbers (131-136), the observations (141-146) being associated with a sequential test (140) for
randomness,
for each observation (141-146): depending on
a result (150, 151, 152) of the respective observation (141-146), selectively marking the sequential test (140) as failed.

2.

The method of claim 1,
wherein a given observation (141-146) results
in marking the sequential test (140) as failed,
wherein the count of observations (141-146)
preceding the given observation (141-146) is not
defined a-priori.

40

45

A method, comprising:

3.

The method of claims 1 or 2, further comprising:
- for each observation (141-146): comparing the
result (150, 151, 152) of the respective observation (141-146) with a respective predefined
threshold,

50

wherein the sequential test (140) is selectively
marked as failed depending on said comparing.
55

4.

The method of claim 3,
wherein, for each observation (141-146), the respective predefined threshold depends on the

Example 25. A system (100), comprising:

13

25
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- controlling an operation of an automated system (90) using the plurality of numbers
(131-136) depending on whether the sequential
test (140) is marked as failed.

count of obtained numbers (131-136) associated with the respective observation (141-146).
5.

26

The method of claims 3 or 4,
5

wherein the predefined thresholds associated
with the observations (141-146) correspond to
a nominal fail probability of the sequential test
(140) which does not vary more than 50 %
across the observations (141-146), optionally
not more than 20 %, further optionally not more
than 5 %.
6.

12. The method of any one of the preceding claims, further comprising:

10

- in response to marking the sequential test (140)
as failed, aborting said obtaining of the plurality
of numbers (131-136).
13. A device (110) comprising control circuitry (111, 112,
113) configured to perform:

The method of any one of the preceding claims
15

wherein the sequential test (140) comprises a
random walk (400) having a plurality of steps,
each step corresponding to a respective observation (141-146), the result (150, 151, 152) of
the respective observation (141-146) being a local bias of the random walk.
7.

20

The method of any one of the preceding claims,
wherein said taking of each observation
(141-146) comprises:

25

- calculating a value indicative of a Renyientropy measure.
30

8.

14. A system (100), comprising:

The method of claim 7,
- the device (110) of claim 13, and
- the physical random number generator (101).

wherein the Renyi-entropy measure comprises
a min-entropy measure.
35

9.

- sequentially obtaining a plurality of numbers
(131-136) from a physical random number generator (101),
- while obtaining the plurality of numbers
(131-136): repeatedly taking observations
(141-146) on the respectively generated numbers (131-136), the observations (141-146) being associated with a sequential test (140) for
randomness,
- for each observation (141-146): depending on
a result (150, 151, 152) of the respective observation (141-146), selectively marking the sequential test (140) as failed.

15. The device (110) of claim 13,

The method of any one of the preceding claims,
wherein the control circuitry (111, 112, 113) is
configured to perform the method of any one of
claims 1-12.

wherein said taking each observation (141-146)
comprises:
40

- selecting, from the respectively obtained
numbers (131-136), the most often occurring value of the obtained numbers
(131-136),
- determining the count of the selected value
as the result (150, 151, 152) of the respective observation (141-146).

45

10. The method of any one of the preceding claims, further comprising:

50

- commencing to repeatedly take the observations (141-146) when the count of the respectively obtained number exceeds a threshold
(420).

55

11. The method of any one of the preceding claims, further comprising:
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