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(54) DATA TRANSMISSION METHOD AND APPARATUS

(57) This application provides a data transmission
method and apparatus, to separate control information
and data information in a TCP protocol stack on a con-
centrator, so as to improve data transmission efficiency.
The data transmission method includes: a concentrator
of a first device generates a first TCP packet based on
first data that needs to be sent by a collector of the first
device to a second device, where a payload of the first

TCP packet is empty, the first TCP packet includes indi-
cation information, and the indication information is used
to instruct the collector to generate a second TCP packet
based on the first TCP packet. The concentrator sends
the first TCP packet to the collector. The collector gen-
erates the second TCP packet based on the first TCP
packet and sends the second TCP packet to the second
device.
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Description

TECHNICAL FIELD

[0001] This application relates to the communications
field, and more particularly, to a data transmission meth-
od and apparatus.

BACKGROUND

[0002] Network performance measurement needs to
meet requirements such as real time and high reliability.
Google Remote Procedure Call (gRPC) is an effective
solution for network performance measurement
launched by Google. gRPC defines an open genera I-
purpose remote procedure call (Remote Procedure Call,
RPC) framework that connects distributed systems with
high performance. gRPC can efficiently connect data
centers or services across data centers, and can be ex-
tended using plug-ins, to provide load sharing, tracing,
health checking, and authentication. gRPC runs in cli-
ent/server mode, and an application program on a client
can directly call a method in an application program on
a server, so as to implement applications and services
across distributed systems.
[0003] The Transmission Control Protocol (TCP) may
be used for data transmission between a client and a
server. The TCP protocol ensures reliability of data trans-
mission by using an acknowledgment and retransmis-
sion mechanism. This makes a TCP connection between
each pair of client and server only able to serve the client
and the server.
[0004] When a chassis switch collects data, the chas-
sis switch may be used as a server. The chassis switch
may include a plurality of collectors and a concentrator,
and a TCP connection may be established between the
concentrator and a client. In the prior art, performance
data or statuses collected by all the collectors need to be
aggregated by the concentrator before being sent togeth-
er to the client. However, for this method with concentra-
tor processing, when a quantity of collectors is large, a
performance bottleneck exists when sampled data is
published.

SUMMARY

[0005] This application provides a data transmission
method and apparatus, to separate control information
and data information in a TCP protocol stack on a con-
centrator, so as to improve data transmission efficiency.
[0006] According to a first aspect, a data transmission
method is provided, where the method is performed by
a first device, and the first device includes a concentrator
and a collector. The concentrator generates a first TCP
packet based on first data that needs to be sent by the
collector to a second device, where a pay load of the first
TCP packet is empty, the first TCP packet includes indi-
cation information, and the indication information is used

to instruct the collector to generate a second TCP packet
based on the first TCP packet, where a header of the
second TCP packet is the same as a header of the first
TCP packet, and a pay load of the second TCP packet
includes the first data; the concentrator sends the first
TCP packet to the collector; the collector generates a
second TCP packet based on the first TCP packet; and
the collector sends the second TCP packet to the second
device. In this embodiment of this application, the con-
centrator may generate, based on data that needs to be
sent to the second device, a TCP packet whose payload
is empty, and the collector encapsulates raw data into
the TCP packet and sends, to the second device, a TCP
packet obtained after encapsulation of the data, so that
control information and data information in a TCP proto-
col stack on the concentrator can be separated. In addi-
tion, in terms of perception of an external system (the
second device), this has no difference from the prior art
in which data encapsulation is independently performed
by a concentrator. In other words, this embodiment of
this application has no impact on an external system.
[0007] Optionally, before the concentrator determines
the first TCP packet, the collector sends a first message
to the concentrator, and the first message includes infor-
mation about the first data.
[0008] Specifically, the information about the first data
may represent a data characteristic of the first data but
not raw data of the first data. In this way, consumption
of and impact on system resources caused by copying
of a large amount of data inside the device (for example,
copying from the collector to the concentrator) can be
reduced. In other words, consumption of bandwidth of a
link between the collector and the concentrator is re-
duced.
[0009] Optional ly, the information about the first data
includes a data type of the first data, a start position of
the first data in a storage of the collector, and an amount
of data.
[0010] The amount of data may be an amount of data
corresponding to each data type. Specifically, the data
type may be a traffic statistics result, system resource
utilization, or the like. The system resource herein may
be a CPU, a memory, a forwarding table, or the like. In
this way, the concentrator can perform unified scheduling
based on the information about the first data. That is, the
concentrator can determine how to encapsulate data cor-
responding to each data type into a TCP packet.
[0011] Optionally, the indication information includes
a data type and position information of the first data,
where the position information includes the start position
and a length of the first data in the storage of the collector,
or the position information includes the start position and
an end position of the first data in the storage of the col-
lector.
[0012] In this way, after determining the data type and
the position information of the first data, the collector may
add the first data from a specified position in a local mem-
ory to a specified position in the first TCP packet based
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on a locally stored mapping relationship between data
types and positions of data in the memory.
[0013] Optionally, the concentrator receives an ac-
knowledgement ACK packet that is sent by the second
device and that is corresponding to the second TCP pack-
et; the concentrator sends a second message to the col-
lector, where the second message is used to notify the
collector that the concentrator has received the ACK
packet; and the collector releases, based on the second
message, the first data stored in the collector, to avoid
resource waste caused by long-time occupation of mem-
ory resources by the first data.
[0014] In this embodiment of this application, a timeout
retransmission mechanism of the TCP protocol stack is
the same as implementation in a current kernel, and no
modification is required. To be specific, if no ACK packet
is obtained after send i ng the second TCP packet times
out, the concentrator sends the unacknowledged packet
again, and content of the packet is the same as content
of the previously sent packet. In other words, the first
device may perform the foregoing packet sending proc-
ess again in this case.
[0015] Optionally, if a TCP connection between the first
device and the second device is disconnected, the con-
centrator sends a third message to the col lector, where
the third message is used to notify the collector that the
TCP connection is disconnected; and the collector re-
leases, based on the third message, the first data stored
in the collector.
[0016] With the foregoing manner, resource waste
caused by long-time occupation of memory resources by
the first data can be avoided.
[0017] According to a second aspect, a data transmis-
sion method is provided. A collector in a first device re-
ceives a first TCP packet sent by a concentrator in the
first device, where the first TCP packet is determined by
the concentrator based on first data that needs to be sent
by the collector to a second device, a payload of the first
TCP packet is empty, and the first TCP packet includes
indication information, where the indication information
is used to instruct the collector to generate a second TCP
packet based on the first TCP packet, a header of the
second TCP packet is the same as a header of the first
TCP packet, and a payload of the second TCP packet
includes the first data;
the collector generates the second TCP packet based
on the first TCP packet; and
the collector sends the second TCP packet to the second
device.
[0018] In this embodiment of this application, the con-
centrator may generate, based on data that needs to be
sent to the second device, a TCP packet whose payload
is empty, and the collector encapsulates raw data into
the TCP packet and sends, to the second device, a TCP
packet obtained after encapsulation of the data, so that
control information and data information in a TCP proto-
col stack on the concentrator can be separated. In addi-
tion, in terms of perception of an external system (the

second device), this has no difference from the prior art
in which data encapsulation is independently performed
by a concentrator. In other words, this embodiment of
this application has no impact on an external system.
[0019] Optionally, the collector sends a first message
to the concentrator, and the first message includes infor-
mation about the first data.
[0020] Specifically, the information about the first data
may represent a data characteristic of the first data but
not raw data of the first data. In this way, consumption
of and impact on system resources caused by copying
of a large amount of data inside the device (for example,
copying from the collector to the concentrator) can be
reduced. In other words, consumption of bandwidth of a
link between the collector and the concentrator is re-
duced.
[0021] Optionally, the information about the first data
includes a data type of the first data, a start position of
the first data in a storage of the collector, and an amount
of data.
[0022] The amount of data may include an amount of
data corresponding to each data type. Specifically, the
data type may be a traffic statistics result, system re-
source utilization, or the like. The system resource herein
may be a CPU, a memory, a forwarding table, or the like.
In this way, the concentrator can perform unified sched-
uling based on the information about the first data. That
is, the concentrator can determine how to encapsulate
data corresponding to each data type into a TCP packet.
[0023] Optionally, the indication information includes
a data type and position information of the first data,
where the position information includes the start position
and a length of the first data in the storage of the collector,
or the position information includes the start position and
an end position of the first data in the storage of the col-
lector.
[0024] In this way, after determining the data type and
the position information of the first data, the collector may
add the first data from a specified position in a local mem-
ory to a specified position in the first TCP packet based
on a locally stored mapping relationship between data
types and positions of data in the memory. Optionally,
the collector rece i ves a second message sent by the
concentrator, where the second message is used to no-
tify the collector that the concentrator has received an
acknowledgement ACK packet corresponding to the sec-
ond TCP packet; and
the collector releases, based on the second message,
the first data stored in the collector, to avoid resource
waste caused by long-time occupation of memory re-
sources by the first data.
[0025] In this embodiment of this application, a timeout
retransmission mechanism of the TCP protocol stack is
the same as implementation in a current kernel, and no
modification is required. To be specific, if no ACK packet
is obtained after sending the second TCP packet times
out, the concentrator sends the unacknowledged packet
again, and content of the packet is the same as content
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of the previously sent packet. In other words, the first
device may perform the foregoing packet sending proc-
ess again in this case.
[0026] Optionally, the collector receives a third mes-
sage sent by the concentrator, where the third message
is used to notify the collector that a TCP connection be-
tween the first device and the second device is discon-
nected; and the collector releases, based on the third
message, the first data stored in the collector, to avoid
resource waste caused by long-time occupation of mem-
ory resources by the first data.
[0027] According to a third aspect, a data transmission
apparatus is provided, configured to perform the method
according to any one of the first aspect and possible im-
plementations of first aspect. Specifically, the data trans-
mission apparatus includes a concentrator configured to
perform the method according to any one of the first as-
pect and the possible implementations of first aspect.
[0028] According to a fourth aspect, a data transmis-
sion apparatus is provided, configured to perform the
method according to any one of the first aspect and the
possible implementations of first aspect. Specifically, the
data transmission apparatus includes a unit configured
to perform the method according to any one of the second
aspect and the possible implementations of second as-
pect.
[0029] According to a fifth aspect, a data transmission
apparatus is provided, configured to perform the method
according to any one of the second aspect and the pos-
sible implementations of second aspect. Specifically, the
data transmission apparatus includes a collector config-
ured to perform the method according to any one of the
second aspect and the possible implementations of sec-
ond aspect.
[0030] According to a sixth aspect, a data transmission
apparatus is provided, configured to perform the method
according to any one of the second aspect and the pos-
sible implementations of second aspect. Specifically, the
data transmission apparatus includes a unit configured
to perform the method according to any one of the second
aspect and the possible implementations of second as-
pect. According to a seventh aspect, a data transmission
apparatus is provided, and the data transmission appa-
ratus includes a communications interface, a memory, a
processor, and a bus system. The communications in-
terface, the memory, and the processor are connected
by using the bus system. The memory is configured to
store an instruction. The processor is configured to exe-
cute the instruction stored in the memory to control the
communications interface to receive and/or transmit a
signal. When the processor executes the instruction
stored in the memory, the execution causes the proces-
sor to perform the method according to any one of the
first aspect and the possible implementations of the first
aspect.
[0031] According to an eighth aspect, a data transmis-
sion apparatus is provided, and the data transmission
apparatus includes a communications interface, a mem-

ory, a processor, and a bus system. The communications
interface, the memory, and the processor are connected
by using the bus system. The memory is configured to
store an instruction. The processor is configured to exe-
cute the instruction stored in the memory to control the
communications interface to receive and/or transmit a
signal. When the processor executes the instruction
stored in the memory, the execution causes the proces-
sor to perform the method according to any one of the
second aspect and the possible implementations of the
second aspect.
[0032] According to a ninth aspect, a computer read-
able medium is provided, configured to store a computer
program, where the computer program includes an in-
struction used to perform the method according to any
possible implementation of any foregoing aspect.
[0033] According to a tenth aspect, a computer pro-
gram product is provided, and the computer program
product includes computer program code, where execu-
tion of the computer program code by a communications
device (for example, a data transmission apparatus)
causes the communications device to perform the meth-
od according to any possible implementation of any fore-
going aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0034]

FIG. 1 is a schematic diagram of a gRPC architecture
according to an embodiment of this application;
FIG. 2 is a schematic diagram of a gRPC protocol
stack according to an embodiment of this application;
FIG. 3 is a schematic diagram of a TCP/IP protocol
stack according to an embodiment of this application;
FIG. 4 is a schematic diagram of a TCP packet format
according to an embodiment of this application;
FIG. 5 is a schematic flowchart of a data transmission
method according to an embodiment of this applica-
tion;
FIG. 6 is a schematic diagram of a specific gRPC
architecture according to an embodiment of this ap-
plication;
FIG. 7 is a schematic flowchart of a data transmission
apparatus according to an embodiment of this appli-
cation;
FIG. 8 is a schematic block diagram of a concentrator
according to an embodiment of this application; and
FIG. 9 is a schematic block diagram of a collector
according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0035] The following describes technical solutions of
this application with reference to the accompanying
drawings.
[0036] FIG. 1 is a schematic diagram of a gRPC archi-
tecture according to an embodiment of this application.
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The gRPC architecture includes: a server 11, for exam-
ple, a C++ server 11; and at least one client. FIG. 1 shows
a Ruby client 12 and an Android-Java client 13. The Ruby
client 12 herein may be, for example, a computer termi-
nal, and the Android-Java client 13 herein may be, for
example, a mobile phone terminal. The C++ server 11
includes a gRPC server, and the Ruby client 12 and the
Android-Java client 13 each includes a gRPC stub. Spe-
cifically, the server implements a called interface and
runs the gRPC server to process a call of a client service,
and a client service initiating a remote call implements,
by using the stub, a method the same as that of the gRPC
server.
[0037] Specifically, the gRPC architecture may be
used to collect performance data. In this case, the C++
server 11 may be a network device that needs to collect
data or needs to be monitored. The gRPC stubs in the
Ruby client 12 and the Android-Java client 13 may each
establish a gRPC protocol connection with the gRPC
server. The gRPC stub in the client may send a Proto
request to the gRPC server to request/subscribe to per-
formance data or a status. After receiving the proto re-
quest, the gRPC server replies to the corresponding
gRPC stub with a Proto response to release performance
data or a response status.
[0038] FIG. 2 is a schematic diagram of a gRPC pro-
tocol stack according to an embodiment of this applica-
tion. From the top down, the gRPC protocol stack in-
cludes a ProtoBuff layer, a gRPC layer, a Hypertext
Transfer Protocol (HTTP) 2.0 layer, a Transport Layer
Security (TLS) layer, a TCP layer, and an Internet Pro-
tocol (IP) layer. In the gRPC architecture, the ProtoBuff
layer is used to describe service data and ProtoBuff en-
coded data is carried over the HTTP 2.0/TLS/TCP.
[0039] FIG. 3 is a schematic diagram of a TCP/IP pro-
tocol stack according to an embodiment of this applica-
tion. The TCP/IP protocol stack is in correspondence with
a seven-layer network model defined by Open System
Interconnection (OSI). Specifically, the TCP/IP protocol
stack includes an application layer, a transport layer, an
Internet layer, and a network interface layer, and the sev-
en-layer network model defined by the OSI includes an
application layer, a presentation layer, a session layer,
a transport layer, a network layer, a data link layer, and
a physical layer. The application layer, the presentation
layer, and the session layer in OSI may be corresponding
to the application layer in the TCP/IP protocol stack, the
transport layer in OSI may be corresponding to the trans-
port layer in the TCP/IP protocol, the network layer in
OSI may be corresponding to the Internet layer in the
TCP/IP protocol stack, and the data link layer and the
physical layer in OSI may be corresponding to the net-
work interface layer in the TCP/IP protocol stack. In ad-
dition, in the TCP/IP, a protocol data unit (PDU) at the
application layer is a message, a PDU at the transport
layer is a segment (segment), a PDU at the Internet layer
is a packet, and a PDU at the network interface layer is
a frame and a bit.

[0040] FIG. 4 is a schematic diagram of a TCP packet
format according to an embodiment of this application.
A source port field occupies 16 bits and includes a port
number for initial communication. A purpose of a source
port and an IP address is to identify a return address of
a packet. A destination port field occupies 16 bits. The
destination port field defines a transmission destination
and specifies an application interface on a recipient com-
puter.
[0041] A sequence number field occupies 32 bits and
is used to indicate a number of a first byte of a segment
sent by a TCP source device to a destination device. An
acknowledgement number field also occupies 32 bits,
and is used to indicate a first byte of a next segment that
the destination device is expecting to receive and an-
nounce that all previous data has been received correct-
ly. In addition, the acknowledgment number field is valid
only when an ACK flag is set.
[0042] A data offset field occupies 4 bits, including a
size of a TCP header. The header may include option
content, and therefore a length of the TCP header is var-
iable. The length of the header is 32 bits or 4 octets.
Actual ly, the length of the header also indicates a start
offset value of a data region in a segment.
[0043] A reserved field is a 6-bit field, with a value of
0, reserved for defining new usage in the future.
[0044] There are 6 control bits in total, and each flag
bit can enable a control function. An urgent pointer field
flag (URG) indicates that an urgent pointer field of the
TCP packet is valid, and is used to ensure that a TCP
connect ion is not inter rupted and urge an intermediate
device to process the data as soon as possible.
[0045] An acknowledgement field flag (ACK) indicates
that the response field is valid when being 1, meaning
that a TCP response number is included in a TCP seg-
ment; and indicates otherwise when being 0.
[0046] A push function (PSH) indicates a push opera-
tion. The push operation herein means that a data packet
is sent to an application program immediately after arriv-
ing at a receive end, instead of being queued in a buffer.
[0047] Reset the connection (RST) is used to reset a
connection on which an error occurs, and can also be
used to reject an error or invalid data packet.
[0048] Synchronize sequence numbers (SYN) are
used to establish a connection.
[0049] FIN (No more data from sender) indicates that
the transmit end has sent the end of data, and data trans-
mission is completed. After a TCP segment containing a
FIN flag bit is sent, a connection is disconnected.
[0050] A window occupies 16 bits, and represents a
quantity of bytes of data, sent by a source host, that a
destination host expects to receive each time.
[0051] A checksum field occupies 16 bits and is used
for error check. The source host computes a checksum
based on partial IP header information, a TCP header,
and data content, and the destination host also performs
identical computation. If there is no error in received con-
tent, the computation results obtained by the source host
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and the destination host should be completely identical,
to prove validity of data.
[0052] An urgent pointer field is an optional 16-bit point-
er that points to the position of a last byte within a seg-
ment. This field is valid only when the URG flag is set.
[0053] An option field is a variable-length field of at
least one byte, identifying which option (if any) is valid.
If there is no option, this byte is 0, indicating the end of
options. This byte being 1 indicates that no further oper-
ation is required; and this byte being 2 indicates that the
next four bytes include a maximum segment size (Max-
imum Segment Size, MSS) of a source machine.
[0054] Extra 0s are added to a padding field to ensure
that the TCP header is an integer multiple of 32.
[0055] It can be understood that a task of the TCP pro-
tocol is to ensure reliability of data transmission and
needs to support acknowledgment and retransmission
of packets. This makes a TCP connection between each
pair of client and server only able to serve the client and
the server. In this case, each pair of server and client has
a unique matching TCP source port and destination port.
[0056] FIG. 5 is a schematic flowchart of a data trans-
mission method according to an embodiment of this ap-
plication. The method is performed by a first device, and
data transmission is performed between the first device
and a second device through a TCP connection. The first
device may be a gRPC server or a network device in-
cluding a gRPC server, for example, as a chassis switch
or a router. The second device may be a gRPC client or
a network device including a gRPC client, for example,
an analyzer.
[0057] The data transmission method provided in this
embodiment of this application may be applied to a gRPC
architecture. Reference may be made to the foregoing
description for the gRPC architecture. FIG. 6 is a sche-
matic diagram of a specific gRPC architecture according
to an embodiment of this application. Here i n, the first
device may be a switch 61 in the gRPC architecture, and
the second device may be an analyzer 62 in the gRPC
architecture. For ease of understanding, the following de-
scribes the data transmission method provided in this
embodiment of this application by using the gRPC archi-
tecture shown in FIG. 6 as an example. However, this
should not be construed as any limitation on the embod-
iments of this application.
[0058] The gRPC architecture shown in FIG. 6 includes
the switch 61 and the analyzer 62. The switch 61 may
function as a gRPC server for collecting performance da-
ta. Specifically, the switch 61 may include a concentrator
and a plurality of collectors. The collector may perform
data collection, and the concentrator may process data
collected by the collectors. The concentrator herein may
also be referred to as a concentrating point, and general
ly may be a main processing unit (MPU). The collector
may be a line processing unit (LPU). In addition, the MPU
may also be referred to as a main control board, and the
LPU may also be referred to as a service board. For ex-
ample, the switch 61 in FIG. 6 includes a concentrator

612 and three collectors (a collector 614, a collector 616,
and a collector 618). The concentrator 612 may perform
data processing based on data collected by the three
collectors.
[0059] In addition, in this embodiment of this applica-
tion, the concentrator and the collectors may each in-
clude a central processing unit (CPU). The CPU in the
concentrator may run a control information processing
flow in a TCP protocol stack. The CPU in the collector
may run a data information processing flow in the TCP
protocol stack. It should be understood that this embod-
iment of this application is described by using only that
the processing process of the protocol stack runs on a
CPU as example, but this embodiment of this application
is not limited thereto. For example, in specific implemen-
tation, the processing flow of the protocol stack may al-
ternatively be run by using a programmable device (such
as an FPGA).
[0060] It should be understood that this embodiment
of this application is described by us i ng only the gRPC
arch i tecture shown in FIG. 6 as an example, but th i s
app I i cat i on is not limited thereto. For example, the
gRPC architecture may further include more than one
analyzer, or the switch may include more collectors.
[0061] In this embodiment of this application, the
switch 61 and the analyzer 62 may establish a TCP con-
nection and communicate with each other through the
TCP connection. The TCP connection herein may be an
on-demand connection. To be specific, when the switch
61 needs to send data to the analyzer 62, the switch 61
requests the analyzer 62 to establish a TCP connection.
Alternatively, when the analyzer 62 needs to send data
to the switch 61, the analyzer 62 requests the switch 61
to establish a TCP connection. When data transmission
ends, the TCP connection between the switch 61 and
the analyzer 62 may be disconnected. Alternatively, the
TCP connection may be a permanent connection. To be
specific, a plurality of remote procedure calls share one
connection. In this case, after a remote procedure call
ends, the TCP connection may be retained so that a next
remote procedure call may continue to use the TCP con-
nection.
[0062] In an implementation, the switch 61 may pub-
licly disclose an IP address and a TCP port number, and
the analyzer 62 actively establishes a TCP connection
with the switch 61. In another possible implementation,
the analyzer 62 publicly discloses an IP address and a
TCP port number, and the switch 61 actively establishes
a TCP connection with the analyzer 62.
[0063] It should be noted that in this embodiment of
this application, when the switch 61 and the analyzer 62
establish a TCP connection, the IP address and the TCP
port number that are used by the switch 61 are an IP
address and a TCP port number of the concentrator. In
other words, in this embodiment of this application, the
TCP connection is logically a TCP connect i on between
the concentrator and the analyzer. In this way, an external
system perceives as if the concentrator has sent the data
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to the analyzer.
[0064] It should be understood that in this embodiment
of this application, after a TCP connection is established
between the concentrator 612 and the analyzer 62, the
concentrator 612 may generate a TCP packet based on
data that needs to be sent by a collector to the analyzer.
The concentrator sends the TCP packet to the collector.
After receiving the TCP packet, the collector adds, into
the TCP packet, the data that needs to be sent to the
analyzer, and forwards a TCP packet obtained after the
data is added, to the analyzer 62 by using a forwarding
chip. It can be learned that the TCP packet is actually
forwarded through a concentrator - collector - analyzer
physical path, and therefore the concentrator - collector
- analyzer physical path may be called an actual TCP
connection. The forwarding chip herein may be, for ex-
ample, a LAN switch (LSW) chip.
[0065] In an example, after generating a TCP packet
based on data that needs to be sent by the collector 618
to the analyzer 62, the concentrator 612 sends the TCP
packet to the collector 618. Then, the collector 618 adds
the data to the TCP packet and sends, to the analyzer
62, a TCP packet obtained after the data is added. In
addition, a source address of the TCP packet obtained
after the data is added is the IP address and the TCP
port number of the concentrator 612. This is perceived
by an external system as if the concentrator 612 has sent
the TCP packet obtained after the data is added to the
analyzer 62. Therefore, it can be considered that a con-
centrator 612 - collector 618-analyzer 62 physical path
is an actual TCP connection, and the TCP connection
between the concentrator 612 and the analyzer 62 is a
logical TCP connection.
[0066] It should also be understood that the TCP con-
nect i on estab I i shment manner descr i bed in this
embodiment of this application is merely used as an ex-
ample, and is not intended to limit the protection scope
of this embodiment of this application. In a specific im-
plementation process, the TCP connection between the
switch 61 and the analyzer 62 may alternatively be es-
tablished in other manners, for which details are not de-
scribed herein.
[0067] Specifically, in this embodiment of this applica-
tion, the method shown in FIG. 5 includes steps 510 to
550.
[0068] Optionally, 510: A collector sends a first mes-
sage to the concentrator, where the first message in-
cludes information about first data that needs to be sent
by the collector to a second device.
[0069] Specifically, the information about the first data
may represent a data characteristic of the first data but
not the first data itself. In other words, in this embodiment
of this application, when determining that the first data is
to be sent to the second device, the collector needs to
send only the information about the first data to the con-
centrator but not the first data to the concentrator. Herein,
the information about the first data may include, for ex-
ample, a data type of the first data, a start position of the

first data in a storage of the collector, and an amount of
data. The amount of data may include an amount of data
corresponding to each data type. The data type may be
a traffic statistics result, system resource utilization, or
the like. The system resource herein may be a CPU, a
memory, a forwarding table, or the like. In this way, the
concentrator can perform unified scheduling based on
the information about the first data. That is, the concen-
trator can determine how to encapsulate data corre-
sponding to each data type into a TCP packet.
[0070] In a specific example, when determining that
first data is to be sent to the analyzer 62, the collector
618 may send only a first message to the concentrator
612, without a need to send the first data itself to the
concentrator 612. The first message includes a data type
of the first data that needs to be sent by the collector 618
to the analyzer 62, the start position of the first data in a
storage of the collector 618, and an amount of data.
[0071] Alternatively, optionally, in some possible im-
plementations, the collector may send raw data of the
first data to the concentrator.
[0072] 520: The concentrator generates a first TCP
packet. A payload of the first TCP packet is empty, and
the first TCP packet includes indication information. The
indication information is used to instruct the collector to
generate a second TCP packet based on the first TCP
packet. A header of the second TCP packet is the same
as a header of the first TCP packet, and a payload of the
second TCP packet includes the first data. In other words,
the collector may encapsulate the first data into the first
TCP packet to generate the second TCP packet.
[0073] The concentrator may include a software mod-
ule responsible for establishing a TCP connection with
an external second device and maintaining a TCP/IP pro-
tocol stack of the concentrator. For example, the software
module may run on a CPU. The TCP/IP protocol stack
is responsible for processing all packets and state ma-
chines on a TCP/IP control plane. The software module
herein may receive the first message and generate a first
TCP packet based on the first message. In the first TCP
packet, a source address is an IP address and a port
address of the concentrator, and a destination address
is an IP address and a port address of the second device.
Specifically, for a packet format of the first TCP packet,
refer to the description in FIG. 4. To avoid repetition, de-
tails are not described herein again.
[0074] It should be understood that, in this embodiment
of this application, the collector may not send, to the con-
centrator, the raw data that needs to be sent to the ana-
lyzer. Therefore, in this case, data that needs to be en-
capsulated into the payload is actually stored in memo-
ries of the collectors. It can be learned that in this em-
bodiment of this application, data collected by the collec-
tors does not need to be sent up to the concentrator.
Therefore, the TCP protocol stack on the concentrator
on I y needs to be responsible for processing packets
and state machines on the control plane, but not to be
responsible for processing packets and state machines
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on a data plane.
[0075] Therefore, in this embodiment of this applica-
tion, some functions of the TCP protocol stack on the
concentrator may be offloaded to the collectors for im-
plementation, so that control information and data infor-
mation in the TCP protocol stack on the concentrator are
separated. In this way, consumption of and impact on
system resources caused by copying of a large amount
of data inside the device (for example, copying from the
collector to the concentrator) can be reduced. In other
words, consumption of bandwidth of a I ink between the
collector and the concentrator is reduced. In addition,
impact on other message packets between the concen-
trator and the collector can also be reduced. The other
messages herein are, for example, control messages
that need to be reported to the concentrator for process-
ing, or control messages between the concentrator and
the collector.
[0076] In this case, the concentrator needs to instruct
the collector to encapsulate real data by using special
control information (that is, the foregoing indication infor-
mation). Specifically, the control information (or the indi-
cation information) may be a field of the first TCP packet,
for example, a Ctrl_info field. This field includes informa-
tion about the first data to be added to the payload of the
first TCP packet.
[0077] Optionally, in this embodiment of this applica-
tion, the indication information may include the data type
and position information of the first data. The position
information includes the start position and a length of the
first data in a storage of the collector, or the position in-
formation includes the start position and an end position
of the first data in a storage of the collector. In this way,
after determining the data type and the position informa-
tion of the first data, the collector may read the first data
from a local memory based on the position information
and add the first data to the payload of the first TCP pack-
et.
[0078] In this embodiment the concentrator may deter-
mine, based on the first message sent by the collector,
information about a I I data that needs to be sent by the
collector to the second device, for example, information
such as at least one data type, a start position of data,
corresponding to each data type, in the storage of the
collector, and an amount of data. Then, the collector per-
forms unified planning to determine that the first data is
to be sent by using at least one TCP packet. For example,
when a plurality of data types are included in the first
data, the concentrator may encapsulate indication infor-
mation of data of a same data type into one TCP packet.
[0079] In an example, when receiving a first message
sent by the collector 618, the concentrator 612 may gen-
erate a first TCP packet based on the first message. For
the first TCP packet, a source address is the IP address
and the TCP port number of the concentrator 612, a des-
tination address is the IP address and the TCP port
number of the analyzer 62, and a payload is empty. In
addition, the first TCP packet further includes a Ctrl_info

field, and the Ctrl_info field is used to instruct the collector
618 to encapsulate real data. Specifically, the Ctrl_info
field may include a data type, a start position, and a length
of the first data to be encapsulated into the payload of
the TCP packet.
[0080] 530: The concentrator sends the first TCP pack-
et to the collector. Specifically, the concentrator may
send the first TCP packet to the collector by using a con-
nection between the concentrator and the collector.
[0081] 540: The collector generates the second TCP
packet based on the first TCP packet. Specifically, the
collector may encapsulate the first data into the first TCP
packet to obtain the second TCP packet.
[0082] Specifically, in this embodiment of this applica-
tion, the collector also has a TCP protocol stack, and the
TCP protocol stack is responsible for processing packets
and state machines on the data plane. Specifically, after
receiving the first TCP packet, the collector may deter-
mine the data type and position information of the first
data based on the indication information in the first TCP
packet. Then, the collector reads the first data from the
memory based on the position information, and encap-
sulates the first data into the pay load of the first TCP
packet to obtain the second TCP packet. In other words,
the payload of the second TCP packet is the first data.
[0083] In a specific example, after receiving the first
TCP packet sent by the concentrator 612, the collector
618 may read, based on the data type and the position
information of the first data in the Ctrl_info field of the first
TCP packet, a corresponding type of data from a speci-
fied position in the local memory, and encapsulates the
data into the first TCP packet to generate the second
TCP packet whose payload is the first data.
[0084] 550: The collector sends the second TCP pack-
et to the second device.
[0085] In a specific example, after generating the sec-
ond TCP packet, the collector 618 forwards the second
TCP packet to the analyzer 62 by using a local LSW chip.
[0086] In this embodiment of this application, the con-
centrator may generate, based on data that needs to be
sent to the second device, a first TCP packet whose pay
load is empty, and the collector encapsulates raw data
into the first TCP packet and sends, to the second device,
a second TCP packet obtained after encapsulation of the
raw data, so that control information and data information
in a TCP protocol stack on the concentrator can be sep-
arated. In addition, in terms of perception of an external
system (the second device), this has no difference from
the prior art in which data encapsulation is independently
performed by a concentrator. In other words, this embod-
iment of this application has no impact on an external
system.
[0087] Optionally, in this embodiment of this applica-
tion, the concentrator further receives an acknowledge-
ment ACK packet that is sent by the second device and
that is corresponding to the second TCP packet. The
concentrator sends the second message to the collector,
and the second message is used to notify the collector
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that the concentrator has received the ACK packet. The
collector releases, based on the second message, the
first data stored in the collector.
[0088] Specifically, after receiving the second TCP
packet, the second device may send, to the switch, the
acknowledgement ACK packet corresponding to the sec-
ond TCP packet. Specifically, when the second device
receives the second TCP packet, the second device can-
not perceive division of labor and special processing of
the concentrator and collector within the first device at
all because the source address of the second TCP packet
is still the IP address and the port address of the concen-
trator. In this case, the second device may send the ACK
packet to the first device based on a prior-art processing
flow (that is, by using an actual analyzer - collector - con-
centrator TCP connection). The LSW chip on the collec-
tor sends the received ACK packet whose destination IP
address points to the switch (that is, the first device), up
to the CPU of the concentrator for processing. This proc-
ess is consistent with the prior-art processing flow.
[0089] It can be understood that when the analyzer
sends the ACK packet by using the actual TCP connec-
tion, the LSW chip of the collector forwards only the ACK
packet, and the CPU on the collector does not obtain the
ACK packet. Therefore, the collector cannot be sure
whether the analyzer has received the ACK packet, and
the collector cannot determine whether locally stored da-
ta (that is, the first data) that is corresponding to the sec-
ond TCP packet needs to be released. Therefore, when
normally receiving an ACK response, the concentrator
may update a local protocol stack status. In addition, the
concentrator may send the second message to the col-
lector to notify the collector that the ACK packet has been
received. The second message herein may be a separate
notification message. In this way, the collector can re-
lease, based on the second message, the first data stored
in the collector, to avoid resource waste caused by long-
time occupation of memory resources by the first data.
[0090] In addition, in this embodiment of this applica-
tion, a timeout retransmission mechanism of the TCP
protocol stack is the same as implementation in a current
kernel, and no modification is required. To be specific, if
no ACK packet is obtained after sending the second TCP
packet times out, the concentrator sends the unacknowl-
edged packet again, and content of the packet is the
same as content of the previously sent packet. In other
words, the first device may perform the foregoing process
from 520 to 550 (or from 530 to 550) again in this case.
[0091] Optionally, the method further includes: if the
TCP connection between the first device and the second
device is disconnected, the concentrator sends a third
message to the collector, where the third message is
used to notify the collector that the TCP connection is
disconnected; and the collector releases, based on the
third message, the first data stored in the collector.
[0092] Specifically, if the TCP connection is discon-
nected, the concentrator may send the third message to
the collector, and the third message is used to notify the

collector that the TCP connection is disconnected. The
third message herein may also be a separate message.
In addition, disconnection of the TCP connection includes
that the switch actively disconnects the connection or the
analyzer actively disconnects the connection. When re-
ceiving the third message, the collector may release the
first data stored in the collector. That is, when the TCP
connection between the switch and the analyzer is dis-
connected, the collector may release the data stored in
the local memory that needs to be sent to the analyzer.
[0093] FIG. 7 is a schematic block diagram of a data
transmission apparatus 700 according to an embodiment
of this application. The apparatus 700 includes a con-
centrator 710 and a collector 720.
[0094] The concentrator 710 is configured to generate
a first TCP packet based on first data that needs to be
sent by the collector 720 to a second device, where a
pay load of the first TCP packet is empty, the first TCP
packet includes indication information, and the indication
information is used to instruct the collector 720 to gen-
erate a second TCP packet based on the first TCP pack-
et, where a header of the second TCP packet is the same
as a header of the first TCP packet, and a pay load of
the second TCP packet includes the first data.
[0095] The concentrator 710 is further configured to
send the first TCP packet to the collector 720.
[0096] The collector 720 is configured to generate the
second TCP packet based on the first TCP packet.
[0097] The collector 720 is further configured to send
the second TCP packet to the second device.
[0098] In this embodiment of this application, the con-
centrator may generate, based on data that needs to be
sent to the second device, a first TCP packet whose pay
load is empty, and the collector encapsulates raw data
into the first TCP packet and sends, to the second device,
a second TCP packet obtained after encapsulation of the
raw data, so that control information and data information
in a TCP protocol stack on the concentrator can be sep-
arated. In addition, in terms of perception of an external
system (the second device), this has no difference from
the prior art in which data encapsulation is independently
performed by a concentrator. In other words, this embod-
iment of this application has no impact on an external
system.
[0099] Optionally, the collector 720 is further config-
ured to send a first message to the concentrator 710,
where the first message includes information about the
first data that needs to be sent by the collector 720 to the
second device.
[0100] Optionally, the information about the first data
includes a data type of the first data, a start position of
the first data in a storage of the collector, and an amount
of data.
[0101] Optionally, the indication information includes
the data type and position information of the first data,
where the position information includes the start position
and a length of the first data in the storage of the collector,
or the position information includes the start position and
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an end position of the first data in the storage of the col-
lector.
[0102] Optionally, the concentrator 710 is further con-
figured to receive an acknowledgement ACK packet that
is sent by the second device and that is corresponding
to the second TCP packet;
the concentrator 710 is further configured to send a sec-
ond message to the collector 720, where the second mes-
sage is used to notify the collector 720 that the concen-
trator has received the ACK packet; and
the collector 720 is further configured to release, based
on the second message, the first data stored in the col-
lector 720.
[0103] Optionally, if a TCP connection between the first
device and the second device is disconnected, the con-
centrator 710 is further configured to send a third mes-
sage to the collector 720, where the third message is
used to notify the collector 720 that the TCP connection
is disconnected; and
the collector 720 is further configured to release, based
on the third message, the first data stored in the collector
720.
[0104] FIG. 8 is a schematic block diagram of a con-
centrator 800 for data transmission according to an em-
bodiment of this application. Specifically, a first device
includes the concentrator 800 and a collector. The con-
centrator 800 includes:

a generation unit 810, configured to generate a first
TCP packet based on first data that needs to be sent
by the collector to a second device, where a pay load
of the first TCP packet is empty, the first TCP packet
includes indication information, and the indication in-
formation is used to instruct the collector to generate
a second TCP packet based on the first TCP packet,
where a header of the second TCP packet is the
same as a header of the first TCP packet, and a
payload of the second TCP packet includes the first
data; and
a sending unit 820, configured to send the first TCP
packet to the collector, so that the collector gener-
ates the second TCP packet and sends the second
TCP packet to the second device.

[0105] In this embodiment of this application, the con-
centrator 800 may generate, based on data that needs
to be sent to the second device, a first TCP packet whose
pay load is empty, and the collector encapsulates raw
data into the TCP packet and sends, to the second de-
vice, a TCP packet obtained after encapsulation of the
raw data, so that control information and data information
in a TCP protocol stack on the concentrator 800 can be
separated. In addition, in terms of perception of an ex-
ternal system (the second device), this has no difference
from the prior art in which data encapsulation is inde-
pendently performed by a concentrator. In other words,
this embodiment of this application has no impact on an
external system.

[0106] Optionally, the concentrator 800 further in-
cludes:
a receiving unit, configured to receive the first message
sent by the collector, where the first message includes
information about the first data. Optionally, the informa-
tion about the first data includes a data type of the first
data, a start position of the first data in a storage of the
collector, and an amount of data.
[0107] Optionally, the indication information includes
the data type and position information of the first data,
where the position information includes the start position
and a length of the first data in the storage of the collector,
or the position information includes the start position and
an end position of the first data in the storage of the col-
lector.
[0108] Optionally, the receiving unit is further config-
ured to receive an acknowledgement ACK packet that is
sent by the second device and that is corresponding to
the second TCP packet; the sending unit 820 is further
configured to send a second message to the collector,
where the second message is used to notify the col lector
that the concentrator has received the ACK message, so
that the collector releases the first data stored in the col-
lector, thereby avoiding resource waste caused by long-
time occupation of memory resources by the first data.
The release includes deletion.
[0109] Optionally, if a TCP connection between the first
device and the second device is disconnected, the send-
ing unit 820 sends a third message to the collector, where
the third message is used to notify the collector that the
TCP connection is d i sconnected, so that the collector
releases the first data stored in the collector, thereby
avoiding resource waste caused by long-time occupation
of memory resources by the first data.
[0110] It should be noted that in this embodiment of
the present invention, the generation unit 810 may be
implemented by a processor, the sending unit 820 may
be implemented by a communication interface, and the
storage may be configured to store, for example, code
for execution by the processor. Specifically, the proces-
sor may be specifically configured to determine the first
TCP packet based on the first data that needs to be sent
by the collector to the second device, where the payload
of the first TCP packet is empty, the first TCP packet
includes indication information, and the indication infor-
mation is used to instruct the collector to generate the
second TCP packet based on the first TCP packet, where
the header of the second TCP packet is the same as the
header of the first TCP packet, and the payload of the
second TCP packet includes the first data.
[0111] The sending unit 820 may be specifically con-
figured to send the first TCP packet to the collector, so
that the collector generates the second TCP packet and
sends the second TCP packet to the second device.
[0112] In an implementation process, steps in the fore-
going method may be implemented by using a hardware
integrated logic circuit in the processor, or by using soft-
ware-form instructions. The steps of the method dis-
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closed with reference to the embodiments of the present
invention may be directly performed by a hardware proc-
essor, or may be performed by using a combination of
hardware in the processor and a software module. A soft-
ware module may be located in a mature storage medium
in the art, such as a random access memory, a flash
memory, a read-only memory, a programmable read-on-
ly memory, an electrically erasable programmable mem-
ory, a register, or the like. The storage medium is located
in the memory, and a processor reads information in the
memory and completes the steps in the foregoing method
in combination with hardware of the processor. To avoid
repetition, details are not described herein again.
[0113] FIG. 9 is a schematic block diagram of a collec-
tor 900 according to an embodiment of this application.
Specifically, a first device includes a concentrator and
the collector 900. The collector 900 includes:

a receiving unit 910, configured to receive a first TCP
packet sent by the concentrator, where the first TCP
packet is determined by the concentrator based on
first data that needs to be sent by the collector to a
second device, a payload of the first TCP packet is
empty, and the first TCP packet includes indication
information, where the indication information is used
to instruct the col lector to generate a second TCP
packet based on the first TCP packet, a header of
the second TCP packet is the same as a header of
the first TCP packet, and a payload of the second
TCP packet includes the first data;
a generation unit 920, configured to generate the
second TCP packet based on the first TCP packet;
and
a sending unit 930, configured to send the second
TCP packet to the second device.

[0114] In this embodiment of this application, the con-
centrator may generate, based on data that needs to be
sent to the second device, a first TCP packet whose pay-
load is empty, and the collector encapsulates raw data
into the first TCP packet and sends, to the second device,
a second TCP packet obtained after encapsulation of the
data, so that control information and data information in
a TCP protocol stack on the concentrator can be sepa-
rated. In addition, in terms of perception of an external
system (the second device), this has no difference from
the prior art in which data encapsulation is independently
performed by a concentrator. In other words, this embod-
iment of this application has no impact on an external
system. Optionally, the sending unit 930 is further con-
figured to send a first message to the concentrator, where
the first message includes information about the first da-
ta.
[0115] Optionally, the information about the first data
includes a data type of the first data, a start position of
the first data in a storage of the collector, and an amount
of data.
[0116] Optionally, the indication information includes

the data type and position information of the first data,
where the position information includes the start position
and a length of the first data in the storage of the collector,
or the position information includes the start position and
an end position of the first data in the storage of the col-
lector.
[0117] Optionally, the receiving unit 910 is further con-
figured to receive a second message sent by the con-
centrator, and the second message is used to notify the
collector that the concentrator has received an acknowl-
edgement ACK packet corresponding to the second TCP
packet.
[0118] The generation unit 920 is further configured to
release, based on the second message, the first data
stored in the collector, to avoid resource waste caused
by long-time occupation of memory resources by the first
data.
[0119] Optionally, the receiving unit 910 is further con-
figured to receive a third message sent by the concen-
trator, and the third message is used to notify the collector
that a TCP connection between the first device and the
second device is disconnected.
[0120] The generation unit 920 is further configured to
release, based on the third message, the first data stored
in the collector, to avoid resource waste caused by long-
time occupation of memory resources by the first data.
[0121] It should be noted that in this embodiment of
the present invention, the generation unit 920 may be
implemented by a processor, the receiving unit 910 and
the sending unit 930 may be implemented by a commu-
nications interface, and the storage may be configured
to store, for example, code for execution by the proces-
sor.
[0122] In an implementation process, steps in the fore-
going method may be implemented by using a hardware
integrated logic circuit in the processor, or by using soft-
ware-form instructions. The steps of the method dis-
closed with reference to the embodiments of the present
invention may be directly performed by a hardware proc-
essor, or may be performed by using a combination of
hardware in the processor and a software module. A soft-
ware module may be located in a mature storage medium
in the art, such as a random access memory, a flash
memory, a read-only memory, a programmable read-on-
ly memory, an electrically erasable programmable mem-
ory, a register, or the like. The storage medium is located
in the memory, and a processor reads information in the
memory and completes the steps in the foregoing method
in combination with hardware of the processor. To avoid
repetition, details are not described herein again.
[0123] The apparatuses shown in FIG. 7 to FIG. 9 can
implement the processes of the apparatuses and mod-
ules corresponding to the foregoing method embodi-
ments, respectively. Specifically, for the data transmis-
sion apparatus 700, the concentrator 800, and the col-
lector 900, refer to the foregoing descriptions. To avoid
repetition, details are not described herein again.
[0124] An embodiment of this application further pro-
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vides a computer readable storage medium, and the
computer readable storage medium contains a computer
program. When the computer readable storage medium
runs on a computer, the computer performs the method
provided in the foregoing method embodiment.
[0125] An embodiment of this application further pro-
vides a computer program product that contains an in-
struction. When the computer program product runs on
a computer, the computer performs the method provided
in the foregoing method embodiment.
[0126] It should be understood that in the embodiments
of the present invention, the processor may be a central
processing unit (CPU), or may be another general-pur-
pose processor, a digital signal processor (DSP), an ap-
plication-specific integrated circuit (ASIC), a field-pro-
grammable gate array (FPGA) or another programmable
logic device, a discrete gate or a transistor logic device,
a discrete hardware component, or the like. The universal
processor may be a microprocessor or any conventional
processor or the like.
[0127] It should also be understood that the memory
in the embodiments of the present invention may be a
volatile memory or a non-volatile memory, or may include
both a volatile memory and a non-volatile memory. The
non-volatile memory may be a read-only memory (ROM),
a programmable read only memory (PROM), an erasable
programmable read-only memory (EPROM), and an
electrically erasable programmable read-only memory
(EEPROM), or flash memory. The volatile memory may
be a random access memory (RAM), and the RAM is
used as an external cache. For illustrative rather than
limitative description, many forms of RAMs are available,
for example, a static random access memory (SRAM), a
dynamic random access memory (DRAM), a synchro-
nous dynamic random access memory (SDRAM), a dou-
ble data rate synchronous dynamic random access mem-
ory (DDR SDRAM), an enhanced synchronous dynamic
random access memory (ESDRAM), a synchlink DRAM
(SLDRAM), and a direct memory bus random access
memory (DR RAM).
[0128] It should be noted that, when the processor is
a genera I-purpose processor, a DSP, an ASIC, an FPGA
or another programmable logic device, a discrete gate
or a transistor logic device, or a discrete hardware as-
sembly, the memory (storage module) is integrated in
the processor.
[0129] It should be noted that the memory described
in this specification is intended to include, but is not lim-
ited to, these memories and any other appropriate types
of memories.
[0130] It should be understood that sequence numbers
of the foregoing processes do not mean execution se-
quences in various embodiments of this application. The
execution sequences of the processes should be deter-
mined according to functions and internal logic of the
processes, and should not be construed as any limitation
on the implementation processes of the embodiments of
this application.

[0131] It should be understood that the descriptions of
first, second, and the like in the embodiments of this ap-
plication are meant only for illustration and distinguishing
between described objects without conveying a meaning
of order, and do not mean special limitations on quantities
of devices in the embodiments of this application, and
therefore do not constitute any limitation on the embod-
iments of this application.
[0132] It should be understood that the term "and/or"
in this specification describes only an association rela-
tionship for describing associated objects and represents
that three relationships may exist. For example, A and/or
B may represent the following three cases: Only A exists,
both A and B exist, and only B exists. In addition, the
character "/" in this specification indicates an "or" rela-
tionship between the associated objects.
[0133] A person of ordinary skill in the art may be aware
that, the units and algorithm steps in the examples de-
scribed with reference to the embodiments disclosed in
this specification may be implemented by electronic hard-
ware or a combination of computer software and elec-
tronic hardware. Whether the functions are performed by
hardware or software depends on particular applications
and design constraint conditions of the technical solu-
tions. A person skilled in the art may use a different meth-
od to implement the described functions for each partic-
ular application, but it should not be considered that the
implementation goes beyond the scope of this applica-
tion.
[0134] It may be clearly understood by a person skilled
in the art that, for the purpose of convenient and brief
description, for a detailed working process of the forego-
ing system, apparatus, or unit, reference may be made
to a corresponding process in the foregoing method em-
bodiments, and details are not described herein again.
[0135] In the several embodiments provided in this ap-
plication, it should be understood that the disclosed sys-
tem, apparatus, and method may be implemented in oth-
er manners. For example, the described apparatus em-
bodiments are merely examples. For example, the unit
division is merely logical function division and may be
other division in actual implementation. For example, a
plurality of units or components may be combined or in-
tegrated into another system, or some features may be
ignored or may not be performed. In addition, the dis-
played or discussed mutual couplings or direct couplings
or communication connections may be indirect couplings
or communication connections via some interfaces, ap-
paratuses, or units, and may be implemented in electron-
ic, mechanical, or other forms.
[0136] The units described as separate parts may or
may not be physicaly separate. Parts displayed as units
may or may not be physical units, and may be located in
one place or may be distributed on a plurality of network
units. Some or all of the units may be selected based on
actual requirements to achieve the objectives of the so-
lutions of the embodiments.
[0137] In addition, functional units in the embodiments
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of this application may be integrated into one process i
ng un i t, or each of the un i ts may ex i st alone physically,
or two or more units are integrated into one unit.
[0138] When the functions are implemented in the form
of a software functional unit and sold or used as an in-
dependent product, the functions may be stored in a com-
puter-readable storage medium. Based on such an un-
derstanding, the technical solutions of this application
essentially, or the part contributing to the prior art, or
some of the technical solutions may be implemented in
a form of a software product. The software product is
stored in a storage medium, and includes several instruc-
tions for instructing a computer device (which may be a
personal computer, a server, or a network device) to per-
form all or some of the steps of the method described in
the embodiments of this application. The foregoing stor-
age medium includes: any medium that can store pro-
gram code, such as a USB flash drive, a removable hard
disk, a ROM, a RAM, a magnetic disk, or an optical disc.
[0139] The forego i ng descriptions are merely specific
implementations of this application, but are not intended
to limit the protection scope of this application. Any var-
iation or replacement readily figured out by a person
skilled in the art within the technical scope disclosed in
this application shall fall within the protection scope of
this application. Therefore, the protection scope of this
application shall be subject to the protection scope of the
claims.

Claims

1. A data transmission method, where in the method is
performed by a first device, the first device comprises
a concentrator and a collector, and the method com-
prises:

generating, by the concentrator, a first Trans-
mission Control Protocol, TCP, packet based on
first data that needs to be sent by the collector
to a second device, where in a pay load of the
first TCP packet is empty, the first TCP packet
comprises indication information, and the indi-
cation information is used to instruct the collector
to generate a second TCP packet based on the
first TCP packet, wherein a header of the second
TCP packet is the same as a header of the first
TCP packet, and a payload of the second TCP
packet comprises the first data;
sending, by the concentrator, the first TCP pack-
et to the collector;
generating, by the collector, the second TCP
packet based on the first TCP packet; and
sending, by the collector, the second TCP pack-
et to the second device.

2. The method according to claim 1, wherein before the
concentrator determines the first TCP packet, the

method further comprises:
sending, by the collector, a first message to the con-
centrator, wherein the first message comprises in-
formation about the first data.

3. The method according to claim 2, wherein the infor-
mation about the first data comprises a data type of
the first data, a start position of the first data in a
storage of the collector, and an amount of data.

4. The method according to any one of claims 1 to 3,
wherein the indication information comprises a data
type and position information of the first data, where-
in the position information comprises the start posi-
tion and a length of the first data in the storage of
the collector, or the position information comprises
the start position and an end position of the first data
in the storage of the collector.

5. The method according to any one of claims 1 to 4,
wherein the method further comprises:

receiving, by the concentrator, an acknowledge-
ment, ACK, packet that is sent by the second
device and that is corresponding to the second
TCP packet;
sending, by the concentrator, a second mes-
sage to the collector, wherein the second mes-
sage is used to notify the collector that the con-
centrator has received the ACK packet; and
releasing, by the collector based on the second
message, the first data stored in the collector.

6. The method according to any one of claims 1 to 4,
wherein the method further comprises:

if a TCP connection between the first device and
the second device is disconnected, sending, by
the concentrator, a third message to the collec-
tor, wherein the third message is used to notify
the collector that the TCP connection is discon-
nected; and
releasing, by the collector based on the third
message, the first data stored in the collector.

7. A data transmission apparatus, wherein the appara-
tus is a first device, and the first device comprises a
concentrator and a collector, wherein
the concentrator is configured to generate a first
Transmission Control Protocol, TCP, packet based
on first data that needs to be sent by the collector to
a second device, wherein a pay load of the first TCP
packet is empty, the first TCP packet comprises in-
dication information, and the indication information
is used to instruct the collector to generate a second
TCP packet based on the first TCP packet, wherein
a header of the second TCP packet is the same as
a header of the first TCP packet, and a payload of
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the second TCP packet comprises the first data;
the concentrator is further configured to send the first
TCP packet to the collector;
the collector is configured to generate the second
TCP packet based on the first TCP packet; and
the collector is further configured to send the second
TCP packet to the second device.

8. The apparatus according to claim 7, wherein the col-
lector is further configured to send a first message
to the concentrator, wherein the first message com-
prises information about the first data.

9. The apparatus according to claim 8, wherein the in-
formation about the first data comprises a data type
of the first data, a start position of the first data in a
storage of the collector, and an amount of data.

10. The apparatus according to any one of claims 7 to
9, wherein the indication information comprises a da-
ta type and position information of the first data,
wherein the position information comprises the start
position and a length of the first data in the storage
of the collector, or the position information comprises
the start position and an end position of the first data
in the storage of the collector.

11. The apparatus according to any one of claims 7 to
10, wherein
the concentrator is further configured to receive an
acknowledgement, ACK, packet that is sent by the
second device and that is corresponding to the sec-
ond TCP packet;
the concentrator is further configured to send a sec-
ond message to the collector, wherein the second
message is used to notify the collector that the con-
centrator has received the ACK packet; and
the collector is further configured to release, based
on the second message, the first data stored in the
collector.

12. The apparatus according to any one of claims 7 to
10, wherein
if a TCP connection between the first device and the
second device is disconnected, the concentrator is
further configured to send a third message to the
collector, wherein the third message is used to notify
the collector that the TCP connection is disconnect-
ed; and
the collector is further configured to release, based
on the third message, the first data stored in the col-
lector.
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