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(54) PACKET SENDING METHOD AND NETWORK DEVICE

(57) This application provides a packet sending
method and a network device. In this application, a first
network device in a multichassis link aggregation group
is connected to a user-side device by using a first port,
and is connected to a second network device in the mul-
tichassis link aggregation group by using a second port.
The first network device configures a first preset ARP

entry for the user-side device when the first port and the
second port have not become faulty, and when the first
port becomes faulty, can directly forward a packet whose
destination is the user-side device to the second network
device by using the second port and the first preset ARP
entry. Then, the second network device forwards the
packet to the user-side device.
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Description

TECHNICAL FIELD

[0001] This application relates to the field of computer
and communications technologies, and in particular, to
a packet sending method and a network device.

BACKGROUND

[0002] A multichassis link aggregation group (M-LAG)
is a multichassis layer 2 port virtualization technology.
This technology allows performing multichassis link ag-
gregation on a user-side device and two devices that
form active-active gateways, and improves service reli-
ability of the user-side device. The user-side device may
be a relay device providing a data forwarding function,
or may be lower-layer user device.
[0003] As shown in FIG. 1, FIG. 1 is a network topology
to which an M-LAG technology is applied. A layer 3 switch
A and a layer 3 switch B are multichassis link aggregation
devices, and the two switches form active-active gate-
ways. A server E and a server D are user-side devices,
and the two servers are dual-homed to the switch A and
the switch B. The switch A and the switch B each provide
an M-LAG interface (not shown in the figure) externally,
and are separately connected to the server E and the
server D by using the M-LAG interface. Dual-homing
means that a server is connected to two different gate-
ways. Active-active means that both two gateways can
be used for traffic forwarding. Further, a peer-link link
(peer link) is deployed between the switch A and the
switch B to forward horizontal service traffic between the
switch A and the switch B. Ports, connected to the peer
link, of the switch A and the switch B are both peer-link
ports. In the foregoing network topology, the server E
and the server D are connected to a network in a manner
of multichassis link aggregation, to implement dual-
homed and active-active access of the server E and the
server D.
[0004] As shown in FIG. 1, the switch A and the switch
B form active-active gateways, and therefore uplink traffic
of the server E or the server D can arrive at the switch C
and an uplink network regardless of whether the uplink
traffic passes through the switch A or the switch B. When
a link fault occurs on one device in the active-active gate-
ways, for example, a link between the switch A and the
server E becomes faulty, downlink traffic destined for the
server E and received by the switch C may be switched
to the switch B by using a peer link after being forwarded
to the switch A, and then arrives at the server E through
layer 2 forwarding by the switch B. It can be learned that
when a link fault occurs on one device of the active-active
gateways, normal service operation can be ensured by
using the other device, thereby effectively improving
communication reliability of a network structure formed
by using the M-LAG technology.
[0005] However, in the network shown in FIG. 1, when

the link between the switch A and the server E becomes
faulty, the switch A continues to send data to the server
E by using an M-LAG port of the switch A and the link
between the switch A and the server E in a period of time.
Therefore, packet loss is caused.
[0006] In addition, in a dual-homed and active-active
status, to avoid a loop, it is specified that the switch B
cannot forward traffic that is received on a peer link, that
is, the switch B cannot perform layer 2 forwarding. When
a link fault is recovered, for example, when the link be-
tween the switch A and the server E becomes normal,
the switch B cannot perform layer 2 forwarding any long-
er. However, the switch A cannot normally forward data
to the server E in a period of time, and packet loss con-
sequently occurs in this period of time.
[0007] In conclusion, in a network formed by using the
M-LAG technology, how to reduce a quantity of lost data
packets when a link fault occurs and the link fault is re-
covering is a technical problem that needs to be urgently
resolved.

SUMMARY

[0008] This application provides a packet sending
method and a network device, to configure a first preset
Address Resolution Protocol ARP entry for a user-side
device when a first port and a second port of a first net-
work device have not become faulty, and directly forward
data to a second network device by using the second
port and the first preset ARP entry when the first port
becomes faulty, so that the second network device for-
wards the data to the user-side device. This saves a first-
preset-ARP-entry learning process that is to be per-
formed after the first port becomes faulty, and effectively
reduces a quantity of lost data packets. In addition, a
media access control MAC address in the first preset
ARP entry is set to be a MAC address of the second
network device in this application. As a result, when re-
ceiving the data forwarded by the first network device,
the second network device performs layer 3 forwarding.
This overcomes a disadvantage of packet loss caused
because the second network device cannot perform layer
2 forwarding in a link fault recovery process.
[0009] According to a first aspect, this application pro-
vides a packet sending method, to forward data to a user-
side device by using one multichassis link aggregation
device in a multichassis link aggregation group when an-
other multichassis link aggregation device becomes
faulty.
[0010] Specifically, a first network device in a multi-
chassis link aggregation group receives a first packet,
where a destination Internet Protocol IP address of the
first packet is an IP address of a user-side device, and
the first network device is connected to the user-side de-
vice by using a first port.
[0011] When the first port becomes faulty, the first net-
work device modifies a destination MAC address of the
first packet to a MAC address of a second network device
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in the multichassis link aggregation group based on a
first preset Address Resolution Protocol ARP entry of the
user-side device, to obtain a second packet. The first
network device is connected to the second network de-
vice by using a second port, and the first preset ARP
entry includes the MAC address of the second network
device. The first network device and the second network
device are multichassis link aggregation devices; the two
devices form active-active gateways, and are connected
by using a peer link. The user-side device is lower-layer
user device of the first network device. The first port is
an M-LAG port of the first network device, and the second
port is a peer-link port of the first network device. The
second port is an emergency data port of the first port,
and the corresponding second port may be determined
based on the first port. In addition, the second network
device is connected to the user-side device by using an
M-LAG port of the second network device, and is con-
nected to the peer link by using a peer-link port of the
second network device. A link connecting the first port
and the user-side device is an active link, and the peer
link connecting the second port to the second network
device and a link connecting the second network device
and the user-side device are standby links.
[0012] The first network device sends the second pack-
et to the second network device through the second port,
where the second packet is used for the second network
device to obtain a third packet based on the second pack-
et and send the third packet to the user-side device, a
destination IP address of the second packet is the IP
address of the user-side device, and a destination MAC
address of the third packet is a MAC address of the user-
side device. After receiving the second packet, the sec-
ond network device detects that a destination MAC ad-
dress of the second packet is the MAC address of the
second network device, and determines that the second
network device needs to perform layer 3 forwarding.
Then, the second network device obtains the destination
IP address of the second packet, namely, the IP address
of the user-side device. The second network device per-
forms IP address resolution to obtain the MAC address
of the user-side device. To be specific, the second net-
work device obtains the MAC address of the user-side
device based on the IP address of the user-side device.
Finally, the second network device modifies the destina-
tion MAC address of the second packet to the MAC ad-
dress of the user-side device, to obtain the third packet.
[0013] In this application, when the active link has not
become faulty, the first preset ARP entry is configured
for the user-side device. When the active link becomes
faulty, data may be directly forwarded to the second net-
work device by using the second port and the already
configured first preset ARP entry, without a need to per-
form first-preset-ARP-entry learning. Then, the second
network device forwards the data to the user-side device.
This saves an ARP entry learning process and effectively
reduces a quantity of lost packets when the active link
becomes faulty.

[0014] With reference to the first aspect, in a first pos-
sible implementation, before the receiving, by a first net-
work device, the first packet, the packet sending method
further includes:

generating, by the first network device, a second pre-
set ARP entry of the user-side device, where the
second preset ARP entry includes the IP address of
the user-side device, the MAC address of the user-
side device, and an identifier of the first port, and the
second preset ARP entry is an ARP entry for which
an egress port is the first port; and
when the first network device determines that the
first port is a member port of the multichassis link
aggregation group, generating, by the first network
device, the first preset ARP entry based on the sec-
ond preset ARP entry, where the first preset ARP
entry further includes the IP address of the user-side
device and an identifier of the second port, and the
first preset ARP entry is an ARP entry for which an
egress port is the second port.

[0015] In this application, when the active link has not
become faulty, the first preset ARP entry and the second
preset ARP entry are configured for the user-side device
in advance. When the active link becomes faulty, a proc-
ess of learning the first preset ARP entry can be saved
and a quantity of lost data packets is effectively reduced.
[0016] With reference to the first aspect or the first pos-
sible implementation of the first aspect, in a second pos-
sible implementation, the first port becoming faulty in-
cludes that the first port itself becomes faulty or a link
between the first port and the user-side device becomes
faulty.
[0017] With reference to the first aspect or the first pos-
sible implementation of the first aspect, in a third possible
implementation, the method further includes:

receiving, by the first network device, a fourth packet
in a specified time period after a fault of the first port
recovers, where a destination IP address of the
fourth packet is the IP address of the user-side de-
vice, and the specified time period is a time period
between a moment at which a fault of the first port
recovers and a moment at which learning of the ARP
entry for which the egress port is the first port is com-
pleted;
modifying, by the first network device, a destination
MAC address of the fourth packet to the MAC ad-
dress of the second network device based on the
first preset ARP entry, to obtain a fifth packet; and
sending, by the first network device, the fifth packet
to the second network device through the second
port, where the fifth packet is used for the second
network device to obtain a sixth packet based on the
fifth packet and send the sixth packet to the user-
side device, a destination MAC address of the sixth
packet is the MAC address of the user-side device,
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and a destination IP address of the fifth packet is the
IP address of the user-side device. That the fifth
packet is used for the second network device to ob-
tain a sixth packet based on the fifth packet specifi-
cally includes: After receiving the fifth packet, the
second network device detects that a destination
MAC address of the fifth packet is the MAC address
of the second network device, and determines that
the second network device needs to perform layer 3
forwarding. Then, the second network device ob-
tains the destination IP address of the fifth packet,
namely, the IP address of the user-side device, and
performs IP address resolution to obtain the MAC
address of the user-side device. To be specific, the
second network device obtains the MAC address of
the user-side device based on the IP address of the
user-side device. Finally, the second network device
modifies the destination MAC address of the fifth
packet to the MAC address of the user-side device,
to obtain the sixth packet.

[0018] In this application, the MAC address of the fifth
packet is set to be the MAC address of the second net-
work device, and when receiving the fifth packet sent by
the first network device, the second network device
needs to perform layer 3 forwarding, instead of layer 2
forwarding. In this way, the data continues to be forward-
ed to the user-side device by using a standby link in an
active-link fault recovery process. Therefore, this over-
comes a disadvantage of packet loss caused because
the second network device cannot perform layer 2 for-
warding in the active-link fault recovery process. The ac-
tive-link fault recovery process indicates the specified
time period after a fault of the first port recovers.
[0019] According to a second aspect, this application
further provides a network device, where the network de-
vice includes units and components configured to per-
form steps of the method in the first aspect and the im-
plementations of the first aspect.
[0020] According to a third aspect, this application fur-
ther provides another network device, where the network
device is a first network device in a multichassis link ag-
gregation group, and the network device includes:

a first port, configured to connect to a user-side de-
vice;
a second port, configured to connect to a second
network device in the multichassis link aggregation
group;
a memory, configured to store program code; and
a processor, configured to invoke the program code
to implement the method in the first aspect and the
implementations of the first aspect.

[0021] According to a fourth aspect, this application
further provides a computer storage medium, where the
computer storage medium may store a program, and
when the program is executed, the method in the first

aspect and the implementations of the first aspect can
be implemented.
[0022] According to a fifth aspect, this application fur-
ther provides a computer program product including in-
structions, when the computer program product runs on
a computer, the computer performs the method in the
first aspect and the implementations of the first aspect.
[0023] In the foregoing technical solutions of this ap-
plication, when the first port and the second port of the
first network device have not become faulty, that is, be-
fore the active link becomes faulty, the first preset ARP
entry is configured for the user-side device. When the
active link becomes faulty, the data is directly forwarded
to the second network device by using the second port
and the already configured first preset ARP entry, without
a need to spend time in generating an ARP entry for the
user-side device. Then, the second network device for-
wards the data to the user-side device. This avoids per-
forming an ARP entry learning process after the first port
becomes faulty, and effectively reduces a quantity of lost
packets. In addition, the MAC address in the first preset
ARP entry is set to be the MAC address of the second
network device in this application. When the data is for-
warded by using the second network device, layer 3 for-
warding is performed, to overcome a disadvantage of
packet loss caused because the second network device
cannot perform layer 2 forwarding in an active-link fault
recovering process. In conclusion, in this application, the
quantity of lost data packets can be effectively reduced
when the active link becomes faulty and in a fault recov-
ering process.

BRIEF DESCRIPTION OF DRAWINGS

[0024]

FIG. 1 shows an example of a schematic diagram of
a network structure in dual-homing and active-active
networking in the prior art;
FIG. 2 shows an example of a schematic diagram of
sending data by using an active link in dual-homing
and active-active networking;
FIG. 3 shows an example of a schematic diagram of
sending data by using a standby link in dual-homing
and active-active networking;
FIG. 4 shows an example of a flowchart of a packet
sending method according to an embodiment of this
application;
FIG. 5 shows an example of a flowchart of a packet
sending method according to another embodiment
of this application;
FIG. 6 shows an example of a flowchart of a packet
sending method according to still another embodi-
ment of this application;
FIG. 7 shows an example of a schematic diagram of
data forwarding in a packet sending method accord-
ing to still another embodiment of this application;
FIG. 8 shows an example of a block diagram of a
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network device according to an embodiment of this
application;
FIG. 9 shows an example of a block diagram of a
network device according to another embodiment of
this application; and
FIG. 10 shows an example of a block diagram of a
network device according to still another embodi-
ment of this application.

DESCRIPTION OF EMBODIMENTS

[0025] The following clearly describes the technical so-
lutions in the embodiments of this application with refer-
ence to the accompanying drawings in the embodiments
of this application. Apparently, the described embodi-
ments are some but not all of the embodiments of this
application. All other embodiments obtained by a person
of ordinary skill in the art based on the embodiments of
this application without creative efforts shall fall within
the protection scope of this application.
[0026] Before the technical solutions of the embodi-
ments of this application are described, technical sce-
narios of this application are described first. The technical
solutions of the embodiments of this application are all
applied to the following technical scenarios.
[0027] A network structure to which an M-LAG tech-
nology is applied includes at least two multichassis link
aggregation devices and a user-side device connected
to the at least two multichassis link aggregation devices.
The multichassis link aggregation device is usually a net-
work device providing a routing function, for example, it
may be a layer 3 switch. The at least two multichassis
link aggregation devices form active-active or multi-ac-
tive gateways. When any one of the devices becomes
faulty, data can be continued to be forwarded by using
another device. The user-side device may be a relay de-
vice providing a data forwarding function, or may be low-
er-layer user device, such as a server.
[0028] In subsequent embodiments of this application,
active-active gateways formed by two multichassis link
aggregation devices are used as an example for detailed
description. A peer link is deployed between the two mul-
tichassis link aggregation devices to connect themmulti-
chassis. Ports, connected to the peer link, of the two mul-
tichassis link aggregation devices are both peer-link
ports. Both the two multichassis link aggregation devices
are connected to the user-side device by using M-LAG
ports of the two multichassis link aggregation devices.
[0029] As shown in FIG. 2 and FIG. 3, a switch A and
a switch B form active-active gateways, and a server E
and a server D are user-side devices. Assuming that a
destination address of data arriving at the switch A is the
server E, a link between the switch A and the server E
is an active link, a peer link between the switch A and
the switch B and a link between the switch B and the
server E are a standby link. When the active link becomes
faulty, the standby link may be used to forward the data.
[0030] As shown in FIG. 2, when the data is sent by

using the active link, a destination MAC address of a
packet sent by the switch A to the server E is a MAC
address of the server E, and a destination IP address of
the packet is an IP address of the server E. As shown in
FIG. 3, when the active link becomes faulty and the stand-
by link is used to send the data, a destination MAC ad-
dress of a packet sent on the standby link is also the MAC
address of the server E, and a destination IP address of
the packet is also the IP address of the server E. In other
words, the packet sent on the standby link and the packet
sent on the active link are the same in this application,
and the switch A and the switch B are considered as a
same data forwarding node for forwarding data in this
application.
[0031] When the active link becomes faulty (that is, the
server E changes from dual-homed to single-homed),
the switch A sends an Address Resolution Protocol
(ARP) probe packet, and updates an ARP entry based
on feedback information for the ARP probe packet, up-
dates an egress port of the ARP entry from the active
link to a peer-link port of the switch A by ARP learning,
and then forwards downlink traffic by using the peer link,
to ensure normal service operation on a network. How-
ever, before updating the egress port of the active link to
the peer-link port, the switch A continues to send the
downlink traffic to the server E by using the egress port
of the active link, causing packet loss on the downlink
traffic. If there are a lot of ARP entries for the egress port
of the active link, the switch A needs to wait until all the
ARP entries for the egress port of the active link are up-
dated, before forwarding the downlink traffic by using the
ARP entry for the peer-link port. Therefore, as a quantity
of ARP entries for the egress port of the active link in-
creases, more packets are lost on the downlink traffic.
[0032] In addition, in a multichassis link aggregation
scenario, layer 2 traffic forwarding between the egress
port of the peer link and the M-LAG port (that is, M-LAG
ports of the multichassis link devices) in an active-active
state is blocked to avoid a layer 2 loop. In other words,
to-be-forwarded layer 2 traffic received through the
egress port of the peer link cannot be forwarded by using
the M-LAG ports in the active-active state, regardless of
whether the traffic is traffic to be unicast, broadcast, or
multicast. In such a control manner, when a fault of the
active link recovers (that is, the server E changes from
single-homed to dual-homed), the switch A cannot con-
tinue to forward the traffic by using the switch B any long-
er. However, ARP entry learning has not been completed
on the M-LAG port of the switch A at that time, and the
traffic cannot be forwarded by using the recovered active
link, thereby causing packet loss on the downlink traffic.
In addition, as a quantity of ARP entries that needs to be
learned increases, more packets are lost on the downlink
traffic.
[0033] In conclusion, in a network to which the M-LAG
technology is applied, a technical problem of downlink
packet loss always exists regardless of when a link fault
occurs or when the link fault is recovering.
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[0034] To resolve the foregoing problem of packet loss,
an embodiment of this application provides a packet
sending method. The method is used to forward data to
a user-side device by using one multichassis link aggre-
gation device in a multichassis link aggregation group
when another multichassis link aggregation device be-
comes faulty. As shown in FIG. 4, the packet sending
method in this embodiment includes the following steps.
[0035] Step 110: A first network device in a multichas-
sis link aggregation group receives a first packet, where
a destination IP address of the first packet is an IP ad-
dress of a user-side device, and the first network device
is connected to the user-side device by using a first port.
[0036] The first packet includes data to be forwarded
to the user-side device.
[0037] Step 120: When the first port becomes faulty,
the first network device modifies a destination MAC ad-
dress of the first packet to a MAC address of a second
network device in the multichassis link aggregation group
based on a first preset ARP entry of the user-side device,
to obtain a second packet, where the first network device
is connected to the second network device by using a
second port, and the first preset ARP entry includes the
MAC address of the second network device.
[0038] The first network device and the second net-
work device are multichassis link aggregation devices;
the two devices form active-active gateways, and are
connected through a peer link. The user-side device is
lower-layer user device of the first network device. The
first port is an M-LAG port of the first network device, and
the second port is a peer-link port of the first network
device. The second port is an emergency data port of
the first port. The emergency data port is a port used to
replace a data transmission port to forward data when
the data transmission port corresponding to the emer-
gency data port cannot normally send and receive data.
There is a correspondence between the first port and the
second port herein, and the corresponding second port
may be determined based on the first port. It should be
noted that the second port herein is an emergency data
port of the first port in an M-LAG networking mode.
[0039] In addition, the second network device is con-
nected to the user-side device by using an M-LAG port
of the second network device, and is connected to the
peer link by using a peer-link port of the second network
device. A link connecting the first port and the user-side
device is an active link, and the peer link connecting the
second port to the second network device and a link con-
necting the second network device and the user-side de-
vice are standby links.
[0040] The first port becoming faulty includes that the
first port itself becomes faulty or a link between the first
port and the user-side device becomes faulty.
[0041] That the first network device modifies the des-
tination MAC address of the first packet to the MAC ad-
dress of a second network device based on the first pre-
set ARP entry is specifically: The first network device
obtains the MAC address of the second network device

from the first preset ARP entry, and then the first network
device modifies the destination MAC address of the first
packet to the MAC address of the second network device.
[0042] Step 130: The first network device sends the
second packet to the second network device through the
second port, where the second packet is used for the
second network device to obtain a third packet based on
the second packet and send the third packet to the user-
side device, a destination MAC address of the third pack-
et is a MAC address of the user-side device, and a des-
tination IP address of the second packet is the IP address
of the user-side device.
[0043] That the second packet is used for the second
network device to obtain a third packet based on the sec-
ond packet is specifically: After receiving the second
packet, the second network device detects that a desti-
nation MAC address of the second packet is the MAC
address of the second network device, and determines
that the second network device needs to perform layer
3 forwarding. Then, the second network device obtains
the destination IP address of the second packet, namely,
the IP address of the user-side device. The second net-
work device performs IP address resolution to obtain the
MAC address of the user-side device. To be specific, the
second network device obtains the MAC address of the
user-side device based on the IP address of the user-
side device. Finally, the second network device modifies
the destination MAC address of the second packet to the
MAC address of the user-side device, to obtain the third
packet.
[0044] In this embodiment, when the active link has
not become faulty, the first preset ARP entry is configured
for the user-side device. When the active link becomes
faulty, data may be directly forwarded to the second net-
work device by using the second port and the already
configured first preset ARP entry, without a need to learn
the first preset ARP entry. Then, the second network de-
vice forwards the data to the user-side device. This saves
an ARP entry learning process and effectively reduces
a quantity of lost packets when the active link becomes
faulty. The data herein includes a packet.
[0045] In addition, the first preset ARP entry of the user-
side device includes the MAC address of the second net-
work device, and therefore after receiving the packet for-
warded by the first network device, the second network
device performs layer 3 forwarding. During layer 3 for-
warding, the second network device determines the MAC
address of the user-side device based on the IP address
of the user-side device, and then forwards the packet to
the user-side device based on the MAC address of the
user-side device. Layer 3 data forwarding overcomes a
disadvantage that the second network device cannot be
used for data forwarding in an active-link fault recovering
process, and therefore no downlink data packet is lost in
the active-link fault recovering process.
[0046] In an embodiment, before the first network de-
vice receives the first packet, the packet sending method
further includes a process of generating the first preset
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ARP entry. As shown in FIG. 5, the process includes the
following steps.
[0047] Step 210: The first network device generates a
second preset ARP entry of the user-side device, where
the second preset ARP entry includes the IP address of
the user-side device, the MAC address of the user-side
device, and an identifier of the first port.
[0048] The second preset ARP entry is an ARP entry
for which an egress port is the first port. It should be noted
that an ARP entry is set for each port, and a network
device obtains a corresponding ARP entry based on an
IP address of a target device carried in a packet or data,
and then obtains a packet or data forwarding port and a
MAC address of the target device based on the ARP
entry. Then, the network device forwards, based on the
MAC address of the target device, the packet and the
data to the target device by using the packet or data for-
warding port.
[0049] That the first network device generates a sec-
ond preset ARP entry of the user-side device is specifi-
cally: The first network device sends an ARP probe pack-
et to the user-side device by using the first port, obtains
the IP address of the user-side device and the MAC of
the user-side device based on information fed back by
the user-side device, and then generates or updates the
second preset ARP entry based on the IP address of the
user-side device, the MAC of the user-side device, and
the identifier of the first port.
[0050] Step 220: When the first network device deter-
mines that the first port is a member port of the multi-
chassis link aggregation group, the first network device
generates the first preset ARP entry based on the second
preset ARP entry, where the first preset ARP entry further
includes the IP address of the user-side device and an
identifier of the second port.
[0051] The first preset ARP entry is an ARP entry for
which an egress port is the second port.
[0052] The member port of the multichassis link aggre-
gation group is a port of a multichassis link aggregation
device in the multichassis link aggregation group, and is
a port connected to the user-side device by using a spe-
cific link. In other words, the member port of the multi-
chassis link aggregation group is an M-LAG port of the
multichassis link aggregation device.
[0053] That the first network device generates the first
preset ARP entry based on the second preset ARP entry
is specifically: The first network device sends an ARP
probe packet to the user-side device by using the second
port, and obtains the MAC address of the second network
device based on information fed back by the user-side
device; then the first network device obtains the IP ad-
dress of the user-side device from the second preset ARP
entry; finally, the first network device generates or up-
dates the first preset ARP entry based on the IP address
of the user-side device, the MAC address of the second
network device, and the identifier of the second port.
[0054] In this embodiment, when the first port and the
second port have not become faulty, the first preset ARP

entry and the second preset ARP entry are configured in
advance for the user-side device. When the active link
becomes faulty, this can save a process of learning the
first preset ARP entry and effectively reduce a quantity
of lost data packets.
[0055] In an embodiment, as shown in FIG. 6, in a spec-
ified time period after a fault of the first port recovers, the
packet sending method further includes the following
steps.
[0056] Step 310. The first network device receives a
fourth packet, where a destination IP address of the fourth
packet is the IP address of the user-side device.
[0057] The specified time period is a time period be-
tween a moment at which the fault of the first port recovers
and a moment at which learning of an ARP entry for which
an egress port is the first port is completed.
[0058] The fourth packet includes data to be forwarded
to the user-side device.
[0059] Step 320: The first network device modifies a
destination MAC address of the fourth packet to the MAC
address of the second network device based on the first
preset ARP entry, to obtain a fifth packet.
[0060] That the first network device modifies the des-
tination MAC address of the fourth packet to the MAC
address of the second network device based on the first
preset ARP entry is specifically: The first network device
obtains the MAC address of the second network device
from the first preset ARP entry, and then the first network
device modifies the destination MAC address of the
fourth packet to the MAC address of the second network
device.
[0061] Step 330: The first network device sends the
fifth packet to the second network device through the
second port, where the fifth packet is used for the second
network device to obtain a sixth packet based on the fifth
packet and send the sixth packet to the user-side device,
a destination MAC address of the sixth packet is the MAC
address of the user-side device, and a destination IP ad-
dress of the fifth packet is the IP address of the user-side
device.
[0062] That the fifth packet is used for the second net-
work device to obtain a sixth packet based on the fifth
packet is specifically: After receiving the fifth packet, the
second network device detects that a destination MAC
address of the fifth packet is the MAC address of the
second network device, and determines that the second
network device needs to perform layer 3 forwarding.
Then, the second network device obtains the destination
IP address of the fifth packet, namely, the IP address of
the user-side device, and performs IP address resolution
to obtain the MAC address of the user-side device. To
be specific, the second network device obtains the MAC
address of the user-side device based on the IP address
of the user-side device. Finally, the second network de-
vice modifies the destination MAC address of the fifth
packet to the MAC address of the user-side device, to
obtain the sixth packet.
[0063] In this application, the MAC address of the fifth
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packet is set to be the MAC address of the second net-
work device, and when receiving the fifth packet sent by
the first network device, the second network device
needs to perform layer 3 forwarding, instead of layer 2
forwarding. In this way, the data continues to be forward-
ed to the user-side device by using a standby link in an
active-link fault recovering process. Therefore, this over-
comes a disadvantage of packet loss caused because
the second network device cannot perform layer 2 for-
warding in the active-link fault recovering process.
[0064] In an embodiment, the second packet, the third
packet, the fifth packet, and/or the sixth packet further
include a virtual local area network identifier, and the vir-
tual local area network identifier includes an identifier of
a virtual local area network to which the user-side device
belongs. Further, when the first port is a logical layer 3
master interface, the virtual local area network identifier
in the second packet, the third packet, the fifth packet,
and/or the sixth packet further includes a type identifier
of the first port. The type identifier is used to indicate that
the first port is a logical layer 3 master interface. In ad-
dition, when the first port is a logical layer 3 master inter-
face, the first network device sets a virtual local area net-
work identifier for the first port based on the identifier of
the first port, and encapsulates, into the second packet,
the third packet, the fifth packet, and/or the sixth packet,
the virtual local area network identifier of the first port,
the type identifier of the first port, and the identifier of the
virtual local area network to which the user-side device
belongs. When the first port is a logical layer 3 sub-inter-
face, the first network device sets a virtual local area net-
work identifier for the first port based on the identifier of
the first port, and encapsulates, into the second packet,
the third packet, the fifth packet, and/or the sixth packet,
the virtual local area network identifier of the first port and
the identifier of the virtual local area network to which the
user-side device belongs.
[0065] In a specific embodiment, the packet sending
method provided in this application includes the following
steps.

Step 1: On a network formed by using an M-LAG
technology, a multichassis link aggregation device
records all M-LAG ports of the device, and records
a peer-link port corresponding to each M-LAG port.
Step 2: The multichassis link aggregation device
generates ARP entries of corresponding peer-link
ports by learning ARP entries of all the M-LAG ports
of the device. That is, for an ARP entry (the second
preset ARP entry) of each M-LAG port, the device
correspondingly generates a backup ARP entry (the
first preset ARP entry) of a peer-link port.
Step 3: The multichassis link aggregation device de-
livers the ARP entries of all the M-LAG ports and
ARP entries of all the peer-link ports of the device to
hardware.

[0066] Specifically, the multichassis link aggregation

device delivers all the ARP entries to an Ethernet switch
chip (LAN Switch, LSW) of the multichassis link aggre-
gation device. As shown in FIG. 8, the LSW 302 is con-
figured to receive ARP entry data from a CPU 301 of the
multichassis link aggregation device, and then store the
ARP entry data in a hardware. The LSW searches the
ARP entries based on a received packet, and then mod-
ifies the received packet based on an obtained ARP en-
try, and sends the modified packet, to complete data for-
warding. In this embodiment, all the ARP entries are de-
livered to the hardware, so that the CPU is not required
for packet modification and forwarding. This not only im-
proves forwarding efficiency, but also saves CPU re-
sources.
[0067] The CPU of the multichassis link aggregation
device is configured to generate the ARP entries of all
the M-LAG ports and the peer-link ports, and deliver the
ARP entries to the LSW, and control the LSW to perform
initialization, service entry delivery, and packet sending
and reception.
[0068] As shown in FIG. 8, the LSW 302 further has a
physical-layer (physical layer, PHY) Ethernet interface
303, and an optical interface or an electrical interface of
the LSW 302 is connected to an interface of the Ethernet
by using the physical layer Ethernet interface 303, that
is, is connected to a hardware interface for data forward-
ing.
[0069] Step 4: When data can be normally forwarded
on both an active link and a standby link, a packet is
forwarded by using the active link. When a CPU of the
multichassis link aggregation device detects that the ac-
tive link becomes faulty, the CPU quickly instructs an
LSW to switch a data forwarding link to a standby link
that is already delivered. This saves a learning process
for an ARP entry of a peer-link port of the standby link,
and avoids packet loss in the learning process for the
ARP entry of the peer-link port. Therefore, data forward-
ing reliability is improved.
[0070] In step 4, for a packet or data that needs to be
forwarded by using the standby link, that is, a packet with
an egress port being a peer-link port, a destination MAC
address of the packet needs to be modified. A destination
MAC address of the modified packet is a MAC address
of a multichassis link aggregation device for packet for-
warding. The packet also includes the IP address of the
user-side device, and the IP address of the user-side
device is used as a destination IP address of the packet.
In this way, when the CPU of the multichassis link ag-
gregation device perceives that an M-LAG port of the
device becomes faulty, packet or data forwarding is
switched to the standby link. After traffic arrives at the
multichassis link aggregation device for data forwarding,
the traffic is forwarded at layer 3, instead of being isolated
at a layer 2 and interrupted. This overcomes a disadvan-
tage of downlink packet loss caused because the multi-
chassis link aggregation device for data forwarding can-
not perform layer 2 forwarding when a fault of the active
link recovers.
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[0071] In this embodiment, when the active link be-
comes faulty, that is, when dual-homed becomes single-
homed, packet or data packet forwarding can be quickly
switched to the standby link, and switching performance
is unrelated to a quantity of to-be-learned ARP entries.
This effectively reduces a quantity of lost data packets.
In addition, when the fault of the active link recovers, that
is, when single-homed becomes dual-homed, the multi-
chassis link aggregation device for packet or data for-
warding can switch back to the active link without packet
loss while ensuring no layer 2 loop. Therefore, this im-
proves packet or data transmission reliability in M-LAG
networking, and reduces packet loss time in two scenar-
ios of dual-homed-to-single-homed and single-homed-
to-dual-homed in M-LAG networking, that is, reduces a
quantity of lost data packets in the two scenarios of dual-
homed-to-single-homed and single-homed-to-dual-
homed.
[0072] In another specific embodiment, as shown in
FIG. 7, on a network to which an M-LAG technology is
applied, a switch A and a switch B are multichassis link
aggregation devices, and the two devices form active-
active gateways. A server E and a server D are user-side
devices. A port, connected to the server E, of the switch
A is an M-LAG port, and a port, connected to the server
D, of the switch B is an M-LAG port. The switch A and
the switch B are connected by using a peer link. Ports,
connected to the peer link, of the switch A and the switch
B are both peer-link ports. A link between the switch A
and the server E is an active link (main path), and the
peer link between the switch A and the switch B and a
link between the switch B and the server D are standby
links (hot backup path).
[0073] Both the switch A and the switch B can imple-
ment the packet sending method provided in this appli-
cation. The following describes a specific implementation
process of the packet sending method provided in this
application by using an example in which a first network
device is the switch A and a user-side device is the server
E. The method includes the following steps.

Step 1: Switch A collects information based on net-
work topology, saves a peer-link port and an M-LAG
port that are of the switch A, and saves a MAC ad-
dress of a network device (namely, the switch B)
belonging to a same M-LAG.
Step 2: The switch A learns a corresponding ARP
entry of the server E by sending an ARP request
including an IP address of the server E. The switch
A learns, on the M-LAG port of the switch A, the ARP
entry (the second preset ARP entry) corresponding
to the server E, and sends the learned ARP entry to
a hardware forwarding layer of the switch A. Further,
the switch A determines whether a port in the ARP
entry corresponding to the server E is an M-LAG
port. If the port in the ARP entry corresponding to
the server E is an M-LAG port, the switch A further
generates an ARP entry (the first preset ARP entry)

of a peer-link port corresponding to the server E. The
ARP entry of the peer-link port corresponding to the
server E includes the IP address of the server E, a
MAC address of the switch B, and an identifier of the
peer-link port.
Step 3: When an active link (namely, a link between
the switch A and the server E) becomes faulty, the
switch A modifies a destination MAC address of the
packet to a MAC address of the switch B when re-
ceiving a packet destined for the server E and sent
by the switch C.
Step 4: As shown in FIG. 7, the switch A modifies a
VLAN identifier included in the packet. For example,
a VLAN identifier carried in the packet sent by the
switch C is VLAN C. The M-LAG port of the switch
A is a member of a VLAN A. Before sending the
packet to the switch B, the switch A modifies the
VLAN identifier VLAN C in the packet received from
the switch C to VLAN A.
Step 5: As shown in FIG. 7, the switch A sends the
modified packet to the switch B by using the peer-
link port. After receiving the modified packet, the
switch B searches a routing table based on a desti-
nation IP (DIP) address in the modified packet, for
example, the IP address of the server E, and per-
forms layer 3 forwarding.

[0074] In this embodiment, when the active link be-
comes faulty, the switch A may forward the packet to the
switch B based on a pre-generated ARP entry, without
a need to wait until the ARP entry corresponding to the
server E is learned by using the peer-link port, thereby
avoiding loss of packets destined for the server E.
[0075] Corresponding to the packet sending method
in the foregoing embodiment, an embodiment provides
a network device. The network device is a device in a
multichassis link aggregation group, and the multichassis
link aggregation group further includes another network
device. The network device is connected to a user-side
device by using a first port, and the network device is
connected to the another network device by using a sec-
ond port. As shown in FIG. 9, the network device in this
embodiment includes:

a receiving unit 101, configured to receive a first
packet, where a destination IP address of the first
packet is an IP address of the user-side device;
a processing unit 102, configured to: when the first
port becomes faulty, modify a destination MAC ad-
dress of the first packet to a MAC address of the
another network device based on a first preset ARP
entry of the user-side device, to obtain a second
packet, where the first preset ARP entry includes the
MAC address of the another network device; and
a sending unit 103, configured to send the second
packet to the another network device through the
second port, where the second packet is used for
the another network device to obtain a third packet
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based on the second packet and send the third pack-
et to the user-side device, and a destination MAC
address of the third packet is a MAC address of the
user-side device.

[0076] The network device in this embodiment has
configured the first preset ARP entry for the user-side
device before the active link becomes faulty. In this way,
the packet or data may be directly forwarded by using
the second port and the first preset ARP entry when a
fault occurs, without a need to spend time in learning the
first preset ARP entry. Therefore, this effectively reduces
time of continuing to forward the packet or data by using
the faulty active link, that is, effectively reduces a quantity
of lost data packets. In addition, the first preset ARP entry
stores the MAC address of the another network device.
Therefore, after receiving the packet or the data forward-
ed by the network device, the second device performs
layer 3 forwarding. This avoids a disadvantage of packet
loss caused by layer 2 forwarding in an active-link fault
recovery process.
[0077] In an embodiment, before the receiving unit 101
receives the first packet, the processing unit 102 is further
configured to:

generate a second preset ARP entry of the user-side
device, where the second preset ARP entry includes
the IP address of the user-side device, the MAC ad-
dress of the user-side device, and an identifier of the
first port; and
determine whether the first port is a member port of
the multichassis link aggregation group, and when
the first port is a member port of the multichassis link
aggregation group, generate the first preset ARP en-
try based on the second preset ARP entry, where
the first preset ARP entry further includes the IP ad-
dress of the user-side device and an identifier of the
second port.

[0078] In an embodiment, the receiving unit 101 is fur-
ther configured to receive a fourth packet in a specified
time period after a fault of the first port recovers, where
a destination IP address of the fourth packet is the IP
address of the user-side device.
[0079] The processing unit 102 is further configured to
modify a destination MAC address of the fourth packet
to the MAC address of the another network device based
on the first preset ARP entry, to obtain a fifth packet.
[0080] The sending unit 103 is further configured to
send the fifth packet to the another network device by
using the second port, where the fifth packet is used for
the another network device to obtain a sixth packet based
on the fifth packet and send the sixth packet to the user-
side device, and a destination MAC address of the sixth
packet is the MAC address of the user-side device.
[0081] It should be noted that steps of the method in
the embodiments of this application are in a one-to-one
correspondence with steps executed by the network de-

vice in this embodiment of this application. Therefore, for
repeated steps, details are not repeated.
[0082] Referring to FIG. 10, this application further pro-
vides another network device 1000. The network device
1000 may be the network device in any of the foregoing
embodiments, and is configured to implement the meth-
ods in the foregoing embodiments.
[0083] The network device 1000 may include a proc-
essor 1001, a memory 1002, a first port 1003, and a sec-
ond port 1004. The first port 1003 is connected to a user-
side device. The second port 1004 is connected to an-
other network device in a multichassis link aggregation
group.
[0084] The processor 1001 is a control center of the
network device 1000. The processor 1001 uses various
interfaces and lines to connect parts of the entire network
device, and performs various functions of the network
device and/or processes data by running or executing a
software program and/or module stored in the memory
1002 and invoking data stored in the memory 1002. The
processor 1001 may be a central processing unit (CPU),
a network processor (NP), or a combination of a CPU
and an NP. The processor 1001 may further include a
hardware chip. The hardware chip may be an application-
specific integrated circuit (ASIC), a programmable logic
device (PLD), or a combination thereof. The PLD may
be a complex programmable logic device (CPLD), a field-
programmable gate array (FPGA), generic array logic
(GAL), or any combination thereof.
[0085] The memory 1002 may include a volatile mem-
ory such as a random access memory (RAM), or may
include a non-volatile memory (non-volatile memory)
such as a flash memory, a hard disk drive (HDD), or a
solid-state drive (SSD). The memory may alternatively
include a combination of the foregoing types of memo-
ries. The memory may store a program or code. The proc-
essor 1001 may implement functions of the network de-
vice 1000 by executing the program or code.
[0086] This application further provides a computer
storage medium. The computer storage medium may
store a program, and when the program is executed,
some or all of the steps of the embodiments of the packet
sending method provided in this application may be per-
formed. The storage medium may be a magnetic disk,
an optical disc, a read-only memory (ROM), a random
access memory (RAM), or the like.
[0087] This application further provides a computer
program product including instructions. When the com-
puter program product runs on a computer, the computer
performs the methods described in the foregoing embod-
iments.
[0088] In conclusion, according to the packet sending
method or the network device in the embodiments of this
application, the standby link is pre-constructed, that is,
the first preset ARP entry is set in advance, so that data
can be quickly switched to the standby link when the ac-
tive link becomes faulty, thereby reducing interruption
time for data forwarding. In addition, a packet forwarded

17 18 



EP 3 525 405 A1

11

5

10

15

20

25

30

35

40

45

50

55

on the standby link is modified, so that packet loss caused
by link blocking in a layer 2 forwarding mechanism can
be avoided for the packet, and no data packet is lost in
the active-link fault recovery process, thereby improving
data transmission reliability.
[0089] The foregoing descriptions are merely specific
implementations of this application, but are not intended
to limit the protection scope of this application. Any var-
iation or replacement readily figured out by a person
skilled in the art within the technical scope disclosed in
this application shall fall within the protection scope of
this application. Therefore, the protection scope of this
application shall be subject to the protection scope of the
claims.

Claims

1. A packet sending method, wherein the method com-
prises:

receiving, by a first network device in a multi-
chassis link aggregation group, a first packet,
wherein a destination Internet Protocol, IP, ad-
dress of the first packet is an IP address of a
user-side device, and the first network device is
connected to the user-side device by using a
first port;
when the first port becomes faulty, modifying,
by the first network device, a destination media
access control, MAC, address of the first packet
to a MAC address of a second network device
in the multichassis link aggregation group based
on a first preset Address Resolution Protocol,
ARP, entry of the user-side device, to obtain a
second packet, wherein the first network device
is connected to the second network device by
using a second port, and the first preset ARP
entry comprises the MAC address of the second
network device; and
sending, by the first network device, the second
packet to the second network device through
the second port, wherein the second packet is
used for the second network device to obtain a
third packet based on the second packet and
send the third packet to the user-side device,
and a destination MAC address of the third pack-
et is a MAC address of the user-side device.

2. The method according to claim 1, wherein before the
receiving, by a first network device, the first packet,
the method further comprises:

generating, by the first network device, a second
preset ARP entry of the user-side device, where-
in the second preset ARP entry comprises the
IP address of the user-side device, the MAC ad-
dress of the user-side device, and an identifier

of the first port; and
when the first network device determines that
the first port is a member port of the multichassis
link aggregation group, generating, by the first
network device, the first preset ARP entry based
on the second preset ARP entry, wherein the
first preset ARP entry further comprises the IP
address of the user-side device and an identifier
of the second port.

3. The method according to claim 1 or 2, wherein the
first port becoming faulty comprises that the first port
itself becomes faulty or a link between the first port
and the user-side device becomes faulty.

4. The method according to claim 1 or 2, wherein the
method further comprises:

receiving, by the first network device, a fourth
packet in a specified time period after a fault of
the first port recovers, wherein a destination IP
address of the fourth packet is the IP address
of the user-side device;
modifying, by the first network device, a desti-
nation MAC address of the fourth packet to the
MAC address of the second network device
based on the first preset ARP entry, to obtain a
fifth packet; and
sending, by the first network device, the fifth
packet to the second network device through
the second port, wherein the fifth packet is used
for the second network device to obtain a sixth
packet based on the fifth packet and send the
sixth packet to the user-side device, and a des-
tination MAC address of the sixth packet is the
MAC address of the user-side device.

5. A network device, wherein the network device is a
device in a multichassis link aggregation group, the
multichassis link aggregation group further compris-
es another network device, the network device is
connected to a user-side device by using a first port,
and the network device is connected to the another
network device by using a second port; and
the network device comprises:

a receiving unit, configured to receive a first
packet, wherein a destination Internet Protocol,
IP, address of the first packet is an IP address
of the user-side device;
a processing unit, configured to: when the first
port becomes faulty, modify a destination media
access control, MAC, address of the first packet
to a MAC address of the another network device
based on a first preset Address Resolution Pro-
tocol, ARP, entry of the user-side device, to ob-
tain a second packet, wherein the first preset
ARP entry comprises the MAC address of the
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another network device; and
a sending unit, configured to send the second
packet to the another network device through
the second port, wherein the second packet is
used for the another network device to obtain a
third packet based on the second packet and
send the third packet to the user-side device,
and a destination MAC address of the third pack-
et is a MAC address of the user-side device.

6. The network device according to claim 5, wherein
the processing unit is further configured to:

generate a second preset ARP entry of the user-
side device, wherein the second preset ARP en-
try comprises the IP address of the user-side
device, the MAC address of the user-side de-
vice, and an identifier of the first port; and
determine whether the first port is a member port
of the multichassis link aggregation group, and
when the first port is a member port of the mul-
tichassis link aggregation group, generate the
first preset ARP entry based on the second pre-
set ARP entry, wherein the first preset ARP entry
further comprises the IP address of the user-
side device and an identifier of the second port.

7. The network device according to claim 5 or 6, where-
in the first port becoming faulty comprises that the
first port itself becomes faulty or a link between the
first port and the user-side device becomes faulty.

8. The network device according to claim 5 or 6, where-
in the receiving unit is further configured to receive
a fourth packet in a specified time period after a fault
of the first port recovers, wherein a destination IP
address of the fourth packet is the IP address of the
user-side device;
the processing unit is further configured to modify a
destination MAC address of the fourth packet to the
MAC address of the another network device based
on the first preset ARP entry, to obtain a fifth packet;
and
the sending unit is further configured to send the fifth
packet to the another network device by using the
second port, wherein the fifth packet is used for the
another network device to obtain a sixth packet
based on the fifth packet and send the sixth packet
to the user-side device, and a destination MAC ad-
dress of the sixth packet is the MAC address of the
user-side device.

9. A network device, wherein the network device is a
first network device in a multichassis link aggregation
group, and the network device comprises:

a first port, configured to connect to a user-side
device;

a second port, configured to connect to a second
network device in the multichassis link aggrega-
tion group;
a memory, configured to store program code;
and
a processor, configured to invoke the program
code to implement the method according to any
one of claims 1 to 4.
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