
Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
3 

07
9 

33
4

A
1

TEPZZ¥Z79¥¥4A_T
(11) EP 3 079 334 A1

(12) EUROPEAN PATENT APPLICATION

(43) Date of publication: 
12.10.2016 Bulletin 2016/41

(21) Application number: 15382172.3

(22) Date of filing: 09.04.2015

(51) Int Cl.:
H04L 29/06 (2006.01)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME
Designated Validation States: 
MA

(71) Applicant: The Boeing Company
Chicago, IL 60606-1596 (US)

(72) Inventors:  
• Scarlatti, David

28042 Madrid (ES)

• Casado Magaña, Enrique
28042 Madrid (ES)

• Esteban-Campillo, David
28042 Madrid (ES)

(74) Representative: Ungria López, Javier
Avda. Ramón y Cajal, 78
28043 Madrid (ES)

Remarks: 
Amended claims in accordance with Rule 137(2) 
EPC.

(54) DEVICE AND METHOD FOR TRANSFERRING FILES FROM A PORTABLE STORAGE DEVICE

(57) The invention proposes a new device and meth-
od that allows scanning and downloading the content of
a portable storage device (i.e., USB drive) from any com-
puter with a portable storage device plug and a browser

without the risk of having the computer infected by virus
or malware resident in the portable storage device. The
device can be manufactured in a small and portable de-
vice.
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Description

FIELD OF THE INVENTION

[0001] This disclosure relates to a device for increasing
the safety use of portable storage devices, like the stand-
ard USB keys, and avoiding the risk of infections to com-
puters or similar systems from viruses and/or malware
software contained in the portable storage devices. More
specifically, the present disclosure provides a security
device and method for safely transferring files from a port-
able storage device (i.e. thumb drive) into a computer.

BACKGROUND OF THE INVENTION

[0002] USB drives, like any other portable storage de-
vice, are commonplace and a practical way to inter-
change files between computers. However, a portable
USB storage device can host viruses and malware, and
the way common operating systems manage the USB
drive may allow the malware to infect the computers.
[0003] Today many organizations forbid the use of
USB drives or even remove or block the USB port from
the computers. Other solutions offer an independent
computer using an air gap philosophy for reading USBs.
These approaches may not be practical (does not solve
the problem of moving big files), or secure enough (de-
pends on the end users following policies and norms).

SUMMARY OF THE INVENTION

[0004] A first aspect of the present invention is to pro-
vide a security device for transferring files from a portable
storage device. The device of the present invention is
placed between the computer system intended to be pro-
tected and the portable storage device. The portable stor-
age device may contain files that host viruses and other
malware that may infect the computer system. The se-
curity device analyzes the files, identifies files as safe,
and filters the files in a manner without interacting directly
with the computer system’s operating system. The secu-
rity device of the present invention can be implemented
as a part of the computer system or as a small form factor
housing.
[0005] In one embodiment, the present invention pro-
vides a security device for transferring files from a port-
able storage device. The security device includes: a first
interface for connecting to a computing system; a second
interface for receiving a portable storage device; a proc-
essor module connected to the first interface and the sec-
ond interface; and, a first-interface to Ethernet adapter
connected to the first interface and to the processor mod-
ule. Thus, the first-interface to Ethernet adapter is placed
between the first interface and the processor module.
The processor module is configured to create a virtual
network at the first interface when the security device is
coupled to a computing system. The processor module
also is configured to filter files received at the second

interface from the portable storage device and send fil-
tered files to the computing system via the virtual network.
[0006] In one or more embodiments, the processor
module may further include an Ethernet module for cre-
ating the virtual network at the first interface when the
security device is coupled to a computing system. The
processor module may further include a file analysis
module for filtering files received at the second interface
from the portable storage device. The processor module
may further include a server for sending said filtered files
to the computing system via said virtual network.
[0007] In one or more embodiments, the security de-
vice may further include a local database for storing se-
curity data. The security data may include anti-virus data,
malware signatures, and the like. The processor module
may be further configured to filter the files using the local
database.
[0008] In one or more embodiments, the security de-
vice may further include a wireless communication mod-
ule. The processor module may be configured to access
security data (e.g., anti-virus data, malware signatures,
and the like) stored remotely from the security device.
The processor module accesses the security data via the
wireless communication module. The processor module
may be configured to use the remotely stored security
data to filter the files.
[0009] In one or more embodiments, the security de-
vice may include a micro-firewall connected to the first-
interface to Ethernet adaptor. The processor module may
be further configured to send the filtered files to the com-
puting system through the micro-firewall.
[0010] In one or more embodiments, the security de-
vice may include a first memory in which a read-only file-
system is mounted. The first memory is connected to the
second interface. The processing module may be con-
figured to receive files from the portable storage device
at the second interface and filter files in read-only mode.
[0011] In one or more embodiments, the processor
module is a microcomputer with a read-only operating
system stored in a second memory.
[0012] In one or more embodiments, the first interface
is a USB plug for connecting to a USB host in the com-
puting system. The second interface may be a USB plug
for receiving a USB-portable storage device. Advanta-
geously, the security device may include a small form
factor housing so that at least the first interface, the sec-
ond interface, the processor module, and the first-inter-
face to Ethernet adapter are disposed within or at the
housing.
[0013] In one or more embodiments, the processor
module may be configured to identify files as safe based
on the security data. The processor module filters the
files by providing only the safe files to the server con-
nected to the virtual network. The processor module may
be further configured to provide a link to download filtered
files identified as safe by means of a web page from the
server. The processor module may be further configured
to provide a list of files not identified as safe by means
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of a web page from the server. With the above configu-
ration of the security device, the content of the portable
storage device cannot directly interact with the operating
system of the computer system. Therefore, the user of
the computer system can "download-from-the-Porta-
bleStorageDevice" instead of "access-to-the-Porta-
bleStorageDevice".
[0014] In a second aspect of the present invention, a
method is provided for securely transferring files from a
portable storage device. The method includes: creating
a virtual network at a first interface of a security device.
The first interface is connected to a computing system
comprising a network host. The method further includes
filtering files received from the portable storage device
in read-only mode at a second interface of the security
device, and sending files filtered in a read-only mode, by
means of a server at the security device to the computing
system via the virtual network.
[0015] In one or more embodiments, the method may
include adapting the security device at the first interface
for the computing system network host using a first-in-
terface to Ethernet adapter.
[0016] In one or more embodiments, the method may
include mounting a file system in read-only mode.
[0017] In one or more embodiments, the method may
include filtering the files using security data such as anti-
virus data or malware signatures, either locally stored on
the security device or remotely accessed via a wireless
communication module of the security device.
[0018] In one or more embodiments, the method may
include identifiying files as safe and providing the safe
filtered files to a server local to the security device. The
method may further include providing a link to download
filtered files identified as safe filtered files by means of a
web page from the server. The method may further in-
clude providing a list of filtered files not considered safe
by means of the web page.
[0019] In one or more embodiments, the method may
include use of the security device according to any of the
described embodiments of the security device.
[0020] A third aspect of the present invention is to pro-
vide a computer readable medium having stored therein
a computer program, that when loaded onto a processor
module of the security device, configures the security
device according to any of the described embodiments
of the security device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The novel features believed characteristic of the
illustrative embodiments are set forth in the appended
claims. The illustrative embodiments, however, as well
as a preferred mode of use, further objectives and fea-
tures thereof, will be best understood by reference to the
following detailed description of an illustrative embodi-
ment of the present disclosure when read in conjunction
with the accompanying drawings, wherein:

Figure 1 is a diagram of an embodiment of the se-
curity device of the present invention. The security
filter device is connected to computer system and to
a portable storage device.

Figure 2 is a flowchart of a method for transferring
files from a portable storage device according to the
present invention.

DETAILED DESCRIPTION

[0022] The present disclosure provides a security de-
vice and method for transferring files from a portable stor-
age device (i.e. thumb drive) into a computer in a safe
mode. The security device and method creates a "micro-
server" that presents the content of the portable storage
device to the computer without interacting directly with
the computer Operating System (OS). For example, a
user of the computer can safely download from the port-
able storage device rather than allowing the portable stor-
age device to potentially access the computer operating
system. Furthermore, any kind of secure policies and
tools can be reinforced and hosted in the security device
of the present invention itself. Alternatively or in combi-
nation with, the security device may access an online
security service to scan the portable storage device with
fresh signatures to detect malware or viruses. The con-
tent is analysed prior to be served to the computer.
[0023] An embodiment of the proposed device is
shown in Figure 1. Figure 1 shows the computer system
3 having its own computer’s defense for networking (not
shown) and its own USB-host 15, the security device 1
and the Universal Serial Bus (USB)-portable storage de-
vice 4. The USB-portable storage device 4 can be a po-
tential source of risks since it can host viruses and mal-
ware software. The risk is avoided by placing the security
device 1 between the computer system 3 and the USB-
portable storage device 4. The security device 1 is con-
figured to activate the computer’s defense for networking
of the computer system 3 since the computer system 3
interfaces with the security device 1 as a new Ethernet
network without any other computer. The security device
1 is configured to interface to the computer system 3 such
that the computer system 3 receives data indicative of a
server offering a web page.
[0024] In detail, Figure 1 shows a security device 1 that
comprises a first interface 14 and a second interface 12,
a processing module 2, and a host-interface-to-Ethernet
adapter 13.
[0025] In various embodiments, first interface 14 may
be removably coupled to host interface 15 of the compu-
ter system 3. For example, security device 1 may be a
small form factor device where first interface 14 is
plugged into host interface 15 when a user desires to
transfer files from portable storage device 4 to the com-
puter system 3, and first interface 14 is removed there-
after. Alternatively, security device 1 may be a device
integrated into computer system 3 such that first interface

3 4 



EP 3 079 334 A1

4

5

10

15

20

25

30

35

40

45

50

55

14 is connected to host interface 15 and is not removable.
In this example, first interface 14 is shown as a USB-
plug, and second interface 12 is shown as a USB-host.
However, first and second interfaces are not limited to
USB and may be any combination of interfaces support-
ing standard protocols, including and not limited to uni-
versal serial bus (USB), firewire (IEEE 1394), high-defi-
nition multimedia interface (HDMI), DisplayPort, and
portable digital media interface (PDMI).
[0026] The processor module 2 may include one or
more processing units (e.g., a multi-core configuration).
Further, processor module 2 may be implemented using
one or more heterogeneous processor systems in which
a main processor is present with secondary processors
on a single chip. As another illustrative example, proc-
essor module 2 may be a symmetric multi-processor sys-
tem containing multiple processors of the same type.
Processor module 2 may be implemented using any suit-
able programmable circuit including one or more systems
and microcontrollers, microprocessors, reduced instruc-
tion set circuits (RISC), application specific integrated
circuits (ASIC), programmable logic circuits, field pro-
grammable gate arrays (FPGA), and any other circuit
capable of executing the functions described herein. Fur-
ther, functions and modules described may be imple-
mented in a single processing unit, multiple processing
units, hardware, firmware, software executable by a proc-
essor, or any suitable combination of.
[0027] Referring to the example of Figure 1, processor
module 2 may include Ethernet module 5, micro-firewall
6, web security server 7, local database 8, file-analysis
module 9, wireless module 10, flash memory 11 and
memory 17. A read-only operating system may be stored
in the memory 17 and run on the processor module 2.
As previously described, the USB-plug (first interface) 14
is connected to the computing system 3. The USB-host
(second interface) 12 is connected to the USB-portable
storage device 4. The processor module 2 is connected
to USB-plug 14 and to the USB-host 12.
[0028] In embodiments where first interface 14 is a
USB-plug 14, a USB-to-Ethernet adapter 13 is connected
to the USB-plug 14 and to the processor module 2. In
other embodiments, first interface 14 may use a different
standard protocol (e.g. firewire, HDMI, DisplayPort, PD-
MI, etc) in which a suitable adapter other than a USB-to-
Ethernet may be implemented instead such that an Eth-
ernet interface is presented to processor module 2. In
this example, the USB-to-Ethernet adapter 13 is connect-
ed to the USB-plug 14 and to Ethernet module 5.
[0029] The Ethernet module 5 creates a virtual network
16 at the USB-plug 14/ USB-host 15 (because both are
physically connected as a plug/socket) when the security
device 1 is coupled to the computing system 3. The cre-
ation of the virtual network is implemented such that the
computing system 3 receives data or signals indicative
that a new Ethernet network is detected at first interface
14. Furthermore, the created virtual network 16 triggers
the activation of the computer’s defense for networking.

[0030] The file-analysis module 9 receives files at
USB-host 12 from the USB-portable storage device 4.
The file-analysis module 9 may access a local database
of security data such as anti-virus data and/or malware
signatures. Alternatively or in combination with, the file-
analysis module 9 may be connected to wireless module
10 to access remotely stored security data to obtain the
most current anti-virus data or malware signatures. The
wireless module 10 may use any suitable wireless com-
munication protocol including but not limited to WiFi,
Bluetooth, IEEE 802, etc. The file-analysis module 9 uses
the security data to analyze the files received at USB-
host 12. The file-analysis module 9 may further filter the
received files by identifying which files are safe and which
files are not safe. The file-analysis module 9 may then
send the safe filtered files to the web security server 7
which sends the filtered files to the computing system 3
via the virtual network 16.
[0031] A micro-firewall 6 may be connected to the Eth-
ernet module 5 and to the web security server 7. As any
other firewall, the micro-firewall 6 may control the incom-
ing and outgoing network traffic based on an applied rule
set.
[0032] In various embodiments, a flash memory 11
may be connected to the USB-host 12 and to the file-
analysis module 9. A read-only file system may be mount-
ed on the flash memory 11, thus avoiding the risks for
the processor module 2 to be infected by any virus con-
tained in the USB-portable storage device 4. A read-only
operating system may be stored in the memory 17 and
loaded to run on the processor module 2. This also helps
to avoid the risks for the processor module 2 to be infected
by any virus contained in the USB-portable storage de-
vice 4.
[0033] After the filtering, the virtual network will send
signals or data such that the computer system 3 sees an
HTTPS Server (web security server 7) offering a web
page. The web page may contain links to download only
the files that have been identified as safe by the security
device 1. The download may be done using FTP or other
suitable protocol from the web security server 7 to the
computer system 3. Suspicious files may be prevented
from being downloaded by not providing access to them
from the web security server 7. The web page may list
the files identified as not safe and the reasons they are
considered unsafe. Furthermore, the computer system
3 operating system does not access host interface 15 as
seeing a portable storage device 4, but operates to ac-
cess a virtual network instead.
[0034] For the embodiment shown in figure 1, the USB-
host 15 powers both the security device 1 and the USB-
portable storage device 4.
[0035] Figure 2 illustrates an embodiment of a method
of the present invention using the embodiment of the pro-
posed device as shown in Figure 1. The method for trans-
ferring files from a portable storage device 4 comprises
the following steps:
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i) Creating (S1) a virtual network 16 at the USB-host
15 of the computing system 3 by means of at least
the Ethernet module 5, which is connected to the
USB-host 15 through the USB-plug 14;

o Adapting (S11) the USB-plug 14 to the Ether-
net module 5 by means of the USB-to-Ethernet
adapter 13, which is connected to the USB-plug
14 and to the Ethernet module 5;

ii) Filtering (S2) files from the USB-portable storage
device 4 by means of the file-analysis module 9;

o Mounting (S21) a file system in read-only
mode on the flash memory 11 for downloading
files from the USB-portable storage device 4;
o Filtering (S22) the files downloaded with anti-
virus data locally stored in the local database 8,
or remotely stored but accessible via WIFI con-
nection 10, or a combination of both;
o Identifing (S23) safe filtered files;
o Providing (S24) the safe filtered files to the
web security server 7.

iii) Providing (S3) the files filtered in a read-only
mode, by means of the web security server 7 to the
computing system 3 via the virtual network 16.

o Providing (S31) a link to download filtered files
identified as safe files by means of a web page
from the web security server 7; and,
o Providing (S32) a list of filtered files not con-
sidered safe by means of the web page.

[0036] The description of the different advantageous
implementations has been presented for purposes of il-
lustration and description, and is not intended to be ex-
haustive or limited to the implementations in the form
disclosed. Many modifications and variations will be ap-
parent to those of ordinary skill in the art. Furthermore,
different advantageous implementations may provide dif-
ferent advantages as compared to other advantageous
implementations. Other examples are intended to be
within the scope of the claims if they have structural el-
ements that do not differ from the literal language of the
claims, or if they include equivalent structural elements
with unsubstantial differences from the literal language
of the claims.

Claims

1. A security device (1) for transferring files from a port-
able storage device (4) comprising:

a first interface (14) for connecting to a comput-
ing system (3);
a second interface (12) for receiving a portable

storage device (4);
a processor module (2) connected to said first
interface (14) and said second interface (12);
and,
a first-interface to Ethernet adapter (13) con-
nected to the first interface (14) and to the proc-
essor module (2);

wherein the processor module (2) is configured to:

create a virtual network (16) at said first interface
(14) when said security device (1) is coupled to
a computing system (3);
filter files received at said second interface (12)
from the portable storage device (4); and,
send filtered files to the computing system (3)
via said virtual network (16).

2. The device according to claim 1, wherein the proc-
essor module (2) further comprising:

an Ethernet module (5) for creating said virtual
network (16);
a file analysis module (9) for filtering said files
received at said second interface (12); and,
a server (7) for sending said filtered files to the
computing system (3) via said virtual network
(16).

3. The device according to claim 1 or 2, further com-
prising a local database (8) for storing security data,
and wherein the processor module (2) is further con-
figured to filter files using the local database (8).

4. The device according to any of claims 1 to 3, further
comprising a wireless module (10), and wherein the
processor module (2) is further configured to access
security data via said wireless module (10) and filter
files using the accessed security data.

5. The device according to claim 1 or 2, further com-
prising a micro-firewall (6) connected to the first-in-
terface to Ethernet adaptor (13), and wherein the
processor module (2) is further configured to send
filtered files to the computing system through the mi-
cro-firewall (6).

6. The device according to claim 1 or 2, further com-
prising a first memory (11) in which a read-only file-
system is mounted, wherein the first memory (11) is
connected to the second interface (12) and wherein
the processor module (2) is further configured to filter
files from the storage device in read-only mode.

7. The device according to claim 1, wherein the proc-
essor module (2) is a microcomputer with a read-
only operating system stored in a second memory
(17).
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8. The device according to claim 1, wherein the first
interface (14) is a USB plug for connecting to a USB
host (15) in the computing system (3).

9. The device according to claim 1 or 8, wherein the
second interface (12) is a USB interface for receiving
a USB-portable storage device (4).

10. The device according to claim 9, further comprising
a small form factor housing such that at least the first
interface (14), the second interface (12), the proces-
sor module (2), and the first-interface to Ethernet
adapter (13) are disposed within or at said housing.

11. The device according to claim 2, wherein the proc-
essor module is further configured to identify safe
filtered files and provide the safe filtered files to the
server (7) connected to the virtual network.

12. The device according to claim 11, wherein the proc-
essor module (2) is further configured to provide a
link to download filtered files identified as safe by
means of a web page from the server (7).

13. The device according to claim 11, wherein the proc-
essor module (2) is further configured to provide a
list of files not identified as safe by means of a web
page from the server (7).

14. A method for securely transferring files from a port-
able storage device comprising:

creating (S1) a virtual network at a first interface
of a security device;
filtering (S2) files received from the portable stor-
age device in read-only mode at a second inter-
face of the security device; and,
sending (S3) files filtered in a read-only mode,
by means of a server at the security device to a
computing system via the virtual network.

15. Use of the security device (1) according to any of
claims 1 to 13 for transferring files from a portable
storage device (4).

16. A computer readable medium having stored therein
a computer program that when loaded onto a proc-
essor module (2), configures the security device ac-
cording to any of claims 1 to 13.

Amended claims in accordance with Rule 137(2)
EPC.

1. A security device (1) for transferring files from a port-
able storage device (4) comprising:

a first interface (14) for connecting to a comput-

ing system (3);
a second interface (12) for receiving a portable
storage device (4);
a processor module (2) connected to said first
interface (14) and said second interface (12);
and,
a first-interface to Ethernet adapter (13) con-
nected to the first interface (14) and to the proc-
essor module (2);

characterized in that the processor module (2) is
configured to:

create a virtual network (16) at said first interface
(14) when said security device (1) is coupled to
a computing system (3);
filter files received at said second interface (12)
from the portable storage device (4); and,
send filtered files to the computing system (3)
via said virtual network (16).

2. The device according to claim 1, wherein the proc-
essor module (2) further comprising:

an Ethernet module (5) for creating said virtual
network (16);
a file analysis module (9) for filtering said files
received at said second interface (12); and,
a server (7) for sending said filtered files to the
computing system (3) via said virtual network
(16).

3. The device according to claim 1 or 2, further com-
prising a local database (8) for storing security data,
and wherein the processor module (2) is further con-
figured to filter files using the local database (8).

4. The device according to any of claims 1 to 3, further
comprising a wireless module (10), and wherein the
processor module (2) is further configured to access
security data via said wireless module (10) and filter
files using the accessed security data.

5. The device according to claim 1 or 2, further com-
prising a micro-firewall (6) connected to the first-in-
terface to Ethernet adaptor (13), and wherein the
processor module (2) is further configured to send
filtered files to the computing system through the mi-
cro-firewall (6).

6. The device according to claim 1 or 2, further com-
prising a first memory (11) in which a read-only file-
system is mounted, wherein the first memory (11) is
connected to the second interface (12) and wherein
the processor module (2) is further configured to filter
files from the storage device in read-only mode.

7. The device according to claim 1, wherein the proc-
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essor module (2) is a microcomputer with a read-
only operating system stored in a second memory
(17).

8. The device according to claim 1, wherein the first
interface (14) is a USB plug for connecting to a USB
host (15) in the computing system (3).

9. The device according to claim 1 or 8, wherein the
second interface (12) is a USB interface for receiving
a USB-portable storage device (4).

10. The device according to claim 9, further comprising
a small form factor housing such that at least the first
interface (14), the second interface (12), the proces-
sor module (2), and the first-interface to Ethernet
adapter (13) are disposed within or at said housing.

11. The device according to claim 2, wherein the proc-
essor module is further configured to identify safe
filtered files and provide the safe filtered files to the
server (7) connected to the virtual network.

12. The device according to claim 11, wherein the proc-
essor module (2) is further configured to provide a
link to download filtered files identified as safe by
means of a web page from the server (7).

13. The device according to claim 11, wherein the proc-
essor module (2) is further configured to provide a
list of files not identified as safe by means of a web
page from the server (7).

14. A method for securely transferring files from a port-
able storage device, the method is characterised
in that it comprises:

creating (S1) a virtual network at a first interface
of a security device;
filtering (S2) files received from the portable stor-
age device in read-only mode at a second inter-
face of the security device; and,
sending (S3) files filtered in a read-only mode,
by means of a server at the security device to a
computing system via the virtual network.

15. A computer readable medium having stored therein
a computer program that when loaded onto a proc-
essor module (2), configures the security device ac-
cording to any of claims 1 to 13.
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