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Description

BACKGROUND

[0001] Users conduct messaging conversations, e.g.,
chat, instant message, etc. using messaging services.
Messaging conversations may be conducted using any
user device, e.g., a computer, a mobile device, a wear-
able devices, etc. As users conduct more conversations
and perform more tasks using messaging applications,
automated assistance with messaging conversations or
tasks (e.g., via a bot or other automated assistant appli-
cation) may be useful to improve efficiency. While auto-
mation may help make messaging communications more
efficient for users, there may be a need to manage privacy
and permissions relating to when and how a messaging
bot accesses user information and what user information
the messaging bot is permitted to access and/or share
with other users.
[0002] The background description provided herein is
for the purpose of generally presenting the context of the
disclosure. Work of the presently named inventors, to the
extent it is described in this background section, as well
as aspects of the description that may not otherwise qual-
ify as prior art at the time of filing, are neither expressly
nor impliedly admitted as prior art against the present
disclosure.
[0003] US 2005/138132 A1 discloses a framework for
creating instant messaging bots that autonomously op-
erate within an instant messaging session to respond to
requests from other user(s) or bot(s). Bot operation is
defined by a state machine with one or more states that
are described in XML documents. These XML docu-
ments abide by the grammar of a Bot Transition Definition
Language (BTDL) that is defined in an XML schema. A
bot developer creates a state transition diagram via a
graphical user interface. The state transition diagram de-
fines states, transitions between states, and conditions
for each of those state transitions and methods to be
performed upon each state transition. An XML document
that conforms to BTDL format is created from the state
transition definition diagram. Both stateful and stateless
bots are defined using XML documents abiding to a BTDL
format. A runtime environment implements the bots, ac-
cepts runtime inputs and generates responses.
[0004] US 8,984,080 B1 discloses a method for facili-
tating a user to initiate and accept an assistance request
through a chat session. Controls may be provided in a
graphical chat interface to enable the user to specify in-
puts to request assistance from other users participating
in the chat session. An assistance request may be gen-
erated and communicated to those users through the
chat session. Graphical representation for the assistance
request and controls that facilitate the users to accept
the assistance request may be provided in the graphical
chat interface. Upon an acceptance to the assistance
request by a responding user through the graphical chat
interface, an assistance command may be generated

and executed in the virtual space.

SUMMARY

[0005] The present invention provides a computer-ex-
ecuted method according to claim 1 and a system ac-
cording to claim 10.
[0006] Some implementations can include a computer-
executed method. The method can include providing a
messaging application, on a first computing device as-
sociated with a first user, to enable communication be-
tween the first user and at least one other user. The meth-
od can also include detecting, at the messaging applica-
tion, a user request, and programmatically determining
that an operation in response to the user request requires
sharing of data associated with the first user. The method
can further include causing a permission interface to be
rendered in the messaging application on the first com-
puting device, the permission interface enabling the first
user to approve or prohibit sharing of the data associated
with the first user, and upon receiving user input from the
first user indicating approval of the sharing of the data
associated with the first user, accessing the data asso-
ciated with the first user and sharing the data associated
with the first user within the messaging application in re-
sponse to the user request.
[0007] In some implementations, the first user is a hu-
man user and the at least one other user is an assistive
agent. Detecting the user request can include analyzing,
by an assistive agent, one or more messages received
in the messaging application wherein the messages are
sent from the first user to the assistive agent. The one or
more messages can include one or more of a text mes-
sage, a multimedia message, and a command to the as-
sistive agent.
[0008] The method can also include automatically in-
voking the assistive agent based on one or more actions
of the first user. The assistive agent can be invoked in
response to one or more of a special character command,
user selection of a user interface callout element asso-
ciated with the assistive agent, user selection of an avatar
corresponding to the assistive agent, and user selection
of an auto reply suggestion provided by the assistive
agent.
[0009] In some implementations, the first user can in-
clude a human user and the at least one other user can
include a second human user, different from the first user,
associated with a second computing device, and the per-
mission interface can be rendered in the messaging ap-
plication on the first computing device associated with
the first user and the permission interface is not displayed
on the second computing device associated with the sec-
ond human user.
[0010] The first user can include a human user and the
at least one other user can include a second human user,
different from the first user, and an assistive agent, and
the user request is received from the first computing de-
vice associated with the first user, the method further
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comprising, in response to the user request, initiating a
separate conversation in the messaging application,
wherein the separate conversation includes the first user
and the assistive agent, and excludes the second human
user.
[0011] The method can further include providing one
or more suggestions in the first messaging application
based on input from at least one of the first user and the
at least one other user. The method can further include
causing the one or more suggestions to be displayed in
the messaging application. The one or more suggestions
can be rendered as suggestion elements that, when se-
lected by the first user, cause details of a corresponding
suggestion to be displayed.
[0012] Further disclosed is a computer-executed
method, including detecting, at a messaging application,
user input corresponding to selection of a previously dis-
played acknowledgement message from an assistive
agent, wherein the previously displayed acknowledge-
ment message is associated with one or more previously
displayed suggested auto reply responses. The method
can also include causing the previously displayed sug-
gested auto reply responses to be displayed, and receiv-
ing an indication that a given one of the one or more
previously displayed suggested auto reply responses
was selected by the user. The method can further include
sending the given one of the one or more previously dis-
played suggested auto reply responses to the assistive
agent and to a second user that participates in a conver-
sation within the messaging application.
[0013] The method can also include invoking the as-
sistive agent in response to the user input. In some im-
plementations, the conversation can include the user and
at least one other user, wherein the user is a first human
user and the at least one other user includes a second
human user, different from the first human user, the first
human user associated with a first computing device and
the second human user associated with a second com-
puting device, and wherein the previously displayed mes-
sage and the one or more suggested auto reply respons-
es is initially rendered in the messaging application on
the first computing device associated with the first human
user, and wherein providing the one or more suggested
auto reply responses to one or more of the assistive agent
and the conversation within the messaging application
includes providing the one or more suggested auto reply
responses in the messaging application.
[0014] Some implementations can include a system
comprising one or more hardware processors coupled
to a non-transitory computer-readable medium having
stored thereon on software instructions that, when exe-
cuted by the one or more processors, causes the one or
more processors to perform operations. The operations
can include receiving a user request from a messaging
application on a first computing device associated with
a first user, the messaging application configured to en-
able communication between the first user and at least
one other user, and programmatically determining that

an operation in response to the user request requires
sharing of data associated with the first user. The oper-
ations can also include causing a permission interface
to be rendered in the messaging application on the first
computing device, the permission interface enabling the
first user to approve or prohibit sharing of the data asso-
ciated with the first user, and upon receiving user input
from the first user indicating approval of the sharing of
the data associated with the first user, accessing the data
associated with the first user and sharing the data asso-
ciated with the first user within the messaging application
in response to the user request.
[0015] In some implementations, the first user can in-
clude a human user and the at least one other user can
include an assistive agent. Detecting the user request
can include analyzing, at an assistive agent, one or more
messages received in the messaging application from
the first user to the assistive agent. The first user can
include a human user and the at least one other user can
include a second human user, different from the first user,
associated with a second computing device, and wherein
the permission interface is rendered in the messaging
application on the first computing device associated with
the first user and the permission interface is not displayed
on the second computing device associated with the sec-
ond human user.
[0016] In some implementations, the first user can in-
clude a human user and the at least one other user can
include a second human user, different from the first user,
and an assistive agent and wherein the user request is
received from the first computing device associated with
the first user, the operations further including, in response
to the user request, initiating a separate conversation in
the messaging application, wherein the separate conver-
sation includes the first user and the assistive agent, and
does not include the second human user.
[0017] The operations can further include providing
one or more suggestions to the first messaging applica-
tion based on input from at least one of the first user and
the at least one other user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018]

Fig. 1 shows a block diagram of an example envi-
ronment in which messages may be exchanged be-
tween users and bots in accordance with some im-
plementations.
Fig. 2 is a diagram of example bot invocation events
in accordance with some implementations.
Fig. 3 is a flow diagram showing an example method
of bot invocation in accordance with some implemen-
tations.
Fig. 4 is a diagram of a user interface showing ex-
ample bot identification and invocation elements in
accordance with some implementations.
Fig. 5 is a flow diagram of an example method to
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manage user privacy during bot interactions in ac-
cordance with some implementations.
Fig. 6 is a diagram of an example user interface for
managing user privacy during bot interactions in ac-
cordance with some implementations.
Fig. 7 is a flow diagram of an example method for
recalling previous bot suggestions in accordance
with some implementations.
Figs. 8-12 are diagrams of example user interfaces
showing an example previous bot suggestion recall
process in accordance with some implementations.
Fig. 13 is a flow diagram showing an example proc-
ess for managing permissions in accordance with
some implementations.
Fig. 14 is a diagram showing an example user inter-
face themed for a given bot type in accordance with
some implementations.
Fig. 15 is a diagram showing an example user inter-
face themed for a given bot type in accordance with
some implementations.
Fig. 16 is a diagram of an example computing device
configured for bot interaction in accordance with
some implementations.

DETAILED DESCRIPTION

[0019] One or more implementations described herein
relate general to user interaction with assistive agents
(or bots), and in particular to identifying a bot, user privacy
management for messaging application bots, and/or re-
calling previous bot suggestions.
[0020] Fig. 1 illustrates a block diagram of an example
environment 100 for providing messaging services that
enable and, in some embodiments, provide automatic
assistive agents, e.g., bots. The exemplary environment
100 includes messaging server 101, one or more client
devices 115a, 115n, server 135, and network 140. Users
125a-125n may be associated with respective client de-
vices 115a, 115n. Server 135 may be a third-party server,
e.g., controlled by a party different from the party that
provides messaging services. In various implementa-
tions, server 135 may implement bot services, as de-
scribed in further detail below. In some implementations,
environment 100 may not include one or more servers
or devices shown in Fig. 1 or may include other servers
or devices not shown in Figure 1. In Figure 1 and the
remaining figures, a letter after a reference number, e.g.,
"115a," represents a reference to the element having that
particular reference number. A reference number in the
text without a following letter, e.g., "115," represents a
general reference to implementations of the element
bearing that reference number.
[0021] In the illustrated implementation, messaging
server 101, client devices 115, and server 135 are com-
municatively coupled via a network 140. In various im-
plementations, network 140 may be a conventional type,
wired or wireless, and may have numerous different con-
figurations including a star configuration, token ring con-

figuration or other configurations. Furthermore, network
140 may include a local area network (LAN), a wide area
network (WAN) (e.g., the Internet), and/or other intercon-
nected data paths across which multiple devices may
communicate. In some implementations, network 140
may be a peer-to-peer network. Network 140 may also
be coupled to or include portions of a telecommunications
network for sending data in a variety of different commu-
nication protocols. In some implementations, network
140 includes Bluetooth® communication networks, Wi-
Fi®, or a cellular communications network for sending
and receiving data including via short messaging service
(SMS), multimedia messaging service (MMS), hypertext
transfer protocol (HTTP), direct data connection, email,
etc. Although Figure 1 illustrates one network 140 cou-
pled to client devices 115, messaging server 101, and
server 135, in practice one or more networks 140 may
be coupled to these entities.
[0022] Messaging server 101 may include a processor,
a memory, and network communication capabilities. In
some implementations, messaging server 101 is a hard-
ware server. In some implementation, messaging server
101 may be implanted in a virtualized environment, e.g.,
messaging server 101 may be a virtual machine that is
executed on a hardware server that may include one or
more other virtual machines. Messaging server 101 is
communicatively coupled to the network 140 via signal
line 102. Signal line 102 may be a wired connection, such
as Ethernet, coaxial cable, fiber-optic cable, etc., or a
wireless connection, such as Wi-Fi, Bluetooth, or other
wireless technology. In some implementations, messag-
ing server 101 sends and receives data to and from one
or more of client devices 115a-115n, server 135, and bot
113 via network 140. In some implementations, messag-
ing server 101 may include messaging application 103a
that provides client functionality to enable a user (e.g.,
any of users 125) to exchange messages with other users
and/or with a bot. Messaging application 103a may be a
server application, a server module of a client-server ap-
plication, or a distributed application (e.g., with a corre-
sponding client messaging application 103b on one or
more client devices 115).
[0023] Messaging server 101 may also include data-
base 199 which may store messages exchanged via
messaging server 101, data and/or configuration of one
or more bots, and user data associated with one or more
users 125, all upon explicit permission from a respective
user to store such data. In some embodiments, messag-
ing server 101 may include one or more assistive agents,
e.g., bots 107a and 111. In other embodiments, the as-
sistive agents may be implemented on the client devices
115a-n and not on the messaging server 101.
[0024] Messaging application 103a may be code and
routines operable by the processor to enable exchange
of messages among users 125 and one or more bots
105, 107a, 107b, 109a, 109b, 111, and 113. In some
implementations, messaging application 103a may be
implemented using hardware including a field-program-
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mable gate array (FPGA) or an application-specific inte-
grated circuit (ASIC). In some implementations, messag-
ing application 103a may be implemented using a com-
bination of hardware and software.
[0025] In various implementations, when respective
users associated with client devices 115 provide consent
for storage of messages, database 199 may store mes-
sages exchanged between one or more client devices
115. In some implementations, when respective users
associated with client devices 115 provide consent for
storage of messages, database 199 may store messages
exchanged between one or more client devices 115 and
one or more bots implemented on a different device, e.g.,
another client device, messaging server 101, and server
135, etc. In the implementations where one or more users
do not provide consent, messages received and sent by
those users are not stored.
[0026] In some implementations, messages may be
encrypted, e.g., such that only a sender and recipient of
a message can view the encrypted messages. In some
implementations, messages are stored. In some imple-
mentations, database 199 may further store data and/ or
configuration of one or more bots, e.g., bot 107a, bot 111,
etc. In some implementations when a user 125 provides
consent for storage of user data (such as social network
data, contact information, images, etc.) database 199
may also store user data associated with the respective
user 125 that provided such consent.
[0027] In some implementations, messaging applica-
tion 103a/103b may provide a user interface that enables
a user 125 to create new bots. In these implementations,
messaging application 103a/103b may include function-
ality that enables user-created bots to be included in con-
versations between users of messaging application
103a/103b.
[0028] Client device 115 may be a computing device
that includes a memory and a hardware processor, for
example, a camera, a laptop computer, a tablet compu-
ter, a mobile telephone, a wearable device, a mobile
email device, a portable game player, a portable music
player, a reader device, head mounted display or other
electronic device capable of wirelessly accessing net-
work 140.
[0029] In the illustrated implementation, client device
115a is coupled to the network 140 via signal line 108
and client device 115n is coupled to the network 140 via
signal line 110. Signal lines 108 and 110 may be wired
connections, e.g., Ethernet, or wireless connections,
such as Wi-Fi, Bluetooth, or other wireless technology.
Client devices 115a, 115n are accessed by users 125a,
125n, respectively. The client devices 115a, 115n in Fig.
1 are used by way of example. While Fig. 1 illustrates
two client devices, 115a and 115n, the disclosure applies
to a system architecture having one or more client de-
vices 115.
[0030] In some implementations, client device 115
may be a wearable device worn by a user 125. For ex-
ample, client device 115 may be included as part of a

clip (e.g., a wristband), part of jewelry, or part of a pair
of glasses. In another example, client device 115 can be
a smartwatch. In various implementations, user 125 may
view messages from the messaging application
103a/103b on a display of the device, may access the
messages via a speaker or other output device of the
device, etc. For example, user 125 may view the mes-
sages on a display of a smartwatch or a smart wristband.
In another example, user 125 may access the messages
via headphones (not shown) coupled to or part of client
device 115, a speaker of client device 115, a haptic feed-
back element of client device 115, etc.
[0031] In some implementations, messaging applica-
tion 103b is stored on a client device 115a. In some im-
plementations, messaging application 103b (e.g., a thin-
client application, a client module, etc.) may be a client
application stored on client device 115a with a corre-
sponding a messaging application 103a (e.g., a server
application, a server module, etc.) that is stored on mes-
saging server 101. For example, messaging application
103b may transmit messages created by user 125a on
client device 115a to messaging application 103a stored
on messaging server 101.
[0032] In some implementations, messaging applica-
tion 103a may be a standalone application stored on mes-
saging server 101. A user 125a may access the messag-
ing application 103a via a web page using a browser or
other software on client device 115a. In some implemen-
tations, messaging application 103b that is implemented
on the client device 115a may include the same or similar
modules as those included on messaging server 101. In
some implementations, messaging application 103b may
be implemented as a standalone client application, e.g.,
in a peer-to-peer or other configuration where one or
more client devices 115 include functionality to enable
exchange of messages with other client devices 115. In
these implementations, messaging server 101 may in-
clude limited or no messaging functionality (e.g., client
authentication, backup, etc.). In some implementations,
messaging server 101 may implement one or more bots,
e.g., bot 107a and bot 111.
[0033] Server 135 may include a processor, a memory
and network communication capabilities. In some imple-
mentations, server 135 is a hardware server. Server 135
is communicatively coupled to the network 140 via signal
line 128. Signal line 128 may be a wired connection, such
as Ethernet, coaxial cable, fiber-optic cable, etc., or a
wireless connection, such as Wi-Fi, Bluetooth, or other
wireless technology. In some implementations, server
135 sends and receives data to and from one or more of
messaging server 101 and client devices 115 via network
140. Although server 135 is illustrated as being one serv-
er, various implementations may include one or more
servers 135. Server 135 may implement one or more
bots as server applications or server modules, e.g., bot
109a and bot 113.
[0034] In various implementations, server 135 may be
part of the same entity that manages messaging server

7 8 



EP 3 378 204 B1

6

5

10

15

20

25

30

35

40

45

50

55

101, e.g., a provider of messaging services. In some im-
plementations, server 135 may be a third party server,
e.g., controlled by an entity different than the entity that
provides messaging application 103a/103b. In some im-
plementations, server 135 provides or hosts bots.
[0035] A bot is an automated service, implemented on
one or more computers, that users interact with primarily
through text, e.g., via messaging application 103a/103b.
A bot may be implemented by a bot provider such that
the bot can interact with users of various messaging ap-
plications. In some implementations, a provider of mes-
saging application 103a/103b may also provide one or
more bots. In some implementations, bots provided by
the provider of messaging application 103a/103b may be
configured such that the bots can be included in other
messaging applications, e.g., provided by other provid-
ers. A bot may provide several advantages over other
modes. For example, a bot may permit a user to try a
new service (e.g., a taxi booking service, a restaurant
reservation service, etc.) without having to install an ap-
plication on a client device, or accessing a website. Fur-
ther, a user may interact with a bot via text, which requires
minimal or no learning, compared with that required to
use a website, software application, a telephone call,
e.g., to an interactive voice response (IVR) service, or
other manners of interacting with a service. Incorporating
a bot within a messaging service or application may also
permit users to collaborate with other users to accomplish
various tasks such as travel planning, shopping, sched-
uling events, obtaining information, etc. within the mes-
saging service, and eliminate cumbersome operations
such as switching between various applications (e.g., a
taxi booking application, a restaurant reservation appli-
cation, a calendar application, etc.) or websites to ac-
complish the tasks.
[0036] A bot may be implemented as a computer pro-
gram or application (e.g., a software application) that is
configured to interact with one or more users (e.g., any
of the users 125a-n) via messaging application
103a/103b to provide information or to perform specific
actions within the messaging application 103. As one ex-
ample, an information retrieval bot may search for infor-
mation on the Internet and present the most relevant
search result within the messaging app. As another ex-
ample, a travel bot may have the ability to make travel
arrangements via messaging application 103, e.g., by
enabling purchase of travel and hotel tickets within the
messaging app, making hotel reservations within the
messaging app, making rental car reservations within the
messaging app, and the like. As another example, a taxi
bot may have the ability to call a taxi, e.g., to the user’s
location (obtained by the taxi bot from client device 115,
when a user 125 permits access to location information)
without having to invoke or call a separate taxi reservation
app. As another example, a coach/tutor bot may tutor a
user to instruct the user in some subject matter within a
messaging app, e.g., by asking questions that are likely
to appear on an examination and providing feedback on

whether the user’s responses were correct or incorrect.
As another example, a game bot may play a game on
the opposite side or the same side as a user within a
messaging app. As another example, a commercial bot
may provide services from a specific merchant, e.g., by
retrieving product information from the merchant’s cata-
log and enabling purchase through a messaging app. As
another example, an interface bot may interface a remote
device or vehicle so that a user of a messaging app can
chat with, retrieve information from, and/or provide in-
structions to the remote device or vehicle.
[0037] A bot’s capabilities may include understanding
a user’s intent and executing on it. The user’s intent may
be understood by analyzing and understanding the user’s
conversation and its context. A bot may also understand
the changing context of a conversation or the changing
sentiments and/or intentions of the users based on a con-
versation evolving over time. For example, if user A sug-
gests meeting for coffee but if user B states that he does
not like coffee, then a bot may assign a negative senti-
ment score for coffee to user B and may not suggest a
coffee shop for the meeting.
[0038] Implementing bots that can communicate with
users of messaging application 103a/103b may provide
many advantages. Conventionally, a user may utilize a
software application or a website to perform activities
such as paying bills, ordering food, booking tickets, etc.
A problem with such implementations is that a user is
required to install or use multiple software applications,
and websites, in order to perform the multiple activities.
For example, a user may have to install different software
applications to pay a utility bill (e.g., from the utility com-
pany), to buy movie tickets (e.g., a ticket reservation ap-
plication from a ticketing service provider), to make res-
taurant reservations (e.g., from respective restaurants),
or may need to visit a respective website for each activity.
Another problem with such implementations is that the
user may need to learn a complex user interface, e.g., a
user interface implemented using multiple user interface
elements, such as windows, buttons, checkboxes, dialog
boxes, etc.
[0039] Consequently, an advantage of one or more de-
scribed implementations is that a single application en-
ables a user to perform activities that involve interaction
with any number of parties, without being required to ac-
cess a separate website or install and run software ap-
plications, which has a technical effect of reducing con-
sumption of memory, storage, and processing resources
on a client device. An advantage of the described imple-
mentations is that the conversational interface makes it
easier and faster for the user to complete such activities,
e.g., without having to learn a complex user interface,
which has a technical effect of reducing consumption of
computational resources. Another advantage of the de-
scribed implementations is that implementing bots may
enable various participating entities to provide user in-
teraction at a lower cost, which has a technical effect of
reducing the need for computational resources that are

9 10 



EP 3 378 204 B1

7

5

10

15

20

25

30

35

40

45

50

55

deployed to enable user interaction, such as a toll-free
number implemented using one or more of a communi-
cations server, a website that is hosted on one or more
web servers, a customer support email hosted on an
email server, etc. Another technical effect of described
features is a reduction in the problem of consumption of
system processing and transmission resources required
for completing user tasks across communication net-
works.
[0040] While certain examples herein describe inter-
action between a bot and one or more users, various
types of interactions, such as one-to-one interaction be-
tween a bot and a user 125, one-to-many interactions
between a bot and two or more users (e.g., in a group
messaging conversation), many-to-one interactions be-
tween multiple bots and a user, and many-to-many inter-
actions between multiple bots and multiple users are be
possible. Further, in some implementations, a bot may
also be configured to interact with another bot (e.g., bots
107a/107b, 109a/109b, 111, 113, etc.) via messaging
application 103, via direct communication between bots,
or a combination. For example, a restaurant reservation
bot may interact with a bot for a particular restaurant in
order to reserve a table.
[0041] In certain embodiments, a bot may use a con-
versational interface to use natural language to interact
conversationally with a user. In certain embodiments, a
bot may use a template-based format to create sentenc-
es with which to interact with a user, e.g., in response to
a request for a restaurant address, using a template such
as "the location of restaurant R is L." In certain cases, a
user may be enabled to select a bot interaction format,
e.g., whether the bot is to use natural language to interact
with the user, whether the bot is to use template-based
interactions, etc.
[0042] In cases in which a bot interacts conversation-
ally using natural language, the content and/or style of
the bot’s interactions may dynamically vary based on one
or more of: the content of the conversation determined
using natural language processing, the identities of the
users in the conversations, and one or more conversa-
tional contexts (e.g., historical information on the user’s
interactions, connections between the users in the con-
versation based on a social graph), external conditions
(e.g., weather, traffic), the user’s schedules, related con-
text associated with the users, and the like. In these cas-
es, the content and style of the bot’s interactions is varied
based on only such factors for which users participating
in the conversation have provided consent.
[0043] As one example, if the users of a conversation
are determined to be using formal language (e.g., no or
minimal slang terms or emojis), then a bot may also in-
teract within that conversation using formal language,
and vice versa. As another example, if a user in a con-
versation is determined (based on the present and/or
past conversations) to be a heavy user of emojis, then a
bot may also interact with that user using one or more
emojis. As another example, if it is determined that two

users in a conversation are in remotely connected in a
social graph (e.g., having two or more intermediate nodes
between them denoting, e.g., that they are friends of
friends of friends), then a bot may use more formal lan-
guage in that conversation. In the cases where users
participating in a conversation have not provided consent
for the bot to utilize factors such as the users’ social
graph, schedules, location, or other context associated
with the users, the content and style of interaction of the
bot may be a default style, e.g., a neutral style, that
doesn’t require utilization of such factors.
[0044] Further, in some implementations, one or more
bots may include functionality to engage in a back-and-
forth conversation with a user. For example, if the user
requests information about movies, e.g., by entering
"@moviebot Can you recommend a movie?", the bot
"moviebot" may respond with "Are you in the mood for a
comedy?" The user may then respond, e.g., "nope" to
which the bot may respond with "OK. The sci-fi movie
entitled Space and Stars has got great reviews. Should
I book you a ticket?" The user may then indicate "Yeah,
I can go after 6 pm. Please check if Steve can join". Upon
user’s consent to the bot accessing information about
their contacts and upon the friend Steve’s consent to re-
ceiving messages from the bot, the bot may send a mes-
sage to user’s friend Steve and perform further actions
to book movie tickets at a suitable time.
[0045] In certain embodiments, a user participating in
a conversation may be enabled to invoke a specific bot
or a bot performing a specific task, e.g., by typing a bot
name or bot handle (e.g., taxi, @taxibot, @movies, etc.),
by using a voice command (e.g., "invoke bankbot", etc.),
by activation of a user interface element (e.g., a button
or other element labeled with the bot name or handle),
etc. Once a bot is invoked, a user 125 may send a mes-
sage to the bot via messaging application 103a/103b in
a manner similar to sending messages to other users
125. For example, to order a taxi, a user may type "@tax-
ibot get me a cab"; to make hotel reservations, a user
may type "@hotelbot book a table for 4 at a Chinese
restaurant near me."
[0046] In certain embodiments, a bot may automatical-
ly suggest information or actions within a messaging con-
versation without being specifically invoked. That is, the
users may not need to specifically invoke the bot. In these
embodiments, the bot may depend on analysis and un-
derstanding of the conversation on a continual basis or
at discrete points of time. The analysis of the conversa-
tion may be used to understand specific user needs and
to identify when assistance should be suggested by a
bot. As one example, a bot may search for some infor-
mation and suggest the answer if it is determined that a
user needs information (e.g., based on the user asking
a question to another user, based on multiple users in-
dicating they don’t have some information). As another
example, if it is determined that multiple users have ex-
pressed interest in eating Chinese food, a bot may auto-
matically suggest a set of Chinese restaurants in prox-
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imity to the users, including optional information such as
locations, ratings and links to the websites of the restau-
rants.
[0047] In certain embodiments, rather than automati-
cally invoking a bot or waiting for a user to explicitly invoke
a bot, an automatic suggestion may be made to one or
more users in a messaging conversation to invoke one
or more bots. In these embodiments, the conversation
may be analyzed on a continual basis or at discrete points
of time, and the analysis of the conversation may be used
to understand specific user needs and to identify when
a bot should be suggested within the conversation.
[0048] In the embodiments in which a bot may auto-
matically suggest information or actions within a mes-
saging conversation without being specifically invoked,
such functionality is disabled, e.g., if one or more users
participating in the messaging conversation do not pro-
vide consent to a bot performing analysis of the users’
conversation. Further, such functionality may also be dis-
abled temporarily based on user input. For example,
when the users indicate that a conversation is private or
sensitive, analysis of conversational context is suspend-
ed until users provide input for the bot to be activated.
Further, indications that analysis functionality is disabled
may be provided to participants in the conversation, e.g.,
with a user interface element.
[0049] In various implementations, a bot may be im-
plemented in a variety of configurations. For example,
as shown in Fig. 1, bot 105 is implemented on client de-
vice 115a. In this example, the bot may be a module in
a software application that is local to client device 115a.
For example, if a user has installed a taxi hailing appli-
cation on client device 115a, bot functionality may be
incorporated as a module in the taxi hailing application.
In this example, a user may invoke a taxi bot, e.g., by
sending a message "@taxibot get me a cab." Messaging
application 103b may automatically cause the bot module
in the taxi hailing application be launched. In this manner,
a bot may be implemented locally on a client device such
that the user can engage in conversation with the bot via
messaging application 103.
[0050] In another example shown in Fig. 1, bot 107a
is shown implemented on client device 115a and bot 107b
is shown as implemented on messaging server 101. In
this example, the bot may be implemented, e.g., as a
client-server computer program, with portions of the bot
functionality provided by each of bot 107a (server mod-
ule) and bot 107b (client module). For example, if the bot
is a scheduling bot with the handle @calendar, user 115a
may schedule a reminder, by typing "@calendar remind
me to pick up laundry in the evening," which may be han-
dled by bot 107b (client module). Continuing with this
example, if user 115a tells the bot "check if Jim is free to
meet at 4," bot 107a (server module) may contact user
Jim (or Jim’s scheduling bot) to exchange messages,
and provide a response to user 115a.
[0051] In another example, bot 109a (server module)
is implemented on server 135 and bot 109b (client mod-

ule) is implemented on client devices 115. In this exam-
ple, the bot functionality is provided by modules imple-
mented on client devices 115 and server 135, which is
distinct from messaging server 101. In some implemen-
tations, a bot may be implemented as a distributed ap-
plication, e.g., with modules distributed across multiple
client devices and servers (e.g., client devices 115, serv-
er 135, messaging server 101, etc.). In some implemen-
tations, a bot may be implemented as a server applica-
tion, e.g., bot 111 that is implemented on messaging serv-
er 101 and bot 113 that is implemented on server 135.
[0052] Different implementations such as client-only,
server-only, client-server, distributed, etc. may provide
different advantages. For example, client-only imple-
mentations permit bot functionality to be provided locally,
e.g., without network access, which may be advanta-
geous in certain contexts, e.g., when a user is outside of
network coverage area or in any area with low or limited
network bandwidth. Implementations that include one or
more servers, such as server-only, client-server, or dis-
tributed configurations may permit certain functionality,
e.g., financial transactions, ticket reservations, etc. that
may not be possible to provide locally on a client device.
[0053] While Fig. 1 shows bots as distinct from mes-
saging application 103, in some implementations, one or
more bots may be implemented as part of messaging
application 103. In the implementations in which bots are
implemented as part of messaging application 103, user
permission is obtained before implementing bots. For ex-
ample, where bots are implemented as part of messaging
application 103a/103b, messaging application
103a/103b may provide bots that can perform certain ac-
tivities, e.g., a translation bot that translates incoming
and outgoing messages, a scheduling bot that schedules
events on a user’s calendar, etc. In this example, trans-
lation bot is activated only upon user’s specific permis-
sion. If the user does not provide consent, bots within
messaging application 103a/103b are not implemented
(e.g., disabled, removed, etc.). If the user provides con-
sent, a bot or messaging application 103a/103b may
make limited use of messages exchanged between users
via messaging application 103a/103b to provide specific
functionality, e.g., translation, scheduling, etc.
[0054] In some implementations, third parties distinct
from a provider of messaging application 103a/103b and
users 125, may provide bots that can communicate with
users 125 via messaging application 103a/103b for spe-
cific purposes. For example, a taxi service provider may
provide a taxi bot, a ticketing service may provide a bot
that can book event tickets, a bank bot may provide ca-
pability to conduct financial transactions, etc.
[0055] In implementing bots via messaging application
103, bots are permitted to communicate with users only
upon specific user authorization. For example, if a user
invokes a bot, the bot can reply, e.g., based on the user’s
action of invoking the bot. In another example, a user
may indicate particular bots or types of bots that may
contact the user. For example, a user may permit travel
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bots to communicate with her, but not provide authoriza-
tion for shopping bots. In this example, messaging ap-
plication 103a/103b may permit travel bots to exchange
messages with the user, but filter or deny messages from
shopping bots.
[0056] Further, in order to provide some functionality
(e.g., ordering a taxi, making a flight reservation, contact-
ing a friend, etc.), bots may request that the user permit
the bot to access user data, such as location, payment
information, contact list, etc. In such instances, a user is
presented with options to permit or deny access to the
bot. If the user denies access, the bot may respond via
a message, e.g., "Sorry, I am not able to book a taxi for
you." Further, the user may provide access to information
on a limited basis, e.g., the user may permit the taxi bot
to access a current location only upon specific invocation
of the bot, but not otherwise. In different implementations,
the user can control the type, quantity, and granularity of
information that a bot can access, and is provided with
the ability (e.g., via a user interface) to change such per-
missions at any time. In some implementations, user data
may be processed, e.g., to remove personally identifiable
information, to limit information to specific data elements,
etc. before a bot can access such data. Further, users
can control usage of user data by messaging application
103a/103b and one or more bots. For example, a user
can specify that a bot that offers capability to make finan-
cial transactions require user authorization before a
transaction is completed, e.g., the bot may send a mes-
sage "Tickets for the movie Space and Starts are $12
each. Shall I go ahead and book?" or "The best price for
this shirt is $125, including shipping. Shall I charge your
credit card ending 1234?" etc.
[0057] In some implementations, messaging applica-
tion 103a/103b may also provide one or more sugges-
tions, e.g., suggested responses, to users 125 via a user
interface, e.g., as a button, or other user interface ele-
ment. Suggested responses may enable faster interac-
tion, e.g., by reducing or eliminating the need for a user
to type a response. Suggested responses may enable
users to respond to a message quickly and easily, e.g.,
when a client device lacks text input functionality (e.g., a
smartwatch that does not include a keyboard or micro-
phone). Suggested responses may also enable users to
respond quickly to messages, e.g., when the user selects
suggested response (e.g., by selecting a corresponding
a user interface element on a touchscreen). Suggested
responses may be generated using predictive models,
e.g., machine learning models, that are trained to gen-
erate responses.
[0058] For example, messaging application
103a/103b may implement machine learning, e.g., a
deep learning model, that can enhance user interaction
with messaging application 103. Machine-learning mod-
els may be trained using synthetic data, e.g., data that
is automatically generated by a computer, with no use of
user information. In some implementations, machine-
learning models may be trained, e.g., based on sample

data, for which permissions to utilize user data for training
have been obtained expressly from users. For example,
sample data may include received messages and re-
sponses that were sent to the received messages. Based
on the sample data, the machine-learning model can pre-
dict responses to received messages, which may then
be provided as suggested responses. User interaction is
enhanced, e.g., by reducing burden on the user to com-
pose a response to a received message, by providing a
choice of responses that are customized based on the
received message and the user’s context. For example,
when users provide consent, suggested responses may
be customized based on the user’s prior activity, e.g.,
earlier messages in a conversation, messages in differ-
ent conversations, etc. For example, such activity may
be used to determine an appropriate suggested response
for the user, e.g., a playful response, a formal response,
etc. based on the user’s interaction style. In another ex-
ample, when the user specifies one or more preferred
languages and/or locales, messaging application
103a/103b may generate suggested responses in the
user’s preferred language. In various examples, suggest-
ed responses may be text responses, images, multime-
dia, etc.
[0059] In some implementations, machine learning
may be implemented on messaging server 101, on client
devices 115, or on both messaging server 101 and client
devices 115. In some implementations, a simple machine
learning model may be implemented on client device 115
(e.g., to permit operation of the model within memory,
storage, and processing constraints of client devices)
and a complex machine learning model may be imple-
mented on messaging server 101. If a user does not pro-
vide consent for use of machine learning techniques,
such techniques are not implemented. In some imple-
mentations, a user may selectively provide consent for
machine learning to be implemented only on a client de-
vice 115. In these implementations, machine learning
may be implemented on client device 115, such that up-
dates to a machine learning model or user information
used by the machine learning model are stored or used
locally, and are not shared to other devices such as mes-
saging server 101, server 135, or other client devices
115.
[0060] For the users that provide consent to receiving
suggestions, e.g., based on machine-learning tech-
niques, suggestions may be provided by messaging ap-
plication 103. For example, suggestions may include
suggestions of content (e.g., movies, books, etc.), sched-
ules (e.g., available time on a user’s calendar), events/
venues (e.g., restaurants, concerts, etc.), and so on. In
some implementations, if users participating in a conver-
sation provide consent to use of conversation data, sug-
gestions may include suggested responses to incoming
messages that are based on conversation content. For
example, if a first user of two users that have consented
to suggestions based on conversation content, sends a
message "do you want to grab a bite? How about Italian?"
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a response may be suggested to the second user, e.g.
"@assistant lunch, italian, table for 2". In this example,
the suggested response includes a bot (identified by the
symbol @ and bot handle assistant). If the second user
selects this response, the assistant bot is added to the
conversation and the message is sent to the bot. A re-
sponse from the bot may then be displayed in the con-
versation, and either of the two users may send further
messages to the bot. In this example, the assistant bot
is not provided access to the content of the conversation,
and suggested responses are generated by the messag-
ing application 103.
[0061] In certain implementations, the content of a sug-
gested response may be customized based on whether
a bot is already present in a conversation or is able to be
incorporated into the conversation. For example, if it is
determined that a travel bot could be incorporated into
the messaging app, a suggested response to a question
about the cost of plane tickets to France could be "Let’s
ask travel bot!"
[0062] In different implementations, suggestions, e.g.,
suggested responses, may include one or more of: text
(e.g., "Terrific!"), emoji (e.g., a smiley face, a sleepy face,
etc.), images (e.g., photos from a user’s photo library),
text generated based on templates with user data insert-
ed in a field of the template (e.g., "her number is <Phone
Number>" where the field "Phone Number" is filled in
based on user data, if the user provides access to user
data), links (e.g., Uniform Resource Locators), etc. In
some implementations, suggested responses may be
formatted and/ or styled, e.g., using colors, fonts, layout,
etc. For example, a suggested response that includes a
movie recommendation may include descriptive text
about the movie, an image from the movie, and a link to
buy tickets. In different implementations, suggested re-
sponses may be presented as different types of user in-
terface elements, e.g., text boxes, information cards, etc.
[0063] In different implementations, users are offered
control over whether they receive suggestions, what
types of suggestions they receive, a frequency of the
suggestions, etc. For example, users may decline to re-
ceive suggestions altogether, or may choose specific
types of suggestions, or to receive suggestions only dur-
ing certain times of day. In another example, users may
choose to receive personalized suggestions. In this ex-
ample, machine learning may be used to provide sug-
gestions, based on the user’s preferences relating to use
of their data and use of machine learning techniques.
[0064] Fig. 2 is a diagram of example bot invocation
events in accordance with some implementations. In par-
ticular, a user device 202 is in communication with a bot
204. The bot 204 can be invoked via one or more events
on the user device 202. The events can include special
character autocomplete or manual typing 206, bot callout
tapping in a message 208, bot avatar tapping 210, and
selecting an auto reply suggestion 212.
[0065] The special character autocomplete or com-
mand can include input from a user of a special character

(e.g., "@") followed by a bot name or handle. In this ex-
ample event, the bot can be identified by a bot handle,
e.g., the "@" symbol followed by a name of the bot (e.g.,
reservationbot, assistant, etc.) An example user interface
element for special character autocomplete or command
is shown at 402 in Fig. 4 and described below. Once a
user enters the special character (e.g., "@") into a com-
pose box or other text input area, the system can monitor
the subsequent characters and attempt to automatically
identify and suggest bots having a handle (e.g., "@bot")
or a name (e.g., "Hotel Bot") that has a portion matching
the characters being typed or otherwise inputted by the
user. A user can select an autocomplete suggestion with-
out having to type the full bot name or handle name.
[0066] Tapping (or otherwise selecting via touch, typ-
ing or voice input) a bot callout (e.g., 404 in Fig. 4) can
invoke the bot associated with the callout. If the callout
was associated with previous suggested responses,
those responses may be recalled as shown in Figs. 8-12
and described below. Tapping (or otherwise selecting via
touch, typing or voice input) a bot avatar (e.g., 406 in Fig.
4). Tapping (or otherwise selecting via touch, typing or
voice input) an auto replay suggestion (e.g., 408 in Fig. 4).
[0067] Fig. 3 is a flow diagram showing an example
method of bot invocation in accordance with some im-
plementations. Processing begins at 302 where an indi-
cation of an action to invoke a bot is received. The indi-
cation can include an indication of a special character
bot command, a special character autocomplete selec-
tion, tapping a bot callout, tapping a bot avatar, and/or
an indication of a selection of an auto reply suggestion.
In some implementations, a bot can be automatically in-
voked (with or without one of the actions shown in Fig.
2) and the system can automatically determine which bot
to invoke based on various information, such as, e.g.,
what the user is typing in after @ or other special char-
acter, what type of task a user seeks to perform or needs
to perform based on user action or context of usage,
whether a user is looking for information (what informa-
tion the user is looking for), user voice command, etc.
Processing continues to 304.
[0068] At 304, the type of response to the indication of
an action to invoke a bot is determined. For example, if
the indication is a selection of an auto reply suggestion,
then the action may be to provide the auto reply to the
bot or to the other participants in the conversation. In
another example, if the indication is of a special character
command, then the action may be determined to be an
action responsive to the command. Processing contin-
ues to 306.
[0069] At 306, the bot responds to the received indica-
tion of an action to invoke the bot based on the response
type determined in 304. For example, the bot may provide
the suggested auto reply to the conversation, the bot may
act on a received command, etc.
[0070] Fig. 4 is a diagram of a user interface 400 show-
ing example bot identification and invocation elements
in accordance with some implementations. In particular,
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the user interface 400 includes an example special char-
acter autocomplete section 402 associated with a mes-
sage compose box. The user interface also includes an
example bot callout 404, which can represent a message
or command previously sent to a bot. The user interface
400 includes an example bot avatar 406 and an example
auto reply suggestion 408. There can be more than one
bot callout, avatar or auto reply suggestion in a user in-
terface.
[0071] Fig. 5 is a flow diagram of an example method
to manage user privacy during bot interaction in accord-
ance with some implementations. Processing begins at
502, where a request from a user is received at a bot
and/or a suggestion is generated, where the request or
the suggestion may require user data to be shared. The
request may include a requested task for the bot to per-
form (e.g., "share my flight data", "share my puppy pho-
tos", etc.). In some implementations, the request may be
a command for the bot. For example, a request that in-
cludes a command for a reservation bot may be "@res-
ervationbot find a hotel nearby," a request that includes
a command for an assistant bot may be "@assistant send
my flight details to Jim," etc. In this example, the bot is
identified by a bot handle, e.g., the "@" symbol followed
by a name of the bot (e.g., reservationbot, assistant, etc.)
In order to perform the task and/or provide a response
to the request, the bot may require access to user data.
The user and the bot may be in a one-to-one communi-
cation arrangement. For example, a user may request a
car service pick up and the car service bot may need to
know the user’s location in order to determine which cars
may be available for picking up the user. In another ex-
ample, a user may wish to make a hotel reservation at a
nearby hotel and the hotel reservation bot may need to
know the user’s location. In yet another example, a bot
may provide suggested responses for a user that include
sharing user information (e.g., photos, calendar entries,
flight schedules, etc.) and the suggestion bot may need
to obtain the user’s permission to access data that may
be helpful for a suggested response and to provide such
data as an actual response. The request may be a re-
quest from a user or may be an automatically generated
request (e.g., from a suggested response bot, etc.).
Processing continues to 504.
[0072] At 504, a permission user interface element is
caused to be displayed to the user associated with the
request or suggested response. An example of a permis-
sion request user interface element is shown in Fig. 6
and described below. The permission user interface el-
ement may also be presented as an audio prompt or us-
ing other user interface and/or output methods. Process-
ing continues to 506.
[0073] At 506, an indication is received of whether the
user grants the bot permission to share the user’s data
within an ongoing conversation that may be a one-to-one
conversation or a group conversation. The indication can
be received in the form of a user interface element se-
lection (e.g., touching, tapping, selecting an on screen

user interface button, via typing, audio input, gesture in-
put, etc.) that indicates whether the user grants permis-
sion or not. For example, the user could select one of
"NOT NOW" or "ALLOW" options shown in the permis-
sion user interface element of Fig. 6. Processing contin-
ues to 508.
[0074] At 508, the bot permission system determines
whether permission was granted or not. Determining
whether permission was granted can be accomplished
by evaluating the indication received in step 506. If per-
mission was granted, processing continues to 510. If per-
mission was not granted, processing continues to 512.
[0075] At 510, an indication of user data is shared by
the bot into the conversation according to the permission
granted by the user.
[0076] At 512, the user data is not shared by the bot
according to the permission not being granted by the us-
er.
[0077] Fig. 6 is a diagram of an example user interface
600 with bot messaging in accordance with some imple-
mentations. In particular, the user interface 600 includes
a message (602) from a user to a bot. Message 602 in-
cludes a request ("Share my dog photos") that may re-
quire use of the user’s personal information, e.g., dog
photos. In response to the request from the user, the bot
may display a permission allow/disallow interface ele-
ment (604) to the user seeking permission to share the
user’s data (606) in order to complete the request. The
permission element 604 can include a description or
sample (606) of what type of user data sharing permis-
sion is needed for and input elements for not allowing or
allowing the bot permission to share the user’s data, 608
and 610 respectively.
[0078] Fig. 7 is a flow diagram of an example method
for recalling previous bot suggestions in accordance with
some implementations. Figs. 8-12 provide example user
interface diagrams to help illustrate the method of Fig. 7
and are described in connection with the Fig. 7. Process-
ing begins at 702 where a request from a user in a con-
versation is received at a bot. The request can come from
a text command or other method as described herein.
For example, a user could issue a command such as
"@bot Any tables for 4 at 7 tonight?" as shown in Fig. 8
at 802. Processing continues to 704.
[0079] At 704, the bot can cause an acknowledgement
interface element (e.g., 804 in Fig. 8) to be displayed.
The acknowledgement element can provide an indication
to the user that the bot is processing or working on the
request or command. The acknowledgment can include
one or more suggested auto replies (e.g., 806 and 808
in Fig. 8). Processing continues to 706.
[0080] At 706, an indication of a subsequent message
by a participant in the conversation (e.g., 902 in Fig. 9).
Processing continues to 708.
[0081] At 708, the suggested responses are removed
based on the determination of a subsequent message
(e.g., 902). The removal of the suggested responses (806
and 808) is shown in Fig. 9 by the absence of the sug-
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gestions between 804 and 902. Processing continues to
710.
[0082] At 710, an indication is received that a user has
tapped (or otherwise selected) (1004 in Fig. 10) a previ-
ously displayed acknowledgement message (e.g., 804)
that had one or more suggested responses associated
with it. Also in Fig. 10 a subsequent message 1002 is
shown. By tapping or selected the previously displayed
acknowledgement message, the user may be indicating
an interest in recalling the suggested responses associ-
ated with the acknowledgement message. Processing
continues to 712.
[0083] At 712, the conversation is optionally temporar-
ily hidden or made less prominent through fading or other
technique. Processing continues to 714.
[0084] At 714, the previously displayed acknowledge-
ment message (e.g., 802) and its associated suggested
responses (806 and 808) are displayed as shown in Fig.
11. As alternative to hiding the conversation, the system
could expand the acknowledgement message and dis-
play the suggested responses. Processing continues to
716.
[0085] At 716, an indication of a selection of one of the
suggested responses is received. For example, an indi-
cation of selection of the "Cancel" suggested response
(808) could be received, as shown by 1102 in Fig. 11.
Alternatively, a "back" indication could be received to in-
dicate that no suggested auto response has been select-
ed and the user wishes to return to the conversation
screen and the suggested responses can be removed
from the display again. Processing continues to 718.
[0086] At 718, the display is returned to the conversa-
tion and the bot acts on the suggested response. For
example, the bot could cause the "Cancel it" message
to be display as shown at 1202 in Fig. 12.
[0087] Fig. 13 is a flow diagram of an example method
to manage bot permissions within a group messaging
context (e.g., within a "group chat") in accordance with
some implementations. Processing begins at 1302,
where a request from a user is received at a bot. In order
to perform a requested task and/or provide a response
to the request, the bot may require access to user data.
The user and the bot may be in a group communication
arrangement with multiple users and/or bot. For example,
in a communication session with multiple users, a user
may request a car service pick up, e.g., for the multiple
users. The car service bot may need to know the location
of each user that is to be included in the pickup in order
to determine which cars may be available for picking up
the users. In another example, a user may wish to make
a hotel reservation at a nearby hotel for the group of users
participating in the conversation. In this example, the ho-
tel reservation bot may need to know information about
the group of users, e.g., names, payment information,
etc. The request may be a request from a user or may
be an automatically generated request (e.g., from a sug-
gested response bot, etc.). Processing continues to
1304.

[0088] At 1304, a progress indication is optionally dis-
played by the bot and may be visible in the group con-
versation to the group or to the individual user making
the request. For example, a car service bot may display
a message such as "I’m working on it" in the group con-
versation. Processing continues to 1306.
[0089] At 1306, a permission user interface element is
caused to be displayed to the user associated with the
request. An example of a permission request user inter-
face element is shown in Fig. 6 and described above.
When a bot is requesting permission to access user data
instead of sharing user data, the permission request user
interface element may describe the user data that the
bot needs access to instead of showing an example of
the data the bot will share if given permission. The per-
mission user interface element may also be presented
as an audio prompt or using other user interface and/or
output methods. Processing continues to 1308.
[0090] At 1308, an indication is received of whether
one or more users grant the bot permission to access or
obtain respective user data. The indication can be re-
ceived in the form of a user interface element selection
(e.g., touching, tapping, selecting an on screen user in-
terface button, via typing, audio input, gesture input, etc.)
that indicates whether the user grants permission or not.
For example, the user could select one of "NOT NOW"
or "ALLOW" shown in the permission user interface ele-
ment of Fig. 6. Processing continues to 1310.
[0091] At 1310, the bot permission system determines
whether permission was granted or not. Determining
whether permission was granted can be accomplished
by evaluating the indication received in step 1308. If per-
mission was granted, processing continues to 1312. If
permission was not granted, processing continues to
816.
[0092] At 1312, the bot can start a one-to-one chat with
the user. The one-to-one chat and the messages ex-
changed in the one-to-one chat are not visible to the
group of users in the group messaging conversation. Ex-
amples of one-to-one chat user interfaces having differ-
ent visual themes corresponding to respective bots (e.g.,
with visual themes corresponding to different respective
companies, organizations, etc.) are shown in Figs. 14
and 15. Processing continues to 1314.
[0093] At 1314, the bot may perform further processing
to complete the task associated with the permissions that
were granted within the one-to-one user messaging con-
versation. For example, a car service bot could continue
to determine which cars may be in a location to provide
car service to the user. In another example, a lodging bot
could use shared user location to determine nearby ac-
commodations that are vacant and available for rental.
[0094] At 1316, the bot can cause a "graceful" indica-
tion of declining the task to be displayed to the user within
the group messaging conversation. For example, the bot
could provide an indication such as "I wasn’t able to get
your location - I’m unable to schedule a car" or the like.
The indication could be displayed on a graphical user
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interface or provided in the form of an audio cue or other
output indication. The graceful aspect of the decline mes-
sage can include a message that does not explicitly in-
dicate that a user did not grant the bot permission to use
the user’s data. In different implementations, the indica-
tion may include different textual content, e.g., based on
the request, or other factors. For example, an indication
in response to user prohibiting access to location in the
context of ordering a car may include textual content such
as "Sorry, unable to get location," "I’m unable to find cars
near you," "Car service not available," etc. In some im-
plementations, different indications may be sent to dif-
ferent participants in a group conversation. In some im-
plementations, indications may use different formats,
e.g., text box, graphical indication, animated indication,
etc. In some implementations, the indications may use
different styles, e.g., boldface text, italicized text, fonts,
colors, etc.
[0095] Fig. 14 is a diagram showing an example one-
to-one user interface 1400 themed for a given bot type
in accordance with some implementations. The example
shown in Fig. 14 is for an example restaurant bot. The
themed interface 1400 can include a particular back-
ground color, image, texture, etc. (1402). The themed
interface 1400 can also include a logo, name and handle
for the bot (1404). The themed interface can also include
information provided by the bot, for example restaurant
information 1406.
[0096] Fig. 15 is a diagram showing an example one-
to-one user interface 1500 themed for a given bot type
in accordance with some implementations. The example
shown in Fig. 15 is for an example hotel bot. The themed
interface 1500 can include a particular background color,
image, texture, etc. (1502). The themed interface 1500
can also include a logo, name and handle for the bot
(1504). The themed interface can also include informa-
tion provided by the bot, for example restaurant informa-
tion 1506 - 1508. The one-to-one interface 1500 also
includes suggestion selection buttons 1510 and 1512
and a compose box 1514 to compose messages (e.g.,
commands, requests, etc.) for the bot.
[0097] Fig. 16 is a block diagram of an example com-
puting device 1600 which may be used to implement one
or more features described herein. In one example, com-
puting device 1600 may be used to implement a client
(or user) device, e.g., any of client devices 115a-115n
shown in Fig. 1. Computing device 1600 can be any suit-
able computer system, server, or other electronic or hard-
ware device as described above.
[0098] One or more methods described herein can be
run in a standalone program that can be run on any type
of computing device, a program run on a web browser,
a mobile application ("app") run on a mobile computing
device (e.g., cell phone, smart phone, tablet computer,
wearable device (wristwatch, armband, jewelry, head-
wear, virtual reality goggles or glasses, augmented real-
ity goggles or glasses, etc.), laptop computer, etc.). In
one example, a client/server architecture can be used,

e.g., a mobile computing device (as a user device) sends
user input data to a server device and receives from the
server the final output data for output (e.g., for display).
In another example, all computations can be performed
within the mobile app (and/or other apps) on the mobile
computing device. In another example, computations
can be split between the mobile computing device and
one or more server devices.
[0099] In some implementations, computing device
1600 includes a processor 1602, a memory 1604, and
input/output (I/O) interface 1606. Processor 1602 can be
one or more processors and/or processing circuits to ex-
ecute program code and control basic operations of the
computing device 1600. A "processor" includes any suit-
able hardware and/or software system, mechanism or
component that processes data, signals or other infor-
mation. A processor may include a system with a general-
purpose central processing unit (CPU), multiple process-
ing units, dedicated circuitry for achieving functionality,
or other systems. Processing need not be limited to a
particular geographic location, or have temporal limita-
tions. For example, a processor may perform its functions
in "real-time," "offline," in a "batch mode," etc. Portions
of processing may be performed at different times and
at different locations, by different (or the same) process-
ing systems. A computer may be any processor in com-
munication with a memory.
[0100] Memory 1604 is typically provided in computing
device 1600 for access by the processor 1602, and may
be any suitable processor-readable storage medium,
such as random access memory (RAM), read-only mem-
ory (ROM), Electrical Erasable Read-only Memory (EEP-
ROM), Flash memory, etc., suitable for storing instruc-
tions for execution by the processor, and located sepa-
rate from processor 1602 and/or integrated therewith.
Memory 1604 can store software operating on the com-
puting device 1600 by the processor 1602, including an
operating system 1608 and one or more applications
1610 such as a messaging application, a bot interaction
application, etc. In some implementations, the applica-
tions 1610 can include instructions that enable processor
1602 to perform functions described herein, e.g., one or
more of the methods of Figs. 3, 5, 7, and/or 13. For ex-
ample, applications 1610 can include messaging and/or
bot applications, including a program to manage bot per-
missions, user privacy, recalling old bot suggestions,
and/or identifying bots as described herein. One or more
of the applications can, for example, provide a displayed
user interface responsive to user input to display selecta-
ble options or controls, and data based on selected op-
tions. One or more methods disclosed herein can operate
in several environments and platforms, e.g., as a stand-
alone computer program that can run on any type of com-
puting device, as a web application having web pages,
as a mobile application ("app") run on a mobile computing
device, etc.
[0101] Any of software in memory 1604 can alterna-
tively be stored on any other suitable storage location or
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computer-readable medium. In addition, memory 1604
(and/or other connected storage device(s)) can store
messages, permission settings, user preferences and re-
lated data structures, parameters, audio data, user pref-
erences, and/or other instructions and data used in the
features described herein in a database 1612. Memory
1604 and any other type of storage (magnetic disk, optical
disk, magnetic tape, or other tangible media) can be con-
sidered "storage" or "storage devices."
[0102] The I/O interface 1606 can provide functions to
enable interfacing the computing device 1600 with other
systems and devices. Interfaced devices can be included
as part of the computing device 1600 or can be separate
and communicate with the computing device 1600. For
example, network communication devices, wireless
communication devices, storage devices, and input/out-
put devices can communicate via the I/O interface 1606.
In some implementations, the I/O interface 1606 can con-
nect to interface devices such as input devices (key-
board, pointing device, touch screen, microphone, cam-
era, scanner, sensors, etc.) and/or output devices (dis-
play device, speaker devices, printer, motor, etc.).
[0103] Some examples of interfaced devices that can
connect to I/O interface 1606 can include a display device
1614 that can be used to display content, e.g., images,
video, and/or a user interface of an output application as
described herein. Display device 1614 can be connected
to computing device 1600 via local connections (e.g., dis-
play bus) and/or via networked connections and can be
any suitable display device. The display device 1614 can
include any suitable display device such as a liquid crystal
display (LCD), light emitting diode (LED), or plasma dis-
play screen, cathode ray tube (CRT), television, monitor,
touch screen, 3-D display screen, or other visual display
device. For example display device 1614 can be a flat
display screen provided on a mobile device, multiple dis-
play screens provided in a goggles device, or a monitor
screen for a computer device.
[0104] The I/O interface 1606 can interface to other
input and output devices. Some examples include one
or more cameras, which can capture image frames. Ori-
entation sensors, e.g., gyroscopes and/or accelerome-
ters, can provide sensor data indicating device orienta-
tion (which can correspond to view orientation in some
implementations) and/or camera orientation. Some im-
plementations can provide a microphone for capturing
sound (e.g., voice commands, etc.), audio speaker de-
vices for outputting sound, or other input and output de-
vices.
[0105] For ease of illustration, Fig. 16 shows one block
for the processor 1602, the memory 1604, the I/O inter-
face 1606, the operating system 1608, and the bot inter-
actions application 1610, respectively. These blocks may
represent one or more processors or processing circuit-
ries, operating systems, memories, I/O interfaces, appli-
cations, and/or software modules. In other implementa-
tions, computing device 1600 may not have all of the
components shown and/or may have other elements in-

cluding other types of elements instead of, or in addition
to, those shown herein. While user devices (e.g., 115a-
115n) are described as performing blocks and operations
as described in some implementations herein, any suit-
able component or combination of components of user
devices (e.g., 115a-115n) or similar devices, or any suit-
able processor or processors associated with such a sys-
tem, may perform the blocks and operations described.
[0106] Methods described herein can be implemented
by computer program instructions or code, which can be
executed on a computer. For example, the code can be
implemented by one or more digital processors (e.g., mi-
croprocessors or other processing circuitry) and can be
stored on a computer program product including a non-
transitory computer readable medium (e.g., storage me-
dium), such as a magnetic, optical, electromagnetic, or
semiconductor storage medium, including semiconduc-
tor or solid state memory, magnetic tape, a removable
computer diskette, a random access memory (RAM), a
read-only memory (ROM), flash memory, a rigid magnet-
ic disk, an optical disk, a solid-state memory drive, etc.
The program instructions can also be contained in, and
provided as, an electronic signal, for example in the form
of software as a service (SaaS) delivered from a server
(e.g., a distributed system and/or a cloud computing sys-
tem). Alternatively, one or more methods can be imple-
mented in hardware (logic gates, etc.), or in a combina-
tion of hardware and software. Example hardware can
be programmable processors (e.g. Field-Programmable
Gate Array (FPGA), Complex Programmable Logic De-
vice (CPLD), etc.), general purpose processors, graphics
processors, Application Specific Integrated Circuits
(ASICs), and the like. One or more methods can be per-
formed as part of or component of an application running
on the system, or as an application or software running
in conjunction with other applications and operating sys-
tem.
[0107] Although the description has been described
with respect to particular implementations thereof, these
particular implementations are merely illustrative, and
not restrictive. Concepts illustrated in the examples may
be applied to other examples and implementations.
[0108] In situations in which certain implementations
discussed herein may collect or use personal information
about users (e.g., user’s phone number or partial phone
number, user data, information about a user’s social net-
work, user’s location and time, user’s biometric informa-
tion, user’s activities and demographic information), us-
ers are provided with one or more opportunities to control
whether the personal information is collected, whether
the personal information is stored, whether the personal
information is used, and how the information is collected
about the user, stored and used. That is, the systems
and methods discussed herein collect, store and/or use
user personal information specifically upon receiving ex-
plicit authorization from the relevant users to do so. In
addition, certain data may be treated in one or more ways
before it is stored or used so that personally identifiable
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information is removed. As one example, a user’s identity
may be treated so that no personally identifiable infor-
mation can be determined. As another example, a user’s
geographic location may be generalized to a larger region
so that the user’s particular location cannot be deter-
mined.
[0109] Note that the functional blocks, operations, fea-
tures, methods, devices, and systems described in the
present disclosure may be integrated or divided into dif-
ferent combinations of systems, devices, and functional
blocks as would be known to those skilled in the art. Any
suitable programming language and programming tech-
niques may be used to implement the routines of partic-
ular implementations. Different programming techniques
may be employed such as procedural or object-oriented.
The routines may execute on a single processing device
or multiple processors. Although the steps, operations,
or computations may be presented in a specific order,
the order may be changed in different particular imple-
mentations. In some implementations, multiple steps or
operations shown as sequential in this specification may
be performed at the same time.

Claims

1. A computer-executed method, comprising:

providing a messaging application (103b), on a
first computing device (15a, 202, 1600) associ-
ated with a first user (125a), to enable commu-
nication between the first user (125a) and at
least one other user (125b), wherein the first us-
er (125a) is a human user and the at least one
other user comprises an assistive agent (105,
107, 109, 111, 113, 204);
detecting, at the messaging application (103b),
a user request, wherein detecting the user re-
quest comprises analyzing, by the assistive
agent (105, 107, 109, 111, 113, 204), one or
more messages received (502, 1302) in the
messaging application (103b) and wherein the
messages are sent from the first user (125a) to
the assistive agent (105, 107, 109, 111, 113,
204); the method characterised by program-
matically determining, by the assistive agent
(105, 107, 109, 111, 113, 204), that an operation
in response to the user request requires sharing
of data associated with the first user (125a);
causing (504, 1306), by the assistive agent (105,
107, 109, 111, 113, 204), a permission interface
(604) to be rendered in the messaging applica-
tion (103b) on the first computing device (15,
202, 1600), the permission interface (604) ena-
bling the first user (125a) to approve or prohibit
sharing of the data associated with the first user
(125a); and
upon receiving (506, 1308) user input from the

first user (125a) indicating approval of the shar-
ing of the data associated with the first user
(125a), accessing, by the assistive agent (105,
107, 109, 111, 113, 204), the data associated
with the first user (125a) and sharing (510, 1314)
the data associated with the first user (125a)
within the messaging application (103b) in re-
sponse to the user request.

2. The computer-executed method of claim 1, wherein
the one or more messages include one or more of a
text message, a multimedia message, and a com-
mand to the assistive agent (105, 107, 109, 111, 113,
204).

3. The computer-executed method of claim 1, further
comprising automatically invoking the assistive
agent (105, 107, 109, 111, 113, 204) based on one
or more actions (206, 208, 210, 212) of the first user
(125a).

4. The computer-executed method of claim 1, wherein
the assistive agent (105, 107, 109, 111, 113, 204) is
invoked (306) in response to one or more of:

a special character command (206);
user selection (208) of a user interface callout
element (404) associated with the assistive
agent (105, 107, 109, 111, 113, 204);
user selection (210) of an avatar (406) corre-
sponding to the assistive agent (105, 107, 109,
111, 113, 204); and
user selection (212) of an auto reply suggestion
(408) provided by the assistive agent (105, 107,
109, 111, 113, 204).

5. The computer-executed method of claim 1, wherein
the at least one other user includes a second human
user (125n), different from the first user (125a), as-
sociated with a second computing device (115n),
and wherein the permission interface (604) is ren-
dered in the messaging application (103b) on the
first computing device (15, 202, 1600) associated
with the first user (125a) and the permission interface
(604) is not displayed on the second computing de-
vice (115n) associated with the second human user
(125n).

6. The computer-executed method of claim 1, wherein
the at least one other user includes a second human
user (125n), different from the first user (125a), and
wherein the user request is received (502, 1302)
from the first computing device (15, 202, 1600) as-
sociated with the first user (125a), the method further
comprising, in response to the user request, initiating
a separate conversation in the messaging applica-
tion (103b), wherein the separate conversation in-
cludes the first user (125a) and the assistive agent
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(105, 107, 109, 111, 113, 204), and excludes the
second human user (125n).

7. The computer-executed method of claim 1, further
comprising providing (714) one or more suggestions
(806, 808) in the first messaging application (103b)
based on input from at least one of the first user
(125a) and the at least one other user.

8. The computer-executed method of claim 7, further
comprising causing the one or more suggestions
(806, 808) to be displayed (718) in the messaging
application (103b).

9. The computer-executed method of claim 8, wherein
the one or more suggestions (806, 808) are rendered
as suggestion elements that, when selected by the
first user (125a), cause details of a corresponding
suggestion (1202) to be displayed.

10. A system comprising:
one or more hardware processors (1602) coupled to
a non-transitory computer-readable medium (1604)
having stored thereon on software instructions
(1610) that, when executed by the one or more proc-
essors (1602), causes the one or more processors
(1602) to perform operations including:

detecting at a messaging application (103b) on
a first computing device (15, 202, 1600) associ-
ated with a first user (125a), a user request, the
messaging application (103b) configured to en-
able communication between the first user
(125a) and at least one other user, wherein the
first user (125a) is a human user and the at least
one other user comprises an assistive agent
(105, 107, 109, 111, 113, 204), wherein detect-
ing the user request comprises analyzing, by the
assistive agent (105, 107, 109, 111, 113, 204),
one or more messages received (502, 1302) in
the messaging application (103b), and wherein
the messages are sent from the first user (125a)
to the assistive agent (105, 107, 109, 111, 113,
204);
the one or more processors characterised also
to perform the following operations: program-
matically determining, by the assistive agent
(105, 107, 109, 111, 113, 204), that an operation
in response to the user request requires sharing
of data associated with the first user (125a);
causing (504, 1306), by the assistive agent (105,
107, 109, 111, 113, 204), a permission interface
(604) to be rendered in the messaging applica-
tion (103b) on the first computing device (15,
202, 1600), the permission interface (604) ena-
bling the first user (125a) to approve or prohibit
sharing of the data associated with the first user
(125a); and

upon receiving (506, 1308) user input from the
first user (125a) indicating approval of the shar-
ing of the data associated with the first user
(125a), accessing, by the assistive agent (105,
107, 109, 111, 113, 204), the data associated
with the first user (125a) and sharing (510, 1314)
the data associated with the first user (125a)
within the messaging application (103b) in re-
sponse to the user request.

11. The system of claim 10, wherein the at least one
other user includes a second human user (125n),
different from the first user (125a), associated with
a second computing device (115n), and wherein the
permission interface (604) is rendered in the mes-
saging application (103b) on the first computing de-
vice (15, 202, 1600) associated with the first user
(125a) and the permission interface (604) is not dis-
played on the second computing device (115n) as-
sociated with the second human user (125n).

12. The system of claim 10, wherein the at least one
other user includes a second human user (125n),
different from the first user (125a), and wherein the
user request is received (502, 1302) from the first
computing device (15, 202, 1600) associated with
the first user (125a), the operations further including,
in response to the user request, initiating a separate
conversation in the messaging application (103b),
wherein the separate conversation includes the first
user (125a) and the assistive agent (105, 107, 109,
111, 113, 204), and does not include the second hu-
man user (125n).

13. The system of claim 10, further comprising providing
(714) one or more suggestions (806, 808) to the first
messaging application (103b) based on input from
at least one of the first user (125a) and the at least
one other user.

Patentansprüche

1. Computerausgeführtes Verfahren, umfassend:

Bereitstellen einer Messaging-Anwendung
(103b) auf einer ersten Computervorrichtung
(15a, 202, 1600), die einem ersten Benutzer
(125a) zugeordnet ist, um Kommunikation zwi-
schen dem ersten Benutzer (125a) und mindes-
tens einem anderen Benutzer (125b) zu ermög-
lichen, wobei der erste Benutzer (125a) ein
menschlicher Benutzer ist und der mindestens
eine andere Benutzer einen assistierenden
Agenten (105, 107, 109, 111, 113, 204) umfasst;
Erfassen einer Benutzeranforderung bei der
Messaging-Anwendung (103b), wobei Erfassen
der Benutzeranforderung Analysieren einer
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oder mehrerer in der Messaging-Anwendung
(103h) empfangener Nachrichten (502, 1302)
durch den assistierenden Agenten (105, 107,
109, 111, 113, 204) umfasst und wobei die
Nachrichten vom ersten Benutzer (125a) an den
assistierenden Agenten (105, 107, 109, 111,
113, 204) gesendet werden;

wobei das Verfahren, gekennzeichnet ist durch:

programmgesteuertes Bestimmen durch den
assistierenden Agenten (105, 107, 109, 111,
113, 204), dass eine Operation als Antwort auf
die Benutzeranforderung die gemeinsame Nut-
zung von Daten erfordert, die dem ersten Be-
nutzer (125a) zugeordnet sind;
Veranlassen (504, 1306), durch den assistie-
renden Agenten (105, 107, 109, 111, 113, 204),
dass eine Berechtigungsschnittstelle (604) in
der Messaging-Anwendung (103b) auf der ers-
ten Rechenvorrichtung (15, 202, 1600) wieder-
gegeben wird, wobei die Berechtigungsschnitt-
stelle (604) es dem ersten Benutzer (125a) er-
möglicht, die gemeinsame Nutzung der dem
ersten Benutzer (125a) zugeordneten Daten zu
genehmigen oder zu verbieten; und
bei dem Empfangen (506, 1308) von Benutze-
reingabe des ersten Benutzers (125a), die die
Genehmigung der gemeinsamen Nutzung der
dem ersten Benutzer (125a) zugeordneten Da-
ten anzeigen, durch einen assistierenden
Agenten (105, 107, 109, 111, 113, 204) auf die
dem ersten Benutzer (125a) zugeordneten Da-
ten zuzugreifen und die dem ersten Benutzer
(125a) zugeordneten Daten innerhalb der Nach-
richtenanwendung (103b) als Antwort auf die
Benutzeranforderung zu teilen (510, 1314).

2. Computerausgeführtes Verfahren nach Anspruch 1,
wobei die eine oder mehreren Nachrichten eine oder
mehrere einer Textnachricht, einer Multimedia-
Nachricht und eines Befehl an den assistierenden
Agenten (105, 107, 109, 111, 113, 204) beinhalten.

3. Computerausgeführtes Verfahren nach Anspruch 1,
ferner umfassend automatisches Aufrufen des as-
sistierenden Agenten (105, 107, 109, 111, 113, 204)
basierend auf einer oder mehreren Aktionen (206,
208, 210, 212) des ersten Benutzers (125a).

4. Computerausgeführtes Verfahren nach Anspruch 1,
wobei der assistierende Agent (105, 107, 109, 111,
113, 204) als Antwort auf eine oder mehrere von
Folgendem aufgerufen wird (306):

einen Sonderzeichenbefehl (206);
eine Benutzerauswahl (208) eines dem assis-
tierenden Agenten (105, 107, 109, 111, 113,

204) zugeordneten Callout-Elements (404) der
Benutzeroberfläche;
eine Benutzerauswahl (210) eines Avatars
(406), die dem assistierenden Agenten (105,
107, 109, 111, 113, 113, 204) entspricht; und
eine Benutzerauswahl (212) eines automati-
schen Antwortvorschlags (408), der von dem
assistierenden Agenten (105, 107, 109, 111,
113, 204) bereitgestellt wird.

5. Computerausgeführtes Verfahren nach Anspruch 1,
wobei der mindestens eine andere Benutzer einen
zweiten menschlichen Benutzer (125n) beinhaltet,
der sich von dem ersten Benutzer (125a) unterschei-
det und einer zweiten Computervorrichtung (115n)
zugeordnet ist, und wobei die Berechtigungsschnitt-
stelle (604) in der Nachrichtenanwendung (103b) auf
der ersten Computervorrichtung (15, 202, 1600), die
dem ersten Benutzer (125a) zugeordnet ist, wieder-
gegeben wird und die Berechtigungsschnittstelle
(604) nicht auf der zweiten Computervorrichtung
(115n) angezeigt wird, die dem zweiten menschli-
chen Benutzer (125n) zugeordnet ist.

6. Computerausgeführtes Verfahren nach Anspruch 1,
wobei der mindestens eine andere Benutzer einen
zweiten menschlichen Benutzer (125n) beinhaltet,
der sich von dem ersten Benutzer (125a) unterschei-
det, und wobei die Benutzeranforderung von der ers-
ten Computervorrichtung (15, 202, 1600) empfan-
gen (502, 1302) wird, die dem ersten Benutzer
(125a) zugeordnet ist, wobei das Verfahren ferner
als Antwort auf die Benutzeranforderung, Einleiten
eines separaten Gesprächs in der Nachrichtenan-
wendung (103b) umfasst, wobei das separate Ge-
spräch den ersten Benutzer (125a) und den assis-
tierenden Agenten (105, 107, 109, 111, 113, 204)
umfasst und den zweiten menschlichen Benutzer
(125n) ausschließt.

7. Computerausgeführtes Verfahren nach Anspruch 1,
ferner umfassend Bereitstellen (714) eines oder
mehrerer Vorschläge (806, 808) in der ersten Nach-
richtenanwendung (103b) basierend auf Eingabe
von mindestens einem von dem ersten Benutzer
(125a) und dem mindestens einen anderen Benut-
zer.

8. Computerausgeführtes Verfahren nach Anspruch 7,
ferner umfassend das Veranlassen, dass der eine
oder die mehreren Vorschläge (806, 808) in der
Nachrichtenanwendung (103b) angezeigt (718)
werden.

9. Computerausgeführtes Verfahren nach Anspruch 8,
wobei der eine oder die mehreren Vorschläge (806,
808) als Vorschlagselemente wiedergegeben wer-
den, die bei Auswahl durch den ersten Benutzer
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(125a) dazu führen, dass Details eines entsprechen-
den Vorschlags (1202) angezeigt werden.

10. System, umfassend:
einen oder mehrere Hardwareprozessoren (1602),
die mit einem nicht-flüchtigen, computerlesbaren
Medium (1604) gekoppelt sind, auf dem Software-
anweisungen (1610) gespeichert sind, die, wenn sie
von einem oder mehreren Prozessoren (1602) aus-
geführt werden, bewirken, dass der eine oder die
mehreren Prozessoren (1602) Operationen durch-
führen, die Folgendes beinhalten:

Erfassen, bei einer Messaging-Anwendung
(103b), einer Benutzeranforderung, wobei die
Messaging-Anwendung (103b) dazu konfigu-
riert ist, Kommunikation zwischen dem ersten
Benutzer (125a) und mindestens einem ande-
ren Benutzer zu ermöglichen, wobei der erste
Benutzer (125a) ein menschlicher Benutzer ist
und der mindestens eine andere Benutzer einen
assistierenden Agenten (105, 107, 109, 111,
113, 204) umfasst, wobei Erfassen der Benut-
zeranforderung Analysieren einer oder mehre-
rer in der Messaging-Anwendung (103b) emp-
fangener Nachrichten (502, 1302) durch den as-
sistierenden Agenten (105, 107, 109, 111, 113,
204) umfasst, und wobei die Nachrichten vom
ersten Benutzer (125a) an den assistierenden
Agent (105, 107, 109, 111, 113, 204) gesendet
werden;
wobei der eine oder die mehreren Prozessoren
dadurch gekennzeichnet sind, dass sie auch
die folgenden Operationen durchführen:

programmgesteuertes Bestimmen durch
den assistierenden Agenten (105, 107, 109,
111, 113, 204), dass eine Operation als Ant-
wort auf die Benutzeranforderung die ge-
meinsame Nutzung von Daten erfordert, die
dem ersten Benutzer (125a) zugeordnet
sind;
Veranlassen (504, 1306), durch den assis-
tierenden Agenten (105, 107, 109, 111,
113, 204), dass eine Berechtigungsschnitt-
stelle (604) in der Messaging-Anwendung
(103b) auf der ersten Computervorrichtung
(15, 202, 1600) wiedergegeben wird, wobei
die Berechtigungsschnittstelle (604) es
dem ersten Benutzer (125a) ermöglicht, die
gemeinsame Nutzung der dem ersten Be-
nutzer (125a) zugeordneten Daten zu ge-
nehmigen oder zu verbieten; und
beim Empfangen (506, 1308) von Benutze-
reingabe von dem ersten Benutzers (125a),
die Genehmigung der gemeinsamen Nut-
zung der dem ersten Benutzer (125a) zu-
geordneten Daten angibt, Zugreifen, durch

den assistierenden Agenten (105, 107, 109,
111, 113, 204), auf die dem ersten Benutzer
(125a) zugeordneten Daten und gemeinsa-
mes Nutzen (510, 1314) der dem ersten Be-
nutzer (125a) zugeordneten Daten inner-
halb der Nachrichtenanwendung (103b) als
Antwort auf die Benutzeranforderung.

11. System nach Anspruch 10, wobei der mindestens
eine andere Benutzer einen zweiten menschlichen
Benutzer (125n) beinhaltet, der sich von dem ersten
Benutzer (125a) unterscheidet und dem eine zweite
Computervorrichtung (115n) zugeordnet ist, und wo-
bei die Berechtigungsschnittstelle (604) in der Nach-
richtenanwendung (103b) auf der ersten Computer-
vorrichtung (15, 202, 1600), die dem ersten Benutzer
(125a) zugeordnet ist, wiedergegeben wird und die
Berechtigungsschnittstelle (604) nicht auf der zwei-
ten Computervorrichtung (115n), die dem zweiten
menschlichen Benutzer (125n) zugeordnet ist, an-
gezeigt wird.

12. System nach Anspruch 10, wobei der mindestens
eine andere Benutzer einen zweiten menschlichen
Benutzer (125n) beinhaltet, der sich von dem ersten
Benutzer (125a) unterscheidet, und wobei die Be-
nutzeranforderung von der ersten Computervorrich-
tung (15, 202, 1600), die dem ersten Benutzer (125a)
zugeordnet ist, empfangen (502, 1302) wird, wobei
die Operationen ferner umfassen: als Antwort auf
die Benutzeranfrage, Einleiten einer separaten Kon-
versation in der Messaging-Anwendung (103b), wo-
bei die separate Konversation den ersten Benutzer
(125a) und den assistierenden Agenten (105, 107,
109, 111, 113, 204) beinhaltet und nicht den zweiten
menschlichen Benutzer (125n) beinhaltet.

13. System nach Anspruch 10, ferner umfassend Bereit-
stellen (714) eines oder mehrerer Vorschläge (806,
808) an die erste Nachrichtenanwendung (103b) ba-
sierend auf Eingabe von dem ersten Benutzer (125a)
und/oder dem mindestens einen anderen Benutzer.

Revendications

1. Un procédé mis en œuvre par ordinateur,
comprenant :

le fait de prévoir une application de messagerie
(103b), sur un premier dispositif informatique
(15a, 202, 1600) associé à un premier utilisateur
(125a), pour permettre une communication en-
tre le premier utilisateur (125a) et au moins un
autre utilisateur (125b), le premier utilisateur
(125a) étant un utilisateur humain et ledit au
moins un autre utilisateur comprenant un agent
d’assistance (105, 107, 109, 111, 113, 204) ;
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le fait de détecter, au niveau de l’application de
messagerie (103b), une demande d’utilisateur,
la détection de la demande d’utilisateur compre-
nant le fait d’analyser, par l’agent d’assistance
(105, 107, 109, 111, 113, 204), un ou plusieurs
messages reçus (502, 1302) dans l’application
de messagerie (103b) et les messages étant en-
voyés du premier utilisateur (125a) à l’agent
d’assistance (105, 107, 109, 111, 113, 204) ;
le procédé étant caractérisé par
le fait de déterminer par programmation, par
l’agent d’assistance (105, 107, 109, 111, 113,
204), qu’une opération en réponse à la demande
de l’utilisateur nécessite le partage de données
associées au premier utilisateur (125a) ;
le fait (504, 1306), par l’agent d’assistance (105,
107, 109, 111, 113, 204), d’amener une interfa-
ce de permission (604) à s’afficher dans l’appli-
cation de messagerie (103b) sur le premier dis-
positif informatique (15, 202, 1600), l’interface
de permission (604) permettant au premier uti-
lisateur (125a) d’approuver ou interdire le par-
tage des données associées au premier utilisa-
teur (125a) ; et
lors de la réception (506, 1308) d’une entrée uti-
lisateur par le premier utilisateur (125a) indi-
quant l’approbation du partage des données as-
sociées au premier utilisateur (125a), le fait d’ac-
céder, par l’agent d’assistance (105, 107, 109,
111, 113, 204), aux données associées au pre-
mier utilisateur (125a) et de partager (510, 1314)
les données associées au premier utilisateur
(125a) à l’intérieur de l’application de message-
rie (103b) en réponse à la demande d’utilisateur.

2. Le procédé mis en œuvre par ordinateur selon la
revendication 1, dans lequel lesdits un ou plusieurs
messages comprennent un ou plusieurs parmi un
message texte, un message multimédia et une com-
mande à l’agent d’assistance (105, 107, 109, 111,
113, 204).

3. Le procédé mis en œuvre par ordinateur selon la
revendication 1, comprenant en outre le fait de lancer
automatiquement l’agent d’assistance (105, 107,
109, 111, 113, 204) sur la base d’une ou plusieurs
actions (206, 208, 210, 212) du premier utilisateur
(125a).

4. Le procédé mis en œuvre par ordinateur selon la
revendication 1, dans lequel l’agent d’assistance
(105, 107, 109, 111, 113, 204) est lancé (306) en
réponse à un ou plusieurs parmi :

une commande de caractères spéciaux (206) ;
une sélection utilisateur (208) d’un élément
d’appel d’interface utilisateur (404) associé à
l’agent d’assistance (105, 107, 109, 111, 113,

204) ;
une sélection utilisateur (210) d’un avatar (406)
correspondant à l’agent d’assistance (105, 107,
109, 111, 113, 204) ; et
une sélection par l’utilisateur (212) d’une sug-
gestion de réponse automatique (408) fournie
par l’agent d’assistance (105, 107, 109, 111,
113, 204).

5. Le procédé mis en œuvre par ordinateur selon la
revendication 1, dans lequel au moins un autre uti-
lisateur comprend un deuxième utilisateur humain
(125n), différent du premier utilisateur (125a), asso-
cié à un deuxième dispositif informatique (115n), l’in-
terface de permission (604) étant affichée dans l’ap-
plication de messagerie (103b) sur le premier dispo-
sitif informatique (15, 202, 1600) associé au premier
utilisateur (125a) et l’interface de permission (604)
n’est pas affichée dans le deuxième dispositif infor-
matique (115n) associé au deuxième utilisateur hu-
main (125n).

6. Le procédé mis en œuvre par ordinateur selon la
revendication 1, dans lequel au moins un autre uti-
lisateur comprend un deuxième utilisateur humain
(125n), différent du premier utilisateur (125a), et
dans lequel la demande d’utilisateur est reçue (502,
1302) depuis le premier dispositif informatique (15,
202, 1600) associé au premier utilisateur (125a), le
procédé comprenant en outre, en réponse à la de-
mande de l’utilisateur, le fait d’initier une conversa-
tion séparée dans l’application de messagerie
(103b), la conversation séparée incluant le premier
utilisateur (125a) et l’agent d’assistance (105, 107,
109, 111, 113, 204), et excluant le deuxième utilisa-
teur humain (125n).

7. Le procédé mis en œuvre par ordinateur selon la
revendication 1, comprenant en outre le fait (714) de
fournir une ou plusieurs suggestions (806, 808) dans
la première application de messagerie (103b) en
fonction de données fournies par au moins un parmi
le premier utilisateur (125a) et ledit au moins un autre
utilisateur.

8. Le procédé mis en œuvre par ordinateur selon la
revendication 7, comprenant en outre le fait d’ame-
ner lesdites une ou plusieurs suggestions (806, 808)
à être affichées (718) dans l’application de messa-
gerie (103b).

9. Le procédé mis en œuvre par ordinateur selon la
revendication 8, dans lequel lesdites une ou plu-
sieurs suggestions (806, 808) sont affichées sous
forme d’éléments de suggestion qui, lorsqu’ils sont
sélectionnés par le premier utilisateur (125a), pro-
voquent l’affichage de détails d’une suggestion cor-
respondante (1202).
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10. Un système comprenant :
un ou plusieurs processeurs matériels (1602) reliés
à un support non transitoire lisible par ordinateur
(1604) sur lequel sont stockées des instructions lo-
gicielles (1610) qui, lorsqu’elles sont exécutées par
lesdits un ou plusieurs processeurs (1602), amènent
lesdits un ou plusieurs processeurs (1602) à mettre
en œuvre des opérations incluant :

le fait de détecter au niveau d’une application
de messagerie (103b) sur un premier dispositif
informatique (15, 202, 1600) associé à un pre-
mier utilisateur (125a), une demande d’utilisa-
teur, l’application de messagerie (103b) étant
configurée pour permettre une communication
entre le premier utilisateur (125a) et au moins
un autre utilisateur, le premier utilisateur (125a)
étant un utilisateur humain et ledit au moins un
autre utilisateur comprenant un agent d’assis-
tance (105, 107, 109, 111, 111, 113, 204), le fait
de détecter la demande d’utilisateur compre-
nant le fait d’analyser, par l’agent d’assistance
(105, 107, 109, 111, 113, 204), un ou plusieurs
messages reçus (502, 1302) dans l’application
de messagerie (103b), et les messages étant
envoyés depuis le premier utilisateur (125a)
vers l’agent d’assistance (105, 107, 109, 111,
113, 204) ;
lesdits un ou plusieurs processeurs étant carac-
térisés également par le fait d’effectuer les opé-
rations suivantes :

le fait de déterminer par programmation, par
l’agent d’assistance (105, 107, 109, 111,
113, 204), qu’une opération en réponse à
la demande d’utilisateur nécessite de par-
tager des données associées au premier
utilisateur (125a) ;
le fait (504, 1306), par l’agent d’assistance
(105, 107, 109, 111, 113, 204), d’amener
une interface de permission (604) à s’affi-
cher dans l’application de messagerie
(103b) sur le premier dispositif informatique
(15, 202, 1600), l’interface de permission
(604) permettant au premier utilisateur
(125a) d’approuver ou d’interdire le partage
des données associées au premier utilisa-
teur (125a) ; et
lors de la réception (506, 1308) d’une entrée
utilisateur par le premier utilisateur (125a)
indiquant l’approbation du partage des don-
nées associées au premier utilisateur
(125a), le fait d’accéder, par l’agent d’assis-
tance (105, 107, 109, 111, 113, 204), aux
données associées au premier utilisateur
(125a) et de partager (510, 1314) les don-
nées associées au premier utilisateur
(125a) à l’intérieur de l’application de mes-

sagerie (103b) en réponse à la demande
d’utilisateur.

11. Le système selon la revendication 10, dans lequel
ledit au moins un autre utilisateur comprend un
deuxième utilisateur humain (125n), différent du pre-
mier utilisateur (125a), associé à un deuxième dis-
positif informatique (115n), et dans lequel l’interface
de permission (604) est affichée dans l’application
de messagerie (103b) sur le premier dispositif infor-
matique (15, 202, 1600) associé au premier utilisa-
teur (125a) et l’interface de permission (604) n’est
pas affichée sur le deuxième dispositif informatique
(115n) associé au deuxième utilisateur humain
(125n).

12. Le système selon la revendication 10, dans lequel
ledit au moins un autre utilisateur comprend un
deuxième utilisateur humain (125n), différent du pre-
mier utilisateur (125a), et dans lequel la demande
d’utilisateur est reçue (502, 1302) du premier dispo-
sitif informatique (15, 202, 1600) associé au premier
utilisateur (125a), les opérations comprenant en
outre, en réponse à la demande d’utilisateur, le fait
d’initier une conversation séparée dans l’application
de messagerie (103b), la conversation séparée in-
cluant le premier utilisateur (125a) et l’agent d’assis-
tance (105, 107, 109, 111, 113, 204), et les docu-
ments n’incluant pas le deuxième utilisateur humain
(125n).

13. Le système selon la revendication 10, comprenant
en outre le fait (714) de fournir une ou plusieurs sug-
gestions (806, 808) à la première application de mes-
sagerie (103b) en fonction de l’entrée opérée par au
moins un parmi le premier utilisateur (125a) et par
ledit au moins un autre utilisateur.
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