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Description

Field of the Disclosure

[0001] This disclosure relates generally to systems
and methods for relocating mobile devices attached to a
gateway in a communication network.

Background

[0002] Wireless networks are telecommunication net-
works that use radio waves to carry information from one
node in the network to one or more receiving nodes in
the network. Cellular telephony is characterized by the
use of radio cells that provide radio coverage for a geo-
graphic area, with multiple cells arranged to provide con-
tiguous radio coverage over a larger area. Wired com-
munication can also be used in portions of a wireless
network, such as between cells or access points. Wire-
less communication technologies are used in connection
with many user equipment, including, for example, sat-
ellite communications systems, portable digital assist-
ants (PDAs), laptop computers, and mobile devices (e.g.,
cellular telephones). Such devices can connect to a net-
work (e.g., the Internet) as long as the user is within range
of such a wireless communication technology.
[0003] The increase in data traffic is straining wireless
network operators’ existing packet core elements. The
increase in data traffic can overload network devices in
wireless networks, and it may even cause wireless net-
work service disruptions. The demand for data over wire-
less networks is not expected to slow, especially as mo-
bile devices become more sophisticated and as users
become more dependent on mobile devices.
[0004] US 2009/0305707 discloses a method of con-
trolling selection of a data transmission network node for
a mobile device in a telecommunications network. The
mobile telecommunications network includes a plurality
of mobility management nodes, such as SGSN and LTE
MME. When the mobile terminal moves from a first one
of the mobility management nodes to a second of the
nodes, it is determined at the second node whether to
cause the mobile terminal to re-select a data transmis-
sion network node. Aspects and examples of the present
invention are set out in the appended claims.

Brief Description of the Drawings

[0005]

FIGs. 1-2 illustrate a communication network includ-
ing a long term evolution (LTE) topology in accord-
ance with certain embodiments;

FIG. 3 shows a flow diagram illustrating a gateway
relocation mechanism in accordance with certain
embodiments;

FIG. 4 shows a logical diagram of a user plane (UP)
element in accordance with certain embodiments;

FIG. 5 illustrates a network device in accordance with
certain embodiments; and

FIG. 6 illustrates a logical view of the software archi-
tecture of a network device in accordance with cer-
tain embodiments.

Description of Example Embodiments

Overview

[0006] Certain embodiments relate to a method that
includes identifying communication sessions associated
with a user equipment and identifying network condition
information associated with a plurality of gateways, in-
cluding a serving gateway of the user equipment. The
method further includes determining if an explicit detach
with reattach required (EDRR) procedure would disrupt
the communication sessions by analyzing the communi-
cation sessions and the network condition information,
and if the EDRR procedure would not severely disrupt
the communication sessions, triggering a mobility man-
agement entity (MME), associated with the user equip-
ment, to initiate the EDRR procedure for the user equip-
ment.

Example embodiments

[0007] Network operators have addressed the rapid in-
crease in data traffic by installing multiple network devic-
es, for example, gateways in communication networks
to handle the data traffic. These network devices are of-
ten deployed in a distributed manner so that each network
device handles data traffic for a localized region. How-
ever, because the amount of data traffic can vary from
one geographic location to another, some of the network
devices can be overloaded while others are under-uti-
lized. Such a load imbalance would counter the benefits
of deploying multiple network devices.
[0008] To evenly distribute user equipment to multiple
network devices, network operators have devised meth-
ods to detach some user equipments from an overloaded
network device and reattach the detached user equip-
ments to an under-utilized network device. One of the
devised methods is an "explicit detach with reattach re-
quired" procedure (EDRR procedure). Load distribution
is one embodiment of an operational procedure which
includes the EDRR procedure. Other embodiments may
relate to alternative procedures, e.g., updating the con-
figuration on an operational network element.
[0009] The EDRR procedure is specified in the 3rd

Generation Partnership Project (3GPP) Technical Spec-
ification (TS) 23.401, entitled "Technical Specification
Group Services and System Aspects; General Packet
Radio Service (GPRS) enhancements for Evolved Uni-
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versal Terrestrial Radio Access Network (E-UTRAN) ac-
cess (Release 10)", which is herein incorporated by ref-
erence in its entirety. TS 23.401 specifies an EDRR pro-
cedure in which a mobility management entity (MME)
instructs a user equipment to detach from the network
and reattach to the network. When the user equipment
reattaches to the network, the MME selects a gateway
that would serve the user equipment. The MME is con-
figured to select a gateway that is different from the gate-
way that previously served the user equipment. This way,
the MME can de-anchor a user equipment from a gate-
way and reattach the user equipment to a new gateway.
[0010] One drawback of the EDRR procedure is data
service disruption. Because the MME resides on a control
plane of a network, the MME is not cognizant of any data
transfer activities. Therefore, the MME may reattach a
user equipment to a new gateway even if the user equip-
ment is receiving data from the network. When a user
equipment detaches from a gateway and reattaches to
a new gateway, the new gateway would assign a new
Internet Protocol (IP) address to the user equipment.
Therefore, if the user equipment had any on-going data
communications prior to receiving the EDRR instruc-
tions, the user equipment may need to stop the on-going
data communications and re-establish them to reflect the
new IP address, thereby disrupting on-going data serv-
ices.
[0011] To reduce service disruptions associated with
the EDRR procedure, the disclosed systems and meth-
ods provide an enhanced EDRR procedure in which the
EDRR procedure is triggered by a network device that
has access to user plane information. A network device
with access to user plane information, also called a user
plane (UP) element, is aware of on-going data transfer
activities. Therefore, the UP element is capable of decid-
ing when to initiate or defer the EDRR procedure to re-
duce the disruption of on-going data transfer activities.
For example, if a user equipment has a long-lived Trans-
mission Control Protocol (TCP) connection that is likely
to be associated with a substantive, important data trans-
fer, the UP element can postpone the EDRR procedure
until the long-lived TCP connection is terminated. In other
words, the UP element can trigger or delay the EDRR
procedure based on how the EDRR procedure would af-
fect on-going data transfer activities.
[0012] A UP element can include a serving gateway
(SGW), a packet data network gateway (PGW), a policy
charging and rules function (PCRF) receiving data traffic
reports from a gateway, or any network devices that are
in the user plane. Once the UP element decides to exe-
cute the EDRR procedure, the UP element can send a
trigger message to the associated MME. The UP element
can communicate with the MME over an interface. For
example, if the UP element is a SGW, then the UP ele-
ment can communicate with the MME over a S11 signal-
ling interface. If the UP element is a PGW, then the UP
element can communicate with the MME via proxied
communication, via the SGW using the S5 and S11 sig-

nalling interfaces, or via a newly defined direct interface
between the PGW and the MME. This newly defined in-
terface can include an Sxx signalling interface. If the UP
element is a PCRF, then the UP element can establish
a new signalling interface, i.e., Sxx interface, with the
MME communicate with the MME. If the UP element does
not have any signalling interface to the MME, the UP
element can communicate with the MME using a General
Packet Radio Service (GPRS) Tunneling Protocol (GTP).
[0013] FIG. 1 illustrates a communication system with
parallel networks in accordance with certain embodi-
ments. FIG. 1 includes a number of radio access tech-
nologies such as a 1xRTT transceiver 100, a high-rate
packet data (HRPD) transceiver 102, and an evolved
high-rate packet data (eHRPD) transceiver 104, each of
which can connect to an access network 106. An evolved
Node B (eNodeB) transceiver 108 is an LTE network ra-
dio network component that connects to an Evolved
UMTS Terrestrial Radio Access Network (E-UTRAN)
110. Other radio access technologies such as Wi-Fi,
Femto, WiMAX, or any other radio spectrum technology,
can use a transceiver shown generally at 112 to connect
a user equipment (UE) 134 to the network using a broad-
band or other access network.
[0014] The access network 106 can communicate with
an access gateway 116 that implements a combination
of functionalities such as a packet data serving node (PD-
SN), a HRPD serving gateway (HSGW), and a serving
gateway (SGW). In operation, the PDSN functionality can
be used with 1xRTT 100, the HSGW functionality can be
used with HRPD 102 and eHRPD 104, and the SGW
functionality can be used with the eNodeB 108. The ac-
cess gateway 116 can communicate with an anchor gate-
way 118, such as a packet data network gateway (PGW),
and a mobility management entity (MME) 120. On the
access network side, the anchor gateway 118 can also
communicate with an evolved packet data gateway (eP-
DG) 122 that provides connectivity to the Wi-Fi/Fem-
to/other transceiver 112. On the packet core side, the
anchor gateway can communicate with the operator’s IP
service domain 124, the Internet 126, IP multimedia sub-
system (IMS) 128, a data center 132, and a video server
136. An authentication, authorization, and accounting
(AAA) server/home subscriber server (HSS) 130 can
communicate with the access gateway 116, the anchor
gateway 118, or both.
[0015] The Home Subscriber Server (HSS) 130 can
be a master user database that supports IMS network
entities that handle calls. The HSS 130 stores subscrip-
tion-related information (subscriber profiles), performs
authentication and authorization of the user, and can pro-
vide information about the subscriber’s location and IP
information. The HSS 130 also maintains binding infor-
mation on which gateway is currently serving a user
equipment. Even when the user equipment 134 is de-
tached from the network, the HSS 130 maintains the bind-
ing information until the user equipment 134 re-attaches
itself and updates the binding information. The AAA serv-
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er 130 can provide authentication, access control, and
accounting to the network. The authentication can in-
volve verification of the subscriber, the access control
can involve granting or denying access to specific serv-
ices, and the accounting that can take place is the track-
ing of the use of network resources by subscribers. Other
servers, such as the Home Location Register (HLR) can
be used in other embodiments. In certain embodiments,
the AAA/HSS 130 can communicate with the access
gateway 116 for charging purposes.
[0016] The LTE communication network includes a
PDN gateway (PGW) 118, a serving gateway (SGW)
116, an E-UTRAN (evolved-UMTS terrestrial radio ac-
cess network) 110, and a mobility management entity
(MME) 120. The evolved packet core (EPC) of an LTE
communication network includes the MME 120, SGW
116 and PGW 118 components. In some embodiments,
one or more EPC components can be implemented on
the same gateway or network device as described below.
[0017] The SGW sits in the user plane where it for-
wards and routes packets to and from the eNodeB and
PGW. The SGW also serves as the local mobility anchor
for inter-eNodeB handover and mobility between 3GPP
networks. The SGW routes and forwards user data pack-
ets, while also acting as the mobility anchor for the user
plane during inter-eNB handovers and as the anchor for
mobility between LTE and other 3GPP technologies (ter-
minating S4 interface and relaying the traffic between
2G/3G systems and PGW). For idle state user equip-
ments, the SGW terminates the down link data path and
triggers paging when down link data arrives for the user
equipment. The SGW manages and stores user equip-
ment contexts, e.g. parameters of the IP bearer service
and network internal routing information. The SGW also
performs replication of the user traffic in case of lawful
interception.
[0018] The PGW acts as the interface between the LTE
network and other packet data networks, such as the
Internet or SIP-based IMS networks (fixed and mobile).
The PGW serves as the anchor point for intra-3GPP net-
work mobility, as well as mobility between 3GPP and
non-3GPP networks. The PGW acts as the Policy and
Charging Enforcement Function (PCEF), which manag-
es Quality of Service (QoS), online/offline flow-based
charging data generation, deep-packet inspection, and
lawful intercept. The PGW provides connectivity to the
UE to external packet data networks by being the point
of exit and entry of traffic for the UE. A UE may have
simultaneous connectivity with more than one PGW for
accessing multiple packet data networks. The PGW per-
forms policy enforcement, packet filtering for each user,
charging support, lawful interception, and packet screen-
ing. The PGW also provides an anchor for mobility be-
tween 3GPP and non-3GPP technologies such as
WiMAX and 3GPP2 standards (CDMA 1X and EVDO).
[0019] Policy and charging rules function (PCRF) 136
can determine the policy rules associated with subscrib-
ers in a communication network. The PCRF 136 can ac-

cess subscriber databases and charging systems in a
scalable manner. The PCRF 136 can communicate with
the network operator’s IP service domain over an Rx+
interface. The PCRF 136 can also communicate with a
PGW 118 over an S7 interface. In certain embodiments,
the PCRF 136 can also communicate with an MME over
a new signalling interface, referred to as an Sxx interface.
[0020] The MME 120 resides in the EPC control plane
and manages session states, authentication, paging,
mobility with 3GPP 2G/3G nodes, roaming, and other
bearer management functions. The MME can be a stan-
dalone element or integrated with other EPC elements,
including the SGW, PGW, and Serving GPRS Support
Node (SGSN). The MME can also be integrated with
2G/3G elements, such as the SGSN and GGSN. This
integration is the key to mobility and session manage-
ment interworking between 2G/3G and 4G mobile net-
works.
[0021] MME 120 is a control-node for the LTE access
network. The MME is responsible for UE tracking and
paging procedures including retransmissions. MME 120
handles the bearer activation/deactivation process and
is also responsible for choosing the SGW for a UE at the
initial attach and at time of an intra-LTE handover. The
MME also authenticates the user by interacting with the
HSS 130. The MME also generates and allocates tem-
porary identities to UEs and terminates Network Access
Server (NAS) signaling. The MME checks the authoriza-
tion of the UE to camp on the service provider’s Public
Land Mobile Network (PLMN) and enforces UE roaming
restrictions. The MME is the termination point in the net-
work for ciphering/integrity protection for NAS signaling
and handles the security key management. Lawful inter-
ception of signaling is also supported by the MME The
MME also provides the control plane function for mobility
between LTE and 2G/3G access networks with the S3
interface terminating at the MME from the SGSN (not
shown). The MME also terminates the S6a interface to-
wards the home HSS for roaming UEs. The MME 120
can communicate with the SGW 116 over a S11 interface.
In certain embodiments, the MME 120 can communicate
with a PGW 118 over a new, directly connected interface,
including an Sxx signalling interface. In other embodi-
ments, the MME 120 can communicate with a PGW 118
via a SGW over proxied interfaces, S5 and S11. In certain
embodiments, the MME 120 can communicate with op-
erator’s IP services over an Sxx interface.
[0022] The ePDG 122 is responsible for interworking
between the EPC and fixed non-3GPP access technol-
ogies such as a Wi-Fi, WiMAX access networks. The
ePDG 122 can use IPSec/IKEv2 to provide secure ac-
cess to the EPC network. Optionally, the ePDG can use
Proxy Mobile IPv6 (PMIPv6) to interact with the PGW
when the mobile subscriber is roaming in an untrusted
non-3GPP system. The ePDG is involved in tunnel au-
thentication and authorization, transport level packet
marking in the uplink, policy enforcement of Quality of
Service (QoS) based on information received via Author-
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ization, Authentication, Accounting (AAA) infrastructure,
lawful interception, and other functions.
[0023] FIG. 2 illustrates a communication system with
parallel networks in accordance with legacy universal
mobile telecommunications systems (UMTS) network
devices in accordance with certain embodiments. The
legacy transceivers include base transceiver station
(BTS) 200 and NodeB transceiver 202. The BTS 200 can
communicate with a GSM EDGE Radio Access Network
(GERAN) 204 and the NodeB 202 can communicate with
a UMTS terrestrial radio access network (UTRAN) 206.
The serving GPRS support node (SGSN) can be imple-
mented on a gateway 208 with a mobility management
entity (MME). The GERAN 204 can communicate
through the SGSN functionality on gateway 208 to serv-
ing gateway (SGW) 212 or gateway GPRS support node
(GGSN)/PGW 214.
[0024] In some embodiments, the enhanced EDRR
procedure can be implemented, in part, on gateways,
such as PGW/HA 118, PDSN/HSGW/SGW 116, SG-
SN/MME 208, PGW/GGSN 214, or SGW 212. The gate-
ways can access and maintain information relating to the
communication session, the subscriber, the radio bear-
ers, and the policies relating to the communication ses-
sion. The gateways may be used to provide various serv-
ices to a user equipment 134 and implement the quality
of service (QoS) on packet flows. Several of these func-
tions are used in providing, for example, voice over IP
(VoIP) routing and enhanced services, such as enhanced
charging, stateful firewalls, traffic performance optimiza-
tion (TPO). The communication networks also allow pro-
vision of applications such as VoIP, streaming video,
streaming music, multi-user gaming, location based
services, and a variety of delivered to a user equipment.
Residing within the gateways can be one or more network
processing units, line cards, packet processing cards,
system management cards, and interfaces in some em-
bodiments.
[0025] FIG. 3 illustrates a flow diagram for an en-
hanced EDRR procedure in accordance with certain em-
bodiments. In an enhanced EDRR procedure, the UP
element can monitor the data flows and determine wheth-
er to initiate the EDRR procedure or not.
[0026] In step 1, the UP element can monitor data flows
and determine how an EDRR procedure would affect the
network service for a user equipment. Monitoring data
flows can include gathering information on the commu-
nication sessions associated with a user equipment
and/or the current network condition. The UP element
can subsequently analyze the gathered information to
determine the impact of the EDRR procedure to the user
equipment. Analyzing the gathered information can be
performed at an analytics module in the UP element. The
analytics module can analyze these factors in a variety
of ways such as continuously or intermittently.
[0027] Analyzing the communication session associ-
ated with a user equipment can include determining the
types of established communication sessions and the

number of established communication sessions. User
equipment can establish one or more of the following
types of communication sessions: a Transmission Con-
trol Protocol (TCP) session, a User Datagram Protocol
(UDP) session, a Datagram Congestion Control Protocol
(DCCP) session, a Stream Control Transmission Proto-
col (SCTP) session, or a Resource Reservation Protocol
(RSVP) session. The types of established communica-
tion sessions and the number of established communi-
cation sessions can be determined by querying the serv-
ing gateway or by analyzing data packets associated with
the established communication sessions.
[0028] Determining the types of established commu-
nication sessions can be useful because the EDRR pro-
cedure impacts certain types of communication sessions
more than others. For example, the EDRR procedure
can change the IP address associated with a user equip-
ment, which can severely disrupt TCP sessions while
only tangentially disrupting other types of sessions.
Therefore, if all data communication sessions associated
with a user equipment are non-TCP sessions (e.g., UDP
sessions), data service disruptions due to the EDRR pro-
cedure may only be minor. Determining the number of
established communication sessions can also be useful
because the EDRR procedure would more severely im-
pact user equipments with many established sessions
compared to user equipments with fewer established
sessions.
[0029] Analyzing the network condition information
can include analyzing network congestion information
and/or historical data traffic information. The network
condition information is applicable to multiple user equip-
ment. Therefore, analyzing the current network condition
information can culminate in relocating multiple user
equipment to another gateway.
[0030] Network congestion information can indicate
the amount of data traffic currently being handled by cer-
tain network devices or the average data throughput of
certain network devices. The network congestion infor-
mation can also include a gateway status information,
indicating if a gateway is overloaded or if a gateway is
malfunctioning.
[0031] In some embodiments, the analytics module
can gather network congestion information from deep
packet inspection (DPI) of data flows. Deep packet in-
spection can include inspecting data flow’s level 3, level
4, level 5, level 6, and/or level 7 headers, each defined
in accordance with the Open System Interconnection
(OSI) model. For example, the network congestion infor-
mation can be extracted by analyzing a Simple Network
Management Protocol (SNMP) message header, by an-
alyzing application level (i.e., level 7) data flows with TCP
retransmits, or by analyzing an application level (i.e., lev-
el 7) signaling, such as a session initiation protocol (SIP)
signaling.
[0032] In certain embodiments, the analytics module
can receive network congestion information from a ses-
sion border controller or a service router. In other em-
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bodiments, the analytics module can trigger the UP ele-
ment, in which the analytics module resides, to measure
the network congestion information. The measured net-
work congestion information can include the data
throughput of the UP element (measured in terms of
mega-bits per second) or the number of communication
sessions handled by the UP element.
[0033] The historical data traffic information can in-
clude data traffic statistics measured over a period of
time. The analytics module can use the historical data
traffic information to proactively initiate the EDRR proce-
dure before any of the network devices becomes over-
loaded. For example, if an analytics module is aware that
5PM is a busy hour for a particular gateway, the UP el-
ement can initiate the EDRR procedure to proactively
relocate certain user equipments to a less-utilized gate-
way. The historical data traffic information can also in-
clude statistics on the location of one or more services
often consumed by a particular user equipment. The lo-
cation of those services can be inferred by analyze the
IP address from which the services originate.
[0034] In certain embodiments, the analytics module
can analyze the above factors to determine the PGW to
which the user equipment is to be relocated. Further, in
certain embodiments, the analytic module can derive the
cost delta for serving a particular user as a result of gate-
way relocation. Here the cost delta may be related to the
reduced cost in terms of resources required to support a
given subscriber quality of experience. Alternatively, the
cost delta may be directly related to the cost of bandwidth
required to support connections to preferred application
functions.
[0035] The analytics module can analyze one or more
of the above factors to determine how the EDRR proce-
dure would impact the communication session of a user
equipment. If the determination indicates that the level
of disruption is not too severe, the EDRR is initiated. The
level of disruption (i.e., the impact of the EDRR on the
communication session of the user equipment) can be
quantified as a scalar or a vector, and the determination
of the severity of the disruption can be based on whether
the quantified level of disruption is greater or less than a
scalar threshold or a vector threshold.
[0036] Different systems could quantify the level of dis-
ruption in different ways, and a system could determine
it differently based on circumstances. The level of dis-
ruption and its severity can be quantified using a math-
ematical algorithm. In certain embodiments, a mathemat-
ical algorithm can assign specific weights to above fac-
tors contributing to the network disruption. The mathe-
matical algorithm would then sum the weighted contribu-
tions of these factors and apply a function to the weighted
sum to quantify the severity of the network service dis-
ruption. For example, in some embodiments, the math-
ematical function can take the form of: 

where Fi indicates the service disruption contribution
from the ith factor, wi indicates the weight assigned to the
ith factor, N indicates the number of considered factors,
g(•) indicates the function applied to the weighted sum
of the contributions, and s indicates the quantity that in-
dicates the severity of the network service disruption. If
s is less than a predetermined threshold, then the ana-
lytics module would indicate that the EDRR would not
severely disrupt the user equipment’s communication
sessions. In some embodiments, weights wi, the function
g(•), and the threshold can be configured to satisfy the
needs of the communication networks: these can be set
by a network operator or a vendor selling the UP element.
If the EDRR procedure would not severely disrupt the
communication sessions for the user equipment, the UP
element can trigger the EDRR procedure for the user
equipment.
[0037] In step 2, the UP element can send an EDRR
trigger message to the MME 120. The EDRR trigger mes-
sage can include an identifier of the user equipment to
be relocated to another gateway. The user equipment’s
identifier can include the IP address, the International
Mobile Subscriber Identity (IMSI), the International Mo-
bile Equipment Identity (IMEI), the MSISDN, or the Mo-
bile Equipment Identifier (MEID). The EDRR trigger mes-
sage can also include, if applicable, an identifier of an
PGW that will serve the user equipment upon reattach-
ment. The PGW identifier can include the IP address of
the PGW or the fully-qualified-domain-name (FQDN) of
the PGW (e.g., PGW-CA.vz.com).
[0038] Once the MME 120 receives the EDRR trigger
message, the MME 120 can initiate the EDRR procedure,
as disclosed in the 3rd Generation Partnership Project
(3GPP) Technical Specification (TS) 23.401. In step 3,
the MME 120 analyzes the user equipment’s identifier in
the EDRR trigger message to identify the user equipment
134 to be reattached. Then, the MME 120 sends a detach
request to the equipment 134. In step 4, the user equip-
ment 134 sends a detach accept message to the MME
120. In step 5, the MME 120 releases the S1-MME sig-
naling connection for the user equipment by sending an
S1 Release Command message to the eNodeB associ-
ated with the user equipment 134. The MME 120 can
also communicate with a serving gateway to remove in-
formation related to the user equipment’s sessions. Sub-
sequently, the user equipment 134 can re-attach to the
network to re-establish communication sessions. In cer-
tain embodiments, the MME can assign the re-attached
user equipment to the PGW identified by the PGW iden-
tifier in the EDRR trigger message. This completes the
EDRR procedure.
[0039] In certain embodiments, the MME can trigger
the UP element (or the analytics module therein) to de-
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termine if the EDRR procedure would disrupt communi-
cation sessions associated with a particular user equip-
ment. For example, the MME can send an evaluation
trigger message to the UP element. In response, the UP
element can monitor the data traffic to gather information
on the communication sessions associated with a user
equipment and/or the current network condition. The an-
alytics module in the UP element would subsequently
analyze the gathered information to determine whether
the EDRR procedure would disrupt on-going communi-
cation sessions associated with the particular user equip-
ment. If not, the UP element can trigger the MME to ini-
tiate the EDRR procedure, as illustrated in FIG. 3.
[0040] In certain embodiments, the analytics module
can reside in the MME 120. The UP element can gather
data flow information, including information on on-going
communication sessions and current network condition.
The UP element then sends the data flow information to
the MME 120. Subsequently, the analytics module in the
MME 120 can analyze the received data flow information
to determine how the EDRR procedure would impact on-
going communication sessions. If the EDRR procedure
would not severely disrupt the communication sessions,
the analytics module can trigger the MME 120 to initiate
the EDRR procedure, as illustrated in FIG. 3.
[0041] In certain embodiments, the analytics module
can analyze data flows to identify a group of user equip-
ment with predetermined data consumption characteris-
tics. The data consumption characteristics can include
the consumed data content or the originating server of
the consumed data content. The analytics module can
subsequently trigger the MME 120 to reattach this group
of user equipments to the same gateway. For example,
the analytics module can perform deep packet inspection
of data flows to determine which user equipments are
watching the same video. Once the analytics module
identifies a group of user equipments watching the same
video, the analytics module can trigger the MME 120 to
reattach the identified group of user equipments to the
same gateway. This way, the new gateway can deliver
the video to user equipment in an efficient manner. For
example, in some embodiments, the new gateway can
multi-cast the video to user equipment. Also, in other em-
bodiments, the new gateway can receive a uni-cast video
stream from the video originating server, and split the
received uni-cast video stream to multiple uni-cast video
streams to user equipment. Such video delivery strate-
gies can save computational power and communication
bandwidths, and improve the hit-rate of video cache in
the new gateway.
[0042] FIG. 4 illustrates a logical view of a user plane
(UP) element 300 in accordance with certain embodi-
ments. The UP element 300 can include one or more of:
a processor 302, a memory 304, a network processing
unit (NPU) 306, a packet director/NPU flow 308, an an-
alytics module 310, a channel module 312, and an inter-
face 314.
[0043] The analytics module 310 is configured to de-

termine how an "explicit detach with reattach required
procedure" (EDRR procedure) would impact on-going
network services for a user equipment. To determine the
impact of the EDRR procedure, the analytics module 310
can consider data flow information, which includes infor-
mation on communication sessions associated with a us-
er equipment and/or the current network condition.
Based on the analysis, the analytics module 310 can trig-
ger an MME 120 to initiate the EDRR procedure for the
user equipment. The analytics module 310 can be im-
plemented in software using the memory 304 such as a
non-transitory computer readable medium, a program-
mable read only memory (PROM), or flash memory. The
software can run on a processor 302 that executes in-
structions or computer code. The analytics module 310
may also be implemented in hardware using an applica-
tion specific integrated circuit (ASIC), programmable log-
ic array (PLA), or any other integrated circuit.
[0044] An interface 314 can provide an input and/or
output mechanism to communicate with other network
devices, including an MME. In particular, the interface
314 can include the S11 interface or the Sxx interface
for communication with the MME. The interface can also
include a General Packet Radio Service tunneling pro-
tocol (GTP) tunnel for communication with an MME. The
interface 314 can also provide communication with gate-
ways and UEs, as well as other core network nodes to
send and receive control data. The interface 314 can be
implemented in hardware to send and receive signals in
a variety of mediums, such as optical, copper, and wire-
less, and in a number of different protocols some of which
may be non-transient and/or non-transitory.

User equipment and Network Device

[0045] The user equipment 134 described above can
communicate with a plurality of radio access networks
using a plurality of access technologies and with wired
communication networks. The user equipment 134 can
be a smart phone offering advanced capabilities such as
word processing, web browsing, gaming, e-book capa-
bilities, an operating system, and a full keyboard. The
user equipment 134 may run an operating system such
as Symbian OS, iPhone OS, RIM’s Blackberry, Windows
Mobile, Linux, Palm WebOS, and Android. The screen
may be a touch screen that can be used to input data to
the user equipment 134 and the screen can be used in-
stead of the full keyboard. The user equipment 134 may
have the capability to run applications or communicate
with applications that are provided by servers in the com-
munication network. The user equipment 134 can receive
updates and other information from these applications
on the network.
[0046] The user equipment 134 also encompasses
many other devices such as televisions (TVs), video pro-
jectors, set-top boxes or set-top units, digital video re-
corders (DVR), computers, netbooks, laptops, machine-
to-machine clients such as a car, an automated teller
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machine (ATM), and any other audio/visual equipment
that can communicate with a network. The user equip-
ment 134 can also keep global positioning coordinates,
profile information, or other location information in its
stack or memory. The user equipment 134 can have a
memory such as a computer readable medium, flash
memory, a magnetic disk drive, an optical drive, a pro-
grammable read-only memory (PROM), and/or a read-
only memory (ROM). The user equipment 134 can be
configured with one or more processors that process in-
structions and run software that may be stored in mem-
ory. The processor can also communicate with the mem-
ory and interfaces to communicate with other devices.
The processor can be any applicable processor such as
a system-on-a-chip that combines a CPU, an application
processor, and flash memory. The interfaces can be im-
plemented in hardware or software. The interfaces can
be used to receive both data and control information from
the network as well as local sources, such as a remote
control to a television. The user equipment 134 can also
provide a variety of user interfaces such as a keyboard,
a touch screen, a trackball, a touch pad, and/or a mouse.
The user equipment 134 may also include speakers and
a display device in some embodiments.
[0047] The analytics module can be implemented, at
least in part, in a network device in some embodiments.
This network device can implement multiple and different
integrated functionalities. In some embodiments, one or
more of the following functionalities can be implemented
on the network device including a security gateway
(SeGW), an access gateway, a Gateway General packet
radio service Serving Node (GGSN), a serving GPRS
support node (SGSN), a packet data inter-working func-
tion (PDIF), an access service network gateway
(ASNGW), a User Plane Entity (UPE), an IP Gateway, a
Policy and Charging Rule Function (PCRF), a session
initiation protocol (SIP) server, a proxy-call session con-
trol function (P-CSCF), and an interrogating-call session
control function (I-CSCF), a serving gateway (SGW), and
a packet data network gateway (PDN GW), a mobility
management entity (MME), a mobility access gateway
(MAG), an HRPD serving gateway (HSGW), a local mo-
bility anchor (LMA), a packet data serving node (PDSN),
a foreign agent (FA), and/or home agent (HA).
[0048] In certain embodiments, the functionalities are
provided by a combination of hardware and software in
the network device. General purpose hardware can be
configured in the network device to provide one or more
of these specialized functionalities. The gateway can also
support sessions originated from a Femto base station,
which would connect to the gateway using a broadband
network. A person or corporation may use a Femto base
station in a home or business to support one or more
mobile nodes. The gateway can provide trigger based
traffic management during a handoff from a Femto base
station to a macro base station, while maintaining traffic
management for the mobile node. The offload gateway
can be implemented as any combination of the following

including an xGSN, an xGW, an xGW-SGW, and an
xGW-PGW.
[0049] In some embodiments the network device is im-
plemented using a collection of integrated circuit boards
or cards. These cards include input/output interfaces for
communication amongst each other, at least one proc-
essor for executing instructions and running modules that
are stored in memory, and memory for storing data. The
features of a network device that implements a gateway,
in accordance with some embodiments, are further de-
scribed below. FIG. 5 illustrates the implementation of a
network device in accordance with some embodiments.
The network device 400 includes slots 402 for loading
application cards and line cards. A midplane can be used
in the network device to provide intra-network device
communications, power connections, and transport
paths between the various installed cards. The midplane
can include buses such as a switch fabric 404, a control
bus 406, a system management bus, a redundancy bus
408, and a time division multiplex (TDM) bus. The switch
fabric 404 is an IP-based transport path for user data
throughout the network device implemented by estab-
lishing inter-card communications between application
cards and line cards. The control bus 406 interconnects
the control and management processors within the net-
work device. The network device management bus pro-
vides management of system functions such as supply-
ing power, monitoring temperatures, board status, data
path errors, card resets, and other failover features. The
redundancy bus 408 provides transportation of user data
and redundancy links in the event of hardware failures.
The TDM bus provides support for voice services on the
system.
[0050] The network device supports at least four types
of application cards: a switch processor I/O card (SPIO)
410, a system management card (SMC) 412, a packet
service card (PSC) 414, and a packet accelerator card
(not shown). Other cards used in the network device in-
clude line cards 466 and redundant crossbar cards
(RCC) 418. The line cards 416, when loaded in the net-
work device, provide input/output connectivity to the net-
work and other devices, as well as redundancy connec-
tions. The line cards 416 include interfaces to the network
through Ethernet, Fiber Optic, and the other communi-
cation mediums. The redundant crossbar card (RCC)
418 includes a non-blocking crossbar and connections
to each of the cards in the network device. This allows a
redundant connection to be made through the redundant
crossbar card 418 from any one card to any other card
in the network device. The SPIO card 410 serves as a
controller of the network device and is responsible for
such things as initializing the network device and loading
software configurations onto other cards in the network
device.
[0051] The system management card (SMC) 412 and
switch processor card (not shown) are system control
and management cards for managing and controlling oth-
er cards in the network device. The packet accelerator
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card (PAC) and packet service card (PSC) 414 provide
packet processing, context processing capabilities, and
forwarding capabilities among other things. The PAC and
PSC 414 perform packet-processing operations through
the use of control processors and a network processing
unit. The network processing unit determines packet
processing requirements; receives and transmits user
data frames to/from various physical interfaces; makes
IP forwarding decisions; implements packet filtering, flow
insertion, deletion, and modification; performs traffic
management and traffic engineering; modi-
fies/adds/strips packet headers; and manages line card
ports and internal packet transportation. The control
processors, also located on the packet accelerator card,
provide packet-based user service processing.
[0052] The operating system software can be based
on a Linux software kernel and run specific applications
in the network device such as monitoring tasks and pro-
viding protocol stacks. The software allows network de-
vice resources to be allocated separately for control and
data paths. For example, certain packet accelerator
cards and packet services cards can be dedicated to per-
forming routing or security control functions, while other
packet accelerator cards/packet services cards are ded-
icated to processing user session traffic. As network re-
quirements change, hardware resources can be dynam-
ically deployed to meet the requirements in some em-
bodiments. The system can be virtualized to support mul-
tiple logical instances of services, such as technology
functions (e.g., a SeGW PGW, SGW, MME, HSGW, PD-
SN, ASNGW, PDIF, HA, or GGSN).
[0053] The network device’s software can be divided
into a series of tasks that perform specific functions.
These tasks communicate with each other as needed to
share control and data information throughout the net-
work device. A task is a software process that performs
a specific function related to system control or session
processing. Three types of tasks operate within the net-
work device in some embodiments: critical tasks, con-
troller tasks, and manager tasks. The critical tasks control
functions that relate to the network device’s ability to proc-
ess calls such as network device initialization, error de-
tection, and recovery tasks. The controller tasks mask
the distributed nature of the software from the user and
perform tasks such as monitor the state of subordinate
manager(s), provide for intra-manager communication
within the same subsystem, and enable inter-subsystem
communication by communicating with controller(s) be-
longing to other subsystems. The manager tasks can
control system resources and maintain logical mappings
between system resources.
[0054] Individual tasks that run on processors in the
application cards can be divided into subsystems. A sub-
system is a software element that either performs a spe-
cific task or is a culmination of multiple other tasks. A
single subsystem can include critical tasks, controller
tasks, and manager tasks. Some of the subsystems that
can run on a network device include a system initiation

task subsystem, a high availability task subsystem, a re-
covery control task subsystem, a shared configuration
task subsystem, a resource management subsystem, a
virtual private network subsystem, a network processing
unit subsystem, a card/slot/port subsystem, and a ses-
sion subsystem.
[0055] The system initiation task subsystem is respon-
sible for starting a set of initial tasks at system startup
and providing individual tasks as needed. The high avail-
ability task subsystem works in conjunction with the re-
covery control task subsystem to maintain the operation-
al state of the network device by monitoring the various
software and hardware components of the network de-
vice. Recovery control task subsystem is responsible for
executing a recovery action for failures that occur in the
network device and receives recovery actions from the
high availability task subsystem. Processing tasks are
distributed into multiple instances running in parallel so
if an unrecoverable software fault occurs, the entire
processing capabilities for that task are not lost. User
session processes can be sub-grouped into collections
of sessions so that if a problem is encountered in one
sub-group users in another sub-group will not be affected
by that problem.
[0056] The architecture also allows check-pointing of
processes, which is a mechanism to protect the system
against any critical software processes that may fail. The
self-healing attributes of the software architecture pro-
tects the system by anticipating failures and instantly
spawning mirror processes locally or across card bound-
aries to continue the operation with little or no disruption
of service. This unique architecture allows the system to
perform at the highest level of resiliency and protects the
user’s data sessions while ensuring complete accounting
data integrity.
[0057] Shared configuration task subsystem provides
the network device with an ability to set, retrieve, and
receive notification of network device configuration pa-
rameter changes and is responsible for storing configu-
ration data for the applications running within the network
device. A resource management subsystem is respon-
sible for assigning resources (e.g., processor and mem-
ory capabilities) to tasks and for monitoring the task’s
use of the resources.
[0058] Virtual private network (VPN) subsystem man-
ages the administrative and operational aspects of VPN-
related entities in the network device, which include cre-
ating separate VPN contexts, starting IP services within
a VPN context, managing IP pools and subscriber IP ad-
dresses, and distributing the IP flow information within a
VPN context. In some embodiments, within the network
device, IP operations are done within specific VPN con-
texts. The network processing unit subsystem is respon-
sible for many of the functions listed above for the network
processing unit. The card/slot/port subsystem is respon-
sible for coordinating the events that occur relating to
card activity such as discovery and configuration of ports
on newly inserted cards and determining how line cards
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map to application cards.
[0059] The session subsystem is responsible for
processing and monitoring a mobile subscriber’s data
flows in some embodiments. Session processing tasks
for mobile data communications include: S1/S5/S8 inter-
face termination for LTE networks, A10/A11 interface ter-
mination for CDMA networks, GSM tunneling protocol
(GTP) termination for GPRS and/or UMTS networks,
asynchronous PPP processing, IPsec, packet filtering,
packet scheduling, Diffserv codepoint marking, statistics
gathering, IP forwarding, and AAA services, for example.
Responsibility for each of these items can be distributed
across subordinate tasks (called managers) to provide
for more efficient processing and greater redundancy. A
separate session controller task serves as an integrated
control node to regulate and monitor the managers and
to communicate with the other active subsystem. The
session subsystem also manages specialized user data
processing such as payload transformation, filtering, sta-
tistics collection, policing, and scheduling.
[0060] In providing emulation, as MIPv4 is received
from a mobile node, the session subsystem can setup a
MIPv4 termination and setup a PMIPv6 session towards
the core network. A session manager can track the map-
ping of the sessions and processing to provide the em-
ulation and inter-working between the networks. A data-
base can also be used to map information between the
sessions, and store, for example, NAI, HoA, AE informa-
tion in some embodiments.
[0061] The network device allows system resources to
be allocated separately for control and data paths. For
example, certain PACs/PSCs could be dedicated to per-
forming routing or security control functions while other
PACs/PSCs are dedicated to processing user session
traffic. As network requirements grow and call models
change, hardware resources can be added to accommo-
date processes, such as encryption, packet filtering, etc.,
that require more processing power. FIG. 6 illustrates a
logical view of the software architecture of a network de-
vice in accordance with certain embodiments. As shown,
the software and hardware can be distributed within the
network device and across different circuit boards, proc-
essors, and memory. FIG. 6 includes a primary switch
processor card (SPC)/system management card (SMC)
500a, a secondary SPC/SMC 500b, PAC/PSC 502a -
502d, a communication path 504, and a synchronization
path 506. The SPC/SMC 500 include a memory 508, a
processor 510, a boot configuration 512, high availability
tasks 514, resource manager 516, switch fabric control
518, and controller tasks 520.
[0062] The SPC/SMC 500 manages and controls the
network device including the other cards in the network
device. The SPC/SMC 500 can be configured in a primary
and secondary arrangement that provides redundancy
and failsafe protection. The modules or tasks running on
the SPC/SMC 500 are related to network device wide
control and management. The boot configuration task
512 includes information for starting up and testing the

network device. The network device can also be config-
ured to startup in different configurations and providing
different implementations. These can include which func-
tionalities and services are capable of running on the
SPC/SMC 500. The high availability task 514 maintains
the operational state of the network device by monitoring
the device and managing recovery efforts to avoid dis-
ruption of service. The resource manager tracks and as-
signs the available resources for sessions and demands
on the network device. This can include load balancing
among different processors and tasks running on the net-
work device. Processes can be distributed across the
system to fit the needs of the network model and specific
process requirements. For example, most tasks can be
configured to execute on SPC/SMC 500 or a PAC/PSC
502, while some processor intensive tasks can also be
performed across multiple PACs/PSCs to utilize multiple
CPU resources. Distribution of these tasks is invisible to
the user. The switch fabric control 518 controls the com-
munication paths in the network device. The controller
tasks module 520 can manage the tasks among the re-
sources of the networks to provide, for example, VPN
services, assign ports, and create, delete, and modify
sessions for user equipment 134.
[0063] The PAC/PSC 502 is a high-speed processing
card that is designed for packet processing and the tasks
involved with providing various network functionalities on
the network device. The PAC/PSC 502 include a memory
524, a network processing unit (NPU) 526, a processor
528, a hardware engine 530, an encryption component
532, a compression component 534, and a filter compo-
nent 536. Hardware engines 530 can be deployed with
the card to support parallel distributed processing for
compression, classification traffic scheduling, forward-
ing, packet filtering, and statistics compilations. The com-
ponents can provide specialize processing that can be
done more efficiently than using a general processor in
some embodiments.
[0064] Each PAC/PSC 502 is capable of supporting
multiple contexts. The PAC/PSC 502 is also capable of
running a variety of tasks or modules. PAC/PSC 502a
provides routing managers 522 with each covering rout-
ing of a different domain. PAC/PSC 502b provides a ses-
sion manager 538 and an AAA manager 540. The ses-
sion manager 538 manages one or more sessions that
correspond to one or more user equipment 134. A ses-
sion allows a user equipment 134 to communicate with
the network for voice calls and data. The AAA manager
540 manages accounting, authentication, and authoriza-
tion with an AAA server in the network. PAC/PSC 502
provides a DPI task 542 and a signaling demux 544. The
DPI task 542 provides inspection of packet information
beyond layer 4 for use and analysis by the network de-
vice. The signaling demux 544 can provide scalability of
services in combination with other modules. PAC/PSC
502d provides redundancy through standby tasks 546.
Standby tasks 546 store state information and other task
information so that the standby task can immediately re-
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place an active task if a card fails or if there is a scheduled
event to remove a card.
[0065] In some embodiments, the software needed for
implementing a process or a database includes a high
level procedural or an object-orientated language such
as C, C++, C#, Java, or Perl. The software may also be
implemented in assembly language if desired. Packet
processing implemented in a network device can include
any processing determined by the context. For example,
packet processing may involve high-level data link con-
trol (HDLC) framing, header compression, and/or en-
cryption. In certain embodiments, the software is stored
on a storage medium or device such as read-only mem-
ory (ROM), programmable-read-only memory (PROM),
electrically erasable programmable-read-only memory
(EEPROM), flash memory, or a magnetic disk that is
readable by a general or special purpose-processing unit
to perform the processes described in this document.
The processors can include any microprocessor (single
or multiple core), system on chip (SoC), microcontroller,
digital signal processor (DSP), graphics processing unit
(GPU), or any other integrated circuit capable of process-
ing instructions such as an x86 microprocessor.
[0066] In an embodiment network operators have de-
ployed multiple network devices to provide stable data
services amid a rapid increase in data traffic. One way
to balance data load among the multiple network devices
is by distributing the user equipments across the multiple
network devices using an explicit detach with reattach
required procedure. However, the explicit detach with
reattach required procedure can disrupt on-going data
services of user equipments. This disclosure provides
systems and methods of an enhanced explicit detach
with reattach required procedure that reduces disruption
of on-going data services due to the explicit detach with
reattach required procedure.
[0067] Although the present disclosure has been de-
scribed and illustrated in the foregoing example embod-
iments, it is understood that the present disclosure has
been made only by way of example, and that numerous
changes in the details of implementation of the disclosure
may be made without departing from the scope of the
disclosure, which is limited only by the claims which fol-
low. For example, in an embodiment, the analytics mod-
ule can reside in an MME 120.

Claims

1. A method comprising:

identifying one or more communication sessions
associated with a user equipment (134);
identifying network condition information asso-
ciated with a plurality of gateways, including a
serving gateway (116) of the user equipment
(134);
determining types of the one or more communi-

cation sessions and the number of the commu-
nication sessions associated with the user
equipment (134);
analyzing the one or more communication ses-
sions based on the determined types of the com-
munication sessions and the number of the com-
munication sessions associated with the user
equipment and on the network condition infor-
mation to determine a level of severity of disrup-
tion that would be caused to the one or more
communication sessions by an explicit detach
with reattach required, EDRR, procedure, the
level of severity being determined by quantifying
the level of disruption that would be caused to
the one or more communication sessions and
comparing the quantified level of disruption with
a threshold;
if it is determined that the quantified level of dis-
ruption does not exceed the threshold, triggering
a mobility management entity, MME (120), as-
sociated with the user equipment (134), to initi-
ate the EDRR procedure for the user equipment
(134); and
if it is determined that the quantified level of dis-
ruption exceeds the threshold, not triggering the
MME to initiate the EDRR procedure.

2. The method of claim 1, wherein the communication
sessions includes one or more of a Transmission
Control Protocol, TCP, session, a User Datagram
Protocol, UDP, session, a Datagram Congestion
Control Protocol, DCCP, session, a Stream Control
Transmission Protocol, SCTP, session, or a Re-
source Reservation Protocol, RSVP, session.

3. The method of either claim 1 or claim 2, wherein
analyzing the network condition information includes
analyzing network congestion information and his-
torical data traffic information.

4. The method of claim 3, wherein the network conges-
tion information includes a gateway status informa-
tion, indicating whether any of the plurality of gate-
ways is overloaded or is malfunctioning.

5. The network of claim 3 or 4, wherein the historical
data traffic information includes a location of one or
more services consumed by the user equipment.

6. The method of any preceding claim, the method fur-
ther comprising identifying a packet data network
gateway, PGW, to serve the user equipment upon
completion of the EDRR procedure.

7. The method of claim 6, wherein the identifying the
PGW to serve the user equipment includes comput-
ing a cost of attaching the user equipment to the
PGW, based on network resource utilization infor-
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mation and consumer experience.

8. The method of any preceding claim, further compris-
ing receiving, from the MME, a request to determine
whether the EDRR procedure would disrupt the com-
munication session associated with the user equip-
ment.

9. The method of any preceding claim, further compris-
ing identifying the network congestion information
via deep packet inspection, DPI, of data flows.

10. A network device comprising:

one or more interfaces (314) configured to pro-
vide communication with a user equipment and
a mobility management entity, MME; and
a processor (302), in communication with the
one or more interfaces (314), and configured to
run a module (310) stored in memory that is con-
figured to perform all the steps of a method ac-
cording to any preceding claim.

11. The network device of claim 10, wherein the module
further includes packet data network gateway, PGW,
functionalities, optionally wherein the interface in-
cludes a signalling interface to the MME.

12. A computer program product, such as logic encoded
on one or more non-transitory media, for execution
to cause processor means to carry out the method
of any of claims 1 to 9.

Patentansprüche

1. Verfahren, das Folgendes umfasst:

Identifizieren einer oder mehrerer Kommunika-
tionssitzungen die einer Benutzervorrichtung
(134) zugeordnet sind;
Identifizieren von Netzbedingungsinformation,
die einer Vielzahl von Gateways, einschließlich
eines dienenden Gateways (116) der Benutzer-
vorrichtung (134), zugeordnet sind;
Bestimmen der Arten der einen oder mehreren
Kommunikationssitzungen und der Anzahl der
Kommunikationssitzungen, die der Benutzer-
vorrichtung (134) zugeordnet sind;
Analysieren der einen oder mehreren Kommu-
nikationssitzungen basierend auf den bestimm-
ten Arten der Kommunikationssitzungen, der
Anzahl der Kommunikationssitzungen, die der
Benutzervorrichtung zugeordnet sind, und den
Netzbedingungsinformationen, um einen
Schweregrad der Störung zu bestimmen, die bei
der einen oder den mehreren Kommunikations-
sitzungen durch ein Verfahren der expliziten

Trennung mit erforderlicher Neuverbindung
(Explicit Detach With Reattach Required -
EDRR) Verfahren verursacht würde, wobei der
Schweregrad durch Folgendes bestimmt wird:
Quantifizieren der Grades der Störung, die bei
der einen oder den mehreren Kommunikations-
sitzungen verursacht würde, Vergleichen des
quantifizierten Grades der Störung mit einem
Schwellenwert;
wenn bestimmt wird, dass der quantifizierte
Grad der Störung den Schwellenwert nicht über-
steigt, Auslösen einer Mobilitätsverwaltungein-
heit (Mobility Management Entity - MME) (120),
die der Benutzervorrichtung (134) zugeordnet
ist, um das EDRR-Verfahren für die Benutzer-
vorrichtung (134) einzuleiten; und
wenn bestimmt wird, dass der quantifizierte
Grad der Störung den Schwellenwert übersteigt,
Nicht-Auslösen der MME, um das EDRR-Ver-
fahren einzuleiten.

2. Verfahren nach Anspruch 1, wobei die Kommunika-
tionssitzungen eines oder mehrere von Folgendem
umfassen: eine Übertragungkontrollprotokoll-Sit-
zung (Transmission Control Protocol - TCP), eine
Benutzerdatagrammprotokoll-Sitzung (User Data-
gram Protocol - UDP), eine Datagrammüberlas-
tungsprotokoll-Sitzung (Datagram Congestion Con-
trol Protocol - DCCP), eine Datenstromkontrollüber-
tragungsprotokoll-Sitzung (Stream Control Trans-
mission Protocol - SCTP) oder eine Ressourcenre-
servierungsprotokoll-Sitzung (Resource Reservati-
on Protocol - RSVP).

3. Verfahren nach Anspruch 1 oder Anspruch 2, wobei
die Analyse der Netzbedingungsinformationen Fol-
gendes umfasst: Analyse der Netzüberlastungsin-
formationen und der Vergangenheitsdatenverkehrs-
informationen.

4. Verfahren nach Anspruch 3, wobei die Netzüberlas-
tungsinformationen eine Gateway-Statusinformati-
on umfassen, die anzeigt, ob einer der Vielzahl von
Gateways überlastet oder defekt ist.

5. Netz nach Anspruch 3 oder 4, wobei die Vergangen-
heitsdatenverkehrsinformationen eine Position ei-
nes oder mehrerer Dienste umfassen, die von der
Benutzervorrichtung genutzt wurden.

6. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Verfahren ferner ein Paketdaten-
netz-Gateway, PGW, identifiziert, das der Benutzer-
vorrichtung nach Beendigung des EDRR-Verfah-
rens dient.

7. Verfahren nach Anspruch 6, wobei die Identifizie-
rung des PGW zum Dienen der Benutzervorrichtung
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Folgendes umfasst: Berechnen der Kosten der Ver-
bindung der Benutzervorrichtung mit dem PGW, ba-
sierend auf Netzressourcennutzungsinformationen
und Verbrauchererfahrungswerten.

8. Verfahren nach einem der vorhergehenden Ansprü-
che, das ferner den Empfang einer Anforderung von
der MME umfasst, zu bestimmen, ob das EDRR-
Verfahren die Kommunikationssitzung, die der Be-
nutzervorrichtung zugeordnet ist, stören würde.

9. Verfahren nach einem der vorhergehenden Ansprü-
che, das ferner das Identifizieren der Netzüberlas-
tungsinformationen mit Hilfe von Datenströmen ei-
ner tiefgreifenden Paketinspektion (Deep Packet In-
spection - DPI) umfasst.

10. Netzwerkvorrichtung, die Folgendes umfasst:

eine oder mehrere Schnittstellen (314), die dafür
konfiguriert sind, die Kommunikation mit einer
Benutzervorrichtung und einer Mobilitätsver-
waltungeinheit, MME, bereitzustellen; und
einen Prozessor (302) in Kommunikation mit der
einen oder den mehreren Schnittstellen (314),
der dafür konfiguriert ist, ein im Speicher gespei-
chertes Modul (310) auszuführen, das dafür
konfiguriert ist, alle Schritte eines Verfahrens
nach einem der vorhergehenden Ansprüche
auszuführen.

11. Netzwerkvorrichtung nach Anspruch 10, wobei das
Modul ferner Funktionalitäten eines Paketdaten-
netz-Gateways, PGW, umfasst, wobei die Schnitt-
stelle optional eine Signalisierungsschnittstelle für
die MME umfasst.

12. Computerprogrammprodukt, wie Logik, die auf ei-
nem oder mehreren nicht-transitorischen Medien co-
diert ist, für Ausführung, um Prozessormittel zu ver-
anlassen, das Verfahren nach einem der Ansprüche
1 bis 9 durchzuführen.

Revendications

1. Procédé consistant à :

identifier une ou plusieurs sessions de commu-
nication associées à un équipement d’utilisateur
(134) ; identifier une information de condition de
réseau associée à une pluralité de passerelles,
comprenant une passerelle de service (116) de
l’équipement d’utilisateur (134) ;
déterminer des types de la ou des sessions de
communication et le nombre de sessions de
communication associées à l’équipement d’uti-
lisateur (134) ;

analyser la ou les sessions de communication
sur la base des types déterminés des sessions
de communication et du nombre de sessions de
communication associées à l’équipement d’uti-
lisateur et sur la base de l’information de condi-
tion de réseau afin de déterminer un niveau de
gravité d’interruption qui serait causé à la ou aux
sessions de communication par une procédure
de déconnexion et reconnexion explicites requi-
ses (EDRR), le niveau de gravité étant détermi-
né en quantifiant le niveau d’interruption qui se-
rait causé à la ou aux sessions de communica-
tion et en comparant le niveau quantifié d’inter-
ruption à un seuil ;
s’il est déterminé que le niveau quantifié d’inter-
ruption ne dépasse pas le seuil, déclencher une
entité de gestion de mobilité (MME) (120) asso-
ciée à l’équipement d’utilisateur (134) afin
d’amorcer la procédure EDRR pour l’équipe-
ment d’utilisateur (134) ; et
s’il est déterminé que le niveau quantifié d’inter-
ruption dépasse le seuil, ne pas déclencher la
MME pour amorcer la procédure EDRR.

2. Procédé selon la revendication 1, dans lequel les
sessions de communication comprennent une ses-
sion de protocole de contrôle de transmission (TCP),
une session de protocole de datagramme d’utilisa-
teur (UDP), une session de protocole de contrôle de
congestion de datagrammes (DCCP), une session
de protocole de transmission de contrôle de flux
(SCTP) et/ou une session de protocole de réserva-
tion de ressources (RSVP).

3. Procédé selon la revendication 1 ou 2, dans lequel
l’analyse de l’information de condition de réseau
consiste à analyser une information de congestion
de réseau et une information de trafic de données
historiques.

4. Procédé selon la revendication 3, dans lequel l’in-
formation de congestion de réseau comprend une
information de statut de passerelle, indiquant si une
passerelle quelconque de la pluralité de passerelles
est surchargée ou fonctionne mal.

5. Réseau selon la revendication 3 ou 4, dans lequel
l’information de trafic de données historiques com-
prend un emplacement d’un ou plusieurs services
consommés par l’équipement d’utilisateur.

6. Procédé selon l’une quelconque des revendications
précédentes, le procédé consistant en outre à iden-
tifier une passerelle de réseau à commutation de
paquets (PGW) pour servir l’équipement d’utilisateur
à l’issue de la procédure EDRR.

7. Procédé selon la revendication 6, dans lequel l’iden-
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tification de la PGW pour service l’équipement d’uti-
lisateur consiste à calculer un coût de connexion de
l’équipement d’utilisateur à la PGW, sur la base
d’une information d’utilisation de ressources de ré-
seau et d’une expérience de consommateur.

8. Procédé selon l’une quelconque des revendications
précédentes, consistant en outre à recevoir, de la
MME, une demande pour déterminer si la procédure
EDRR interromprait la session de communication
associée à l’équipement d’utilisateur.

9. Procédé selon l’une quelconque des revendications
précédentes, consistant en outre à identifier l’infor-
mation de congestion de réseau par l’intermédiaire
d’une inspection approfondie de paquet (DPI) de flux
de données.

10. Dispositif de réseau, comprenant :

une ou plusieurs interfaces (314) conçues pour
établir une communication avec un équipement
d’utilisateur et une entité de gestion de mobilité
(MME) ; et
un processeur (302), en communication avec le
ou les interfaces (314), et conçu pour exécuter
un module (310) stocké dans une mémoire con-
çue pour effectuer toutes les étapes d’un procé-
dé selon l’une quelconque des revendications
précédentes.

11. Dispositif de réseau selon la revendication 10, dans
lequel le module comprend en outre des fonctionna-
lités de passerelle de réseau à commutation de pa-
quets (PGW), et éventuellement, dans lequel l’inter-
face comprend une interface de signalisation pour
la MME.

12. Produit de programme informatique, tel qu’une logi-
que codée sur un ou plusieurs supports non tempo-
raires, destiné à être exécuté pour amener un moyen
formant processeur à exécuter le procédé selon
l’une quelconque des revendications 1 à 9.
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