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Description

Cross-Reference to Related Application(s)

[0001] This application claims the benefit of
US61/378,076, filed August 30, 2010 and US13/181,163
filed July 12, 2011.

Background

[0002] Computer virtualization is a technique that in-
volves encapsulating a physical computing machine plat-
form into a virtual machine that is executed under the
control of virtualization software running on a hardware
computing platform, or "host." A virtual machine has both
virtual system hardware and guest operating system soft-
ware. Virtual system hardware typically includes at least
one "virtual disk," a single file or a set of files that appear
as a typical storage drive to the guest operating system.
The virtual disk may be stored on the host platform or on
a remote storage device. Typically, a virtual machine
(VM) uses the virtual disk in the same manner that a
physical storage drive is used, to store the guest operat-
ing system, application programs, and application data.
[0003] The virtualization software, also referred to as
a hypervisor, manages the guest operating system’s ac-
cess to the virtual disk and maps the virtual disk to the
underlying physical storage resources that reside on the
host platform or in a remote storage device, such as a
storage area network (SAN) or network attached storage
(NAS). Because multiple virtual machines can be instan-
tiated on a single host, allocating physical storage space
for virtual disks corresponding to every instantiated vir-
tual machine in an organization’s data center can stress
the physical storage space capacity of the data center.
For example, when provisioning a virtual disk for a virtual
machine, the virtualization software may allocate all the
physical disk space for the virtual disk at the time the
virtual disk is initially created, sometimes creating a
number of empty data blocks containing only zeros ("zero
blocks"). However, such an allocation may result in stor-
age inefficiencies because the physical storage space
allocated for the virtual disk may not be timely used (or
ever used) by the virtual machine. In one solution, known
as "thin provisioning," the virtualization software dynam-
ically allocates physical storage space to a virtual disk
only when such physical storage space is actually need-
ed by the virtual machine and not necessarily when the
virtual disk is initially created.
[0004] In a similar manner, thin provisioning may be
implemented as a storage space optimization technology
in the underlying storage hardware, e.g., storage array,
which may include an array of rotating disks or solid state
disks as the physical storage media. In such cases, a
storage system controller that manages the physical stor-
age media and exposes them as logical data storage
units, referred to as logical unit numbers (LUNs), to the
host, thinly provisions the LUNs. That is, the storage sys-

tem controller dynamically allocates physical storage
space to the LUNs only when such physical storage
space is actually needed by the LUNs and not necessarily
when the LUNs are initially created. As a result, when
the LUNs are initially created, the logical size of each of
the LUNs is typically much greater than its physical size.
[0005] However, even with the use of thinly-provi-
sioned virtual disks and thinly-provisioned LUNs, storage
inefficiencies may be caused by an accumulation of
"stale" data, i.e., disk blocks that were previously used
and are currently unused but remain allocated. For ex-
ample, deletion of a file, such as a temporary file created
as a backup during editing of a document, in the virtual
disk by the guest operating system does not generally
result in a release of the actual data blocks corresponding
to the temporary file. While the guest operating system
may itself track the freed data blocks relating to the de-
leted temporary file in its own guest file system (e.g., by
clearing bits in a bitmap for the guest file system), the
guest operating system is not aware that the disk on
which it has deleted the temporary data file is actually a
"virtual disk" that is itself a file. Therefore, although a
portion (i.e., the portion of the virtual disk that stores the
guest file system’s bitmap of freed data blocks) of the
virtual disk may be modified upon a deletion of the tem-
porary file by the guest operating system, the portion of
the virtual disk corresponding to actual data blocks of the
deleted temporary file does not actually get released from
the virtual disk back to the LUN by the virtualization soft-
ware. This behavior can result in storage inefficiencies
because such "stale" portions of the virtual disk are not
utilized by the corresponding guest operating system and
are also not available to the virtualization software for
alternative uses (e.g., reallocated as part of a different
virtual disk for a different virtual machine, etc.).
[0006] The process known as Storage vMotionT"" in-
volving live migration of virtual machine disk files (includ-
ing one or more virtual disks and other VM configuration
files) from a source LUN to a destination LUN provides
another example of "stale" data being accumulated in a
thinly-provisioned LUN. During Storage vMotionT"", ac-
tual data blocks corresponding to the virtual machine disk
files are copied from the source LUN to the destination
LUN, and at the conclusion of the copying, the LUN sup-
porting the VM is atomically switched from the source
LUN to the destination LUN. After the atomic switch-over,
the actual data blocks corresponding to the virtual ma-
chine disk files in the source LUN are no longer needed.
While the virtualization software may itself track these
data blocks and mark them as "free," for example, by
actually deleting the virtual machine disk file from the
source LUN, the portion of the source LUN corresponding
to these free data blocks of the virtual machine disk file
does not actually get released from the LUN back to the
storage array. This may be acceptable if the virtualization
software quickly reallocates the freed data blocks in the
source LUN for alternative uses (e.g., by allocating a new
virtual machine disk file for another virtual machine, etc.).
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However, in cases where the freed data blocks remain
unallocated, such "stale" portions of the LUN lessen the
storage space efficiencies gained from thin provisioning
(e.g., since such stale portions could have been reallo-
cated by the storage array manager to a different thinly
provisioned LUN that may be experiencing storage pres-
sure).
[0007] EP0169005 (Texas Instruments) discloses a
method and system in which a virtual machine translates
logical memory addresses into virtual memory address-
es. These virtual memory addresses are then passed to
a memory management unit which controls physical
memory in the form of a main memory and hard disc
storage according to physical memory addresses. The
virtual memory addresses are converted into physical
addresses using a page table. In order to prevent the
virtual machine from accidentally or intentionally destroy-
ing the structural information necessary to maintain the
organisational integrity of the memory, the virtual ma-
chine may only address memory using binding registers.

Summary

[0008] According to the present invention there is pro-
vided an apparatus and method as set forth in the ap-
pended claims. Other features of the invention will be
apparent from the dependent claims, and the description
which follows. One or more embodiments of the present
invention provide system software interfaces to storage
devices that employ storage space optimization technol-
ogies, such as thin provisioning, to enable the benefits
gained from such technologies to be sustained. Such an
interface may be provided in a hypervisor of a virtualized
computer system to enable the hypervisor to discover
features of a LUN, such as whether or not the LUN is
thinly provisioned, and also in a VM of the virtualized
computer system to enable the VM to discover features
of a virtual disk, such as whether or not the virtual disk
is thinly provisioned. The discovery of these features en-
ables the hypervisor or the VM to instruct the underlying
storage device to carry out certain operations such as an
operation to deallocate blocks previously allocated to a
logical block device, i.e., the LUN or the virtual disk, so
that the underlying storage device can continue to benefit
from storage space optimization technologies imple-
mented therein.
[0009] A computer system, according to an embodi-
ment of the present invention, includes hardware re-
sources including a processor, memory and a logical
block device, and a hypervisor that supports execution
of one or more virtual machines and emulates the hard-
ware resources for the virtual machines including an em-
ulated logical block device. The hypervisor includes a
component for issuing commands to the logical block de-
vice to deallocate storage blocks from the logical block
device, and the virtual machines each include a compo-
nent for issuing commands to the emulated logical block
device to deallocate storage blocks from the emulated

logical block device.
[0010] In one aspect, the commands to the logical
block device are issued based on alignment and granu-
larity values according to which the logical block device
performs space reclamation operations, and the com-
mands to the emulated logical block device are issued
based on alignment and granularity values according to
which the emulated logical block device performs space
reclamation operations.
[0011] In one aspect, the hypervisor manages a first
data structure in which storage blocks that are to be deal-
located but not compatible with the alignment and gran-
ularity values of the logical block device are identified,
and the virtual machines each manage a second data
structure in which storage blocks that are to be deallo-
cated but not compatible with the alignment and granu-
larity values of the emulated logical block device are iden-
tified.
[0012] In one aspect, the hypervisor removes from the
first data structure a storage block if the hypervisor de-
tects a write to the storage block, and the virtual machines
each remove from the second data structure a storage
block if the virtual machine detects a write to the storage
block.
[0013] A method of issuing a command to deallocate
free storage blocks previously allocated to a logical block
device, according to an embodiment of the present in-
vention, includes the steps of determining that the logical
block device supports the command, identifying one or
more sets of contiguous storage blocks to be deallocated,
and issuing the command to the logical block device
based on alignment and granularity values according to
which the logical block device performs space reclama-
tion operations, the command identifying at least one set
of contiguous storage blocks as storage blocks to be
deallocated.
[0014] The method may further comprise determining
that a set of contiguous storage blocks is not compatible
with the alignment and granularity values; and identifying
the set of contiguous storage blocks in a data structure.
[0015] The method may further comprise coalescing
two or more sets of contiguous storage blocks that are
identified in the data structure; and issuing another com-
mand to the logical block device based on the alignment
and granularity values, said another command identify-
ing the coalesced sets of contiguous storage blocks as
storage blocks to be deallocated.
[0016] The method may further comprise detecting a
write operation on a storage block identified in the data
structure; and removing the storage block from the data
structure. In one aspect, the logical block device is a log-
ical unit number (LUN) to which a hypervisor of a virtu-
alized computer system is interfaced.
[0017] In one aspect, the hypervisor supports execu-
tion of one or more virtual machines and receives from
a virtual machine a request to deallocate guest storage
blocks from a virtual disk for the virtual machine.
[0018] The method may further comprise identifying
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storage blocks of the LUN corresponding to the guest
storage blocks to be deallocated.
[0019] The method may further comprise the identified
storage blocks of the LUN correspond to the one or more
sets of contiguous storage blocks to be deallocated.
[0020] In one aspect, the identified storage blocks of
the LUN are indicated as to be zeroed.
[0021] In one aspect, the identified storage blocks of
the LUN are indicated as free in a bitmap of storage
blocks of the LUN maintained by the hypervisor.
[0022] The method may further comprise performing
live migration of virtual machine files stored in the LUN
to another LUN, wherein the virtual machine files are
stored in the one or more sets of contiguous storage
blocks to be deallocated.
[0023] In one aspect, the logical block device is a virtual
disk for a virtual machine, and the virtual disk is repre-
sented as at least one file in a logical unit number (LUN).
[0024] A method of issuing a command to deallocate
free storage blocks previously allocated to a logical block
device, according to another embodiment of the present
invention, includes the steps identifying a set of free
blocks to be released from a data structure maintained
by a hypervisor of a virtualized computer system, allo-
cating the free blocks in the set to a file and marking the
free blocks allocated to the file as used in the data struc-
ture, and issuing a command to the logical block device
to deallocate the free blocks allocated to the file.
[0025] The method may further comprise marking the
free blocks allocated to the file as free in the data struc-
ture.
[0026] In one aspect, the number of free blocks in the
set represents a portion of all free blocks.
[0027] In one aspect, the portion represents a percent-
age of all free blocks that is empirically determined.
[0028] The method may further comprise upgrading a
computer system coupled to the logical block device,
wherein the steps of identifying, allocating, and issuing
are carried out after the step of upgrading.
[0029] In one aspect of the method, the computer sys-
tem includes a hypervisor that supports execution of one
or more virtual machines, and the computer system is
upgraded from a hypervisor that does not support thin
provisioning to a hypervisor that supports thin provision-
ing.
[0030] In one aspect, the steps of identifying, allocat-
ing, and issuing are invoked periodically by a space mon-
itoring process running in the computer system.
[0031] In one aspect, the steps of identifying, allocat-
ing, and issuing are carried out in response to a command
from a server that manages the virtual machines.
[0032] In one aspect, the steps of identifying, allocat-
ing, and issuing are carried out in response to a manual
user input.
[0033] Embodiments of the present invention further
include a non-transitory computer-readable storage me-
dium storing instructions that when executed by a com-
puter system cause the computer system to perform any

of the methods set forth above.

Brief Description of the Drawings

[0034]

Figure 1 is a block diagram that shows a virtualized
computer architecture according to one or more em-
bodiments.

Figure 2A depicts a block diagram representative of
a server in the virtualized computer architecture of
Figure 1, according to one or more embodiments.

Figure 2B depicts block diagram representative of a
storage array in the virtualized computer architecture
of Figure 1, according to one or more embodiments.

Figure 3 is a flow diagram illustrating a method to
collect configuration characteristics of a LUN that op-
erates as a logical block device of a hypervisor run-
ning in the server of Figure 2A.

Figure 4 is a flow diagram illustrating a method to
collect configuration characteristics of a virtual disk
that operates as a logical block device of a guest
operating system of a virtual machine running in the
server of Figure 2A.

Figure 5 is a flow diagram that illustrates a method
of storage space reclamation from a virtual disk.

Figure 6 is a flow diagram that illustrates a method
of storage space reclamation from a LUN that is in-
itiated by a hypervisor in response to a command
from a VM.

Figure 7 is a flow diagram that illustrates a method
of storage space reclamation from a LUN that is in-
itiated by a hypervisor in response to a command
from a management server.

Figure 8 is a flow diagram that illustrates a method
of performing compatibility checks prior to initiating
a process to live migrate a VM.

Figure 9 is a flow diagram that illustrates a method
of notifying a management server of a virtualized
computer system that a LUN has reached a certain
threshold in used capacity.

Figure 10 is a flow diagram that illustrates a method
of performing corrective measures by a manage-
ment server upon receiving the notification in Figure
9.

Figure 11 is a flow diagram that illustrates a method
of detecting and handling an error caused when a
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LUN runs out of space while performing a write op-
eration.

Figure 12 is a flow diagram that illustrates a method
of retroactively reclaiming storage space from a
LUN.

Detailed Description

[0035] Figure 1 is a block diagram that shows a virtu-
alized computer architecture 100 according to one or
more embodiments. Virtualized computer architecture
100 includes a plurality of servers 110 connected through
network 120 to a shared storage system that includes
one or more storage arrays 130. There may be any
number of servers 110, each of which may comprise a
general purpose computer system having one or more
virtual machines accessing data stored on any number
of storage arrays 130. Network 120 may be a wide area
network, a local area network, or a network hosting a
protocol especially suited for storage arrays 130, such
as Fibre Channel, iSCSI, etc., and may comprise one or
more of switches. Storage arrays 130 may be of any type
such as a network-attached storage (NAS) filer or a block-
based device over a storage area network (SAN). While
storage arrays 130 are typically made up of a plurality of
disks, it should be recognized that as prices for solid-
state non-volatile storage devices fall, they are increas-
ingly taking the place of rotating disk storage media. The
use of the term, "disk" herein, should therefore not be
construed as limited only to rotating disk storage media,
but also what is become known as solid state disks, or
"SSDs."
[0036] Virtualized computer architecture 100 is man-
aged by a management server 148, which is a computer
program that resides and executes in a central server or
alternatively, in one of servers 110. Management server
148 is in communication with each of servers 110, and
carries out administrative tasks for virtualized computer
architecture 100 such as load balancing between servers
110 and workload balancing between storage arrays 130.
[0037] Figures 2A and 2B respectively depict block di-
agrams of a server 200 that is representative of any of
servers 110 and a storage array 250 that is representative
of any of storage arrays 130, according to one or more
embodiments. Server 200 may be constructed on a con-
ventional, typically server-class, hardware platform 202.
As shown in Figure 2A, server 200 includes HBAs 204
and NIC 201 that enable server 200 to connect to storage
array 250. As further shown in Figure 2A, hypervisor 208
is installed on top of hardware platform 202 and it sup-
ports a virtual machine execution space 210 within which
multiple virtual machines (VMs) 2121-212N may be con-
currently instantiated and executed. Each such virtual
machine 2121-212N implements a virtual hardware plat-
form 214 that supports the installation of a guest operat-
ing system (OS) 216 which is capable of executing ap-
plications 218. Examples of a guest OS 216 include any

of the well-known commodity operating systems, such
as Microsoft Windows, Linux, and the like. In each in-
stance, guest OS 216 includes a native file system layer
(not shown in Figure 2A), for example, either an NTFS
or an ext3FS type file system layer. These file system
layers interface with virtual hardware platforms 214 to
access, from the perspective of guest operating systems
216, a data storage HBA, which in reality, is virtual HBA
220 implemented by virtual hardware platform 214 that
provides the appearance of disk storage support (in re-
ality, virtual disks or virtual disks 222A-222X) to enable
execution of guest OS 216 transparent to the virtualiza-
tion of the system hardware. In certain embodiments,
virtual disks 222A-222X may be thinly provisioned and
appear to support, from the perspective of guest OS 216,
the SCSI standard for connecting to the virtual machine
or any other appropriate hardware connection interface
standard known to those with ordinary skill in the art,
including IDE, ATA, and ATAPI.
[0038] Although, from the perspective of guest operat-
ing systems 216, file system calls initiated by such guest
operating systems 216 to implement file system-related
data transfer and control operations appear to be routed
to virtual disks 222A-222X for final execution, in reality,
such calls are processed and passed through virtual HBA
220 to adjunct virtual machine monitor (VMM) layers
2241-224N that implement the virtual system support
needed to coordinate operation with hypervisor 208. In
particular, HBA emulator 226 functionally enables the da-
ta transfer and control operations to be correctly handled
by hypervisor 208 which ultimately passes such opera-
tions through its various layers to true HBAs 204 or NIC
201 that connect to storage array 250. Assuming a SCSI
supported virtual device implementation (although those
with ordinary skill in the art will recognize the option of
using other hardware interface standards), SCSI virtual-
ization layer 228 of hypervisor 208 receives a data trans-
fer and control operation (in the form of SCSI commands,
for example, intended for a SCSI-compliant virtual disk)
from VMM layers 2241-224N, and converts them into file
system operations that are understood by virtual machine
file system (VMFS) 230 in order to access a file stored
in one of the LUNs in storage array 250 under the man-
agement of VMFS 230 that represents the SCSI-compli-
ant virtual disk. In one embodiment, the file representing
the virtual disk conforms to the VMware Virtual Disk (VM-
DK) file format promulgated by VMware, Inc. for virtual
disks, although it should be recognized that alternative
virtual disk file formats may be used in other embodi-
ments.
[0039] SCSI virtualization layer 228 then issues these
file system operations to VMFS 230. VMFS 230, in gen-
eral, manages creation, use, and deletion of files (e.g.,
such as .vmdk files representing virtual disks) stored on
LUNs exposed by storage array 250. One example of a
clustered file system that can serve as VMFS 230 in an
embodiment is described in U.S. Patent 7,849,098, en-
titled "Multiple Concurrent Access to a File System," filed
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February 4, 2004 and issued on December 7, 2010.
VMFS 230, converts the file system operations received
from SCSI virtualization layer 228 to volume (e.g. LUN)
block operations, and provides the volume block opera-
tions to logical volume manager 232. Logical volume
manager (LVM) 232 is typically implemented as an inter-
mediate layer between the driver and file system layers,
and supports volume oriented virtualization and manage-
ment of the LUNs accessible through HBAs 204 and NIC
201. LVM 232 issues raw SCSI operations to device ac-
cess layer 234 based on the LUN block operations. Data
access layer 240 includes device access layer 234, which
discovers storage array 250, and applies command
queuing and scheduling policies to the raw SCSI opera-
tions, and device driver 236, which understands the in-
put/output interface of HBAs 204 and NIC 201 interfacing
with storage array 250, and sends the raw SCSI opera-
tions from device access layer 234 to HBAs 204 or NIC
201 to be forwarded to storage array 250.
[0040] It should be recognized that the various terms,
layers and categorizations used to describe the virtuali-
zation components in Figure 2A may be referred to dif-
ferently without departing from their functionality or the
scope of the invention. For example, VMMs 224 may be
considered separate virtualization components between
VMs 212 and hypervisor 208 (which, in such a concep-
tion, may itself be considered a virtualization "kernel"
component) since there exists a separate VMM for each
instantiated VM. Alternatively, each VMM may be con-
sidered to be a component of its corresponding virtual
machine since such VMM includes the hardware emula-
tion components for the virtual machine. In such an al-
ternative conception, for example, the conceptual layer
described as virtual hardware platform 214 may be
merged with and into VMM 224 such that virtual host bus
adapter 220 is removed from Figure 2A (i.e., since its
functionality is effectuated by host bus adapter emulator
226).
[0041] Storage array manager 251 of storage array
250, as depicted in Figure 2B, receives the raw SCSI
operations corresponding to one of its LUNs and resolves
them into the appropriate extents within the spindles of
storage array 250 that are operated upon. Storage array
manager 251, which represents one or more pro-
grammed storage processors, generally serves as a
communication agent (to the outside world) for storage
array 250, and implements a virtualization of physical,
typically disk drive-based storage units, referred to in Fig-
ure 2B as spindles 252A-252N, that reside in storage ar-
ray 250. From a logical perspective, each of these spin-
dles can be thought of as a sequential array of fixed sized
extents 254. Storage array manager 251 abstracts away
complexities of targeting read and write operations to ad-
dresses of the actual spindles and extents of the disk
drives by exposing to server 200 an ability to view the
aggregate physical storage space provided by the disk
drives as a contiguous logical storage space that may be
divided into a set of virtual SCSI block devices previously

referred to herein as LUNs 256A-256M ("Logical Unit
Numbers"). The virtualization of spindles 252A-252N into
such a contiguous logical storage space of LUNs 256A-
256M can provide a more efficient utilization of the ag-
gregate physical storage space that is represented by an
address space of a logical volume. Storage array man-
ager 251 maintains metadata 255 that includes a map-
ping (hereinafter, also referred to as an extent-mapping)
for each of LUNs 256A-256M to an ordered list of extents,
wherein each such extent can be identified as a spindle-
extent pair <spindle #, extent #> and may therefore be
located in any of the various spindles 252A-252N.
[0042] In certain embodiments, storage array 250 may
employ a storage space optimization technology called
"thin provisioning" when allocating LUNs. When a LUN
is "thinly" provisioned, the logical size of the LUN as re-
ported by storage array 250 may be larger than the
amount of physical space initially backing that LUN. All
consumers of the LUN only see the logical size of the
LUN. As write operations are issued to previously unal-
located blocks of a thin-provisioned LUN, the amount of
actual physical space consumed grows, and at some
point, the LUN may run out of physical space. In a similar
fashion, in a virtualization environment such as that de-
picted in Figure 2A, a virtual disk 222 stored on a LUN
of storage array 250 may be configured to be "thinly pro-
visioned," for example, by hypervisor 208 (or by man-
agement server 148 in certain embodiments). From the
perspective of guest OS 216, such a thinly-provisioned
virtual disk 222 would be perceived as having a fixed
logical size, but, in reality, VMFS 230 allocates LUN stor-
age space to virtual disk 222 (e.g., a .vmdk file) dynam-
ically, such that at any given time, the actual storage
space in the LUN that backs virtual disk 222 may be less
than the logical size.
[0043] Figure 3 is a flow diagram illustrating a method
carried out by hypervisor 208 to collect configuration
characteristics of a LUN, which operates as a logical
block device for hypervisor 208. These configuration
characteristics of the LUN may be used in techniques
described below to "reclaim" storage space from the LUN
(back to a storage system supporting the LUN, such as
storage array 250) by issuing an "UNMAP" command to
the LUN. As depicted in Figure 3, at step 302, hypervisor
208 issues a SCSI Read Capacity command (e.g., 16 bit
version of the command) to the LUN. The response of
the LUN, received at step 304, includes an indication of
whether or not the LUN supports thin provisioning as in-
dicated by the setting of a bit (which, in one embodiment,
is known as the "thin provisioning enabled (TPE) bit"). If,
at step 306, hypervisor 208 determines that the LUN sup-
ports thin provisioning (e.g., the TPE bit is set), the meth-
od continues on to step 308. If, at step 306, hypervisor
208 determines that the LUN does not support thin pro-
visioning (e.g., the TPE bit is not set), the method ends.
[0044] At step 308, hypervisor 208 records the LUN’s
support for thin provisioning and issues a SCSI inquiry
command (e.g., utilizing the 0xB0 "Vital Product Data"
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code as the type of inquiry in one embodiment) to the
LUN. The response of the LUN, received at step 310 and
recorded at step 312, includes an indication as to whether
or not LUN supports an "UNMAP" command (in some
embodiments, indicated by a UNMAP "bit") and, if there
is support, the response also includes a report of several
parameters to be used with UNMAP commands. In its
simplest form, in one embodiment, an UNMAP command
specifies a list of blocks that are to be unmapped by the
LUN and released to the underlying storage system sup-
porting the LUN. In one such embodiment, the parame-
ters reported include DG, a granularity at which the LUN
manages data, Doffset, an alignment parameter ex-
pressed at an offset at which the LUN prefers to receive
UNMAP commands, and NMAX_D, a maximum number
of <offset, length> pairs that can be specified with a single
UNMAP command. For example, if Doffset has a value of
4 KB, then, the LUN will accept SCSI operations, such
as UNMAP commands, that start at a multiple of 4 KB
address (e.g., addresses at 0 KB, 4 KB, 8 KB, 12 KB,
etc.). If DG then has a value of 512 KB, then the LUN will
accept SCSI operations that specify a block size that is
a multiple of 512 KB. In such an example, the LUN would
accept an UNMAP command to unmap a contiguous
block of 1024 KB that begins at address corresponding
to an offset of 12 KB from the beginning of the LUN, but
would not accept an UNMAP command to unmap any
contiguous block beginning at an address corresponding
to an offset of 1 KB, 2 KB, 3 KB, etc. from the beginning
of the LUN or where the contiguous block size is less
than 512 KB. It should be recognized that the values DG,
Doffset and NMAX_D are set or defined by the storage ven-
dor of the underlying storage system supporting the LUN.
[0045] Figure 4 is a flow diagram illustrating a method
carried out by guest OS 216 to collect configuration char-
acteristics of a virtual disk 222, which operates as a log-
ical block device of guest OS 216 of virtual machine 212.
As should be recognized, Figure 4 repeats the same
steps as Figure 3, except that rather than a hypervisor
querying a LUN in a storage array for its configuration
characteristics as in Figure 3, in Figure 4, a process in
virtual machine 212 (e.g., a user level process developed
to track free blocks in guest OS 216 or a configuration
routine in a SCSI device driver loaded into guest OS 216,
etc.) is querying virtual disk 222 (e.g., an emulated SCSI
device whose data is actually stored as a file in the LUN)
for its configuration characteristics. Because the virtual
disk is being emulated by hypervisor 208, hypervisor 208
provides the virtual disk’s configuration characteristics
(on behalf of the virtual disk) in response to the querying
process in the virtual machine 212. These configuration
characteristics of the virtual disk may be used in tech-
niques described below to "reclaim" storage space from
the virtual disk back to the LUN in which the virtual disk
is stored as a file by issuing an "UNMAP" command to
the virtual disk. As depicted in Figure 4, at step 402, guest
OS 216 issues a SCSI Read Capacity command (e.g.,
16 bit version of the command) to the virtual disk. The

response of the virtual disk, received at step 404, includes
an indication of whether or not the virtual disk supports
thin provisioning as indicated by the setting of a bit (which,
in one embodiment, is known as the "thin provisioning
enabled (TPE) bit). If, at step 406, guest OS 216 deter-
mines that the virtual disk supports thin provisioning (e.g.,
the TPE bit is set), the method continues on to step 408.
If, at step 406 guest OS 216 determines that the virtual
disk does not support thin provisioning (e.g., the TPE bit
is not set), the method ends.
[0046] At step 408, guest OS 216 records the virtual
disk’s support for thin provisioning and issues a SCSI
Inquiry command (e.g., utilizing the 0xB0 "Vital Product
Data" code as the type of inquiry in one embodiment) to
the virtual disk. The response of the virtual disk, received
at step 410 and recorded at step 412, includes an
indication as to whether or not virtual disk supports an
"UNMAP" command (in some embodiments, indicated
by a UNMAP "bit") and, if there is support, the response
also includes a report of several parameters to be used
with UNMAP commands. In its simplest form, in one
embodiment, an UNMAP command specifies a list of
blocks that are to be unmapped by the virtual disk and
released to the LUN in which the virtual disk is stored. In
one such embodiment, the parameters reported include
VG, a granularity at which hypervisor 208 manages data,
Voffset, an alignment parameter expressed as an offset
at which hypervisor 208 prefers to receive UNMAP
commands, and NMAX_V, a maximum number of <offset,
length> pairs that can be specified with a single UNMAP
command. VG, and Voffset, for the virtual disk are
analogous to DG, and Doffset for the LUN and are thus
used similarly to DG, and Doffset as previously discussed.
[0047] Figure 5 is a flow diagram that illustrates a meth-
od of storage space reclamation that is initiated by a VM,
e.g., when a VM deletes a file stored in its virtual disk. It
should be recognized that a file is represented in the vir-
tual disk (e.g., which itself is a file stored in a LUN) as a
series of file blocks which may or may not be contiguous,
and that the method of Figure 5 is performed for each
set of contiguous file blocks, referred to herein as a "file
segment." In one embodiment, the steps of Figure 5 are
performed by a user-level process developed to monitor
and identify free file system blocks relating to deleted
files in guest OS 216. For example, such a monitoring
process may perform the method of Figure 5 at periodic
intervals upon recognizing free blocks relating to recently
deleted files or may be notified by guest OS 216 upon a
deletion of a file from the virtual disk. At step 508, the
UNMAP bit received in step 410 of Figure 4 as published
by the virtual disk is examined. If this bit is not set, the
method ends after such determination. If, at step 508,
the UNMAP bit published by the virtual disk is set, the
method continues onto step 510 where the length of a
file segment of the deleted file (or alternatively, the length
of a number contiguous free file system blocks as indi-
cated by guest OS 216) starting at an offset that complies
with (e.g., is a multiple of) the offset published by the
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virtual disk, Voffset (the length of such a file segment here-
after being referred to as "L1"), is determined. Therefore,
a file segment that is not naturally aligned with Voffset is
made to align with Voffset by carrying out this step. After
L1 is determined at step 510, L1 is compared with the
granularity published by the virtual disk, VG, at step 514.
If L1 < VG, then, at step 516, it is determined that the file
segment does not include enough contiguous file blocks
to support an UNMAP command to the virtual disk and
as such, the file blocks of the file segment are remem-
bered (e.g., identifying the file blocks in a special data
structure) for possible coalescing with other free blocks
that are contiguous with such file blocks that may be sub-
sequently identified by the monitoring process. Step 516
is carried out because the file blocks that are remem-
bered may be contiguous with file blocks from other file
segments whose L1 is also less than VG. If so, the file
blocks are coalesced for possible inclusion in a single
UNMAP command that adheres to the granularity pub-
lished by the virtual disk. However, the file blocks that
are remembered are also monitored for writes (e.g., by
the monitoring process), and are no longer remembered
(e.g., removed from the special data structure) if a write
is issued thereto (since such file blocks would no longer
be free for an UNMAP command). As indicated by the
dashed arrow to step 510, the length, L1, of coalesced
file blocks are determined at step 510. At step 514, L1 is
checked once more to see if they meet the condition, L1
< VG.
[0048] If L1 is greater than or equal to VG, the <offset,
length> descriptor for use with the UNMAP command is
generated at step 518. Then, at step 520, it is determined
whether there are more file segments to process. If there
are, the flow returns to step 510. If there are no more,
the UNMAP command with a string of one or more <off-
set, length> descriptors is generated and sent to the vir-
tual disk at step 522. If the number of descriptors gener-
ated at step 518 is greater than the maximum number
published by the virtual disk, NMAX_V, the UNMAP com-
mand is split into multiple UNMAP commands and sent
separately to the virtual disk. The method ends after step
522.
[0049] For example, if VG = 1 MB and Voffset = 4 KB,
and a file segment analyzed at step 510 began at an
address corresponding to 5 KB from the beginning of the
virtual disk and had a length, L1, of 1.5 MB, then the
corresponding descriptor for this file segment generated
for the UNMAP command would be <8 KB, 1 MB> so
that the descriptor complies with the granularity and
alignment parameters published by the virtual disk. That
is, the virtual disk is unable to unmap the beginning 3 KB
portion of the file segment from 5 KB to 8 KB because
that portion of the file segment does not begin at an ad-
dress that is a multiple of Voffset (i.e., 4 KB). Similarly, the
virtual disk is unable to map the tail portion of the file
segment (i.e., approximately the last 0.5 MB) because
the tail portion falls within a second 1 MB portion of the
file segment and the virtual disk can only unmap in mul-

tiples of 1 MB.
[0050] Figure 6 is a flow diagram that illustrates a meth-
od of storage space reclamation that is initiated by hy-
pervisor 208 in response to an UNMAP command from
a VM (e.g., as received from step 522 of Figure 5). At
step 602, hypervisor 208, in particular SCSI virtualization
layer 228, receives the UNMAP command from the VM
on behalf of the virtual disk and translates the UNMAP
command into a VMFS file offset and length, which con-
ceptually correspond to a series of VMFS blocks, which
may or may not be contiguous. The VMFS blocks are
hereafter referred to as free VMFS blocks and each con-
tiguous segment of free VMFS blocks is referred to as a
VMFS block segment. Then, a determination is made at
step 604 whether the free VMFS blocks should be kept
allocated. For example, when a virtual disk is not thinly
provisioned and instead is pre-allocated, it would be de-
termined at step 604 to keep the free VMFS blocks allo-
cated. Thus, if the free VMFS blocks should be kept al-
located, the metadata (i.e., inode) of the VMFS file that
represents the virtual disk is updated so that the free
VMFS blocks are indicated as "to be zeroed" as de-
scribed in U.S. Patent Application Serial No. 12/050,805,
entitled "Efficient Zeroing of File Data Blocks" (Attorney
Docket No. A123), filed March 18, 2008. The method
ends after step 605. If, on the other hand, it is determined
at step 604 that the free VMFS blocks should be deallo-
cated, the free VMFS blocks are deallocated at step 606
from the VMFS file that represents the virtual disk. This
deallocation reduces the physical size of the blocks al-
located to the virtual disk (as recorded in the inode of the
VMFS file corresponding to the virtual disk) even though
the logical size remains the same. As part of this deallo-
cation, the bitmap data structure managed by VMFS 230
is updated to indicate the deallocated VMFS blocks are
now free. It should be noted that because this dealloca-
tion essentially releases free blocks from the virtual disk
(e.g., a thinly provisioned virtual disk) back to the LUN,
it represents a satisfaction of the UNMAP command from
the VM on the virtual disk, as performed by hypervisor
208. However, in certain embodiments, it may be further
desired to determine, at this juncture, whether the LUN
itself, which has just received free blocks back from the
virtual disk and which is a thinly provisioned LUN, may
be able to release such free blocks back to its underlying
storage array (e.g., so that such free blocks can be uti-
lized by another LUN).
[0051] In some embodiments, hypervisor 208 may de-
sire to reuse the free VMFS blocks (e.g., allocate such
free blocks to another virtual disk). This check is made
at step 608. If it is determined that hypervisor 208 desires
to reuse the free VMFS blocks, the method ends. If, on
the other hand, it is determined at step 608 that hypervi-
sor 208 does not desire to reuse the free VMFS blocks
at the current time, the UNMAP bit published by the LUN
that stores the free VMFS blocks is examined at step 610
to determine whether the LUN may be able to release
the free VMFS blocks back to its underlying storage array
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(e.g., so that such free blocks can be utilized by another
LUN). If this bit is not set, the method ends after such
determination. If, at step 610, the UNMAP bit published
by the LUN is set, the method continues onto step 612
where the length of one VMFS block segment starting at
an offset that complies with the offset published by the
LUN, Doffset (the length hereafter being referred to as
"L2"), is determined. Therefore, a VMFS block segment
that is not naturally aligned with Doffset is made to align
with Doffset by carrying out this step. After L2 is deter-
mined at step 612, L2 is compared with the granularity
published by the LUN, DG. If L2 < DG, then the VMFS
blocks in the VMFS block segment are remembered
(e.g., identifying the VMFS blocks in a special data struc-
ture) for possible coalescing and writes thereto monitored
at step 616. Step 616 is carried out because the VMFS
blocks that are remembered may be contiguous with
VMFS blocks from other VMFS block segments whose
L2 is less than DG. If so, the VMFS blocks are coalesced
for possible inclusion in a single UNMAP command that
adheres to the granularity published by the LUN. How-
ever, the VMFS blocks that are remembered are moni-
tored for writes, and are no longer remembered (e.g.,
removed from the special data structure) if a write is is-
sued thereto. As indicated by the dashed arrow to deci-
sion block 612, coalesced VMFS blocks are checked to
see if they meet the condition, L2 < DG.
[0052] If L2 is greater than or equal to DG, the <offset,
length> descriptor for use with the UNMAP command is
generated at step 618. Then, at step 620, it is determined
whether there are more VMFS block segments to proc-
ess. If there are, the flow returns to step 612. If there are
no more, the UNMAP command with a string of one or
more <offset, length> descriptors is generated and sent
to the LUN at step 622. If the number of descriptors gen-
erated at step 618 is greater than the maximum number
published by the virtual disk, NMAX_D, the UNMAP com-
mand is split into multiple UNMAP commands and sent
separately to the LUN. The method ends after step 622.
[0053] For example, if one VMFS block segment is de-
scribed by <8 KB, 1 MB>, and if DG = 32 KB and Doffset
= 16 KB, the UNMAP command is issued with the de-
scriptor <16 KB, (1 MB - 32 KB)> so that the descriptor
complies with the granularity and alignment parameters
published by the LUN. That is, the LUN is unable to un-
map the beginning 8 KB portion of the VMFS block seg-
ment from 8 KB to 16 KB because that portion of the file
segment does not begin at an address that is a multiple
of Doffset (i.e., 16 KB). Similarly, the LUN is unable to map
the tail portion of the VMFS block segment (i.e., approx-
imately the last 24 KB) because the tail portion is too
small to comply with the granularity of 32 KB.
[0054] Figure 7 is a flow diagram that illustrates a meth-
od of storage space reclamation that is initiated by hy-
pervisor 208 in response to an UNLINK command from
management server 148. The UNLINK command is is-
sued to inform hypervisor 208 to delete a file or set of
files that are maintained by VMFS 230 and to issue an

UNMAP command to deallocate the VMFS blocks cor-
responding to these files. For example, after Storage
vMotion™ is carried out, as a result of which a set of files
(e.g., comprising or including a virtual disk, for example)
associated with a VM has been migrated from a source
LUN to a destination LUN, the UNLINK command may
be issued by management server 148 to delete the files
and deallocate the VMFS blocks corresponding to these
files, from the source LUN. This method begins at step
702, where hypervisor 208 identifies the VMFS block
segments corresponding to the deleted file or deleted set
of files by examining the inodes of the file or files. The
remaining steps illustrated in Figure 7 are identical to the
same numbered steps of Figure 6 and reference is made
to the description given above for these steps.
[0055] Figure 8 is a flow diagram that illustrates a meth-
od of performing compatibility checks prior to initiating a
process to live migrate a VM from a source host to a
destination host. These compatibility checks are carried
out by management server 148 because a VM that is
supported by a thinly provisioned virtual disk should pref-
erably not be migrated to a hypervisor on the destination
host that is not capable of providing thinly provisioned
virtual disks with UNMAP support. These checks may be
performed in various ways including checking the version
number of the hypervisor. For example, if the version
number of the hypervisor on the destination host is great-
er than or equal to the lowest version number of the hy-
pervisor that supports thin provisioning, live migration
from the source host to the destination host is permitted.
Live migration is disallowed otherwise.
[0056] Referring to Figure 8, at step 802, the VM to be
live migrated is identified. It is assumed for purposes of
illustration that this VM is supported by a thinly provi-
sioned virtual disk. At step 808, a check is made to see
if the hypervisor on the destination host also supports
thinly provisioned virtual disks. In one embodiment, this
check is made based on version numbers as described
above. If the check fails, the method loops through steps
810 and 812 until a destination host with a compliant
hypervisor is found. If there are no compliant hypervisors,
the method terminates. If a compliant hypervisor is found,
live migration of the VM is initiated by management server
148 at step 820.
[0057] Figure 9 is a flow diagram that illustrates a meth-
od of notifying management server 148 that a LUN has
reached a certain threshold in used capacity. This noti-
fication is given so that management server 148 can em-
ploy remedial measures such as provisioning more
space to the LUN, deleting unused files stored in the LUN
using the UNLINK command, or migrating workloads
(e.g., virtual disks of VMs) from the LUN to another LUN,
followed by invoking the UNLINK command on the mi-
grated workloads. Steps 902 and 904 are carried out by
the storage array. Step 906 is carried out by the hyper-
visor.
[0058] Step 902 shows that the storage array is con-
tinually monitoring whether a LUN’s storage capacity has
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reached or passed a certain threshold level. If it deter-
mines that this condition is met, it issues a soft error mes-
sage to the hypervisor at step 904 with the LUN ID. For
example, any write operation to the LUN that results in
the LUN exceeding its threshold level causes the storage
array to issue the soft error message to the hypervisor.
At step 906, the hypervisor, upon receiving this soft error
message, issues a soft error message to management
server 148. The soft error message includes the LUN ID
and the VMFS ID so that management server 148 can
employ remedial measures noted above.
[0059] Figure 10 is a flow diagram that illustrates a
method of performing corrective measures by manage-
ment server 148 upon receiving the soft error message
generated in step 906 of Figure 9. At step 1002, man-
agement server 148 receives the soft error message.
Then, at step 1004, management server 148 examines
configuration settings of VMs that are supported by the
LUN that is nearing capacity. According to embodiments
of the present invention, one of the configuration settings
that can be specified upon deployment of a VM is what
remedial measures should be taken when the LUN sup-
porting the VM is nearing capacity. Three of the choices
are Storage vMotion™, snapshot, and power off. After
the decision block at 1006, step 1008 is executed if Stor-
age vMotion™ is specified in such a setting; step 1010
is executed if snapshot is specified in such a setting; and
step 1012 is executed if power off is specified in such a
setting. At step 1008, management server 148 initiates
Storage vMotion™ between the source LUN (i.e., the
LUN nearing capacity) and the destination LUN. After
completion of Storage vMotion™, the UNLINK command
is used to delete the migrated files from the source LUN.
At step 1010, a snapshot of the VM files is created on a
destination LUN and the VM files on the source LUN is
marked read-only. At step 1012, management server 148
powers off the VM.
[0060] If no remedial measures are employed or they
are deployed too slowly, or in spite of the remedial meas-
ures being deployed, the LUN may run out of space when
executing a write operation. Under this condition, a hard
error message is issued by the storage array. This error
message includes an ID of the write operation that
caused the error condition so that the VM that issued the
write operation can be taken down until more space is
provisioned to the LUN or additional space in the LUN is
reclaimed. By taking down only the VM that caused the
error, VM isolation is preserved and the other VMs that
are employing the same LUN for storage can remain op-
erational.
[0061] Figure 11 is a flow diagram that illustrates a
method of detecting and handling an error caused when
a LUN runs out of space while performing a write oper-
ation. Steps 1102, 1104, and 1106 are carried out by the
storage array. Step 1108 is carried out by the hypervisor.
At step 1102, the storage array receives and executes a
write operation on the LUN. If during execution of the
write operation, the LUN runs out of space as determined

at decision block 1104, a hard error message is issued
to the hypervisor at step 1106. The error message in-
cludes an ID of the write operation that caused the error.
At step 1108, the hypervisor deactivates the VM that is-
sued the write operation. As under normal circumstanc-
es, the deactivation of the VM will result in an alert mes-
sage being transmitted to management server 148, and
management server 148 can implement remedial meas-
ures in response thereto before reactivating the VM that
has been deactivated. The remedial measures include
provisioning more space to the LUN, and reclaiming ad-
ditional space in the LUN by way of migrating the virtual
disk of the VM that has been deactivated (or even virtual
disks of other VMs) to another LUN, followed by invoking
the UNLINK command on the migrated virtual disks, pow-
ering off certain VMs, or deleting other files.
[0062] Figure 12 is a flow diagram that illustrates a
method of retroactively reclaiming storage space from a
LUN that operates as a logical block device for a hyper-
visor that has been upgraded from a version that does
not have the system software interface according to one
or more embodiments of the present invention to a ver-
sion that does. This method is carried out after the hy-
pervisor upgrade has been carried out. At step 1202, the
hypervisor determines the total size of its free VMFS
blocks in the LUN. At step 1204, the hypervisor creates
a temporary file that is X% of the total size of its free
VMFS blocks in the LUN. At step 1206, the temporary
file is deleted and the hypervisor issues an UNMAP com-
mand for all blocks of the temporary file. As a result, the
bitmap that the hypervisor maintains to track usage of all
VMFS blocks is updated so that the VMFS blocks corre-
sponding to the temporary file are indicated as free in the
bitmap. The X% parameter is configurable and if equal
to 100%, all of the hypervisor’s free VMFS blocks will be
deallocated from the LUN, reducing the physical size of
the LUN to its theoretical minimum. However, during the
time the method of Figure 12 is carried out, there may
be writes to the LUN that require additional space. There-
fore, a certain amount of space, which can be determined
empirically, is kept free to handle such writes.
[0063] In one or more embodiments of the present in-
vention, the commands issued by the hypervisor to the
LUN and by the guest operating system to the virtual
disk, including SCSI Read Capacity and SCSI Inquiry,
and errors issued by the storage array to the hypervisor,
such as the soft error described in conjunction with Figure
9 and the hard error described in conjunction with Figure
11, are part of the set of commands and error codes in
the T10 SCSI protocol.
[0064] Although one or more embodiments have been
described herein in some detail for clarity of understand-
ing, it should be recognized that certain changes and
modifications may be made without departing from the
scope of the invention.
[0065] The various embodiments described herein
may employ various computer-implemented operations
involving data stored in computer systems. For example,
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these operations may require physical manipulation of
physical quantities--usually, though not necessarily,
these quantities may take the form of electrical or mag-
netic signals, where they or representations of them are
capable of being stored, transferred, combined, com-
pared, or otherwise manipulated. Further, such manipu-
lations are often referred to in terms, such as producing,
identifying, determining, or comparing. Any operations
described herein that form part of one or more embodi-
ments of the invention may be useful machine opera-
tions. In addition, one or more embodiments of the in-
vention also relate to a device or an apparatus for per-
forming these operations. The apparatus may be spe-
cially constructed for specific required purposes, or it may
be a general purpose computer selectively activated or
configured by a computer program stored in the compu-
ter. In particular, various general purpose machines may
be used with computer programs written in accordance
with the teachings herein, or it may be more convenient
to construct a more specialized apparatus to perform the
required operations.
[0066] The various embodiments described herein
may be practiced with other computer system configura-
tions including hand-held devices, microprocessor sys-
tems, microprocessor-based or programmable consum-
er electronics, minicomputers, mainframe computers,
and the like.
[0067] One or more embodiments of the present in-
vention may be implemented as one or more computer
programs or as one or more computer program modules
embodied in one or more computer readable media. The
term computer readable medium refers to any data stor-
age device that can store data which can thereafter be
input to a computer system--computer readable media
may be based on any existing or subsequently developed
technology for embodying computer programs in a man-
ner that enables them to be read by a computer. Exam-
ples of a computer readable medium include a hard drive,
network attached storage (NAS), read-only memory, ran-
dom-access memory (e.g., a flash memory device), a CD
(Compact Discs) --CD-ROM, a CD-R, or a CD-RW, a
DVD (Digital Versatile Disc), a magnetic tape, and other
optical and non-optical data storage devices. The com-
puter readable medium can also be distributed over a
network coupled computer system so that the computer
readable code is stored and executed in a distributed
fashion.
[0068] Although one or more embodiments of the
present invention have been described in some detail for
clarity of understanding, it will be apparent that certain
changes and modifications may be made within the
scope of the claims. Accordingly, the described embod-
iments are to be considered as illustrative and not restric-
tive, and the scope of the claims is not to be limited to
details given herein, but may be modified within the scope
of the claims. In the claims, elements and/or steps do not
imply any particular order of operation, unless explicitly
stated in the claims.

[0069] Virtualization systems in accordance with the
various embodiments, may be implemented as hosted
embodiments, non-hosted embodiments or as embodi-
ments that tend to blur distinctions between the two, are
all envisioned. Furthermore, various virtualization oper-
ations may be wholly or partially implemented in hard-
ware. For example, a hardware implementation may em-
ploy a look-up table for modification of storage access
requests to secure non-disk data.
[0070] Many variations, modifications, additions, and
improvements are possible, regardless the degree of vir-
tualization. The virtualization software can therefore in-
clude components of a host, console, or guest operating
system that performs virtualization functions. Plural in-
stances may be provided for components, operations or
structures described herein as a single instance. Finally,
boundaries between various components, operations
and data stores are somewhat arbitrary, and particular
operations are illustrated in the context of specific illus-
trative configurations. Other allocations of functionality
are envisioned and may fall within the scope of the in-
vention(s). In general, structures and functionality pre-
sented as separate components in exemplary configu-
rations may be implemented as a combined structure or
component. Similarly, structures and functionality pre-
sented as a single component may be implemented as
separate components. These and other variations, mod-
ifications, additions, and improvements may fall within
the scope of the appended claims(s).

Claims

1. A method of issuing a command to deallocate free
storage blocks previously allocated to a logical block
device (250), the method comprising:

determining that the logical block device (250)
supports the command;
identifying one or more sets of contiguous stor-
age blocks to be deallocated; and
issuing the command to the logical block device
(250) based on alignment and granularity values
(Doffset, DG) according to which the logical block
device (250) performs space reclamation oper-
ations, the command identifying at least one set
of contiguous storage blocks as storage blocks
to be deallocated.

2. The method of claim 1, further comprising:

determining that a set of contiguous storage
blocks is not compatible with the alignment and
granularity values; and
identifying the set of contiguous storage blocks
in a data structure.

3. The method of claim 2, further comprising:
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coalescing two or more sets of contiguous stor-
age blocks that are identified in the data struc-
ture; and
issuing another command to the logical block
device (250) based on the alignment and gran-
ularity values (Doffset, DG), said another com-
mand identifying the coalesced sets of contigu-
ous storage blocks as storage blocks to be deal-
located.

4. The method of claim 2, further comprising:

detecting a write operation on a storage block
identified in the data structure; and
removing the storage block from the data struc-
ture.

5. The method of any preceding claim, wherein the log-
ical block device (250) is a logical unit number, LUN,
(256) to which a hypervisor (208) of a virtualized
computer system (200) is interfaced.

6. The method of claim 5, wherein the hypervisor (208)
supports execution of one or more virtual machines
(212) and receives from a virtual machine (212) a
request to deallocate guest storage blocks from a
virtual disk (222) for the virtual machine (212).

7. The method of claim 6, further comprising:

identifying storage blocks of the LUN (256) cor-
responding to the guest storage blocks to be
deallocated.

8. The method of claim 7, wherein the identified storage
blocks of the LUN (256) correspond to the one or
more sets of contiguous storage blocks to be deal-
located.

9. The method of claim 7, wherein the identified storage
blocks of the LUN (256) are indicated as to be ze-
roed.

10. The method of claim 7, wherein the identified storage
blocks of the LUN (256) are indicated as free in a
bitmap of storage blocks of the LUN maintained by
the hypervisor (208).

11. The method of any of claims 5 to 10, further com-
prising:

performing live migration of virtual machine files
stored in the LUN (256) to another LUN (256),

wherein the virtual machine files are stored in the
one or more sets of contiguous storage blocks to be
deallocated.

12. The method of any preceding claim, wherein the log-
ical block device (250) is a virtual disk (222) for a
virtual machine (212), and the virtual disk (222) is
represented as at least one file in a logical unit
number, LUN, (256).

13. A non-transitory computer readable storage medium
comprising instructions executable by a computer
system to carry out the method of any preceding
claim.

14. A computer system (200) arranged to deallocate free
storage blocks previously allocated to a logical block
device (250), the computer system (200) comprising:

a processor (202) configured to determine that
the logical block device (250) supports a com-
mand to deallocate free storage blocks previ-
ously allocated to the logical block device (250),
identify one or more sets of contiguous storage
blocks to be deallocated, and issue the com-
mand to the logical block device (250) based on
alignment and granularity values (Doffset, DG)
according to which the logical block device (250)
performs space reclamation operations, the
command identifying at least one set of contig-
uous storage blocks as storage blocks to be
deallocated.

15. The computer system of claim 14, comprising:

a hypervisor (208) that supports execution of
one or more virtual machines (212) and emu-
lates the hardware resources for the virtual ma-
chines (212) including an emulated logical block
device (222);
wherein the hypervisor (208) includes a compo-
nent for issuing the command to the logical block
device (250) to deallocate storage blocks from
the logical block device (250), and the virtual
machines (212) each include a component for
issuing commands to the emulated logical block
device (222) to deallocate storage blocks from
the emulated logical block device;
wherein the hypervisor (208) issues the com-
mands to the logical block device (250) based
on the alignment and granularity values (Doffset,
DG) according to which the logical block device
(250) performs space reclamation operations,
and the virtual machines (212) issue the com-
mands to the emulated logical block device
(222) based on alignment and granularity values
according to which the emulated logical block
device (222) performs space reclamation oper-
ations.
wherein the hypervisor (208) manages a first da-
ta structure in which storage blocks that are to
be deallocated but not compatible with the align-
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ment and granularity values of the logical block
device (250) are identified, and the virtual ma-
chines (212) each manage a second data struc-
ture in which storage blocks that are to be deal-
located but not compatible with the alignment
and granularity values of the emulated logical
block device (222) are identified; and
wherein the hypervisor (208) removes from the
first data structure a storage block if the hyper-
visor (208) detects a write to the storage block,
and the virtual machines (212) each remove
from the second data structure a storage block
if the virtual machine (212) detects a write to the
storage block.

Patentansprüche

1. Verfahren zum Erteilen eines Befehls, eine Zuord-
nung freier Speicherblöcke aufzuheben, die zuvor
einer logischen Blockvorrichtung (250) zugeordnet
wurden, aufweisend:

Bestimmen, dass die logische Blockvorrichtung
(250) den Befehl unterstützt;
Identifizieren eines Satzes oder mehrerer Sätze
zusammenhängender Speicherblöcke, deren
Zuordnung aufzuheben ist; und
Erteilen des Befehls an die logische Blockvor-
richtung (250) basierend auf Ausrichtungs- und
Granularitätswerten (Doffset, DG), demgemäß
die logische Blockvorrichtung (250) Speicher-
platzreklamationsoperationen durchführt, wo-
bei der Befehl zumindest einen Satz zusam-
menhängender Speicherblöcke als Speicher-
blöcke identifiziert, deren Zuordnung aufzuhe-
ben ist.

2. Verfahren nach Anspruch 1, des Weiteren aufwei-
send:

Bestimmen, dass ein Satz zusammenhängen-
der Speicherblöcke mit den Ausrichtungs- und
Granularitätswerten nicht kompatibel ist; und
Identifizieren des Satzes zusammenhängender
Speicherblöcke in einer Datenstruktur.

3. Verfahren nach Anspruch 2, des Weiteren aufwei-
send:

Vereinen zwei oder mehrerer Sätze zusammen-
hängender Speicherblöcke, die in der Daten-
struktur identifiziert sind; und
Erteilen eines weiteren Befehls an die logische
Blockvorrichtung (250) basierend auf den Aus-
richtungs- und Granularitätswerten (Doffset, DG),
wobei der weitere Befehl die vereinten Sätze zu-
sammenhängender Speicherblöcke als

Speicherblöcke identifiziert, deren Zuordnung
aufzuheben ist.

4. Verfahren nach Anspruch 2, des Weiteren aufwei-
send:

Detektieren einer Schreiboperation an einem
Speicherblock, der in der Datenstruktur identifi-
ziert ist; und
Entfernen des Speicherblocks aus der Daten-
struktur.

5. Verfahren nach einem vorangehenden Anspruch,
wobei die logische Blockvorrichtung (250) eine logi-
sche Einheitsnummer, LEN, (256) ist, die eine
Schnittstelle mit einem Hypervisor (208) eines virtu-
alisierten Computersystems (200) hat.

6. Verfahren nach Anspruch 5, wobei der Hypervisor
(208) eine Ausführung einer oder mehrerer virtuellen
Maschine(n) (212) unterstützt und von einer virtuel-
len Maschine (212) eine Anfrage empfängt, eine Zu-
ordnung von Gastspeicherblöcken von einem virtu-
ellen Laufwerk (222) für die virtuelle Maschine (212)
aufzuheben.

7. Verfahren nach Anspruch 6, des Weiteren aufwei-
send:

Identifizieren von Speicherblöcken der LEN
(256) entsprechend den Gastspeicherblöcken,
deren Zuordnung aufzuheben ist.

8. Verfahren nach Anspruch 7, wobei die identifizierten
Speicherblöcke der LEN (256) dem einen Satz oder
den mehreren Sätzen zusammenhängender
Speicherblöcke entsprechen, deren Zuordnung auf-
zuheben ist.

9. Verfahren nach Anspruch 7, wobei die identifizierten
Speicherblöcke der LEN (256) als auf null gesetzt
angegeben werden.

10. Verfahren nach Anspruch 7, wobei die identifizierten
Speicherblöcke der LEN (256) in einer Bitmap von
Speicherblöcken der LEN, die vom Hypervisor (208)
geführt wird, als frei angegeben werden.

11. Verfahren nach einem der Ansprüche 5 bis 10, des
Weiteren aufweisend:

Durchführen einer Live-Migration von Dateien
der virtuellen Maschine, die in der LEN (256)
gespeichert sind, zu einer anderen LEN (256),

wobei die Dateien der virtuellen Maschine in dem
einen Satz oder den mehreren Sätzen zusammen-
hängender Speicherblöcke gespeichert sind, deren
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Zuordnung aufzuheben ist.

12. Verfahren nach einem vorangehenden Anspruch,
wobei die logische Blockvorrichtung (250) ein virtu-
elles Laufwerk (222) für eine virtuelle Maschine (212)
ist und das virtuelle Laufwerk (222) als zumindest
eine Datei in einer logischen Einheitsnummer, LEN,
(256) dargestellt ist.

13. Nicht flüchtiges, computerlesbares Speichermedi-
um, das Anweisungen aufweist, die von einem Com-
putersystem ausführbar sind, um das Verfahren
nach einem vorangehenden Anspruch durchzufüh-
ren.

14. Computersystem (200), das zum Aufheben einer Zu-
ordnung freier Speicherblöcke angeordnet ist, die
zuvor einer logischen Blockvorrichtung (250) zuge-
ordnet wurden, wobei das Computersystem (200)
aufweist:

einen Prozessor (202), der konfiguriert ist zum
Bestimmen, dass die logische Blockvorrichtung
(250) einen Befehl unterstützt, eine Zuordnung
freier Speicherblöcke aufzuheben, die zuvor der
logischen Blockvorrichtung (250) zugeordnet
wurden, Identifizieren eines Satzes oder meh-
rerer Sätze zusammenhängender Speicherblö-
cke, deren Zuordnung aufzuheben ist, und Er-
teilen des Befehls an die logische Blockvorrich-
tung (250) basierend auf Ausrichtungs- und
Granularitätswerten (Doffset, DG), demgemäß
die logische Blockvorrichtung (250) Speicher-
platzreklamationsoperationen durchführt, wo-
bei der Befehl zumindest einen Satz zusam-
menhängender Speicherblöcke als Speicher-
blöcke identifiziert, deren Zuordnung aufzuhe-
ben ist.

15. Computersystem nach Anspruch 14, aufweisend:

einen Hypervisor (208), der eine Ausführung ei-
ner oder mehrerer virtuellen Maschine(n) (212)
unterstützt und die Hardware-Ressourcen für
die virtuellen Maschinen (212) emuliert, enthal-
tend eine emulierte logische Blockvorrichtung
(222);
wobei der Hypervisor (208) eine Komponente
zum Erteilen des Befehls an die logische Block-
vorrichtung (250) enthält, eine Zuordnung von
Speicherblöcken zu der logischen Blockvorrich-
tung (250) aufzuheben, und die virtuellen Ma-
schinen (212) jeweils eine Komponente zum Er-
teilen von Befehlen an die emulierte logische
Blockvorrichtung (222) enthalten, die Zuord-
nung von Speicherblöcken zu der emulierten lo-
gischen Blockvorrichtung aufzuheben;
wobei der Hypervisor (208) die Befehle an die

logische Blockvorrichtung (250) basierend auf
den Ausrichtungs- und Granularitätswerten
Doffset, DG) erteilt, anhand derer die logische
Blockvorrichtung (250)
Speicherplatzreklamationsoperationen
durchführt, und die virtuellen Maschinen (212)
der emulierten logischen Blockvorrichtung (222)
die Befehle basierend auf den Ausrichtungs-
und Granularitätswerten erteilen, anhand derer
die emulierte logische Blockvorrichtung (222)
Speicherplatzreklamationsoperationen
durchführt;
wobei der Hypervisor (208) eine erste Daten-
struktur verwaltet, in welcher Speicherblöcke,
deren Zuordnung aufzuheben ist, die aber mit
den Ausrichtungs- und Granularitätswerten der
logischen Blockvorrichtung (250) nicht kompa-
tibel sind, identifiziert werden, und die virtuellen
Maschinen (212) jeweils eine zweite Daten-
struktur verwalten, in welcher Speicherblöcke,
deren Zuordnung aufzuheben ist, die aber mit
den Ausrichtungs- und Granularitätswerten der
emulierten logischen Blockvorrichtung (222)
nicht kompatibel sind, identifiziert werden; und
wobei der Hypervisor (208) einen Speicherblock
aus der ersten Datenstruktur entfernt, wenn der
Hypervisor (208) einen Schreibvorgang in dem
Speicherblock detektiert, und die virtuellen Ma-
schinen (212) jeweils einen Speicherblock aus
der zweiten Datenstruktur entfernen, wenn die
virtuelle Maschine (212) einen Schreibvorgang
in dem Speicherblock detektiert.

Revendications

1. Procédé d’émission d’une commande de désalloca-
tion de blocs de mémoire libres précédemment al-
loués à un dispositif à bloc logique (250), le procédé
comprenant les étapes suivantes :

déterminer que le dispositif à bloc logique (250)
supporte la commande ;
identifier un ou plusieurs ensembles de blocs de
mémoire de mémoire contigus à désallouer ; et
délivrer la commande au dispositif à bloc logique
(250) sur la base de valeurs d’alignement et de
granularité (Doffset, DG) suivant lesquelles le dis-
positif à bloc logique (250) effectue des opéra-
tions de réclamation d’espace, la commande
identifiant au moins un ensemble de blocs de
mémoire contigus comme blocs de mémoire à
désallouer.

2. Procédé selon la revendication 1, comprenant en
outre les étapes suivantes :

déterminer qu’un ensemble de blocs de mémoi-
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re contigus n’est pas compatible avec les va-
leurs d’alignement et de granularité ; et
identifier l’ensemble de blocs de mémoire con-
tigus dans une structure de données.

3. Procédé selon la revendication 2, comprenant en
outre les étapes suivantes :

fondre deux, ou davantage, ensembles de blocs
de mémoire contigus qui sont identifiés dans la
structure de données ; et
délivrer une autre commande au dispositif à bloc
logique (250) sur la base des valeurs d’aligne-
ment et de granularité (Doffset, DG), ladite autre
commande identifiant les ensembles fondus de
blocs de mémoire contigus comme blocs de mé-
moire à désallouer.

4. Procédé selon la revendication 2, comprenant en
outre les étapes suivantes :

détecter une opération d’écriture dans un bloc
de mémoire identifié dans la structure de
données ; et
retirer le bloc de mémoire de la structure de don-
nées.

5. Procédé selon l’une quelconque des revendications
précédentes, dans lequel le dispositif à bloc logique
(250) est un numéro d’unité logique, LUN, (256)
auquel un hyperviseur (208) d’un système informa-
tique virtuel (200) est interfacé.

6. Procédé selon la revendication 5, dans lequel l’hy-
perviseur (208) supporte l’exécution d’une ou plu-
sieurs machines virtuelles (212) et reçoit d’une ma-
chine virtuelle (212) une demande pour désallouer
des blocs de mémoire hôtes d’un disque virtuel (222)
pour la machine virtuelle (212).

7. Procédé selon la revendication 6, comprenant en
outre l’étape suivante :

identifier des blocs de mémoire du LUN (256)
correspondant aux blocs de mémoire hôtes à
désallouer.

8. Procédé selon la revendication 7, dans lequel les
blocs de mémoire identifiés du LUN (256) corres-
pondent à l’un ou à la pluralité d’ensembles de blocs
de mémoire contigus à désallouer.

9. Procédé selon la revendication 7, dans lequel les
blocs de mémoire identifiés du LUN (256) sont indi-
qués comme devant être mis à zéro.

10. Procédé selon la revendication 7, dans lequel les
blocs de mémoire identifiés du LUN (256) sont indi-

qués comme libres dans un bitmap de blocs de mé-
moire du LUN maintenu par l’hyperviseur (208).

11. Procédé selon l’une quelconque des revendications
5 à 10, comprenant en outre les étapes suivantes :

effectuer une migration en direct des fichiers de
machine virtuelle stockés dans le LUN (256)
vers un autre LUN (256),

où les fichiers de machine virtuelle sont stockés dans
l’un ou plusieurs ensembles de blocs de mémoire
contigus à désallouer.

12. Procédé selon l’une quelconque des revendications
précédentes, dans lequel le dispositif à bloc logique
(250) est un disque virtuel (222) pour une machine
virtuelle (212), et le disque virtuel (222) est repré-
senté sous la forme d’au moins un fichier dans un
numéro d’unité logique, LUN, (256).

13. Support de stockage lisible par ordinateur, non tran-
sitoire, comprenant des instructions exécutables par
un système informatique pour exécuter le procédé
selon l’une quelconque des revendications précé-
dentes.

14. Système informatique (200) agencé pour désallouer
des blocs de mémoire libres précédemment alloués
à un dispositif à bloc logique (250), le système infor-
matique (200), comprenant :

un processeur (202) configuré pour déterminer
que le dispositif à bloc logique (250) supporte
une commande pour désallouer des blocs de
mémoire libres précédemment alloués au dis-
positif à bloc logique (250), pour identifier un ou
plusieurs ensembles de blocs de mémoire con-
tigus à désallouer, et délivrer la commande au
dispositif à bloc logique (250) sur la base de va-
leurs d’alignement et de granularité (Doffset, DG)
suivant lesquelles le dispositif à bloc logique
(250) effectue des opérations de réclamation
d’espace, la commande identifiant au moins un
ensemble de blocs de mémoire contigus comme
blocs de mémoire à désallouer.

15. Système selon la revendication 14, comprenant :

un hyperviseur (208) qui supporte l’exécution
d’une ou plusieurs machines virtuelles (212) et
émule les ressources matérielles pour les ma-
chines virtuelles (212) comprenant un dispositif
à bloc logique émulé (222) ;
où l’hyperviseur (208) comprend un composant
pour délivrer la commande au dispositif à bloc
logique (250) pour désallouer des blocs de mé-
moire du dispositif à bloc logique (250), et les
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machines virtuelles (212) comprennent chacu-
ne un composant pour délivrer des commandes
au dispositif à bloc logique émulé (222) pour dé-
sallouer des blocs de mémoire du dispositif à
bloc logique émulé ;
où l’hyperviseur (208) délivre les commandes
au dispositif à bloc logique (250) sur la base des
valeurs d’ alignement et de granularité (Doffset,
DG) suivant lesquelles le dispositif à bloc logique
(250) effectue des opérations de réclamation
d’espace, et les machines virtuelles (212) déli-
vrent les commandes au dispositif à bloc logique
émulé (222) sur la base de valeurs d’alignement
et de granularité suivant lesquelles le dispositif
à bloc logique émulé (222) effectue des opéra-
tions de réclamation d’espace,
où l’hyperviseur (208) gère une première struc-
ture de données dans laquelle les blocs de mé-
moire qui doivent être désalloués mais qui ne
sont pas compatibles avec les valeurs d’aligne-
ment et de granularité du dispositif à bloc logique
(250) sont identifiés, et les machines virtuelles
(212) gèrent chacune une seconde structure de
données dans laquelle des blocs de mémoire
qui doivent être désalloués mais qui ne sont pas
compatibles avec les valeurs d’alignement et de
granularité du dispositif à bloc logique émulé
(222) sont identifiés ; et
où l’hyperviseur (208) retire de la première struc-
ture de données un bloc de mémoire si l’hyper-
viseur (208) détecte une écriture dans le bloc
de mémoire, et les machines virtuelles (212) re-
tirent chacune de la seconde structure de don-
nées un bloc de mémoire si la machine virtuelle
(212) détecte une écriture dans le bloc de mé-
moire.
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