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The  invention  relates  to  a  method  of  generating  a  pseudo-random  sequence  of  signs  of  a  large 
sequence  length. 

Pseudo-random  sequences  of  signs  are  inter  alia  used  in  the  field  of  encrypting  information.  These 
sequences  may  alternatively  be  used  as  message  keys.  It  is  important  for  these  pseudo-random  sequences 
to  have  a  very  long  repetition  period  to  guarantee that  in  the  event  of  long  messages  the  pseudo-random 
sequence  is  not  predictable  or,  when  used  as  a  message  key,  does  not  repeat  itself. 

It is  generally  known  to  employ  a  feedback  shift  register for  generating  a  pseudo-random  sequence  of 
signs  and  to  implement  this  shift  register  with  individual  logic circuits  ("wired-logic").  As  only  some  of  the 
bits  must  be  processed  in  the  register  this  implementation  is  substantially  optimal.  If,  in  contrast therewith, 
a  computer  (micro-processor)  is  used  then  this  technique  is  far from  optimal  as  a  microprocessor  is 
primarily  designed  for  performing  logic  and  arithmetical  operations  on  a  number  of  bits  in  parallel. 

The  invention  has  for  its  objectto  provide  a  method  of  generating  a  pseudo-random  sequence  of signs 
of  a  large  sequence  length  which  can  both  be  programmed  in  a  simple  way  on a  a computer  and  be realized 
with  few  technical  means  in  the  form  of  a  specific  separate  arrangement.  According  to  the  invention,  the 
method  of  generating  a  pseudo-random  sequence  of  signs  is characterized  in  that  the  method  comprises 
the  following  steps: 

1.  generating  a  first  sub-sequence  by  adding  a  first  random  character  to a  first  prime  number; 
2.  generating  a  second  (possibly  a  third,...  generally  a  next)  sub-sequence  by  adding  a  second 

(possibly  a  third,...  generally  a  next)  random character  to  either  a  first  factor  times  a  second prime  number 
(possibly  a  third,...  generally  a  next  one),  if  the  result  of  the  sub-sequence  obtained  during  the  preceding 
addition  is  less than  a  predetermined  value  or  to  a  second factor times the  second  prime  number  (possibly 
the  third,...  in  generally  the  next  one)  if  the  result  of  the  sub-sequence  obtained  during  the  preceding 
addition  exceeds  the  predetermined  value,  the  second  factor  differing  from  the  first  factor; 

3. generating  the  pseudo-random  sequence  by  joining  together  the  first  and  the second  sub-sequences 
(and  possibly  the  third,...  generally  the  subsequent  sub-sequence(s)). 

It  is  advantageous  for  the  pseudo-random  sequence,  the  sub-sequences,  the  prime  numbers,  and  the 
random  characters  to  contain  binary  signs,  the  X  sub-sequences,  the  prime  numbers,  and  the  random 
characters  each  containing  N binary  signs  and  the  pseudo-random  sequence  containing  XN  binary  signs. 

A method  involving  multiplications  of  random  characters  and  prime  numbers  is  known  from 
DE-A-2,547,937. 

The  invention  and  its  advantages  will  be  further  described  by  way  of  example  with  reference  to the 
accompanying  drawing.  Therein 

Figure  1  shows  an  embodiment  of  an  arrangement  for  performing  the  method  according  to  the 
invention;  and 

Figure  2  is a  flow  chart  for  a  further  embodiment  of  the  method  in  accordance  with  the  invention. 
The  arrangement  for  generating  a pseudo-random  sequence  of  signs  o f   l a r g e   sequence  length, 

shown  in  Figure  1  comprises  a first  memory  10  for storing  a  plurality of characters  and  a second  memory  11 
for  storing  a-plurality  of  prime  numbers.  Both  memories  10  and  11  comprise  an  address  decoder  12  and  13, 
respectively,  connected to  the  output  of  a  counter  14.  The  counting  position  of  counter  14  indicates which 
memory  location  of  memories  10  and  11  must  be  addressed.  The  memory  10  has  a  number  of  memory 
locations  for  storing  pseudo-random  characters  and  memory  11  has  the  same  number  of  memory 
locations  for  storing  prime numbers.  In  the  further  course  of  the  description,  let  it  be  assumed  by  way of 
example  that  each  memory  10, 11  has  six  locations  and  that  each  location  can  contain 8-bitwords.  So  as  to 
provide that  the  memory  locations  of  the  two  memories  are  sequentially  addressed,  it  is  advantageous  to 
implement the  counter  as  a modulo-6-counter.  It  will  be  obvious that  if the  number  of  memory  locations is 
chosen  greater  or  smaller  than  6  the  modulo  number  of the  counter  is  adapted  thereto. 

In  addition,  the  arrangement  comprises  an  arithmetical  circuit  15  connected  to  an  output  of  the 
memory  10  and  an  output  of  memory  11  for  performing  the  operation: 

The  result  of  this  operation  is  T(j).  Herein  denotes  the  instantaneous  counting  position  (1@j@6  in  the 
example  chosen);  PRB(j)  is  the  content  of  the  jth  location  of  the  random  character  memory  10,  PRN(j)  is  the 
content  of  the  jth  location  of the  prime  number  memory  11  and a  may  have  the  value  of  a  first  or  a  second 
factor.  The  value  of the  factor  a depends  on  the  value  of  the resultT(j-1)  of  the  operation,  performed  by the 
arithmetical  circuit  15  at the  preceding  counting  position  (j-1).  Ifthat  result exceeds  a predetermined  value 
then  a  obtains (or  keeps)  the  value  of  the  second  factor.  If  the  (j-1)th  result  is  less  than  or  equal  to  said 
predetermined  value  then  a obtains  (or  keeps)  the  value  of  the  first  factor.  In  the  example  chosen  the 
predetermined  value  is 255,  i.e.  the  largest  number  of  8-bit  memory location  can contain.  An  advantageous 
value  for  the  first factor  is  1,  for  the  second  factor  2. 

The  result  of the  operation  at  the  jt"  counting  position  (T(j))  is  applied  to  a  threshold  element  16.  If, 
T(j)≥256 then  a  is  made  equal  to 2  and  otherwise  a  is  made  equal  to 1.  In  both  cases  the  desired  value  of  a  is 
transferred  to  the  arithmetical  circuit  15  via  an  output  of threshold  element  16.  In  addition,  the  result  T(j)  is 



written  (modulo-256)  in  the  pseudo-random  character  memory  10  at  address j,  the  preceding  pseudo- 
random  character  just  used  being  overwritten.  For  that  purpose  an  output  of  arithmetical  circuit  15  is 
connected  to  an  input  of  memory  10. 

The  result  of  the  operation  at  the  jth  counting  position  (T(j))  is finally (also  modulo-256)  written  in  the  jth 
position  of  a  register  17  via  address  decoder  18.  This  result  T(j),  forms  the  jth  sub-sequence  in  the  register 
16.  After  each  sub-sequence  has  been  recorded  a  signal  is  applied  to  an  input  of  counter  14  via  an  output  of 
register  17  for  incrementing  the  counting  position  by  one. 

Thus,  after j  has  passed  through  each  value  (in  the  example  chosen  after  has  reached  the  value  6) 
register  17  will  contain  a  pseudo-random  sequence  of  signs,  which  sequence  is  assembled  from  6 
sub-sequences  each  having  8  bits.  Thereafter,  this  random  sequence  of  signs  can  be  employed  as  a 
message  key  for  encoding  messages. 

A  new  pseudo-random  sequence  can  be  generated  by  repeating  the  above-described  method. 
The  arrangement  shown  in  Figure  1  is  initiated  by  writing  the  required  prime  numbers  into  memory  11 

and  writing  pseudo-random  characters  into  memory  10.  This  pseudo-random  character  may  alternately  be 
obtained  on  the  basis  of  the  random  bit  patterns  produced  in  memory  10,  after  this  memory  10  has  been 
activated.  The  bit  patterns,  generated  in  this  known  manner  are  known  as  "memory  garbage".  It  has  further 
been  found  that  prime  numbers  located  in  the  area  from  1/4  to  1/2  of  the  maximum  number  that  can  be 
stored  in  the  memory  locations  must  be  preferred  for  cryptographical  reasons. 

Moreover,  the  threshold  element  16  may  be  of  such  an  implementation  that  it  is  determined  whether 
during  the  operation  T(j)  a  carry  has occurred  or not  occurred  in  the  most  significant  bit.  If  so,  then  the  value 
of  the  second  factor  must  be  assigned  to  a,  if  not  then  the  value  of  the  first  factor  is  assigned  to  a. 

In  the  general  case  that  a  pseudo-random  sequence  comprising  N.M.  signs  must  be  generated,  counter 
14 will  have  N  counting  positions  (modulo.  N-counter),  the  memories  10, 11  will  each  have N  locations  of  M 
bits  and  the  predetermined  value  will  preferably  be  2M. 

The  arrangement  shown  in  Figure  1  has  the  advantage  that  the  logic  and  arithmetical  operations  are 
effected  in  parallel,  that  is to  say  simultaneously  on  a  number  of  bits,  so  that  a  pseudo-random  sequence 
having  a  long  sequence  length  is  generated  in  a  simple  and  efficient  way. 

Figure  2  shows  a  flow  chart  of  a  further  embodiment  of  the  method  according  to  the  invention.  The 
following  explanatory  texts  are  associated  with  the  instruction  codes  of  the  geometric  Figures  which 
describe  the  time-sequential  functions and  states  of  the  method  of  generating  a  pseudo-random  sequence. 
It  should  be  noted  that  such  a  time-sequence  of  functions  and  associated  states  of  the  method  of 
generating  a  pseudo-random  sequence  can  be  realized  in  universal,  sequential,  programmable  logic  circuits 
such  as  commercially  available  microprocessors  with  associated  memories  and  peripheral  equipment. 



It  should  be  noted  that  it  is  not  important  to  the  invention  and  for  the  flow  chart  of  Figure  2  if  other 
values  are  chosen  for  the  parameters  M,  a  and  N. 

1. A  method  of  generating  a  pseudo-random  sequence  of  signs  of  a  large  sequence  length, 
characterized  in  that  the  method  comprises  the  following  steps: 

a)  generating  a  first  sub-sequence  (T(1)  by  adding  a  first  random  character  (PRB(1))  to  a  first  prime 
number  (PRN(1)); 

b)  generating  a  second  (T(2))  (possibly  a  third,...  generally  a  next,  T(j))  sub-sequence  by adding  a 
second  (PRB(2),  (possibly  a  third,...  generally  a  next  (PRB(j)))  random  character  to  either  a  first  factor  (1) 
times  a  second  prime  number  (PRN  (2))  (possibly  a  third,...  generally  a next one, PRN(j))  if  the  result  of the 
subsequence  produced by  the  preceding  addition  is  less  than  a  predetermined  value  (2N)  or  to  a  second 
factor  (2)  times  the second  prime  number  (PRN(2))  (possibly  the  third,...  generally  the  next  one,  PRN(j))  if 



the  result  of  the  sub-sequence  produced  by  the  preceding  addition  is  larger  than  the  predetermined  value 
(2N),  the  second  factor  (2)  differing  from  the  first  factor  (1); 

c)  generating  the  pseudo-random  sequence  by  joining  together  (in  17)  the  first  (T(1))  and  second  (T(2)) 
sub-sequences  (and  possibly  a  third,...  generally  the  subsequent  sub-sequence(s),  T(j)). 

2.  A  method  of  generating  a  pseudo-random  sequence  of  signs  of  a  large  sequence  length  as  claimed 
in  Claim  1,  characterized  in that  the  random  characters  (PRB(j))  used  for  generating  the  sub-sequences  (T(j)) 
of  a  subsequent  pseudo-random  sequence  of  signs  are  chosen  equal  to  the  corresponding  subsequences 
(T(j))  which  were  generated  in  producing  the  preceding  pseudo-random  sequence. 

3.  A  method  of  generating  a  pseudo-random  sequence  of  signs  as  claimed  in  any  of  the  preceding 
claims,  characterized  in  that  the  pseudo-random  sequence,  the  prime  numbers  (PRN(j))  and  the  random 
characters PRB(j)) contain  binary  signs,  the  X  subsequences,  the  prime  numbers  and  the  random 
characters  (PRB(j))  each  having  N  binary  signs  and  the  pseudo-random  sequence  (T(j))  containing  X ·  N 
binary  signs. 

4.  A  method  of  generating  a  pseudo-random  sequence  of  signs  as  claimed  in  Claim  3,  characterized  in 
that  N=8,  X=6,  that  the  predetermined  value  is  28,  and  that  the  first  factor  is  1  and  the  second  factor  is  2. 

1.  Verfahren  zum  Erzeugen  einer  Pseudozufallsfolge  von  Zeichen  mit  einer  grossen  Folgenlänge, 
dadurch  gekennzeichnet,  dass  das  Verfahren  die  folgenden  Schritte  aufweist: 

a)  das  Erzeugen  einer  ersten  Unterfolge  (T(1 )),  indem  ein  erstes  Zufallszeichen  (PRB(1))  zu  einer  ersten 
Primzahl  (PRN(1))  addiert  wird; 

b)  das  Erzeugen  einer  zweiten  (T(2))  (ggf.  einer  dritten,...  im  allgemeinen  einer  folgenden,  T(j)) 
Unterfolge,  indem  ein  zweites  (PRB(2)),  (ggf.  ein  drittes,...  im  allgemeinen  ein  folgendes  (PRB(j)) 
Zufallszeichen  entweder  zu  einer  einen  ersten  Faktor  (1)  mal  einer  zweiten  Primzahl  (PRN(2)) 
entsprechenden  Zahl  (ggf. einer  dritten,...  im  allgemeinen  einer  folgenden  (PRN(j))  addiert  wird,  wenn  das 
Ergebnis  der  bei  der  vorhergehenden  Addierung  erhaltenen  Unterfolge  kleiner  ist  als  ein  vorbestimmter 
Wert  (21),  oder  zu  einer  einen  zweiten  Faktor  (2)  mal  der  zweiten  Primzahl  (PRN(2))  entsprechenden  Zahl 
(ggf.  der  dritten,...  im  allgemeinen  der  folgenden  PRN(j),  wenn  das  Ergebnis  der  bei  der  vorhergehenden 
Addierung  erhaltenen  Unterfolge  grösser  ist  als  der  vorbestimmte  Wert  (2 N),  wobei  der  zweite  Faktor  (2) 
von  dem  ersten  Faktor  (1)  abweicht; 

c)  das  Erzeugen  der  Pseudozufallsfolge,  indem  (in  17)  die  erste  (T(1))  und  die  zweite  (T(2))  Unterfolge 
(und  ggf.  eine  dritte,...  im  allgemeinen  die  folgende(n)  Unterfolge(n),  T(j))  zusammengefügt  werden. 

2.  Verfahren  zum  Erzeugen  einer  Pseudozufallsfolge  von  Zeichen  mit  einer  grossen  Folgenlänge  nach 
Anspruch  1,  dadurch  gekennzeichnet,  dass  die  Zufallszeichen  (PRB(j)),  die  zum  Erzeugen  der  Unterfolgen 
(T(j))  einer  folgenden  Pseudozufallsfolge  von  Zeichen  verwendet  werden,  den  entsprechenden  Unterfolgen 
(T(j)),  die  zum  Erhalten  der  vorhergehenden  Pseudozufallsfolge  erzeugt  wurden,  entsprechend  gewählt 
werden. 

3.  Verfahren  zum  Erzeugen  einer  Pseudozufallsfolge  von  Zeichen  nach  einem  der  vorstehenden 
Ansprüche,  dadurch  gekennzeichnet,  dass  die  Pseudozufallsfolge,  die  Primzahlen  (PRN(j))  und  die 
Zufallszeichen  (PRB(j))  binäre  Zeichen  aufweisen,  wobei  die  X  Unterfolgen,  die  Primzahlen  und  die 
Zufallszeichen  (PRB(j))  je  N  binäre  Zeichen  aufweisen  und  die  Pseudozufallsfolge  (T(j))  X.N  binäre  Zeichen 
aufweist. 

4.  Ver-fahren-zum  Erzeugen  einer  Pseudozufallsfolge  von  Zeichen  nach  Anspruch  3,  dadurch 
gekennzeichnet,  dass  N=8, X=6  ist, dass  der  vorbestimmte  Wert  2s  ist  und  dass  der  erste  Faktor  1  und  der 
zweite  Faktor  2  ist. 

1.  Procédé  de  génération  d'une  séquence  pseudo-aléatoire  de  signes  avec  une  grande  longueur  de 
séquence,  caractérrisé  en  ce  qu'il  comprend  les  opérations  suivantes: 

a)  génération  d'une  première  sous-séquence  (T(1))  par  addition  d'un  premier  caractère  aléatoire 
(PRB(1))  à  un  premier  nombre  premier  (PRN(1)); 

b)  génération  d'une  deuxième  sous-séquence  (T(2))  (éventuellement  d'une  troisième,...  généralement 
d'une  suivante  (T(j))  par  addition  d'un  deuxième  caractère  aléatoire  (PRB(2))  (éventuellement  d'un 
troisième,...  généralement  d'un  suivant  PRB(j))  à  un  premier  facteur  (1)  multiplié  par  un  deuxième  nombre 
premier  (PRN(2))  (éventuellement  un  troisième,...  généralement  un  suivant  PRN(j)),  si  le  résultat  de  la 
sous-séquence  obtenue  pendant  l'addition  précédente  est  inférieure  à  une  valeur  prédéterminée  (2N)  ou  à 
un  second  facteur  (2)  multiplié  par  le  deuxième  nombre  premier  (PRN(2))  (éventuellement  le  troisième,... 
en  général  le  suivant  PRN(j))  si  le  résultat  de  la  sous-séquence  obtenue  par  l'addition  précédente  excède  la 
valeur  prédéterminée  (2N),  le  second  facteur  (2)  différant  du  premier  facteur  (1); 

c)  génération  de  la  séquence  pseudo-aléatoire  par  jonction  (en  17)  de  la  première  (T(1))  et  de  la 
deuxième  (T(2))  sous-séquence  (et  éventuellement  de  la  troisième,...  en  général  de  la  ou  des 
sous-séquences  T(j)  suivantes). 

2.  Procédé  de  génération  d'une  séquence  pseudo-aléatoire  de  signes  à  grande  longueur  de  séquence 



suivant  la  revendication  1,  caractérisé  en  ce  que  les  caractères  aléatoires  (PRB(j))  utilisés  pour  la  génération 
des  sous-séquences  (T(j))  d'une  séquence  pseudo-aléatoire  ultérieure  de  signes  sont  choisis  égaux  aux 
sous-séquences  (T(j))  correspondantes  qui  ont  été  générées  lors  de  la  production  de  la  séquence 
pseudo-aléatoire  précédente. 

3.  Procédé  de  génération  d'une  séquence  pseudo-aléatoire  de  signes  suivant  l'une  quelconque  des 
revendications  précédentes,  caractérisé  en  ce  que  la  séquence  pseudo-aléatoire,  les  nombres  premiers 
(PRN(j))  et  les  caractères  aléatoires  (PRB(j))  contiennent  des  signes  binaires,  les  sous-séquences  X,  les 
nombres  premiers  et  les  caractères  aléatoires  (PRB(j))  comportant  chacun  N  signes  binaires  et la  séquence 
pseudo-aléatoire  (T(j))  contenant  X.N.  signes  binaires. 

4.  Procédé  de  génération  d'une  séquence  pseudo-aléatoire  de signes  suivant  la  revendication  3, 
caractérisé  en ce  que N=8,  X=6, que la valeur prédéterminée  est  28  et  que le premier facteur  est  1  et  le 
second  facteur  est  2. 
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