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(54) NOF BASED READING CONTROL METHOD, DEVICE AND SYSTEM

(57) ANOF-based read control method, apparatus,
and system belong to the field of networked storage. The
method includes: receiving, by a NOF engine by using a
communication link, a read request sent by a host (402);
sending at least one read command to an NVMe hard
disk based on the read request (403); and when conges-
tion occurs on the communication link, generating a con-
gestion flag corresponding to the communication link
(405), and sending the congestion flag to the NVMe hard
disk (406), where the congestion flag is used to instruct
the NVMe hard disk to suspend processing of the read
command corresponding to the communication link. In
this application, in a network congestion scenario, the
NVMe hard disk can suspend processing of a read com-
mand that has been obtained and has not been proc-
essed. This resolves the following problem: After data of
the read command is read, the data is directly discarded
due to network congestion, and consequently an entire
read process fails. The NVMe hard disk suspends the
processing of the read command, and this can avoid
invalid occupation of transmission bandwidth between
the NOF engine and the NVMe hard disk, and reduce
waste.
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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 201711444963.0, filed on December
27, 2017 and entitled "NOF-BASED READ CONTROL
METHOD, APPARATUS, AND SYSTEM", which is in-
corporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the field of networked
storage, and in particular, to a read control method, ap-
paratus, and system based on a non-volatile memory
express over fabric (Non-Volatile Memory express Over
Fabric, NOF).

BACKGROUND

[0003] In June 2016, the non-volatile memory express
(Non-Volatile Memory express, NVMe) protocol organi-
zation released the NOF 1.0 protocol. The NOF protocol
provides a communication capability of accessing a net-
work for an NVMe device.
[0004] Atypical application model based on the NOF
protocol includes a host (Host) and a controller (Control-
ler). The controller includes a NOF engine and a plurality
of NVMe hard disks connected to the NOF engine. The
host and the controller are connected by using a network.
The NOF engine and the NVMe hard disk are connected
by using a PCIe bus. For example, the host reads data
from the controller. The host sends one or more read
requests to the NOF engine by using the network. The
NOF engine forwards the one or more read requests to
the NVMe hard disk. The NVMe hard disk feeds back
data corresponding to each read request to the NOF en-
gine, and the NOF engine then sends the data to the host
by using the network.
[0005] However, because the network between the
host and the controller may be congested, when the NOF
engine sends data to the host by using the network, the
host may fail to normally receive the data due to network
congestion. Consequently, a read request response fails.
Currently, no technology is available to resolve the net-
work congestion problem in a NOF application scenario.

SUMMARY

[0006] Embodiments of this application provide a NOF-
based read control method, apparatus, and system, to
resolve a network congestion problem in a NOF refer-
ence scenario. The technical solutions are as follows:
[0007] According to a first aspect of this application, a
NOF-based read control method is provided, and the
method includes:
receiving, by a NOF engine by using a communication
link, a read request sent by a host; sending, by the NOF
engine, at least one read command to an NVMe hard
disk based on the read request; when congestion occurs

on the communication link, generating, by the NOF en-
gine, a congestion flag corresponding to the communi-
cation link; and sending, by the NOF engine, the conges-
tion flag to the NVMe hard disk, where the congestion
flag is used to instruct the NVMe hard disk to suspend
processing of the read command corresponding to the
communication link. Correspondingly, the NVMe hard
disk receives the at least one read command sent by the
NOF engine, and the read command is generated by the
NOF engine based on the read request sent by the host
by using the communication link. The NVMe hard disk
receives the congestion flag sent by the NOF engine,
and the congestion flag is sent by the NOF engine when
the sending congestion occurs on the communication
link. The NVMe hard disk suspends, based on the con-
gestion flag, the processing of the read command corre-
sponding to the communication link.
[0008] In a network congestion scenario, the NVMe
hard disk can suspend processing of a read command
that has been obtained and has not been processed. This
resolves the following problem: After data of the read
command is read, the data is directly discarded due to
network congestion, and consequently an entire read
process fails. The NVMe hard disk suspends the
processing of the read command, and this can avoid
invalid occupation of transmission bandwidth (PCI band-
width) between the NOF engine and the NVMe hard disk,
and reduce waste.
[0009] In a first possible implementation of the first as-
pect, the sending, by the NOF engine, the congestion
flag to the NVMe hard disk includes:
determining, by the NOF engine, a submission queue
corresponding to the communication link, where the sub-
mission queue is used to store an entry (Submission
Queue Entry, SQE) command in the submission queue
corresponding to the communication link, and the SQE
command includes a read command and/or a write com-
mand; sending, by the NVMe hard disk, a command read
request to the NOF engine, where the command read
request is used to read the SQE command in the sub-
mission queue corresponding to the communication link;
and when receiving the command read request that is of
the NVMe hard disk and that is for the submission queue,
sending, by the NOF engine, an SQE command carrying
the congestion flag to the NVMe hard disk. The NVMe
hard disk receives the SQE command that carries the
congestion flag and that is sent by the NOF engine.
[0010] In this implementation, the congestion flag is
transferred by using the SQE command in the submis-
sion queue. Therefore, a congestion notification mecha-
nism between the NOF engine and the NVMe hard disk
is implemented without adding additional signaling as
much as possible, and the NVMe hard disk is further con-
trolled to suspend the processing of the read command
corresponding to the communication link. There is a high
probability that an SQE command that has not been read
by the NVMe hard disk exists in the submission queue.
A reserved field in the SQE command is used to transfer
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the congestion flag, with almost no additional signaling
or data amount. This reduces occupation of transmission
bandwidth between the NOF engine and the NVMe hard
disk.
[0011] In a second possible implementation of the first
aspect, the sending, by the NOF engine, the congestion
flag to the NVMe hard disk includes:
determining, by the NOF engine, a submission queue
corresponding to the communication link, where the sub-
mission queue is used to store an SQE command corre-
sponding to the communication link; and sending, by the
NOF engine, a register write command pointing to a first
user-defined address to the NVMe hard disk, where the
first user-defined address is an address used to store the
congestion flag, and the register write command carries
an identifier of the submission queue and the congestion
flag. The NVMe hard disk receives the register write com-
mand that points to the first user-defined address and
that is sent by the NOF engine. The first user-defined
address is the address used to store the congestion flag,
and the register write command carries the congestion
flag and the identifier of the submission queue corre-
sponding to the communication link. The NVMe hard disk
performs a write operation on the first user-defined ad-
dress according to the register write command.
[0012] In this implementation, the congestion flag is
transferred by using the register write command pointing
to the first user-defined address. Therefore, a congestion
notification mechanism between the NOF engine and the
NVMe hard disk can be implemented without changing
a normal read/write mechanism of the SQE command,
and the NVMe hard disk is further controlled to suspend
the processing of the read command corresponding to
the communication link.
[0013] In a third possible implementation of the first
aspect, the sending, by the NOF engine, the congestion
flag to the NVMe hard disk includes:
determining, by the NOF engine, a submission queue
corresponding to the communication link, where the sub-
mission queue is used to store an SQE command corre-
sponding to the communication link; and sending, by the
NOF engine, a management command containing user-
defined content to the NVMe hard disk, where the user-
defined content carries an identifier of the submission
queue and the congestion flag. The NVMe hard disk re-
ceives the management command that contains the first
user-defined content and that is sent by the NOF engine.
The first user-defined content carries the identifier of the
submission queue and the congestion flag, and the sub-
mission queue is a queue corresponding to the commu-
nication link.
[0014] In this implementation, the congestion flag is
transferred by using the management command contain-
ing the first user-defined content. Therefore, a congestion
notification mechanism between the NOF engine and the
NVMe hard disk can be implemented by using a man-
agement command provided by an NVMe protocol, and
the NVMe hard disk is further controlled to suspend the

processing of the read command corresponding to the
communication link.
[0015] In a fourth possible implementation of the first
aspect, the suspending, by the NVMe hard disk based
on the congestion flag, processing of the read command
corresponding to the communication link includes:
performing, by the NVMe hard disk, at least one of the
following operations based on the congestion flag:

suspending a command read request for the sub-
mission queue;
setting a read command that has been retrieved from
the submission queue and has not been completed
to a suspended state; and
decreasing a scheduling weight corresponding to the
submission queue to a first weight.

[0016] In this implementation, processing of the read
request corresponding to the submission queue is sus-
pended. This can save processing resources of the
NVMe hard disk and transmission bandwidth between
the NOF engine and the NVMe hard disk.
[0017] With reference to any one of the first aspect,
the first possible implementation of the first aspect, the
second possible implementation of the first aspect, or the
third possible implementation of the first aspect, in a fifth
possible implementation of the first aspect, after the
sending, to the NVMe hard disk, an SQE command to
which the congestion flag is added, the method further
includes:
sending, by the NOF engine, an idle frame to the host at
an interval by using the communication link; when receiv-
ing an acknowledgment signal of the idle frame, gener-
ating, by the NOF engine, a congestion release flag cor-
responding to the communication link; and sending, by
the NOF engine, the congestion release flag to the NVMe
hard disk, where the congestion release flag is used to
instruct the NVMe hard disk to resume the processing of
the read command corresponding to the communication
link. The NVMe hard disk receives the congestion release
flag sent by the NOF engine. The congestion release flag
is sent by the NOF engine when the congestion on the
communication link between the NOF engine and the
host is released. The NVMe hard disk resumes, based
on the congestion release flag, the processing of the read
command corresponding to the communication link.
[0018] In this implementation, when the communica-
tion link between the NOF engine and the host is con-
gested, the NOF engine sends the congestion flag to the
NVMe hard disk, and the NVMe hard disk suspends,
based on the congestion flag, the processing of the read
command corresponding to the communication link. In
this way, in a network congestion scenario, the NVMe
hard disk suspends processing of a read command that
has been obtained and has not been processed. This
resolves the following problem: After data of the read
command is read, the data cannot be successfully sent
to the host due to network congestion, and consequently
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an entire read process fails. This reduces sending of
invalid data in the network congestion scenario, and
avoids a more congested network.
[0019] With reference to the fifth possible implemen-
tation of the first aspect, in a sixth possible implementa-
tion of the first aspect,
the NOF engine determines the submission queue cor-
responding to the communication link, where the sub-
mission queue is used to store the SQE command cor-
responding to the communication link; and when receiv-
ing a command read request that is of the NVMe hard
disk and that is for the submission queue, the NOF engine
sends an SQE command carrying the congestion release
flag to the NVMe hard disk. The NVMe hard disk sends
the command read request to the NOF engine. The com-
mand read request is used to read the SQE command
in the submission queue corresponding to the commu-
nication link. The NVMe hard disk receives the SQE com-
mand that carries the congestion release flag and that is
sent by the NOF engine.
[0020] In this implementation, the congestion release
flag is transferred by using the SQE command in the sub-
mission queue. Therefore, a congestion release notifica-
tion mechanism between the NOF engine and the NVMe
hard disk is implemented without adding additional sig-
naling as much as possible, and the NVMe hard disk is
further controlled to suspend the processing of the read
command corresponding to the communication link.
There is a high probability that an SQE command that
has not been read by the NVMe hard disk exists in the
submission queue. A reserved field in the SQE command
is used to transfer the congestion flag, with almost no
additional signaling or data amount.
[0021] With reference to the fifth possible implemen-
tation of the first aspect, in a seventh possible implemen-
tation of the first aspect,
the NOF engine determines the submission queue cor-
responding to the communication link, where the sub-
mission queue is used to store the SQE command cor-
responding to the communication link; and the NOF en-
gine sends a register write command pointing to a second
user-defined address to the NVMe hard disk, where the
second user-defined address is an address used to store
the congestion release flag, and the register write com-
mand carries the identifier of the submission queue and
the congestion release flag. The NVMe hard disk re-
ceives the register write command that points to the sec-
ond user-defined address and that is sent by the NOF
engine. The second user-defined address is the address
used to store the congestion release flag, and the register
write command carries the identifier of the submission
queue corresponding to the communication link and the
congestion release flag. The NVMe hard disk performs
a write operation on the second user-defined address
according to the register write command.
[0022] In this implementation, the congestion release
flag is transferred by using the register write command
pointing to the second user-defined address. Therefore,

a congestion release notification mechanism between
the NOF engine and the NVMe hard disk is implemented
without changing a normal read/write mechanism of the
SQE command, and the NVMe hard disk is further con-
trolled to resume the processing of the read command
corresponding to the communication link.
[0023] With reference to the fifth possible implemen-
tation of the first aspect, in an eighth possible implemen-
tation of the first aspect,
the NOF engine determines the submission queue cor-
responding to the communication link, where the sub-
mission queue is used to store the SQE command cor-
responding to the communication link; and the NOF en-
gine sends a management command containing second
user-defined content to the NVMe hard disk, where the
second user-defined content carries the identifier of the
submission queue and the congestion release flag. The
NVMe hard disk receives the management command
that contains the second user-defined content and that
is sent by the NOF engine. The second user-defined con-
tent carries the congestion release flag and the identifier
of the submission queue corresponding to the commu-
nication link.
[0024] In this implementation, the congestion release
flag is transferred by using the management command
containing the second user-defined content. Therefore,
a congestion release notification mechanism between
the NOF engine and the NVMe hard disk can be imple-
mented by using a management command provided by
an NVMe protocol, and the NVMe hard disk is further
controlled to resume the processing of the read com-
mand corresponding to the communication link.
[0025] With reference to the fifth possible implemen-
tation of the first aspect, in a ninth possible implementa-
tion of the first aspect, the NVMe hard disk performs at
least one of the following operations based on the con-
gestion release flag:

resuming the command read request for the submis-
sion queue;
switching a read command that has been retrieved
from the submission queue and has not been com-
pleted from a suspended state to an execution state;
and
increasing a scheduling weight corresponding to the
submission queue to a second weight.

[0026] In this implementation, the NOF engine sends
the congestion release flag to the NVMe hard disk when
the congestion on the communication link is released,
and the NVMe hard disk resumes, based on the conges-
tion release flag, the processing of the read command
corresponding to the communication link. In this way, in
a scenario in which network congestion has been re-
leased, the NVMe hard disk resumes processing of a
read command that has been obtained and has not been
processed, thereby ensuring a success rate of reading
data by the host.
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[0027] According to a second aspect of this application,
a NOF-based read control method is provided and is ap-
plied to a NOF engine, where a data buffer corresponding
to a communication link is disposed in the NOF engine,
and the method includes:

receiving, by the NOF engine by using the commu-
nication link, a read request sent by a host, where
the read request is used to request to read data of
a first data amount, and the first data amount ex-
ceeds a size of the data buffer corresponding to the
communication link;
splitting, by the NOF engine, the read request into K
read commands, where the read command is used
to request to read data of a second data amount,
and the second data amount is less than the first
data amount;
sending, by the NOF engine, m read commands to
an NVMe hard disk, where m≤K, and a product of m
and the second data amount is not greater than the
size of the data buffer corresponding to the commu-
nication link; and
suspending, by the NOF engine when congestion
occurs on the communication link, sending of a re-
maining read command to the NVMe hard disk.

[0028] In this implementation, when there is the data
buffer on the NOF engine side, the NOF engine controls
a quantity of read commands sent to the NVMe hard disk.
Therefore, an amount of data read by using a read com-
mand being processed by the NVMe hard disk does not
exceed a size of the data buffer. Even if the network con-
gestion occurs on the communication link, the NOF en-
gine suspends delivering of a read command to the
NVMe hard disk to resolve the congestion problem. The
NVMe hard disk does not need to sense the congestion
process. This reduces signaling interaction and occupa-
tion of transmission bandwidth between the NOF engine
and the NVMe hard disk.
[0029] In addition, in this implementation, a respective
data buffer is disposed for each communication link, and
a plurality of communication links do not share a same
data buffer. Therefore, even if network congestion occurs
on a communication link, and a data buffer corresponding
to the communication link is occupied, not all data buffers
in the NOF engine are occupied by read data correspond-
ing to the communication link, and therefore a reading
process of another communication link is not affected. In
this way, all communication links are independent of each
other. Even if one or more communication links are con-
gested, a normal receiving and sending process of a re-
maining communication link is not affected.
[0030] In a first possible implementation of the second
aspect, after the suspending, by the NOF engine when
congestion occurs on the communication link, sending
of a remaining read command to the NVMe hard disk,
the method further includes:

receiving, by the NOF engine, data read by the NVMe
hard disk according to the m read commands;
storing, by the NOF engine, the data in the data buffer
corresponding to the communication link; and
sending, by the NOF engine when the congestion
on the communication link is released, the data in
the data buffer to the host by using the communica-
tion link.

[0031] In a second possible implementation of the sec-
ond aspect, after the sending, by the NOF engine when
the congestion on the communication link is released,
the data in the data buffer to the host by using the com-
munication link, the method further includes:
continuing, by the NOF engine, to send n read commands
to the NVMe hard disk, where n≤K-m, and a product of
n and the second data amount is not greater than the
size of the data buffer.
[0032] According to a third aspect of this application,
a NOF-based read control apparatus is provided. The
apparatus includes units or means for performing the
read control method implemented by the NOF engine in
any one of the first aspect or the optional implementations
of the first aspect.
[0033] According to a fourth aspect of this application,
a NOF-based read control apparatus is provided. The
apparatus includes units or means for performing the
read control method implemented by the NVMe hard disk
in any one of the first aspect or the optional implemen-
tations of the first aspect.
[0034] According to a fifth aspect of this application, a
NOF-based read control apparatus is provided, where a
data buffer corresponding to a communication link is dis-
posed in the apparatus. The apparatus includes units or
means for performing the read control method imple-
mented by the NOF engine in any one of the second
aspect or the optional implementations of the second as-
pect.
[0035] According to a sixth aspect of this application,
a NOF engine is provided. The NOF engine includes a
processor and a memory, the memory stores at least one
instruction, and the at least one instruction is executed
by the processor to perform the read control method im-
plemented by the NOF engine in any one of the first as-
pect or the optional implementations of the first aspect.
[0036] According to a seventh aspect of this applica-
tion, an NVMe hard disk is provided. The NVMe hard disk
includes a controller and a memory, the memory stores
at least one instruction, and the at least one instruction
is executed by the controller to perform the read control
method implemented by the NVMe hard disk in any one
of the first aspect or the optional implementations of the
first aspect.
[0037] According to an eighth aspect of this applica-
tion, a NOF engine is provided. The NOF engine includes
a processor and a memory, the memory stores at least
one instruction, and the at least one instruction is exe-
cuted by the processor to perform the read control meth-
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od implemented by the NOF engine in any one of the
second aspect or the optional implementations of the
second aspect.
[0038] According to a ninth aspect of this application,
a computer-readable storage medium is provided. The
storage medium stores at least one instruction, and the
at least one instruction is executed to perform the read
control method implemented by the NOF engine in any
one of the first aspect or the optional implementations of
the first aspect.
[0039] According to a tenth aspect of this application,
a computer-readable storage medium is provided. The
storage medium stores at least one instruction, and the
at least one instruction is executed to perform the read
control method implemented by the NVMe hard disk in
any one of the first aspect or the optional implementations
of the first aspect.
[0040] According to an eleventh aspect of this applica-
tion, a computer-readable storage medium is provided.
The storage medium stores at least one instruction, and
the at least one instruction is executed to perform the
read control method implemented by the NOF engine in
any one of the second aspect or the optional implemen-
tations of the second aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0041]

FIG. 1 is a schematic structural diagram of a NOF
storage system 100 according to an example em-
bodiment of this application;
FIG. 2 is a schematic structural diagram of a NOF
storage system 100 according to another example
embodiment of this application;
FIG. 3 is a typical schematic principle diagram when
a NOF storage system is congested;
FIG. 4 is a flowchart of a NOF-based read control
method according to an example embodiment of this
application;
FIG. 5 is a flowchart of a NOF-based read control
method according to another example embodiment
of this application;
FIG. 6 is a flowchart of a NOF-based read control
method according to another example embodiment
of this application;
FIG. 7 is a flowchart of a NOF-based read control
method according to another example embodiment
of this application;
FIG. 8 is a flowchart of a NOF-based read control
method according to another example embodiment
of this application;
FIG. 9 is a flowchart of a NOF-based read control
method according to another example embodiment
of this application;
FIG. 10 is a block diagram of a NOF-based read
control apparatus according to another example em-
bodiment of this application;

FIG. 11 is a block diagram of a NOF-based read
control apparatus according to another example em-
bodiment of this application;
FIG. 12 is a block diagram of a NOF engine according
to another example embodiment of this application;
and
FIG. 13 is a block diagram of an NVMe hard disk
according to another example embodiment of this
application.

DESCRIPTION OF EMBODIMENTS

[0042] To make the objectives, technical solutions, and
advantages of this application clearer, the following fur-
ther describes the implementations of this application in
detail with reference to the accompanying drawings.
[0043] FIG. 1 is a schematic structural diagram of a
NOF storage system 100 according to an example em-
bodiment of this application. The NOF storage system
100 includes a host 120 and a NOF controller 140.
[0044] There may be one or more hosts 120. The host
120 is configured to read or write data from or to the NOF
controller 140 through remote direct memory access (Re-
mote Direct Memory Access, RDMA). FIG. 1 is described
by using an example in which there are a plurality of hosts
120. For example, the hosts 120 include a host 0 to a
host n, and n is a positive integer. The plurality of hosts
120 may belong to a same user, or may belong to different
users.
[0045] In different embodiments, the host 120 may be
a service server, a network host, a computing node, or
the like. The plurality of hosts 120 may be of different
types. A specific type of the host 120 is not limited in this
embodiment, provided that the host 120 supports a NOF
protocol.
[0046] The hosts 120 are connected to a plurality of
NOF controllers 140 by using a network 160. Optionally,
the network 160 is a (Fabric) network with a fiber channel
architecture, and the fabric network is a network formed
by interconnecting a plurality of switches based on a fibre
channel (Fibre Channel, FC) protocol. The fabric network
includes a plurality of switching gateways and commu-
nication lines. The communication line may be an optical
cable or an electrical cable. When the communication
line is an optical cable, the switching gateway may be an
optical switching gateway. When the communication line
is an electrical cable, the switching gateway may be a
router and/or a switch. For example, access bandwidth
of each host 120 on the network 160 is 100 GB, and
access bandwidth of each NOF controller 140 on the net-
work 160 is 100 GB.
[0047] There may be one or more NOF controllers 140.
Each NOF controller 140 has a respective device identity
(Identify, ID), and different NOF controllers 140 are dis-
tinguished by using different device IDs. One or more
NOF controllers 140 may run on a same physical carrier.
FIG. 1 is described by using an example in which there
are a plurality of NOF controllers 140. For example, the
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NOF controllers 140 include a NOF controller 0 to a NOF
controller m, and m is a positive integer.
[0048] Each NOF controller 140 includes a NOF en-
gine 142 and at least one NVMe hard disk 144. The NVMe
hard disk 144 is a solid state drive (Solid State Drives,
SSD) supporting an NVMe protocol. The NOF engine
142 is connected to the host 120 by using the network
160, and is connected to the at least one NVMe hard disk
144 by using a PCIe bus. Each NVMe hard disk 144 uses
the NOF engine 142 as an access object. The NOF en-
gine 142 is responsible for protocol conversion between
a network protocol and a PCIe protocol, and data for-
warding processing.
[0049] With reference to FIG. 2, one or more commu-
nication links may be established between one host 120
and one NOF controller 140. The communication link
may be a queue pair (Queue Pair, QP) connection. The
QP connection is a transmission link borne on an Ether-
net physical line. One Ethernet physical line may bear
one or more QP connections, and each QP connection
has a unique communication link identifier. The commu-
nication link identifier may be denoted as a QPID, and
different QP connections are distinguished by using dif-
ferent QPIDs. For example, the host 120 has n queues
QP 0 to QP n, and the NOF engine 142 has n correspond-
ing queues QP 0 to QP n. The QP 0 in the host 120 and
the QP 0 in the NOF engine 142 form a QP connection
0, a QP 1 in the host 120 and a QP 1 in the NOF engine
142 form a QP connection 1, and by analogy, the QP n
in the host 120 and the QP n in the NOF engine 142 form
a QP connection n.
[0050] Optionally, a queue pair may also be referred
to as an RDMA queue pair. A queue in the queue pair is
also referred to as a completion queue (Completion
Queue, CQ). The CQ queue in the NOF engine 142 is
configured to buffer an RDMA read request or write re-
quest from the host 120.
[0051] In the NOF engine 142, there is a submission
queue (Submission Queue, SQ) corresponding to each
CQ queue (or communication link). The SQ queue is con-
figured to store an input/output (input/output, I/O) com-
mand that needs to be sent by the NOF engine 142 to
the NVMe hard disk 144. The I/O command is also re-
ferred to as an SQE command. The SQE command in-
cludes a read command and/or a write command. Op-
tionally, there is a one-to-one correspondence between
a CQ queue and an SQ queue. For example, a comple-
tion queue QP 0 corresponds to a submission queue SQ
0, a completion queue QP 1 corresponds to a submission
queue SQ 1, and by analogy, a completion queue QP n
corresponds to a submission queue SQ n.
[0052] Optionally, the NOF engine 142 further has a
data buffer (Data Buffer) corresponding to each commu-
nication link. The data buffer is configured to: when net-
work congestion occurs on a communication link, buffer
read data that is from the NVMe hard disk 144 and that
is corresponding to the communication link. In other
words, in this embodiment of this application, not all com-

munication links share a same data buffer, and at least
two communication links use respective corresponding
data buffers. Optionally, each communication link uses
a data buffer corresponding to the communication link,
and data buffers corresponding to any two communica-
tion links are different. Alternatively, communication links
corresponding to a same host use a data buffer corre-
sponding to the host, and data buffers corresponding to
any two hosts are different.
[0053] The host 120 is connected to the NOF controller
140 by using the network 160, and the network 160 may
be congested. Therefore, in a process for reading data
from the NOF controller 140 by the host 120, the data
may not be normally read due to network congestion. For
example, in FIG. 1, access bandwidth of a host 1 is 100
GB. When the host 0 sends data of approximately 100
GB to the host 1, a NOF engine 0 sends data of approx-
imately 100 GB to the host 1, and a NOF engine 1 sends
data of approximately 100 GB to the host 1, the access
bandwidth of the host 1 cannot support 300 GB data
transmission at the same time, causing congestion.
[0054] FIG. 3 is a typical schematic principle diagram
when a NOF storage system is congested. After a NOF
engine 142 receives a read command from a host, the
read command is transmitted along a transmission path:
a completion queue QP 0 → a submission queue SQ 0
→ an NVMe hard disk 144. The NVMe hard disk 144
processes the read command, and feeds back data to
the NOF engine 142. It is assumed that the NOF engine
142 receives 32 read commands in total, 16 read com-
mands are buffered in the completion queue QP 0, eight
read commands are buffered in the submission queue
SQ 0, four read commands are being processed by the
NVMe hard disk 144, and four read commands has been
processed by the NVMe hard disk 144. For the four read
commands that have been processed by the NVMe hard
disk 144, data read by using the four read commands is
sent by the NOF engine 142 to the host.
[0055] If network congestion occurs at this time, data
requested by using the 28 read requests that have not
been processed may not be successfully fed back to the
host. As a result, the 32 read commands sent by the host
cannot be correctly responded to.
[0056] FIG. 4 is a flowchart of a NOF-based read con-
trol method according to an example embodiment of this
application. This embodiment is described by using an
example in which the method is applied to the NOF stor-
age system shown in FIG. 1 or FIG. 2. The method in-
cludes the following steps.
[0057] Step 401: A host sends a read request to a NOF
engine by using a communication link.
[0058] The communication link is a communication link
between the host and the NOF engine. Optionally, the
communication link is a QP connection between the host
and the NOF engine. There may be one or more QP
connections between one host and one NOF engine.
[0059] Optionally, each QP connection has a unique
communication link identifier, and the communication link
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identifier may be denoted as a QPID. One QPID points
to one host. A plurality of QPIDs may point to different
hosts or a same host.
[0060] The host sends the read request to the NOF
engine by using the QP connection. The read request
may be encapsulated in a form of an RDMA send com-
mand message capsule (RDMA_SEND command cap-
sule). The read request carries address information of
to-be-read data, an amount of the to-be-read data, and
a sequence number (Processing Sequence Number,
PSN). The sequence number increases in ascending or-
der based on a sequence of read requests.
[0061] Optionally, the host sends one or more read re-
quests.
[0062] Step 402: The NOF engine receives, by using
the communication link, the read request sent by the host.
[0063] The NOF engine buffers the received read re-
quest to a completion queue corresponding to the com-
munication link.
[0064] Step 403: The NOF engine sends at least one
read command to an NVMe hard disk based on the read
request.
[0065] Optionally, when a relatively small amount of
data is requested by using the read request, the NOF
engine may convert one read request in the completion
queue into one read command, and buffer the read com-
mand to a submission queue. When a relatively large
amount of data is requested by using the read request,
the NOF engine may convert one read request in the
completion queue into a plurality of read commands, and
buffer the plurality of read commands to a submission
queue. For example, an amount of data requested by
using the read request is 1 MB, the read request is split
into eight read commands, and an amount of data re-
quested by using each read command is 128 KB.
[0066] Optionally, the read command has a same PSN
as that of the read request.
[0067] Step 404: The NVMe hard disk receives the at
least one read command sent by the NOF engine.
[0068] The NVMe hard disk periodically performs a
read operation on the submission queue. When there is
an unprocessed read command in the submission queue,
the NVMe hard disk reads and processes the read com-
mand.
[0069] After reading data according to the read com-
mand, the NVMe hard disk feeds back a data frame that
carries the data and the PSN to the NOF engine. The
NOF engine sends the data frame to the host by using
the communication link. To be specific, the data frame is
used to feed back data corresponding to a processed
read command.
[0070] Optionally, information exchange between the
host and the NOF engine complies with an RDMA pro-
tocol.
[0071] Step 405: The NOF engine generates a con-
gestion flag corresponding to the communication link
when congestion occurs on the communication link.
[0072] When correctly receiving the data frame, the

host feeds back an acknowledgment (Acknowledge-
ment, ACK) signal with the same PSN to the NOF engine.
When the host does not correctly receive the data frame,
the host feeds back a non-acknowledgment (Non-Ac-
knowledgement, NACK) signal with the same PSN to the
NOF engine. When the host does not receive the data
frame, the host does not feed back any signal to the NOF
engine. In this case, the NOF engine generates a timer
timeout event. The timer is a timer that starts when the
NOF engine starts to send the data frame.
[0073] According to the RDMA protocol, when the NOF
engine receives the NACK of the data frame or does not
receive the acknowledgment signal within a timeout pe-
riod, it is determined that the congestion occurs on the
communication link, and the NOF engine generates the
congestion flag corresponding to the communication link.
The congestion flag may be denoted as FC.
[0074] Optionally, the congestion flag may explicitly or
implicitly indicate an identifier of the communication link.
For example, the congestion flag carries the identifier of
the communication link, and the identifier is a QPID.
[0075] Step 406: The NOF engine sends the conges-
tion flag to the NVMe hard disk.
[0076] The NVMe hard disk may have read some read
commands corresponding to the communication link for
processing. If the NVMe hard disk continues to process
these read commands, the read commands may fail to
be processed due to network congestion. Therefore, the
NOF engine sends the congestion flag to the NVMe hard
disk, and the congestion flag is used to instruct the NVMe
hard disk to suspend processing of a read command cor-
responding to the communication link.
[0077] Optionally, the NOF engine suspends receiving
of a read request from the communication link.
[0078] Step 407: The NVMe hard disk receives the
congestion flag sent by the NOF engine.
[0079] Step 408: The NVMe hard disk suspends,
based on the congestion flag, processing of the read
command corresponding to the communication link.
[0080] When there is a read command that has been
obtained and has not been processed in the NVMe hard
disk, processing of the read command corresponding to
the communication link is suspended.
[0081] In conclusion, according to the NOF-based read
control method provided in this embodiment, the NOF
engine sends the congestion flag to the NVMe hard disk
when the communication link between the NOF engine
and the host is congested, and the NVMe hard disk sus-
pends, based on the congestion flag, the processing of
the read command corresponding to the communication
link. In this way, in a network congestion scenario, the
NVMe hard disk suspends processing of a read com-
mand that has been obtained and has not been proc-
essed. This resolves the following problem: After data of
the read command is read, the data cannot be success-
fully sent to the host due to network congestion, and con-
sequently an entire read process fails. This reduces
sending of invalid data in the network congestion sce-
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nario, and avoids a more congested network.
[0082] In an optional embodiment based on the em-
bodiment in FIG. 4, the network congestion may be re-
leased after a period of time. In this case, the NOF engine
may send a congestion release flag to the NVMe hard
disk. To be specific, after the step 408, the method may
further include the following step 409 to step 413, as
shown in FIG. 5.
[0083] Step 409: The NOF engine sends an idle frame
to the host at an interval by using the communication link.
[0084] Optionally, after sending a congestion flag of
one communication link, the NOF engine sends an idle
frame to the host at a preset time interval by using the
communication link. The idle frame is a probe frame that
does not include data but includes a sequence number.
The sequence number may be any sequence number
selected by the NOF engine from sequence numbers that
have been used.
[0085] Step 410: When correctly receiving the idle
frame, the host sends an acknowledgment signal to the
NOF engine.
[0086] If the network congestion is released and the
host can correctly receive the idle frame, the host sends
an ACK corresponding to the idle frame to the NOF en-
gine. The ACK carries a sequence number of the idle
frame.
[0087] Step 411: When receiving the acknowledgment
signal of the idle frame, the NOF engine generates a
congestion release flag corresponding to the communi-
cation link.
[0088] Optionally, the congestion release flag may ex-
plicitly or implicitly indicate the identifier of the commu-
nication link. For example, the congestion flag carries the
identifier of the communication link, and the identifier is
the QPID.
[0089] Step 412: The NOF engine sends the conges-
tion release flag to the NVMe hard disk.
[0090] The congestion release flag is used to instruct
the NVMe hard disk to resume the processing of the read
command corresponding to the communication link.
[0091] Correspondingly, the NVMe hard disk receives
the congestion release flag sent by the NOF engine.
[0092] Step 413: The NVMe hard disk resumes, based
on the congestion release flag, the processing of the read
command corresponding to the communication link.
[0093] When there is a read command that has been
obtained and has not been processed in the NVMe hard
disk, processing of the read command corresponding to
the communication link is resumed.
[0094] In conclusion, according to the NOF-based read
control method provided in this embodiment, when the
congestion on the communication link is released, the
NOF engine sends the congestion release flag to the
NVMe hard disk, and the NVMe hard disk resumes,
based on the congestion release flag, the processing of
the read command corresponding to the communication
link. In this way, in a scenario in which the network con-
gestion has been released, the NVMe hard disk resumes

the processing of the read command that has been ob-
tained and has not been processed, thereby ensuring a
success rate of reading data by the host.
[0095] There are a plurality of manners for information
exchange between the NOF engine and the NVMe hard
disk. Therefore, in the step 406, the NOF engine may
send the congestion flag (and/or the congestion release
flag) to the NVMe hard disk in any one of the following
three different manners:

1. sending an SQE command in the submission
queue;
2. sending a register write command; and
3. sending a management (Admin) command.

[0096] In the first optional implementation, the steps
406 to 413 may be implemented as the following steps,
as shown in FIG. 6A and FIG. 6B.
[0097] Step 506: The NOF engine determines a sub-
mission queue corresponding to the communication link.
[0098] The submission queue is used to store an entry
(Submission Queue Entry, SQE) SQE command in the
submission queue corresponding to the communication
link, and the SQE command includes a read command
and/or a write command.
[0099] The NOF engine stores a correspondence be-
tween a communication link and a submission queue.
Table 1 schematically shows the correspondence.

[0100] For example, when a communication link 0 is
congested, the NOF engine can determine, based on the
correspondence, a submission queue SQ 0 correspond-
ing to the communication link 0. The SQ 0 is used to store
an SQE command corresponding to the communication
link 0, and the SQE command includes a read command
and/or a write command. Optionally, the SQE command
is generated or forwarded by the NOF engine based on
a read/write request received on the communication link
0.
[0101] Step 507: The NVMe hard disk sends a com-
mand read request to the NOF engine, where the com-
mand read request is used to read an SQE command in
the submission queue corresponding to the communica-
tion link.
[0102] The NVMe hard disk sends the command read
request to the NOF engine at a predetermined time in-
terval, or the NVMe hard disk sends the command read
request to the NOF engine when there is an idle process-

Table 1

Communication link Submission queue

QPID 0 SQ 0

QPID 1 SQ 1

QPID 2 SQ 2

QPID 3 SQ 3
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ing resource.
[0103] The command read request is used to read the
SQE command in the submission queue corresponding
to the communication link.
[0104] It should be noted that the read process is a
routine process during normal running of the NVMe hard
disk, and the NVMe hard disk does not know in advance
which communication link is congested.
[0105] Step 508: When receiving the command read
request that is of the NVMe hard disk and that is for the
submission queue, the NOF engine sends an SQE com-
mand carrying the congestion flag to the NVMe hard disk.
[0106] For example, assuming that the submission
queue corresponding to the communication link 0 is the
SQ 0, when receiving a command read request that is of
the NVMe hard disk and that is for the SQ 0, the NOF
engine sends an SQE command carrying the congestion
flag to the NVMe hard disk.
[0107] Optionally, this step has two cases:

1. When there is a to-be-processed SQE command
in the submission queue, after adding the congestion
flag to a reserved field (Reserved) of the to-be-proc-
essed SQE command, the NOF engine sends the
SQE command carrying the congestion flag to the
NVMe hard disk.
2. When there is no to-be-processed SQE command
in the submission queue, in other words, the sub-
mission queue is empty, the NOF engine generates
an SQE command (briefly referred to as a null com-
mand) that carries the congestion flag and that is not
used to perform an actual read/write operation, and
sends the null command carrying the congestion flag
to the NVMe hard disk.

[0108] Step 509: The NVMe hard disk receives the
SQE command that carries the congestion flag and that
is sent by the NOF engine.
[0109] Step 510: After receiving the SQE command
carrying the congestion flag, the NVMe hard disk sus-
pends, based on the congestion flag, processing of the
read command corresponding to the communication link.
[0110] For the submission queue corresponding to the
congested communication link, the NVMe hard disk per-
forms at least one of the following operations based on
the congestion flag:

1. Suspending the command read request for the
submission queue
The NVMe hard disk suspends a process of period-
ically reading a command from the submission
queue, to reduce redundant reading by the NVMe
hard disk.
2. Setting a read command that has been retrieved
from the submission queue and has not been com-
pleted to a suspended state
The NVMe hard disk does not process the read com-
mand that has been retrieved from the submission

queue and has not been completed. The read com-
mand is set to the suspended state.
3. Decreasing a scheduling weight corresponding to
the submission queue to a first weight

[0111] The NVMe hard disk may set a scheduling
weight (also referred to as a scheduling priority) for each
submission queue. The first weight may be a lowest
scheduling weight or a lower scheduling weight.
[0112] Optionally, when the communication link corre-
sponding to the submission queue is congested, the
NVMe hard disk decreases the scheduling weight corre-
sponding to the submission queue to the lowest sched-
uling weight. Therefore, an SQE command correspond-
ing to another submission queue is preferentially sched-
uled.
[0113] This embodiment is described by using an ex-
ample in which the NOF engine performs all the three
operations.
[0114] Step 511: The NOF engine sends an idle frame
to the host at an interval by using the communication link.
[0115] For example, after the communication link 0 is
congested, the NOF engine may send an idle frame to
the host at a predefined time interval by using the com-
munication link 0. The idle frame is a probe frame that
does not include data but includes a sequence number.
The sequence number may be a sequence number cus-
tomized by the NOF engine, or may be a sequence
number of a latest signal with no acknowledgment signal
received.
[0116] Step 512: When receiving an acknowledgment
signal of the idle frame, the NOF engine generates a
congestion release flag corresponding to the communi-
cation link.
[0117] If the network congestion is released and the
host can correctly receive the idle frame, the host sends
an ACK corresponding to the idle frame to the NOF en-
gine. The ACK carries a sequence number of the idle
frame.
[0118] When receiving the acknowledgment signal of
the idle frame, the NOF engine generates the congestion
release flag corresponding to the communication link.
Optionally, the congestion release flag may explicitly or
implicitly indicate an identifier of the communication link.
For example, the congestion flag carries the identifier of
the communication link, and the identifier is a QPID. For
another example, the NOF engine implicitly indicates the
communication link to the NVMe hard disk by using an
identifier of the submission queue corresponding to the
communication link.
[0119] Step 513: The NOF engine determines the sub-
mission queue corresponding to the communication link,
where the submission queue is used to store the SQE
command corresponding to the communication link.
[0120] For details about this step, refer to the step 506.
[0121] Step 514: When receiving the command read
request that is of the NVMe hard disk and that is for the
submission queue, the NOF engine sends an SQE com-
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mand carrying the congestion release flag to the NVMe
hard disk.
[0122] For example, assuming that the submission
queue corresponding to the communication link 0 is the
SQ 0, because the NVMe hard disk has stopped reading
the submission queue, the NOF engine may actively
send an SQE command carrying the congestion release
flag to the NVMe hard disk.
[0123] Optionally, this step has two cases:
When there is a to-be-processed SQE command in the
submission queue, after adding the congestion release
flag to a reserved field (Reserved) of the to-be-processed
SQE command, the NOF engine sends the SQE com-
mand carrying the congestion release flag to the NVMe
hard disk.
[0124] When there is no to-be-processed SQE com-
mand in the submission queue, in other words, the sub-
mission queue is empty, the NOF engine generates an
SQE command (briefly referred to as a null command)
that carries the congestion release flag and that is not
used to perform an actual read/write operation, and
sends the null command carrying the congestion flag to
the NVMe hard disk.
[0125] Step 515: The NVMe hard disk receives the
SQE command that carries the congestion release flag
and that is sent by the NOF engine.
[0126] Step 516: The NVMe hard disk resumes, based
on the congestion release flag, the processing of the read
command corresponding to the communication link.
[0127] For the submission queue corresponding to the
communication link on which the congestion has been
released, the NVMe hard disk performs at least one of
the following operations based on the congestion release
flag:

1. Resuming the command read request for the sub-
mission queue
The NVMe hard disk resumes the process of peri-
odically reading a command from the submission
queue, to continue processing of the SQE command
in the submission queue.
2. Switching the read command that has been re-
trieved from the submission queue and has not been
completed from the suspended state to an execution
state
The NVMe hard disk also switches the read com-
mand that has been retrieved from the submission
queue and has not been completed from the sus-
pended state to the execution state.
3. Increasing the scheduling weight corresponding
to the submission queue to a second weight
The NVMe hard disk may set a scheduling weight
(also referred to as a scheduling priority) for each
submission queue. The second weight may be a
weight of the submission queue before the submis-
sion queue is adjusted to the first weight, or the sec-
ond weight is a preset highest weight or higher
weight. In other words, the second weight is higher

than the first weight.

[0128] Optionally, when the congestion on the commu-
nication link corresponding to the submission queue is
released, the NVMe hard disk increases the scheduling
weight corresponding to the submission queue to the
second weight. Therefore, the SQE command corre-
sponding to the submission queue is preferentially
scheduled or continues to be scheduled.
[0129] In conclusion, according to the read control
method provided in this embodiment, the congestion flag
is transferred by using the SQE command in the submis-
sion queue. Therefore, a congestion notification mecha-
nism between the NOF engine and the NVMe hard disk
is implemented without adding additional signaling as
much as possible, and the NVMe hard disk is further con-
trolled to suspend the processing of the read command
corresponding to the communication link. There is a high
probability that an SQE command that has not been read
by the NVMe hard disk exists in the submission queue.
A reserved field in the SQE command is used to transfer
the congestion flag, with almost no additional signaling
or data amount.
[0130] According to the read control method provided
in this embodiment, the congestion release flag is trans-
ferred by using the SQE command in the submission
queue. Therefore, a congestion release notification
mechanism between the NOF engine and the NVMe hard
disk is implemented without adding additional signaling
as much as possible, and the NVMe hard disk is further
controlled to suspend the processing of the read com-
mand corresponding to the communication link. There is
a high probability that an SQE command that has not
been read by the NVMe hard disk exists in the submission
queue. A reserved field in the SQE command is used to
transfer the congestion flag, with almost no additional
signaling or data amount.
[0131] In the second optional implementation, the
steps 406 to 413 may be implemented as the following
steps, as shown in FIG. 7A and FIG. 7B.
[0132] Step 606: The NOF engine determines the sub-
mission queue corresponding to the communication link,
where the submission queue is used to store an SQE
command corresponding to the communication link, and
the SQE command includes a read command and/or a
write command.
[0133] The NOF engine stores a correspondence be-
tween a communication link and a submission queue.
For example, when a communication link 0 is congested,
the NOF engine can determine, based on the corre-
spondence, a submission queue SQ 0 corresponding to
the communication link 0. The SQ 0 is used to store an
SQE command corresponding to the communication link
0, and the SQE command includes a read command
and/or a write command. Optionally, the SQE command
is generated or forwarded by the NOF engine based on
a read/write request received on the communication link
0.
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[0134] Step 607: The NOF engine sends a register
write command pointing to a first user-defined address
to the NVMe hard disk, where the first user-defined ad-
dress is an address used to store the congestion flag,
and the register write command carries an identifier of
the submission queue and the congestion flag.
[0135] For example, assuming that the submission
queue corresponding to the communication link 0 is the
SQ 0, the NOF engine sends a register write command
pointing to the first user-defined address to the NVMe
hard disk. The first user-defined address is the address
used to store the congestion flag, and the first user-de-
fined address is a storage address in a register of the
NVMe hard disk. The register write command carries the
identifier of the submission queue and the congestion
flag. Each submission queue may have a respective first
user-defined address, or a plurality of submission queues
may share a same first user-defined address.
[0136] To be specific, the first user-defined address is
a register address preset by the NOF engine and the
NVMe hard disk, and is located in the NVMe hard disk.
The first user-defined address is used to store the con-
gestion flag.
[0137] Step 608: The NVMe hard disk receives the reg-
ister write command that points to the first user-defined
address and that is sent by the NOF engine.
[0138] Step 609: The NVMe hard disk performs a write
operation on the first user-defined address according to
the register write command.
[0139] The NVMe hard disk writes the identifier of the
submission queue and the congestion flag into the first
user-defined address according to the register write com-
mand. Then, the NVMe hard disk can learn, based on
the identifier of the submission queue and the congestion
flag, that the communication link corresponding to the
submission queue is already congested.
[0140] It should be noted that, when a plurality of sub-
mission queues share a same first user-defined address,
if the NVMe hard disk needs to write an ith register write
command pointing to the first user-defined address,
where i≥2, the NVMe hard disk may erase existing data
in the first user-defined address, and then perform a write
operation according to the ith register write command
pointing to the first user-defined address, to prevent the
write process from being affected by the existing data.
[0141] Step 610: After performing the write operation
on the first user-defined address, the NVMe hard disk
suspends, based on the congestion flag, processing of
the read command corresponding to the communication
link.
[0142] For the submission queue corresponding to the
congested communication link, the NVMe hard disk per-
forms at least one of the following operations based on
the congestion flag:

1. Suspending a command read request for the sub-
mission queue
The NVMe hard disk suspends a process of period-

ically reading a command from the submission
queue, to reduce redundant reading by the NVMe
hard disk.
2. Setting a read command that has been retrieved
from the submission queue and has not been com-
pleted to a suspended state
The NVMe hard disk does not process the read com-
mand that has been retrieved from the submission
queue and has not been completed. The read com-
mand is set to the suspended state.
3. Decreasing a scheduling weight corresponding to
the submission queue to a first weight

[0143] The NVMe hard disk may set a scheduling
weight (also referred to as a scheduling priority) for each
submission queue. The first weight may be a lowest
scheduling weight or a lower scheduling weight.
[0144] Optionally, when the communication link corre-
sponding to the submission queue is congested, the
NVMe hard disk decreases the scheduling weight corre-
sponding to the submission queue to the lowest sched-
uling weight. Therefore, an SQE command correspond-
ing to another submission queue is preferentially sched-
uled.
[0145] This embodiment is described by using an ex-
ample in which the NOF engine performs all the three
operations.
[0146] Step 611: The NOF engine sends an idle frame
to the host at an interval by using the communication link.
[0147] For example, after the communication link 0 is
congested, the NOF engine may send an idle frame to
the host at a predefined time interval by using the com-
munication link 0. The idle frame is a probe frame that
does not include data but includes a sequence number.
The sequence number may be a sequence number cus-
tomized by the NOF engine, or may be a sequence
number of a latest signal with no acknowledgment signal
received.
[0148] Step 612: When receiving an acknowledgment
signal of the idle frame, the NOF engine generates a
congestion release flag corresponding to the communi-
cation link.
[0149] If the network congestion is released and the
host can correctly receive the idle frame, the host sends
an ACK corresponding to the idle frame to the NOF en-
gine. The ACK carries a sequence number of the idle
frame.
[0150] When receiving the acknowledgment signal of
the idle frame, the NOF engine generates the congestion
release flag corresponding to the communication link.
Optionally, the congestion release flag may explicitly or
implicitly indicate an identifier of the communication link.
For example, the congestion flag carries the identifier of
the communication link, and the identifier is a QPID. For
another example, the NOF engine implicitly indicates the
communication link to the NVMe hard disk by using the
identifier of the submission queue corresponding to the
communication link.
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[0151] Step 613: The NOF engine sends a register
write command pointing to a second user-defined ad-
dress to the NVMe hard disk.
[0152] The second user-defined address is an address
used to store the congestion release flag, and the register
write command carries the identifier of the submission
queue and the congestion release flag. Optionally, the
second user-defined address and the first user-defined
address are the same or are different. Each submission
queue may have a respective second user-defined ad-
dress, or a plurality of submission queues may share a
same second user-defined address.
[0153] For example, assuming that the submission
queue corresponding to the communication link 0 is the
SQ 0, the NOF engine may actively send a register write
command pointing to the second user-defined address
to the NVMe hard disk.
[0154] Step 614: The NVMe hard disk receives the reg-
ister write command that points to the second user-de-
fined address and that is sent by the NOF engine.
[0155] Step 615: The NVMe hard disk performs a write
operation on the second user-defined address according
to the register write command.
[0156] The NVMe hard disk writes the identifier of the
submission queue and the congestion release flag into
the second user-defined address according to the regis-
ter write command. Then, the NVMe hard disk can learn,
based on the identifier of the submission queue and the
congestion release flag, that the congestion on the com-
munication link corresponding to the submission queue
has been released.
[0157] It should be noted that, when a plurality of sub-
mission queues share a same second user-defined ad-
dress, if the NVMe hard disk needs to write an ith register
write command pointing to the second user-defined ad-
dress, where i≥2, the NVMe hard disk may erase existing
data in the second user-defined address, and then per-
form a write operation according to the ith register write
command pointing to the second user-defined address,
to prevent the write process from being affected by the
existing data.
[0158] Likewise, in a scenario in which the first user-
defined address and the second user-defined address
are the same, if the NVMe hard disk needs to write an ith
register write command pointing to the second user-de-
fined address, where i≥2, the NVMe hard disk may also
erase existing data in the second user-defined address,
and then perform a write operation according to the ith
register write command pointing to the second user-de-
fined address, to prevent the write process from being
affected by the existing data.
[0159] Step 616: The NVMe hard disk resumes, based
on the congestion release flag, the processing of the read
command corresponding to the communication link.
[0160] For the submission queue corresponding to the
communication link on which the congestion has been
released, the NVMe hard disk performs at least one of
the following operations based on the congestion release

flag:

1. Resuming the command read request for the sub-
mission queue
The NVMe hard disk resumes the process of peri-
odically reading a command from the submission
queue, to continue processing of the SQE command
in the submission queue.
2. Switching the read command that has been re-
trieved from the submission queue and has not been
completed from the suspended state to an execution
state
The NVMe hard disk also switches the read com-
mand that has been retrieved from the submission
queue and has not been completed from the sus-
pended state to the execution state.
3. Increasing the scheduling weight corresponding
to the submission queue to a second weight
The NVMe hard disk may set a scheduling weight
(also referred to as a scheduling priority) for each
submission queue. The second weight may be a
weight of the submission queue before the submis-
sion queue is adjusted to the first weight, or the sec-
ond weight is a preset highest weight or higher
weight. In other words, the second weight is higher
than the first weight.

[0161] Optionally, when the congestion on the commu-
nication link corresponding to the submission queue is
released, the NVMe hard disk increases the scheduling
weight corresponding to the submission queue to the
second weight. Therefore, the SQE command corre-
sponding to the submission queue is preferentially
scheduled or continues to be scheduled.
[0162] In conclusion, according to the read control
method provided in this embodiment, the congestion flag
is transferred by using the register write command point-
ing to the first user-defined address. Therefore, a con-
gestion notification mechanism between the NOF engine
and the NVMe hard disk can be implemented without
changing a normal read/write mechanism of the SQE
command, and the NVMe hard disk is further controlled
to suspend the processing of the read command corre-
sponding to the communication link.
[0163] According to the read control method provided
in this embodiment, the congestion release flag is trans-
ferred by using the register write command pointing to
the second user-defined address. Therefore, a conges-
tion release notification mechanism between the NOF
engine and the NVMe hard disk is implemented without
changing a normal read/write mechanism of the SQE
command, and the NVMe hard disk is further controlled
to resume the processing of the read command corre-
sponding to the communication link.
[0164] In the third optional implementation, the steps
406 to 413 may be implemented as the following steps,
as shown in FIG. 8.
[0165] Step 706: The NOF engine determines the sub-
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mission queue corresponding to the communication link,
where the submission queue is used to store an entry
(Submission Queue Entry, SQE) SQE command in the
submission queue corresponding to the communication
link, and the SQE command includes a read command
and/or a write command.
[0166] The NOF engine stores a correspondence be-
tween a communication link and a submission queue.
For example, when a communication link 0 is congested,
the NOF engine can determine, based on the corre-
spondence, a submission queue SQ 0 corresponding to
the communication link 0. The SQ 0 is used to store an
SQE command corresponding to the communication link
0, and the SQE command includes a read command
and/or a write command. Optionally, the SQE command
is generated or forwarded by the NOF engine based on
a read/write request received on the communication link
0.
[0167] Step 707: The NOF engine sends a manage-
ment command containing first user-defined content to
the NVMe hard disk, where the first user-defined content
carries an identifier of the submission queue and the con-
gestion flag.
[0168] For example, assuming that the submission
queue corresponding to the communication link 0 is the
SQ 0, the NOF engine sends a management command
containing the first user-defined content to the NVMe
hard disk. The first user-defined content carries the iden-
tifier of the submission queue and the congestion flag.
Due to management commands
[0169] Step 708: The NVMe hard disk receives the
management command that contains the first user-de-
fined content and that is sent by the NOF engine, where
the first user-defined content carries the identifier of the
submission queue and the congestion flag.
[0170] Step 709: After receiving the management com-
mand containing the first user-defined content, the NVMe
hard disk suspends, based on the congestion flag,
processing of the read command corresponding to the
communication link.
[0171] Optionally, the NVMe hard disk obtains the
identifier of the submission queue and the congestion
flag from the management command through parsing.
[0172] For the submission queue corresponding to the
congested communication link, the NVMe hard disk per-
forms at least one of the following operations based on
the congestion flag:

1. Suspending a command read request for the sub-
mission queue
The NVMe hard disk suspends a process of period-
ically reading a command from the submission
queue, to reduce redundant reading by the NVMe
hard disk.
2. Setting a read command that has been retrieved
from the submission queue and has not been com-
pleted to a suspended state
The NVMe hard disk does not process the read com-

mand that has been retrieved from the submission
queue and has not been completed. The read com-
mand is set to the suspended state.
3. Decreasing a scheduling weight corresponding to
the submission queue to a first weight
The NVMe hard disk may set a scheduling weight
(also referred to as a scheduling priority) for each
submission queue. The first weight may be a lowest
scheduling weight or a lower scheduling weight.

[0173] Optionally, when the communication link corre-
sponding to the submission queue is congested, the
NVMe hard disk decreases the scheduling weight corre-
sponding to the submission queue to the lowest sched-
uling weight. Therefore, an SQE command correspond-
ing to another submission queue is preferentially sched-
uled.
[0174] This embodiment is described by using an ex-
ample in which the NOF engine performs all the three
operations.
[0175] Step 710: The NOF engine sends an idle frame
to the host at an interval by using the communication link.
[0176] For example, after the communication link 0 is
congested, the NOF engine may send an idle frame to
the host at a predefined time interval by using the com-
munication link 0. The idle frame is a probe frame that
does not include data but includes a sequence number.
The sequence number may be a sequence number cus-
tomized by the NOF engine, or may be a sequence
number of a latest signal with no acknowledgment signal
received.
[0177] Step 711: When receiving an acknowledgment
signal of the idle frame, the NOF engine generates a
congestion release flag corresponding to the communi-
cation link.
[0178] If the network congestion is released and the
host can correctly receive the idle frame, the host sends
an ACK corresponding to the idle frame to the NOF en-
gine. The ACK carries a sequence number of the idle
frame.
[0179] When receiving the acknowledgment signal of
the idle frame, the NOF engine generates the congestion
release flag corresponding to the communication link.
Optionally, the congestion release flag may explicitly or
implicitly indicate an identifier of the communication link.
For example, the congestion flag carries the identifier of
the communication link, and the identifier is a QPID. For
another example, the NOF engine implicitly indicates the
communication link to the NVMe hard disk by using the
identifier of the submission queue corresponding to the
communication link.
[0180] Step 712: The NOF engine sends a manage-
ment command containing second user-defined content
to the NVMe hard disk.
[0181] The second user-defined address is an address
used to store the congestion release flag, and the register
write command carries the identifier of the submission
queue and the congestion release flag. Optionally, the
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second user-defined address and the first user-defined
address are the same or are different. Each submission
queue may have a respective second user-defined ad-
dress, or a plurality of submission queues may share a
same second user-defined address.
[0182] For example, assuming that the submission
queue corresponding to the communication link 0 is the
SQ 0, the NOF engine may actively send a management
command containing the second user-defined content to
the NVMe hard disk.
[0183] Step 713: The NVMe hard disk receives the
management command that contains the second user-
defined content and that is sent by the NOF engine.
[0184] Step 714: The NVMe hard disk resumes, based
on the congestion release flag, the processing of the read
command corresponding to the communication link.
[0185] For the submission queue corresponding to the
communication link on which the congestion has been
released, the NVMe hard disk performs at least one of
the following operations based on the congestion release
flag:

1. Resuming the command read request for the sub-
mission queue
The NVMe hard disk resumes the process of peri-
odically reading a command from the submission
queue, to continue processing of the SQE command
in the submission queue.
2. Switching the read command that has been re-
trieved from the submission queue and has not been
completed from the suspended state to an execution
state
The NVMe hard disk also switches the read com-
mand that has been retrieved from the submission
queue and has not been completed from the sus-
pended state to the execution state.
3. Increasing the scheduling weight corresponding
to the submission queue to a second weight
The NVMe hard disk may set a scheduling weight
(also referred to as a scheduling priority) for each
submission queue. The second weight may be a
weight of the submission queue before the submis-
sion queue is adjusted to the first weight, or the sec-
ond weight is a preset highest weight or higher
weight. In other words, the second weight is higher
than the first weight.

[0186] Optionally, when the congestion on the commu-
nication link corresponding to the submission queue is
released, the NVMe hard disk increases the scheduling
weight corresponding to the submission queue to the
second weight. Therefore, the SQE command corre-
sponding to the submission queue is preferentially
scheduled or continues to be scheduled.
[0187] In conclusion, according to the read control
method provided in this embodiment, the congestion flag
is transferred by using the management command con-
taining the first user-defined content. Therefore, a con-

gestion notification mechanism between the NOF engine
and the NVMe hard disk can be implemented by using
the management command provided by an NVMe pro-
tocol, and the NVMe hard disk is further controlled to
suspend the processing of the read command corre-
sponding to the communication link.
[0188] According to the read control method provided
in this embodiment, the congestion release flag is trans-
ferred by using the management command containing
the second user-defined content. Therefore, a conges-
tion release notification mechanism between the NOF
engine and the NVMe hard disk can be implemented by
using the management command provided by the NVMe
protocol, and the NVMe hard disk is further controlled to
resume the processing of the read command corre-
sponding to the communication link.
[0189] The foregoing three embodiments may be ap-
plicable to a scenario in which there is no data buffer in
the NOF engine 142, and may also be applicable to a
scenario in which a data buffer is stored in the NOF en-
gine 142. Optionally, for the scenario in which there is a
data buffer in the NOF engine 142, the following embod-
iment may be further provided.
[0190] FIG. 9 is a flowchart of a NOF-based read con-
trol method according to an example embodiment of this
application. This embodiment is described by using an
example in which the method is applied to the NOF stor-
age system shown in FIG. 1 or FIG. 2. It is assumed that
a data buffer is disposed in a NOF engine 142, a size of
the data buffer is n MB, and a quantity of communication
links supported by the NOF engine 142 is m. A size of a
data buffer allocated to each communication link is 1/m
of the total size n. The method includes the following
steps.
[0191] Step 801: The NOF engine receives, by using
a communication link, a read request sent by a host,
where the read request is used to request to read data
of a first data amount, and the first data amount exceeds
the size of the data buffer.
[0192] For example, it is assumed that the size n of the
data buffer disposed in the NOF engine 142 is 1024 MB
and the quantity m of QP connections supported by the
NOF engine 142 is 1024. A data buffer allocated to each
QP connection has data buffer space of 1 MB = 1024 KB.
[0193] The host sends the read request to the NOF
engine by using the communication link. Optionally, the
read request is used to read the data of the first data
amount, and the first data amount exceeds a size of a
data buffer corresponding to the communication link. For
example, the first data amount exceeds 1 MB.
[0194] Optionally, the host sends the read request to
the NOF engine by using an RDMA protocol, and the
NOF engine receives, by using the RDMA protocol, the
read request sent by the host.
[0195] Step 802: The NOF engine splits the read re-
quest into K read commands.
[0196] The NOF engine splits the read request corre-
sponding to the first data amount into the K read com-
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mands corresponding to a second data amount. Each
read command is used to request to read data of the
second data amount, and the second data amount is less
than the first data amount. Optionally, second data
amounts corresponding to all the read commands are
the same, or second data amounts corresponding to at
least two read commands are different. The second data
amount may be customized.
[0197] For example, the NOF engine splits a 2 MB read
request into sixteen 128 KB read commands.
[0198] Step 803: The NOF engine sends m read com-
mands to an NVMe hard disk, where m≤K, and a product
of m and the second data amount is not greater than the
size of the data buffer.
[0199] The NOF engine controls a quantity of read
commands sent to the NVMe hard disk, so that a read
data amount corresponding to a read command being
processed by the NVMe hard disk does not exceed the
size of the data buffer.
[0200] For example, because the data size of each QP
connection is 1024 KB, a quantity of read commands
sent by the NOF engine to the NVMe hard disk each time
does not exceed 8, and 8 x 128 KB = 1024 KB.
[0201] Optionally, the NOF engine buffers, in a sub-
mission queue, a read command that needs to be sent
to the NVMe hard disk, and the NVMe hard disk reads
the read command. The NOF engine first buffers, in a
local completion queue, a read command that temporar-
ily does not need to be sent to the NVMe hard disk, and
temporarily does not send the read command to the sub-
mission queue.
[0202] After the NVMe hard disk feeds back read data
to the NOF engine according to the read command, the
NOF engine first buffers the read data, and then sends
the data to the host in a form of a data frame.
[0203] Step 804: When congestion occurs on the com-
munication link, the NOF engine suspends sending of a
remaining read command to the NVMe hard disk.
[0204] When the NOF engine receives a negative ac-
knowledgment signal of the data frame, or does not re-
ceive an acknowledgment signal of the data frame within
a timeout period, it is determined that the network con-
gestion occurs on the communication link. For the proc-
ess, refer to related description details of the step 405.
Details are not described again in this embodiment.
[0205] In this case, the NOF engine suspends sending
of the remaining read command to the NVMe hard disk.
Because a quantity of read commands that have been
sent to the NVMe hard disk is limited, even if the NVMe
hard disk processes and responds to the received read
command, the data buffer on the NOF engine side can
buffer the read data, and no buffer overflow is caused.
[0206] It should be noted that the NVMe hard disk side
is completely unaware of the network congestion proc-
ess.
[0207] Step 805: The NOF engine receives data read
by the NVMe hard disk according to the m read com-
mands.

[0208] During the network congestion, the NVMe hard
disk may continue to process a read command corre-
sponding to the communication link, and the NOF engine
normally receives data read by the NVMe hard disk ac-
cording to n read commands.
[0209] Step 806: The NOF engine stores the data in
the data buffer corresponding to the communication link.
[0210] The NOF engine may store the data in the data
buffer corresponding to the communication link, and tem-
porarily does not send the data to the host.
[0211] Step 807: When the congestion on the commu-
nication link is released, the NOF engine sends the data
in the data buffer to the host by using the communication
link.
[0212] Optionally, after sending a congestion flag of a
communication link, the NOF engine sends an idle frame
to the host at a predefined time interval by using the com-
munication link. The idle frame is a probe frame that does
not include data but includes a sequence number. The
sequence number may be a sequence number custom-
ized by the NOF engine, or may be a sequence number
of a latest signal with no acknowledgment signal re-
ceived. If the network congestion is released and the host
can correctly receive the idle frame, the host sends an
ACK corresponding to the idle frame to the NOF engine.
The ACK carries a sequence number of the idle frame.
[0213] When the congestion on the communication link
is released, the NOF engine sends the data in the data
buffer to the host by using the communication link.
[0214] It should be noted that the NVMe hard disk side
is not aware of the network congestion release process
either.
[0215] Step 808: The NOF engine continues to send
the n read commands to the NVMe hard disk, where n≤K-
m, and a product of n and the second data amount is not
greater than the size of the data buffer.
[0216] When there is a to-be-processed read com-
mand corresponding to the communication link, the NOF
engine continues to send the subsequent n read com-
mands to the NVMe hard disk. A read data amount cor-
responding to the n read commands sent to the NVMe
hard disk in each batch does not exceed the size of the
data buffer corresponding to the communication link.
[0217] In conclusion, according to the NOF-based read
control method provided in this embodiment, when there
is a data buffer on the NOF engine side, the NOF engine
controls a quantity of read commands sent to the NVMe
hard disk. Therefore, an amount of data read by using a
read command being processed by the NVMe hard disk
does not exceed a size of the data buffer. Even if the
network congestion occurs on the communication link,
the NOF engine suspends delivering of a read command
to the NVMe hard disk to resolve the congestion problem.
The NVMe hard disk does not need to sense the con-
gestion process. This reduces signaling interaction and
occupation of transmission bandwidth between the NOF
engine and the NVMe hard disk.
[0218] In addition, in this embodiment, a respective da-
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ta buffer is disposed for each communication link, and a
plurality of communication links do not share a same data
buffer. Therefore, even if network congestion occurs on
a communication link, and a data buffer corresponding
to the communication link is occupied, not all data buffers
in the NOF engine are occupied by read data correspond-
ing to the communication link, and therefore a reading
process of another communication link is not affected. In
this way, all communication links are independent of each
other. Even if one or more communication links are con-
gested, a normal receiving and sending process of a re-
maining communication link is not affected.
[0219] According to the NOF-based read control meth-
od provided in this embodiment, after the congestion on
the communication link is released, the NOF engine may
further continue to deliver a read command to the NVMe
hard disk to restore a normal processing procedure, and
the NVMe hard disk does not need to sense the conges-
tion release process. This reduces signaling interaction
and occupation of transmission bandwidth between the
NOF engine and the NVMe hard disk.
[0220] It should be noted that, in the foregoing method
embodiments, how to process a read command of a com-
munication link when network congestion or congestion
release occurs on the communication link is used as an
example for description. However, actually there may be
more than one congested communication link, which is
easily understood by a person skilled in the art after read-
ing the foregoing embodiments, and is not described in
detail in this specification.
[0221] FIG. 10 is a structural block diagram of a NOF-
based read control apparatus according to an embodi-
ment of this application. The apparatus may be imple-
mented as a NOF engine or a functional module of a NOF
engine. The apparatus includes a receiving unit 920, a
sending unit 940, and a processing unit 960.
[0222] The receiving unit 920 is configured to perform
at least one receiving step of the steps 401, 410, 507,
512, 612, 711, 801, and 805 in the foregoing method
embodiments, and another explicit or implicit receiving
step.
[0223] The sending unit 940 is configured to perform
at least one sending step of the steps 403, 406, 409, 412,
508, 511, 514, 607, 612, 707, 712, 803, 807, and 808 in
the foregoing method embodiments, and another explicit
or implicit sending step.
[0224] The processing unit 960 is configured to per-
form at least one processing step of the steps 411, 506,
513, 606, 706, 802, 804, and 806 in the foregoing method
embodiment, and another explicit or implicit processing
step.
[0225] The receiving unit 920 may be implemented by
a processor controlling a receiver (or a communications
chip or a physical network interface or a virtual network
interface). The sending unit 940 may be implemented by
the processor controlling a transmitter (or a communica-
tions chip or a physical network interface or a virtual net-
work interface). The processing unit 960 may be imple-

mented by the processor, a memory, or at least one pro-
gram or instruction in a memory.
[0226] FIG. 11 is a structural block diagram of a NOF-
based read control apparatus according to an embodi-
ment of this application. The apparatus may be imple-
mented as an NVMe hard disk or a functional module of
an NVMe hard disk. The apparatus includes a receiving
unit 1020, a sending unit 1040, and a processing unit
1060.
[0227] The receiving unit 1020 is configured to perform
at least one receiving step of the steps 404, 407, 413,
509, 515, 608, 614, 708, and 713 in the foregoing method
embodiments, and another explicit or implicit receiving
step.
[0228] The sending unit 1040 is configured to perform
the sending step corresponding to the step 507 in the
foregoing method embodiment, and another explicit or
implicit sending step.
[0229] The processing unit 106 is configured to per-
form at least one processing step of the steps 408, 413,
510, 516, 609, 610, 615, 616, 709, and 714 in the fore-
going method embodiments, and another explicit or im-
plicit processing step.
[0230] The receiving unit 1020 may be implemented
by a processor controlling a receiver (or a communica-
tions chip or a physical network interface or a virtual net-
work interface). The sending unit 1040 may be imple-
mented by the processor controlling a transmitter (or a
communications chip or a physical network interface or
a virtual network interface). The processing unit 1060
may be implemented by the processor, a memory, or at
least one program or instruction in a memory.
[0231] FIG. 12 is a structural block diagram of a NOF
engine according to an embodiment of this application.
The NOF engine includes a processor 1220 and a mem-
ory 1240. The memory 1240 stores at least one instruc-
tion, and the at least one instruction is executed by the
processor to implement the steps performed by the NOF
engine in any one of the foregoing method embodiments.
[0232] Optionally, the NOF engine further includes a
network interface 1260 and a PCI interface 1280. The
network interface 1260 is configured to connect to a host
by using a physical cable, and the PCI interface 1280 is
configured to connect to an NVMe hard disk.
[0233] FIG. 13 is a structural block diagram of an NVMe
hard disk according to an embodiment of this application.
The NVMe hard disk includes a controller 1320 and a
memory 1340. The memory 1340 stores at least one in-
struction, and the at least one instruction is executed by
the processor to implement the steps performed by the
NVMe hard disk in any one of the foregoing method em-
bodiments. Optionally, the memory 1340 may alterna-
tively be integrated into the controller 1320.
[0234] Optionally, the NVMe hard disk further includes
at least one non-volatile storage unit 1360, and the non-
volatile storage unit 1360 is configured to store data.
[0235] An embodiment of this application further pro-
vides a computer-readable storage medium. The storage
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medium stores at least one instruction, and the at least
one instruction is executed to implement the steps per-
formed by the NOF engine in any one of the foregoing
method embodiments.
[0236] An embodiment of this application further pro-
vides a computer-readable storage medium. The storage
medium stores at least one instruction, and the at least
one instruction is executed to implement the steps per-
formed by the NVMe hard disk in any one of the foregoing
method embodiments.
[0237] An embodiment of this application further pro-
vides a computer program product. The program product
stores at least one instruction, and the at least one in-
struction is executed to implement the steps performed
by the NOF engine in any one of the foregoing method
embodiments.
[0238] An embodiment of this application further pro-
vides a computer program product. The program product
stores at least one instruction, and the at least one in-
struction is executed to implement the steps performed
by the NVMe hard disk in any one of the foregoing method
embodiments.
[0239] The sequence numbers of the foregoing em-
bodiments of this application are merely for illustrative
purposes, and are not intended to indicate priorities of
the embodiments.
[0240] A person of ordinary skill in the art may under-
stand that all or some of the steps of the embodiments
may be implemented by hardware or a program instruct-
ing related hardware. The program may be stored in a
computer-readable storage medium. The storage medi-
um may include a read-only memory, a magnetic disk,
an optical disc, or the like.
[0241] The foregoing descriptions are merely optional
embodiments of this application, but are not intended to
limit this application. Any modification, equivalent re-
placement, or improvement made without departing from
the spirit and principle of this application should fall within
the protection scope of this application.

Claims

1. A read control method based on a non-volatile mem-
ory express over fabric NOF, wherein the method
comprises:

receiving, by a NOF engine by using a commu-
nication link, a read request sent by a host;
sending, by the NOF engine, at least one read
command to an NVMe hard disk based on the
read request;
generating, by the NOF engine when congestion
occurs on the communication link, a congestion
flag corresponding to the communication link;
and
sending, by the NOF engine, the congestion flag
to the NVMe hard disk, wherein the congestion

flag is used to instruct the NVMe hard disk to
suspend processing of the read command cor-
responding to the communication link.

2. The method according to claim 1, wherein the send-
ing, by the NOF engine, the congestion flag to the
NVMe hard disk comprises:

determining, by the NOF engine, a submission
queue corresponding to the communication link,
wherein the submission queue is used to store
an entry SQE command in the submission
queue corresponding to the communication link,
and the SQE command comprises a read com-
mand and/or a write command; and
when receiving a command read request that is
of the NVMe hard disk and that is for the sub-
mission queue, sending, by the NOF engine, an
SQE command carrying the congestion flag to
the NVMe hard disk.

3. The method according to claim 1, wherein the send-
ing, by the NOF engine, the congestion flag to the
NVMe hard disk comprises:

determining, by the NOF engine, a submission
queue corresponding to the communication link,
wherein the submission queue is used to store
an SQE command corresponding to the com-
munication link; and
sending, by the NOF engine, a register write
command pointing to a first user-defined ad-
dress to the NVMe hard disk, wherein the first
user-defined address is an address used to
store the congestion flag, and the register write
command carries an identifier of the submission
queue and the congestion flag.

4. The method according to claim 1, wherein the send-
ing, by the NOF engine, the congestion flag to the
NVMe hard disk comprises:

determining, by the NOF engine, a submission
queue corresponding to the communication link,
wherein the submission queue is used to store
an SQE command corresponding to the com-
munication link; and
sending, by the NOF engine, a management
command containing first user-defined content
to the NVMe hard disk, wherein the first user-
defined content carries an identifier of the sub-
mission queue and the congestion flag.

5. The method according to any one of claims 1 to 4,
wherein after the sending, to the NVMe hard disk,
an SQE command to which the congestion flag is
added, the method further comprises:

33 34 



EP 3 722 938 A1

19

5

10

15

20

25

30

35

40

45

50

55

sending, by the NOF engine, an idle frame to
the host at an interval by using the communica-
tion link;
when receiving an acknowledgment signal of
the idle frame, generating, by the NOF engine,
a congestion release flag corresponding to the
communication link; and
sending, by the NOF engine, the congestion re-
lease flag to the NVMe hard disk, wherein the
congestion release flag is used to instruct the
NVMe hard disk to resume the processing of the
read command corresponding to the communi-
cation link.

6. The method according to claim 5, wherein the send-
ing, by the NOF engine, the congestion release flag
to the NVMe hard disk comprises:

determining, by the NOF engine, the submission
queue corresponding to the communication link,
wherein the submission queue is used to store
the SQE command corresponding to the com-
munication link; and
when receiving a command read request that is
of the NVMe hard disk and that is for the sub-
mission queue, sending, by the NOF engine, an
SQE command carrying the congestion release
flag to the NVMe hard disk.

7. The method according to claim 5, wherein the send-
ing, by the NOF engine, the congestion release flag
to the NVMe hard disk comprises:

determining, by the NOF engine, the submission
queue corresponding to the communication link,
wherein the submission queue is used to store
the SQE command corresponding to the com-
munication link; and
sending, by the NOF engine, a register write
command pointing to a second user-defined ad-
dress to the NVMe hard disk, wherein the sec-
ond user-defined address is an address used to
store the congestion release flag, and the reg-
ister write command carries the identifier of the
submission queue and the congestion release
flag.

8. The method according to claim 5, wherein the send-
ing, by the NOF engine, the congestion release flag
to the NVMe hard disk comprises:

determining, by the NOF engine, the submission
queue corresponding to the communication link,
wherein the submission queue is used to store
the SQE command corresponding to the com-
munication link; and
sending, by the NOF engine, a management
command containing second user-defined con-

tent to the NVMe hard disk, wherein the second
user-defined content carries the identifier of the
submission queue and the congestion release
flag.

9. A NOF-based read control method, wherein the
method comprises:

receiving, by an NVMe hard disk, at least one
read command sent by a NOF engine, wherein
the read command is generated by the NOF en-
gine based on a read request sent by a host by
using a communication link;
receiving, by the NVMe hard disk, a congestion
flag sent by the NOF engine, wherein the con-
gestion flag is sent by the NOF engine when
sending congestion occurs on the communica-
tion link; and
suspending, by the NVMe hard disk based on
the congestion flag, processing of the read com-
mand corresponding to the communication link.

10. The method according to claim 9, wherein the re-
ceiving, by the NVMe hard disk, a congestion flag
sent by the NOF engine comprises:

sending, by the NVMe hard disk, a command
read request to the NOF engine, wherein the
command read request is used to read an SQE
command in a submission queue corresponding
to the communication link; and
receiving, by the NVMe hard disk, an SQE com-
mand that carries the congestion flag and that
is sent by the NOF engine.

11. The method according to claim 9, wherein the re-
ceiving, by the NVMe hard disk, a congestion flag
sent by the NOF engine comprises:

receiving, by the NVMe hard disk, a register
write command that points to a first user-defined
address and that is sent by the NOF engine,
wherein the first user-defined address is an ad-
dress used to store the congestion flag, and the
register write command carries the congestion
flag and an identifier of a submission queue cor-
responding to the communication link; and
performing, by the NVMe hard disk, a write op-
eration on the first user-defined address accord-
ing to the register write command.

12. The method according to claim 9, wherein the send-
ing, by the NOF engine, the congestion flag to the
NVMe hard disk comprises:
receiving, by the NVMe hard disk, a management
command that contains first user-defined content
and that is sent by the NOF engine, wherein the first
user-defined content carries an identifier of a sub-
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mission queue and the congestion flag, and the sub-
mission queue is a queue corresponding to the com-
munication link.

13. The method according to any one of claims 9 to 12,
wherein the suspending, by the NVMe hard disk
based on the congestion flag, processing of the read
command corresponding to the communication link
comprises:
performing, by the NVMe hard disk, at least one of
the following operations based on the congestion
flag:

suspending the command read request for the
submission queue;
setting a read command that has been retrieved
from the submission queue and has not been
completed to a suspended state; and
decreasing a scheduling weight corresponding
to the submission queue to a first weight.

14. The method according to claim 9, wherein after the
suspending, by the NVMe hard disk based on the
congestion flag, processing of the read command
corresponding to the communication link, the meth-
od further comprises:

receiving, by the NVMe hard disk, a congestion
release flag sent by the NOF engine, wherein
the congestion release flag is sent by the NOF
engine when the congestion on the communi-
cation link between the NOF engine and the host
is released; and
resuming, by the NVMe hard disk based on the
congestion release flag, the processing of the
read command corresponding to the communi-
cation link.

15. The method according to claim 14, wherein the re-
ceiving, by the NVMe hard disk, a congestion release
flag sent by the NOF engine comprises:

sending, by the NVMe hard disk, a command
read request to the NOF engine, wherein the
command read request is used to read an SQE
command in a submission queue corresponding
to the communication link; and
receiving, by the NVMe hard disk, an SQE com-
mand that carries the congestion release flag
and that is sent by the NOF engine.

16. The method according to claim 14, wherein the re-
ceiving, by the NVMe hard disk, a congestion release
flag sent by the NOF engine comprises:

receiving, by the NVMe hard disk, a register
write command that points to a second user-de-
fined address and that is sent by the NOF en-

gine, wherein the second user-defined address
is an address used to store the congestion re-
lease flag, and the register write command car-
ries the congestion release flag and an identifier
of a submission queue corresponding to the
communication link; and
performing, by the NVMe hard disk, a write op-
eration on the second user-defined address ac-
cording to the register write command.

17. The method according to claim 14, wherein the re-
ceiving, by the NVMe hard disk, a congestion release
flag sent by the NOF engine comprises:
receiving, by the NVMe hard disk, a management
command that contains second user-defined content
and that is sent by the NOF engine, wherein the sec-
ond user-defined content carries the congestion re-
lease flag and an identifier of a submission queue
corresponding to the communication link.

18. The method according to any one of claims 15 to 17,
wherein the resuming, by the NVMe hard disk based
on the congestion release flag, the processing of the
read command corresponding to the communication
link comprises:
performing, by the NVMe hard disk, at least one of
the following operations based on the congestion re-
lease flag:

resuming the command read request for the
submission queue;
switching a read command that has been re-
trieved from the submission queue and has not
been completed from a suspended state to an
execution state; and
increasing a scheduling weight corresponding
to the submission queue to a second weight.

19. A NOF-based read control method, applied to a NOF
engine, wherein a data buffer corresponding to a
communication link is disposed in the NOF engine,
and the method comprises:

receiving, by the NOF engine by using the com-
munication link, a read request sent by a host,
wherein the read request is used to request to
read data of a first data amount, and the first
data amount exceeds a size of the data buffer
corresponding to the communication link;
splitting, by the NOF engine, the read request
into K read commands, wherein the read com-
mand is used to request to read data of a second
data amount, and the second data amount is
less than the first data amount;
sending, by the NOF engine, m read commands
to an NVMe hard disk, wherein m≤K, and a prod-
uct of m and the second data amount is not
greater than the size of the data buffer corre-
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sponding to the communication link; and
suspending, by the NOF engine when conges-
tion occurs on the communication link, sending
of a remaining read command to the NVMe hard
disk.

20. The method according to claim 19, wherein after the
suspending, by the NOF engine when congestion
occurs on the communication link, sending of a re-
maining read command to the NVMe hard disk, the
method further comprises:

receiving, by the NOF engine, data read by the
NVMe hard disk according to the m read com-
mands;
storing, by the NOF engine, the data in the data
buffer corresponding to the communication link;
and
sending, by the NOF engine when the conges-
tion on the communication link is released, the
data in the data buffer to the host by using the
communication link.

21. The method according to claim 20, wherein after the
sending, by the NOF engine when the congestion
on the communication link is released, the data in
the data buffer to the host by using the communica-
tion link, the method further comprises:
continuing, by the NOF engine, to send n read com-
mands to the NVMe hard disk, wherein n≤K-m, and
a product of n and the second data amount is not
greater than the size of the data buffer corresponding
to the communication link.

22. ANOF-based read control apparatus, wherein the
apparatus comprises:

a receiving unit, configured to receive, by using
a communication link, a read request sent by a
host;
a sending unit, configured to send at least one
read command to an NVMe hard disk based on
the read request; and
a processing unit, configured to: when conges-
tion occurs on the communication link, generate
a congestion flag corresponding to the commu-
nication link; wherein
the sending unit is configured to send the con-
gestion flag to the NVMe hard disk, and the con-
gestion flag is used to instruct the NVMe hard
disk to suspend processing of the read com-
mand corresponding to the communication link.

23. A NOF-based read control apparatus, wherein the
apparatus comprises:

a receiving unit, configured to receive at least
one read command sent by a NOF engine,

wherein the read command is generated by the
NOF engine based on a read request sent by a
host by using a communication link; wherein
the receiving unit is configured to receive a con-
gestion flag sent by the NOF engine, and the
congestion flag is sent by the NOF engine when
sending congestion occurs on the communica-
tion link; and
a processing unit, configured to suspend, based
on the congestion flag, processing of the read
command corresponding to the communication
link.

24. A NOF-based read control apparatus, wherein a data
buffer corresponding to a communication link is dis-
posed in the apparatus, and the apparatus compris-
es:

a receiving unit, configured to receive, by using
the communication link, a read request sent by
a host, wherein the read request is used to re-
quest to read data of a first data amount, and
the first data amount exceeds a size of the data
buffer corresponding to the communication link;
a processing unit, configured to split the read
request into K read commands, wherein the read
command is used to request to read data of a
second data amount, and the second data
amount is less than the first data amount; and
a sending unit, configured to send m read com-
mands to an NVMe hard disk, wherein m≤K, and
a product of m and the second data amount is
not greater than the size of the data buffer cor-
responding to the communication link; wherein
the processing unit is further configured to: when
congestion occurs on the communication link,
suspend sending of a remaining read command
to the NVMe hard disk.

25. A NOF engine, wherein the NOF engine comprises
a processor and a memory, the memory stores at
least one instruction, and the at least one instruction
is executed by the processor to perform the following
steps:

receiving, by using a communication link, a read
request sent by a host;
sending at least one read command to an NVMe
hard disk based on the read request;
when congestion occurs on the communication
link, generating a congestion flag corresponding
to the communication link; and
sending the congestion flag to the NVMe hard
disk, wherein the congestion flag is used to in-
struct the NVMe hard disk to suspend process-
ing of the read command corresponding to the
communication link.
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26. An NVMe hard disk, wherein the NVMe hard disk
comprises a controller and a memory, the memory
stores at least one instruction, and the at least one
instruction is executed by the controller to perform
the following steps:

receiving at least one read command sent by a
NOF engine, wherein the read command is gen-
erated by the NOF engine based on a read re-
quest sent by a host by using a communication
link;
receiving a congestion flag sent by the NOF en-
gine, wherein the congestion flag is sent by the
NOF engine when sending congestion occurs
on the communication link; and
suspending, based on the congestion flag,
processing of the read command corresponding
to the communication link.

27. A NOF engine, wherein the NOF engine comprises
a processor and a memory, the memory comprises
a data buffer corresponding to a communication link,
the memory stores at least one instruction, and the
at least one instruction is executed by the processor
to perform the following steps:

receiving, by using the communication link, a
read request sent by a host, wherein the read
request is used to request to read data of a first
data amount, and the first data amount exceeds
a size of the data buffer of the communication
link;
splitting the read request into K read commands,
wherein the read command is used to request
to read data of a second data amount, and the
second data amount is less than the first data
amount;
sending m read commands to an NVMe hard
disk, wherein m≤K, and a product of m and the
second data amount is not greater than the size
of the data buffer of the communication link; and
when congestion occurs on the communication
link, suspending sending of a remaining read
command to the NVMe hard disk.

28. A computer-readable storage medium, wherein the
storage medium stores at least one instruction, and
the at least one instruction is executed to perform
the following steps:

receiving, by using a communication link, a read
request sent by a host;
sending at least one read command to an NVMe
hard disk based on the read request;
when congestion occurs on the communication
link, generating a congestion flag corresponding
to the communication link; and
sending the congestion flag to the NVMe hard

disk, wherein the congestion flag is used to in-
struct the NVMe hard disk to suspend process-
ing of the read command corresponding to the
communication link.

29. A computer-readable storage medium, wherein the
storage medium stores at least one instruction, and
the at least one instruction is executed to perform
the following steps:

receiving at least one read command sent by a
NOF engine, wherein the read command is gen-
erated by the NOF engine based on a read re-
quest sent by a host by using a communication
link;
receiving a congestion flag sent by the NOF en-
gine, wherein the congestion flag is sent by the
NOF engine when sending congestion occurs
on the communication link; and
suspending, based on the congestion flag,
processing of the read command corresponding
to the communication link.

30. A computer-readable storage medium, wherein the
storage medium stores at least one instruction, and
the at least one instruction is executed to perform
the following steps:

receiving, by using a communication link, a read
request sent by a host, wherein the read request
is used to request to read data of a first data
amount, and the first data amount exceeds a
size of the data buffer;
splitting the read request into K read commands,
wherein the read command is used to request
to read data of a second data amount, and the
second data amount is less than the first data
amount;
sending m read commands to an NVMe hard
disk, wherein m≤K, and a product of m and the
second data amount is not greater than the size
of the data buffer; and
when congestion occurs on the communication
link, suspending sending of a remaining read
command to the NVMe hard disk.
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