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Description

Technical Field

[0001] The present invention relates to the network
communication security technology, and in particular, to
a method, system and apparatus for implementing se-
cure call forwarding in an IP multimedia subsystem (IMS
for short).

Background of the Related Art

[0002] In the session initiation protocol (SIP for short)
system, call forwarding (communication diversion) is a
common and practical service, which makes the call serv-
er of the called party forward the call to the user equip-
ment of the call-forwarded party which is set in advance
by the called party when the called party which enables
the call forwarding service is in an unreachable or busy
or other states in the call process, thus improving the
flexible configurability of the call.
[0003] The call forwarding includes the following sev-
eral service types: call forwarding busy (CFB), call for-
warding no reply (CFNR), call forwarding unconditional
(CFU), call forwarding no reachable (CFNRc), call for-
warding no login (CFNL) and communication diversion
(CD). The service allows the user to forward all its incom-
ing call to another telephone number which is set in ad-
vance or a voice mail of the user. When activating the
call forwarding unconditional (CFU), the system can also
provide a permitted call. The call forwarding also includes
a special case of a plurality of forwarding call, that is, the
user A calls the user B, the user B uses the call forwarding
service, the call is forwarded to the user C, the user C
also uses the call forwarding service, and the call is fur-
ther forwarded to the user D.
[0004] It is introduced briefly hereinafter that the call
server sends a call request message to the call-forward-
ed party through the IMS network in the call forwarding
service (defined as INVITE message in the protocol, the
message is based on the SIP protocol). When the call
forwarding occurs, the call server receives the INVITE
message including the ticket from the calling party, and
forwards the message to the call-forwarded party, and
adds a CAUSE parameter (the CAUSE parametric rep-
resents that the call forwarding service and its type are
used) used for representing call forwarding type in the
message, and for the specific usage and instruction,
please refer to RFC4458 and TS24.604 v9.2.0.
[0005] For example, the calling party is user 1, which
is identified as user1_public1@home1.net, and the
called party is user 2, which is identified as
user2_public1@home1.net. The user 2 enables the call
forwarding unconditional service, and the target of the
call forwarding is set as user 3, which is identified as
user-3@example.com. The call server to which the user
2 belongs forwards to the user 3 a call from the user 1
to the user 2, and includes the state parameter

"CAUSE=302" in the INVITE message sent to the user
3. The parameter of which the value is 302 represents
that the call type is call forwarding unconditional.
[0006] The key management server (KMS for short) is
used in the IMS media plane security in the 3GPP
TS33.328. FIG. 1 is a framework diagram of the IMS me-
dia security solution based on the KMS in the related art,
wherein, the user A (UE-A) and the user B (UE-B) are
the sending party and receiving party of the media mes-
sage; the key management server (KMS), as a reliable
third party, realizes the management and distribution
function of the key; proxy-call session control function
(P-CSCF) and service-call session control function (S-
CSCF) are network elements in the IMS network; for the
function introduction of other network elements, please
refer to the relevant documents.
[0007] FIG. 2 is a diagram of a call process based on
the KMS in the prior art. In the process of establishing
the call of the calling party and the called party, the calling
party sends a request message (REQUEST-INT) to the
KMS to request the relevant key and ticket. The KMS
returns a response message (REQUEST-RESP) to the
calling party, where the response message includes the
ticket requested by the calling party, and the ticket is
based on the public user identifier of the called party, and
includes the encrypted relevant key, calling party identi-
fier and called party identifier. The calling party sends
the ticket to the called party through the transmission
message (TRANSFER-INIT). Since the called party is
unable to decrypt the ticket, the ticket is sent to the KMS
through the resolution message (RESOLVE-INIT), and
the KMS decrypts the ticket after decrying the ticket and
returns the relevant key therein to the called party. The
KMS acquires the called party identifier through the ticket
and compares whether the called party identifier in the
ticket and reply party identifier which sends the TRANS-
FER-INIT message are same; if yes, then it is judged that
the reply party is the legal called party.
[0008] In the common call process, the reply party
which sends the RESOLVE-INIT to the KMS is the called
party in the call, which can pass through the authentica-
tion on the called user identity by the KMS successfully;
in the branching call case, one calling party calls a plu-
rality of called parties at the same time, however, a plu-
rality of called parties are all corresponding to one same
public user identifier, so a plurality of reply terminals can
also pass through the user identity authentication; while
in the call forwarding case, the call-forwarded party can
be set arbitrarily at any time by the user using the service,
and finally the reply party may have different public user
identifier from the original called party respectively. In the
situation, the above-mentioned authentication method
for the public user identifier based on the called party will
be no longer applicable, which causes that it is unable
to authenticate the identity of the reply party, thus causing
the call failed. So the new solution is needed to realize
the secure call forwarding.
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Content of the Invention

[0009] The technical problem to be solved by the
present invention is to provide a method, system and
apparatus for implementing secure call forwarding, to im-
plement the identity authentication of the call-forwarded
party, thus realizing the secure call forwarding in the IMS
system.
[0010] In order to solve the above-mentioned technical
problem, the present invention provides a method ac-
cording to claim 1. Further improvements and embodi-
ments are provided in the dependent claims.
[0011] Also provided is a method for implementing se-
cure call forwarding, comprising:

a calling party calling a called party, and the called
party triggering a subscribed call forwarding service;

a key management server obtaining information of
a legal call-forwarded party of the called party
through an application server;

the call-forwarded party obtaining a media key from
the key management server; and

the calling party establishing a call connection with
the call-forwarded party.

[0012] The above-mentioned method also has the fol-
lowing features:

the step of the key management server (KMS) ob-
taining information of a legal call-forwarded party of
the called party through an application server com-
prises:

the application server including encrypted bind-
ing relation information of the called party and
the call-forwarded party in a call request mes-
sage and sending the call request message to
the call-forwarded party; and

the key management server judging whether the
call-forwarded party is a legal call-forwarded
party of the called party according to a message
including the encrypted binding relation informa-
tion sent by the call-forwarded party.

[0013] The above-mentioned method also has the fol-
lowing features:

the encrypted binding relation information of the
called party and the call-forwarded party comprises
encrypted binding information of a called party iden-
tifier and a call-forwarded party identifier in a current
call forwarding and the encrypted binding informa-
tion of the called party identifier and the call-forward-
ed party identifier in all previous call forwarding.

[0014] The above-mentioned method also has the fol-
lowing features:

the step of the key management server obtaining
information of a legal call-forwarded party of the
called party through an application server compris-
es:

the application server judging whether the call-
forwarded party is a legal call-forwarded party
of the called party according to information of
the called party and the call-forwarded party pro-
vided by the key management server, and feed-
ing the judging result back to the key manage-
ment server.

[0015] The above-mentioned method also has the fol-
lowing features:

the step of the key management server obtaining
information of a legal call-forwarded party of the
called party through an application server compris-
es:

the application server returning a call forwarding
user identifier list of the called party to the key
management server according to the called par-
ty information provided by the key management
server; and
the key management server judging whether the
call-forwarded party is a legal call-forwarded
party of the called party according to the call
forwarding user identifier list of the called party.

[0016] In order to solve the above-mentioned technical
problem, the present invention further provides a system
according to claim 4. Further improvements and embod-
iments are provided in the dependent claims.
[0017] Also provided is a system for implementing se-
cure call forwarding, comprising: a calling party, a called
party, a call-forwarded party, an application server and
a key management server;
the calling party is configured to call the called party;
the called party is configured to trigger a subscribed call
forwarding service according to a call of the calling party;
the key management server is configured to obtain infor-
mation of the legal call-forwarded party of the called party
through the application server; and
the call-forwarded party is configured to obtain a media
key from the key management server.
[0018] The above-mentioned system also has the fol-
lowing characteristics:

the application server is configured to include en-
crypted binding relation information of the called par-
ty and the call-forwarded party in a call request mes-
sage and send the call request message to the call-
forwarded party; and
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the key management server is configured to judge
whether the call-forwarded party is a legal call-for-
warded party of the called party according to a mes-
sage including the encrypted binding relation infor-
mation sent by the call-forwarded party.

[0019] The above-mentioned system also has the fol-
lowing features:

the application server is configured to send a call
request message to the call-forwarded party, and
include encrypted binding information of a called par-
ty identifier and a call-forwarded party identifier in a
current call forwarding and the encrypted binding in-
formation of the called party identifier and the call-
forwarded party identifier in all previous call forward-
ing in the message.

[0020] The above-mentioned system also has the fol-
lowing features:

the application server is configured to judge whether
the call-forwarded party is a legal call-forwarded par-
ty of the called party according to information of the
called party and the call-forwarded party provided
by the key management server, and to feed the judg-
ing result back to the key management server.

[0021] The above-mentioned system also has the fol-
lowing features:

the application server is configured to return a call
forwarding user identifier list of the called party to
the key management server according to the called
party information provided by the key management
server; and

the key management server is configured to judge
whether the call-forwarded party is a legal call-for-
warded party of the called party according to the call
forwarding user identifier list of the called party.

[0022] In order to solve the above-mentioned technical
problem, the present invention further provides a key
management server according to claim 9. Further im-
provements and embodiments are provided in the de-
pendent claims.
[0023] Also provided is a key management server,
comprising:

a message receiving module, configured to receive
a media key request message of a call-forwarded
party of a call; and

an authentication module, configured to authenticate
the call-forwarded party according to call forwarding
information of a called party provided by an applica-
tion server.

[0024] The above-mentioned key management server
also has the following features:

the authentication module is configured to judge
whether the call-forwarded party is a legal call-for-
warded party of the called party according to the en-
crypted binding relation information of the called par-
ty and the call-forwarded party provided by the ap-
plication server; and the encrypted binding relation
information is included in the media key request mes-
sage.

[0025] The above-mentioned key management server
also has the following features:

the key management server further comprises a
message sending module;

the message sending module is configured to send
a request message including the called party infor-
mation to the application server, to request the ap-
plication server to return a call forwarding user iden-
tifier list of the called party; and

the authentication module is configured to judge
whether the call-forwarded party is a legal call-for-
warded party of the called party according to the call
forwarding user identifier list of the called party re-
turned by the application server.

[0026] The above-mentioned key management server
also has the following features:

the key management server further comprises a
message sending module;

the message sending module is configured to send
a request message carrying the information of the
called party and the call-forwarded party to the ap-
plication server, to request the application server to
judge whether the call-forwarded party is a legal call-
forwarded party of the called party; and

the authentication module is configured to acquire
whether the call-forwarded party is a legal call-for-
warded party of the called party according to the
judging result returned by the application server.

[0027] In order to solve the above-mentioned technical
problem, the present invention further provides an appli-
cation server, comprising: a judging module, configured
to judge whether the call-forwarded party is a legal call-
forwarded party of the called party according to informa-
tion of a called party and a call-forwarded party provided
by a key management server; and
a sending module, configured to feed back the judging
result to the key management server.
[0028] The present invention provides a new key ne-
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gotiation mechanism that the secure call forwarding is
implemented in the IMS system and basically keeps the
message format of the original IMS system.

Brief Description of Drawings

[0029]

FIG. 1 is a framework diagram of the IMS media se-
curity solution based on the KMS in the prior art;

FIG. 2 is a diagram of a call process based on the
KMS in the prior art;

FIG. 3 is a diagram of a method for implementing
secure call forwarding in an embodiment;

FIG. 4 is a diagram of a method for implementing
secure call forwarding in single call forwarding of em-
bodiment 1;

FIG. 5 is a diagram of a method for implementing
secure call forwarding in single call forwarding using
a first query mode of embodiment 2;

FIG. 6 is a diagram of a method for implementing
secure call forwarding in multiple call forwarding us-
ing a first query mode of embodiment 2;

FIG. 7 is a diagram of a method for implementing
secure call forwarding in single call forwarding using
a second query mode of embodiment 2.

Preferred Embodiments of the Present Invention

[0030] The system for implementing secure call for-
warding in the present invention includes: a calling party,
a called party, a call-forwarded party, an application serv-
er and a key management server (here it is the general
name of the reliable third party used for implementing
the key management and distribution). The case that the
called party sets the call-forwarded party as the call for-
warding target to trigger the call forwarding service sub-
scribed by the called party is one of the following scenar-
ios: call forwarding unconditional (CFU), call forwarding
no reply (CFNR), call forwarding no reachable (CFNRc),
call forwarding busy (CFB), communication diversion
service (CD) and call forwarding no login (CFNL). The
application server can be used as the call forwarding
server. The application server, when being the call server
to which the called party belongs, is used to send a call
request message to the call-forwarded party after receiv-
ing the call from the calling party to the called party.
Wherein,
the calling party is configured to call the called party;
the called party is configured to trigger a subscribed call
forwarding service according to a call of the calling party;
the key management server is configured to obtain infor-

mation of the legal call-forwarded party of the called party
through the application server; and
the call-forwarded party is configured to obtain a media
key from the key management server.
[0031] The first implementation mode of the present
system is applied to the case of single call forwarding,
and the call forwarding process relates to three user par-
ties: the calling party, the called party and the call-for-
warded party. The application server is configured to in-
clude encrypted binding relation information of the called
party and the call-forwarded party in a call request mes-
sage and send the call request message to the call-for-
warded party; and the key management server is config-
ured to judge whether the call-forwarded party is a legal
call-forwarded party of the called party according to a
message including the encrypted binding relation infor-
mation sent by the call-forwarded party.
[0032] In specific application:

the call-forwarded party is used to include an iden-
tifier of the call-forwarded party and the encrypted
binding information when sending a media key re-
quest to the key management server after receiving
the call request message; the key management serv-
er is used to determine that the call-forwarded party
is a legal call-forwarded party when verifying that the
identifier of the call-forwarded party in the encrypted
binding information is coincident with the identifier
of the call-forwarded party carried in the media key
request sent by the call-forwarded party.

[0033] When the first implementation mode of the
present system is applied to the case of multiple call for-
warding, the call forwarding process relates to multiple
user parties, including: the calling party, the called party
and a plurality of call-forwarded parties. According to the
time sequence of the multiple call forwarding, the call-
forwarded parties are successively: the first call-forward-
ed party, the second call-forwarded party, ...... , the next
to last call-forwarded party, the last call-forwarded party,
wherein, the called party, the first call-forwarded party,
the second call-forwarded party, ...... , the next to last
call-forwarded party are corresponding to one call server
respectively.
[0034] The application server, acting as the call server
of the called party in one of the multiple call forwarding,
is used to send the call request message to the call server
to which the call-forwarded party belongs, and include in
this call forwarding the encrypted binding information of
the called party identifier and the call-forwarded party
identifier and the encrypted binding information of the
called party identifier and the call-forwarded party iden-
tifier in all previous call forwarding processes;
the last call-forwarded party is used to include the last
call-forwarded identifier and the encrypted binding infor-
mation in all previous call forwarding in the media key
request message sent to the key management server
after receiving the call request message;
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the key management server is used to, when verifying
that the last call-forwarded party identifier carried in the
media key request message is coincident with the last
call-forwarded party identifier in the encrypted binding
information of the last call forwarding after receiving the
media key request message, sequentially verify the call-
forwarded party identifier in each encrypted binding in-
formation according to the later to former order of the
encrypted binding information generation time, and de-
termine that the last call-forwarded party is the legal call-
forwarded party when all verifications succeed.
[0035] When the first query mode is used in the second
implementation mode of the present system, the appli-
cation server is used to judge whether the call-forwarded
party is a legal call-forwarded party of the called party
according to the information of the called party and the
call-forwarded party provided by the key management
server, and feed back to the key management server.
[0036] The second implementation mode of the
present system adopts the first query mode and is applied
to the case of single call forwarding, and the call forward-
ing process relates to three user parties: the calling party,
the called party and the call-forwarded party.
[0037] The call-forwarded party is used to, after receiv-
ing the call request message sent by the call sever to
which the called party belongs, send the media key re-
quest message to the key management server, where
the identifier of the call-forwarded party is included in the
media key request message;
the key management server is used to send a query mes-
sage to the call server to which the called party belongs
after receiving the media key request message, and in-
clude the identifier of the called party and the call-for-
warded party in the query message; and also used to
determine that the call-forwarded party is a legal call-
forwarded party after receiving the success confirmation
message returned by the call server;
the call server to which the called party belongs is used
to, when determining that the call-forwarded party is the
call forwarding target set by the called party after receiv-
ing the query message, notify the key management serv-
er of the success confirmation message.
[0038] The second implementation mode of the
present system uses the first query mode and is applied
to the case of multiple call forwarding, and the call for-
warding process relates to multiple user parties, includ-
ing: the calling party, the called party and a plurality of
call-forwarded parties. According to the time sequence
of the multiple call forwarding, the call-forwarded parties
are successively: the first call-forwarded party, the sec-
ond call-forwarded party, ...... , the next to last call-for-
warded party, the last call-forwarded party, wherein, the
called party, the first call-forwarded party, the second
call-forwarded party, ...... , the next to last call-forwarded
party are corresponding to one call server respectively.
[0039] The call server to which the called party belongs
is use to notify the key management server of the success
confirmation message through each call server when re-

ceiving the query message and determining that the first
call-forwarded party is the call forwarding target set by
the called party;
[0040] The application server, acting as the call server
of the called party in one of the multiple call forwarding,
is used to send the call request message to the call-for-
warded party in the current call forwarding, and include
the called party identifier in the current call forwarding
and the called party identifier in all previous call forward-
ing processes; and is also used to, when receiving the
query message from the call server to which the call-
forwarded party belongs in the current call forwarding
and determining that the call-forwarded party in the cur-
rent call forwarding is the call forwarding target set by
the called party in the current call forwarding, send the
query message to the call server to which the previous
call-forwarded party of the called party and include all
called party identifiers in all previous call forwarding proc-
esses between the called party and the current call-for-
warded party;
the last call-forwarded party is used to send the media
key request message to the key management server and
include the identifier of the last call-forwarded party and
the called party identifier in all previous call forwarding
processes after receiving the call request message from
the call server to which the next to last call-forwarded
party belongs;
the key management server is used to send the query
message to the call server to which the next to last call-
forwarded party belongs after receiving the media key
request message, and include all called party identifiers
in all previous call forwarding processes; and is also used
to determine that the last call-forwarded party is the legal
call-forwarded party after receiving the success confir-
mation message.
[0041] When the second implementation mode of the
present system uses the second query mode, the appli-
cation server is used to return a call forwarding user iden-
tifier list of the called party according to the called party
information provided by the key management server; and
the key management server is used to judge whether the
call-forwarded party is a legal call-forwarded party of the
called party.
[0042] When the second implementation mode of the
present system uses the second query mode and is ap-
plied to the case of single call forwarding, the call for-
warding process relates to three user parties: the calling
party, the called party and the call-forwarded party.
[0043] The call-forwarded party is used to, after receiv-
ing the call request message sent by the call sever to
which the called party belongs, send the media key re-
quest message to the key management server and in-
clude the identifier of the call-forwarded party in the media
key request message;
the key management server is used to send a query mes-
sage to the call server to which the called party belongs
after receiving the media key request message from the
call-forwarded party, and include the identifier of the
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called party in the query message; and also used to de-
termine that the identifier of the call-forwarded party lies
in the list after receiving the call forwarding target list set
by the called party from the call server and determine
that the call-forwarded party is a legal call-forwarded par-
ty;
the call server is use to send the call forwarding target
list set by the called party to the key management server
after receiving the query message form the key manage-
ment server.
[0044] The second implementation mode of the
present system uses the second query mode and is ap-
plied to the case of multiple call forwarding, and the call
forwarding process relates to multiple user parties, in-
cluding: the calling party, the called party and a plurality
of call-forwarded parties. According to the time sequence
of the multiple call forwarding, the call-forwarded parties
are successively: the first call-forwarded party, the sec-
ond call-forwarded party, ...... , the next to last call-for-
warded party, the last call-forwarded party, wherein, the
called party, the first call-forwarded party, the second
call-forwarded party, ...... , the next to last call-forwarded
party are corresponding to one call server respectively.
[0045] The application server, acting as the call server
of the called party in one of the multiple call forwarding,
is used to send the call request message to the call-for-
warded party in the current call forwarding, and is also
used to send the call forwarding target list set by the
called party in its own executed call forwarding process
to the key management server after receiving the query
message sent by the key management server;
the last call-forwarded party is used to send the media
key request message to the key management server and
include the last call-forwarded identifier after receiving
the call request message;
the key management server is used to, after receiving
the media key request message from the last call-for-
warded party, send the query message to the call server
to which the next to last call-forwarded party belongs and
include the identifier of the next to last call-forwarded
party in the query message; and is also used to, after
receiving the list from one call server and determining
that the call-forwarded party corresponding to the call
server lies in the list, and send the query message to the
previous call server before this call server according to
the order from back to forward of execution time of each
call forwarding, and include the identifier of the call-for-
warded party corresponding to the previous call server;
and is also used to determine that the last call-forwarded
party is a legal call-forwarded party when receiving the
call forwarding target list set by the called party returned
by the call server to which the called party belongs and
judging that the identifier of first call-forwarded party lies
in the list.
[0046] Corresponding to the above-mentioned sys-
tem, as shown in FIG. 3, the method for implementing
secure call forwarding includes: a calling party calling a
called party, and the called party triggering a subscribed

call forwarding service; a key management server ob-
taining information of a legal call-forwarded party of the
called party through an application server; the call-for-
warded party obtaining a media key from the key man-
agement server; and the calling party establishing a call
connection with the call-forwarded party.
[0047] In the present invention, the case that triggers
the call forwarding service subscribed by the called party
is one of the following scenarios: call forwarding uncon-
ditional (CFU), call forwarding no reply (CFNR), call for-
warding no reachable (CFNRc), call forwarding busy
(CFB), communication diversion service (CD) and call
forwarding no login (CFNL).
[0048] In the method of the present invention, the key
management server authenticates the call-forwarded
party to ensure the secure implementation of the call for-
warding. The present invention is applied to single call
forwarding and multiple call forwarding.
[0049] The present invention is described in detail
through a plurality of embodiments hereinafter.

Embodiment 1

[0050] The present embodiment 1 is applied to two
cases of call forwarding; one is single call forwarding and
the other is multiple call forwarding.
[0051] In the case of single call forwarding, the process
of the key management server obtaining the information
of the legal call-forwarded of the called party through the
application server includes: the application server in-
cludes encrypted binding relation information of the
called party and the call-forwarded party in a call request
message and sends the call request message to the call-
forwarded party; and the key management server deter-
mines whether the call-forwarded party is a legal call-
forwarded party of the called party according to the mes-
sage including the encrypted binding relation information
sent by the call-forwarded party.
[0052] In specific application, when the call server to
which the called party belongs sends the call request
message to the call-forwarded party, the call request
message includes the encrypted binding information of
the called party identifier and the call-forwarded party
identifier, and the call-forwarded party includes the iden-
tifier of the call-forwarded party and the encrypted binding
information when sending a media key request to the key
management server; the key management server deter-
mines that the call-forwarded party is a legal call-forward-
ed party when verifying that the identifier of the call-for-
warded party in the encrypted binding information is co-
incident with the identifier of the call-forwarded party car-
ried in the media key request sent by the call-forwarded
party.
[0053] The encrypted binding message sent by the call
server to which the called party belongs is the binding
information of the called party identifier and the call-for-
warded party identifier encrypted by the shared key of
the call server and the key management server; the key
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management server decrypts the binding message using
the shared key after receiving the encrypted binding mes-
sage sent by the call-forwarded party.
[0054] FIG. 4 is a diagram of a method for implement-
ing secure call forwarding in single call forwarding. The
user A is the calling party, the user B is the called party,
the user C is the call forwarding target set by the user B,
that is, the call-forwarded party, and the AS is the call
server to which the called party belongs.
[0055] In step 401, the user A sends a ticket request
to the KMS to apply the ticket for calling the user B.
[0056] In step 402, the KMS verifies the user A, gen-
erates the corresponding ticket and sends the ticket to
the user A.
[0057] In step 403, the user A sends a call request
message to the IMS network, and the call request mes-
sage includes the ticket; specifically, the user A puts the
TRANSFER_INIT message including the ticket in the SIP
INVITE message and sends the SIP INVITE message to
the IMS network.
[0058] In step 404, the IMS network forwards the re-
ceived INVITE message to the AS to which the called
party belongs.
[0059] In step 405~406, since the user B uses the call
forwarding unconditional service, the AS notify the user
A that the call is forwarded through the IMS network.
[0060] In step 407, the AS sends the call request mes-
sages to the IMS network according to the forwarding
number set by the user B, and includes the encrypted
binding information of the user B identifier and the user
C identifier in the call request message. The encrypted
binding message refers to the binding information of the
user B and the user C encrypted by using the shared key
Kas of the AS and the KMS, that is, Eas (ID-B, ID-C);
and also includes identifiers of the AS (including the pub-
lic user identifier, if the common authorization mecha-
nism GBA is used in the process, also including the GBA
identifier, that is, BTID). Specifically, the AS includes
above-mentioned information and the ticket received
from the user A in the SIP INVITE message, and forwards
the SIP INVITE message through the IMS network.
[0061] In step 408, the IMS network forwards the IN-
VITE message to the user C.
[0062] In step 409, the user C, after receiving the IN-
VITE message, sends the media key request message
to the KMS, and includes the user C identifier (including
the public user identifier, if common authorization mech-
anism GBA is used in the process, also including the
GBA identifier, that is, BTID) and information received
from the AS (including encrypted binding information)
and the call forwarding indication in the message.
[0063] In step 410, the KMS can acquire that the call
is call forwarding according to the call forwarding indica-
tion or the AS information included in the information,
finds the shared keys Kas of the KMS and the call server
according to the identifier of the AS, decrypts the binding
information encrypted by the Kas in the message, obtains
the ID-B and the ID-C, determines whether the user C

identifier of the binding information is same as the user
C identifier included in the media key request message;
if yes, it indicates the user C is a legal call-forwarded
user, and then the KMS further decrypts the media key
information in the ticket, uses the key shared with the
user C to encrypt the media key information, and puts
the success response into the RESOLVE-RESP mes-
sage; if no, the KMS returns a failure response to the
user C and ends this call.
[0064] In step 411, the KMS puts the
RESOLVE_RESP message into a response message
and returns the response message to the user C.
[0065] In steps 412~415, the user C receives the
RESOLVE_RESP message, obtains the media key in-
formation included in the ticket decrypted by the KMS,
generates the TRANSFER_RESP message, and in-
cludes the message in the 200Ok message and replies
the user A through the IMS network with the 200OK mes-
sage.
[0066] In step 416, the user A establishes the connec-
tion with the user C, and communicates the secure media
streams.
[0067] Through the above-mentioned flow, the user A
and the user C can obtain the key information of the en-
crypted media flow, thus performing the end-to-end se-
cure encrypted media flow communication.
[0068] In the case of multiple forwarding call, when the
called party meets the triggering condition, the applica-
tion server to which the called party belongs sends the
call request message to the called party, where the mes-
sage includes the encrypted binding information of the
called party identifier and the call-forwarded party iden-
tifier in this call forwarding, and the encrypted binding
information of the called party identifier and the call-for-
warded party identifier in all previous call forwarding proc-
esses.
[0069] In specific application, in each forwarding call
process of the multiple forwarding call, when the call serv-
er to which the current called party belongs sends the
call request message to the call server to which the call-
forwarded party belongs in the current forwarding call,
the call request message includes the encrypted binding
information of the called party identifier and the call-for-
warded party identifier in the current call forwarding and
the encrypted binding information of the called party iden-
tifier and the call-forwarded party identifier in all previous
call forwarding; the last call-forwarded party is used to
include the last call-forwarded identifier and the encrypt-
ed binding information in all previous call forwarding in
the media key request message sent to the key manage-
ment server; the key management server, after verifying
that the last call-forwarded party identifier included in the
media key request message is coincident with the last
call-forwarded party identifier in the encrypted binding
information of the last call forwarding, sequentially veri-
fies the call-forwarded party identifier in each encrypted
binding information according to the later to former order
of the encrypted binding information generation time, and
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determines that the last call-forwarded party is the legal
call-forwarded party when all verifications succeed.
[0070] The encrypted binding message sent by the call
server is the binding information of the called party iden-
tifier and the call-forwarded party identifier encrypted by
the shared key of the call server and the key management
server; the key management server decrypts the binding
message using the shared key after receiving the en-
crypted binding message sent by the call-forwarded par-
ty. In the practical application, the shared key used by
each call server may be same or different.

Embodiment 2

[0071] In the first implementation mode of embodiment
2, the KMS sends the called party identifier and the call-
forwarded party identifier to the AS to which the called
party belongs in the call forwarding process, the AS judg-
es the legality of the call-forwarded party and notifies the
KMS of it. The process of the key management server
obtaining the legal call-forwarded party information of the
called party through the application server includes: the
application server determines whether the call-forwarded
party is the legal call-forwarded party of the called party
according to the information of the called party and the
call-forwarded party provided by the key management
server, and feeds back the determining result to the key
management server.
[0072] The first implementation mode is applied to two
cases of call forwarding: one is single call forwarding and
the other is multiple call forwarding.
[0073] In the case of single call forwarding, the call-
forwarded party, after receiving the call request message
sent by the call sever to which the called party belongs,
sends the media key request message to the key man-
agement server and includes the identifier of the call-
forwarded party; the key management server sends a
query message to the call server to which the called party
belongs, and includes the identifier of the called party
and the call-forwarded party in the query message; the
call server to which the called party belongs, when de-
termining that the call-forwarded party is the call forward-
ing target set by the called party, notifies the key man-
agement server of the success confirmation message,
and the key management server determines that the call-
forwarded party is a legal call-forwarded party.
[0074] FIG. 5 is a diagram of a method for implement-
ing secure call forwarding in single call forwarding. The
user A is the calling party, the user B is the called party,
the user C is the call forwarding target set by the user B,
that is, the call-forwarded party, and the AS is the call
server to which the called party belongs.
[0075] Steps 501~506 are correspondingly same with
steps 401~406;
In step 507, the difference between this step and step
407 is that the AS includes the called party identifier, that
is, the ID-B and its own identifier, that is, the ID-AS in the
INVITE message.

[0076] In step 508, the IMS network forwards the IN-
VITE message to the user C.
[0077] In step 509, the user C, after receiving the IN-
VITE message, sends the media key request message
to the KMS, and includes the user C identifier (including
the public user identifier, if common authorization mech-
anism GBA is used in the process, also including the
GBA identifier, that is, BTID) and information received
from the AS (including encrypted binding information)
and the call forwarding indication in the message.
[0078] In step 510, the KMS can acquire that the call
is in a call forwarding case according to the call forward-
ing indication included in the information, sends the query
request to the corresponding AS according to the AS
identifier, where the query request includes the called
party identifier, that is, ID-B and the call-forwarded party
identifier, that is, ID-C.
[0079] In step 511, the AS queries whether the ID-C is
the call forwarding target set by the user B according to
the called party ID-B; if yes, the AS returns a "correct"
message to the KMS; if no, the AS returns an "error"
message to the KMS. If the KMS receives the "correct"
feedback, it proceeds to the next step; if receiving the
"error" feedback, then it returns the corresponding error
information, and the flow ends.
[0080] In step 512, the KMS decrypts the media key
information in the ticket and encrypts the media key in-
formation using the key shared with the user C, generates
the RESOLVE_RESP message, and returns the
RESOLVE_RESP message in the response message to
the user C.
in steps 513~516, the user C receives the
RESOLVE_RESP message, obtains the media key in-
formation included in the ticket decrypted by the KMS,
generates the TRANSFER_RESP message, and in-
cludes the message in the 200Ok message and replies
the user A through the IMS network with the 200OK mes-
sage.
[0081] In step 517, the user A establishes the connec-
tion with the user C, and communicates the secure media
streams.
[0082] Through the above-mentioned flow, the user A
and the user C can obtain the key information of the en-
crypted media flow, thus performing the end-to-end se-
cure encrypted media flow communication.
[0083] In the case of multiple forwarding call, in each
forwarding call process of the multiple forwarding call,
the call server to which the called party belongs of the
current forwarding call sends the call request message
to the called party of the current call forwarding, where
the call request message includes the called party iden-
tifier in the current call forwarding and the called party
identifier in all previous call forwarding processes; the
last call-forwarded party sends the media key request
message to the key management server and includes
the last call-forwarded identifier and the called party iden-
tifier in all previous call forwarding processes in the media
key request message; the key management server sends
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the query message to the call server to which the next
to last call-forwarded party belongs and includes the
identifier of the last call-forwarded party and the called
party identifier in all previous processes, and the call serv-
er to which the next to last call-forwarded party belongs,
when determining that the last call-forwarded party is the
call forwarding target set by the next to last call-forwarded
party, sends the query message to the call server to which
the previous call-forwarded party of the next to last call-
forwarded party belongs, and including all called party
identifiers in all previous call forwarding processes be-
tween the called party and the current call-forwarded par-
ty; it is executed according to this order; when the call
server to which the called party belongs receives the que-
ry message and determines the first call-forwarded party
is the call forwarding target set by the called party and
notifies the key management server of the success con-
firmation message through each call server, the key man-
agement server determines that the last call-forwarded
party is a legal call-forwarded party.
[0084] FIG. 6 is a diagram of a method for implement-
ing secure call forwarding in multiple call forwarding. The
user A is the calling party, the user B is the called party,
the user C is the call forwarding target set by the user B,
the user D is the call forwarding target set by the user C,
both the user B and the user C use the call forwarding
unconditional service, and the AS1 is the call server to
which the user B belongs, and the AS2 is the call server
to which the user C belongs.
[0085] Steps 601~606 are correspondingly same with
steps 401~406.
[0086] In step 607, the AS1 sends the call request mes-
sage to the IMS, and includes in the call request message
the ticket received from the user A and the identifier of
the user B, that is, the ID-B and its own identifier, that is,
the ID-AS1. Specifically, the AS includes above-men-
tioned information and the ticket received from the user
A in the SIP INVITE message, and forwards the SIP IN-
VITE message through the IMS network.
[0087] In step 608, the IMS network forwards the IN-
VITE message to the AS2.
[0088] In steps 609~610, since the user C uses the call
forwarding unconditional service, the AS2 notify the user
B that the call is forwarded through the IMS network.
[0089] In step 611, the AS2 sends the call request mes-
sage to the IMS, and includes in the call request message
the information acquired from the AS1 and the user C
identifier, that is, the ID-C and its own identifier, that is,
the ID-AS2. Specifically, the AS includes above-men-
tioned information in the SIP INVITE message, and for-
wards the SIP INVITE message through the IMS network.
[0090] In step 612, the IMS sends the message re-
ceived from the AS2 to the user D.
[0091] In step 613, the user D sends the media key
request message to the KMS, and includes in the mes-
sage the user D identifier (including the public user iden-
tifier, if common authorization mechanism GBA is used
in the process, also including the GBA identifier, that is,

BTID) and information received from the AS2 (including
encrypted binding information) and the call forwarding
indication in the message.
[0092] In step 614, the KMS can acquire that the call
is in a call forwarding case according to the call forward-
ing indication included in the information, sends the query
request to the AS2 according to the AS2 identifier, and
the query request at least includes the ID-B, ID-C, ID-D
and ID-AS1.
[0093] In step 615, the AS2 quires whether the user D
is the call forwarding target set by the user C according
to user C identifier; if yes, it proceeds to the step 615b;
if no, it executes the step 615a.
[0094] In step 615a, the AS2 returns a query feedback
message indicating "error" to the KMS, and the KMS re-
turns the corresponding error information to the related
equipment, and the flow ends.
[0095] In step 615b, the AS2 continuously sends the
query request message to the AS1 according to the AS1
identifier, and the request message includes the ID-B
and the ID-C.
[0096] In step 616, the AS1 queries whether the user
C is the call forwarding target set by the user B according
to the user B identifier; if yes, then the AS1 returns the
query feedback message indicating "correct" to the AS2;
if no, then the AS1 returns the query feedback message
indicating "error" to the AS2.
[0097] In step 617, the AS2 forwards the query result
to the KMS. If the KMS receives the "correct" feedback,
then it proceeds to the next step; if receiving the "error"
feedback, then it returns the corresponding error infor-
mation and ends the flow.
[0098] In step 618, the KMS decrypts the media key
information in the ticket, and encrypts the media key in-
formation using the key shared with the user D, generates
the RESOLVE_RESP message, and returns the
RESOLVE_RESP message in the response message to
the user D.
in steps 619~621, the user D receives the
RESOLVE_RESP message, obtains the media key in-
formation included in the ticket decrypted by the KMS,
generates the TRANSFER_RESP message, and in-
cludes the message in the 200Ok message and replies
the user A through the IMS network with the 200OK mes-
sage.
[0099] In step 622, the user A establishes the connec-
tion with the user D, and communicates the secure media
streams.
[0100] Through the above-mentioned flow, the user A
and the user D can obtain the key information of the en-
crypted media stream, thus performing the end-to-end
secure encrypted media stream communication.
[0101] In the second implementation mode of embod-
iment 2, the KMS sends the call-forwarded party identifier
in the call forwarding process to the AS to perform the
query, the AS returns the call forwarding target list set
by the call-forwarded party, and the KMS judges the le-
gality of the call-forwarded party according to the list. The
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process of the key management server obtaining the le-
gal call-forwarded party information of the called party
through the application server includes: the application
server returns the call forwarding user identifier list of the
called party according to the called party information pro-
vided by the key management server; and the key man-
agement server judges whether the call-forwarded party
is the legal call-forwarded party of the called party.
[0102] The first implementation mode is applied to two
cases of call forwarding: one is single call forwarding,
and the other is multiple call forwarding.
[0103] In the single call forwarding case, the call-for-
warded party, after receiving the call request message
sent by the call sever to which the called party belongs,
sends the media key request message to the key man-
agement server and includes the identifier of the call-
forwarded party in the media key request message; the
key management server sends a query message to the
call server to which the called party belongs, and includes
the identifier of the called party in the query message;
the call server to which the called party belongs sends
the call forwarding target list set by the called party to the
key management server, and the key management serv-
er determines that the call-forwarded party is a legal call-
forwarded party when verifying that the call-forwarded
party identifier lies in the list.
[0104] FIG. 7 is a diagram of a method for implement-
ing secure call forwarding in single call forwarding. The
user A is the calling party, the user B is the called party,
the user C is the call forwarding target set by the user B,
that is, the call-forwarded party, and the AS is the call
server to which the called party belongs.
[0105] Steps 701~709 are correspondingly same with
steps 501~509;
In step 710, the KMS can acquire that the call is in a call
forwarding case according to the call forwarding indica-
tion included in the information, sends the query request
to the AS, where the query request includes the called
party identifier, that is, ID-B.
[0106] In step 711, the AS queries the call forwarding
target list set by the user B according to the user B iden-
tifier, that is, the ID-B, and returns the list to the KMS.
[0107] In step 712, the KMS judges whether the user
C identifier is in the list; if yes, then it proceeds to next
step; or else, the session ends.
[0108] In step 713, the KMS decrypts the media key
information in the ticket and encrypts the media key in-
formation using the key shared with the user C, generates
the RESOLVE_RESP message, and returns the
RESOLVE_RESP message in the response message to
the user C.
in steps 714~715, the user C obtains the media key in-
formation included in the ticket decrypted by the KMS,
generates the TRANSFER_RESP message, and in-
cludes the message in the 200Ok message and replies
the user A through the IMS network with the 200OK mes-
sage.
[0109] In step 716, the user A establishes the connec-

tion with the user C, and communicates the secure media
streams.
[0110] Through the above-mentioned flow, the user A
and the user C can obtain the key information of the en-
crypted media stream, thus performing the end-to-end
secure encrypted media flow communication.
[0111] In the case of multiple forwarding call, in each
forwarding call process of the multiple forwarding call,
the call server to which the called party belongs sends
the call request message to the call server to which the
call-forwarded party of the current call forwarding be-
longs; the last call-forwarded party sends the media key
request message to the key management server and in-
cludes the last call-forwarded identifier after receiving the
call request message; the key management server sends
the query message to the call server to which the next
to last call-forwarded party belongs and includes the
identifier of the last call-forwarded party. After receiving
the call forwarding target list set by the next to last call-
forwarded party from the call server to which the next to
last call-forwarded party, it is verified that the last call-
forwarded party identifier lies in the list, it sends the query
message to the call server of which the previous call-
forwarded party of the next to last call-forwarded party
belongs according to the order from back to forward of
execution time of each call forwarding, and includes the
identifier of the previous one call-forwarded party of the
next to last call-forwarded party; and also judges accord-
ing to the returned call forwarding target list; and so forth;
the key management server determines that the last call-
forwarded party is a legal call-forwarded party when re-
ceiving the call forwarding target list set by the called
party returned by the call server to which the called party
belongs and determining that the identifier of first call-
forwarded party lies in the list.
[0112] The key management server of the present in-
vention includes:

a message receiving module, configured to receive
a media key request message of a call-forwarded
party of a call; and

an authentication module, configured to authenticate
the call-forwarded party according to call forwarding
information of a called party provided by an applica-
tion server.

[0113] Wherein, the authentication module is config-
ured to judge whether the call-forwarded party is a legal
call-forwarded party of the called party according to en-
crypted binding relation information of the called party
and the call-forwarded party provided by the application
server; and the encrypted binding relation information is
included in the media key request message.
[0114] The key management server further includes a
message sending module, configured to send a request
message including the called party information to the ap-
plication server, to request the application server to return
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a call forwarding user identifier list of the called party; and
the authentication module is configured to judge whether
the call-forwarded party is a legal call-forwarded party of
the called party according to the call forwarding user iden-
tifier list of the called party returned by the application
server.
[0115] The key management server further includes a
message sending module, configured to send a request
message including the information of the called party and
the call-forwarded party to the application server, to re-
quest the application server to judge whether the call-
forwarded party is a legal call-forwarded party of the
called party; and
the authentication module is configured to acquire wheth-
er the call-forwarded party is a legal call-forwarded party
of the called party according to a judging result returned
by the application server.
[0116] The application server of the present invention
includes:

a judging module, configured to judge whether the
call-forwarded party is a legal call-forwarded party
of the called party according to information of a called
party and a call-forwarded party provided by a key
management server; and

a sending module, configured to feed back a judging
result to the key management server.

[0117] In the present invention, the call server can
communicate directly with the key management server
(KMS), and also can perform the communication through
the intermediate network elements, for example, through
the bootstrapping service function (BSF for short) server
to communicate.
[0118] In the present invention, each user and AS can
establish the trusting relationship with the KMS through
the GBA mode, and through the key negotiation protocol,
each user and AS establishes the shared key with the
KMS; if the GBA is unable to be used, the user can use
other authentication modes to obtain the shared key with
the KMS. The specific implementation is the habitually
practice technological means of the skilled in the art, and
it will no longer go into details here. In the secure solution
flow of all cases of the present invention, the shared keys
of the user terminal A, B, C, AS with the KMS are Ka,
Kb, Kc, Kas respectively, and they have already estab-
lished the secure channel with the KMS, and the corre-
sponding GBA identifiers are BTIDa, BTIDb, BTIDc, BTI-
Das.
[0119] The above description is only the preferred em-
bodiments of the present invention and is not intended
to limit the protection scope of the present invention.

Industrial Applicability

[0120] The present invention provides a new key ne-
gotiation mechanism that the secure call forwarding is

implemented in the IMS system and basically keeps the
message format of the original IMS system.

Claims

1. A method for implementing secure call forwarding,
characterized by comprising:

a calling party calling a called party, and the
called party triggering a subscribed call forward-
ing service (401-409, 501-509 and 701-709);
a key management server obtaining information
of a legal call-forwarded party of the called party
through an application server;
the call-forwarded party obtaining a media key
from the key management server; and
the calling party establishing a call connection
with the call-forwarded party (417, 517, and 617
and 717);
wherein the step of the key management server
obtaining information of a legal call-forwarded
party of the called party through an application
server comprises:

the application server including encrypted
binding relation information of the called
party and the call-forwarded party in a call
request message and sending the call re-
quest message to the call-forwarded party;
and the key management server judging
whether the call-forwarded party is a legal
call-forwarded party of the called party ac-
cording to a message including the encrypt-
ed binding relation information sent by the
call-forwarded party (410-412,510-512 and
610-612); or
the application server judging whether the
call-forwarded party is a legal call-forward-
ed party of the called party according to in-
formation of the called party and the call-
forwarded party provided by the key man-
agement server, and feeding a judging re-
sult back to the key management server
(710-712); or
the application server returning a call for-
warding user identifier list of the called party
to the key management server according to
information of the called party provided by
the key management server; and the key
management server judging whether the
call-forwarded party is a legal call-forward-
ed party of the called party according to the
call forwarding user identifier list of the
called party.

2. The method according to claim 1, wherein
the encrypted binding relation information of the
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called party and the call-forwarded party comprises
encrypted binding information of a called party iden-
tifier and a call-forwarded party identifier in a current
call forwarding and the encrypted binding informa-
tion of the called party identifier and the call-forward-
ed party identifier in all previous call forwarding.

3. A system for implementing secure call forwarding,
characterized by comprising: a calling party, a
called party, a call-forwarded party, an application
server and a key management server; wherein
the calling party is configured to call the called party;
the called party is configured to trigger a subscribed
call forwarding service according to the call of the
calling party;
the key management server is configured to obtain
information of a legal call-forwarded party of the
called party through the application server; and
the call-forwarded party is configured to obtain a me-
dia key from the key management server; and
wherein the application server is configured to in-
clude the encrypted binding relation information of
the called party and the call-forwarded party in a call
request message and send the call request message
to the call-forwarded party; and the key management
server is configured to judge whether the call-for-
warded party is a legal call-forwarded party of the
called party according to a message including the
encrypted binding relation information sent by the
call-forwarded party; or
the application server is configured to judge whether
the call-forwarded party is a legal call-forwarded par-
ty of the called party according to information of the
called party and the call-forwarded party provided
by the key management server, and to feed the judg-
ing result back to the key management server; or
the application server is configured to return a call
forwarding user identifier list of the called party to
the key management server according to information
of the called party provided by the key management
server; and the key management server is config-
ured to judge whether the call-forwarded party is a
legal call-forwarded party of the called party accord-
ing to the call forwarding user identifier list of the
called party.

4. The system according to claim 3, wherein,
the application server is configured to send the call
request message to the call-forwarded party, and to
include the encrypted binding information of the
called party identifier and the call-forwarded party
identifier in the current call forwarding and the en-
crypted binding information of the called party iden-
tifier and the call-forwarded party identifier in all pre-
vious call forwarding in the message.

5. The system according to claim 3, wherein the key
management server comprises:

a message receiving module, configured to re-
ceive a media key request message of a call-
forwarded party of a call; and
an authentication module, configured to authen-
ticate the call-forwarded party according to call
forwarding information of a called party provided
by an application server;
wherein the authentication module is configured
to judge whether the call-forwarded party is a
legal call-forwarded party of the called party ac-
cording to the encrypted binding relation infor-
mation of the called party and the call-forwarded
party provided by the application server; and the
encrypted binding relation information is includ-
ed in the media key request message; or
the key management server further comprises
a message sending module, the message send-
ing module is configured to send a request mes-
sage including information of the called party to
the application server, to request the application
server to return a call forwarding user identifier
list of the called party; and the authentication
module is configured to judge whether the call-
forwarded party is a legal call-forwarded party
of the called party according to the call forward-
ing user identifier list of the called party returned
by the application server; or
the key management server further comprises
a message sending module, the message send-
ing module is configured to send a request mes-
sage including information of the called party
and the call-forwarded party to the application
server, to request the application server to judge
whether the call-forwarded party is a legal call-
forwarded party of the called party; and the au-
thentication module is configured to acquire
whether the call-forwarded party is a legal call-
forwarded party of the called party according to
the judging result returned by the application
server.

6. The system according to claim 3, wherein the appli-
cation server comprises:

a judging module, configured to judge whether
the call-forwarded party is a legal call-forwarded
party of the called party according to the infor-
mation of the called party and the call-forwarded
party provided by the key management server;
and
a sending module, configured to feed back the
judging result to the key management server.

Patentansprüche

1. Verfahren zum Implementieren einer sicheren Ruf-
weiterleitung, dadurch gekennzeichnet, dass es
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Folgendes umfasst:

eine rufende Partei, die eine gerufene Partei ruft,
wobei die gerufene Partei einen subskribierten
Rufweiterleitungsdienst (401-409, 501-509 und
701-709) auslöst;
einen Schlüsselverwaltungsserver, der Infor-
mationen einer rechtmäßigen rufweitergeleite-
ten Partei der gerufenen Partei durch einen An-
wendungsserver erhält;
wobei die rufweitergeleitete Partei einen Me-
dienschlüssel von dem Schlüsselverwaltungs-
server erhält; und
wobei die rufende Partei eine Rufverbindung mit
der rufweitergeleiteten Partei (417, 517 und 617
und 717) aufbaut;
wobei der Schritt, in dem der Schlüsselverwal-
tungsserver Informationen einer rechtmäßigen
rufweitergeleiteten Partei der gerufenen Partei
durch einen Anwendungsserver erhält, umfasst,
dass:

der Anwendungsserver verschlüsselte Bin-
dungsbeziehungsinformationen der geru-
fenen Partei und der rufweitergeleiteten
Partei in eine Rufanforderungsmeldung
einbettet und die Rufanforderungsmeldung
an die rufweitergeleiteten Partei sendet;
und der Schlüsselverwaltungsserver an-
hand einer Meldung, die die verschlüssel-
ten Bindungsbeziehungsinformationen ent-
hält, die durch die rufweitergeleitete Partei
(410-412, 510-512 und 610-612) gesendet
wurden, beurteilt, ob die rufweitergeleitete
Partei eine rechtmäßige rufweitergeleitete
Partei der gerufenen Partei ist; oder der An-
wendungsserver anhand von Informatio-
nen der gerufenen Partei und der rufweiter-
geleiteten Partei, die durch den Schlüssel-
verwaltungsserver bereitgestellt wurden,
beurteilt, ob die rufweitergeleitete Partei ei-
ne rechtmäßige rufweitergeleitete Partei
der gerufenen Partei ist, und ein Beurtei-
lungsergebnis an den Schlüsselverwal-
tungsserver (710-712) zurück übermittelt;
oder
der Anwendungsserver eine Rufweiterlei-
tungsnutzer-Identifikatorliste der gerufenen
Partei an den Schlüsselverwaltungsserver
gemäß Informationen der gerufenen Partei,
die durch den Schlüsselverwaltungsserver
bereitgestellt wurden, zurücksendet; und
der Schlüsselverwaltungsserver anhand
der Rufweiterleitungsnutzer-Identifikator-
liste der gerufenen Partei beurteilt, ob die
rufweitergeleitete Partei eine rechtmäßige
rufweitergeleitete Partei der gerufenen Par-
tei ist.

2. Verfahren nach Anspruch 1, wobei
die verschlüsselten Bindungsbeziehungsinformatio-
nen der gerufenen Partei und der rufweitergeleiteten
Partei verschlüsselte Bindungsinformationen einen
Identifikator der gerufenen Partei und einen Identifi-
kator der rufweitergeleiteten Partei in einer momen-
tanen Rufweiterleitung und die verschlüsselten Bin-
dungsinformationen des Identifikators der gerufe-
nen Partei und des Identifikators der rufweitergelei-
teten Partei in allen vorherigen Rufweiterleitungen
umfassen.

3. System zum Implementieren einer sicheren Rufwei-
terleitung, dadurch gekennzeichnet, dass es eine
rufende Partei, eine gerufene Partei, eine rufweiter-
geleitete Partei, einen Anwendungsserver und einen
Schlüsselverwaltungsserver umfasst; wobei:

die rufende Partei dafür konfiguriert ist, die ge-
rufene Partei zu rufen;
die gerufene Partei dafür konfiguriert ist, einen
subskribierten Rufweiterleitungsdienst gemäß
dem Ruf der rufenden Partei auszulösen;
der Schlüsselverwaltungsserver dafür konfigu-
riert ist, Informationen einer rechtmäßigen ruf-
weitergeleiteten Partei der gerufenen Partei
durch den Anwendungsserver zu erhalten; und
die rufweitergeleitete Partei dafür konfiguriert
ist, einen Medienschlüssel von dem Schlüssel-
verwaltungsserver zu erhalten; und
wobei der Anwendungsserver dafür konfiguriert
ist, die verschlüsselten Bindungsbeziehungsin-
formationen der gerufenen Partei und der ruf-
weitergeleiteten Partei in eine Rufanforderungs-
meldung einzubetten und die Rufanforderungs-
meldung zu der rufweitergeleiteten Partei zu
senden; und der Schlüsselverwaltungsserver
dafür konfiguriert ist,
anhand einer Meldung, die die verschlüsselten
Bindungsbeziehungsinformationen enthält, die
durch die rufweitergeleitete Partei gesendet
wurden, zu beurteilen, ob die rufweitergeleitete
Partei eine rechtmäßige rufweitergeleitete Par-
tei der gerufenen Partei ist; oder
der Anwendungsserver dafür konfiguriert ist, an-
hand von Informationen der gerufenen Partei
und der rufweitergeleiteten Partei, die durch den
Schlüsselverwaltungsserver bereitgestellt wur-
den, zu beurteilen, ob die rufweitergeleitete Par-
tei eine rechtmäßige rufweitergeleitete Partei
der gerufenen Partei ist, und das Beurteilungs-
ergebnis an den Schlüsselverwaltungsserver
zurück zu übermitteln; oder
der Anwendungsserver dafür konfiguriert ist, an-
hand von Informationen der gerufenen Partei,
die durch den Schlüsselverwaltungsserver be-
reitgestellt wurden, eine Rufweiterleitungsnut-
zer-Identifikatorliste der gerufenen Partei an
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den Schlüsselverwaltungsserver zurückzumel-
den; und der Schlüsselverwaltungsserver dafür
konfiguriert ist, anhand der Rufweiterleitungs-
nutzer-Identifikatorliste der gerufenen Partei zu
beurteilen, ob die rufweitergeleitete Partei eine
rechtmäßige rufweitergeleitete Partei der geru-
fenen Partei ist.

4. System nach Anspruch 3, wobei
der Anwendungsserver dafür konfiguriert ist, die Ru-
fanforderungsmeldung an die rufweitergeleitete Par-
tei zu senden und die verschlüsselten Bindungsin-
formationen des Identifikators der gerufenen Partei
und des Identifikators der rufweitergeleiteten Partei
in der momentanen Rufweiterleitung und die ver-
schlüsselten Bindungsinformationen des Identifika-
tors der gerufenen Partei und des Identifikators der
rufweitergeleiteten Partei in allen vorherigen Rufwei-
terleitungen in die Meldung einzubinden.

5. System nach Anspruch 3, wobei der Schlüsselver-
waltungsserver Folgendes umfasst:

ein Meldungsempfangsmodul, das dafür konfi-
guriert ist, eine Medienschlüsselanforderungs-
meldung einer rufweitergeleiteten Partei eines
Rufes zu empfangen; und
ein Authentifizierungsmodul, das dafür konfigu-
riert ist, die rufweitergeleitete Partei gemäß Ruf-
weiterleitungsinformationen einer gerufene Par-
tei, die durch einen Anwendungsserver bereit-
gestellt wurden, zu authentifizieren;
wobei das Authentifizierungsmodul dafür konfi-
guriert ist, gemäß den verschlüsselten Bin-
dungsbeziehungsinformationen der gerufenen
Partei und der rufweitergeleiteten Partei, die
durch den Anwendungsserver bereitgestellt
wurden, zu beurteilen, ob die rufweitergeleitete
Partei eine rechtmäßige rufweitergeleitete Par-
tei der gerufenen Partei ist; und die verschlüs-
selten Bindungsbeziehungsinformationen in der
Medienschlüsselanforderungsmeldung enthal-
ten sind; oder
der Schlüsselverwaltungsserver des Weiteren
ein Meldungssendemodul umfasst, wobei das
Meldungssendemodul dafür konfiguriert ist, ei-
ne Anforderungsmeldung, die Informationen
der gerufenen Partei enthält, an den Anwen-
dungsserver zu senden, um den Anwendungs-
server aufzufordern, eine Rufweiterleitungsnut-
zer-Identifikatorliste der gerufenen Partei zu-
rückzumelden; und das Authentifizierungsmo-
dul dafür konfiguriert ist, gemäß der Rufweiter-
leitungsnutzer-Identifikatorliste der gerufenen
Partei, die durch den Anwendungsserver zu-
rückgesendet wurde, zu beurteilen, ob die ruf-
weitergeleitete Partei eine rechtmäßige rufwei-
tergeleitete Partei der gerufenen Partei ist; oder

der Schlüsselverwaltungsserver des Weiteren
ein Meldungssendemodul umfasst, wobei das
Meldungssendemodul dafür konfiguriert ist, ei-
ne Anforderungsmeldung, die Informationen
der gerufenen Partei und der rufweitergeleiteten
Partei enthält, an den Anwendungsserver zu
senden, um den Anwendungsserver aufzufor-
dern zu beurteilen, ob die rufweitergeleitete Par-
tei eine rechtmäßige rufweitergeleitete Partei
der gerufenen Partei ist; und das Authentifizie-
rungsmodul dafür konfiguriert ist, gemäß dem
Beurteilungsergebnis, das durch den Anwen-
dungsserver zurückgesendet wurde, in Erfah-
rung zu bringen, ob die rufweitergeleitete Partei
eine rechtmäßige rufweitergeleitete Partei der
gerufenen Partei ist.

6. System nach Anspruch 3, wobei der Anwendungs-
server Folgendes umfasst:

ein Beurteilungsmodul, das dafür konfiguriert
ist, anhand der Informationen der gerufenen
Partei und der rufweitergeleiteten Partei, die
durch den Schlüsselverwaltungsserver bereit-
gestellt wurden, zu beurteilen, ob die rufweiter-
geleitete Partei eine rechtmäßige rufweiterge-
leitete Partei der gerufenen Partei ist; und
ein Sendemodul, das dafür konfiguriert ist, das
Beurteilungsergebnis an den Schlüsselverwal-
tungsserver zurück zu übermitteln.

Revendications

1. Procédé de mise en oeuvre de transfert d’appel sé-
curisé, caractérisé en ce qu’il comprend :

l’appel, par une partie appelante, d’une partie
appelée, et le déclenchement, par la partie ap-
pelée, d’un service de transfert d’appel abonné
(401-409, 501-509 et 701-709) ;
l’obtention, par un serveur de gestion de clé,
d’informations d’une partie d’appel transféré li-
cite de la partie appelée par l’intermédiaire d’un
serveur d’application ;
l’obtention, par la partie d’appel transféré, d’une
clé de support à partir du serveur de gestion de
clé ; et
l’établissement, par la partie appelante, d’une
connexion d’appel avec la partie d’appel trans-
féré (417, 517, et 617 et 717) ;
dans lequel l’étape de l’obtention, par le serveur
de gestion de clé, d’informations d’une partie
d’appel transféré licite de la partie appelée par
l’intermédiaire d’un serveur d’application
comprend :

l’inclusion, par le serveur d’application, d’in-
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formations de relations contractuelles cryp-
tées de la partie appelée et de la partie d’ap-
pel transféré dans un message de demande
d’appel et l’envoi, par le serveur d’applica-
tion, du message de demande d’appel à la
partie d’appel transféré ; et le jugement, par
le serveur de gestion de clé, si la partie d’ap-
pel transféré est une partie d’appel transfé-
ré licite de la partie appelée en fonction d’un
message incluant les informations de rela-
tions contractuelles cryptées envoyées par
la partie d’appel transféré (410-412,
510-512 et 610-612) ; ou
le jugement, par le serveur d’application, si
la partie d’appel transféré est une partie
d’appel transféré licite de la partie appelée
en fonction d’informations de la partie ap-
pelée et de la partie d’appel transféré four-
nies par le serveur de gestion de clé, et la
délivrance d’un résultat de jugement au ser-
veur de gestion de clé (710-712) ; ou
le retour, par le serveur d’application, d’une
liste d’identifiants d’utilisateur de transfert
d’appel de la partie appelée au serveur de
gestion de clé en fonction d’informations de
la partie appelée fournies par le serveur de
gestion de clé ; et le jugement, par le ser-
veur de gestion de clé, si la partie d’appel
transféré est une partie d’appel transféré li-
cite de la partie appelée en fonction de la
liste d’identifiants d’utilisateur de transfert
d’appel de la partie appelée.

2. Procédé selon la revendication 1, dans lequel
les informations de relations contractuelles cryptées
de la partie appelée et de la partie d’appel transféré
comprennent des informations contractuelles cryp-
tées d’un identifiant de partie appelée et d’un iden-
tifiant de partie d’appel transféré dans un transfert
d’appel en cours et les informations contractuelles
cryptées de l’identifiant de partie appelée et de l’iden-
tifiant de partie d’appel transféré dans tous les trans-
ferts d’appel précédents.

3. Système de mise en oeuvre de transfert d’appel sé-
curisé, caractérisé en ce qu’il comprend : une par-
tie appelante, une partie appelée, une partie d’appel
transféré, un serveur d’application et un serveur de
gestion de clé ; dans lequel
la partie appelante est configurée pour appeler la
partie appelée ;
la partie appelée est configurée pour déclencher un
service de transfert d’appel abonné en fonction de
l’appel de la partie appelante ;
le serveur de gestion de clé est configuré pour ob-
tenir des informations d’une partie d’appel transféré
licite de la partie appelée par l’intermédiaire du ser-
veur d’application ; et

la partie d’appel transféré est configurée pour obtenir
une clé de support à partir du serveur de gestion de
clé ; et
dans lequel le serveur d’application est configuré
pour inclure les informations de relations contrac-
tuelles cryptées de la partie appelée et de la partie
d’appel transféré dans un message de demande
d’appel et pour envoyer le message de demande
d’appel à la partie d’appel transféré ; et le serveur
de gestion de clé est configuré pour juger si la partie
d’appel transféré est une partie d’appel transféré li-
cite de la partie appelée en fonction d’un message
incluant les informations de relations contractuelles
cryptées envoyées par la partie d’appel transféré ;
ou
le serveur d’application est configuré pour juger si la
partie d’appel transféré est une partie d’appel trans-
féré licite de la partie appelée en fonction d’informa-
tions de la partie appelée et de la partie d’appel trans-
féré fournies par le serveur de gestion de clés, et
pour retourner le résultat de jugement au serveur de
gestion de clé ; ou
le serveur d’application est configuré pour retourner
une liste d’identifiants d’utilisateur de transfert d’ap-
pel de la partie appelée au serveur de gestion de clé
en fonction d’informations de la partie appelée four-
nies par le serveur de gestion de clé ; et le serveur
de gestion de clé est configuré pour juger si la partie
d’appel transféré est une partie d’appel transféré li-
cite de la partie appelée en fonction de la liste d’iden-
tifiants d’utilisateur de transfert d’appel de la partie
appelée.

4. Système selon la revendication 3, dans lequel le ser-
veur d’application est configuré pour envoyer le mes-
sage de demande d’appel à la partie d’appel trans-
féré, et pour inclure les informations contractuelles
cryptées de l’identifiant de partie appelée et de l’iden-
tifiant de partie d’appel transféré dans le transfert
d’appel en cours et les informations contractuelles
cryptées de l’identifiant de partie appelée et de l’iden-
tifiant de partie d’appel transféré dans tous les trans-
ferts d’appel précédents dans le message.

5. Système selon la revendication 3, dans lequel le ser-
veur de gestion de clé comprend :

un module de réception de message configuré
pour recevoir un message de demande de clé
de support d’une partie d’appel transféré d’un
appel ; et
un module d’authentification configuré pour
authentifier la partie d’appel transféré en fonc-
tion d’informations de transfert d’appel d’une
partie appelée fournies par un serveur
d’application ;
dans lequel le module d’authentification est con-
figuré pour juger si la partie d’appel transféré est
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une partie d’appel transféré licite de la partie ap-
pelée en fonction des informations de relations
contractuelles cryptées de la partie appelée et
de la partie d’appel transféré fournies par le ser-
veur d’application ; et les informations de rela-
tions contractuelles cryptées sont incluses dans
le message de demande de clé de support ; ou
le serveur de gestion de clé comprend en outre
un module d’envoi de message, le module d’en-
voi de message est configuré pour envoyer un
message de demande incluant des informations
de la partie appelée au serveur d’application, et
pour demander au serveur d’application de re-
tourner une liste d’identifiants d’utilisateur de
transfert d’appel de la partie appelée ; et le mo-
dule d’authentification est configuré pour juger
si la partie d’appel transféré est une partie d’ap-
pel transféré licite de la partie appelée en fonc-
tion de la liste d’identifiants d’utilisateur de trans-
fert d’appel de la partie appelée retournée par
le serveur d’application ; ou
le serveur de gestion de clé comprend en outre
un module d’envoi de message, le module d’en-
voi de message est configuré pour envoyer un
message de demande incluant des informations
de la partie appelée et de la partie d’appel trans-
féré au serveur d’application, et pour demander
au serveur d’application de juger si la partie
d’appel transféré est une partie d’appel transfé-
ré licite de la partie appelée ; et le module
d’authentification est configuré pour acquérir si
la partie d’appel transféré est une partie d’appel
transféré licite de la partie appelée en fonction
du résultat de jugement retourné par le serveur
d’application.

6. Système selon la revendication 3, dans lequel le ser-
veur d’application comprend :

un module de jugement configuré pour juger si
la partie d’appel transféré est une partie d’appel
transféré licite de la partie appelée en fonction
des informations de la partie appelée et de la
partie d’appel transféré fournies par le serveur
de gestion de clé ; et
un module d’envoi configuré pour délivrer le ré-
sultat de jugement au serveur de gestion de clé.
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