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Description

Technical Field

[0001] The present invention relates to a method and
apparatus for user authentication and, more particularly,
a method and apparatus for user authentication in a video
communication system.

Background Art

[0002] As digital-based digital TV technology has been
developed and commercialized from the existing analog
broadcasting, various kinds of contents services such as
real-time broadcasting, contents on demand (COD),
games, news, video communication, etc. can be provided
to users by using the Internet accessed from houses in
addition to the existing propagation media.
[0003] An example of the contents service provided by
using the Internet may include the Internet protocol TV
(IPTV). The IPTV transmits various information services,
moving picture contents, broadcasts, etc. by using the
high-speed Internet and provides them to a user s tele-
vision.
[0004] US 2007/0188598 A1 discloses a method for
authenticating participants to a videoconference using
face extraction and recognition.
[0005] WO 2008/045153 A2 discloses a method for
videoconferencing.
[0006] US 2006/288234 A1 discloses a method for pro-
viding secure access to an electronic device.
[0007] EP 1 162 815 A2 discloses a method for video
telephony.
[0008] EP 2 023 583 A1 discloses a method for man-
aging image information.

Disclosure of Invention

Technical problem

[0009] The present invention provides a method and
apparatus for user authentication, which address the lim-
itations and disadvantages associated with the related
art.

Solution to Problem

[0010] The invention is defined in the independent
claims.
[0011] According to an embodiment of the present in-
vention, a method for user authentication includes: re-
ceiving image data; detecting a face region existing within
a region where image data is acquired by using the re-
ceived image data; performing the user authentication
by comparing information corresponding to the detected
face regions, respectively with pre-registered information
when the number of the detected face regions is 2 or
more; and permitting the access of a user corresponding

to at least one of the detected face regions in accordance
with the user authentication result.
[0012] According to another embodiment of the
present invention, a video communication apparatus in-
cludes: a camera that acquires image data; a face de-
tection unit that detects two or more face regions existing
within a region where the image data is acquired by using
the acquired image data; a feature extraction unit that
extracts feature information of each of the detected face
regions; a storage unit that stores information on
a registered face region; and a user authentication unit
that performs user authentication for the detected face
regions by comparing the feature information of each of
the extracted face regions with information stored in the
storage unit.
[0013] According to yet another embodiment of the
present invention, a display apparatus includes: a data
input unit that receives image data; a face detection unit
that detects two or more face regions existing within a
region where the image data is acquired by using the
acquired image data; a storage unit that stores informa-
tion on a registered face region; a user authentication
unit that performs user authentication for the detected
face regions by comparing the feature information of
each of the extracted face regions with information stored
in the storage unit; and a display unit that displays the
detected face regions and the user authentication results
for the detected face regions.
[0014] Meanwhile, the methods for user authentication
may be implemented by a computer-readable recording
medium in which program(s) to be executed is recorded,
where the program(s) implement the steps of the meth-
ods according to the embodiments of the invention.
[0015] According to another embodiment of the
present invention, there is provided a method for user
authentication in a video communication apparatus, the
video communication apparatus including a user authen-
tication unit, the method comprising: receiving image da-
ta of a plurality of users; detecting a face region of each
of the plurality of users by using the received image data;
performing, by the user authentication unit, a user au-
thentication by comparing face feature information cor-
responding to each of the detected face regions with pre-
registered face feature information; and permitting, by
the user autentication unit, an access to a video commu-
nication service by a user corresponding to at least one
of the detected face regions using the user authentication
result.
[0016] According to another embodiment of the
present invention, there is provided video communication
apparatus, comprising: a face detection unit configured
to detect a face region of each of a plurality of users
based on received image data of the plurality of users;
and a user authentication unit configured to perform a
user authentication by comparing face feature informa-
tion corresponding to each of the detected face regions
with pre-registered face feature information, and to per-
mit an access to a video communication service by a
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user corresponding to at least one of the detected face
regions using the user authentication result.

Brief Description of Drawings

[0017] The above and other aspects, features, and ad-
vantages of the present invention will become more ap-
parent upon consideration of the following description of
preferred embodiments, taken in conjunction with the ac-
companying drawing figures.

FIG. 1 is a block diagram illustrating a configuration
of a video communication system according to an
embodiment of the present invention.
FIG. 2 is a block diagram illustrating a configuration
of a video communication apparatus according to an
embodiment of the present invention.
FIG. 3 is a flowchart illustrating a method for user
authentication according to an embodiment of the
present invention.
FIG. 4 is a diagram for describing a first embodiment
of a method for user authentication according to the
present invention.
FIGS. 5 to 12 are diagrams for describing a second
embodiment of a method for user authentication ac-
cording to the present invention.
FIG. 13 is a block diagram illustrating one embodi-
ment of a configuration of a display system according
to the present invention.
FIG. 14 is a block diagram illustrating a configuration
of a display apparatus according to an embodiment
of the present invention.
FIG. 15 is a diagram illustrating one embodiment of
a configuration of a menu screen displayed on a
screen of a display apparatus according to the
present invention.
FIGS. 16 to 18 are diagrams illustrating embodi-
ments of a method for displaying a user authentica-
tion result according to the present invention.

Best Mode for Carrying out the Invention

[0018] Hereinafter, a method for user authentication,
and a video communication apparatus and a display ap-
paratus thereof according to embodiments of the present
invention will be described in detail with reference to the
accompanying drawings.
[0019] FIG. 1 is a block diagram illustrating a configu-
ration of a video communication system according to an
embodiment of the present invention.
[0020] Referring to FIG. 1, the video communication
system is a system to allow a calling party (i.e., party that
places a call) and a called party (i.e., party that receives
a call) to have a talk with each other while viewing images
transmitted from counterparts by using a plurality of ap-
paratuses which can process and transmit/receive video
data and audio data. All components of the video com-
munication system of the present invention are opera-

tively coupled and configured.
[0021] For example, a video communication apparatus
10 may acquire video and audio data corresponding to
a user s video and audio by using a camera and a mi-
crophone and an input device, and transmit the acquired
video and audio data to one or more other apparatuses
20, 30, 40, 50 and 60 connected through wired and/or
wireless network(s) such as the Internet, mobile network,
etc.
[0022] Meanwhile, the video communication appara-
tus 10 may receive video and audio data from one or
more other apparatuses 20 to 60 connected through the
wired and/or wireless network(s). Therefore, video com-
munication (e.g., video conference including audio com-
munication) between the video communication appara-
tus 10 and the external apparatuses 20 to 60 may be
performed. Here, the video communication includes au-
dio only communication which can also occur between
the video communication apparatus 10 and one or more
external apparatuses 20 to 60.
[0023] As shown in FIG. 1, examples of the external
apparatuses which can perform the video communica-
tion with the video communication apparatus 10 may in-
clude a cellular phone 20, a mobile terminal 30 such as
a PDA, a tablet, a notebook, or the like, a PC 40 such as
a desktop, workstation, etc., another video communica-
tion apparatus 50, and a display apparatus 60. The in-
vention is not limited to such examples and encompasses
other examples of the external apparatuses. Each of the
video apparatus and external apparatuses 10 to 60 can
communicate with one or more of the video apparatus
and external apparatuses 10 to 60.
[0024] Further, the video and audio data can be trans-
mitted and received in accordance with communication
standards for the video communication on the networks
connecting the external apparatuses 20 to 60 with the
video communication apparatus 10.
[0025] For example, the video communication appa-
ratus 10 and the external apparatuses 20 to 60 may trans-
mit/receive the video and audio data by using a network
based on the Ethernet, IEEE 802.3, or the like, or may
transmit/receive the data by using a wireless network
based on IEEE 802.11, or the like.
[0026] In addition, the data can be transmitted and re-
ceived amongst the video communication apparatus 10
and the external apparatuses 20 to 60 by using a voice
over broadband (VoBB) service, a legacy service, or the
like on the network. For example, the VoBB may include
services such as voice over cable modem (VoCM), voice
over DSL (VoDSL), voice over Internet protocol (VoIP),
fixed wireless access (FWA), fiber to the home (FTTH),
or voice over ATM (VoATM). Meanwhile, the legacy serv-
ice may include integrated service digital network (ISDN),
a plain old telephone service (POTS), cellular or 3G serv-
ice, etc.
[0027] Therefore, the video communication apparatus
10 and the external apparatuses 20 to 60 can transmit/re-
ceive the video data and the audio data amongst each
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other or other devices by using one or more networks
such as a wireless network, the existing telephone net-
work, a data network such as the Internet, etc., a cable
modem system, or a cellular network, or the like.
[0028] The video communication apparatus 10 and the
external apparatuses 20 to 60 can transmit/receive the
video data and audio data to/from each other in accord-
ance with set standard(s). For example, these appara-
tuses may use protocols such as H.261 standard for cod-
ing the video data, H.221 standard for communication of
the video and audio data, and an H.242 standard for set-
ting and canceling a call, etc.
[0029] More specifically, the video communication sys-
tem using the Internet may use protocols implemented
in accordance with H.323, H.263, and H264 standards
for video coding and video communication standards
such as G723.1, G.711, and G.729 for audio coding.
[0030] However, the video communication system ac-
cording to the embodiments of the present invention is
not limited to the above-mentioned configurations and
encompasses other examples. For example, the appa-
ratuses 20 to 60 that perform video communication with
the video communication apparatus 10 are not limited to
the apparatuses 20 to 60 shown in FIG. 1 and may use
standards such as SIP, RTP/RTCP protocols in addition
to the above-mentioned standards.
[0031] FIG. 2 is a block diagram illustrating an example
of the video communication apparatus 10 according to
an embodiment of the present invention. The video com-
munication apparatus 10 may include a camera 100, a
face detection unit 110, a feature extraction unit 120, a
storage unit 130, a user authentication unit 140, and a
controller 160 for controlling the operations of the video
communication apparatus 10. The camera 100 is mere
an example of an image capturing unit and the video
communication apparatus 10 can have other type of im-
age capturing unit as the unit 100. The video communi-
cation apparatus 10 may further include components for
providing video communication services, such as a user
input unit, a network interface unit, an audio output unit,
etc. All the components of the video communication ap-
paratus 10 are operatively configured and coupled.
[0032] Referring to FIG. 2, before an authentication
process begins, a registration process may occur. The
registration process can occur using the video commu-
nication apparatus 10 or by using another apparatus
which sends the pre-registered information for storage
into the storage unit 130 of the video communication ap-
paratus 10. For instance, any user who desires to use
the video communication service or the video communi-
cation apparatus may register oneself. For example, a
user who desires to register can stand or show up in front
of the camera 100. Then an image of that user can be
captured by the camera 100 and the face detection unit
110 can detect a face region from the captured image of
the user. The feature extraction unit 120 can extract fea-
ture information from the detected face region and stores
this information in association with that user in the storage

unit 130 as part of pre-registered information stored in
the storage unit 130. In this manner, a plurality of different
users can pre-register for the video communication serv-
ice, and the storage unit 130 stores therein the pre-reg-
istered information which includes the extracted face fea-
ture information of each of the users that are pre-regis-
tered.
[0033] Thereafter, the video communication apparatus
10 captures an image of any user who desires to use the
video communication service, compares the captured
image with the pre-registered information, and selective-
ly provides a user authentication process. For instance,
if a particular desires to obtain the video communication
service, then that user may appear before the video com-
munication apparatus 10. The camera 100 photographs
a region where the user is positioned and acquires video
data corresponding thereto, and the face detection unit
110 detects a face region of the user in the photographed
image by using the acquired video data.
[0034] Meanwhile, the video communication appara-
tus 10 may further include a pre-treatment unit (not
shown) that improves the image quality of the video data
acquired by the camera 100 or performs pre-treatment
to adjust the video data to be suitable for a predetermined
object to output the video data to the face detection unit
110. For example, the pre-processing unit may perform
video processing such as contrast readjustment, noise
removal, smoothing, sharpening, etc. of the acquired vid-
eo data, which is known.
[0035] The feature extraction unit 120 extracts feature
information of the detected face region. For example, the
feature extraction unit 120 may extract one or more face
feature vectors from the acquired video data correspond-
ing to the detected face region of the user, to discriminate
a difference between the user’s face from the detected
face region.
[0036] Meanwhile, as mentioned above, the storage
unit 130 stores therein the pre-registered information,
e.g., face feature information of a face of each registered
user who is permitted to access the video communication
apparatus 10 and/or the video communication service.
More specifically, in accordance with a predetermined
user registration process, a video image of the user is
photographed by the camera 100 (or by a camera in other
apparatus), and the feature information of the face region
of the user may be extracted from the video data acquired
by the camera 100 through the face detection unit 110
and the feature extraction unit 120, and then stored in
the storage unit 130 as part of the pre-registered infor-
mation.
[0037] Now, once the feature extraction unit 120 has
obtained the face feature information of the detected face
region of the particular user who currently desires to use
the video communication service, the user authentication
unit 140 performs user authentication for the detected
face region of the particular user by comparing the pre-
registered information stored in the storage unit 130 with
the face feature information of the face region of the par-
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ticular user extracted by the feature extraction unit 120.
[0038] Based on the comparison result, if the two piec-
es of information coincide with each other, the user au-
thentication unit 140 permits the particular user to access
the video communication apparatus 10/video communi-
cation service. That is, the user authentication unit 140
authenticates the user which in turn automatically author-
izes the particular user s log-in to the apparatus 10. For
instance, if the face feature information of the particular
user currently obtained by the feature extraction unit 120
matches (or substantially matches) one of the face fea-
ture information of the pre-registered users stored in the
storage unit 130, then the user authentication unit 140
authenticates the particular user and automatically logs-
in that particular user for the video communication appa-
ratus 10, so that the particular user can now access the
video communication apparatus 10 and/or the video
communication service using the video communication
apparatus 10. Then the particular user can perform video
communication/ conference with one or more of the ex-
ternal apparatuses 20 to 60 using the video communica-
tion apparatus 10. Further, if the particularly user who is
currently logged-in to the video communication appara-
tus 10/service moves away from the video communica-
tion apparatus 10 so that the camera 100 can no longer
capture that user, then the video communication appa-
ratus 10 automatically logs-out that user, e.g., after such
a detection is made or after a predetermined time period
has elapsed after that detection. Hereinafter, a method
for user authentication according to an embodiment of
the present invention will be described in more detail with
reference to FIGS. 3 to 12.
[0039] FIG. 3 is a flowchart illustrating a method for
user authentication according to an embodiment of the
present invention. The method for user authentication as
implemented by the video communication apparatus 10
of FIGS. 1 and 2 will be described as an example. How-
ever, the methods of the present invention can be imple-
mented in other suitable devices/systems.
[0040] Referring to FIG. 3, the face detection unit 110
of the video communication apparatus 10 receives video
data from an image of a user (or part of the user) acquired
by the camera 100 (step S200) and detects a face region
existing in a region corresponding to the video data ac-
quired using known detection techniques (step S210).
[0041] For example, the face detection unit 110 seg-
ments the received video data for each subject by outline
detection, labeling, structural analysis, etc., and extracts
a feature of each region from the segmented video data
and compares the extracted feature with a predetermined
stored face feature vector so as to detect the face region
of the user.
[0042] Meanwhile, the face feature vector may also be
stored in the storage unit 130.
[0043] The face detection unit 110 for detecting the
face region may use a feature vector generated by ex-
tracting and processing features such as a color, a shape,
a texture, etc. by applying mathematical, structural, and

transform means to a region for each subject in order to
detect the face region of the subject (user).
[0044] The feature extraction unit 120 extracts face
feature information of the detected face region using
known extraction techniques (step S220). For example,
the feature extraction unit 120 may generate face feature
vector(s) to discriminate a difference between individual
faces from the detected face region and compare the
generated face feature vector(s) with the registered user
s face feature vector(s) prestored in the storage unit 130.
[0045] For example, the feature extraction unit 120 ex-
tracts an individual unique face region from the detected
face region on the basis of differences in shape between
different faces. For instance, the feature extraction unit
120 may extract one or more features of the correspond-
ing face region, compares the extracted feature(s) with
the prestored/ preregistered information stored in the
storage unit 130, and selectively authenticates the cur-
rent user based on the comparison result. Here, the one
or more features of the corresponding face region to be
compared with the prestored/preregistered information
may include, but are not limited to, sizes and/or intervals
of eyes; colors of the pupils of the eyes; sizes, positions,
lengths, and/or widths of ears; shapes and/or sizes of
lips; shape and/or size of a jaw; shape and/or size of an
entire facial outline; shape and/or size of a hair style; etc.
[0046] At the time of extracting the features of the de-
tected face region, a mathematical model may generate
the feature vector(s) by directly using values measuring
the entire face or a predetermined part or an interval be-
tween predetermined parts of the face or processing the
values through statics processing.
[0047] Meanwhile, the feature extraction unit 120 may
extract the feature information of the detected face region
by using hotelling (or Eigen vector, main component, dis-
continuous Karhunen-Loeve) transform, Fourier trans-
form, DCT transform, Walsh function transform, wavelet
transform, etc. For example, the method may be used
for analysis of a texture for the detected face region.
[0048] Further, the feature extraction unit 120 may use
an artificial neutral network such as a self-organized fea-
ture mapping (SOFM) network of Kohonen, etc. in order
to extract the features of the detected face region.
[0049] The SOFM algorithm manufactures a vector
quantizer by adjusting a connection weight from an input
node to an output node. The output node is generally
arranged in a 2-dimensional lattice form and the connec-
tion state of the output node can be extended by topically
connecting neurons in learning. Therefore, the SOFM
algorithm may efficiently convert a high-level input vector
into a low-level feature vector and the output of the arti-
ficial neutral network may be used as the feature vector
of the face region.
[0050] However, the present invention is not limited to
the face region detection method and the feature infor-
mation extraction method discussed above and in addi-
tion or in the alternative, may use other various known
technologies.
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[0051] After step S220, the user authentication unit 140
compares the pre-registered information stored in the
storage unit 130 with the feature information of the de-
tected face region extracted at step S220 (step S230),
and determines whether or not the two pieces of infor-
mation coincide with each other (step S240). For exam-
ple, the user authentication unit 140 may perform the
user authentication by comparing similarity or correlation
between the extracted feature information of the detected
face region of the current user and the stored registered
users face feature information.
[0052] In one example, the user authentication unit 140
may perform user authentication by comparing the face
feature vectors and more specifically, may compare and
analyze the stored registered users face feature informa-
tion with the extracted feature information of the detected
face region by using an artificial neutral network using a
backpropagation (BP) algorithm.
[0053] Meanwhile, by mathematically calculating the
correlation between the extracted feature information of
the detected face region and the stored registered users
face feature information, the user authentication unit 140
may determine whether or not the two pieces of informa-
tion coincide with each other in accordance with the cal-
culation result. According to an embodiment, the two
pieces of information may not be identical to each other
in order for the user authentication unit 140 to determine
that the two pieces of information coincide with each oth-
er.
[0054] According to the determination, if the feature
information of the extracted feature region is determined
to coincide with one of the stored registered users face
feature information, the user authentication unit 140 au-
thenticates a current user and permits the current user
corresponding to the detected face region to access the
video communication apparatus 10 (step S250). On the
other hand, if the two pieces information do not coincide
at step S240, the current user is not authenticated and
is denied access to the video communication apparatus
10 and/or video communication service and the process
may end.
[0055] For instance, when the two pieces of informa-
tion coincide with each other, the user authentication unit
140 allows the user who currently attempts to log-in to
be logged-in automatically and to access the video com-
munication apparatus 10, for example, permitting execu-
tion of an application program stored therein for video
communication.
[0056] Here, the two pieces of information may be said
to coincide with each other, when the two pieces of in-
formation completely coincide with each other and/or
when the two pieces of information have similarly of a
predetermined reference value or more.
[0057] Now, various examples of user authentication
methods will be discussed according to the invention.
These methods can be implemented in the system of
FIGS. 1-2 and/or according to the steps of FIG. 3.
[0058] FIG. 4 is a diagram for describing a first embod-

iment of a method for user authentication according to
the present invention and illustrates one example of an
image acquired by the camera 100 of the video commu-
nication apparatus 10.
[0059] Referring to FIG. 4, an entire image 300 corre-
sponding video data outputted from the camera 100 may
include an image 310 corresponding to a user and the
user may be a person who wants to log in the video com-
munication apparatus 10. For instance, the person dis-
played in the image 310 is the person who currently
stands before the video communication apparatus 10
and who wants to access the video communication ap-
paratus 10.
[0060] The face detection unit 110 of the video com-
munication apparatus 10 may detect the user s face re-
gion 311 from the captured image 300 by using the video
data outputted from the camera 100.
[0061] The feature extraction unit 120 may extract fea-
ture information, for example, the face feature vectors
from the detected face region 311.
[0062] Further, the user authentication unit 140 may
perform the user authentication by comparing the feature
information of the face region 311 outputted from the fea-
ture extraction unit 120 with one or more registered users
face region feature information stored in the storage unit
130. To store the registered users face feature informa-
tion, the face region feature information for each of a
plurality of registered users may be stored in the storage
unit 130.Then the user authentication unit 140 may de-
termine whether or not any of the stored information co-
incides (i.e., has a correlation) with the feature informa-
tion of the extracted face region 311.
[0063] When the stored information coincides with the
feature information of the face region 311, the user au-
thentication unit 140 permits the user corresponding to
the person image 310 existing in the image 300 (that is,
the user who wants to log in the video communication
apparatus 10) to access the vide communication appa-
ratus 10. That is, the user authentication unit 140 authen-
ticates the current user and automatically logs-in the user
to the video communication apparatus 10. Therefore, the
video communication apparatus 10 may enter a video-
communication mode.
[0064] Meanwhile, when no stored feature information
coincides with the feature information of the face region
311 among the stored information, the user authentica-
tion fails and the user authentication unit 140 disallows
the user to access the video communication apparatus
10 and in addition, may perform an operation for regis-
tering the current user as a new user so that the current
user may have access to the video communication ap-
paratus 10 in the future.
[0065] The operations of the face detection unit 110,
the feature extraction unit 120, and the user authentica-
tion unit 140 may be the same as the operations de-
scribed by referring to FIGS.2 and 3.
[0066] Further, when the user authentication is com-
pleted to permit the user to access the video communi-
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cation apparatus 10, the camera 100 may photography
primarily the user s face region 311 and the photographed
image data (of the user s face region 311) may be trans-
mitted to a counterpart apparatus through a network. For
instance, other apparatus (e.g., apparatuses 20-60) may
perform the user authentication based on the photo-
graphed image data of the user s face region 311 trans-
mitted from the video communication apparatus 10 via
the network.
[0067] According to an embodiment of the present in-
vention, a plurality of users may be positioned simulta-
neously in front of the video communication apparatus
10, more specifically, in the region to be photographed
by the camera 100. For example, in case of a display
device having the video communication apparatus 10 ac-
cording to an embodiment of the present invention, a
plurality of users can view a broadcast displayed on the
display device and the plurality of users may be posi-
tioned within the region photographed by the camera 100
in the display device when the users want to perform
video communication while viewing the broadcast being
displayed on the display device.
[0068] In this case, the video communication appara-
tus 10 included in the display device according to an em-
bodiment of the present invention can perform the user
authentication method described by referring to FIGS. 2
to 4 for each of the plurality of users, and can permit one
or more users among the plurality of users to access the
video communication apparatus 10 in accordance with
the user authentication results.
[0069] Hereinafter, a method for user authentication
according a second embodiment of the present invention
will be described with reference to FIGS. 5 to 12.
[0070] Referring to FIG. 5, two or more users may be
positioned within the region to be photographed by the
camera 100 of the video communication apparatus 10
for the user authentication.
[0071] For example, the entire image 300 based on
the image data acquired by the camera 100 may include
two or images 310, 320, 330, 340, and 350 corresponding
to two or more users, respectively. Therefore, the face
detection unit 110 may detect two or more face regions
311 321, 331, 341, and 351.
[0072] For example, two or more regions that coincide
(e.g., have a correlation) with the face feature vector(s)
or face feature information stored in the storage unit 130
may exist within the image data acquired by the camera
100.
[0073] Meanwhile, the feature extraction unit 120 may
perform the feature information extraction operation for
each of the two or more detected face regions 311, 321,
331, 341, and 351 so as to output the face feature vec-
tor(s) of each of the face regions 311, 321, 331, 341, and
351.
[0074] The user authentication unit 140 may perform
the user authentication by comparing the registered us-
ers face region feature information stored in the storage
unit 130 with the feature information of each of the plu-

rality of face regions 311, 321, 331, 341, and 351 output-
ted from the feature extraction unit 120.
[0075] For example, the user authentication unit 140
may determine whether or not any face region among
the plurality of extracted face regions 311, 321, 331, 341,
and 351 has feature information that coincides with the
stored feature information stored in the storage unit 130.
[0076] If any of the stored feature information of the
registered users as stored in the storage unit 130 coin-
cides with the feature information of any of the detected
face regions 311, 321, 331, 341, and 351 exists, the user
authentication unit 140 authenticates the user(s) of those
face regions having the feature information that coincides
with the stored feature information and thereby permits
those user(s) to access the video communication appa-
ratus 10. Therefore, the video communication apparatus
10 may enter a video-communication mode and those
user(s) can perform video communications with one or
more of the apparatuses 20-60 via the network or via
other connections.
[0077] When the face region having the feature infor-
mation that coincides with the stored feature information
among the detected face regions 311, 321, 331, 341, and
351 does not exist, the user authentication unit 140 does
not allow selectively those users to access the video com-
munication apparatus 10 or does not allow any of the
users (310, 320, 330, 340, 350) to access the video com-
munication apparatus 10.
[0078] The operations that the face detection unit 110,
the feature extraction unit 120, and the user authentica-
tion unit 140 perform for the detected face regions 311,
321, 331, 341, and 351 may be the same as the opera-
tions described by referring to FIGS.2 and 3.
[0079] For example, the video communication appa-
ratus 10 according to the embodiment of the present in-
vention can repetitively perform steps S220 to S250 de-
scribed by referring to FIG. 3 for each of the plurality of
detected face regions 311, 321, 331, 341, and 351.
[0080] According to the embodiment of the present in-
vention, the video communication apparatus 10 may fur-
ther include a display unit 150 and the display unit 150
may display the face region 311 (or other face regions
321, 331, 341, 351, etc.) detected by the face detection
unit 110 on the screen of the display unit 150.
[0081] For example, referring to FIG. 6, as described
above, when two or more face regions 311, 321, 331,
341, and 351 are detected in the image data acquired by
the camera 100, the display unit 150 may display the
detected face regions 311, 321, 331, 341, and 351 on a
screen 400 of the display unit 150 of the video commu-
nication apparatus 10.
[0082] Further, the display unit 150 may display the
user authentication result performed for each of the de-
tected face regions 311, 321, 331, 341, and 351 on the
screen 400.
[0083] For example, the face regions 311, 321, 331,
341, and 351 displayed on the screen 400 may be dis-
played to indicate authenticated users and unauthenti-
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cated users, which may can be visually discriminated.
Therefore, a user who can log in the video communication
apparatus 10 and a user who cannot log in the video
communication apparatus 10 may easily be identified on
the screen 400 among the users who are positioned in
front of the video communication apparatus 10.
[0084] For example, referring to FIG. 7, a predeter-
mined shape (e.g., a rectangular shape) may be dis-
played on the screen 400 so as to correspond to each of
the detected face regions 311, 321, 331, 341, and 351,
and the user authentication result for each of the detected
faces/users may be displayed by the shapes displayed
on the screen 400. For example, among the face regions
311, 321, 331, 341, and 351 displayed on the screen 400
in FIG. 7, the face regions 311, 331, and 341 are dis-
played by the rectangular solid lines, which indicate them
as the authenticated users (e.g., the user who can log in
the video communication apparatus 10) in accordance
with the user authentication operation, whereas the face
regions 321 and 351 are displayed by the rectangular
dotted lines, which indicate them as the unauthenticated
users (e.g., the user who cannot log in the video com-
munication apparatus 10).
[0085] As shown in FIG. 7, each user can easily verify
whether or not the user can log in to its own video com-
munication service by using the information displayed on
the screen 400.
[0086] Meanwhile, since the display method shown in
FIG. 7 is just one example of the present invention, the
present invention is not limited thereto. Accordingly, the
user authentication method according to the present in-
vention can adopt various methods to independently dis-
play the detected face regions 311, 321, 331, 341, and
351 in accordance with the user authentication result in
addition to the example shown in FIG. 7. For example,
different colors, different sizes, different symbols, differ-
ent highlights, different sounds, different texts, or any
combination thereof, etc. may be used to visually indicate
the face regions of the authenticated users different from
the face regions of the unauthenticated users on the
screen 400.
[0087] Further, the user can select any one face region
from the face regions 311, 321, 331, 341, and 351 dis-
played on the screen 400 (e.g., via an input unit of the
video communication apparatus 10), and then the oper-
ation corresponding to the selected face region may be
performed.
[0088] For example, when any one face region is se-
lected from the face regions displayed as the user who
can log in the video communication apparatus 10 on the
screen 400 (e.g., among the face regions 311, 331, and
341 displayed by the rectangular solid lines), the access
to the video communication apparatus by the user cor-
responding to each of the selected face region(s) is per-
mitted. Therefore, the video communication apparatus
10 enters the video communication mode to execute ap-
plication programs for any operation associated thereto.
[0089] Meanwhile, when any one face region is select-

ed from the face regions displayed as the user who can-
not log in the video communication apparatus 10 on the
screen 400 (e.g., among the face regions 321 and 351
displayed by the rectangular dotted lines), the access to
the video communication apparatus 10 is disallowed and
information indicating that log-in is unavailable may be
displayed on the screen 400.
[0090] Referring to FIG. 8, in this example, a current
user (e.g., user 3 corresponding to the face region 331)
may select the face region 331 displayed as the user who
can log in the video communication apparatus 10 on the
screen 400 by using key buttons or other input unit pro-
vided in the video communication apparatus 10 or a re-
mote controller for controlling the video communication
apparatus 10. As a result, once the face region 331 is
selected, this selection can be indicated on the screen
400 in various ways. In this example, the selection is
indicated as the rectangular solid lines of the selected
face region 31 change to rectangular bold solid lines.
Other examples are possible.
[0091] In this case, the access by the user 3 corre-
sponding to the selected face region 331 to the video
communication apparatus 10 is permitted and as shown
in FIG. 9, information indicating that the user 3 logs in
the video communication apparatus 10 may be displayed
on the screen 400.
[0092] Thereafter, as shown in FIG. 10, the camera
100 may photograph the image 300 primarily centering
on the image 330 corresponding to the user 3 who has
logged in to the video communication apparatus 10 and
as described above, the image data acquired primarily
by the user 3 may be transmitted to a counterpart appa-
ratus (e.g., one or more of the apparatuses 20-60) by
using wired/wireless networks.
[0093] Further, the video communication apparatus 10
may be configured to change the direction of the camera
100 depending on the movement of the user 3 by using
the face region 331 of the user 3 who has logged in to
the video communication apparatus 10 and may further
include a camera driving unit for implement this opera-
tion.
[0094] For example, the camera driving unit may detect
the position of the face region 331 (of the currently
logged-in user) within the image 300 photographed by
receiving the image data acquired by the camera 100,
and adjust the photographing direction of the camera 100
so that the face region 331 is positioned within the image
300. In this regard, in one example, if the user 3 who has
successfully logged in to the video communication ap-
paratus 10 moves in an arrow direction (e.g., a right di-
rection) during the video communication or video confer-
encing, the camera driving unit may shift the photograph-
ing direction of the camera 100 to the right (or other ap-
propriate direction) depending on the movement direc-
tion of the face region 331. That is, while the video com-
munication is active by the user 3, the camera 100 may
be configured to move in accordance with the movement
of the face region 331 of the user 3 so that the face region
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331 of the user 3 is always captured and/or displayed on
the screen 400 even when the user 3 moves around be-
fore the video communication apparatus 10.
[0095] Meanwhile, a part of the operation of the above-
mentioned camera driving unit may be performed by the
face detection unit 110, the feature extraction unit 120,
or the user authentication unit 140.
[0096] According to another embodiment of the
present invention, the video communication apparatus
10 may collect and store a video communication history
of the user 3 who logs in to the video communication
apparatus 10 in the storage unit 130. For example, a
communication timing, a communication time, informa-
tion on a communication counterpart, or the like associ-
ated with the user of the video communication apparatus
10 or the video communication service may be collected
and stored in the storage unit 130. Such collection and
storage of the video communication history may be per-
formed by the controller 160 or other component within
the video communication apparatus 10.
[0097] The collected video communication history may
be stored in the storage unit 130 to correspond to each
corresponding user and the stored video communication
history for each user may be used in link with a business
model that provides user-customized information, for ex-
ample, education, merchandizes, medical information,
etc. Further, a central device such as a web server may
manage, store, and transmit such collected video com-
munication history from each of the associated appara-
tuses 10, 20, 30, 40, 50, 60, etc. to any of the associated
apparatuses or other location.
[0098] In another example, referring to FIG. 11, a cur-
rent user (e.g., user 2) can select the face region 321 of
the user 2 displayed as the user who cannot log in the
video communication apparatus 10 on the screen 400
by using key buttons or other input unit provided in the
video communication apparatus 10 or the remote con-
troller for controlling the video communication apparatus
10.
[0099] In this case, a user registration operation for the
user 2 corresponding to the selected face region 321 may
be performed. For example, the feature information ex-
tracted by the feature extraction unit 120 for the selected
face region 321 may be stored in the storage unit 130 in
addition to user information (e.g., user s name, ID, nick-
name, icon representing the user, phone number, e-mail
address, relationship, etc.). Therefore, the user 2 can
register as the user who can log in to the video commu-
nication apparatus 10 by selecting the face region 321
on the screen 400 and then inputting appropriate regis-
tration information via the input unit of the video commu-
nication apparatus 10.
[0100] Further, when the user registration for the face
region 321 displayed as the user who cannot log in to
the video communication apparatus 10 is needed, a
password may be requested to be inputted on the screen
400 as shown in FIG. 12. For instance, in order for the
user 2 to register for the video communication service,

the user 2 may need to select the face region 321 dis-
played on the screen 400, and then enter or set up ap-
propriate information (e.g., ID/Password information,
etc.), which then can be stored in association with the
user 2 in the storage unit 130 as part of the pre-regis-
tered/registered information. Once the registration is
completed, then the user 2 can subsequently access the
video communication service according to the user au-
thentication process of FIG. 3 or others.
[0101] A display apparatus which may include or may
be connected to the video communication apparatus 10
according to an embodiment of the present invention can
perform a video communication service by using the
wired and/or wireless network(s) with the video commu-
nication apparatus 10 and in addition, may perform the
user authentication method as described above.
[0102] Hereinafter, the display apparatus according to
one embodiment of the present invention will be de-
scribed in detail by using a network TV as an example.
[0103] FIG. 13 is a block diagram illustrating one ex-
ample of a configuration of a display system according
to an embodiment of the present invention. The display
system may include a network operator 510, one or more
contents providers (CP) 520, a service provider 530, and
one or more network TVs 540. All components of the
display system are operatively coupled and configured.
[0104] The network operator 510 may provide base
software needed for contents that each contents provider
520 provides to the network TV(s) 540, to the network
TV(s) 540. Further, hardware information of each net-
work TV 540 needed for the contents to be properly ex-
ecuted in the network TV 540 may be provided to the
contents provider 520.
[0105] For example, the network operator 510 pro-
vides a main screen configured when contents provided
by contents providers are displayed on the network TV
540, and the user selects the contents or inputs various
commands to provide a user interface for displaying the
resultant output. Further, a role to provide information for
updating firmware and/or software of the network TV 540
may also be performed whenever the user interface is
needed.
[0106] The contents provider 520 may provide the con-
tents according to the request of the network TV 540 by
generating various contents which can be provided on
the network and configuring the generated contents in a
format suitable to be generated on the network TV 540.
The contents may be predetermined data which can be
serviced through the network.
[0107] Firmware exclusively provided for generating
and searching the contents and displaying a list for each
contents provider 520 may be mounted on or disposed
in the network TV 540. This firmware may be installed in
the network TV 540 while manufacturing the network TV
540 or the user may install this firmware by downloading
the firmware through the network while the user uses the
firmware.
[0108] Meanwhile, the firmware of the network TV 540
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may be program(s) for generating and/or executing the
contents provided by the contents provider 520. The
firmware may depend on the types of the contents pro-
vided by the contents provider 520. For example, when
the contents provider 520 is a VOD provider, the firmware
may be a VOD generation program and when the con-
tents provider 520 is AOD and MOD providers, the
firmware may be AOD and MOD generation programs.
[0109] Further, when the contents provider 520 is a
video communication provider, the firmware may be a
video communication program.
[0110] The service provider 530 may be an Internet
service provider that provides network communication
among the network operator 510, the contents provid-
er(s) 520, and the network TV(s) 540.
[0111] The network may include a predetermined
wired/wireless Internet network using an Internet proto-
col. In particular, the service provider 530 transmits the
contents provided by the contents provider(s) 520 to the
network TV(s) 540, performs maintenance of a transmis-
sion network so as to allow the user to stably receive the
contents, and provides an infrastructure to transmit the
contents to the contents provider(s) 520.
[0112] Each network TV 540 may receive and generate
or execute the contents through the service provider 530
in response to a user s command. According to one em-
bodiment, the network TV 540 may include a broadcast
receiving device such as a network set-top box, etc. and
a predetermined device mounted with (or disposed in) a
network module such as a network phone, etc. The net-
work TV 540 may represent any device that can display
TV signals, broadcast video/audio data, stored video/au-
dio data, or other video contents.
[0113] For example, the contents provider 520 may be
a provider that produces various contents to be provided
to the network TV 540. The contents provider 520 may
include a TV broadcasting station, a radio broadcasting
station, a VOD provider, an AOD provider, a game pro-
vider, a video communication service provider, a weather
information provider, a photo-related service provider,
etc.
[0114] More specifically, the video communication
service provider may provide a relay service so as to
perform video communication with a user who uses an-
other network TV through the network.
[0115] The service provider 530 serves as a medium
that transmits data and commands of the network oper-
ator 510, the contents provider 520, and the network TV
540. The service provider 530 may be a general
wired/wireless Internet service provider. Further, the
service provider 530 may perform various communica-
tion services such as allocation of an IP address, adjust-
ment of a bandwidth, etc. while providing a communica-
tion network hardware so that the network operator 510,
the contents provider 520, and the network TV 540 can
smoothly communicate with each other.
[0116] The network TV 540 basically has a network
interface which can be connected to the network, and

receives and processes data packets through the net-
work by being allocated with the IP address, and may
store or generate the data packets when the data packet
contains multimedia data such as video, audio, etc.
[0117] Further, the network TV 540 may operate so as
to transmit a user s requirements in bidirections while
processing the multimedia data and for this, buttons or
other input unit for controlling the network TV (e.g., but-
tons for selecting various menus) may be provided in a
remote controller or other device for controlling the net-
work TV 540.
[0118] FIG. 14 is a block diagram illustrating a config-
uration of a display apparatus according to an embodi-
ment of the present invention and illustrates a configu-
ration of the network TV 540 shown in FIG. 13. Although
FIG. 14 illustrates an example of the display apparatus
being the network TV 540 of FIG. 13, the components
shown in FIG. 14 can be applied to other type of network
TV 540.
[0119] Referring to FIG. 14, the network TV 540 may
have a function to receive a broadcasting signal of an RF
signal format wirelessly or through a cable by using a
broadcast receiving unit 541 in addition to the function
to receive the contents through the network.
[0120] The network TV 540 may include the broadcast
receiving unit 541, a demultiplexing unit 542, an image
signal processing unit 543, a display unit 544, a network
interface unit 545, an OSD generation unit 546, a user
interface unit 547, a storage interface unit 548, a memory
unit 549, and a control unit 550. The network TV 540 may
further include known components. All the components
of the network TV 540 are operatively coupled and con-
figured.
[0121] The broadcast receiving unit 541, the demulti-
plexing unit 542, and the image signal processing unit
543 may constitute one broadcast processing unit that
receives broadcasting signals and processes the broad-
casting signals into a format suitable to be outputted to
the display unit 544 through various processes.
[0122] When the contents are digital broadcasts, dig-
ital broadcasting signals may be transmitted in a trans-
port stream format packetized by time-division multiplex-
ing a video signal and an audio signal and additional data.
[0123] Further, the broadcast receiving unit 541 may
include an antenna for receiving the broadcasting signal
transmitted from the outside and in addition, may include
at least one tuner that tunes to a broadcasting signal
having a frequency band corresponding to a tuning con-
trol signal of the control unit 550 to be described below,
and a demodulator that outputs the tuned broadcasting
signal of a predetermined channel in the transport stream
format through a vestigial sideband modulation process
and an error correction process.
[0124] In addition, the broadcasting signal received
through the broadcast receiving unit 541 may be sepa-
rated into various additional data defined by the video
signal and the audio signal, program and system infor-
mation protocol (PSIP) information, etc. by the demulti-
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plexing unit 542 to be outputted in a bit stream format.
[0125] The video data separated through the demulti-
plexing unit 542 is processed by the image signal
processing unit 543 to be displayed on the display unit
544. In this case, the image signal processing unit 543
may include an MPEG-2 decoder and a scaler that con-
verts the video data to be suitable for a vertical frequency,
the resolution, a screen ratio, etc., based on an output
standard of the display unit 544.
[0126] Additional data included in the additional data
separated through the demultiplexing unit 542 may be
stored in the memory unit 549 (or other suitable storage
unit such as an optical disc or removable storage medi-
um) through the storage interface unit 548 to be de-
scribed below, and the memory unit 549 may be imple-
mented by an electrically erasable programmable read-
only memory (EEPROM), etc.
[0127] The user interface unit 547 as a component for
receiving the request commands from the user generally
can include an infrared receiving unit that receives an
infrared signal inputted through the remote controller or
a local key input unit that is provided at one portion of a
panel of the remote controller. The user interface unit
547 may further include other input units such as a key-
board, keypad, touch screen, joy stick, etc.
[0128] The network interface unit 545 may receive con-
tents or data from the contents provider 520 or the net-
work operator 510 through the network. For example, the
network interface unit 545 may receive contents such as
a broadcast, a game, a VOD, a broadcasting signal, etc.
that are provided from the contents provider through the
network and information related thereto. Further, update
information and update files of the firmware that are pro-
vided by the network operator 510 may be received
through the network interface unit 545.
[0129] The OSD generation unit 546 generates a menu
screen for receiving a user s determination/input signal
in the form of on screen display (OSD). For example, the
OSD generation unit 546 may display the information re-
lated to the contents received through the network inter-
face unit 545 through the display unit 544.
[0130] The control unit 550 performs an overall oper-
ation control depending on the commands inputted from
the user interface unit 547 and may receive and execute
the software of the contents provider 20 received from
the network operator 510, e.g., the update files of the
firmware.
[0131] The user authentication method according to
the embodiment of the present invention may be per-
formed by the image signal processing unit 543, the con-
trol unit 550, the memory unit 549, and the display unit
544. For example, the image signal processing unit 543
may include the face detection unit 110, the feature ex-
traction unit 120, and the user authentication unit 140
shown in FIG. 2 in order to perform the user authentica-
tion method described by referring to FIGS. 3 to 12. Fur-
ther, the control unit 550 can perform the operations of
the controller 160, the display unit 544 can perform the

operations of the display unit 150, and the memory unit
549 may perform the operations of the storage unit 130.
FIG. 15 is a diagram illustrating one embodiment of a
configuration of a menu screen displayed on a screen of
a display apparatus according to the present invention.
The menu screen of FIG. 15 can be displayed on the
screen of the display unit 544 or 150.
[0132] Referring to FIG. 15, the menu screen of the
network TV 540 may include a background image 601
and one or more menu buttons 612 representing a plu-
rality of contents providers, respectively.
[0133] The menu buttons 612 displayed on the back-
ground image 601 may be buttons for selectively access-
ing a server for one or more of the plurality of contents
providers, and the user accesses a desired contents pro-
vider s server by selecting any one of the menu buttons
612 to receive the contents service. Here the menu but-
tons 612 are mere examples, and can be other types of
selecting mechanisms. Further the screen on which the
menu buttons 612 are displayed can be a touch screen
so that the menu buttons 612 may be selected by touch-
ing the buttons 612 or by selecting them using the input
unit of the network TV 540 or video communication ap-
paratus 10.
[0134] According to an embodiment of the present in-
vention, at least one of the plurality of contents providers
provides the video communication service, and one of
the menu buttons 612 displayed on the menu screen of
the network TV 540, for example, a menu button 4 (605)
may thus be a button corresponding to the video com-
munication service. For instance, each of the menu but-
tons 602, 603, 604, 605, 606 can be used to select a
service, operation or function assigned thereto.
[0135] In one example, the user selects the menu but-
ton 4 (605) among the menu buttons 612 displayed on
the menu screen of the network TV 540 to access the
server of the contents provider that provides the video
communication service.
[0136] Meanwhile, after the server of the contents pro-
vider that provides the video communication service by
the above-mentioned method is accessed, the use au-
thentication method according to the embodiments of the
present invention described by referring to FIGS. 3 to 12
may be performed by the network TV 540 or video com-
munication apparatus 10.
[0137] Further, at least some steps of the user authen-
tication method described by referring to FIGS. 3 to 12
may be performed by a server of the contents provider
520, a server of the server provider 530, or a server of
the network operator 510.
[0138] According to another embodiment of the
present invention, the video communication apparatus
10 may transmit the user authentication result acquired
in accordance with the user authentication method to an
external apparatus.
[0139] For example, the video communication appa-
ratus 10 may transmit information on the registered us-
ers, users who are currently positioned in front of the
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video communication apparatus 10 among the registered
users, a user who logs in the video communication ap-
paratus 10, and an unregistered user who is currently
positioned in front of the video communication apparatus
10 to the external apparatus. The external apparatus can
be any device external to the video communication ap-
paratus 10, and can be another video communication
apparatus, one of the apparatuses 20-60, the devices of
FIG. 13, etc.
[0140] As shown in FIG. 8, the video communication
apparatus 10 may transmit information indicating that a
user 1, a user 3, and a user 4 (corresponding to the face
regions 311, 331, 341) among the registered users are
currently positioned in front of the video communication
apparatus 10 to the external apparatus.
[0141] Meanwhile, the external apparatus may display
the received user authentication result on the screen of
the external apparatus, and by viewing the displayed re-
sult, the user who is currently using the external appara-
tus may recognize users who are positioned in front of
the video communication apparatus 10 and thereby know
who the users are who can currently perform the video
communication with the user at the external apparatus.
[0142] As a result, the user of the external apparatus
can select one or more of the users who are positioned
in front of the video communication apparatus 10 to at-
tempt the video communication with them through the
external apparatus and video communication apparatus
10 and verify the position of a predetermined user.
[0143] Hereinafter, embodiments of the method for dis-
playing the user authentication result will be described
by using the display system shown in FIGS. 13 and 14
as an example.
[0144] The network TV 1 (540) performs the user au-
thentication by using the methods described by referring
to FIGS. 1 to 12 and may transmit the user authentication
result to the external apparatus, for example, the server
of the contents provider 520 or another network TV.
[0145] More specifically, the network TV 1 (540) may
transmit the user authentication result to the server of
the contents provider 1 (520) that provides the video com-
munication service and the network TV 2 may receive
the user authentication results for the network TV 1 (540)
from the same server. Such operation may occur via the
service provider 530.
[0146] If the network TV 2 receives the user authenti-
cation results for the network TV 1 on the screen of the
network TV2 and as a result, the user at the network TV
2 may determine whether or not any of the users at the
network TV 1 (e.g., users positioned in front of the net-
work TV 1 and captured by the image signal processing
unit 543 of the network TV1) can perform the video com-
munication with the user at the network TV 2 or can know
the positions/movement of the users at the network TV 1.
[0147] Referring to FIG. 16, the network TV 2 may dis-
play, on a screen of the network TV 2, a user list window
700 including the user authentication results or other in-
formation for the users of the network TV 1. For instance,

information on the users who are currently positioned in
front of the network TV 1 among the users registered to
the network TV 1 may be displayed on the user list win-
dow 700. In the example of FIG. 16, users 1, 3 and 4 are
listed as the network TV 1 s registered users, which are
shown on the window 700 displayed on the screen of the
network TV 2. The user information displayed on the user
list window 700 may include texts or images and more
specifically, may include user information such as the ID,
a nickname, an icon, or the like of a corresponding user.
[0148] Further, when the network TV 1 (540) transmits
the face region image detected by the above-mentioned
method, this image is received by the network TV 2 and
can be displayed on the screen of the network TV 2 such
that a face image of a user currently photographed at the
network TV 1 may be displayed on the user list window
700 displayed on the screen of the network TV 2 (or other
device communicating with the network TV 1).
[0149] Meanwhile, images or indications 701 and 702
for representing a current state of the user may be
marked on the user list window 700. For example, the
user marked with the first image/indication 701 is a reg-
istered user who is currently positioned in front of the
network TV 1 but has not logged in to the video commu-
nication apparatus 10. The user marked with the second
image/indication 702 is a registered user who is currently
positioned in front of the network TV 1 540 and is logged
in to the video communication apparatus 10. As mere
examples only, the first indication 701 is a mere circle
(not filled in) where the second indication 702 is a filled-
in circle. Obviously, other marks, symbols, icons, colors,
texts, images, or indications can be used for rendering
the status of each user on the displayed user list.
[0150] In the example of FIG. 16, the user 1, the user
3, and the user 4 are registered users who are currently
positioned in front of the network TV 1 (540) and among
them, only user 3 is currently logged in to the video com-
munication apparatus 10.
[0151] Further, information on both the registered user
who is not currently positioned in front of the network TV
1 540 and the unregistered user that is currently posi-
tioned in front of the network TV 1 540 may be displayed
on the user list window 700. For example, the registered
user who is not currently positioned in front of the network
TV 1 may be the user whose face region is not detected
among the registered users, and the unregistered user
who is currently positioned in front of the network TV 1
540 may be the user who is not authenticated among the
users whose face regions are detected. Such information
may be included in the user authentication result trans-
mitted from the network TV 1. In this regard, an example
of FIG. 17 is provided.
[0152] Referring to FIG. 17, the network TV 2 receives
the network TV 1 s user list information and displays it
as shown on the screen of the network TV 2. In this ex-
ample, a user marked with a third image/indication 703
may be an unregistered user who is currently positioned
in front of the network TV 1, and a user marked with a
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fourth image/indication 704 may be a registered user who
is not currently positioned in front of the network TV 1.
[0153] For example, the user at the network TV 2 can
find, by viewing and using the user list window 700 shown
in FIG. 17, that the users 1 to 5 are currently positioned
in front of the network TV 1, the users 1, 3, and 4 among
the users 1-5 are the registered users, the user 3 currently
is logged in to the video communication apparatus 10,
the users 2 and 5 among the users 1-5 are not registered
users, and the user 6 is a registered user who is not
currently positioned in front of the network TV 1.
[0154] Therefore, the user of the network TV 2 can
select any one of the registered users who are currently
positioned in front of the network TV 1 (e.g., among the
users 1, 3 and 4) to attempt the video communication
with the selected user.
[0155] Moreover, the displayed user list may be updat-
ed periodically, in real time or as needed (e.g., whenever
there is a status change) so that the status of each rele-
vant user may be displayed on the window 700 at the
network TV 2 (and/or the network TV 1). For example, in
the example of FIG. 17, if at a subsequent time, the user
1 moves away from the network TV 1 and is no longer
captured by the camera of the network TV 1, then the
mark next to the user 1 on the window 700 can change
from the first indication 701 (which indicates a registered
user who is currently in front of the network TV 1) to the
fourth indication 704 (which indicates a registered user
who is currently not in front of the network TV 1). In an-
other example, subsequently, if the user 2 who was not
registered registers for the video communication service,
then the mark next to the user 2 in FIG. 17 may change
from the third indication 703 to the first indication 701. In
order for the unregistered user 2 to register, the user 2
may select the user 2 on the screen of the user 2 s network
TV, which in turn provides menu items/screens for the
user 2 to register oneself for the video communication
service. In another example, subsequently, if a new user
7 appears in front of the network TV 1, then the user 7
will be displayed on the window 700 with the third indi-
cation 703.
[0156] Further, the network TV 2 may receive the user
authentication result for the users who are positioned in
front of each of the plurality of network TVs and may also
display the transmitted user list for each of the plurality
of network TVs on the screen of the network TV 2, which
will be discussed referring to FIG. 18. In this regard, the
user lists can be separately identified so that the user at
the network TV 2 can know users for each network TV.
Further, user information (e.g., picture ID, name, nick
name, e-mail address, phone number, etc.) may be dis-
played as part of the user list on the window 700 so that
the user at the network TV 2 can easily recognize the
users who are on the lists. The operation of displaying
the user authentication result of other network TVs/de-
vices on a particular network TV/device and selecting the
user(s) based on the authentication result by the partic-
ular network TV/device for video communication services

and other services, can be performed at any of the net-
work TVs/ devices and apparatuses 10-60.
[0157] Referring to FIG. 18, in this example, the net-
work TV 2 may receive the user authentication results
for the network TV 3 and the network TV 4 in addition to
the network TV 1 and may display the user list for each
network TV on the window 700 displayed on the screen
of the network TV 2.
[0158] For example, the user list window 700 may in-
clude sub-lists 710, 720, and 730 corresponding respec-
tively to the network TVs 1, 3 and 4 and each sub-list
may display the user authentication result of the corre-
sponding network TV.
[0159] For example, the sub-list 710 for the network
TV 1 may indicated that the users 1, 3, and 4 among the
registered users 1, 3, 4 and 6 are currently positioned in
front of the network TV 1 to perform the video communi-
cation, the user 3 logged in to a video communication
apparatus 10 (which may be part of the network TV 1),
and the user 6 is not currently positioned in front of the
network TV 1.
[0160] Further, the sub-list 720 for the network TV 3
may indicate that a user A and a user B among the reg-
istered users A, B and C are currently positioned in front
of the network TV 3 to perform the video communication,
the user B logged in to a video communication apparatus
10 (which may be part of the network TV 3), and the user
C is not currently positioned in front of the network TV 3.
[0161] Meanwhile, the sub-list 730 for the network TV
4 may indicate that a user D, a user E, and the user C
among the registered users D, E and C are currently po-
sitioned in front of the network TV 4 to perform the video
communication, and the users E and C are logged in to
a video communication apparatus 10 (which may be part
of the network TV 4).
[0162] By using the user list window 700 shown in FIG.
18, the user of the network TV 2 may easily determine
the positions of the users of the network TVs and whether
or not the users can perform the video communication
with each other.
[0163] For example, when the user of the network TV
2 attempts video communication with the user C, the user
of the network TV 2 may find that the user C is not cur-
rently positioned in front of the network TV 3 in view of
the user list window 700 and attempts the video commu-
nication by selecting the user C 731 displayed on the list
for the network TV 4. In the similar manner, the user lists
may be displayed the screen of each of the network TVs
1, 3 and 4. For instance, on the screen of the network
TV 1, the user lists for the network TVs 2, 3 and 4 may
be displayed. Further on the screen of each network TV,
the user list for its own network TV may also be displayed.
For instance, in addition to the user list window 700 of
FIG. 18, the screen of the network TV 2 may further dis-
play the user list for the network TV 2 itself. Moreover, if
there is any video communication that is currently active,
such active status (and the users involved therein) may
also be indicated on the screen of the network TV 2.
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[0164] Although the user authentication is performed
by detecting the user s face region, the user authentica-
tion method according to the embodiments of the present
invention may be, in the same manner, performed by
photographing other body part(s) of the user, for exam-
ple, parts by which the user can be identified by using
the camera 100 provided in the video communication ap-
paratus 10, such as a fingerprint, an iris, etc.
[0165] Further, the user authentication method accord-
ing to the present invention may be stored in a computer-
readable recording medium by being produced as a pro-
gram to be executed in a computer. The computer soft-
ware for implementing the user authentication methods
of the invention may be stored on the computer-readable
recording medium. An example of the computer-reada-
ble recording medium includes a ROM, a RAM, a CD-
ROM, an optical disc, a memory stick, a magnetic tape,
a floppy disk, an optical data storage, etc. and in addition,
also includes a form of a carrier wave (e.g., transmission
through the Internet or other network).
[0166] The computer-readable recording media are
distributed on computer systems connected through net-
work(s), and thus a computer-readable code may be
stored and executed by a distribution scheme. In addi-
tion, a functional program, a code, and code segments
for implementing the broadcast receiving method will be
easily interred by programmers skilled in the art.
[0167] According to an embodiment of the present in-
vention, by performing user authentication for a video
communication system by comparing a face region de-
tected for each of a plurality of users with pre-registered
information, it is possible to easily perform user authen-
tication without an additional user input such as inputting
characters or numerals and efficiently register and man-
age information on the plurality of users.
[0168] Further, it is possible to improve the usage con-
venience of a video communication system by the plu-
rality of users by displaying the face regions detected for
the plurality of users on a screen and using the displayed
face regions for the user selection and user authentica-
tion.
[0169] Although preferred embodiments of the present
invention have been illustrated and described, the
present invention is not limited to the above-mentioned
embodiments and various modified embodiments can be
available by those skilled in the art within the scope of
the appended claims.
[0170] In addition, these modified embodiments
should not be appreciated separately from technical
prospects.

Claims

1. A method for user authentication in a video commu-
nication apparatus (10), the video communication
apparatus (10) including a user authentication unit
(140), the method comprising:

receiving image data (310, 320, 330, 340, 350)
of a plurality of users;
detecting a face region (311, 321, 331, 341, 351)
of each of the plurality of users by using the re-
ceived image data (310, 320, 330, 340, 350);
performing a user authentication by comparing
face feature information corresponding to each
of the detected face regions (311, 321, 331, 341,
351) with pre-registered face feature informa-
tion;
displaying the detected face regions (311, 321,
331, 341, 351) based on comparison result,
wherein the detected face regions (311, 321,
331, 341, 351) are displayed to indicate differ-
ently authenticated users from unauthenticated
users on a screen (400);
receiving a selection of any one of the face re-
gions (311, 331, 341) for the authenticated users
displayed on the screen; and
permitting, by the user authentication unit, a user
corresponding to the selected face region to log-
in and access to the video communication ap-
paratus to enter a video-communication mode.

2. The user authentication method according to claim
1, wherein the performing step includes:

extracting the face feature information from
each of the detected face regions (311, 321,
331, 341, 351);
comparing the extracted face feature informa-
tion from each of the detected face regions (311,
321, 331, 341, 351) with the pre-registered face
feature information; and
authenticating a user corresponding to one of
the detected face regions (311, 331, 341) when
the extracted face feature information for said
one of the detected face regions (311, 331, 341)
substantially coincides with the pre-registered
face feature information according to the com-
parison result.

3. The user authentication method according to claim
1, further comprising:

receiving a broadcasting signal;
displaying a broadcasting service based on the
received broadcast signal; and
receiving a user input for user authentication to
access to the video communication apparatus
to enter the video-communication mode while
displaying the broadcasting service.

4. The user authentication method according to claim
1, further comprising:

automatically logging-off, by the user authenti-
cation unit (140), the video communication ap-
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paratus, when the logged-in user corresponding
to the selected face region is no longer detected
by an image capturing unit (100) of the video
communication apparatus (10).

5. The user authentication method according to claim
1, further comprising:

receiving a selection of one of the face regions
(321, 351) for the unauthenticated users dis-
played on the screen (400); and
registering face feature information of the se-
lected face region (311, 321, 331, 341, 351) for
access to the video communication apparatus.

6. The user authentication method according to claim
1, further comprising:
transmitting the user authentication result to an ex-
ternal apparatus (20, 30, 40, 50, 60), wherein the
user authentication result is displayed on an external
display associated with the external apparatus (20,
30, 40, 50, 60).

7. A video communication apparatus (10), comprising:

a face detection unit (110) configured to detect
a face region (311, 321, 331, 341, 351) of each
of a plurality of users based on received image
data (310, 320, 330, 340, 350) of the plurality of
users;
a user authentication unit (140) configured to
perform a user authentication by comparing face
feature information corresponding to each of the
detected face regions (311, 321, 331, 341, 351)
with pre-registered face feature information;
a display unit (150) including a screen (400) and
configured to display the detected face regions
(311, 321, 331, 341, 351) based on comparison
result, wherein the detected face regions (311,
321, 331, 341, 351) are displayed to indicate
differently authenticated users (311, 331, 341)
from unauthenticated users (321, 351) on the
screen (400); and
an input unit configured to receive a selection of
any one of the face regions for the authenticated
users displayed on the screen,
wherein the user authentication unit further con-
figured to permit a user corresponding to the se-
lected face region to log-in and access to the
video communication apparatus to enter a vid-
eo-communication mode.

8. The video communication apparatus according to
claim 7, wherein the user authentication unit (140)
is configured to perform the user authentication by:

extracting the face feature information from
each of the detected face regions (311, 321,

331, 341, 351);
comparing the extracted face feature informa-
tion from each of the detected face regions (311,
321, 331, 341, 351) with the pre-registered face
feature information; and
authenticating a user corresponding to one of
the detected face regions (311, 331, 341) when
the extracted face feature information for said
one of the detected regions substantially coin-
cides with the pre-registered face feature infor-
mation according to the comparison result.

9. The video communication apparatus according to
claim 7, further comprising:

a broadcast processing unit (541) configured to
receive a broadcasting signal, and to display a
broadcasting service based on the received
broadcasting signal; and
an input unit (10) configured to receive a user
input for user authentication to access to the vid-
eo communication apparatus to enter the video-
communication mode while displaying the
broadcasting service.

10. The video communication apparatus according to
claim 7, wherein the user authentication unit (140)
is further configured to:
automatically log-off the video communication appa-
ratus, when the logged-in user corresponding to the
selected face region is no longer detected by an im-
age capturing unit of the video communication ap-
paratus.

11. The video communication apparatus according to
claim 7, wherein the input unit further configured to
receive a selection of one of the face regions (321,
351) for the unauthenticated users displayed on the
screen, for registering face feature information of the
selected face region (321, 351) for access to the vid-
eo communication apparatus.

12. The video communication apparatus according to
any of claims 7-11, wherein the display unit (150) is
configured to display authenticated users (311, 331,
341) differently from unauthenticated users (321,
351) using different colors, different sizes, different
symbols, different highlights, different sounds, differ-
ent texts, or any combination thereof.

13. The video communication apparatus according to
claim 7, further comprising:

a camera configured to acquire image data of
the permitted user; and
a camera driving unit configured to change the
direction of the camera depending on the move-
ment of the permitted user.
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Patentansprüche

1. Verfahren zur Benutzerauthentifizierung in einer Vi-
deokommunikationsvorrichtung (10), wobei die Vi-
deokommunikationsvorrichtung (10) eine Benutze-
rauthentifizierungseinheit (140) umfasst, wobei das
Verfahren umfasst:

Empfangen von Bilddaten (310, 320, 330, 340,
350) von einer Mehrzahl von Benutzern;
Erfassen einer Gesichtsregion (311, 321, 331,
341, 351) von jedem der Mehrzahl von Benut-
zern durch Verwenden der empfangenen Bild-
daten (310, 320, 330, 340, 350);
Durchführen einer Benutzerauthentifizierung
durch Vergleichen einer Gesichtsmerkmalsin-
formation, die jeder der erfassten Gesichtsregi-
onen (311, 321, 331, 341, 351) entspricht, mit
einer vorregistrierten Gesichtsmerkmalsinfor-
mation;
Anzeigen der erfassten Gesichtsregionen (311,
321, 331, 341, 351) auf der Basis des Vergleich-
sergebnisses, wobei die erfassten Gesichtsre-
gionen (311, 321, 331, 341, 351) angezeigt wer-
den, um unterschiedlich authentifizierte Benut-
zer von nicht authentifizierten Benutzern auf ei-
nem Bildschirm (400) zu bezeichnen;
Empfangen einer Auswahl von einer beliebigen
der Gesichtsregionen (311, 331, 341) für die au-
thentifizierten Benutzer, die auf dem Bildschirm
angezeigt werden; und
Erlauben einem Benutzer, der der ausgewähl-
ten Gesichtsregion entspricht, durch die Benut-
zerauthentifizierungseinheit, sich in die Video-
kommunikationsvorrichtung einzuloggen und
auf diese zuzugreifen, um einen Videokommu-
nikationsmodus aufzurufen.

2. Benutzerauthentifizierungsverfahren nach An-
spruch 1, wobei der Durchführungsschritt umfasst:

Extrahieren der Gesichtsmerkmalsinformation
aus jeder der erfassten Gesichtsregionen (311,
321, 331, 341, 351);
Vergleichen der extrahierten Gesichtsmerkmal-
sinformation von jeder der erfassten Gesichts-
regionen (311, 321, 331, 341, 351) mit der vor-
registrierten Gesichtsmerkmalsinformation und
Authentifizieren eines Benutzers, der einer der
erfassten Gesichtsregionen (311, 331, 341) ent-
spricht, wenn sich die extrahierte Gesichtsmerk-
malsinformation für die eine der erfassten Ge-
sichtsregionen (311, 331, 341) gemäß dem Ver-
gleichsergebnis im Wesentlichen mit der vorre-
gistrierten Gesichtsmerkmalsinformation deckt.

3. Benutzerauthentifizierungsverfahren nach An-
spruch 1, weiterhin umfassend:

Empfangen eines Rundfunksignals;
Anzeigen eines Rundfunkdienstes auf der Basis
des empfangenen Rundfunksignals und
Empfangen einer Benutzereingabe zur Benut-
zerauthentifizierung zum Zugriff auf die Video-
kommunikationsvorrichtung, um den Video-
kommunikationsmodus aufzurufen, während
der Rundfunkdienst angezeigt wird.

4. Benutzerauthentifizierungsverfahren nach An-
spruch 1, weiterhin umfassend:
automatisches Ausloggen aus der Videokommuni-
kationsvorrichtung durch die Benutzerauthentifizie-
rungseinheit (140), wenn der eingeloggte Benutzer,
der der ausgewählten Gesichtsregion entspricht,
durch eine Bildaufnahmeeinheit (100) der Video-
kommunikationsvorrichtung (10) nicht mehr erfasst
wird.

5. Benutzerauthentifizierungsverfahren nach An-
spruch 1, weiterhin umfassend:

Empfangen einer Auswahl von einer der Ge-
sichtsregionen (321, 351) für die nicht authenti-
fizierten Benutzer, die auf dem Bildschirm (400)
angezeigt werden; und
Registrieren einer Gesichtsmerkmalsinformati-
on der ausgewählten Gesichtsregion (311, 321,
331, 341, 351) zum Zugriff auf die Videokom-
munikationsvorrichtung.

6. Benutzerauthentifizierungsverfahren nach An-
spruch 1, weiterhin umfassend:
Übertragen des Benutzerauthentifizierungsergeb-
nisses an eine externe Vorrichtung (20, 30, 40, 50,
60), wobei das Benutzerauthentifizierungsergebnis
auf einer externen Anzeige angezeigt wird, die mit
der externen Vorrichtung (20, 30, 40, 50, 60) asso-
ziiert ist.

7. Videokommunikationsvorrichtung (10), umfassend:

eine Gesichtserfassungseinheit (110), die dazu
konfiguriert ist, eine Gesichtsregion (311, 321,
331, 341, 351) von jedem einer Mehrzahl von
Benutzern auf der Basis von empfangenen Bild-
daten (310, 320, 330, 340, 350) von der Mehr-
zahl von Benutzern zu erfassen;
eine Benutzerauthentifizierungseinheit (140),
die dazu konfiguriert ist, eine Benutzerauthenti-
fizierung durch Vergleichen einer Gesichts-
merkmalsinformation, die jeder der erfassten
Gesichtsregionen (311, 321, 331, 341, 351) ent-
spricht, mit einer vorregistrierten Gesichtsmerk-
malsinformation durchzuführen;
eine Anzeigeeinheit (150), die einen Bildschirm
(400) umfasst und dazu konfiguriert ist, die er-
fassten Gesichtsregionen (311, 321, 331, 341,
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351) auf der Basis des Vergleichsergebnisses
anzuzeigen, wobei die erfassten Gesichtsregi-
onen (311, 321, 331, 341, 351) angezeigt wer-
den, um unterschiedlich authentifizierte Benut-
zer (311, 331, 341) von nicht authentifizierten
Benutzern (321, 351) auf dem Bildschirm (400)
zu bezeichnen; und
eine Eingabeeinheit, die dazu konfiguriert ist, ei-
ne Auswahl von einer beliebigen der Gesichts-
regionen für die authentifizierten Benutzer, die
auf dem Bildschirm angezeigt werden, zu emp-
fangen,
wobei die Benutzerauthentifizierungseinheit
weiterhin dazu konfiguriert ist, einem Benutzer,
der der ausgewählten Gesichtsregion ent-
spricht, zu erlauben, sich in die Videokommuni-
kationsvorrichtung einzuloggen und auf diese
zuzugreifen, um einen Videokommunikations-
modus aufzurufen.

8. Videokommunikationsvorrichtung nach Anspruch 7,
wobei die Benutzerauthentifizierungseinheit (140)
dazu konfiguriert ist, die Benutzerauthentifizierung
durchzuführen durch:

Extrahieren der Gesichtsmerkmalsinformation
aus jeder der erfassten Gesichtsregionen (311,
321, 331, 341, 351);
Vergleichen der extrahierten Gesichtsmerkmal-
sinformation von jeder der erfassten Gesichts-
regionen (311, 321, 331, 341, 351) mit der vor-
registrierten Gesichtsmerkmalsinformation und
Authentifizieren eines Benutzers, der einer der
erfassten Gesichtsregionen (311, 331, 341) ent-
spricht, wenn sich die extrahierte Gesichtsmerk-
malsinformation für die eine der erfassten Re-
gionen gemäß dem Vergleichsergebnis im We-
sentlichen mit der vorregistrierten Gesichts-
merkmalsinformation deckt.

9. Videokommunikationsvorrichtung nach Anspruch 7,
weiterhin umfassend:

eine Rundfunkverarbeitungseinheit (541), die
dazu konfiguriert ist, ein Rundfunksignal zu
empfangen und einen Rundfunkdienst auf der
Basis des empfangenen Rundfunksignals anzu-
zeigen; und
eine Eingabeeinheit (10), die dazu konfiguriert
ist, eine Benutzereingabe zur Benutzerauthen-
tifizierung zum Zugriff auf die Videokommunika-
tionsvorrichtung zu empfangen, um den Video-
kommunikationsmodus aufzurufen, während
der Rundfunkdienst angezeigt wird.

10. Videokommunikationsvorrichtung nach Anspruch 7,
wobei die Benutzerauthentifizierungseinheit (140)
weiterhin konfiguriert ist zum:

automatisches Ausloggen aus der Videokommuni-
kationsvorrichtung, wenn der eingeloggte Benutzer,
der der ausgewählten Gesichtsregion entspricht,
durch eine Bildaufnahmeeinheit der Videokommu-
nikationsvorrichtung nicht mehr erfasst wird.

11. Videokommunikationsvorrichtung nach Anspruch 7,
wobei die Eingabeeinheit weiterhin dazu konfiguriert
ist, eine Auswahl von einer der Gesichtsregionen
(321, 351) für die nicht authentifizierten Benutzer,
die auf dem Bildschirm angezeigt werden, zum Re-
gistrieren einer Gesichtsmerkmalsinformation der
ausgewählten Gesichtsregion (321, 351) zum Zugriff
auf die Videokommunikationsvorrichtung zu emp-
fangen.

12. Videokommunikationsvorrichtung nach einem der
Ansprüche 7-11, wobei die Anzeigeeinheit (150) da-
zu konfiguriert ist, authentifizierte Benutzer (311,
331, 341) unter Verwendung anderer Farben, ande-
rer Größen, anderer Symbole, anderer Hervorhe-
bungen, anderer Töne, anderer Texte oder einer be-
liebigen Kombination davon anders von nicht au-
thentifizierten Benutzern (321, 351) anzuzeigen.

13. Videokommunikationsvorrichtung nach Anspruch 7,
weiterhin umfassend:

eine Kamera, die dazu konfiguriert ist, Bilddaten
von dem zugelassenen Benutzer zu beziehen;
und
eine Kameraantriebseinheit, die dazu konfigu-
riert ist, die Richtung der Kamera in Abhängig-
keit von der Bewegung des zugelassenen Be-
nutzers zu ändern.

Revendications

1. Procédé d’authentification d’utilisateurs dans un ap-
pareil de communication vidéo (10), l’appareil de
communication vidéo (10) comprenant une unité
d’authentification d’utilisateurs (140), le procédé
comprenant :

recevoir des données d’image (310, 320, 330,
340, 350) d’une pluralité d’utilisateurs ;
détecter une région de visage (311, 321, 331,
341, 351) de chacun de la pluralité d’utilisateurs
en utilisant les données d’image reçues (310,
320, 330, 340, 350) ;
réaliser une authentification d’utilisateurs par
comparaison d’informations de caractéristiques
de visage correspondant à chacune des régions
de visage détectées (311, 321, 331, 341, 351)
à des informations de caractéristiques de visage
préenregistrées ;
afficher les régions de visage détectées (311,
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321, 331, 341, 351) sur la base du résultat de
comparaison, les régions de visage détectées
(311, 321, 331, 341, 351) étant affichées pour
indiquer des utilisateurs authentifiés différem-
ment d’utilisateurs non authentifiés sur un écran
(400) ;
recevoir une sélection de l’une quelconque des
régions de visage (311, 331, 341) pour les utili-
sateurs authentifiés affichés sur l’écran ; et
permettre, par l’unité d’authentification d’utilisa-
teur, à un utilisateur correspondant à la région
de visage sélectionnée de se connecter et d’ac-
céder à l’appareil de communication vidéo pour
entrer dans un mode de communication vidéo.

2. Procédé d’authentification d’utilisateurs selon la re-
vendication 1, dans lequel l’étape de réalisation
comprend :

extraire les informations de caractéristiques de
visage à partir de chacune des régions de visage
détectées (311, 321, 331, 341, 351) ;
comparer les informations de caractéristiques
de visage extraites à partir de chacune des ré-
gions de visage détectées (311, 321, 331, 341,
351) aux informations de caractéristiques de vi-
sage préenregistrées ; et
authentifier un utilisateur correspondant à l’une
des régions de visage détectées (311, 331, 341)
lorsque les informations de caractéristiques de
visage extraites pour ladite région de visage dé-
tectée parmi les régions de visage détectées
(311, 331, 341) coïncident sensiblement avec
les informations de caractéristiques de visage
préenregistrées selon le résultat de comparai-
son.

3. Procédé d’authentification d’utilisateurs selon la re-
vendication 1, comprenant en outre :

recevoir un signal de diffusion ;
afficher un service de diffusion sur la base du
signal de diffusion reçu ; et
recevoir une entrée d’utilisateur pour une
authentification d’utilisateurs pour accéder à
l’appareil de communication vidéo pour entrer
dans le mode de communication vidéo tout en
affichant le service de diffusion.

4. Procédé d’authentification d’utilisateurs selon la re-
vendication 1, comprenant en outre :
déconnecter automatiquement, par l’unité d’authen-
tification d’utilisateurs (140), l’appareil de communi-
cation vidéo, lorsque l’utilisateur connecté corres-
pondant à la région de visage sélectionnée n’est plus
détecté par une unité de capture d’image (100) de
l’appareil de communication vidéo (10).

5. Procédé d’authentification d’utilisateurs selon la re-
vendication 1, comprenant en outre :

recevoir une sélection de l’une des régions de
visage (321, 351) pour les utilisateurs non
authentifiés affichés sur l’écran (400) ; et
enregistrer des informations de caractéristiques
de visage de la région de visage sélectionnée
(311, 321, 331, 341, 351) pour accéder à l’ap-
pareil de communication vidéo.

6. Procédé d’authentification d’utilisateurs selon la re-
vendication 1, comprenant en outre :
transmettre le résultat d’authentification d’utilisa-
teurs à un appareil externe (20, 30, 40, 50, 60), le
résultat d’authentification d’utilisateurs étant affiché
sur un dispositif d’affichage externe associé à l’ap-
pareil externe (20, 30, 40, 50, 60).

7. Appareil de communication vidéo (10), comprenant :

une unité de détection de visage (110) configu-
rée pour détecter une région de visage (311,
321, 331, 341, 351) de chacun d’une pluralité
d’utilisateurs sur la base de données d’image
reçues (310, 320, 330, 340, 350) de la pluralité
d’utilisateurs ;
une unité d’authentification d’utilisateurs (140)
configurée pour réaliser une authentification
d’utilisateurs par comparaison d’informations de
caractéristiques de visage correspondant à cha-
cune des régions de visage détectées (311, 321,
331, 341, 351) à des informations de caracté-
ristiques de visage préenregistrées ;
une unité d’affichage (150) comprenant un
écran (400) et configurée pour afficher les ré-
gions de visage détectées (311, 321, 331, 341,
351) sur la base du résultat de comparaison, les
régions de visage détectées (311, 321, 331,
341, 351) étant affichées pour indiquer des uti-
lisateurs authentifiés (311, 331, 341) différem-
ment d’utilisateurs non authentifiés (321, 351)
sur l’écran (400) ; et
une unité d’entrée configurée pour recevoir une
sélection de l’une quelconque des régions de
visage pour les utilisateurs authentifiés affichés
sur l’écran,
l’unité d’authentification d’utilisateurs étant en
outre configurée pour permettre à un utilisateur
correspondant à la région de visage sélection-
née de se connecter et d’accéder à l’appareil de
communication vidéo pour entrer dans un mode
de communication vidéo.

8. Appareil de communication vidéo selon la revendi-
cation 7, dans lequel l’unité d’authentification d’utili-
sateurs (140) est configurée pour réaliser l’authen-
tification d’utilisateurs par :
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extraction des informations de caractéristiques
de visage à partir de chacune des régions de
visage détectées (311, 321, 331, 341, 351) ;
comparaison des informations de caractéristi-
ques de visage extraites à partir de chacune des
régions de visage détectées (311, 321, 331,
341, 351) aux informations de caractéristiques
de visage préenregistrées ; et
authentification d’un utilisateur correspondant à
l’une des régions de visage détectées (311, 331,
341) lorsque les informations de caractéristi-
ques de visage extraites pour ladite région dé-
tectée parmi les régions détectées coïncident
sensiblement avec les informations de caracté-
ristiques de visage préenregistrées selon le ré-
sultat de comparaison.

9. Appareil de communication vidéo selon la revendi-
cation 7, comprenant en outre :

une unité de traitement de diffusion (541) con-
figurée pour recevoir un signal de diffusion, et
pour afficher un service de diffusion sur la base
du signal de diffusion reçu ; et
une unité d’entrée (10) configurée pour recevoir
une entrée d’utilisateur pour une authentification
d’utilisateurs pour accéder à l’appareil de com-
munication vidéo pour entrer dans le mode de
communication vidéo tout en affichant le service
de diffusion.

10. Appareil de communication vidéo selon la revendi-
cation 7, dans lequel l’unité d’authentification d’utili-
sateurs (140) est en outre configurée pour :
déconnecter automatiquement l’appareil de commu-
nication vidéo, lorsque l’utilisateur connecté corres-
pondant à la région de visage sélectionnée n’est plus
détecté par une unité de capture d’image de l’appa-
reil de communication vidéo.

11. Appareil de communication vidéo selon la revendi-
cation 7, dans lequel l’unité d’entrée est en outre
configurée pour recevoir une sélection de l’une des
régions de visage (321, 351) pour les utilisateurs non
authentifiés affichés sur l’écran, pour enregistrer des
informations de caractéristiques de visage de la ré-
gion de visage sélectionnée (321, 351) pour accéder
à l’appareil de communication vidéo.

12. Appareil de communication vidéo selon l’une quel-
conque des revendications 7 à 11, dans lequel l’unité
d’affichage (150) est configurée pour afficher des
utilisateurs authentifiés (311, 331, 341) différem-
ment d’utilisateurs non authentifiés (321, 351) en uti-
lisant des couleurs différentes, des tailles différen-
tes, des symboles différents, des mises en évidence
différentes, des sons différents, des textes diffé-
rents, ou une quelconque de ceux-ci.

13. Appareil de communication vidéo selon la revendi-
cation 7, comprenant en outre :

une caméra configurée pour acquérir des don-
nées d’image de l’utilisateur permis ; et
une unité de pilotage de caméra configurée pour
changer la direction de la caméra en fonction du
mouvement de l’utilisateur permis.
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